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Note by the Secretariat

1.  On 11 July 2025, at its eleventh substantive session, the open-ended working
group on security of and in the use of information and communications technologies
2021-2025 considered item 8 of its agenda (A/AC.292/2021/1), entitled “Adoption
of the final report”. The working group adopted its draft report and decided to include
in its report the outcome of the discussions of the working group on agenda item 5.
The report of the working group, including the annexed report on discussions on
agenda item 5, is contained in document A/80/257.

2. Pursuant to paragraph 19 of the report of the working group, the Secretariat has
compiled the following compendium of statements in explanation of position, as
received from delegations.*

* Circulated in the languages of submission only and without formal editing.
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Member States

Argentina

Sr. Presidente,

Hago uso de la palabra para realizar una explicacion de posicidon con relacién al
Informe Final del Grupo de Composicion Abierta sobre Seguridad de y en el Uso de
las TICs, cuyo consenso acompafilamos y felicitamos a todos por su adopcién.

Respecto de la palabra género, la Argentina la entiende en el marco del derecho
internacional, que se refiere a los dos sexos, masculino y femenino, conforme Estatuto
de Roma, Art. 7.3).

El compromiso de la Argentina con los derechos de la mujer es sostenido en el
tiempo y esta plasmado en su legislacion y en précticas internas que van mas alla de
los estandares internacionales.

En cuanto a la Agenda 2030, la Republica Argentina recuerda que dicha Agenda
estd compuesta por aspiraciones juridicamente no vinculantes que cada Estado, en el
ejercicio de su soberania, tiene derecho a interpretar y perseguir con libertad.

Sr. Presidente:

Deseo expresar nuestro reconocimiento por la conduccion eficaz, transparente
e inclusiva de los trabajos de este Grupo a lo largo de los cinco afios de mandato.
Valoramos especialmente el impulso brindado a una participacion sustantiva de todas
las delegaciones, asi como el profesionalismo de la Secretaria de la UNODA y la
labor de los intérpretes, cuyo apoyo técnico fue esencial a lo largo del proceso.

Destacamos que los aportes realizados por los Estados se reflejan de manera
equilibrada en el documento final, como resultado de un ejercicio genuino de
negociacion. Ello confirma el compromiso colectivo con el mantenimiento de un
ciberespacio abierto, interoperable, estable, seguro y pacifico. Nos complace
especialmente la incorporacion de un grupo tematico dedicado sobre creacidon de
capacidades, una propuesta que ha contado con el firme respaldo de mi delegacion y
de numerosos paises de nuestra region a lo largo de todo el proceso.

Consideramos que el informe final representa un aporte significativo al
fortalecimiento del marco multilateral en materia de ciberseguridad y ciber
resiliencia. Su adopcidn consolida el acquis logrado durante mas de dos décadas de
trabajo multilateral, conformado por creaciéon de capacidades, principios, normas,
medidas y entendimientos que seguiran guiando los avances en el marco internacional
para el uso y la seguridad del uso de las TICs.

Sr Presidente, el mecanismo que hoy se establece como resultado del esfuerzo
colectivo y sostenido de la Presidencia, la Secretaria y la sala, tendra la
responsabilidad de consolidar los avances alcanzados hasta la fecha, preservando el
espiritu de consenso, transparencia y representatividad que ha caracterizado a este
proceso.

La presente explicacion de posicion ha sido remitida a la Secretaria para su
publicacion.

Muchas gracias.
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Australia

Thank you Chair.

Australia aligns with the Pacific Islands Forum statement and wishes to make
the following remarks in our national capacity.

Australia expresses its sincere appreciation to you and your dedicated team for
your leadership throughout this process. The adoption of the Final Report and the
establishment of the new permanent mechanism, by consensus, represents a
significant milestone in our collective efforts to uphold the rules-based international
order and the framework for responsible state behaviour in cyberspace.

This outcome underscores the enduring value of multilateralism and reaffirms
the central role of the United Nations in facilitating dialogue, fostering understanding,
and enabling Member States to navigate new and complex challenges together. It
reflects the determination of our Chair, the importance that all governments place on
this issue, and the collective commitment demonstrated by every delegation
throughout these negotiations.

While certain elements of the Final Report do not fully align with Australia’s
national positions, we acknowledge the finely balanced package to achieve
consensus. In the spirit of cooperation and flexibility, we accept the outcome that has
been reached.

Australia believes the Final Report provides a strong foundation for the work
ahead. It consolidates decades of work since the first GGE and sets a clear direction
for the new permanent mechanism to advance the framework for responsible state
behaviour in cyberspace.

As we take stock of our progress, Australia notes two major disappointments on
the Final Report.

Firstly, on international law, Australia regrets that the section does not capture
all the progress made, and the emerging convergences reached, over almost five years.
Many states called for the inclusion of substantive additional language on the
application of international human rights law, the law of state responsibility, and
international humanitarian law, as reflected in the cross-regional paper on
international law. While we appreciate the references to international law in paragraph
42, we regret that this paragraph makes no mention of international human rights law.
We are also disappointed that reference to the ICT resolution of the 34th Conference
of the International Red Cross and Red Crescent — an important consensus
document — was deleted, as were the two OEWG cross-regional working papers,
which remain important pieces of work.

Secondly, on stakeholders modalities, we regret that we were not able to make
more progress on improving inclusiveness and transparency.

Australia welcomes the Final Report’s recognition of the high level of
participation by women delegates and the importance of integrating gender
perspectives in our discussions.

We would particularly like to acknowledge the valuable contributions of the
Women in International Security and Cyberspace Fellows, who delivered a quarter
[24%] of the total statements, which has enriched our deliberations and strengthened
the collective outcome.

Australia encourages all States to support the full, equal and meaningful
participation of women, both within the new permanent mechanism and across the
broader landscape of cybersecurity and international security.
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In closing, Australia extends its sincere appreciation to all delegations, to our
Chair, and to his exceptional team for their tireless efforts in achieving a consensus
outcome. We look forward to continuing our work under the new permanent
mechanism and advancing our shared goal to protect and promote a peaceful, stable
and interoperable cyberspace for all.

Thank you Chair and congratulations to all.

Brazil

Mr Chair,

I would like to express the Brazilian delegation's deepest appreciation to you
and your team for your outstanding work throughout the past five years, which
culminated in the adoption of our final report this morning.

One of multilateralism's clichés is that a fair and balanced document is one that
no delegation finds perfect, but with which everyone is equally unhappy. It is true
that we would have liked a higher level of ambition in some sections, and especially
regret that our final report does not adequately capture the richness of our discussions
on international law — especially international humanitarian law. We also believe a
dedicated thematic group on international law in the permanent mechanism would
have been a good space to further advance those discussions. It would have also been
our preference to have stronger modalities for stakeholder participation.

Nevertheless, we still have a fair and balanced document which is a meaningful
addition to our acquis and an important contribution to the promotion of an open,
safe, secure, stable, accessible, peaceful and interoperable ICT environment. Most
importantly, it lays the groundwork for a seamless transition to a single-track
permanent mechanism to address ICT security. We commend in particular its strong
emphasis on capacity building, which includes the establishment of a dedicated
thematic group on the issue in the permanent mechanism we have just created.

Achieving this by consensus in such challenging geopolitical circumstances is
a testament to the crucial importance and effectiveness of multilateralism. We
appreciate the flexibility shown by all delegations throughout this week, which
allowed us to reach consensus and adopt our final report.

Brazil has been an active participant throughout this process, and you can count
on us to continue our constructive engagement in the future mechanism.

On a final note, Brazil joins other delegations in thanking you for your
extremely able leadership and unwavering commitment to a fair balance since the
begging of this process. We must also acknowledge Clarice Lim, Matthew Wong and
Gillian Goh from your team, and Katherine Prizeman and Virginia Browning from
the Secretariat, for their exceptional work throughout the OEWG.

I thank you.

Cuba

Mr. Chairman:

We associate ourselves with the statement made by the delegation of Nicaragua
on behalf of a group of like-minded countries.

We appreciate your intensive efforts to achieve the adoption of the final report
of the Open-Ended Working Group on the security of information and
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communications technologies and their use after five years of work. We also thank
the professionalism of your team and the support of the Secretariat.

The agreement to establish a new intergovernmental mechanism, which will
continue to operate by consensus and provide continuity to the regular institutional
dialogue under the auspices of the United Nations, is a significant achievement.

The Cuban delegation worked actively to contribute to this, based on our firm
commitment to the Working Group, a forum created at the proposal of Russia and a
group of like-minded countries, including Cuba, to which we attach crucial
importance, especially for developing countries.

We thank the delegations for their collaboration, which made this result
possible, despite such diverse positions and intense days of debate.

Mr. Chairman:

With a view to the discussions within the framework of the new mechanism, we
would like it to be noted that there is no common understanding on the supposed
neutrality of ICTs, a notion mentioned in paragraph 26 of the final report.

At the same time, no attempt should be made to force the notion of the
applicability of international humanitarian law to cyberspace. Given the concern that
some States are developing offensive capabilities through the use of ICTs, we believe
that, rather than tacitly consenting to the possibility of armed conflict in cyberspace,
we should focus on the essential purpose of preserving ICTs for exclusively peaceful,
development-oriented use.

We hope that, in this new stage that is now beginning, progress will be made in
the development of legally binding obligations in the field of ICT security and use,
which would facilitate common understandings of how international law applies to
this domain, by addressing legal gaps and establishing clear obligations for all States.
Cuba remains committed to actively contributing to this purpose.

Thank you very much.

Egypt

Mr. Chairperson,

1-  We align with the statement delivered earlier by Tunisia on behalf of the Arab
Group, as well as the statement delivered yesterday by Nigeria on behalf of the
African group.

2-  Inthe first intervention by the Egyptian delegation during this 11th meeting, we
underscored that our main and key priority would be to ensure a seamless transition
to a future permanent mechanism that can enable the continuation of a single-track,
action-oriented and consensus-based UN-led process on security of and in the use of
ICT, and not to open the space for a vacuum or competitive initiatives.

3-  From this prism, Egypt joins consensus today around the draft report. We based
our decision on number of considerations including the fact that this report
complements the three annual progress reports previously adopted by consensus, and
that the normative framework of responsible state behavior continues to be
cumulative and evolving. We welcome also the steps taken at this report to reflect a
more diverse and representative landscape of threats that captures the reality in
different regions.

4-  Nevertheless, and as explained on previous occasions, we continue to be deeply
disappointed with some crucial points with this report and its annex.
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5-  The omission of a dedicated DTG on the application of international law in the
context of cyber space is very alarming, and along with the significant reduction in
the content of section D on international law, Egypt, like many others, is concerned
with how the application of and compliance with respective international law
obligations, including international humanitarian law, will be approached under the
new global mechanism. It is important to indicate once again that our interest and
commitment to discussions supporting respect to international law and the UN
Charter, does not in any mean or way indicate conclusive preference or pre-empting
a discussion of a legally binding instrument as an indispensable pathway.

6- As mentioned by the Arab Group, we will continue to advance this avenue at
the upcoming review meeting, and request the Chairperson of the global mechanism
to convene a focused round table on application of international law.

7-  In addition, we maintain our view that the content and recommendations in
relation to capacity building is significantly lower than our expectations. Without
concrete and meaningful steps to establish a UN-led capacity building vehicle
including through the voluntary fund and sponsorship program, and availing
adequate, sufficient and predictable resources for this purpose, the discussion at
DTG?2 will not realize its desired potential. Making meaningful and prompt on this
front will be crucial for the level of confidence and the credibility of the newly born
mechanism.

Mr. Chairperson,

8-  Having said that, we won’t miss on paying tribute to your exemplary leadership.
Chairperson, we have mentioned before and we are saying it again, you were the
consistently serious and diligent participant in this process from its inception till its
conclusion. Without your strong and impactful leadership, this process would have
been in a very different place which is way less effective and ambitious. I want also
to extent our gratitude to my two dear colleagues and friends from your team, Mathew
Wong and Clarice Lim and the very dedicated team at the secretariat Ms Prizeman
and Ms Browning.

9-  Chairperson, thank you for taking us forward, at a time when consensus around
progress at the UN is becoming the exception rather than the norm.

I thank you.

El Salvador

El Salvador expresa un profundo reconocimiento al Presidente del Grupo de
Trabajo de Composicion Abierta sobre la seguridad de las tecnologias de la
informacion y las comunicaciones y de su uso (GTCA), a su equipo de trabajo, y a la
Unidad de Ciencia y Tecnologia de la Oficina de Asuntos de Desarme de las Naciones
Unidas, por la excelente conduccion de este proceso, que culmind con la adopcidn
del Reporte Final por consenso.

Esta adopciéon no solo demuestra la voluntad de los Estados Miembros de las
Naciones Unidas de seguir avanzado en la implementacion del marco de
comportamiento responsable de los Estados en el ciberespacio, sino que también
allana el camino hacia el futuro establecimiento del Mecanismo Global sobre los
avances en el ambito de las TIC en el contexto de la seguridad internacional y el
fomento de un comportamiento responsable en su uso, que nace como resultado
directo del trabajo del GTCA.

El Salvador ha participado de manera activa y constructiva en las labores del
GTCA desde su establecimiento, conforme al mandato conferido por la resolucion
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75/240 de la Asamblea General. Durante la décimo primera sesidon sustantiva, que
marcé el cierre del Grupo, la delegacion salvadorefia participé activamente en la
negociacion del Reporte Final, presentando recomendaciones tanto a titulo nacional
como en coordinacion con grupos de paises afines, particularmente en los pilares de
derecho internacional y creacion de capacidades.

El Salvador considera que el Reporte Final, adoptado por consenso, es un
documento que preserva un delicado equilibrio de posiciones, que se construye sobre
el trabajo realizado en sesiones anteriores y que ademas traza una hoja de ruta para el
proximo Mecanismo Global.

Aunque varios de los elementos promovidos por El Salvador se reflejan en el
Reporte Final, consideramos que algunos aspectos importantes que fueron
respaldados por El Salvador no fueron incluidos, y sobre los cuales continuaremos
abogando en el futuro.

Sobre amenazas reales y potenciales:

El Salvador lamenta que no se hayan retenido las referencias contenidas en los
parrafos 15 y 16 del borrador inicial, que reflejaban de manera mas precisa las
interrelaciones entre el uso hibrido de las TIC y las armas convencionales, asi como
como la forma en que actividades delictivas e incidentes relacionados con las TIC
pueden representar amenazas a la paz y la seguridad internacionales. Esperamos que
el proximo Mecanismo Global pueda profundizar en estos temas.

En relacion con el parrafo 17, expresamos nuestra preocupacién por la
eliminacion de la mencidon especifica a sectores previamente definidos como
infraestructuras criticas. Los sectores sanitario, maritimo, aerondautico, financiero,
energético y del agua constituyen lenguaje acordado en el Tercer Reporte Anual, y su
reconocimiento representa, desde nuestra perspectiva, un avance significativo en la
identificacion sectorial de riesgos y prioridades de proteccion.

Respecto del parrafo 24, lamentamos la eliminacion de la referencia a un
enfoque de ransomware centrado en las personas. Desde nuestra vision, dicho enfoque
resalta la necesidad de comprender mejor los riesgos y mitigar los impactos del
ransomware desde la perspectiva de las personas y comunidades afectadas.

Finalmente, El Salvador acoge con satisfaccion la inclusion en el parrafo 26 de
la referencia a avanzar en el desarrollo e implementacion de soluciones criptograficas
post-cuanticas, propuesta presentada por nuestra delegacion en sesiones previas.

Sobre derecho internacional:

El Salvador reconoce la naturaleza evolutiva de las discusiones sobre la
aplicacion del derecho internacional en el ciberespacio. Junto con un grupo de mas
de 20 Estados, presentamos un documento conjunto sobre lenguaje de convergencia
en esta materia.

Sin embargo, consideramos que la seccion correspondiente del Reporte Final no
refleja plenamente el alcance ni el tenor de las discusiones sostenidas en los ultimos
anos. En particular:

* En el parrafo 40(c), se elimind una referencia importante sobre como ciertas
operaciones mediante TIC podrian constituir uso de la fuerza, cuando su escala
y efectos sean comparables a los de medios tradicionales.

* En el parrafo 42(b), no se reflejan referencias a futuras areas de discusidon como
las obligaciones relativas a la integridad territorial, la diligencia debida, y la
proteccion de infraestructuras criticas y datos bajo el derecho internacional.
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Nuestra delegacion lamenta que la continuacion de estas discusiones no se haya
institucionalizado mediante un grupo de trabajo especifico en el marco del
futuro Mecanismo Global. Por ello, alentamos a que, de manera transversal, se
continte promoviendo la aplicacion del derecho internacional en el ciberespacio
y la armonizacion de criterios sobre su implementacion. Los marcos normativos
aplicables requieren una mayor convergencia y transparencia, a fin de crear
condiciones seguras y estables en el ciberespacio, asi como regular las
conductas de los Estados, con todo lo que implica la responsabilidad en el
cumplimiento de las obligaciones internacionales.

Reiteramos nuestra preocupacion por la ausencia de una referencia significativa
a la aplicacion del Derecho Internacional Humanitario (DIH) en el ciberespacio,
especialmente respecto a las limitaciones a las ciberoperaciones en contextos de
conflicto armado, la proteccion de infraestructuras criticas frente a ciberataques,
y la reafirmacion de que la aplicabilidad del DIH no legitima al ciberespacio
como un dominio de conflicto.

Consideramos que esta omision representa, alin mas en el contexto geopolitico
actual, una oportunidad perdida que esperamos pueda ser subsanada en el proximo
mecanismo.

Sobre creacion de capacidades:

El Salvador acoge con satisfaccion el establecimiento de Grupo tematico
integrado, basado en los cinco pilares del marco, para acelerar el desarrollo de
capacidades en materia de seguridad de las TIC, tal como se refleja en el Anexo I.
Esta ha sido, de manera constante, una prioridad tanto para El Salvador como para
varios paises de América Latina y El Caribe.

No obstante, observamos con preocupacion la eliminacion de referencias claves
y mecanismos esenciales para la operacionalizacion de esta area. Consideramos que
un enfoque centrado en posibles reducciones debilita una seccidn clave para el trabajo
futuro del mecanismo permanente.

Sobre los grupos tematicos:

En cuanto al establecimiento de los grupos tematicos reflejados en el Anexo I,
reiteramos nuestra preocupacion por la eliminacion del grupo dedicado a continuar
las discusiones sobre la aplicacion del derecho internacional en el ciberespacio, una
propuesta que nuestra delegacion respaldd firmemente.

Asimismo, consideramos que la creacion de un solo grupo tematico que abarque
todos los pilares del marco podria derivar en una generalizacion excesiva. La ausencia
de una estructura tematica claramente definida podria dificultar que las discusiones
futuras sean sustantivas y efectivas.

Courtesy translation

El Salvador extends its deep appreciation to the Chair of the Open-Ended
Working Group on the security of and in the use of information and communications
technologies (OEWG), his team, and the Science and Technology Unit of the United
Nations Office for Disarmament Affairs, for their excellent leadership of this process,
which culminated in the consensus adoption of the Final Report.

This adoption not only demonstrates the will of United Nations Member States
to continue advancing the implementation of the framework for responsible State
behaviour in cyberspace, but also paves the way for the future establishment of the
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Global Mechanism on developments in the field of ICTs in the context of international
security and the promotion of responsible State behaviour in their use, which emerges
as a direct outcome of the OEWG’s work.

El Salvador has actively and constructively participated in the work of the
OEWG since its establishment, in accordance with the mandate conferred by General
Assembly resolution 75/240. During the eleventh substantive session, which marked
the conclusion of the Group’s work, the Salvadoran delegation actively engaged in
the negotiation of the Final Report, submitting recommendations both nationally and
in coordination with like-minded States, particularly in the pillars of international law
and capacity-building.

El Salvador considers that the Final Report, adopted by consensus, preserves a
delicate balance of positions, builds upon the work of previous sessions, and outlines
a roadmap for the forthcoming Global Mechanism.

While several of the elements promoted by El Salvador are reflected in the Final
Report, we consider that certain important aspects supported by our delegation were
not included, and we will continue to advocate for them in the future.

On existing and potential threats:

El Salvador regrets that the references contained in paragraphs 15 and 16 of the
zero draft were not retained, as they more accurately reflected the interlinkages
between the hybrid use of ICTs and conventional weapons, as well as the ways in
which criminal activities and ICT-related incidents can pose threats to international
peace and security. We hope that the next Global Mechanism will explore these issues
in greater depth.

Regarding paragraph 17, we express concern over the deletion of the specific
reference to sectors previously defined as critical infrastructure. The health, maritime,
aviation, finance, energy, and water sectors constitute agreed language from the Third
Annual Progress Report, and in our view, their recognition represents a significant
step forward in the sectoral identification of risks and protection priorities.

Regarding paragraph 24, we regret the removal of the reference to a people-
centered approach to ransomware. From our perspective, such an approach
underscores the need to better understand the risks and mitigate the impacts of
ransomware from the perspective of affected individuals and communities.

Finally, El Salvador welcomes the inclusion in paragraph 26 of the reference to
advancing the development and implementation of post-quantum cryptographic
solutions, a proposal put forward by our delegation in previous sessions.

On international law:

El Salvador recognizes the evolving nature of discussions on the application of
international law in cyberspace. Together with a group of more than 20 States, we
presented a joint paper on convergence language in this field.

However, we consider that the relevant section of the Final Report does not fully
reflect the scope or tone of the discussions held in recent years. In particular:

* In paragraph 40(c), an important reference was removed regarding how certain
ICT operations could constitute a use of force when their scale and effects are
comparable to those of traditional means.

* In paragraph 42(b), there is no reference to future areas of discussion such as
obligations relating to territorial integrity, due diligence, and the protection of
critical infrastructure and data under international law. Our delegation regrets
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that the continuation of these discussions was not institutionalized through a
dedicated working group under the future Global Mechanism. We therefore
encourage that, in a cross-cutting manner, efforts continue to promote the
application of international law in cyberspace and the harmonization of criteria
for its implementation. Applicable legal frameworks require greater
convergence and transparency to create safe and stable conditions in cyberspace
and to regulate State conduct, with all that implies in terms of responsibility for
compliance with international obligations.

We reiterate our concern over the absence of a meaningful reference to the
application of international humanitarian law (IHL) in cyberspace, particularly
with respect to limitations on cyber operations in situations of armed conflict,
the protection of critical infrastructure against cyberattacks, and the
reaffirmation that the applicability of IHL does not legitimize cyberspace as a
domain of conflict.

We consider that this omission, even more so in the current geopolitical context,
represents a missed opportunity that we hope can be remedied under the next
mechanism.

On capacity-building:

El Salvador welcomes the establishment of an integrated thematic group, based
on the framework’s five pillars, to accelerate the development of ICT security
capacity, as reflected in Annex I. This has consistently been a priority for El Salvador
and several Latin American and Caribbean countries.

Nevertheless, we note with concern the removal of key references and
mechanisms essential to the operationalization of this area. We believe that an
approach focused on potential reductions weakens a key section for the future work
of the permanent mechanism.

On thematic groups:

Regarding the establishment of thematic groups reflected in Annex I, we
reiterate our concern over the elimination of the group dedicated to continuing
discussions on the application of international law in cyberspace, a proposal strongly
supported by our delegation.

We also consider that creating a single thematic group covering all pillars of the
framework could lead to excessive generalization. The absence of a clearly defined
thematic structure could hinder the ability of future discussions to be substantive and
effective.

Iran (Islamic Republic of)

Mr. Chair,

My delegation would like to express its sincere appreciation to you, your team,
and the Secretariat for your dedicated, tireless, and professional efforts throughout
the OEWG process. Your commitment to fostering an inclusive, transparent, and
constructive dialogue has been instrumental in guiding our collective work and
advancing progress on this complex and vital agenda. We commend your leadership
in building consensus among Member States and in facilitating a smooth transition to
the Global Mechanism.

My delegation aligns itself with the joint statement of the LMG Group, which
will be delivered later today.
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Mr. Chair,

While we welcome and appreciate the positive improvements introduced
throughout various parts of the final report and acknowledge the progress made, my
delegation remains disappointed that it does not fully reflect the entire range of the
threat landscape, as it overlooks several threats highlighted by a number of States
during the OEWG’s deliberations, particularly those related to the responsibilities of
the private sector and platforms with extraterritorial impact.

To address this significant gap and ensure a more balanced and comprehensive
representation of the OEWG’s mandate, my delegation put forward a compromise
proposal to compile a list of threats identified by States throughout the OEWG process
to serve as a valuable reference for the work of the Global Mechanism.

We continue to strongly believe that our proposal offers a constructive way to
address this substantive shortcoming in the threat section.

In line with the final sentence of paragraph 14 of final report, which
acknowledges the need to continue addressing the diverse landscape of ICT threats in
a manner that reflects the realities of all countries and regions, my delegation will
remain engaged in advancing the consideration of critical threats identified by a
number of States, including my own, within the framework of the Global Mechanism.

Mr. Chair,

The consensus-based decision-making modality of the global mechanism is
clearly articulated in Annex C of the Third APR, which states: “The future permanent
mechanism would take all decisions based on the principle of consensus. Based on
consultations with States, decisions could be put forward by the Chair for adoption
by States on a consensus basis.” This language leaves no ambiguity regarding the
intended approach: decisions within the future mechanism are to be made by
consensus. Any interpretation that diverges from this agreed and fundamental
principle would compromise the very foundation of the global mechanism and is
therefore not acceptable.

I thank you, Mr. Chair.

Ireland

Chair

Ireland aligns with the EU statement but wanted to come in to thank you, your
team, the secretariat and the translators for your extraordinary efforts both this week
and over past years.

Your careful, thoughtful and effective chairmanship has led to this consensus
outcome, threading the narrow pathway to success through the many conflicting
opinions reflected here. This is a success for you, for us all, but also more broadly for
the UN and for multilateralism.

Of course, there were points we would have liked to see in the text, in particular
on International Law, IHL and THRL, where we consider our many discussions in this
process is not fully reflected in the text.

However, there is also much that is good in the text and which we strongly
support.

What you have achieved here provides the base and tools from which we can
build the new Global mechanism. We look forward to the challenging but vitally
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important work to come in the new mechanism, drawing on the work done over the
past 5 years.

We look forward to working with all here in that regard.

Thank you Chair.

Israel

Mr. Chair,

Isracl wishes to express its sincere and profound appreciation to you, H.E.
Ambassador Burhan Gafoor, and your very capable team, as well as to the devoted
and highly professional UNODA Secretariat, for your steadfast leadership throughout
this process, culminating today in the successful adoption of this consensus report.

This achievement underscores the fundamental importance of consensus as the
cornerstone of our work. It is this spirit of inclusivity and shared ownership that has
allowed us to advance a common understanding of responsible state behavior in
cyberspace.

While some of our reservations remain unresolved, and not all of our concerns
have been fully reflected in the final version of the CRP, we recognize the inherent
value of compromise. In the spirit of consensus, and as a gesture of goodwill,
particularly in light of the constructive cooperation demonstrated by many
delegations over the past days, Israel is prepared to show flexibility. Accordingly, we
join other delegations in supporting the adoption of this final report. We reaffirm that
the Israeli delegation remains committed to working collaboratively with fellow
Member States, and to maintaining a constructive and forward-looking approach in
advancing an inclusive and transparent dialogue on cybersecurity within the UN
framework.

As the mandate of the current OEWG concludes and we turn our attention to the
establishment of a future permanent institutional dialogue, Israel underscores the need
for consensus to remain the guiding principle, in all our decision-making processes
on procedural and substantive matters alike. Upholding this principle leading to the
creation of our new mechanism and while working in it is essential in ensuring that
the interests and perspectives of all Member States are respected, and that our
collective efforts are credible, balanced, and effective.

Israel further reiterates that building a common understanding of the
application of international law to the use of ICTs by States must precede the
formulation or adoption of any new rules, norms, or principles. In this context, we
also reaffirm Israel’s position that there is currently no need for any new legally
binding instruments.

Finally, Israel strongly supports international capacity-building efforts,
especially those aimed at enhancing the global cyber resilience. These efforts must
be demand-driven, transparent, and politically neutral, and must respect the
sovereignty and needs of recipient states.

And on a personal note, as head of the Israeli delegation, I have been deeply
honored to participate in this process from its inception. Israel has long been an active
and constructive voice in this field, including as a member of the 2015 GGE, which
helped lay the foundation for the current framework of responsible state behavior in
cyberspace. I can assure you, Mr. Chair, that Israel will continue to contribute
meaningfully to global cyber resilience and to the stability and security of cyberspace.

Thank you.
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Malta

Further to the comments submitted by the EU Delegation, Malta, in its national
capacity, would like to highlight the following points.

Malta thanks the Chair, his team, and the Secretariat for their dedication and
leadership throughout this process. We welcome the adoption of the final report and
the decision to establish a Global Mechanism to advance responsible State behaviour.

We reaffirm our commitment to the UN Framework on Responsible State
Behaviour in Cyberspace, recognising its key role in strengthening stability and
security online. Malta emphasises the importance of continuing this work by building
on prior UNGGE and OEWG outcomes, including the voluntary checklist and cross-
regional efforts on international law, particularly international humanitarian law,
aspects which were not adequately reflected in the final report.

The permanent mechanism’s mandate to advance implementation of the
normative framework of responsible state behaviour in cyberspace and to promote
mutual accountability will be essential, as adherence to these norms will directly
enhance stability and security in cyberspace, strengthen national cyber capabilities,
and foster peace across divides. Malta recognises the value of cross-cutting working
groups tasked with addressing specific security challenges and accelerating
cybersecurity capacity-building. It is imperative to continue deepening our shared
understanding of international law as applied in cyberspace, including the UN
Charter, human rights law, and international humanitarian law.

The final report is truly historic, reflecting over 25 years of diplomatic efforts
towards a consensus-based global mechanism that is action-oriented and inclusive.
Malta recalls that the EU and its Member States first called for such a mechanism
with the Programme of Action to Advance Responsible State Behaviour in
Cyberspace as proposed by France. This mechanism helps ensure that all States are
able to implement the normative framework, which serves as a cornerstone of our
collective resilience and preparedness against cyber threats. Malta is pleased with the
report’s emphasis on capacity building and the way capacity-building efforts interact
with the modalities of the permanent mechanism, creating the conditions for
significant progress in this regard.

This transition to a single-track, inclusive, consensus-driven permanent
mechanism marks a major milestone towards a safe, more secure, and more resilient
digital space. Malta is honoured to have participated in this multilateral achievement.

Looking ahead, Malta stands ready to engage constructively with all
stakeholders to strengthen accountability, promote responsible state behaviour, and
enhance international peace and security in cyberspace.

Nicaragua (joint statement of the Group of Like-Minded States:
Belarus, China, Cuba, Eritrea, Iran (Islamic Republic of),
Nicaragua, Niger, Russian Federation, Sudan, Venezuela
(Bolivarian Republic of) and Zimbabwe)

Mr. Chair,

We appreciate the efforts made by You and Your team in preparing the final
report of the OEWG and join consensus over this document. Due to Your long-
standing commitment to the OEWG process the decision to establish a single-track,
State-led, consensus-based Global mechanism on Developments on the Field of ICTs
in the Context of International Security and Advancing Responsible State Behaviour
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in the use of ICTs to deal comprehensively with a wide range of issues related to
security of and in the use of ICTs has become possible.

We admit that a number of improvements has been made in the final report with
the proposals of the LMG group taken into account. At the same time, we are
disappointed with an overall misbalance between the implementation of the existing
voluntary, non-binding rules of State behaviour and the development of new norms,
including the elaboration of legally-binding obligations in the use of ICTs.

As for the modalities for NGOs’ participation, we welcome that accredited
stakeholders will participate on a non-objection basis and obtain a solely consultative
status, as the future permanent mechanism is strictly an intergovernmental process. It
is of utmost importance to ensure that all five pillars of the mandate of the FPM would
be treated equally during the discussions with respect to States sovereignty and
decision-making by consensus which may not be challenged or conditioned according
to modalities adopted by consensus UN GA Resolution 79/237.

Our group remains committed to working constructively within the FPM to
contribute to enhancing security of and in the use of ICTs.

Nicaragua

Sefior Presidente, en nuestra capacidad nacional permitanos realizar unos breves
comentarios adicionales.

1.  Deseamos expresar nuestro sincero agradecimiento por el desarrollo del proceso
del Grupo de trabajo de composicion abierta sobre la seguridad de las tecnologias de
la informacién y la comunicaciéon y en su uso.

2. Valoramos la naturaleza abierta e inclusiva que permitio la participacion plena
y en pie de igualdad de todos los Estados Miembros, independientemente de su
tamafio, nivel de desarrollo o capacidades tecnoldgicas, reflejando el verdadero
espiritu multilateral y democratico que debe guiar nuestras discusiones sobre un tema
tan critico para la paz y la seguridad de todas las naciones.

3.  Extendemos nuestro reconocimiento a la Presidencia y a su equipo, por su
dedicacion, imparcialidad y esfuerzos incansables para guiar nuestras complejas
deliberaciones hacia un documento de consenso. Asimismo, agradecemos el apoyo
técnico y sustancial fundamental brindado por la Secretaria, los intérpretes y
funcionarios de apoyo, cuya labor ha sido indispensable para el funcionamiento eficaz
de este proceso.

Sefior Presidente,

4. La maxima prioridad de esta sesion fue lograr una transicion fluida del actual
GTCA al futuro mecanismo, bajo los auspicios de Naciones Unidas y que guiara su
espiritu y decisiones por consenso.

5.  En este sentido, destacamos que, en nuestras proximas discusiones, se debera
prestar atencidon especial a la materializacion de mecanismos que promuevan
eficazmente la cooperacion internacional, con el objetivo que los paises en desarrollo
participemos en pie de igualdad en las reuniones futuras del mecanismo y fortalecer
las capacidades de los paises en desarrollo.

6.  Reiteramos nuestra posicion sobre el uso pacifico de las TIC, la prevencién de
una carrera armamentista en el ciberespacio y la condena al uso de estas tecnologias
con fines hostiles o agresivos. Por tanto, rechazamos cualquier intento de imponer
forzadamente la aplicabilidad del Derecho Internacional Humanitario al ciberespacio.
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La comunidad internacional debe centrar sus esfuerzos en promover el uso de las TIC
para el desarrollo de nuestros pueblos y prevenir conflictos creados por ciberataques.

7.  Asimismo, esperamos que las discusiones para la elaboracion de un instrumento
juridicamente vinculante en el &mbito de la seguridad de las TIC y de su uso contintien
en el futuro mecanismo. Este instrumento nos podra permitir abordar los vacios
legales en materia de ciberseguridad y establecer obligaciones para todos los Estados.

Sefior Presidente,

9. Nicaragua reafirma su compromiso con este proceso multilateral.
Continuaremos participando activa y constructivamente en las futuras etapas del
Mecanismo, abogando siempre por un ciberespacio que sea un espacio de paz,
cooperacion, desarrollo y respeto a los derechos soberanos de todas las naciones. Es
esencial que los resultados de este Grupo se traduzcan en acciones concretas que
beneficien a toda la humanidad y prevengan el uso de las TIC como instrumentos de
guerra o dominacion.

Muchas gracias.

Niger

1.  Tout d’abord j’adresse mes félicitations au Président du Groupe de travail, avec
son équipe, pour leur professionnalisme et leur disponibilité qui ont d’emblée rendu
possible la réussite du processus jusqu’a I’adoption du rapport final.

2. Sur ’application du droit international dans le cyberespace, il est clair que le
rapport réaffirme a juste titre I’applicabilité du droit international, en particulier de la
Charte des Nations Unies, au cyberespace notamment aux paragraphes 39-43.

3. Nous saluons entiérement cette position consensuelle qui vise a garantir a notre
avis, le développement des discussions, des normes et des régles sures et claires pour
la stabilité et la prévisibilité des interactions entre Etats dans ce domaine. Cependant,
nous proposons des clarifications supplémentaires sur quelques concepts clefs,
notamment sur :

— Ladiligence raisonnable : Bien que mentionnée au paragraphe 40, une définition
opérationnelle et assez développée de ce concept dans le contexte cybernétique
renforcerait sa mise en ceuvre pratique.

— Le droit international humanitaire (DIH) : Au paragraphe 40 (b) (ii), le rapport
note son applicabilité en cas de conflit armé mais nous proposons une analyse
plus approfondie des principes de distinction et de proportionnalité appliqués
aux cyberopérations pour permettre aux Etats de connaitre les implications
pratiques.

— La Responsabilité des Etats : Le mécanisme d’attribution des cyberattaques et
les voies de recours pour les Etats victimes mériteraient des lignes directrices
plus concrétes, avec des cas pratiques clairs pour mettre en lumiere le
mécanisme d’attribution.

4.  Sur le futur mécanisme permanent, nous proposons I’élaboration d’un guide
pratique sur 1’application du droit international, incluant des études de cas et des avis
d’experts neutres, avec I’approbation des Etats membres.

5. Sur le renforcement des capacité, le rapport souligne la pertinence et
I’importance du renforcement des capacités comme pilier transversal. Les
propositions telles que le portail mondial (GSCCP) et le fonds volontaire sont des
avancées considérables. Nous proposons plus encore, une approche inclusive dans le
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programme de parrainage des délégués et la bourse pour les femmes, qui doivent étre
¢largis pour couvrir davantage de pays en développement. Par ailleurs, on pourra
instituer une évaluation des besoins dans le catalogue proposé, qui devrait intégrer un
mécanisme de feedback des Etats bénéficiaires pour éviter les doublons.

6. Le futur mécanisme devrait adopter un plan quinquennal de renforcement des
capacités, avec des indicateurs de succés mesurables et un budget dédié pour une
question d’efficacité.

7. Sur I’annuaire des points de contact nationaux, nous saluons amplement cette
initiative, qui doit au moins chaque année, étre révisé et mis a jour. Son
opérationnalisation nécessite a notre avis, des exercices et des simulations pratiques
réguliers au moins chaque deux années.

8.  Sur la participation du secteur privé dans le processus, il faut souligner le rdle
des entreprises dans la sécurité des chaines d’approvisionnement, qui devrait
s’accompagner de cadres incitatifs et des facilitations afin d’accompagner leur action.

Republic of Korea

Chair, thank you for your excellent leadership and that of your team, as well as
your dedication to this OEWG process and multilateralism.

As you rightly pointed out, it is rare to have 100 percent satisfaction with the
outcome of multilateral negotiations. Nevertheless, we remain hopeful because you
noted that the outcome of our work is not final, but rather part of a long journey in
which we can accomplish more in the end.

I believe we still have a long way to go, but thanks to the solid foundation you
have laid, we can continue to engage constructively with other distinguished
colleagues and work toward a meaningful outcome in the future.

Russian Federation

The Russian Federation proceeds from the understanding agreed upon and fixed
within the framework of the OEWG, in its reports, as well as relevant resolutions of
the UN General Assembly, that the future Global Mechanism will focus, among other
issues, on developing new legally binding norms in the field of digital security and
continuing relevant substantive discussions. The automatic and unconditional
application of the existing international law to the ICT-sphere is unacceptable.
References to a certain sufficiency of the current international legal norms are
untenable. This was vividly shown by the results of the negotiations on the elaboration
of the first universal treaty in the field of information security — the UN Convention
against Cybercrime, which was also discussed at the OEWG. We call on all States to
sign it and ensure its early entry into force.

We proceed from the fact that the future Global Mechanism is to deal with the
issues of the security of and in the use of ICTs. The Global Mechanism should aim at
strengthening the trust between States and preventing interstate conflicts. This
explains the necessity to make decisions on information security by consensus. An
example that demonstrates the effectiveness of the consensus procedure is the
unanimous agreement on the creation — on the Russian initiative — of the Global
Intergovernmental Points of Contact Directory.

The participation of other interested parties in the activities of the OEWG has
shown their limited ability to provide technical assistance to States in the field of
dispute settlement and digital capacity-building. Moreover, some non-governmental
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organizations and private developers/suppliers of ICT-products abused their status,
undermining diplomatic efforts through dissemination of political propaganda and
unsubstantiated accusations against distinct States. We insist that it is unacceptable to
undermine the intergovernmental nature of negotiations on security in the field of ICT
use within the framework of the Global Mechanism and welcome the preservation of
the sovereign right of States to block the access of non-governmental organizations
who politicize the process to the work of the Global Mechanism.

We note with disappointment the ongoing attempts to “split” the information
security agenda into supposedly independent topics — artificial intelligence, quantum
computing, the Internet of Things, ransomware, underwater cables, low-orbit satellite
groupings, etc. We consider such actions counterproductive, aiming at increasing
technological inequality between States to the detriment of those in need of technical
assistance.

We welcome the consensus decision of the OEWG to establish a dedicated
thematic group on capacity-building within the framework of the Global Mechanism.
An important step has been taken towards reducing the “digital divide”. We look
forward to the active engagement of all UN Member States in this matter. Russia will
continue to cooperate with a view to strengthen the capabilities of developing
countries in the field of information security, in particular, through the conclusion of
legally binding agreements aimed at establishing and strengthening digital
sovereignty.

We confirm our call to the international community to develop a universal
convention on international information security, the concept of which was presented
by Russia and a group of like-minded states as an official UN document in April 2023.

We strongly condemn the ongoing discriminatory policy of the host country of
the UN headquarters towards members of the Russian delegation, including its
leadership. Such an abusive practice significantly limits the State's ability to fully
participate in the negotiation process, running counter to the principle of sovereign
equality of States. We urge the UN Secretariat to resolve this issue and prevent a
repeat of the non-admission of Russian experts to the work of the future Global
Mechanism.

Ilo ymeepoicoenuio umozogoeo doxnadoa PI'OC
Tl'ocnonun [lpencenarens,

Poccuiickas generamust Omaromaput Bac m Bamy komanmy 3a mponemaHHYO 3a 5 JeT
TsoKeneimyro paboty B kadectBe Ilpencemarenst manuoit PI'OC. [Mox Bammm mynpemm
pyxoBozacTBoM ['pymma crana qecTBUTENBHO 3(PPEKTUBHBIM MEXaHH3MOM, MOATBEpAMIIA
CBOM craTyc B KadecTBe IeHTpanpHOU mromankn OOH mo Bompocam 6e3omacHOCTH B
cthepe UCIoIb30BaHUsT HHPOPMAIIMOHHO-KOMMYHHUKAIMOHHBIX TexHonoruil (MKT). 3a atu
5 5eT, MTOMUMO TIPUHSTHS YEeThIPeX KOHCEHCYCHBIX AOKIaoB, ['pymnma cMoria g0OUThCS
KOHKPETHBIX, TMPAKTUYECKUX pPe3yJbTaTOB, BKJIIOYAs, MPEXKIE BCEro, CO3JaHHE TI0
nauimatuBe Poccun [106ambHOTO  MEXIPABUTEILCTBEHHOTO peecTpa KOHTAKTHBIX
ITyHKTOB, KOTOPBIA ObuT 3amymieH B mae 2024 T. U cTajd mepBOi YHUBEPCATBHOW Mepon
J0BepHs B 001acTH MEXIyHapoaHoi nH(popMmbe3onacHocTH. Bee 310 - Bo MHOTOM Bama
3aciyra.

Tl'ocnionun Ipencenarens,

Poccus MPUBCTCTBYCT KOHCCHCYCHYIO JOTOBOPECHHOCTH O CO3JaHUU €ANHOI'0 NOCTOSIHHOT O
ME€XaHu3Ma I10 BOIIpOCaM 0e30I1aCHOCTU B C(bepe ucnonb3opanusg UKT. Dror MexaHn3M
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emre 6oupmre mosermaeT pos OOH B paccMoTpeHnr JaHHOW Ba)kHEHIIeH TeMbl 1, Oyaydn
npeemankoM PI'OC, craHeT IEHTpaJbHBIM YHHBEPCAIBHBEIM (HOpMATOM IO BOIIPOCAM
6e3omacHocTd B cepe ncnoip3oanus UKT.

Tl'ocnionun Ipencenarens,

Poccus mpucoeauHunack K KOHCEHCycy mo urorosomy noxiaany PI'OC. B Hem Hamm
OTpa)KEHUE BaXKHBIC ISl HAC U OOJIBIIMHCTBA rOCyJapcTB mojioxkeHus. OHaKo, K HaleMy
IIIyOOKOMY COXXKQJICHHMIO, ILIEJbIH psii POCCHUHCKMX WAEH W WHHUIHMATHB, KOTOpBIE
MOJACP)KUBAIUCh APYTUMH JienerauusMu B TeueHue 5 jeT paborsl PI'OC u sBustoTcs
00OBEKTUBHBIM OTPaKEHUEM JUCKyCCHi, He ObLIM yuTeHbl. Takum oOpasom OanaHc 1O
MHOTUM Ba)KHBIM TeMaM He OblT coOiroeH. Mbl IpoJoDKUM JOOUBATHCS CIPABEIIINBOTO
OTpaXCHUsI MHEHHUH BCEX CTPAH B paMKax OyJyIIero HOCTOSTHHOTO MEXaHU3Ma 1 Ha JPYTHX
wromagkax OOH B cooTBeTCTBHM ¢ MPUHOMIIOM CYBEPEHHOTO PaBEHCTBa rocyaapcts. He
JOIMyCTUMO, YTOOBI OZHA TPYINa CTPaH MPEMATCTBOBAJA BBIPAKCHHIO MHEHHH IPYTHX
TOCYAapCcTB, CTaBWiIa CBOM  HMHTEPECHl  BbINIE JAPYTHX. OJTO  IMPOTUBOPEUHT
OCHOBoNoJararomuM npuHaunam Ycrasa OOH.

TI'ocnonun [lpencenarens,

S xoten OBl clenath CIEAyIOIIee TMOSICHUTEIbHOE 3asBleHHE OT UMeHH Poccuiickoii
®denepalyii B OTHOLICHUU IPUHITOTO KOHCEHCYycoM urorosoro pokmnaga PI'OC.

“Poccust ucxoaMT M3 YCTAaHOBKH, coryacoBaHHoW B pamkax PI'OC, ee pokmagax u
cootBercTByromMX pesomouusax 'A OOH, na HaneneHHocts BcemupHOro mexanuzma
(BM), cpenu mpouero, Ha pa3pabOTKy HOBBIX HOPM MEXIYHAPOIHOTO IIpaBa Mo MuppoBOH
0e30macHOCTH W TPOJOJDKEHHE  COOTBETCTBYIOMICH — MPEOMETHOW  IHCKYCCHH.
ABToMatndeckoe u 0e3ycIOBHOE NPHMEHEHHE SHCTBYIOMIEro MEXKIYHApOIHOTO TIpaBa
(MIT) k umdporoit cpene HenomycTumo. CCBUIKM Ha HEKYIO JOCTaTOYHOCTH HOPM
nevictyromero MII HecocTosTenbHBI. DTO KpaCHOPEYMBO IOKa3alk O0OCYXkIaBIIHECs B
PT'OC utoru paboThl 1O COTJIACOBAaHUIO MEPBOTO YHHUBEPCAIBHOTO JIOTOBOpPa B 00JacTH
nHpopmannonnoit 6ezonacnoctr (Mb) — Konenumun OOH npoTuB KuOGepHpecTymHOCTH.
[IpusbiBaeM Bce rocyapcTBa MOAMUCaTh €€ U 00eCTeUnTh CKOpeiee BCTYIJICHHE B CHUITY.

Hcxonum m3 Toro, uro Oynynmit BM nomkeH 3aHMMAaTrhCsl BOIIpPOcaMH 0€30MacHOCTH
ucnonszoBanus UKT u camux UKT. BM nomkeH aelicTBOBaTh B HAIIPABJIECHUH YKPETJICHUS
JOBEpUsl MEXJy TOCYIapCTBaMH, MNPEIOTBPALICHUS KOH(UIMKTOB MEXIYy HHUMH. OTO
o0ycioBnMBaeT HEOOXOMMOCTh MPUHATHS PEIICHUH 0 NHPOPMAIMOHHOM 06€301macHOCTH
KOHCeHCycoM. [IpumMep 3G ¢EKTHBHOCTH KOHCEHCYCHOW MpOLIEAyphl — €AWHOTIACHOE
ono0penne poccuiickoit WHHIIATUBBI 1o CO3JIaHUIO0 I'mo6anbHOTO
MEXIIPABUTEIbCTBEHHOTO PEeeCTpa KOHTAKTHBIX ITyHKTOB.

VYyacTHe HerocyJapcTBeHHBIX CyOBekToB B nestensHocTH PI'OC  mokasamo  ux
OTPAaHWYEHHYIO CIIOCOOHOCTh B OKa3aHHM TEXHHUYECKOTO COAEHUCTBHS TOCYAapcTBaM B
YperylIupoBaHUM CIIOPOB M HapalmuBaHMM IMdpoBoro mnoreHnuansa. bomee Toro,
HEKOTOpPbIe HENMPABUTEILCTBEHHbIE OPraHMU3AlMH M YacTHBIE Pa3pabOTUYMKH/TIOCTABIINKI
UKT 3noynorpebnsuin mpeocTaBIeHHBIM MM CTAaTyCOM, HOAPBIBAIM JUIIIIOMAaTHYECKHE
YCHIIUS Uepe3 paclpoCTpaHeHHE TOJIMTHIECKON MpoTaratibl, FoJI0CIOBHBIX OOBUHEHUH B
azapec roCyapcTB. HacrauBaem Ha HEIOIMYCTUMOCTHU HNOATAYNBAHUS
MEXIPaBUTEILCTBEHHOTO ~ XapakTepa IIEPErOBOPOB 1Mo  Oe3omacHOocTH B cdepe
ucnons3oBanus UKT B pamkax BM u npuBeTcTByeM COXpaHEHUE CYBEPEHHOTrO IpaBa
rocy/apcTBa OTCTpaHATH OT paboTel BM Te HerocynapcTBeHHBIE CyOBEKTHI, KOTOpHIC
MOJIUTH3UPYIOT IPOIIECC.

C pa3ouapoBaHHEM OTMEYaeM IPOIOIDKAOIIHECS MOMBITKY “pasapobuts’ moBectky B Ha
SIKOOBI CAaMOCTOSTEIBLHBIE TEMBI — HCKYCCTBGHHBIﬁ HWHTCJIJICKT, KBAHTOBBIC BBIYMCJICHHA,
WuTepHer Bemied, BHPYCHI-BHIMOTATENH, TIIOJBOJHBIC KaOeln, HHU3KOOPOHUTAIbHEIE
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CIlyTHUKOBBIC ~ TPYINHPOBKM W  fAp. PaccMarpuBaeM — TakWe — ACHCTBUS — Kak
HEKOHCTPYKTUBHBIC, MPECIEAYIONIME CBOCH IENbI0  YCHINTh  TEXHOJOTHYIECKOES
HEPaBEHCTBO MEKIY FOCYapCTBAMH B yIIEPO TeM U3 HUX, KOTOPbIE CTPEMSITCS IIPEOAOIETh
“undpoBoii pa3psis”.

[IpuBerctByeM xoHceHcycHoe pemenne PIOC o coszgammm pabodeld Tpymmsl 1O
HapalllMBaHUIO MOTEHIMANa B paMKax BcemupHOro mexaHmsma. CruenlaH BaXKHBIA miar B
HAMpPAaBICHUH COKpAIIeHHs “IU(PPOBOro pa3pbiBa’ MExAy rocyAapcTBaMu. PaccuutbiBaem
Ha SHEepPrHYHOE y4acTHe BceX rocynapctB-wieHoB OOH B peanmsanyu 3TOH yCTaHOBKH.
Poccnst mpOmOKUT COTPYIHUYECTBO MO YKPEIUICHHUIO BO3MOXHOCTEH pPa3BHBAIOLIMXCS
cTpaH B obnactu B, B 4acTHOCTH, Yepe3 3aKII0UCHHE ¢ HUMHU FOPUANYECKU O0SI3BIBAIOIINX
JIOTOBOPEHHOCTEH, HANpPABICHHBIX HA CTAHOBICHHE W YKPEIUICHHE IH(PPOBOro
CYBEpCHHUTETA.

C ydYeroM W3II0KEHHOTO MOATBEPXKIAEM HAIll TMPH3BIB K MHPOBOMY COOOIIECTBY K
paspabotke yHmBepcanpbHON KomBeHmunm mo MWD, koHmemmus KoTopoit Oblna
npexacrasieHa Poccueil coBMecTHO ¢ rocyaapcTBaMu-eAMHOMBbILUIEHHHKaMu B OOH B
anpene 2023 r.

OcysxmaeM NpoAOKAIOITYIOCS AUCKPUMHHAILMOHHYIO MOJUTHKY CTPaHBI, pa3MelIatoIieit
Ha cBoeil Teppuropun mTab-kBapTHpy OOH, B OTHOIIGHWH YICHOB pPOCCHHUCKOU
JeNeTaliy, BKJIIOYas €€ pPYKOBOJCTBO. Takas NOpOYHas TIpakTHKa CYLIECTBEHHO
OTpPaHMYMBAaET BO3MOXHOCTH TOCYJapcTBa IOJHOIICHHO YYacTBOBaTh B II€PETOBOPHOM
mpolLecce, UAeT Bpa3pe3 ¢ NPUHLUIIOM CYBEpPEHHOI0 paBeHCTBa rocynapcTs. HactoarensHo
npusbiBaeM Cekperapuar OOH yperynmupoBaTh [JaHHBI BONPOC, HE JOMYCTHUTH
MOBTOPEHUSI HEJIOYCKa POCCHHCKUX IKCIEPTOB K pabore BeemupHoro Mexanusma.”

S mpomry Bac BKITIOYMTH JaHHOE BBICTYIUIEHHE B COOPHMK HAIIMOHAIBHBIX 3asBJICHHIA,
SIBJISTFOIIMXCSL HEOThEMJIEMOM YacThio UTOroBsIX pemenuit PI'OC.

Bnaroz(ap}o 3a BHUMaHHC.

Unofficial translation

On the adoption of the final OEWG report
Distinguished Mr. Chair,

The Russian delegation thanks you and your team for the hard work you have
done over the past 5 years as the Chair of this Open-Ended Working Group. Under
your wise leadership, the Group has become an essentially effective mechanism and
has confirmed its status as the UN central platform for security of and in the use of
ICTs. Over the past 5 years, in addition to adopting four consensus reports, the Group
has been able to achieve concrete, practical results, including, first of all, the
establishment, on the initiative of Russia, of the Global Intergovernmental Points of
Contact Directory, which was launched in May 2024 and became the first universal
confidence-building measure in the field of international information security. All this
is largely your merit.

Mr. Chair,

Russia welcomes the consensus agreement on the creation of a single-track
future permanent mechanism on security in the field of ICTs. This mechanism will
further enhance the role of the United Nations in addressing this critical topic and, as
a successor to the OEWG, will become the central universal format for security issues
in the sphere of ICTs.

Mr. Chair,
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Russia joined the consensus on the final OEWG report. It reflects provisions
important to the Russian Federation, as well as to the other States. However, to our
deep regret, a number of our ideas and initiatives, which were supported by other
delegations during the 5 years of the OEWG's functioning and are an objective
reflection of the discussions, were not taken into account. Thus, the balance on many
important topics has not been maintained in the text. We will continue to seek a fair
reflection of the views of all States within the framework of the future permanent
mechanism and at other UN venues in accordance with the principle of sovereign
equality of States. It is unacceptable that one group of States creates obstacles for the
expression of other States' positions, putting its interests above others. This is
contrary to the fundamental principles of the UN Charter.

Mr. Chair,

I would like to make the following explanatory statement on behalf of the
Russian Federation regarding the consensus final report of the OEWG.

“The Russian Federation proceeds from the understanding agreed upon and
fixed within the framework of the OEWG, in its reports, as well as relevant
resolutions of the UN General Assembly, that the future Global Mechanism will
focus, among other issues, on developing new legally binding norms in the field of
digital security and continuing relevant substantive discussions. The automatic and
unconditional application of the existing international law to the ICT-sphere is
unacceptable. References to a certain sufficiency of the current international legal
norms are untenable. This was vividly shown by the results of the negotiations on the
elaboration of the first universal treaty in the field of information security — the UN
Convention against Cybercrime, which was also discussed at the OEWG. We call on
all States to sign it and ensure its early entry into force.

We proceed from the fact that the future Global Mechanism is to deal with the
issues of the security of and in the use of ICTs. The Global Mechanism should aim at
strengthening the trust between States and preventing interstate conflicts. This
explains the necessity to make decisions on information security by consensus. An
example that demonstrates the effectiveness of the consensus procedure is the
unanimous agreement on the creation — on the Russian initiative — of the Global
Intergovernmental Points of Contact Directory.

The participation of other interested parties in the activities of the OEWG has
shown their limited ability to provide technical assistance to States in the field of
dispute settlement and digital capacity-building. Moreover, some non-governmental
organizations and private developers/suppliers of ICT-products abused their status,
undermining diplomatic efforts through dissemination of political propaganda and
unsubstantiated accusations against distinct States. We insist that it is unacceptable to
undermine the intergovernmental nature of negotiations on security in the field of ICT
use within the framework of the Global Mechanism and welcome the preservation of
the sovereign right of States to block the access of non-governmental organizations
who politicize the process to the work of the Global Mechanism.

We note with disappointment the ongoing attempts to “split” the information
security agenda into supposedly independent topics — artificial intelligence, quantum
computing, the Internet of Things, ransomware, underwater cables, low-orbit satellite
groupings, etc. We consider such actions counterproductive, aiming at increasing
technological inequality between States to the detriment of those in need of technical
assistance.

We welcome the consensus decision of the OEWG to establish a dedicated
thematic group on capacity-building within the framework of the Global Mechanism.
An important step has been taken towards reducing the “digital divide”. We look
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forward to the active engagement of all UN Member States in this matter. Russia will
continue to cooperate with a view to strengthen the capabilities of developing
countries in the field of information security, in particular, through the conclusion of
legally binding agreements aimed at establishing and strengthening digital
sovereignty.

We confirm our call to the international community to develop a universal
convention on international information security, the concept of which was presented
by Russia and a group of like-minded states as an official UN document in April 2023.

We strongly condemn the ongoing discriminatory policy of the host country of
the UN headquarters towards members of the Russian delegation, including its
leadership. Such an abusive practice significantly limits the State's ability to fully
participate in the negotiation process, running counter to the principle of sovereign
equality of States. We urge the UN Secretariat to resolve this issue and prevent a
repeat of the non-admission of Russian experts to the work of the future Global
Mechanism.”

I would ask you to include this explanatory statement in the compendium of
national statements being an integral part of the final decisions of the 11th OEWG
session.

Thank you for your attention.

Switzerland

Monsieur le Président,

La délégation Suisse se félicite de 1'adoption du rapport final. Comme vous
l'avez dit, le rapport final est un ensemble trés équilibré. Ce n'est pas un document
parfait. Nous aurions souhaité un rapport plus ambitieux, en particulier en ce qui
concerne le droit international, avec un accent particulier sur le droit international
humanitaire. Nous saluons toutefois le fait que les paragraphes 15 et 42 du rapport
contiennent des références supplémentaires au droit international humanitaire et aux
opérations cyber dans les conflits armés, ainsi qu'a la responsabilité des Etats et a la
diligence raisonnable, jetant ainsi les bases de discussions plus approfondies sur ces
questions au sein du Mécanisme mondial.

Tout au long de ce groupe de travail, la Suisse a constamment plaidé en faveur
de discussions approfondies, ciblées et fondées sur des scénarios concernant
I'application du droit international existant, y inclus le droit international humanitaire,
a l'utilisation des TIC. Elle a soumis des propositions pertinentes et, en collaboration
avec d'autres délégations, rédigé et présenté des documents de travail. La Suisse
poursuivra ce travail au sein du Mécanisme mondial.

Si le groupe de travail n'a pas obtenu de résultats décisifs sur les questions les
plus controversées, il a néanmoins réussi a maintenir le dialogue multilatéral, a
renforcer les capacités, a contribuer a instaurer la confiance et a obtenir des résultats
concrets. Nous devons mesurer son succes a l'aune de la nature complexe de la
cybersécurité et des divisions politiques qui existent entre les Etats sur ces questions.
La large participation de tous les Etats membres et de toutes les parties prenantes
intéressées a permis de prendre en compte un large éventail de points de vue et de
préoccupations, rendant les discussions plus complétes et plus représentatives des
intéréts divergents.

Ce groupe de travail et son rapport final constituent des étapes trés importantes,
mais progressives, dans notre ambition commune de créer un environnement des TIC
ouvert, sir, sécuris¢, stable, accessible, pacifique et interopérable. Le Mécanisme
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mondial offrira aux Etats et aux parties prenantes intéressées un nouveau cadre
permanent pour ceuvrer a la réalisation de cet objectif, d'une maniére pragmatique et
transversale, notamment en renforgant les capacités. A notre avis, il convient de se
concentrer dans un premier temps sur la mise en ceuvre du cadre élaboré a ce jour
avant de décider, par exemple, de nouvelles mesures de confiance a 1'échelle
mondiale.

Monsieur le Président, ce matin, j'ai demandé a un modéle d'IA si le président
du groupe de travail avait fait du bon travail. La réponse a été la suivante :

« Le président du Groupe de travail a composition non limitée (OEWG),
I'ambassadeur Burhan Gafoor de Singapour, est largement reconnu pour avoir
accompli un travail remarquable et efficace, compte tenu notamment de la nature trés
polarisée et sensible du sujet. »

Nous savons que les modéles d'IA ont parfois des hallucinations. Mais dans ce
cas-ci, c'était juste. Sous votre direction, nous avons adopté un rapport final qui
couronne un processus de cing ans. Vous et votre équipe avez fait un excellent travail.
Nous tenons a vous remercier, Monsieur le Président, ainsi que Katherine, Virginia,
Clarice, Mathew et, bien sir, Gillian. C'est elle qui détient la mémoire historique du
GGE 2019-2021, du premier OEWG et de cet OEWG.

Enfin, nous tenons a remercier toutes les délégations pour leur flexibilité, ainsi
que les parties prenantes intéressées pour leur participation et leurs précieuses
contributions.

Merci, Monsieur le Président.

Unofficial translation

Mr. Chair,

The Swiss delegation welcomes the adoption of the final report. As you said,
the final report is a very balanced overall package. It is not a perfect document. We
would have liked to see a more ambitious report, particularly regarding international
law, with a special focus on international humanitarian law (IHL). However, we
welcome the fact that paragraphs 15 and 42 of the report contain additional references
to IHL and cyber operations in armed conflicts, as well as to State responsibility and
due diligence, thereby laying the foundation for further discussions on these issues
within the Global Mechanism.

Throughout this OEWG, Switzerland has consistently advocated in-depth,
scenario based and focused discussions on the application of existing international
law, including THL, to the use of ICTs, submitted relevant proposals and, together
with other delegations, drafted and presented working papers. Switzerland will
continue this work within the Global Mechanism.

While the OEWG hasn’t achieved breakthrough results on the most contentious
issues, it has succeeded in maintaining multilateral dialogue, building capacity,
contributing to confidence and creating practical results. We must measure its success
against the complex nature of cybersecurity and the political divisions that exist
among states on these issues. The broad participation by all Member States and
stakeholders ensured that a wide range of perspectives and concerns were considered,
making the discussions more comprehensive and representative of divergent interests.

This OEWG and the final report are very important but incremental steps in our
common ambition to building an open, safe, secure, stable, accessible, peaceful and
interoperable ICT environment. The Global Mechanism will offer States and
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stakeholders a new permanent format for working towards this goal, in an action-
oriented and cross-cutting manner, including by strengthening capacity. In our view,
the focus should initially be on implementing the framework developed so far before
we decide, for example, on new global confidence-building measures.

Mr. Chair, this morning I asked an Al model whether the chair of the OEWG
had done a good job. The answer was:

“The Chair of the Open-Ended Working Group (OEWG) — Ambassador Burhan
Gafoor of Singapore — has widely been regarded as having done a commendable and
effective job, especially given the highly polarized and sensitive nature of the
subject.”

We know that Al models sometimes hallucinate. But in this case, it was right.
Under your leadership, we have adopted a final report that crowns a five-year process.
You and your team have done a great job. We would like to thank you Mr. Chair, as
well as Katherine, Virginia, Clarice, Mathew and of course also Gillian. She is the
one with the historical memory of the GGE 2019-2021, the first OEWG and this
OEWG.

Finally, we would like to thank all delegations for their flexibility and the
stakeholders for their participation and valuable contributions.

Thank you, Mr. Chair.

Tunisia (on behalf of the Arab Group)
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United States of America

Thank you, Mr. Chair. I would like to start by recognizing the work you, your team
and the Secretariat have undertaken this week to get to the final report today. We
appreciate your efforts to produce a document that is a better reflection of the work
this OEWG has undertaken over the course of its mandate.

In particular, the report sets the stage for a smooth transition to a single-track, global
mechanism that will continue important discussions on cyber stability and responsible
state behavior while making meaningful progress on implementation of the
Framework through its Dedicated Thematic Groups.

We recognize the significance of capacity building to States’ ability to implement the
Framework, and we are pleased to have found a path to retaining the capacity building
thematic group.

We also appreciate that the report more accurately conveys the progress made in
discussions on the application of existing international law to cyberspace, in
particular by referencing discussion on international humanitarian law.

Mr. Chair, the United States would like to express its disassociation with paragraphs
9, 12, 28, and 53(a) of the report. The United States remains deeply disappointed that
the report retains references to gender and the Sustainable Development Goals. The
United States strongly supports protecting women and girls, defending their rights,
and promoting women’s empowerment, and promotes the ability of women and girls
to engage in all aspects of social, civic, political, and economic life. However, the
United States does not support references in the final report to “gender.”

Additionally, the Sustainable Development Goals advance a program of soft global
governance that is inconsistent with U.S. sovereignty and adverse to the rights and
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I1.

interests of Americans, and the United States does not support references in the final
report to SDGs.

Thank you, Mr. Chair.

European Union

In line with our commitment to international security and stability in
cyberspace, the EU and its Member States have shown commitment to the OEWG. In
contribution to the efforts of the international community in this regard, we have
shown flexibility and dedication during the discussions with the aim to advance
responsible state behaviour in cyberspace, and conclude the OEWG with a smooth
and seamless transition to a single-track future permanent mechanism.

The EU and its Member States have repeatedly called for such a single-track
permanent mechanism since 2020, with the proposal by France on the establishment
of a UN Programme of Action to Advance Responsible State Behaviour in
Cyberspace. Further work over recent years have contributed to propose, promote and
establish a single-track mechanism that will allow the implementation of
commitments of the successive UNGGE and OEWG reports, adopted and endorsed
by consensus.

The ambition for the principle to establish a permanent mechanism has been at
the core that unites us.

The EU and its Member States applaud the collective achievement of the
international community to agree on a Global Mechanism to advance responsible state
behaviour that will allow us to walk the talk, and to take real action, using the tools
that the UN framework and all its pillars offers us, against the real challenges that we
are facing in cyberspace. Challenges that affect our security, affect our economies and
democracies.

We stress that we need to continue this work, building on the UN framework,
building and strengthening consensus on a higher level of detail as regards the
expectations set for states’ behaviour by the 11 norms, international law and
confidence building measures, and increasing and improving our cyber capacity
building efforts.

We have the work of prior UNGGE's and OEWG’s to build on, including the
draft Voluntary Checklist, as well as the work done by cross-regional groups on the
application of international law, particularly International Humanitarian Law. We
regret however that this work is not appropriately reflected in the final OEWG report.

We look forward to continue our work and take this next step, working together
under the Global Mechanism to advance responsible state behaviour in cyberspace
and to increase stability and security in cyberspace.

The EU and its Member States want to wholeheartedly convey our appreciation
to the Chair, his team and the UNODA for the effort and the good cooperation. The
leadership demonstrated has collectively moved us forward on advancing responsible
behaviour in cyberspace, and serves to demonstrate the value of multilateralism.
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