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Events in the DPRK related to the use of ballistic missile technology
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In bold: identified target of DPRK international procurement between 2018 and 2023, N
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* Aluminium powder * AlMg and Titanium alloys » Carbon and aramid fiber for + Inertial Measurement * Vernier engines + High-grade steel * Heat shield material incl.
d fr Unit : fi i hit
* Zirconium, beryllium, boron, * High-grade steel fases anc rames nits * Actuators + Separation tne grain graphite
Mg powders . + Acrylonitrile precursor and * Accelerometers ; mechanisms * Heat sink matenal
+ Stainless steel Ivmerizati to + Jet vane material
= Perchlorate oxidizers . polymenzanon reactors + Gyroscopes e.g.. carbon, tungsten. + Explosive bolts * Rayon material / Lyocell
* Carbon composite for nozzles . .
: * Spinning machines, nozzles :
= Oxidizer precursors ncluding . e - + Gyro-astro compasses * Software * Spin systems
) * Ball bearings or “spinnerets
sodium perchlorate - . B
- * GNSS receiver * Countermeasures
. * Turbopumps + Carbonization furnaces
» HTPB binder
. ©o . + Integrated nav. system * SAFF subsystems
. = Impellers for turbopumps + Filament winding machines
» Metal-powder production and . Flectronics . Telemetry units
shaping equipment * Rubber case nsulation + Tape laying machines try
* Mixers * Pressuring gas * Kevlar fiber * Software * Sensors
= SP casting tools * Servo valves * Isostatic presses * Computer * EMP protected circuits
= Mandrels = T° and pressure sensors + Flow-forming machines!
* Fluid-energy mills * Computer/software + Laser alignment instruments -= Heat and shock-resistant
= Concentrated hydrazine
UDMH/MMH
= Liquid oxidizers incl. nitrogen
tetroxide
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North Korean Munitions Transfer Routes Into Russia

Between 7 September and 1 October, a set of containers was shipped from Najin,
North Korea to Dunay, Russia via the Russian-flagged M/V Angara. The containers
were then moved via rail to an ammunition depot in southwestern Russia, near
Tikhoretsk, approximately 290 kilometers from the Ukrainian border via rail.

*
Moscow

12 September:

for delivery to North Korea

| Approximately 300 shipping containers delivered =
to Dunay, Russia. Additional containers prepared
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Re: [Stimson Center] Invitation: August DPRK meeting

sty Sl © " | O Ry | > ot

Sun 2 4PM

Did you receive this invitation yesterday? Please find it and let me know your thoughts asap.

best, - Attacker emphasizes time-sensitivity of a response
to this message, encouraging victims to respond

without conducting due diligence
On 2023-07-22 04:03, _wrote:
Hetlo, Dear [N

On behalf of the 38 North and the Carnegie Endowment, it is my pleasure to invite you to attend a private
workshop aimed at rethinking US policy toward North Korea. Given developments in North Korea since the
collapse of US-DPRK and inter-Korean negotiations in 2019, as well as the changing strategic environment in
East Asia, the traditional US approach to North Korea is unlikely to be effective going forward. It is time to
question old assumptions and begin crafting a new strategy/approach that takes into consideration current
strategic realities,

The workshop will be held on mid August(2 days, lunch will be provided) at the Pocantico Center(Tarrytown,
NY 10591). The proceedings will be conducted under Chatham House rule. Participation is by invitation only
and invitations are non-transferrable. Please advise of any dietary restrictions when you RSVP. A zoom link can
be provided if attending remotely.

If you plan to attend either in person or online, please RSVP with the available dates to me by July 29, 2023.
We hope you will join us for this important discussion and look forward to hearing from you soon.

Best,

Research Associate & Producer - 38 North Email address of sender looks similar to, but is not,

The Stimson Center | ‘stim nson.org a legitimate organization, with the addition of one
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[Invitation] US Policy Toward North Korea - Pocantico Center Feburary 6-8

R =

Meon 01/01/2024 8:51 PM

Email address initially appears legitimate, but if the victim
Dear : : . ; w eom
replies to the email, the reply goes to a different “reply to
email address, FirstMLast@gmail com (nofe: some email
programs mask this address unless the name is clicked ).

| hope you and your family are enjoying a lovely holiday and a restful season. | Also, the real CEIP email addres format is
“First Last@ceip.org™, not “FirstLast@ceip org.

It is my privilege to invite you to provide a keynote address for an private workshop at the Pocantico Center in Tarrytown, NewYork, hosted by
the Carnegie Endowment for International Peace, in February 2024 to discuss the US policy toward North Korea. Given developments in North
Korea since the collapse of US-DPRK and inter-Korean negotiations in 2019, as well as the changing strategic environment in East Asia, the
traditional US approach to North Korea is unlikely to be effective going forward. It is time to question old assumptions and begin crafting a
new strategy/approach that takes into consideration current strategic realities.

The werkshop is scheduled to held on Feb 6 - Feb 8 (lunch will be provided) at the Pocantico Center (200 Lake Road, Tarrytown, NY 10591).
We would be honored if you would consider joining us over second day's lunch to provide your thoughts on the worsening security situation
on the Korean Peninsula and what our choices are going forward for how to address the situation. What, in your experience in this field,
should we be trying to do differently to address the changing times?

We understand your schedule is quite busy, but we were hoping you could join us at least for the that lunch (12:30 - 1:30pm EST). If you are
able to join in person, we would cover your travel and accommedations to DC to attend, and can provide you with a modest 5500 speaker fee.
If you are not available to join in person, we can accommodate remote participation as well.

Please let me know if might be willing to join us and we can provide more details about the event and logistics right away. | look forward to
hearing from you soon.

All the best,

I | F<llow, Nuclear Policy Program
1779 Massachusetts Avenue NW | Washington, DC 20036-2103
ceip.or
www.facebook.com/Carnegieendowment | @CarnegieEndow | carnegieendowment.org
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stedMHdCydd o Mmowimaltsdn Iujstizde tsikd €20 smedsH @1 fj dzswetew 2017
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16 H5G&ZOMdes tSHdes Bz dL Mtsse j dad 2 Bofte jipefjlsis] - 3OMMso 52
ddw iz, fodizyj dd Bcpezffs2 OB OB ets?2 Mistetsdlsj dz! dats 2
¢l jtcoOw Mmtetsdls jede(dzOw OfLtsEhy Oz dzd € O0C Bdded Bzdz &j to g
5O HOdz ststej 2N Ce@isgrdetm) Cs2 (i Mfkeedded.  sMmmd
HjteOydw lses jlsddzO, yYlsts 10 CsB3f Oded™ dzj L Otej ¢ dflisted
COCB?2 dqdWstedzOydd ded 5 L OCdzt yjdedd 1 Ists?2 BtecOdzdL O
Medhd ¢ COERYH GaP OftcOodzj dedj IbtkzHtsear 7 dBJecttOdzlstseo d
Cter sdd Mujbtte o tsmMmMd2MSdr BORS OR dagj dd3j jlsfqw. |t
cOLtjhjddYy HoY ojHJddY bttkHtsot?2 HJIWIjd dsfisd o |
Nd dz@ 3) .

{4 $tsd3j dzH Oyd d

162640 tof ¢ tsdgj dzH k julszj axOz HO efPpj Q3 ff tetsW o dzW Is! B H
dsils! ftod ftse j©Cj tkCtsotHmMlsaO d §ted dzOH dzj y dztsf
tOBkOs s GOy HOd] sHPEHRENEOB]YPHSEAST j M 28 ddS

COMMd) HEo Oddd oL By d & §6frlsse MCtr 5! ddt 56BOY

163k O toj ¢ 5 dzH iz jusdzjcdr@dg HPIEddE I©'d3 dzOH dzj 3 O o §  d3J |
BB Oydsdhscts Ctdstesdy, o yOflsdshlsd H&Y tBJMNf
Hydas d bbktedmisr dL -sHBSIKOST YY) BEslds MfksddCd
f sz yOdkd HenRtsHss d dzj ftjorh Oddy e OLAS hijlaimlzr 2 Mists
ftoj HEMdBsIstej dets tojLtsdd ydw dsd o jlsO i jLBfOMdshisd.

164kffO tojStsdgjdHlzjls, yltss' 5 d&jtej HOd daj2h jats
1| Ot fpERE S 6O dUj MS B2 ( jmMikzeddSs?2 yipjsEn cteOddy ¢
5B J MY jude Odzd tMkh jMsodj ddj Mtlse JEMBelks hda  tojL
fsdkzyj dd"¥ HGELRSHBO GOy H OdOBHES SstsAdyPUsiERE | O tgjsin-dzts
B ddCd.

A d dzO dzfr

165.6ff0 fodhdO S ofotHE & i5tgdssS Oty imcons ow
Limybedff€py descsle dgjjl nmhlsy ¢ djynbdOBEHdE2 ¥ dd
ZyoOmls o iz jof tsededrlzjr W d dzOdefltseor 7 Y jteOydw s o dOtlzh j dad j
I jLsf Omdshisd.
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feedzd S d L O kBB
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gezff © tcOmMMmMdzi Hiso OdzZO f Bdzlz yJ dztetizy dzts & dzgehE&Belzr Cdr 6
yde t Istdi,ls o0 no  HIgjt@fffifdsjofiitls dsdzBe0O § d3" = f e HMIsOo dIsj d
O dzitse ' = EytciyHidzd?2-1 piBe RO G| MO H g 28 dzd € d
dze yoOvw vt YKRPEdzO 584Dz KB s dz@7 )] &3 [ zZdz v - tsdzw

Pi ®060)t ddzj¥ h ddsmw HOdzdzr dzp Odzliado ff &g B jnIs Oo dzv s Is 1
tstswdztththeOlsq’uJﬁthsz t My ke dzd € d, 9 C dzg yow 1 Odz¢
Pe. 98@€) 2 MCd?2 eI jHJdj dddF @. GBIPH, disEar £ d I8 dOdzS (
Lodlsdw c¢cststey e (OCyJ dLoeo jMmisdzr 2 YH dzOL 9 Odzd j O3
1 MiEde, 0s4cN0)j,?2 MC d2 BeOKfELe .c@ 3 Sjistdgf 2 MC k28 B OdZS tso MC Iz ¥
tf stcOydt KPeOdBSUelstcr | BOdSdttr HiwjHMIsOs dzWw 8 Is dz
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feddsy jddj 72.

25/ 2018/.17162 d fddsyjddj 43.

24020


http://www.rfa.org/korean/in_focus/food_international_org/workershealth-09202023163056.html
https://undocs.org/ru/S/2018/171

S/ 202

2402094

BORS S sG] 2 A Q waddsfngsh ¢ & 2 imMfzeddSd. [Hd&O Ml
yojk fedmksmlsedj ISOCJR BOdz.leafr]ch: ftejHMisOo dlsj dzj 2

l6qwkfdf O dLEzuyd kO  sdzkzyj dzdzelz® -ytizlp detdeg M izt GO - c sMizH
yds o Blsdzlsh,jdchq’ ftoj HMIs Oo d P dzwic Q iYL dEXs Yo jdepdrtiEj ) olstis to ¢
] ZOHdo st j;dats df @O HPdd dz { sSHia dfw svylssfdw vy sdz | 5dz
Mseo zOH j dz' yOodRd StsBB3f Odedd ¢S fMmddsd dzddidlsiH Istcj2H H
qdzj & " ddsmw Mo jHjddwd, WYodvjliw Mo d3jMisde 5 Jtej HY to
tOydd d st 2MiBBLcOBEUgBis? ( jMfzeddCd (Md. .
Ndddw 76, 78 d BAlkscbksdihogdrindzd ®Mdsd®y d dzsdz dzd dzd -
sSiH Istej2H HJoOj s @i dlse d&Bsyjls Brils! §ftosHMlsOo dets?2 €C 4
csozd ssdkd3j ey MSdj BOLT HOdzdzr 7 S @as-9081ls, Yyt
WBteW RHRGB L IsO0 (B Oddw dzOntsHddzOMm! os, MIsOHdd dzd € e
cdats MtsH j2Mlsoseo Odz sMmikh jMlsodzj deds f jtojosHBe MmMicj HMIs
fdtejudd BOdRIB sicBRMEBRR] yOipGeAst i MfEedzdSd d Gt
yd?2, ststceglzs h da stekzy dJ d3, 9 C dzs yow l sstclzs O¢ OH j od
(KPe. D1@3¥%®giH dzs ¢ s firgdzPpRisous) &zs o MOdeS ydsdadzr 2 j tej y
clzdts, O g ddaslBitzj. | BGlojls dz2O0 fdMm: i3s Jtelzfdfr  sif
ydw LOveddzO, vybt 10 dqdWstdgOydy tdses 0dzO dO sH dts
dzf fsHYOHOEI §YH Hj2Mbed] Mtlse jlsMiseabksh dr tihjd
(mted dztsy j dedJ 80) .

[sflsky ¢ BjyHEZdZOLsH ds2 W qddodhss s2 Mdfhls] di

168 tkzff 0O ftooHtsd) OdZO WOMMdi Hise Odzd | 9 Slsdetsh j dgdd €
1 OtetsH4 geelss C e OIsd yj M 52 tdimMfEedzdSd c¢cyddz v dz ddeW stedzj 2
sfjtej2hdz SR Odzese] &%) ¢ K odrsig® Y ¢ J detbw d©3 SHdesEets L @ tsf-
ZH Oteipgdzp dzts o f sHyYddgv j Isfpw [ dded misj emise Iz ZOtetsH dz' n
(KPe 054 3] cHipfudOBGkstsddhzs, o fgedscésd- 2017
fOdzedw c¢cvydquge df Qe | dzO0 s j t Oy dJdfdzdizOH hdzadzzue Bdsdzf | 50
ddsd d Is HJ fiwesh§lfd ~B Ofglakd stse o sdlOj d tsMMd2MEs2 AjHJ
a3 J Hdzv Blsdi3" s Odzdw dzj L OCBdeder = HBRBHEB , f sdzlz yj dzdzr ~
ddW¥ stcd3Oydoodzedzr = jrdetsdzse R | g 8@ A MAESR2 | OicigHh Hzis -
zd¢d (Mmds. BEGYdsy jsddii " dBmy fiols] Hsjtdsdtedsiiz Isii unjvls ©  BBts ¢
20 dzej dd&3d ¢ M dr Glsdtsh jddy jBsEeOsYmMG hE 5120t § Mmdetz B dzd €
fsHMlsOe dz' 7 ddy, Stlstster & Mfjydoddmisr o tBd&OMisd dd
dL sttej 2 M¢ 2] dyKtdeilsigtsy j MC 52 t jMfkEeddSd § ZzOkwl L O
LIsdr fujlbtse. EhEstshma jH §dwmfaDehn€a@ 02 MOV Cif OdzdWw ¢
dz' wdz JtdzHjdzl 1 € IsjCdzdC Hjojdzsf Bj dzs Ctsdi3f Oded, zlsH .
5OCY] LOdBOEOM! djcoddL Oyd jvddeH jddzjec fisjists ot dbyf ¢ v
2020 fESA0RRGO jdZO yYjtjL SdsO02mMidj z®OMpRghS dj My
B sdzj i3dzéz8 H ts dzdz. 4z¢ Hdzv MfJiydodzdmlstse o B &OMISd ddz
Zsed?2 (ki Oddddey ddz s dzted 2 f s Qeddshydgtn ¢ 52t 4 M-

fzBddSd, ZOSSHWh dafmw o t6MMd2MEB2 - AjHjteOYdd
Wy drejfMmisjd fH dkjdid 4 GE@Rtcs PESE®DS8] Y; HOBO iy Hj dd!
fOMfs®8B17230995 it sMMd2mMSd?2 R11: 254342019464
Wi sMMd2MSd?2 R11: 6S5S020ZAMAZBBER. qud.eSEBP LM H589 ;
137.

]

B 2®sHEZ [ smMd2MEOw AjHjttOydw Mtoosduzo Qdek fafdej Msdejsts o3, ylsts
sstcetsodzd ftoj CteOlsddz Matss HjWIjd detsfyls: o + sts?2 MistcOdzj .
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| BsCteOIsdyud MEs2 tJMmYzipdifZ). (Mdzy] ffd Jaztsy g datfO H Y 5
jdzt dzr | MmewLOdzdzr | 9 ¢y jdg! Wdzg | sdzH jdgl t €& Ctdif Oded d,
jdedj € 1lsts?2 HjWIsj dz desfplsd ( fipcks. fteddztsy jdedi 83) . [
B3 Ish Olsj dz' desets teOfdzj Hise Odaed v , ftocso j H] dzgdese 5 dz0O
Oadﬁ;d;dnﬂztfq’ls:?, dZzd CO0Cdr HBSCOLOIjd fMlse biets, Ykt f
dd MujlsO dOtwtkzh Odd tjLtds ydd e jlsO 1 jLtsf Ofdesmls
weodzj dgts dzj BT dztse . it sfiMmd2MCOw AjHjteOydw tlse jlsddz
dzfnls o © k¢ OL Odzdzr = -digp sl sHsERGEdSSS OMgT L™ 9 O h dn 1 Isd
JsO M CoBf Odfy2 ¢ Mdsdz' JedizEy jddy B84). [ Osmmcow
CwcOIsduyuj Meow  imMfeedd¢O d ¢y jdg wdg JsdzH j dgl 4+ €& dzC

169 kff O fosHBdddkZzO twOMmMMmdi Hse Oded] HJWIsj dz' desisd
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LEjils BOdIsemMEd] MuilkO o ga &0t dinlisth ] tspdctOHs@zisL @ @ E
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LEdz' sOIsjy OBl M oBttky j dede" di3d Md dzOd3d tHdes?2 Istey |
dzdgd5). sdlk0o?2 e jldd: ¢sdlks0?2 fttseo jdz Ish Olsj dz dzr j to
W stedBO Y dudts i IfAeejdzj dzdets?2 J ez f 52, d dzaj orweddz dzd S OCdn
Yyt mMtsslses jlsmMlsoaks hdj BOR soemMEdy MudlsO dOttkzh Odzd tj
fplsd Jf{1, COMOs M dimw s1rQP€. 1HW) . fteddtsy jdedj 40,

uso i Misdzr § fwjHftedwisdy, CssfjtOldods | SkcOddL Oy
fej HY tod ded BOIS j dz' MC OW HjWlsj dz' dztsfyls!

usodiMmlsde | fwjuHfodwisdy  CstsfjwOldods | ScOddL Oy

170620 ©OMMdj Hss OO Mkl daidzldssisddiidtisects dL ¢
BOYds 5 bsi.ctuylks (8] J0Yo] oY C(SEPsLOLGY ¢y rhtdht
fsfr sOkzofm! fHEsuaBlg: ffpgadtedwisd o MUt jt] dJdit stB3Oyd
Zsed?2 f CdlsonNSesB h s daiasd s B Oded j 2 ¢ dzls©O2  r d dz
(MtRted dztsy j dzd j 86 )i ylstsOs DB Az s dEfws-vy 5y Odz [ 3 dh Od;
BscOdz CBf Odedd cyotdhtde fodzuydls! HiMskzy ¢ BOdS s
sddz, ybt cdzj dd3jjlmw dad$ OSC dn-fcseBOD @§ faizOMlse st
Codsf Odedw ¢(CcdelsO2 rdde kdde' ¢. .., O OS] [d vyides?2
dzd ' o scf-dz@a;lsﬁr@,ﬁ‘@slﬁ;dzi dzsflss 8 o dzgOtlkh jdzdj tjL tsdzt yd
shdrefw s1rte (M&B.OQ.ehdéddtsy j dedd 40,

173 zff O dLEyddzO fsH jtey O djMmw o wsMmd2MSsd toj j il
JCGIstse LOfKGHRf Okdgl Sttt j &Bseckzls BT Is! Mtseo dzgj Mils dz" 3«
stted AMEB2Ari@wBste@sd ud MEs2 timMfkzeddSd d tsMd2Mis?
Coslf jtcOIlsdoe dz' d3d tstec GsdecfL Oqydfd' oz © i ldf dswladds MY tc  dzOH dzj 4 ON
GOy HOROMB sttt AMCdENC L\ OGiIdEmH dgs 52 t J MfeBdzd S d ddzd da
BdMw ftsH dea EfteOo dzj ded jLdDte J& IiINGIjc sSio Offfedfian ¢ B8 4 B M
MstczC sztcOR s tog 2 iEstEAc Qls@tagHif@tdts?2 t j MfedzdSd. Jtolkztf f C
cOBtsls@Pes B tzZlsdrn CtiRf Odedw r G tc O HjOME ¢ te@ddaj RjffrEtE? | Ot st
tdMmMfesdd¢d, f sz yos h dj HBSASH. 456 dzZOMdats H Odzdz” o3 to't
mMsokzs hda Mmkei jClstse, dtsH Masfifjs siviszff ¢ = QBRPB B dzd H §
shdisd. vted SCsBfOddd, MkHOdY sdkemj g dskOoBdginsegd e
sBi jClsOR ststej ML dzgt ¢ tq COstaftsupj dbfs ts 2 tdMmMfesdzd<d, O Hoj
ofMmj Bz, tcOdzj j kZyoOfmkeotse Odzd o ls;dz, JtsO: d or deter o O dz
esmMmMd2mMEdr etsMmikzHOMmise j dzdzr = byt Hjdzd?2. stetsdiy ItaE
EHOtfgdpdetse 24 dL 1 Isdr SR Oded?2 L Odgwts@® o BhM j2 Mmdz
BsUudr dL stste] sk tqOtetuy das 52§t tg il doejdddvd (i 3.
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q 87). IRYAR P Lo jMisdz® fLOeatsoOW fsLdydy {1
(el 200 PY/tdd dzsy j dedj 74), MeckOmMds SCcktts? cfojHt
B 5 EytejHdlj dzj 3 Sshtster 7 Wodw jlMY cwOyHOdIdAd s1 1,

yjifmbej MmMkeket tsMid2mMSdn teh jMise f ¢teOddyj dedets?
@O Is drfm bt dAtcdndud Mt dd&d dyosde, C(sbst’j, 6 d&

AdJHJtOYdd, do Y sHY OHOs IS f tsH 2H3j75M KeXsylj )& &zC IsO 18 to
JjLsfOmdesmisd. cltsHvAelhy iPdec? ff C200W2 4 j H j cOydYwy e jliIsd dzO,

B' dzs EMmlsOdzs o dzj dzts, 82 stdHduyuj Mé&drs ddyo. .. WOCIsdy.
d ybts ¢co MmMoslse jlsmMisodd M cttOYHONCJdHB L OSBdsH Olsj dz
sBh jMlso O fl SctOded Y dedzs?2 lso jIsilso jededetf il ¥ dzj W o dzw
wisdwdid dqdzd St jteOlsdodzr d3d tStecOdzdL Oydw dsde d ¢ 54 st
Msody tjLBds yd?2 wteojilsO 1 jLfOMdsmMisd (ke jlsr 6 ¢
ftoddzsyjddvas 79 d 87). J[Hdd yjdtsej ¢ tlejlsdd, ybkt
fedzdCd stttV | O©dzi daeisE jedOstdeR) MEts2 tJ MYz dd ¢ d.

ststej 2MEOW dz2Oyd sdzOdz! ZOKP éls@HOE ;so O C sl Odzdw  (

1722 6zff O ftosHtsdy OdZzO ttOMMmdj Hse Ols! Hiwlisj dzv dzts fyls ¢ s
MtcOrtsots? SR Odedd d JJ4 §HMIsOoadzr » ddzd  sH yddzj da
ddzls j tcdzgj HdOtedL &€, ulstcOntso O Cttef BteOyYdw cuoO@ri e d ¢
MsG%te sO¢ dLojMbdes, fteinMmMsOoadlj dzd sttj2Mis? d&Oyd
fOddd tOBBIsOtIls LO ctOdzdyd 2, 9 Istsdz ydfmdzj o 1 dgcj te
ANjHiwOYdd, d L OyYOmidlxrts duojis2fiy offLedisds fftdaid Srtaf sd j &3 o s
flso O sttej2Mf Bt OBIBd UM 2 ¥ Qeadszgiizdf tdd -( ) ds.

zsy j &) . (shfmd2MeOY AjHjteOydw d 1 0¢dMmMlsOdz tslse jiIsd
HSC OL Olsj dz s Istses, yYbt Moslse jlsMmiseks h dj ddyod wao
6] 2 MEBYsdzOdz! dets?2 MlstcORBsoats?2 St Odedd; 1 dejtedw dzj

vsOBdEZdYO 5
RA&Wsted3Oydy s ftojHfiBdZOOj B3 » ftejHMlsOoadlsjdzvr d Mt
ZOydsdzOdz! dzgts?2 MOt c?2 C i Odzd d

Name Suspected Position Location
Choe Myong Chol | KNIC Representative Pakistan
Jon Hyon Chol KNIC Representative Pakistan
Kim Yong Jin KNIC Representative Nigeria
Sin Jun Chol KNIC Representative Russian Federation
Mun Mi Hwa PIC Associate Likely Nigeria

HEC O KU E | @sd)stie] 2ME OV ROYJsdOd d¢zOv MiswORte O ¢ sdf Odad W ;
PICusPlubstcONBoO" Cu®fOdd™ ¢} skdhkote.
RIS tsydzdeSts iz Gidgigds o @ 4 ez §f O.

1735 Mo jHjddwd GH s dfb , ¢ B Hs Ggiyls of 5 dzk yj dedz” § o
kOj Hjwlsjd defisd {lsdt CEBfOdkd?2 §t §jtjhstcOlts Oc
fjt6] MistcOR 5o Odad W dzdcf A tdejj clskzj o tafto, © § j toj dzOf 6o dzv & Is fyw
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dzr » dzdy Msltekzrnddyodd M sttt 2Mit? ZOYydodkOd dts?2 fis
L@esjdz' dgs fsdsseOdzd j2 o w©WOLoadldd fjtemfjCilsde dzr m o
Hjwilsjd desfylsd, frlOdzdf: hMkzh jmMseodvis!: Mmette Hj dzj @
h jilso dzj dzd ¥ H j dzj pd® Rls fdj toyjdpfisdajts of sftej HilsotsdE Ctedf Istso
5§ jte@yd? oMY stew y fdePicls 8 O@deffs BY/ ddzd Is jj dd3j ded
(MgOB a6 Yy ftoddzsy jdzdj 89). RLoOjMbds, Yyt sttej 2 Ms(
nco OV CodBfOdzdY d jj fsHMlsOoedy j d/ ddzd § sHyddzj dzdz’
Bzsedj dL {tlsdn SoBfOdd?2 o COyjmbesj foMmtcjHddSse |
f zOls j N jsdsts ddgj ded, Wwodzgs ®» yYjdzwn GBARABSHO MOdSyd?2,
ydj?2 J[Bi jHddzj dedzr 7 1 Oyd?2.
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Ltd. (Nigeria)

Company Reported information on engagement with KNIC
Fountain Court Partners Assisted KNIC in recovering debts, between at least 2019 and 2022
(Nigeria)

Premium Broking House Assisted KNIC in recovering debts, between at least 2019 and 2022
(Lebanon)

Integ Partners (Nigeria) Assisted KNIC in recovering debts, between at least 2019 and 2022
BK & Associes (Cote Assisted KNIC in recovering debts, between at least 2019 and 2022
d’Ivoire)

Millbank Insurance Brokers, | Partnered with or knowingly assisted KNIC in developing

business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022

QuickL ink Insurance Brokers
Ltd. (Nigeria)

Partnered with or knowingly assisted KNIC in developing
business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022

Universal Insurance Ple Partnered with or knowingly assisted KNIC in developing

(Nigeria) business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022

Sechuwariis Development Partnered with or knowingly assisted KNIC in developing

Foundation (Nigeria) business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KINIC headquarters’
control, between at least 2020 and 2022

Somitel Ventures Enterprise | Facilitates KINIC s activities in Africa, including through

(Nigeria) cryptocurrency transactions on KINIC’s behalf, as of 2023

New Elements Holdings Co. | Partnered with or knowingly assisted KINIC in developing

Ltd (China) business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022

Li Xianzhu (Chinese Partnered with or knowingly assisted KNIC in developing

national) business opportunities, attempting to collect money, and/or

facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022, utilizing Industrial and
Commercial Bank of China (Asia) Ltd account number
718823353750

Fairicc Survey & Loss
Adjusting Co., Ltd. (China)

Established a relationship with Samhae Insurance Company in 2019

Kaztec Engineering (Nigeria)

Contracted with Samhae Insurance Company for vessel insurance
between 2019 and 2020
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Dear B,

We would like to inform vou that your Bitcoin payment for $120.00 has been added
into your Namecheap account. You can now use the account balance to purchase
or renew products on Namecheap.com

Usemame BRoval1990

Transaction Id : 82073030

Transaction Ref: GKRwiyWiTTUXreqpvxNv4A
Amount $120.00

You can find more information about this transaction on our Add Funds History
page located at https.manage www.namecheap com myaccount reports funds-report.asp

If you have any questions, please contact our support at hitp. www.namecheap com support
Thank you

Namecheap.com Support

&

Dirty crypto @
pays for hash
rental v

HASH POWER
blockchain-based

connections

RMissydedf . mandi ant . com/ r-es ekuohrecesgab /e les @ m@amtad 2

Clean coin with no
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KSE
@KSeznec

This looks like #Blue ff activity
Crypto-assets and their risks for financial stability[.]Japp[.]zip

Communicating with on-global[.]xyz (142[.]11[.]209[.]144)

10:04 AM - Oct 26, 2023 - 2,617 V
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https://twitter.com/KSeznec/status/1717542794942660771
http://www.mandiant.com/resources/blog/north-korea-cyber-structure-alignment-2023
https://hub.elliptic.co/analysis/has-a-sanctioned-bitcoin-mixer-been-resurrected-to-aid-north-korea-s-lazarus-group
https://hub.elliptic.co/analysis/has-a-sanctioned-bitcoin-mixer-been-resurrected-to-aid-north-korea-s-lazarus-group
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Factory in Pyongsong and at the same possible location on 5 January 2024
19 I ns p e shells af supefilargealiber multiple rocket launcheds pr o d ul 137
3 August 2023
20 Inspection of SRBM production at the February 11 Plant in Hamhung on 11| 138
12 August 2023
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Annex Title Page
No.
51 Inspection of TEL production at the Sinhung Machine Factory on 11 or 12 A{ 139
2023
22 DPRK statements related to the use of ballistissile technology from 29 Jul 140
2023 to 26 Jan. 2024
23 Launch on 14 January 2024 of a possible IRBM with a maneuvering reentry| 141
vehicle
24 Website of the Far Eastern Federal University (FEFU) 142
25 Reply from the Russian Federation 143
26 Media Report about an agreement signed between Universities of DPRK an| 144
Mexico, 30 September 2023
Friendship agreement between Pyongyang University of Mechanical Enging 145
27 . . o) .
of DPRK and Interamericana University in Mexico
28 Reply from Swedish Migration Agency 153
29 Letter to the 1718 Committee from 55 Member States regarding the diheap,| 154
report and accompanying imagery
30 Positions of China and the Russian Federation on the letter from 55 Membe| 205
States regarding the oil cap dated 21 November 2023
31 The Panel 6s review of the report g 206
32 Chon Ma Sar{IMO: 8660313) 208
33 DPRK vessels spoofing their digital identity 211
34 DPRK tanker with a reconfigured cargo ship 212
35 Addi tional replies from Member Stal 215
(S/ 26838/annex 52)
36 Comparison Table on DPRK Trade Stati| 230
States
. 232
37 | mported trucks and agricultural eql
38 List of HS Codes the Panel applies| 235
39 Replies fStoat ede mbert he Panel 6s enq| 240
40 Letter from the Permanent Mission 262
41 Media reports of luxury cars in Pyongyang 269
42 Letter from the PerdJrmapmemd&s Miemsliyn 279
8/ 27 24020


https://documents-dds-ny.un.org/doc/UNDOC/GEN/N23/037/94/PDF/N2303794.pdf?OpenElement

202

S/
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No.

43 Toyotareplytoth# anel 6s enquiry 281

44 Di or reply to the Panel 6s enquiry 283

45 Letter from t heSI|Poewarkainae nan dMi $lsd waak| 285

o .| 2886

46 Ukrainian forces alillaaged!l y owctkielti
manufactured in the DPRK

47 ) _ 288
Member State information on alleged arms transfers from the DPRK(1)

48 Member State information on alleged arms transfer from the DPRK(2) 293

49 Screenshot of a page from the website of the Ministry of Foreign Affairs of tf 298
RussianFederation

50 Compilation of available information oAngarad s movement § 299
December 2023 (neaexhaustive)

51 Angara- supplementary information 302

52 Konyushkovo Bay 310

53 A n g a maémrents at Konyushkovo Bay and Rajin Port 313

54 Ma r ime¥esents at Rajin Port and Konyushkovo Bay 321

55 Railway line running north from Rajin station 324

56 Media reports on alleged DPRK arms and ammunitions found in Gaza Strip 325

57 | srael 6s reply to the panel 6s enqu326

58 |Media remertad lemed DPRK arms sup|l 329
List of DPRK Cyberthreat actorsdé mal 331

59 based on the information provided by cybersecurity companies, Member States, al
media

60 |ROKUK Joint Cyber Security Advisor| 346
Nati onal I ntelligence Service of t| 359

61 cyberthreat actorso6 attacking ship
2023)

62 Seoul Metropolitan Police Agency of the Republic of Korea Press Release on 361
Andari el 6s cyberhacking campaign i
Member Statesdé publicati on, AnAddi t| 363

63 Republic of Korea Information TecH
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Annex Title Page
No.
64 Summary of recerPRK IT worker tactics, techniques gmdcedures 366
65 Table of restaurants in China which are suspected of employing DPRK natiq 375
Additional information on restaurants in China which are suspected of emplq 387
66 .
DPRK nationals
- : 424
67 Laotian Corporate Registry Records
68 Additional source information on suspected DPRK restaurants 428
69 Media report about DPRK workers in China 433
70 Restaurants in Russia which are suspected of employing DPRK nationals 435
71 Reply from Russia Federation 442
Media report about Khabarovkka s ed DPRK constructi o| 443
72 . .
Construction Company ( 1 ) O
73 Reply from the Russia Federation 444
74 Reply from the Russian Federation on repatriation of DPRK overseas worke 445
2023
75 Russian court cases involving DPRK nationals earning income 446
76 List of individuals reported by Member Staes tdl#RK bank representatives | 457
77 Member States replies on entry/exit data of reported DPRK overseas bankirl 468
representatives
78 Registration information on Epsilon Trade Development Limited 469
79 Information from the Russian corporaimgistry on possible DPRK joint venture] 473
cooperative entities, potentially employing DPRK nationals earning income.
80 Russian Federation reply on So Nyong, Choi Chon Gon, and Epsilon Limite{ 496
Trade Development
81 Member State information on daaccounts maintained by Chinyong IT compg 497
to launder illicit revenue acquiring by DPRK IT workers
Member State information on bank accounts used by Shenyang GoldenPac| 499
82 .
|l aunder money on behalf of Ch warkers n
83 Shenyang GoldenPack and related companies 500
8B 27 24020
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No.
Member States replies to the Panel Chinyong IT company related bank accq 501
84
and Shenyang GoldenPack
85 Member State information on bank accounts in China utilized to eamiings 502
back to the control of 53 Department headquarters
86 Information on Yantai Jinmin 504
87 Information from the Russian corporate registry on possible Rregistered 505
DPRK companies potentially employing DPRK nationals earning income
88 Individuals operating overseas reportedly related to KNIC and/or reported 513
front/subordinate companies
89 Information on companies reportedly assisting and/or working with KNIC an{ 514
its front/subordinate companies
90 Samhae Insuran@mmpany website 517
91 Information on business and trade activities conducted by Nam Chol Ung 520
92 Information on suspected business activities conducted by DPRK official Kinl 531
Song Ho
93 Information on suspected sanctions violatativities conducted by DPRK 537
national Choe Song Ryong
94 Summary of DPRK cyberattacks on cryptocurrensiated companies in 2023 542
95 Suspected DPRK cyberattacks on cryptocurreetated companies (202023) | 569
96 DPRK maliciouscybeact or s6 pattern to steal| 571
cryptocurrency industry
97 Cryptocurrency wallet, email, and IP addresses associated with a late 2023 | 573
cryptocurrency services seizure of DPRiked cryptocurrencies
98 Kimsuky email adresses, websites, and virtual currency addresses 580
99 Select reports of DPRK cyber actors targeting the cryptocurrency industry 581
100 Reported BlueNoroff financial domain spoofing 584
101 Compil ation of cy beHectiveepracticess t y ¢ ommuy 586
102 DPRK export earnings (2012023) 588
24020914
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103 DPRK coal export (2022023) 589
104 DPRK exports of major commodities to China and imports of food 590
105 Estimates of DPRK energy supply 591
106 Excerpts from 2023 Report dworth Korean human rights 592
107 Questionnaire for humanitarian organizations that have worked in the DPRK 594
108 Responses from humanitarian organizations 595
109 National implementation reports 613
110 Me mber Statesd6 megdnhages t o t he Pang 614
111 Updated assessment of responses td 618
questionnaire of November 2022
112 Consolidated list of recommendations 624
751 Excerpts of court documentatiarases involving DPRKationals earning Link
' income in the Russian Federation
Registration documentation: information from the Russian corporate | Link
79.1 | registry on possible DPRK joint ventures/ cooperative entities, potenti
employing DPRK nationals earning income
88B27 24020
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Annexl AEEA Director Gener al statement on recent
programme (21 December 2023)

In my opening statement tbe Board on 22 November, | reported that we had observed increased
of activity at, and near, the Light Water Reactor (LWR) at Yongbyon, and aisee midOctoberi a

strong water outflow from its cooling system. These observations were consigtetihe commissioning
of the LWR.

More recent observations indicate that this water discharge is warm, which is also consistent with
commissioning of the LWR, a process that takes some time for any new relagterer, the discharge
of warm water is indicative the reactor has reached criticality. It remains the case that without accg
to the facility the Agency cannot confirm its operational status.

The LWR, like any nuclear reactor, can produce plutonium in its irradiated fuel, which canbe
separated during reprocessing, so this is a cause for concern.

Concerning the safety of the LWR, we do not have sufficient information to make an assessn|
course, safety should always be the paramount issue when starting a new reactor. afatyesr &
sovereign responsibility of the State and the IAEA supports the States in this area.

|l repeat that the further development of t}
operation of the LWR, is a violation of UN Security Colinesolutions and is deeply regrettable.

| call upon the DPRK to comply fully with its obligations under Security Council resolutions, to coo
promptly with the Agency in the full and effective implementation of its NPT Safeguards Agreeme
to resolve all outstanding issues, especially those that have arisen during the absence of Agency i
from the country. The Agency is ready to engage on any of the above issues, including safety.

Source IAEA, https://www.iaea.org/newscenter/pressreleasestlimeatorgeneralstatemenbn-recent
developmentsn-the-dprks-nuclearprogrammeunderlined and bolded by the Panel).
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Annex 2: Activities at LWR (39A 47Nj 45n N 125A

*In the annexes of the nuclear section, annotations in red boxes are observations duepgrting
period, while those with yellow characters in black boxes are previous observations.

4 October 2023

v

-
K

Support buildings

n
AN

|

New constructions were observed since
June (left) and July (upper) 2023

Kuryong River

Support buildings

Constant water discharge has been
observed since early-October 2023

A
N

Source Maxar Technologies, 4 October 2023.
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1) Water discharge

25 November 2023

Significant amount of water discharge was observed since
October 2023 and constant discharge has been observed since. Water discharge

17 December 2023

\.

Kuryong River

Support buildings

-—" Y ~—
~ M Water discharge

Kuryong River

Probably steam from
discharged warm water

Source Planet Labs., 25 November 2023, 17 December 2023.
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21 December 2023

A
N

14 January 2024

o

Water discharge &

Source Planet Labs., 2December 2023, Maxar Technologies, 14 January 2024.
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2) The observation of past trenching works from LWR to water discharging points

Satellite imagery analysis showed efforts of trenching works which appeared to connect LWR to multiple
discharging points since between 2012 and 2&1Bossible earlier efforts of water discharge were

detected in 2013 near current discharging point. According to the IAEA, indications of tests of cooling
water system were observed occasionally since #8T®e Panel reported in 2017 that hot water was
discharged through the drainage channel of LWR, suggesting a possible test of the cooling water system
in 2017%*° Additional trenching works and modification of the riverbank were conducted around the
currentdischarging points since then.

13 November 2012

=z >
Sy

- Kuryong Kyier

\\!.)

PR e . 9
Approximate locations of current wtaer
discharging points: south (left) and north (right)

29 March 2013 . | 6 59 )

Trenching works
observed in 2013

10 June 2013
1 e
5 ~n

Water discharge was visible

SourcG6oogl e Earth Pro, 26 January 2024.

B'See htltsps: / / www. 38north. or ght2tOpls9://1/2f/ syio.nsgtbaynofnekradd. seade/ @aithb | i cat i o
faci-bf tamast e d me,woahrkd psorl/ii ;e socerpgo/ritssi/sdkeotracidlsiinm-@lpley aaif ¢at @ g
del.ay/

B AEA, GOV/GX01X6/69Q para 46.

s/ 2017/ 742, para 17.
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2 May 2022 & ; ==~ - - £ A SR L L S
e | All dotted line show approximate mapping of trenching

| works connecting LWR and discharging points.

e

observe

Kuryong River > 4 A i !

Source Maxar Technologies, 2 May 2023.

. TP ISR SORN Y sl Pt e ST T
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3) Construction activities near the reactor (39,

21 July 2023

10 December 2023

Source Maxar Technologies, 21 July 2023, 8 Aug2@23, 3 November 2023, 10 December 2023
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4) Construction activities at far south area of
26 February 2023

Kuryong River

Al
1 April 2023

4 June 2023

Kuryong River

21 July 2023

Source Planet Labs, 26 February 2023, Maxar Technologies, 1 April 2023, 4 June 2023, 21 July 2023, Planet
Labs, 24November 2023.
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Annex 3 Activities at 5SMW(e) reactor( 39 A 47Nj 51n )N 125A 45Nj 20nj E

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting
period, while those with yellow characters in black boxepereious observations.

23 September 2023

No water discharge

12 October 2023

Source Maxar Technologies, 23 September 2023, Planet Labs, 12 October 2023.
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7 November 2023

Vehicles activities

Cooling water discharge

- ———

[
1
I
I
1
1
1
1
1

5MW(e) Reactor

6 January 2024

-

.'\x

»

: ’
v |

! Coolmg water discharge |

"

.! i!jz

A

5 N B 8 “-

v 2l

Source Maxar Technologies, 7 November 2023, Planet Labs, 6 January 2024.

- .

v‘ Steam venting
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Annex 4: Radiochemical Laboratory (39A 46Nj 50nj

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting
period, while those with yellow characters in black boxes are previous observations.

12 October 2023

Excavations and trenching works at
suspected storage of nuclear waste

Suspected storage of nuclear waste
(aka Old Waste Site)

(aka Building 500)

~—
wt /A

Trenching work at
Radiochemical Laboratory
(Reprocessing facility)

Spent fuel receipt building |

ity — O i
N e | g A
o E A PR “ o o

Source Planet Labs, 12 October 2023.
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1) Smoke from th3exAmad6Njl3adn N 125A 45Nj 26n E)

21 July 2023

31 July 2023

Source Maxar Technologies, 21 July 2023, Planet Labs, 31 July 2023.
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2) Activities a39MBWicINddeayg NBARS5A 45N 23n E)

16 June 2023

N
Y

Building 500

25 June 2023 . ;
Excavations were observed in
late-June 2023

a Probably crates
g
sy

Source Maxar Technologies, 16 June 2023, 25 June 2023.
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3) Trenching work betweenBuilding 500 and Reprocessing facility

13 November 2023 |L008 Pt —
A P . Road construction

o
Steam distribution ' d
building .

Source Maxar Technologies, 13 November 2023.
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: 24 October 2023
Reprocessing

facility

Building 500

R o

% &; ¢ ‘ /
Unidentified materials /

\
b, Road construction >
: P

13 November 2023

T

Source Maxar Technologies, 24 October 2023, 30 October 2023, 7 November 2023, 13 November 2023.
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Annex 5: Activities at the Yongbyon Nuclear FuelRodcabr i cati on Pl ant (39A46Njl5njN

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting
period, while those with yellow characters in black boxes are previous observations.

9 January 2024

No smoke from UO2 production process §
building was observed since late-2023 |

Gl M S 2275,

Crane was removed between
mid and late October 2023

S

Source MaxarTechnologies, 4 October 2023.
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1) Activities at UF4 production process buildin

12 October 2023

24 October 2023

Crane was removed.

Source Planet Labs, 12 October 2023, Maxar Technologies, 24 October 2023.
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Annex 6. Activities at Pyongsan Uranium Mine and Concentration Plant (Location of the
possible yellowcake production building at 38A

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting
period, while those with yellow characters in black boxes are previous observations.

17 December 2023 ’ - N— .
e - Ao Piles of tailings increased

& Railcar activities

£/
7 A

b Al

Expansion of solid waste [
at tailings pond
B

Source Planet Labs, 17 December 2023.

10®27 24020



S/ 202

1) Expansion of the piles of tailings at the

16 June 2023

‘»
Piles of tailings ’\

17 December 2023

Pile of tailings increased

Source Planet Labs, 16 June 2023, 17 December 2023.
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2) Railcar activities at the Plant (38A 19N 02 nj

30July2023 | ‘

2 October 2023

Source Maxar Technologies, 30 July 2023, 2 October 2023, 17 December 2023.
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3) Tailings pond of Pyongsan Uranium Concentration Planf 38 A 18Nj 42n N 126A 25Nj 5

16 June 2023

17 December 2023

Solid waste appeared to expand.

Source Planet Labs, 16 June 2023, 17 December 2023.
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Annex 7: Activities at Punggyeri nuclear testsite( 4 1A 16 Nj 41n N 129A O05Nj 1

Source Maxar Technologies, 14 November 2023.
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