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Annex
Letter dated 8 September 2023 from the |
established pur d48addt (a@l@0 @gsssceldu ttioon he
President of the Security Council

The Panel of Experts establisheld7ppur suant t o
(200p8% the honour to transmit herewith, i n acco
resol2wt8ilon 20B88) mi dterm report on its wor k.

The attached report was provided to the Secur
pur suant t 107 1r8e s(02h0uld6i )An2g3u satn d2 0was consi dered by
Committee on 29 August 2023.

The Panel woul d appreciate it if the present
the attention of the members of the Securit.y

t o
the Council

Panel of Experts established
Security Couln874 (r2e0s09)uti on
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Letter dated 4 August 2023 from the Pan:i
purgsabtato re8dHhufblaaEr)ssed to the Chair o
Security Counci l Committee established
1718 (2006)

The Panel of Experts establi skeddl7Tpdui Pnant to
2008% the honour to transmit herewith, in acco

=

esol2wt8idlon 20RA8) mMi dterm report on its work.
The Panel woul d appreciate it i f the present
to the attention of the members of the Securi

pur suanltuttidol8e  ® 00 6)

Panel of Experts established
Security Couln87i4 (r2e0s009)uti on
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Summar y

During the reporting period, from Janugd
tensions continued to grow on the Korean

The Democratic Peoplebdbs Republic of Kor
sanctions in many aredag.melnt odntniurcd eedart hwe
production of nuclear fissile material s,
in September 2017. New construction actiyv
activities -rait niel ePaunmtgyeted.i t Bal |l i sti c 1
continued apace: the Democratic Peopl eds
solpirbpel l-mangs hlbbalt!l i stic missiles and, as
ballistic missilesfdltwed).i qi+rh &, Himhkle d ovgu rsto
firstprogleild ant intercontinent al bal listi
12ul vy. The Panel of Experts also continu
technol ogy, potentia&ally in violation of s

I n the present report, the Panel descr
measur es depl oyed by vessel s delivering
Democratic Peoplebs Republic of Korea. Th
avoid detcécatnigcmg trading | ocations in af
i nvol vedstiagemutlirtsnesnithe Panel received inf
country continues to i mport refined petr
Counci | r eseoll uad puissi tvViesrs i n violation of
continued: the country acquired 14 new ve
shtgghip exports of coal from the Democr
continued.

Al t hough t hbeordeumst rryebmai ned |l argely c |
increased mainly because of the resumptio
goods has quickly reappeared. The Panel C
of luxury goods.

After Hdrieiecgridevel of cyberthefts in 24
Democratic Peoplebds Republic of Korea hac
target cryptocurrency and other financi al
Reconnai ssanceauGeoaemntil nuBRuwr t o use incr e
cybertechniqgues to steal funds and infor
def ence, energy and health sectors were t

The Democratic Peopl ebs Repubd i ¢ hef
internati onal financi al system and engage
investigated financi al institutions and r
t hat support such activity. Borderc reope
Peopl eds Republic of Koreavalteé ointaémms coTlihd
investigated reports of nationals wor ki ng¢
sanctions, including i n t he i nformati on
constmn uscetcitoor s .

The Panel continued investigations into
Republic of Korea military communications
a number of investigations into possible
typesmblitary support to Member States.

Rel i abl e dat a on t he countryos human
Humani tarian organizations surveyed by 1t
delivering ai d and a furtheUnideedi Nat i or
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relative role remains impossible to disag

sanctions and their i mpl ementation have ‘
The Panel val ues Member Statesbd contrib‘
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|l . I ntroducti on

1. I n paragraph2a80of(2@838®%) $Secanity Counci l requ
the Panel of Experts esfl8BWi ¢gplr€cd@dva pduer stuoa ntth et o r
Security Counci | Commi ttee els7tlaBb | ((adh@®&) pur suail
midterm report wi t h findings and recommendat.
information in the present report clovers the pe

l lTActi vities related to the nucl ear e
mi sepirlogr a mme

Nucl ear

2. The Democratic Peoplebdbs Republic of Korea cor
devel opment of nucl ear weapons and the product
viol ation of Security Counci l r e scotliuotni ons . The
activities across the Yongbyon sgiit@uandcaconti nu
test site, although no nuclear test has been de
im Jong Unds inspection of Atactical nucl ear w

On 28 Mar c h, arbrt aurec emde dti lma't Kim Jong un had
Hwa84a4an (31 tactical nucl ear weaponso. A Member
sessed that the Democratic Peopleds Republic
on dealklepi dgasibi c ahlidc hn uacrl ee aa |l moesatp omer twa i
ded for use on the peninsula and I ikely ha
onger range systemso. Anot her Member State
mation regarding it stedacnhnrircnaall sdped coinfaitcoat iaol
ssing whet her t he device mat ches t he p h
iated with tactical nucl ear weapons is di
ption purposes ¢é further analysis is requir

O w”wW O 5050w’
oo~ — oS wnw

g Kim Jong Unbés inspection, di agrams of
g -3al Hwvaacstarmnc al nucl ear weapons war head
aph in annex 1). The Panel assesses tha
nt wdraitdws mboa@ati ons (see par a. 18) , s
tic Peopl eds Republic of Korea since Je
I nucl ear weapons capabilities.

T UQT O N QO T PO WX
Q0TSO

T
c

nggiyetest site

5. Satellite images capttumned iamidkear BtemWMat ahesho
that could be used to protect equi p’ment and ite
Cables for ventilation, electricity, communi cat
testing equi pment f r om aldumiminneils t3r awea rvee parreesaeg ntmu |l
personnel wer e visible at an open space in e :
significant construction of supporting buildin

TAL text redactions in the report are marked by black b
identification of individual s.

2s/ 2023/darta. 5.

*Based on information provided by outside experts consul
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has noted unidentifiednamal 4 st mneet bmae® n
April* 2023.
Yongbyon site
Light water reactor

6. A Member State detected probable tests of t he

with the I ight water reactor in March and April
become ommdr adti any ti me. The Panel 6s satel l it
intermittent water discharge near the Kuryong R
| ocation observedCbysthectiamm!| of na2@@&w®. buil ding
the supporetstb wifl dihreg rewactor i n Mar ch, and addi
was observed near three other support buildings
Yongbyon experi ment al nucl ear power plant (5 MW
7. Member Statesd assessmenytsi sandhoswattehdtit ehe m
5MW( e) reactor continues to operate. Continuing
the reactor took pl ace, except f-Apréihtermittent
Sever al types of vehicl es havee aceteonr r(osugd nel y
anné)x.

Radi ochemical |l aboratory

8. Satellite imagery analysis shows constant vel
area at the radiochemical |l aboratory. Piles of

fuel receipt buil dApMA Ibtentiweken alm&kbreaoytaddnew e
actividgastnoaft ht he radi ocFfembsabukalbdiyatcory oibno rMat
by the Panel (see annex 5) . Thi s site, al ong
I nternati onal At omic Energy Adahttiyouwughbtha nucl

Panel notes that there are no definitive signs t
bet ween January and | ate July. For exampl e, t F
reprocessing plant and its waste handling oper
per.i od

Yongbyon nucl ear fuel rod fabrication plant

9. Construction of sever al buil dings at the sou
satellite imagery in early March, was assessed
administrative purposes. A crane deployed to tt
prodwat process building remains in place, i kel
the building has yet to be completed. The Panel
the uranium dioxide production process building

8/430

“A think tank also observed construction of the two smal
https:// beyondpar-eilpehbeeasti sartourgnedldogogyei ng to

outside experts consulted by the Paxeayathos is possi bl
activities at the tunne

5SS/ 2023agadl1 8.

According to outside experts, the reactor was possibly
www. 38north. org#f 20 2&Aytodnigpbdysosmiesbel aec t o r
"AMccording to an outside expert, these materials are |iKk

activities.

8Sewww. 38north. org-i magmld PBElms t edvtl ltopteda sg iedte
yonghbyon

S/ 2023/ddarna. 1i4.and annex 6

23-1541¢
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Pyongsan urmdiaaoname mter ati on pl ant

10Satellite imagery shows that the mine and pl g
observed that piles of tailings expanded at t v
activities at the plant (see annex 7).

Ot her sites

11.Then®la continued to monitor activities in th
Yongdoktong ar ea. Details are in annexes 8 and

l'li stic missiles

The ballistic missile programme-uponti nued at
testing aadclexgeseesasneéex MO) . The Democratic
Korea might have reached a threshold in bal
sting on 13 Apmropelolfana nreiw sdldBlei(dh amed t Bwas on
tended interconaddwmernddall,rtn0geklkm. whhicsh devel op
time enhance the strategic component of t he
sting of intercontinental {Hallil®tdi, c waiss ®inlee s
two major trendangwiptamead d ed, -ptalopedtelmerro f b esiol i
herathge ballistic missiles (SRBMs) (at | east 1
ountry reported its endeavours, with the avowe
t strategic and tactical |l evel s.

a
2
f
f
e
n
n
e
f

P YO0OVWO T *00Fr W

3.Alotget her at | east 23 ballistic mi ssil e I
Democratic Peoplebdbs Republic of Korea (see a
| i qguri@dpel | ant engipreocsp ealnlda t wnathorso) iand 19 wi
fitted -wopgel Isont® dmot or s) .

I ntercontinent al ballistic missiles

14 .The mi |l estone Il i mpt epeltlessitta gafhrne&dB ol itde
Hwasd®8g (see annex 11), was achieved on 13 Apri
noretahst of Pyongyan,.aslhshaewrhaiumsta plourmeean Cent r a
vi deo ontils4 chomrsiils,t epnrto pweiltlha nat sboulrind Thi s | aunch
a spribgell ant engine test Yamdlanbedhembem 2022 i
3Q@anuary 20R&aatcoMalgwmmg to a Member State and an
annex*ahsl)sgpldiy of five unknown | CBMs in caniste
on 8 February in Pyongyansgi t(esepr eapnanreaxt ilo2n)s. fTohre
Hwasd®g | aunch, nex-t to one of Kim Jong Undés ma
and his daughter coamdnt hat e b at nwreedfi fait eil ayl medi
thereafter poi nt to confidence in the success
countrydés authorities. The Democratic Peopl eds

10

11
12
13

14
15

Two experts are of the view that there is insufficient
technology used hohetdhébyptbpedOembes aktaa Peopl eds Republ
described in this paragraph.

Sektt ps: / / kcnaawacthci hv.eo/ r6g4/3k9c5tcvd b bc 9 b 7

S/ 2023/dd&rla. 27.

At 39A48'06"N 127A33'39"E. A-ppro@wildwmanlty eindyd mtei, f ioend t est
1PHDecember 2022, occurred at a neSvdtlyae,uidtt hori zont al er

2
39A39' 06" N SB22A22/adM1&E. (27) .
Setettps: //twitter,. c300m/IDaanvueaS cyh n2e0r2| 3e. r
Korean Central News AgencyRoHongaSiSBewmnalado Tel evi si on a
https:// kcnawatch. orggl 17Ws8 2 éalaagnfelri§H8elirdy 5+8 & § 9
conti-devebkopfmenat epgucnev e-i Hil @ & le s p ex mre akdi gno u g
guities ebitofeetvyp e€ bhmva s onrlg8gp k.ot
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| aunch of -18 Kwasld®2ngkulsyamler dmutnlt h ar ea. This we
decl ared a success (see annex 10).

Figure
HwasdmBg i ntercontinental ballistic missile | aun:
Sourckorean Central Tel evision (14 April 2023) .

15 Prior to #1lBe | Hwabsedmmogctr mé i ¢ Peopl ebs Republic

al so conducted two | aunpcrhoepse lolfa nptr elv@ BOMiss.l yA csceoernd
to the Joint Chiefs of Staff of the Republic of
Japan, a ballistic misaiyefwasm Sawmachédt enn dt8i
Airport, foll owing an eastward | ofted trajector
the Korean Centr al News Agency-1$hdvwBwhat appea
| aunched from a transporter eiroencatlo tilrapuonrcther (1
The Korean Centr al News Agency presented that I
test . On 16 March, the Joint Chiefs of Staff of
ballistic missile I aunch from &rudhahofltneadr nat i c
mi ssile trajectory. The pictures released by t|
wh at appears 44 bal hi slwasomgss+dalké el dEbhched fro
Agai n, Democratic Peopleds Republic of Korea of
as suécess.

16 . A Member St at e has identified a modificatio
Hwasdmg the | ower section of the first stage
previously seen (see figure 11). This modificat
part of the flight, sugge¥its ngt hdrawi $dec Mnfsisd ¢
in the performance and stability of the missile

106/430

®Serttps: // kcnawat c7.76n16992n7 Wik & 2a/aimetdhmbisitfla.g e d
"Sert t ps: // kcnawatch. orZ3 M7%6vsa 0 /edheohfol Ge7tPMeB3s9t4 B2

resp-pos eoudper k %e 2 %8 Q %%® ® gic ebhmvasonlglphbhonched

A Democratic Peopleds Repubmméwrtiobn&aodrefaf iocigainli gy ait m ofre If i

2023. One Member State assesses that it was established
mi ssiles and carry out mi ssions for the actual operatio
strategic/tactical nucl ear weapon[s]o.

23-1541¢
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Figure 1|1
Hwasan/g i ntercontinental ballistic missile | aunct

L

Shape

modification

>
18 November 2022 launch 16 March 2023 launch

Sourcko€emanr al News Agency (17 March 2023).
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AP
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AR

A N
Sourck®ini stry of Defence, Japan (16 March 2023), annot a
17 The Democratic Peopleds Republic of Korea he
on 8 February at Kim Il c8uedgr Sgedi 6ehesePgonygye
anniversary of the foundation of the Korean Pec
Member States and the Panel consider that the
this occasion were a nesdfvuey pedaftfsl @EM,whp ocshsi bl
were carried ifmxtaniWSt esr’l2A0AdnoTIEILISZ-1 Hwasong
| CBMs (a recoR2@andnBENrIRBNMSN as wel | as a fAnew
gui ded weaponbo. The exceptional number of TELSs
rai seoss stihbei Ipity that the Democratic Peopleds Re,

t he product i eduu toyf stuhpopsoer th evaevhyi cl es (see annex 1

Tactical ballistic missiles

18.The I CBM | aunches described abdveismlgoul d not
of sporloipdel | ant SRBMs: at | east 19 such | aunches
10) . Those | aunches seemingly occurred i n ope
demonstrate the readiness of the countrydés arn
2% epitbeer and 9 VOtheo b®8RBMOR22Z2unches - 2023 inclu
based | au28h moafssalkNfrom the Sohae area on 19 N
the context of a Anucl ear counterattack si mul af
Central NewshiAgehaywnch was confirmed by the Joi
Republic of Korea and the Ministry of Defence o
WFirstinsaenre Democratic Peoplebds Republic of Korea duri ng

2This seems to haltet gswvo/ vapd aing ist. e sSfreccet ARepofi |l es/ 2023
NORTKHOREASNHORRANGEYSTEMS %20 %281 %29 . pdf
s/ 2023/ddana. 28.
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Centr al News Agency reported that a mock war he
water, which, i Hfow oinrfti @ mte dg ndvoaib idl ist y t o maxi mi
a nucl ear warhead detonation above | and, while
Figure |11

Si multaneous -rffamgen gb alfl isshtoira mi ssiles on 9 Marc

Lake Taesong

SourckoreaneCenti salon (9 March 2023).

Figure 1|V
Si-based | aunzh osHamge&KNbal l istic missile on 9 Ma
from the Sohae area

Sourckorean Central Television (20 March 2023) .

19 Democratic Peopl ebds Reegdiibd i ©ce pdr tKeodr eeax toefnfsiicvi

about t he readi ness of t he ar med forces. A N
emphasi zing its training and willingness to us
credibility of its deterrence,stafef ®Detmocelayi c P
seeking to operationalize its missile capabilit
20 Kim Jong Un has | ent greater significance to
for the coatsadtiidaali omuolfear capacity. On 1 Jant
depl oyment oofd utcheed -IMdeswgmye mpwl t i pl e | aunch rocket
tactical nucl ear weapon by <claiming that it ha

23-1541¢
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range of strike and i s c a
determination to achieve n
components was thereby rea
outlined in a speech to the
2021 (see annex 16). Mor eover, t
not abl e prominence t-»3sSRBHE, andc
weapono, before | CBMs were displa

%Hi scarrying [ e
deterrence ba
, in |ine wit
Congress of

military par
dnew KBcti ce
d

Military satellite | aunch

1.0n 31 May, t hep aNcaet | benvad | AApemeon t Admi ni stratio
ttempted t o put i nto orbit a military sat el
emocratic Peopleds Republic of Korea to the I
M&Y% f t hree Afallingtiavree afsroo m h3alt Mweoyu Itdo ble0 alcu n
nt Chiefs of Staff of the Republic of Kor ea
m. Korea Standraird ffTheel 6cami dfmngthaimgeg

d |l aunch pad in the rDeano(cgead i &n Pex pl ®)s
t part of the rocket fell 270 km of f t h
t-hesghokl Il manch vehicle, which is part
I CBM progr amme, f ai | eldadteol Ipiutte ,i tisntpoay | ¢
|l mages released by the Korean Centr al N e
exhaust pl umda age sfuulietjiurnb rfnr.o mT hfei rBamocr at
s Republic of Korea attri bmdled subseque
g eft atglee esn@gd omred after the separation of
f
i
e

I
o

~wOoOOMTO®OS oQN
W3- TO O = ©
~D Y+ <
® D TQg
o=~ oo

mn o — o

l ighto (see annex 20). The Republic of
ons of the rokkseat edloldiyt amamima thieietMarl @ ti rgiye
21) . The Panel ds investigations

WOSWVWITPVOO TTPESC OO N

®~*+"O0O +*®— - C O >5T -

annex

y features

or corroborated mo st
e |l aunche

—

St at es r

epor
ri es of t h
e

r p ed

o] e bal listic mi ssi l
i eg gowd sogkeahbh heoddveap of the Democrat.
C of Korea of January 2021: t he acqui s
ant I CBMO and itactical nucl ear weapon:
S Republic oMb iKtoirceras caomd i b medddasst aits

i shments with the military parade on 8

te the seventieth anniversary of the Kor

successful | aunch of an cfeu nsca ti eolnlailt emi wad u lad
ide the Democratic Peoplebs Republic of Ko
her objective of the road map of January 2
d al so have been as much abionustt riunmeenrtn a l me
ommand 22hhe comuntory can be expected to c
i ficant resources in the devel opment of t

wWooO "TTN O TT TN X
—TThO CTTW OO O®TTOCS TN O

s
0
h

2Speech at thwe demamo my -laareglel 4menfutsicypd esroc ket system n
lJanuary RORBs: Sklecnawatch. or33d MWk 4 e/armd sliper 2t5e4d3 8
comr-ladmougma k-e 8 pslpye@adale r e rocfichoyn a-6 D A gsnu plearr g e

mul t-i pueolk-BEgst em

o
95

2] MO cal Itehde Wwpaoamcr ati c Peopleds Republic of Korea to cec:
ballistic missile | aunches across international shippin
%The International Civil Avinaottiiofni eQir.g aSneiez astuibosne q(ulethAO)a cw ai
taken by I MO and I CAO (see annex 17).

®The preliminary assessment by the Joint Chiefs of Staff
Mallidyemgel |l ite has no military use as a reconnai ssanc

13/43C
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Devel opment Administration has announced that i
|l aunch fAas s&®on as possibleo.

24 The Democratic Peoplebs Republic of Korea i s
on sprldapel | ant engines, used predominantly ove
Hwasd®8gtest is a prelimibhbhegeiddvebhdbpmantdts t het
intercontinent al r eap mop alnldanthipr odpruilvsei ofno rc osual | d
enhance the readiness of the countryds arsena
mi ssile types and of Il aunchb npdrditaflemrcrhee d( e . g . t h
cCruise missiles -2 fliksavhrtcdnst tdire KN Mar c h, t he
TEL capability and the | aunch from a reservoi:
i ncrease i n t he sh€eoulndmbaercr eds emitstse | espaci
suravbiivli ity of the countrybés arsenal . At the beq
called for an fAexponenti al increase of the cour
The Korean Centr al News Agency | ater stated tha
19 Mamashmeant to Asubstantially bolster the cou
counter at t a’®Tkh ecsaep adbeivleiltoypoment s and st atements p
deterrence skirn keo capadondity, potentially mi t
develappwigati ve stealth ballistic missile subma
I ntangi bl e transfer of technology and activitie
Republic of Korea universities

25.The Panel continued to i nvestigate t he i nt
i nvol ving t he Democrati c Peopl ebs Republic of
resol2wt2ilon 2p a6 an. 11) .

2601 n the case of a Democratic Peopleds Republic
a research instituwttedei n nSwedan esimdor @20t he P
researcher 6s empl oymenMahad Beeancde nnatohmoedai n
a decision by Swedish i mmigration authorities
researcherés application for a residence and wc
23) . The Panel requested further information fr
27.The Panel ednwae sne’ttghaa tr e phcer tDemocr atic Peopl eds
of Korea scHolharofl ki ond Sung University had
papers with Chinese scholars. The Panel found t
since 2019 wit hf fGhliinaetseed shcahdobldaars8see gnn mlyg i nst i t u
and that he was also affiliated with another u
24) . The Panel has previously noted that Mr . [ m
as 4dwsa®l i n3Tnhaet uRPaasnkeld China to provide informat
academic exchanges between Chinese institutes a
Korea wuniversities, and about Mr . | mds current
China replied that iimaddéatr har etpwoor tp]a paerres gmeonstsiloyn e
by the media [report] are based on nor mal coo
studi es, whi ch has no dual use natur e and h a
prol i féertahntei oinnv ol vendeinnt ionf tlhmevaSsowdgi mapeds t o
communication on theoretical i ssues, Chinese s

14/430

%®Serett ps: / / kcnawat ch. or3d h&eawsaridgkeamta 6 85600207

2ZOne Member State assesses-lt7ThatCBtMse odiORp3IFayarsafary2 2Hwas on
meant to advertise a new mass production capability.
®Sett ps:/ / kcnawat ch. or8§3 382 Fieonummw td ¢s/iDn@udl 9a3t 1i 40 n
dricloih d uicd gk

5/ 2023/dd&rna. 17 and annex 11.

0Sewww. dw. com/-ters Ad e e meens eiam € hw @ ukwe dn fo rktohr € a n
scientBB8OBOENDAEI

s/ 2023/ddarnas. 19 andl®20 and annexes 13

23-1541¢
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I m Chinese scholars | isted Im as an author | u:¢
does not constitute scientific tamdadr efeahmol ogi ¢«
i s not a violation of the related provisions of
the University after the end of his visit in S
status with this University é | mG@Gshevisit to t
adoption of the Resolution 2321 in 20160 (see a
ISect or al and nrari ti me sanctions

Mariti me trade

Refined petroleum cap

28 Member States are required to report to the C
oil pradhectDemoer ati c PeopAsdatRépubuiy G@D2RBor et
Commi tteebds website reflected a total of 157,
del i vered out of the permitted annual cap of 5
products (see figure V).
Figure V
Decl ared del i vearaitds tPce otpH e 6BemRepublic of Kor ea
product sjAplrainlu a2rOy2 3
( Number of barrels)
160 000
148 665

140 000
120 000
100 000 111122
80 000 an 721
60 000 53344
40 000

20 000 -

0

January February March April

. Monthly —essCumulative

Sourwewew. un. org/ secumnist Y@ 4 &% &ludp p & gosfd lelied + ne d
petroandunt he Panel

2 nformation contained in this section is relevant as of
informatcoerswaes on databases or provided to the Panel
the | MO GIl obal I ntegrated Shipping I nformation System t
backdated to before June that have been subsequently en
3Ti mes ar e FEraesctoerrdne dStiamdard Ti me (EST), Uni ver sal Ti me Cc
ti me, depending on the originating data source.
“Security Coua297 (2@BTEiion

1543C


http://www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-refined-petroleum
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29
Pe

,_..
o

TONTYORAIIW <3 — 0N
OPYOOD®TDODOITO ®O O MUl

A Member State has provided satellite i mage:H!
opl ebs Repfubalgigce do ft aknokreeras mankeidn go i4l6 pdreol diuvcetrsi e s
Nampo and other oil facilitiesOff rtohme 1 Januar
Democratic PeopifecadaggRdpulhiker sf RKomea desi gl
curity Council and would thusghapvyerbeemnopr ohi
ad refined oil 22321d u(c2 fsh B ps(ece) )r.e sTonleu tPiaonre | furt
t es #hahti pstirppnsf ers with ®©®eoafoefKl@atgggee dPeopl eds
ssels are prohibited 238d®er(pP@tagraph 11 of re
According to the Member St at e, the Democr at.
as | i kely imported approximately 781,497 [ bal
deliveri es. Assessing dwesicthlar gednmaangent s[ tal e
mocratic Peopleds Republic of Kor eal] i kely
ound the 2nd of April. Even at the 60% [ deac
opl eds Republic of Kor ea] exceedamdnehe 500, 00
) . Anot her Me mber St ate estimated t hat appr
rrel s) of refined petrol eum was il licitly i
public of Korea in the f#rst quarter of 2023

Af fected waters

31

The Panel continued to track ships that condu

with the sea areas provided by a Member State i

16430

%The Committeeds

% Two
cur

the Committee and

co rsion rate is 7.98 barrels of refi
experts are of e view that these two Member State
rently wunabl e t iist e migaus shf bred fwiereend Ipe&tintnol eum prod
i

icit del i veries.

23-1541¢
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Figure VI

Democratic Peopl ebs Reqp whliipc tafankdreaa airlelaisciitn s
2022 and during first half of 2023

2022 overaldl First half of 2023

Sour cdember St at e.

Sanctions evasion met hods

Shifting trading |l ocations in territorial water
32.The Democratic Peopl ebs Retpeaurbrliitco roifalK owatae rcso |
to conduct il licit transfers, including in newl
water s, t he Pdmehli pobasceriwdd ysdhsiug ¥dosa mvdeiinlg Ch 6 o
as i n waters furt hreir InoIrdmd @sarurtdn Beox dad 9)
Democratic Peoplebdbs Republic of Korea waters,
export its coal in Chinese waters, and a new tr
State near Taishdh6) sl and (see paras. 74

Avoiding detection

33.Theankl continued to observe pervasive us e
sancti ons: conducting illicit transfers under d
periods-te®hiphtpansfers; falsified identifiers
identificdgtAil®) sygtnearmhs during transfers. Ot her
Member States to avoid detection included: use

The Panel reported this asSh202%/ @®m@3S oafn da c3t6i vaintdy i n 20

annex 26.
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and sending 0diTshgewsies endeda ssuirgersa lasr.e no't mutually
suspect vesselsatgpmibiahdtyi exhobit hem.

Location tampering

34 Democratic Peoplebds Republic of Korea sanctic
of |l ocati on tsgpmopdiimigg, i er dgsedgned to obfuscate
giving the impression that vessels are | ocated
on 4 April, a maritime database( FREW) ded the fo
New Kol kO : 9036387)tdsrlamewn tftn agd wloemlti nedent i fi e
(Mariti me Mobile Service I dentity (MMSI): 3121
Tai wan Strait and entering the South China Sea.
vessel was in fact i nm&rainlaatBiagns Chhegan. when t

35While its ship tgmpacdkitewadwekoerntkban simgi tgteiong wunder
anot her known £ ir b(asdeuel efnitg unraemeV, 1 | ) , began sail i
before dropping Al-Sprirlancsné e sfiiogusr @yVimliId) .

Fi egunwnl |

New Ktorn&kns mi Lit fiang Saespt ember and December 2021

September 2021 December 2021

NEW KONK T mitting ?5 L_IFA‘J
o ez 29/ 30 December 2021
JOFFA with NEW KONK as LIFAN
Ship-to-ship actmvity
¢ O 'y
1 \
1 1
1 1
1 A 1
I |
1 4 |
1 1
I 1
O -

| 'S 1
I I
1 H 1
I 7 1
\ A /I

Sourcwi ndwar d, annotated by the Panel; inset satellite

%These methods have similarly been observed in the past,
the c@amsled ¢3 tMeOr: 9146822DR,1/Fadgad.ald@ annex 35.

®Al so described as Global NavigaspoonfBagethkes Byatems n
when a vessel mani pul ates its gl obal navigation satell.]
Gespoofing has beed pnetabusl gmedeoanfaed Mi ddl e Easter
identified for the first time in the Democratic Peopl ebd
al wow.tniymes . com/ 2022/ 09/ 0-@ pisvotr d rdrfleetrieatntachd s / s hi ps

©“This term is ufPDednotco adeé xc Piemp |l mds Republic of Korea t an

refined petrol eum at tchoe ommawn trruyso sdliPsperapsaen d(edfitoeleD t h e

18/430 23-1541¢
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Figure VI II
Suspect vessels on Febudategn2028en8
gewpoofing their voyages in April 2

ansleasBawn, a
023

FLONLINE

1

15-16 April 2023
NEW KONK as LIFAN re-transmits sailing north
before dropping transmission

4 April 2023
Shantou NEW KONK as F.LONLINE begins geo-spoofing
v a¢| sailing at 3 knots in a straight line

Hong.Kong

10-18 April 2023
/ NEW KONK as F.LONLINE drops AIS transmission | *

|| Before re-transmitting in Taiwan Strait, geo-spoofing [oNiCA masmtiog oo LTON I
/ again sailing at 7 knots in a straight line |

Sourcwi ndwar d; inset i magery, Pl anet Labs with Wi ndward
the Panel

360n 21 April, a s hNiepy oKhoanski mo ¢ ar eetheingt Wat er s
FDDWwsr e known to meet Democratic Peopledbs Republ
their ill*%cit oil <cargo.

37.Around t heNewi oendkdrastpgoeoof i ngF DxWoit bar

(I MO: 8514306)spabdbciondhegani ge akndwreofnrr audul ent
( MMS I 457106 &0 0)gScheardh(cll Mp:g 08 355724) , also inves
by t he Panel 17B39ee Ip&reavd .se72ran¥mheted in t he
synchronous movements of several suspect vessel
amttempt to confuse ship tracking (see figure

45/ 2023/ danta. 37 and annex 31.
2AsUni @armde w Ksoinnku | t a n esopuosolfye dg etoh Shunldég¢an i 9aisl, i ng north
with | arge AI'S gaps, unt il reaching Korea Bay.

1943C
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Figure 1 X
Simultansepaef iNegv KKsomkni,cad4d Apri |l 2023

4 April 2023

SHUNDLLI travels north toward the Yellow
Sea, dropping transmission on 7 April,
retransmitting a week later in the Korea Bay

Zhangye Daliar 13 April 2023
. S any———
2 SHUNDLLI

212
5 2
513
Sz
T @

4 April 2023
NEW KONK as
F.LONLINE
geo-spoofing
sailing at 3 knots
in a straight line

4 April 2023
UNICA as LITON geo-spoofing at a
speed of 2 knots in a straight line

SourcWwi ndwar d, annotated by the Panel

' I'l'i cisthitprmemes of refined petrol eum

Continued illicit shipmentve ssfel si |l using for mer
38 New KOUmika@madbdi amofd M®8: 9132612) have continued
refined petrol eum in t he exclusive economi c z
Republic of Korea (see annex 31) . They do so
previously ident®aflioemd byt hhe el@d malled .i sAn ofip
fraudul ent MMSI s used by these vessels in 2023
are assessed by the Panel to have |ikely come wu
Korea contr ol

39.For exampINe,w KiloshMayspectecdtd hrave aaasilalmnt
identlLtwmmdf transmitted an MMS | number (667001
belondedfaeported by the Pan%llheagslLdsamr apped in /
i s al most LULihfeanst@enef mauduNeew t Kwomakde wthfeat it
cnduct etds tsihp pt r ad e fima Dewietmber 2021 & see figure
voyage routes in May and June, as tracked on a
the roNdw HKdawsk t aken in the past, indicating ong
for the Democratic Peopleds Republic of Kor ea (
40.Since DeceSmbhuentdd20i2?2 so delivered refined petroc
manne\rew Kaondlh i Csaee par a. 72)

452023/ 1able 2.
“s/1 2022/ pH1B46.add annexes 28, 30, 32.6 and 34.

200430 23-1541¢
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Figure X
New Kiomk2023

using the W®Katideinméet MobiumbeBeoVvi ¢t he
now scrlJoggeBlot h t anker s @choinpd utcrtaends fsehrisp on 29 and
30 December 2021
Motherships Intermediary Di .
ship irect Delivery ships
— —
SKY VENUS |-£-\
-h;g.‘:gg{oma .-v._.-._.-._.-...l ]
NEW KONK
'l‘n-n-':ﬁ-g_u_‘:;ﬂ.L\“'
=y I [ S I
= ol ad © |
HONG HU JOFFA DPRK Interests
IMOPI25203 MO 8513405
MMSI: 667001395 é
- S —— h—
é UNICA
— — rmmﬁ::usmm~
Sour c®he Panel
Not el n adldoiftSkyn YeE@ugaHMdi angh&8kRensince been scrapped.
Figure XI
Comparison of voyHgw K(aikfegsn ibretIvaerewmary 2022 and

New K(onikah i n

May

and June

2023

NEW KONK as LIFAN
Transmission not received ifons
for approx. 16.5 days. ’Q w 24 \[i." "Q’i

“ NEW KONK suspected
as LIAN. Transmission
not received for 5 days.

June 2023

! NEW KONK suspected
| as LIAN making the same
voyage. Transmussion

:’ dropped on 3 June for 9 days. |
1
1
1
J

; &
|

SourcWwi ndwar d, annotated by the

2315418 21/43C
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Table 1
Table of fraudulent i deiMaiyf iZ&®0r288 transmitted, Ja
Ship name Fraudulent identifier
NEW KONK (IMO: 9036387) F.LONLINE
MMSI: 312162000
LIFAN
MMSI: 312165230
MMSI: 312165923
LIAN
MMSI: 667001395
UNICA (IMO: 8514306) LITON
MMSTI: 457106000
DIAMOND 8 nka NAM DAE BONG | SHUNLI
(IMO: 9132612) MMSI: 457111000

Sour ce&haebP.
Not eSee al so annex 32.

41 Since 2020, the PRDEBVosfha&n mrsdmpdnteed ithhaStans ha

waters in between i“lWhitctietthene, (sbesanvexs2dxs. e
transmit AIS signals or transmit fraudul ent S i
di scussed in detail bel ow is a tanker flagged b

Kor edlams Daei lBoAwgu st 2YRila nfoprr dt VBeo U sMO websi te
was only updated #Rothibi sespasonj nwBeéa3previou

by the Panel, the tanker already belonged to t
Korea fl eet when it was i ni tSsanislhlai cBiaty faunedl whuenns .
Panel sought the Chinese aut hoFDDMensdd assi stanc
related individuals facilitating illicit oi |l t
future oil procur ement Ibat tihtes er evleesswsaen ts . a LCthh mrai
still investigating ifand preliminary findings
DI AMOND 8/ NAM DAE BONG, and SHUNDLLI have no re
exit in China since 20200 (see annex 25).

22/430

“WhiFBDWsontinued to transmist, ksnoomen ofr atuhdeuilre nMMShlasm wer e
mani pul at ed.
%“The Panel has encouraged relevant rities in whose

aut ho
anchored or traded to conduct Ehzezdimanrdo.ns3@nadnd nf or n
40 .

1 MO updates its ship flag information as provided by th

23-1541¢
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Figure XI1
For mer dirywets $sdé ISiavmesrha Bay, 6 January 2023

North Korea-flagged M/T NAM DAE BONG (IMO 9132612, formely DIAMOND 8), Togo-flagged M/T SHUNDLLI (IMO
8355724), stateless M/T UNICA (IMO 8514306), and st: M/T NEW KONK (IMO 9036387) loitering in Sansha Bay,

1 TON (MMSI 457106000)
N, 119.9819 €

Sour cdember St at e.

Sanctions evasion activities

42 The Democratic Peoplebds Republic of Korea cort
as fo |l ows:

(a)il -$happed in multiplersgagasjngni manbhec
Tai wan Strait;
(b)AI'S dark activity unaccounted vessel a

( c
transmission that c oultde hail g oanvc tfiowi tay )p oaft icmtld
ves $el s;

ti
r na
(c)FDDMsr ansmitting fsr awhdeunl etnrta viedlelnitnigf iteor De mo

Peoplebébs Republic of Korea waters to meet wi t h
Korea tanker s;

(dExploiting registered corporate ownership

Il i mited or no online foromatriionnt ;t hceotr ploiratt € as gt¢
only corporate secretaries; regiasvagr ed email s
(uncontactabl e); use of ficare of o addresses; an

43 The following two examples gattedtirmt202Zases t
Case 1: Siupypeéi ei@ asnh yDpa e( BB oanngo/d Il u a8l i

Democratic Peoplebdbs Republic of Korea

Ooi | transfers (see figure XII11)

44 Di amo,adhi8l e transmitt3muwi MMSalu:d ud Sl 1 ly0 0a0s) ,
departed Sansha Bay waters on or around 17 Febr

85/ 2022h832022/ 668

“The Panel uses the term fAinter medi asrtyagveewsssheilpso to refer
ship oil transfer chai RDDNatlodh® amwsmieer e¢cheshri s lorcar go t
di sgui sed Democratic Peoplebés Republic of Korea tankers
°Di amomas 8been the subject of Panel investigations over
recommended for designation for the illicit delivery of
Peopl ebs Republic of Korea in 2019 and 2020

2315418 23/43C
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Strait and met-f |[tahgegve&li e Gt O0DYL e 81 62813) . The Panct
previously report8hupmhdMd: thel 44 3shc)a lavapeesdsre | f act

in 2021.

45 After thei Di amo/8deBbusesrned to Sansha Bay an«
sailed north, reaching Democratic Peopl eds Rep!
13Mar ch Pri @fr amo/Sihe,Evieng@étorwi th shepsupplier

(ASupplier Ship Xo0) on or around 21 January. R
Mai liao port two days earlier. EXereGloegei ving
returned to the Kaohsiung port ar ea, where it

saidl sout hwar ds Dioa @8 ld i dail eorn gtshied esame day.

46 . The British-iMicogiporhslkand®&saccess Regent Devel

(hereafter fASuccesbafRedenhtaling Kamhanyngrespon
Panel 6s enqpplriiers Stiag Xutransferred 4,100 tor
approxi mat el yEv$edr n@hlol@yjon)anwary. Separatel vy, tF
i ncorporated Full Victory Enterprise Co., Lt d
based entity, pufrofvaes e d>t oimg Sactesar Regent . Suc
Regent also confirmed that its company, the redgd
Ship X, the shipbdbs technical manager Mega Glory
for Success Regent of othertoi &recaafgb @nder Maodh

c
owner s hi

24/430

s/ 2022/ p®Ba. 42,
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Figure XI 11
Nam Dae/lSBomlgr t hed &vVengkétleye arriving in the D
Peopl ebs RepubliciMafcKor®&883 February

NAM DAE BONG fka DIAMOND 8
sailing as SHUNLI

S Kushird I NAM DAE BONG
e SHUNLI

& Taipej
§ P
[C] o Miaoll )
b
@ EVER GLORY
©
{
\ SUPPLIER SHIP X
— Taltung

hengzhou Zaorhuang
4] 2 March 2023 '

NAM DAE BONG / SHUNLI
’1 Dropped AIS transmission
sailing northwards

5| By 13 March 2023

Shaniai &
2 NAM DAE BONG / SHUNLI
! Outside West Sea Barrage area

\

17 February 2023
NAM DAE BONG / SHUNLI
Shagid STS meeting with EVER GLORY

15 February 2023 ‘ 26 February 2023
Coordinates: 26.454, 119.989 Coordinates: 26.305460, 120.429130
DIAMOND 8 transmitting as SHUNLI DIAMOND 8 transmitting as SHUNLI

Sourcwi ndward (dotted |ines as projected route); satell
annotated by the Panel

47 Success Regent recorded that it had conduct e
shiEw,er ,Gliomy¥ahaarcympany stated that Awe do n
businessodo with theEeveregGlsapegrretd forwonReurlt lhoef f ac't t h
Vi c thoardy n odiivreat é&¢$ otrlye receiver ship for the oil
Panel notes that Full Victory was also the buye
2The Panel notes that Success Regent stated el sewhere th
diligence on the pHvehaGlddplVi ohbBygdMago20a8. The Panel
sought further clarification from Success Regent.

2315418 25/43C
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I nf or mat itome hRd nde Ib.y

Supplier Ship Xl aggedMetd@bM@o | D 20527 9) (see case
and figure XVI).

Associated entities and individuals

48 Drawing on previous investigations, shipping
counterparties and pri mary source i nformati or
documensttaltd oRanel established various <company
I ndividual A (see figure XVIII). I ndividual A r
and associates acted as document of compl i ance
commer ci al ittryadiTrhe &atniev i s assessing the info
I nvestigations continue.

49 Kindom Honor Ltd (hereafter A KiEvdkeoom Honor 0) ,
Gl ogryst ated t oEvtelre Gbamdeyld t4h &Ot00 t ons of di esel |
Ainor wlaerems of the Philippinesdo from 4 to 8 Jant
i Mr Qui 0 Guo Rong of Fujian, on 17 and 18 Febr
further enquiries, Kindom Honor recanted that
had aboptedhathe from the Filipino fuel deal er
Il nstead, it confirmed a fuel purchase from Succ
Victory ¢é had [ a] very good relationship with
better pricing.

500l mesponse to the Panel 6s request for i nfor ma
subsequentl y | oBEavdeerd @iolX Fc amglo 1f8r ¢rmbr uar vy, Ki ndo
explained that ibecause the two vessels berthe
sight ogvasd ,notth ek vcearp té@d idnr yooft f ol | ow t he operatior
of Kindom Honor to record vessel identification
was fAnospKeakang person on board the two sides &
the carigmg rweees &l assigned by Mr Qui € had an)
Democratic Peopleds Republic of Korea] o, adding
Ever Gboewgage i any i1l 1licit mariti me activit
enquiry as to Wbonoech béi peXKeddiom was transferrin
the company admitted that some receiver ships w
51 Kindom Honor further cl aEmed ,Ghtaltati tt hhead f ul
ship neveNameDa eiiBadm&n dn orEvielra sV er ybert hed

al ongsi de a Sk e®m.bkelowewneerd, a video clip posted
showed a rte@brpedr ahkEper d&mkeShowgneloiontradi cting
the statement by Ki ndom Heolnbosr r(esveiee wf iogfurteh exX|vvi)o
segment s, AlI'S analysis and separately obtained
Ever 6GhHewgs nationality, whi ch corresponded wit
medi a post, i s consistent wi tihp st hdei dP ainne | féasc tas s
berth alongsi dfebachrgther i n mid

23-1541¢
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u
AahBver &longside each ot her, 19 February 202

Video showing “SHUNLI vs
EVER GLORY™ as captioned
by crew

Analysis of green color deck and
superstructure in the video matches
DIAMOND 8

Timeline consistency: video dated a day
after SHUNLI and EVER GLORY met

Sourc®till capture of a social media video, annotated b

52Success RegenMagtiatedcompti anc8 team began it

process and asked Full Victory fAto provide thei
relevant shipping documentsodo (see annex 35), bu
The Panel has regudeotme Butcteses Regemdant s

53.The Panel al so wrote to other rel evant part.i
Mar shal l Il sl ands and Seychell es. Sierra Leone
Service Co. , Ltd also has yet to respond.

Case 2: SiuMdipdiaSshru nsddidelmocr ati c Peopl eds Republic

Ooi | transfers (see figure XV)
54 Anot her illicit oil cargo destined for the De
was Hshampped in a simil art hmanOnerort haer ofuonldl o9w i Magr c

Mi d@IlsMO: 9105279) -techn dou cttreahhsafnedrh iwphte h Tai wan
Str8hun@seéee pe3r7rads .wax4 t he subject of a medi a |

December 2022 in which it wast rrelpeoum etdo ttoheérave
Democratic Peopl e®makRiempau bilti ca orfe Kdateragf f ender .

Gl ogryt he i nt erhiedla swrays MV eoscsaele,d at Kaohsiung port
receiving the oil transfer Prrdrmmeditmi sqame shi p,
Mi d,ast his supplier ship was | ikewise | ocated a
vesSkunalllda departed SandMhdiaBayheaTairwanmnoSmeaitt
then proceeded to sail north throuighnt he East C
of DaShivanndh $i ead made an easterly turn in the

“Republic of Korea authorities confirmed to the Panel an
who brokered the oil MerzudiMOr ©R6L2HKH&0OMot Bees ki po

www. ft . com/ c o18te Alt 4000 &dbf 4473b3a62f 2 2 b e d

February to early March 2023.
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Peoplebdbs Republic of Korea waters before droppl
2Mar ch.

Figure XV

Shunné éiMingphsef ore sailing towards Democratic Pe
Korea waters, March 2023

g

|7‘nwm“'\ﬂv£,

21 March 2023
chifeng | SHUNDLLI turning
Towards DPRK waters

Nagasaki

Miy,

9 March 2023
MIDAS meeting
with SHUNDLLI

SourcWwi ndward and-w8&P GIl obal Sea

As

55
Co
s h
Ma
co
of
re

56
wa
tr
Fu
Re
I n
w h
bu
di
re
t h
wa

sociated entities and individual s

The registeli @éhso wh eirnSeadmmopaor at ed Laur el I nterr
Ltd (hereafter ALaur el I nternational 0) , wi tF
i pos operator and t ec h Abiacsaeld nNaanva ggeart oir s Shh e
nagement Lt d (her eafvtiegrat oMa vShgiapt og h aSheisp ot) he |
ntact details with Green Ship Management Lt d

0 compBaary OGF oowner . Green Ship was also copi e
presenting Laur el I nternadli Mohordhsi n correspond

Laur el I nternational stated that the oil car
S to be transferredMifdrasmh&uppli emoubSldi p h¥nt ¢
ansf eMr étdes fa ornmecei vi ng vessel on behalf of Qi
an Province wi t h whom Laur el I nternational
ue d t o furnish i nf or maMii gdansLarur € he recei

i I cl ai med t hat t he said transfer v

S wn

a
@ stednme & dd fwpdd ldu bod h Bnist ead of i ts usu:
actice of delivering oil cargo dire
Laur el I nternational sai d that it
@
f
e

- @Q S T
O~ DO
— o -
n -< - g Oo
- © 3

—

i pamoti cotplae ewii 1 Mhda btuos ivneersisf yoper at
or mati o$h uypmdklviriegdsbgr Md. o®@nhungf com
nt with information found on the Ho

-0 =0

n

500 > 0N St
(7 S o N o 7, I i ¢))

[
q
t
[
S
I
p
a
s
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AShunwas i not a HeepmpmoabdsatRepubl ic of Kor eal] vess
communication records for the oil transfer, t h
know how to use a smartphone.
57 Laur el I nternational also stated: AThe di ese
Regent chn2MasB ¢é [ was] fully sold to Chinese fi
wor k ships through Mr. Qi uo (see figure XVI). T
successi-vylilypad amsd t hat, in contrast, i nfor mat
t he PanelmbferronstaatMe i ndi cated that 1,800 tons o
to have been Sthrummtddflehee®emopomati c Peopl ebs Repu
tanKem RyO6hHyO3 86104617j7 3()s eelhparPaasnel7Inotes t ha
barr eblosaModd,asaei taed, closely approximate 1,800 t
Figure XVI
Il nvoices showing entities associated with the o
Il nvoice forEwdrl Glrl nvoice forMiodds t
SUCCESS REGENT DEVELOPMENT LIMITED SUCCESS REGENT DEVELOPMENT LIHITFi
COMMERCIAL INVOICE DA A T -
e 1o s PROFORMA INVOICE
TOTAL AMOCNT 5D 1. &76. 4
Sourc®he Panel.
58 Success Regent, on behalf of Supplier Ship
requested documentation and iinformati on. The P
the company as to why it had sent a |l etter to
rejecting druaitahleracchhimima wii g wot Houbts on docume
submitted to Success Regent. Annex 36 provides
contracted by Supplier Ship X as first seller/ s
free on board basi s.
59 Figure XVII il lustrates the oil and money f | ¢

2315418
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Figure XVII
Ooi | cargo shipment and its money flow for shipn

Flow of oil : Multi-stage trans-shipment of oil cargo

= s

K
I
b

Mailiao port Supplier Ship MIDAS Fishing vessels™ SHUNDLLI KUM RYONG 3** Nampo port
MO 9105279 MO 8355724 IMO: 8610461

Information provided by MIDAS" registered owner Laurel International (lll DP waters)

*  Information provided by Member State
Flow of money : Buyer to broker to seller for oil cargo sale
Flow of Oil — I
Flow of Money *—— ] $$$ [] $3% 8 5% 8
Success Regent Full Victory Qiu GS Individual X
Development Ltd Enterprise Co., Ltd. (broker) (unknown)

Sourc®&he Panel .

Modus operandi

60. n comparing responseBvefrr &l aigimdein Honor (

I nt er nMt dasatlhe Panel noted similarities includ
firm; common external party (Green Ship) copi e
met hods; similar names and background of the br
of the oil cargos as fAChinese fishing vessel sc
evidence; inability to produce substantive comn
the oil transfers; t he sBwer bOGly @dinydfimsst i ty (Ful |
pursdésa of oi l cargo from Supplier Ship X; and si
I n describing the financi al transactions by the
Ever &hMdirdjasboth companies explained that, owi n
facedhiibhbgs € customerso paying in United States

in cash through underground banking services in
Pay ment details were therefore not avail abl e.

compi |l atriedrev art responses provided by Ki ndom
I nternational, and Panel comparisons.

61 While Laurel I nternational stated that it h a
from Success Regent, financi al infdr mati on sho
payment to Success Regent for the oil cargo tr
Mi dpsi oMi dbass -t 3ihp p tr adldred|Twii tthe Panel 6s furt!l
enquiries, Laur el I nternational stated that it
pantremompany Full Victoryo, the | atter being #fa
I nternational 0. The Panel continues to invest.i
car g&o aoc dE Wweort hGriMbirdya st-s mingped t o the Democratic |
Rep b loif Kor ea. Mongolia responded to the Panel
response from Samoa.

62.A diagram of the entMitdasEwesrocitGads pown | i nked

in figure XVIII

30/430 23-1541¢
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Figure XVIII
Connection¥amd iemdo#wseésakbd whilMi dansvestigating
anBver GIlory

Individual A 1 Individual B Individual C
Shi

Company X | Skipping
Director of I Requested INO Number for pany ] Director of Manager for
Shared Phone/Fax Number
Director Director
of of
Shared Address I Parry
n Manager =
—_—
[] L] [ for []

Company Y Company Z Navigator Ship Green Ship LW Maritime Service ~ Vanguard Shipping

—

Management Ltd, Management Lid.| Co., Ltd. Safety Management
Consultant Co., Lid.
Care of !
— '
Doc ! Former
holder i Ship Manager
[] Ship [ for E / I]OCfnl:ulder
Laurel International Manager oo Honor !
Co., Ltd for Led. |
Registered + ¥
Owner of Registered
é ‘Owner of
MIDAS EVER GLORY

MO 9105279 MO 9102813

Sourc®&he Panel .
Not eSee al 0 annex 34.

Vessel sal e and acquisition

63 Bet ween January and May, the Democratic Peopl
14 vessels,viion acomini mdfed he rel evant Security C
prohibit the direct or indirect supply, sal e or
2 (see also annex 39) updates the |ist of Democ
fl agged shiantc ewe2rOe2 1n ott pré8vR2oR3/ltyaddleat3 edThae
Panel continues to track other vessels that h
control but haveal ygt fi @aglgedopf and expects that
added to the 1ist

64.The Panel 6s analysis of recent acquisitions b
of Korea is as foll ows:

(a)Uptick of Chinese coast al ships fl agged b
Reublic of Kor ea: these now account for the ma
202%Most of these ships did not have an | MO num
not regi stered to conduct international voyage
hi stoackal otr ownership history, these coast al
avail able evidence of their acquisition unti/l t
Peopl ebds Republic of Kor ea;

(b)Acquisition of newer as well as | arger ves

(c)Acqui saitmlon onf bul k carriers or cargo/ cont :

(d)Renaming by the Democratic Peopleds Republ
number of its recently ®&gqui PBMOghi9On$ 4il8 9202 3,
(for@Beml WhyoagdBbli §g MD: 86695 &M ywa )Gang 1

%Based on corporate registry, | MO and ship registration
Entities corresponded ovimmpanined . ude the Acare of

80 per cent of the ships acquired by the Democratic Peo
and May 2023 were previously sailing as Chinese coast al
in 2022.

2315418 31/43C
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651n the first five months of 2023, the Panel
tracking and | MO r ecfolralgg e dl Os hfioprsmead y s ICihp s1ao wi
Chinese entities that were Reanbdferred Korehe I
fleet (see annex 40). The Panel used various ve
signatures to identify these ships. I n some ¢
information existed, the vessel senccoeud d be ider
transmitting in Democratic Peoplebdbs Republic of
66.China replied: ASHUNCHAO 9, HUI YI , HONG JI E
HONG XI ANG 77, WEN TONG FA ZHANne@indt &Xrl ANGHU I 1
[ 1 n] May of 2022, JanuMdowyember202f3,2RA2HJ3usOctodb e
2022, February of 2023, November of 2018 resp
reegi stered ever since. ZHI KUN 6 and HUA JI N
Chinese ships. HONG TAI 215 havenono(tseepplied f
annex 25).

67.The Panel al so tr afclkaegdg ead ncuorabsetra lo fv eCshsienlas t h a
to the Democratic Pé&dplkeesés vRepeblsi dadf pKkeveéaus.l
coast al routes and exhibited agirgrii fnigcamt tpheer i o
Democratic Peopleds Republ i cBamf YKaomgealai Ofl 8t he

( MMSI : 4 1 2 5X5i0n9 5Y®a)n(gh WHAb:n g8 358192) now sail in the
Peopl eds Republ iSongf NKoaoGOC9a 8f3l6eNedtrh8dPsh a n 8

r e stpiewwe | vy . As many of these Chinese coastal s hi
ownership detail s, the Panel sought informatio
registration, beneficial owner s, customs inforn
theirtdepafrom Chinese waters. The Panel al so &
convey questions to the ship owners. Detail s ar

68.China replied that ABAO YI NG HAI 18, XI N YANG
FU LONG 98r empirset edreed beanwe eamarllayt e2 2032,2 and € n
reegi stered ever sinceo, and therefore there v
whereabout so. China also stated that Airecords
SHUN and LONG XI N 12 were not foamde@dand that
information about these shipso (see annex 25).

69.Given the complex nature of vessel sal e, i nc
the | ack of purchaser verification, the Panel h
sale of Bémepsr atoi ¢ hRPeopl edbs Republic of Korea. -
reiterates its recommended best practices and
vessel s, as contain®d in its most recent report
®The vessels traekedr eyt tihet Paned the time frame bet ween
May 2023.

00s/ 2023 /@dana(i i9ir) .(i)
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Tabl e

Acquired
unrecorded

2

vessdlelMay 12 QJ2aN)u aanyd
acqui2roed )v, e suelpd e(neM2 1l ng

an

updat ed

t he

| i st

Panel

ships sailing under the Democr &t/i2d0 2Bd dpylleds
Year 2023
IMO Ship name Type DWT Previously referenced in
number Panel reports
1 8660909 SIN PHYONG 10 Cargo 28451 -
ex WALES
2 1015167 TAE DONG MUN 1 Cargo 8667 -
ex SHOU XIANG 8
3 1017787 MO RAN BONG 7 Cargo/ 5115 -
ex HUA XIANG 669 Container
4 1018614 UNHASU Cargo 3282 -
ex WEN TONG 7
5 | 8592774 HWA PHYONG Cargo/ 5529 -
ex HAI SHUN FENG 6 Container
6 | 8598431 THAE JA BONG Cargo 5114 Detailed in current report
ex XIANG HUI 10
7 | 8662933 | HWANG RYONG SAN Cargo 3278 Detailed in current report
ex HUA JIN SHENG §
8 | 8360248 SONG NIM 9 Cargo 6431 Detailed in current report
ex BAO YING HAI 18
9 | 8360406 TOK SONG Cargo 14,116 Detailed in current report
ex HONG TAI 213
10| 8358697 KUM GANG 1 Cargo 6310 Detailed in current report
ex HUI YI
11| 8360250 HYANG SAN Cargo 5007 Detailed in current report
ex WEN TONG FA
ZHAN
12| 2054896 A SABONG Tanker 4785 Yes
ex HAI JUN (5/2022/668, $/2022/132,
and current report)
13| 8358192 NAMPHO 5 Cargo 4831 Detailed in current report
ex XIN YANG HONG
14| 1016355 SONG NIM 5 Cargo 5263 -
ex WANGHAO 1
Year 2022
IMO Ship name Tyvpe DWT Previously referenced in
number Panel reports
15| 8669580 | ABONG1/KUMYA Tanker 3221 Yes
GANG 1 (8/2023/171, S2022/667,
ex HENG XING S§/2019/171 and current report)
16 | 8891297 PU YANG 2 Cargo/ 3539 Yes
ex SF BLOOM Container ($/2023/171, listed as
suspected acquired by DPRK) |
17| 8356584 KYONG SONG 3 Cargo/ 5226 Yes
ex ANNI Container ($/2023/171, listed as
suspected acquired by DPRK)

33/43C
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70.The
acquir
Bong ee

34/430

s/ 2022/ a8ra8.anad

ed by

inter medaiar @luM®e:s sEB6E48606F i gur e
Democr at.i
XX) .

t he
figure

annexes

Year 2022
IMO Ship name Type DWT Previously referenced in
number Panel reports
18 | 9142400 CHONHA2 Cargo / 4860 Current report
ex SHUN CHAO 9 Container
19| 8864464 PUK CHON 2 Cargo 4835 Detailed in current report
ex SEA STAR S
20| 8358324 MO RAN BONG 5 Cargo / 5515 Detailed in current report
ex HONG JIE 1 Container
21| 8596122 UN SUN Cargo 5150 -
ex HUAYUANDA9
22| 1015533 TAERYONG 3 Cargo 5116 Detailed in current report
ex XING HONG XIANG 77
23| 9536272 PU YANG 6 Cargo / 4802 -
ex SEA GLORY Container
24| 9088031 | HWANG GUMPHYONG 3 Cargo 4635 Detailed in current report
ex YUKO MARU 8
25| 8507827 PHO HANG 1 Cargo / 3637 -
ex ANYUAN1 Container
26 | 8718639 JANG SU Cargo 3457 Detailed in current report
ex WEN XIANG
27| 8660909 SAE GIL Cargo 4730 Detailed in current report
ex ZHIKUN 6
28 | 9154189 RYON PHUNG Tanker 3159 Yes
ex SINPHYONG 11/ (5/2023/171,
ex CONTREL and current report)
20| 8507044 HONGDAE 2 Cargo 4519 E
ex HUA YU 108
Year 2021
IMO Ship name Type DWT Previously referenced in
number Panel reports
30 | 8312497 SONG WON 2 Tanker 5167 Yes
ex NEW REGENT ($/2021/211, $/2020/840,
$/2020/151, $/2019/171)
31| 9132612 NAM DAE BONG Tanker 9273 Yes
ex DIAMOND 8 (5/2022/668, $/2022/132,
$/2021/777, $/2021/211,
$2020/840, $/2020/151,
and current report)
32| 83593209 MORANBONG 1 Cargo 2162 Detailed in current report
ex RUN HONG 58
Sourc®he Panel; ship information obtained
Not eMost of the ship entries have been

from S&P Gl ob
retroactively da

X1 X), was

Peopl edSaRepublic of

$/62 0 B37/ gadh®a .4 24,0 aanndd

annex 27.
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Figure XI X

Hai adsinthe inter mediSkryy ViethdMS8e 2ST 6 Bwaean

Uni,caSeptember 2021

— — ST
:' - ’*x'u
HAI JUN and HAISHUN2 -- 24 Sep 2021] \,° :2.
Lost transmissions for over 9 hours k*—’ !
J 4.,\
7>y ;\
\ ~
SKY VENUS \ o z
Time 24 September 2021 / & A T e T Den sy e
/ / ; :~ome'-.-:.w~1m uom:-:nnn
/ e =
b (A JUN ! | sky venus
|
Time 24 September 2021 | 23 September 2021 HAISHUN2
| Time 01 October 2021
HAISHUN2 |
Time 24 September 2021 f HAISHUN2
\. ‘ F————————"1 Time 07 October 2021
!
Sourcwi ndwar d, annotated by the Panel

Figure XX
Hai a#énSa @&8tondampo, 2 May 2023

. L

A SA BONG, NAM DAE BONG and KUM YA GANG 1
Nampo, DPRK

38:41:50 N 125:17:50 E

A SA BONG
formerly HAI JUN
IMO: 9054896

NAM DAE BONG |
formerly DIAMOND § [;
IMO: 9132612 \}‘J

ONG 1
formerly HENG XING

IMO: 8669589 M A XA R

Sour ckKember State and Maxar Technol ogi es,

Facilitators

71 .The Pamevliesits gating HongKong Gr gat

i ® 3 (hereafter AHKGSDO) , an entit
HKGSD was the | ast regi stered owner

annotated

Star De

y behind

and shi
before they came underublhiec Defmokomé¢ acf Pagpl e

35/43C

by



S/2023/656

36/430

(a)Sea St mamwb klhwkwnClatsMO2 8864464) , fl agged unc
Democratic Peoplebdbs Republic of Korea as of Jul

(b)Yuko Marmow khwwnga&um PPhMONg9o9@88031),
flagged under thé&kePamddcrcatoifc KPeeml ea&s of October

72 .Additionally, since January 2022, HKGSD has

ship ma nSahgquenrd | wHi i c-dhitpppends oi | destined for t he
Peopl eds RepubWMi cdiam fMaKrocrhe a2 f 2P &(Pheaiaddp dri as

mont hly voyage patterns indicated additional il
figure XXI). A Member State provShduenmdlIdata on mo

to Democratic Peopleds Repubéic2022KandalJtutneker
2023 (see table 3 and annex 42).

Figure XXI
Sampl e v chagqgaddw
May and June 202

ed by HongKong Great Star Deve

June 2023

Yant 6 June 2023

N, SHUNDLLI
7 S ! Dropped AIS signal |
for 3 days

12-13 May 2023
SHUNDLLI
Dropped AIS signal
for a day

— — —

N
> |31 May 2023
% =21 May 2025
£ | SHUNDLLI
21 May 2023 /
SHUNDLLI /
/ 21 June 2023
6 May 2023 +«———1 SHUNDLLI
SHUNDLLI
SourcWwi ndwar d, annotated by the Panel.
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Tabl e 3
Ooi | cargo tB8huosflerDemobdbiyati c Peopl ebs Republic
tanker s, DeidambeR02322
Presumed DPRK receiving | Presumed amount
No. Date and Time Location vessel T
710N, 124054 .
1 Dawn of [3180]41:13 Soflth\(:;stﬁff CHONG RYONG SAN Approx. 1,300
8 December 2022 {no IMO number recorded) tons
West Sea Dam)
e » . »
2 Evening of 22 March Unknown KUMRYONG 3 Approx. 1,800
to davwn of 23 March 2023 (IMO; 8610461) tons
. 381600N, 1240400E
3 Dawn to morning (107km southwest of UN HUNG Approx. 2,000
. . <
of 13 April 2023 West Sea Dam) (IMO: 9045962) tons
382056N, 1240500E
. Noonof 13 May o 0 ozk: ” . Cof KUM CHIN KANG 2 Approx. 2,000
daon of 14 May 2023 . 1 southwest o (no IMO number recorded) tons
4 West Sea Dam)
o 381612N, 1240507E .
g Near midnight of & June (105km southwest of CHON MA SAN Approx. 2,000
- to dawnof 9 June 2023 - (IMO: 8660313) tons
West Sea Dam)

Sour ckKMember State.
Not eNone of the Democratic Peoplebds Re&Spwidild iof Korea t

wa
an

- =y

Coa

T

s reporteddtiot shhaANleS bdiogrkel around the presumed ti me
d time are given in | ocal ti me.

he Panel wrote to the former flag registries
had d®%eagbosnhe7r BJdune 2022, all egedly for trans
i stry. The Democratic Peopl®édas Rthggubd i ¢ of Kc
| owi ng mont h. Pal sukbaBagetvEtsa i gaspomd Toodt |
I exportmotrami thPebpl ebs Republic of Kor ea

74 The Panel 6s reports since 2019 have descri bed

Kor
ter
Rep

by
or

i

eo
XXI
ar e
Shl

eo
75.
e xp
of f
ou
oc
mp
d

j
I
[
an

ea vessels exportingtasbhainmetdr acrosafl e rcsarigm s Chii m

ritori al water s, i n ivonosl.at Demo corfattilte Preelpd \e
ublic of Korea vessels previously reported e
the Panel to Lianyungang waters -where Democt
gin coal was®ArMdembars!| §t etx@omdedassessed t ha
pl edbs Repwobipgtnoto&lorea offloaded there (se
Il ). Waters near Taishan |Island are identifie
a for the export bifi ©eaodorciKgaintre ac dPaelo pvliead ss hRiepp u
p transfer. Thi s-Zhoesahd feiwatsewnuBémodr aNiincg b o
pl ebs Reparbilgicn odo&Xlorexaports have previously
Whi | e a i mited number of Demmamc+caaalc Peopl e
orting vessel s sporadically transmit Al' S s
| oaded t h%marnyi Icloinctiitn uccartgoo ,tr avel dark for r
rneys. Rel evant mar i ti me authomirtties in who
ated shoul d, however, still be able to tractk
|l ement relevant Security Counci l resol utions
customs authorities to heigbhéeppbsogutiny of

25/ 2020/ A&®rMaG, S&dD 21/ Far7a. 85 and annex 43.
t h

B Mar i

ti me coal sections of e Panel d6s reports since 201

4s/2023/drwiex 48.

37/43C
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documentation and to i mpound any vessel suspect

See annex 43 for additional cases.

Figure XXII

Hung Bobngvaélling dark to offload dargo, Lianyun
2

I
3

January 20

18 December 2022
Taean, DPRK

29-31 January 2023
HUNG BONG 3

| Re-transmitting at Nampo

st 19 January 2023
/ HUNG BONG 3
At anchor at Lianyungang area
Zucheng peick 8 / Draft change on 17 January indicated
Yishul . _c-argo loaded C
; / / I-1.0 January 2023
A ' HUNG BONG 3 I
#—— | At Lianyungang travelling dark *
e " Sitting high in water indicating
shagargs2 Hanesh | cargo offloaded e o
bl T T mm s omm s mm s omm o oo -
SourcWwWi ndwatdtednhy the Panel. |l magery: (top) Maxar Tec
Not eDashed | ines denote the absence of AI'S transmission
76 The Panel sought information from China about
of Korea vessel sangxmgrmrnhgofvateals iamdLot her Chir
waters in 2023, including information on: carg
Republic of Koreatwkspetsansfteughnshhpse water
vesselsd identifiémsthanmnt otwines oprd ait ediawnidd pa oc L
cargo from the Democratic Peopleds Republic of
documentation and fHuwmgcBadhtianansaatiedns haOnt he
fifdecl ared one entr y oimn tNoa mlpioa n ynu nJgaannuga r Bo rtthifs vy e
|l oaded ¢é and | eft é empty | oadedo. See annex 2
ships requested by the Panel
Vessel di sgui se

Democratic Peopl eté@Be Reprudt ic BdoKloe&sa Republic
shi ppddaon

7701 n order to continue to sail and trade, De mo
vessels and vessels acting on their behalf di ¢
physically, including using baphid®A iogted form
Me mber State provided the Panel with a photogr
sanctioned Democratic Pfel oapglRaedds DRieffubdd n g of Ko
(for Haml)Fwi th an | MO number painted on its hul
De motcira Peopl ebs RepMpong( Sda Kfoirgeuar es hX I, 1 1) . Tt

Panel 6s analMysoinsghsSsiones vehgt di ff éPrukkntDassuper struc

38/430

S/ 2022/ dA8rraENdw 3Kaosh.kL o h | i /@0 2,1 / F & IT4 BS U b2b8Isi ¢

Ha i Zh,Bu 116 & ras® pNeox. 1 8

%The shipdéds actual | MO number is 9020003.

23-1541¢
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Bon(gsee annex 44). Whil e neither cargo ship was
date of the Member State photograph, both vesse
Al'S i dentifiers in between | ong Ppuekr iDoades of dar k

Bodghewr eabout s.

Figure XXI1I
Sanct PokRedDaeiBdng different | MO number on its hu

Sour cdember St at e.

Fishery issues

Possi ble Democratic Peopleds Republic of Kor ea
78 . The Pamevlesits gating the alleged sale of De moc
Korea €Seéeafvoddi ng a Chinese company. According
Democrati c Peopl edéosr i e mu bsleiacf oofd Kvaarse as ol d at Y
Mar ey a Chinese cempatbgafNotatwhikdaestalien July

2022 (see annex 45) . China replied that the col
the banner of 6North Korea Seafood Wholesal ed f
customer s. I t was faotuntdh et hsatta nt dh ew esreea faocotdu aslollyd i r
Russia through | egal channel s, not illegally ob
Recommendati ons

79.The Democratic Peopleds Republic of Korea conf
mar i ti me meamsngl orsaaponons evasion and vi ol a
circumvention methods increase in sophisticatiol
related recommendati ons contained in the Panel 6s
Trade statistics and customs issues

Anal ysis of Democratic Peopleds Republic of Kor
80.According t o%avheei Itarbaldee dvaotlauume of t he Democr :
Republic of Korea in 2022 was more than doubl e
than 50 peredcewittlconpa0d0 (see figure XXI V). The

Sal e of Democratic P®oplge &sssRmp whoidh idt ®od Kmdem paragraph
Security Coud2®71 (26bTution

Gséu UL

70 = Ana.

®“Based on updated DemocraticsPabpseidbssRepublPDR220of TKeseaw
continue to change as more Member States report their b

platforms such as the | TC trade map.
“"There are cases in the published tusdgefofyucesnt hpat are
codes (see para. 85) , which ought to be corrected by th
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trade volume increase was the resumption of rai
and China, as observed in the Panel 6s previous
for mor e t hanor90 gmert rcaednet oof tfhe Democratic Pec
Korea in 2022. Despite this increase, the total
remai ned ar oun e aan dtehmiircd tafa dtehevodrueme i n 2019.

Figure XXIV
Democrati RePedbpliedof Koreai2@2»r ded trade, 2019

(Millions of United States doll ars)
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Sourclknternational Trade Centre (1 TC) trade map, access
81.Trade statistics show that during 2022 (see
commodi ties exported by the Democratic Peopl ed:
fuels and oils (Harmonized System (HS) code 27
and iron and steel (HS code 72). The top three
Democreaoplce &Ps Republic of Korea were pl astics
vegetable fats (HS codé’Thepseandadebbelt umedSfcgdad
however, are composed of custom records of trac
cases are enradne®usxlty stregesr al so do not i nclude
and i mported by the Democratic Peopledbs Republii
petroleum (see ig&fas. 29, 30 and 74
82 The overal|l trade vol ume of tkhoer edemocr ati c
gradually increased from June 2022 to March 20:
countryéos mont hl'y i mpor tpsanrdeemd icn elde vied g r nmoma rh |
exports have reached, pandemsemé evedss Mompdad ye
vol ume |l i kely to increase further in 2023 consi c
wi th China.
”See annex 46 for the full I|ist of Democratic Peopleds R

by commodity.
“A Member Statei haseptbmates on recent

trends of Democr a
Korea illicit coal exports (see annex 47)
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Figure XXV
Recorded trade statistics, Democraditic Peopl ebs
March 2023 (monthly)
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SourckTC trade map023accessed 9 July
Sector al ban monitoring
83 .The Panel continued t o monitor prohibited
Democratic Peopl eHSRECpulelsi asefd Koreahis purpos
in annex 50. The following ©owebsr p20mMmarahg th
Mar ch 2023,
84 Based on I TC records of national trade dat a,
into sanctioned categories. The Panel asked 15
with the Democratic Peopdliendgs dReetpau blIsi cofo fr el oerceta
customs clearance appl@cations or seizures of g
85 Sever al of the 15 Member States indicated 1t}
activity with the Democratic Peoplebs Republic
at ut ialbl e mai nl vy t o t he mi st aken use of count
decl aration process, i . e. the country code for
Korea (KP) was entered instead of the country c
One MembepoSdetdethas the transactions conducted
United Nations™BhencRPRameals metge snet hat some Membel
continue to face challenges in determining whe:
transfer to aodftatitr mophedPeRepublic of Kor ea
“With regard to the Panel s enquiry on Democratic People
from April to September 2022, Canada and EI Sal vador re
inaccurate owing to miscoded cbhetcmpseanfaBl eSalwmwatbe, c
the country of origin from which the goods were i mporte
annex 48. For St/mRed 253t/ dtvinexi 69, see
“For Democratic Peopleds Republic of Korea trade on fish
%®“See annex 49 for the comparison table on Democratic Peo
and replies provided by MemheryStates on trade with the
“Overall Democratic Peoplebs Republic of Korea trade st a
the period up to March 2023.
®"According to available statistics, 23 Member States rep
Republic; of¥5 Kofr etahese had included trade with the count
restricted HS codes.
®"See annex 52 for Member Statesd replies.
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86 The Panel continued to seek information from
on their practical i mpl ementation of sanctions
i nspect all cargos toedsdRepoim|l i te obe WMoc eat aadP
and dispose of them when prohibited items are
i mpl ementation of Security Council resolutions
is provided in annex 51.
Recommendati ons
87.The Paeemphasizes its previous recommendati on:¢
(a)Appropriate measures be taken by the I nter]
Standardi zation and Member States, i ncluding ol
customs authorities, t copmevegntcodlrersgneous usage
(b)Member States streamline their export and i
as supporting materi al the infor mal ' i st of proh
(c)Customs authorities of JMembeéeéon®tdatlt éstuse t I
inform trading agent s i n their jurisdictions
particul ar when dealing with such commodities

jurisdictions such as the Democratic Peopleds R

(d)Wi th regard t o Meimbiemg Sasadiest amegu wi th t
i mpl ement ation of the sector al ban, the Committe
Embar goes, designated entities and
over seas wor ker s
Embargoes
Gl obal Communications (Gl ocom)

88.0In 2017,cdrhel Phemklt hat Gl-bhasend ¢bmpamay Mahat si
advertised and sold radio communications equip

organi zati ons, was a front company of t he Demo
company Pan Syst enish ePyeocanfgtyearn gi PBarna nScyhst e ms Py on g
Syst ems Pyongyang i s operated by t he Reconnai
(KPe. 031), the country®s primary intelligence a
89.The Panel subsequently investigated two alle
equi pmeao the Ministry of National Defence Direc
According t o a Me mber Stat e, an I ndonesi an C C
Facility, on behalf of Pan Systems Pyongyang,
Gl ocom radioantdNathen&t hDepbpéeénce Forces in Decen
90.Additionally, the Panel found that Advanced
have advertised and sold equipment #believed to
The Panel assessed tdrvosugh phobomgraphsvenanheéy/?
Technol ogy Facility website that the equi pment
Further mor e, one3b0, tthiesplrayyedten ERe website,

same type of communicat i-2In0 ebggid thhree nMi naiss tGl yo coofmo

42/430

80
81
82

S/ 2017/ aA&M0as. 77, 79 and 85.

S/ 2023/dd&na. 115.

At |l east two products displayed on the Advanced Technol
identical i n appear ancenst oand ds psehcairfei csa tmidnsr wlietshc rprpad w
advertised in Gl ovwaowvm@s mesatoaltapdevonkee-gmtuar chi ve/ 12059972

u s ugaa roefw h a-e-o L e
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Nati onal Defence Directorate of Et hi opia (see

Advanced Technology Facility have yet to respon
Al l eged case involving the brokering of Democr a
and rmabeedel

91.The Panel i s investigating information t hat
Mkrtychev, attempted to broker Democratic Peopl e
materi el bet ween the end of 2022 and early 202.
Mkrhge in March (see annex 54). According to th
AMkrtychev worked with [ Democratic Peopleds Rep.!
over two dozen kinds of weapons and munitions f
rangi ngmmeomi al aircraft, raw material s, and co
[ Democratic Peoplebdbs Republic of Koreal]. Mkrtyct
Peopl eds Republic of Kor eal] and Russi an of fici
cooperati on Khoetewvae eamn dNORrutshsi a t o include financi a
arrangements €& Mkrtychev worked with a Russian
aircraft suitable for delivery to the [ Democrat:.
92.The Russi an Fedaeatiindmrmapli oaed:coinTer ni ng t h
negotiations by Slovak citizen A. Mkrtychev on
from the Democratic Peoplebdbs Republic of Kor ea
being unsubstantiated instepdu&tiacoes of ®BmMmer paat
unconfirmedodo (see annex 55). The United States
information (see annex 56). Sl ovakia has yet to
Reports of Democratic Peopleds Republic of Kore
9301 n a media 2Be pAgprrti | datigd was all eged that De
Republicmade  HBMenal t i pl e r o e2k5e0t glla udnec hbeornmsh,s AaGH

122 mm guided rockets wWdrne whaesi mg kinevd eidig etdh é nS 1
report t hat t he i denthiafdi cnaotti olne eonf Htfhfe cwedp oyn c «
however, the Panel notes that the Democratic Pe
supplied 122 mm precision guk28@edbomb&etocomeéer ol
Sudan ©®Ah20$%8dan has yet to reply.

94.0n2 May, the | eader of Bur kina Faso, Il brahim
nati onal television, acknowl edged, i nter ali a,
Peopl ebs Republic of Kor e¥Mmw.e aProacr @reoxumregds @ ch
interestlliy prodaewmitimg additional weapons from

Republic of Korea as i%Burreknienvas Ftaiseos hwaist hy etth et oc o
95.The Panel continues to investigate a Myanmar
Ltd (hereafteei @itRhoatal brSohkuenreedL t he i mport of we
My anmar military frdemitghatddi tKed edatMi amsg Deve
Trading Corporation (KP®A OMdamberheSteati @ er e pi KrOtMd
t hat Royal Shune Lei i wdoer skiegdn awtietdh e[l lenmetnetds Noaft i
[ Democratic Peopledbs Republic of Korea] 06 in 202

8Sewww. nknews. or gk QO@®81h p-6 h stbed o ht r ithdultd cndgsth e d
s u deaxp esratys

There is no information on the date of the alleged acqu
Republic of Korea weapons.

s/ 2017/ d&mMa. 106.

8%Sewww. youtube.com/|livel/ 7aEgXcmzPvE?feature=shareé&t=2760
”Sewww. youtube. com/ watch?v.=7aEgXcmzPVvE&t=2760s

88Addr ess: Bahosi Housi ng, Lanmadaw Township, Yangon, My a

8s/2023/adana. 124.
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kits. The head of Royal Shune Lei-baosadurrently
company, TMA Network Group R®o.a,l LISthdu.nel tL eiis malys o
have worked with Chromo Science Co Ltd, | ocat
Thail and have yet to reply.
96
Pe

.The Panel continued to investigate allegation

opl ebés Republic of Kamedaded@rartmahehi snt 6ot ae |
claim that in November 2022 ammunition (artill
mi ssiles) was delivered by rail, the United Stat
Group wer e behind the deald: Thehe Ripshoitaorgr Bpler ¢
provided éby one Member Stated are not comprehe
violation of the international restrictive meas
movement of g o obdPsR]IKt © 6f rcoamn rti lee puthe aking i nto
requirements of the Security Counci l resolutions
sanctions prohibitions and restrictions are bein
authorities found no violationsodo (sber annex 57)
evidence and stil]l cannot conf%wam tulseetd tthoe tr ai
transport ammunition
Suspected military cooperation with the Democr a

97.According to atrmeendsiiat iroenpaolr tGo vtehrenment of Mal i
on a project to build an ammunition factory wi

44/430

Peopl ebs RepUlbnichefr Kpaoreta. it was stated that
Republic of Korea dipiemaesds Mased Mal GuandaGhad
yet to reply.

Smal | arms and | ight weapons

98 Whil e noting an assessment by a think tank t
embargo has reduced trade in smal.l arms and |
PeopRepshblic of K8rea Paneleniemaésti gated i nfor
transactions of possi ble fAarms and related mat
Democratic Peoplebds Republic of Korea in 2022
UN Comtr adehtDtaptsa:b/a/sceo mt) rj*ePdd minuds .ruenp. loiregd t hat it
anal ysis of the national databases é does not
i mports of goods celsas33 05 eandu N330S HdEre dotdh e r ar
goods from the [ Democratic Peopleds Republic of
annex 58).

s/ 2023/d&rtas. 122 and 123.

s/ 2023/dwiex 68.

92

93

94

Selett ps: / / net af r impdceo. rHoeest o/ icdp 0 @-¢ € dtnisd nduucrties e m e

denuni taitbanmmsa k o

Sewww. 38north. or-goPR2-68& 8 ébEsngaa ol massnkid i gvleta p-op e n

sou-if o€ or matail-gfs ascti impn € me.oweven, the Panel has previou
identified transactions of items that may be considered
related materielo between the Democratic Peoplebds Repub
StateS/. 222/ dantids2.1.118

The Panel notes that Pol and was the only country for wh
Peopl ebs Republic of KokFreghexpeapsnefi smabOR22armse tahds c
out side expert indicated to the Panel three possible re
Peopl eds Republic of Koreal] all eged exports to Russiabo:
Korea does tmsott rraedgonrgt acti vities to the United Nations;
the Russian Federation, do not fully disclose data conc
export was made by the Democratic Peoplebdbs Republic of
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| mpl ementation of | uxury goods ban

99.The partial reopening of the bordets in 2023
trade of a |l arge variety of foreign goods, inclu
goodac!| gaoiong of international mhdandehias$ ewel | a.
according to eyewitness accounts klnidc mefdi a r epor
Kor ea tr a%reefslteactti stthiecsi ncreased volumes of impor
HS codes 2466 3&8nd 481, 6i0Onter al i a, whil e these ¢
include articles that can be classified as Il uxur
10®Bi ngapore authorities stated in a briefing t
established that 9 companies had engaged in pr
Peopl edbs Republic of Korea] since 2013 to 2018.
sobdods for export, and those involved in the
individuals have been prosecut ed, with 3 compar
their role in such trade. Cases against [ a] fui
pendiimwestigationdo (see annexes 59 and 60). The
monitoring goodshipmenansshenor mpltamenting Secul
resolutions on Democratic Peopleds Republic of
10The Panel stastbdsedmventi gnagiesn of a newly de
Rover Defender vehicle in Pyongyang in January
the Panel t hat this vehicle was fia Land Rover
model 06 (see annex 61). I nvestigations continue.
10.Z he Panel continued its investigations of 8
Democratic Peopleds Republic of Korea in 2021,
br a%d.t ei nway Musi cal Il nstruments, Inc. replied
det er mihnreer whheet pi ano is a Steinway piano withou
piano and reviewing its serial number (i f any)
pianobés appearance suggest that the piano | i kel
Recommendati ons

103 .he Panel reiterates i ts recommendati on t hat
updating their export control l'ists to reflect t
a manner consistent with the obl]7ld& i(ve006)f Secur

1874 (2@@@)(2@1@)(32!’10@.3331 (2@QVv®) di ng unnecessary

broadening of theirstsrciopte ti me ogudep!| ynodaf twnpreohib
to the civilian population or have a negative hu
104 .he Panel recommends t hat Me mber St ates enc
entities and nationals involved inuedporting | u

provision to prohibit forwarding to the Democr a

Reconnai ssance Gener al Bureau (KPe. 031)

105.he Panel continued to monitor and investig
Democratic Peopleds Rapullctoref sKbbedi cgbertbr
including Kimsuky, t he PAg apruesviGo wsilpy amap &1 tued,0

®See paBas. 80

®Sewww. nknews. or g /o2uGp2se@6s/ok & rhce M d-g f& u x-u mye-w

mu s-vicd.eos

S/ 2022/ A8ra . 148.

®Se®/ 2020/ 8MMex 48, for the roles of RGB in the cyberope!

Peopl ebs Republic of Kor ea.
®The names used in this section for the cyberthreat acto
employed in the cybersecurity industry.
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n tasks of these actors are to identify and
icit information ofsvRépeblbctbt Remearahndci
nerate revernilu44) see paras. 139

Mul ti ple Member St at-esnlhad ec shaearctt h romatd &RGtBor
|l ated uni 60| wi theéemr uURRGBy. and May, t wo Member
signated t hiel ITecbheai CRéc SGumaiessance) Bureau. M
sued advisories and alerts providing detail ed
ag indicators o0of%these cyberthreat actors.

According to cybersecurity coompraantiieosnd, report
msuky conti nuephitsoh icnogn dcuacntp asi pgenasr, depl oy mal w
rious types of attachment files and create s
rgetsdé credential s. The Lazarus Group conduc
mpani e the cryptocurrency, def ence, energy an
ubl e-chhapmpl yyompr omi s e was observed for t he

nti nuephli slpiemg campaigns and for the first tim
cOS wuserrs,. oHoewewa®s e invol ved emai l s i ntendeoc
spondent s -htaa ve sdri endjye mtaigeel. This was a departul
ual technique of deploying mal war e.

m s*@ y

A. cybersecurity firm redostedbtutiang Kdimsagkiys &
i fitTWer dt mach me dtosc ument s, Mi crosoft Co
, OinvehNioct he, fwhl eens ,e xeetccu t e d, |l eak data f
, including system infommanotomerand i nst
msuky created a Webmail website (see fi
at o a Democrati c -rRdoapleedd sr eRseepaurbclhi ci nosft i K ourt ees
epahri shi ng messages to |l ure victhi msogtion | og i n,
forMation.

— — —
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Wses/ 2023/ flitdur e XXXhWwrlidat faoot ccrysbewitt hin the RGB organi zat
Viserrttps:// home.treasuegsgdamd ntHwu38press

ww
1020n

w. mofa.go. kr/ www/ brd/ m_4080/view. do?seq=373338&page=5
Ki msuky, for exampl e, see annex 63.

cybersecurity company released a detailed report on K

23.htSee :/ / mandi ant . wi deepidboe/ sepomtwhonjes/ aphbad43 APT43

ten publicly tracked as Kimsuky, although this cybers

stinct group. Anot her cybersecurity firm refers to a

berthreat actor aARQHISREL ®BGEORAPL:T/4/3b| Seergbpgl 8/ t hreat

oupWwéermpev ot euwstefrnsggno v e r foraedad d € o krso rktohr. e a

r additional cases related to Kimsuky, see annex 65.

e annex 64 for |links to related reports.
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Figure XXVI

We b mai | |l ogin page created to targ-et Democratic
related researchers
o sow x s °
“ cC o= o O

N ]

LOGIN

WEBMAr:S_Y?g NOTICE
Sour cRSEC.
10Ki msuky is primarily known for conducting soc
s pepahri shi ng, but it has also targeted web server
reported in March that Ki msuky had attacked an
server of a construction company with vulnerab
updaTke.breach install &d natMMet erapgettersymdlewnsr & o
Ki msuky to gain control of the web server. I n
reported using Alternate Data Stream to hide a
the VibBoaBcBapt included inside a H¥per Text Mark

11®ccording troelaenaMaeddciisn@ 02 3 fr om ¥Wo Member St a

Ki msuky depiphyasdiamgsgaanpai gn involving the use
Chr ome ext einlstiromtse t@meixlf email s by exploiting
application programming interface to facilitate
The advisory also contained a warning about Kim
Fast Fire, Fast ¥  ewer and FastSpy.

111A cybersecurity fY%trhnatr eKpiomstuekdy ihnadMawaged a ph
campaign that invited exchanges on current geopol
deploy a new reconnaissance tool, ReconShar k, v
bypasses security mechame swas ddhtei Raetceodh Swhiaerk tmaé
opened a downloaded document and enabl ed macros
infected systems, such as endpoint detection anqt
stol en dat aarnao nat rcoolmnsaenrdv er vinfa WnetdowmeMbaabge me
112ZTrhe Panel received information from a Member
responsi bl e -f olratRepdhogs@Bdianmgk oper ati ons targeting
% Meterpreter malware is a backdoor that can perform vari
commands from a threat actor. This -mauwaeet osl pusegdded b
as a penetration testing framewor k.

Wsee annex 64 for |links to related reports.

sewww. verfassungsschutz.de/ SharedDOR%/opiunbtl i kati onen/ EN/
cybseacuadviybor gan. ht ml

Wsewww. ni s. go. kr/resources/ synap/ski.n/doc. html?fn=NIS_FI

WThe Panel reportedSoRrOoRBddIFildx madwaBeeial so
https:// medi um. etoreet s 2 whHki i ongs-wanyvgea nl id rdpei vdi-wci et sh
newlliyscomelbimde wa8edaebab650f

Wsewww. sentinel one-ewvoiridecsdrsn dciiaspsaalbri gireie {yil ®d amp ai gn
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vari ous Uni ted Nati ons perphhinsaikkilng Kemaiulkky as s
hi

originatinagdmamoime sn eavrsd t nk tanks requesting
contributions. Ki msukyds emai |l s originated 1
ashraf @ pinst.online.

Lazarud®? Group

113.n March, hacker $¥decrhpgpropmiaped i T@Xdons for Win
mac@®%d bundled them with mal ware. As a result,
downl oaded malicious ve+tasnidonwiadodfd ndrescfompameg O s
Using the malicious versions of the software, t
un ay bdadearon victim machiMeass tThe sr eauwplptl yofc ha
evious supply chain attack on Triading Technol
re example of how a single perpetrator

rry omntdawmrmog three am. Targets included cri
ctor. Cybersecurity companies ha%e attr
Hn 18 April, a Meibkeat St heeLamaousc&doup had
7 comput er soragtan 1z altdomans and agenci es, includ
d t hr ereeldeetfeedn cfei r ms . The Lazarus Group targe
ftware essenti al for I nternet banking and el
l i ci ous codegh ddasmpri dmitseld trhediua websi tes. A |
t'dwe&ks wused in the proxgesmscy Trheopgrms g oe fnft o ritnst,
mber State blocked further access by the perp

Q3 VY NEL OO TT T
T O S>SOF, OO

FA. cybersec
vember 202
p

Zzr+- Z
oOr o

ty company infemmevdaayt mendPanel i
t h Lazarus Group had been obse
blic and rivat sector research organizati on
well as their supply chai nd®8®fTohews campai gn,
nt eglaltihgeerni cneg , starting with an attack on a
ugh20 2B 25 (remot e code -2kBXO0dRon) and

henti caittiwon vbuylpnaesrsa)bi | i ti es affecting t he

e
e

~~ 0 0T
O >S5S »w C

r
u

48/430

"2For additional cases related to the Lazarus Group, see
3 CX imtamnati onal voice over Internet protocol software
provides phone system services to many organizations. A
than 600, 000 customers and 12 mill icen amderhs ailn hvari ous
car e. It provides client software to use its systems Vi
Wy n July 2023, JumpCloud, an information technology manag
Democratic Peopleds Repubifibadfg&obned ugmpbethbreaedaacces
to target a small and sywecsbimti. se®imdd fabisthg venpctb@mmear s ( s ece
at t aicrkferra s-tt ir wclko$my m et Ami osrktohr @ @abc t iamidt y ps: / / jumpcl oud. com/

bl og/ swepadtiren ¢ iyeetna.i |Gy ber security companies identified the
cul prit behind this supply chain atwwwkr eanmtdercs ydm/cur r en
t ec hnold ordgeedcrkberresa-c 8 € d mp-a nyt €aly-p b 0 F2c0e2332 D .

BSewww. crowdstrike. coent @d-ply ¢ ca mttwishstarraiaknep ai g n

t ar g-8t k d g s kctuosptagpmpew .swe |l i vesecuritymadbma2@23/ 04/ 20/ 1 inux
strengt Heezs8rc-xs p-phgatnt,wwkw. mandi ant . com/-scefstewarcees/ bl og/ 3c X
supphwpcioompr amids eps: /ey mabptoegsse security. com/ bl ogs/ threat
intelli g8rtxeppthmpacdcer

See annex 66 for details.

1 n a Awatering holed attackfrehQeeatli gckésiitefieorscammeihb
used by the target individuals or organizations. The ob
computers when they visit the infected website by insta

BsSeet t ps: / /1 abs. withsecure. com/azaNtaBsnn é adpml/ ¢ abs/ docs/ Wit

Thr-eat el IRiegpa2n02e3.. pdf
YHANPineappl edo is an error message seen transmitted by a
uploading stolen data to the Lazarus Groupds server.

23-1541¢


http://www.sentinelone.com/labs/jumpcloud-intrusion-attacker-infrastructure-links-compromise-to-north-korean-apt-activity
http://www.sentinelone.com/labs/jumpcloud-intrusion-attacker-infrastructure-links-compromise-to-north-korean-apt-activity
https://jumpcloud.com/blog/security-update-incident-details
https://jumpcloud.com/blog/security-update-incident-details
http://www.reuters.com/technology/n-korea-hackers-breached-us-it-company-bid-steal-crypto-sources-2023-07-20
http://www.reuters.com/technology/n-korea-hackers-breached-us-it-company-bid-steal-crypto-sources-2023-07-20
http://www.crowdstrike.com/blog/crowdstrike-detects-and-prevents-active-intrusion-campaign-targeting-3cxdesktopapp-customers
http://www.crowdstrike.com/blog/crowdstrike-detects-and-prevents-active-intrusion-campaign-targeting-3cxdesktopapp-customers
http://www.welivesecurity.com/2023/04/20/linux-malware-strengthens-links-lazarus-3cx-supply-chain-attack
http://www.welivesecurity.com/2023/04/20/linux-malware-strengthens-links-lazarus-3cx-supply-chain-attack
http://www.mandiant.com/resources/blog/3cx-software-supply-chain-compromise
http://www.mandiant.com/resources/blog/3cx-software-supply-chain-compromise
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/xtrader-3cx-supply-chain
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/xtrader-3cx-supply-chain
https://labs.withsecure.com/content/dam/labs/docs/WithSecure-Lazarus-No-Pineapple-Threat-Intelligence-Report-2023.pdf
https://labs.withsecure.com/content/dam/labs/docs/WithSecure-Lazarus-No-Pineapple-Threat-Intelligence-Report-2023.pdf
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pl atfor i®Thermgplm aaccess to Zi mbr a, the Lazarus G
contents of mail boxes to gather information. Th
to another vulnerable device on #tmen same net wo
i

nformattiadn ng bactkualory d$stoealv 100 GB of dat a.

Bl ueNorof f
116A. cybersecurity comp@mnlyatrephdh4d44d a nDdmawraatyi

Peopl ebs Repusbponsoofed Kaedeanced persistent t hi
Afoverl aps with BlueNoroff ovarsiesmtty pdfi shamngeteamai
mul tiple Me mber St ates i n | at e December 2022,
including education, government*Thed| bhea&l th car e
emails enticed users %whicdh cike dai ritesetneddGrvi idc tU RibLso
cr edematrivelsti ng page. This was reportedly a de\
operations, which typically involved the direct
114.n April, Bl ueNor of f was, for the first ti me
through aS nmeaw wmarceQ d u B*bmvehd chhu smtaBujaukeeata,des as a P
vi ewer application, l uring victims to download
t hen depl oys a trojan, all owi ng Bl ueNorof f t o
sensitive infommdtfgnngdéieebsngiastalling addit
remotely controlling t he compromi sed system.

company detected an updated version of Rust Buc
establish persisté&nce and avoid detection.

erseas wor kers

Ov

118.he Panel continues investigations into Democ
nationals earning income abroad (overseas wor ke
of Security CoOAN7Ti(l2 k&) oRauntelonnot es t hat the col
closure continues to make it di fficult for Me n
Peopl ebs Republic of Korea nationals pursuant t

I nformatio t&@chnol ogy workers

Chinyong

n
I nformation Technol ogy Cooperation Com
I nf ormati on

Technol ogy Cooperation Company)

11According t o Me mbesou6Btat ei nbondmaagem, Chi n;
I nformati on Teathinon oo mCaommypyer hereafter AChi ny
subordinate entity to the Ministry of Peopl eds
as the Ministry of Defence and Ministry of Nat i

2s5ewww. ci s a.-gwentne/wsy-bgvissouw228daaa2cybersecurity advi sol

on common vulnerabilities and exposures relating to Zin
Rige®/ 2023 /@ann173%/,2@anr0d/dd&rna. 119, for specifics on Dtrack
22g5ewww. proof point . dams/i s lpdt taampatdimed ad unds

12TA444 activities have historically been financially mot
for its ASnatchc®ShdO D2 c@m@IPaa.i glno7.. See
2S5endGrcHdoblidsead email marketing tool that assists market

campaign management and audience engagement .

255ewww. j amf . com/ bd pit@a/r Madcemosrt dfutclkved r e

265ewww. el ast i e .acbhos// sBePcRukrisi étasige-w a r iodrnuts t bauncdk e t
www. sentinel one. ehoormtf porirfkesg/DlmIsu e dledf aalrea l-y si s
andetecti on

Risewww. st at e. gow hdgaumadameteprbeepsu-dk b ciemf or mat i on

technwbolgagmwsww. mof a. go. kr/ eng/ wphel/ mMembeb/ Ebatents. do

guidance/ advisory ®epDémocr afi KoPeapli@ado®r mati on technol
abroad. The Panel interviewed sever al experts on such w
The findings are consistent with the contents of the gu
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https://undocs.org/en/S/RES/2397(2017)
http://www.cisa.gov/news-events/cybersecurity-advisories/aa22-228a
https://undocs.org/en/S/2023/171
https://undocs.org/en/S/2020/151
http://www.proofpoint.com/us/blog/threat-insight/ta444-apt-startup-aimed-at-your-funds
https://undocs.org/en/S/2022/668
http://www.jamf.com/blog/bluenoroff-apt-targets-macos-rustbucket-malware
http://www.elastic.co/security-labs/DPRK-strikes-using-a-new-variant-of-rustbucket
http://www.sentinelone.com/blog/bluenoroff-how-dprks-macos-rustbucket-seeks-to-evade-analysis-and-detection
http://www.sentinelone.com/blog/bluenoroff-how-dprks-macos-rustbucket-seeks-to-evade-analysis-and-detection
http://www.state.gov/guidance-on-the-democratic-peoples-republic-of-korea-information-technology-workers
http://www.state.gov/guidance-on-the-democratic-peoples-republic-of-korea-information-technology-workers
http://www.mofa.go.kr/eng/wpge/m_25525/contents.do
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of [ Democratic Peopl eobast i Penp utbelcihcn odfogkdr evaor ikrefr
operate ind multiple countries. I n addition, a
i ndividual named Kim Sang Man, who is known to
Federati on, reportedly the 6enaddlegMdnawmerbeof
invol ved in the sale and transfer of i nfor mat
Democratic Peopl ebs Republ i c of Kor ea and, i n
transfers from information technology workers i
Denocratic Peopleds Republic of K&%ea national s
Kim Song I 1, representatives of Chinyong | T ir
Peopl ebs Democratic Republic and China, respect
the illiicom gfnéobaeign revenue for the Democr a
Kor@®&awo Member States designated Chinyong I T atl
and one of the two Member States also designat e
Korea individual enKGmnKandyKkm® $SongYIl |l in May.

1200.he Panel was also informed by a Member St at
more than $50 million worth of transactions fro
of bank accounts to | aundere mblelri Sittateeveanud. rAlc
uRbtarsyed company has been directly involved in
inyong | T. The Member State provided infor ma
mber of bank accounts and moneyltiansfer ser
th of transactions for t-lhaesddhoCHiempdrdsl De mc
bet ween early 2020 and early 2022, as W e
sactionanfdoRutsise ablafemae€Cht hpang | T teams in
.tilqqateisons continue.

Russian Federation replied that it i has
d parti to be in Russia who a|
i n li seancés oins bybengpagcae
i d not find any il l egal
n Chinese bordero (see annex
s yet to reply.

® >SS >SDODDON O Od®OC SO0

D" ONockFk N5 0OO0

o0 Peoplebs Democratic Republi

Zrhe Panel previously reported on Oh Chung S
c of Korea information technology workei
d informatiiaved t ec log o lamgne s to a number
es t lameceghp Famrf o eGehl , with eight ot her De
S Repuleliad¢t edf i Kdremndual s, moved from Du
s, to Vientiane, in December 2021 The L
t hat Mr . Ohs WwKtm tiwoHgpbo
Vi entiane in February 2

kenndndi mi ddyahg
d 023, and that t
iated back to their home countryo and #Ath
e measure hasebethei Mphemeatqdbdretdni dbaorr
ht individuals had | eft Vientiane. The Pa
Peopl edbs Democratic Republic on these ir

- O0ZQ-"MmMUO gL
ST O0ODOZIDODOC DN ®

50/430

2The PamievMed eicnf ormation in June 2023 that Jon Yon Gun h

Democratic Republic.

2See annex 69 for information on the Democratic Peopl eos

mentioned in this paragraph.

Wsert t ps:// home. trenasuegsgdmd ntH38press

www. mofa. go. kr/ www/ brd/ m_4@&Q/7vi ew. do?seq=373689&pag

Blg/ 2023/ dd&Ra.S/N15B2,2 lafieuB2a .
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https://home.treasury.gov/news/press-releases/jy1498
http://www.mofa.go.kr/www/brd/m_4080/view.do?seq=373689&page=17
https://undocs.org/en/S/2023/172
https://undocs.org/en/S/2022/668
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dTo md my anrad i Toenc h oo It chgey P a
r fiTongmyong Techo),

c at e of t he Muni ti ons |
spatched Democratic Peopl ebds

12A. Member State
Tr ade Company (h
Democrati cbhaRepdubd
(KPe. 028), had di
o}
I

provi e
ereaf e
fi fci | t

technol agy awarokaed. According to the Member St at e
Republic of Korea national Kim Hyo -Dong is the
based Tongmyong Tech representative. I n addit
Democrati ®aRepgulDlePocplaeadss Republic of Korea na
Song Hyok and Yun Song I I, have reportedly beel
Republic of Kor ea i nformati on technol ogy wor k
accommodation and medi ati ng nvbietzhz | fear eviigrnt ubarl o k e
assets. These two individuals also operate a De
rest #imanthe Lao Peopl eds Demo&Fatri d hRspubl ic (
reasons, the Member State designated Tongmyong
Hyok and Yun SonThlel Liano Maeyo p2d 3. Democr atic Re
yet to reply. l nvestigations continue.

Restaur ant wor ker s

Mfhe Panel previously reported that four rest
en employing PeRepubtic BPEoKbeéa national s af
ve been repatri @8tTende bLya oD ePceeonpl eerd s2 Mle9mocr at i ¢

12

be

h a

replied that fifamong t hem, two restaurants trans
to Lao citi zeemen eadn dusnadeeere rteheet aur ant names, cont |
serve Korean foodo, and explained that the rest
i n Il i ne wi t h Laoti an regul ati ons and n o |l ong
resol utions. The Panel notteisc tReaptu btlh e Idaa med,|
provide i nformati on on t he Democratic Peopl ebd
wor ker s. Further mor e, i f Democratic Peopl eds REe
to control or benefit from the meadgt awnr amt , c han
a local individual cou¥Ptinbeshi ganhctbinensoevasiuen
Medi cal wor ker s

Li bya

125According to information obtained by the Panel
of Korea medical t eamLwasy awd rnk iJragy uaatr ya hrdispii tnd lo
indicated that the team was transported to Kufr
based air transport company. The Panel 6s invest

132

134
135
136

Tokyo Sushi & Teppanyaki (addr ess: Donchan Road, That kh
Vientiane) .
See annex 71 f
mentioned in t s paragraph.

Seeww. mof a. go. r/ www/ brd/ m_4080/view. do?seq=373689&page
S/ 2022/ d8r2a. 174 and annex 82.

or information on the Democratic Peopl eds
hi
k

Previous investigations have shown that, to obscure the
Republic of Korea sanctions evasion activities, Democr a
no-Democratic PeofplKeobrse aReipnudbilviicduoal s and entities have ut
facilitators to create plausible deniability and have c
aeroplanes and vessel s, including by replacing the name
Korea nwitt o-Dednscratic Peopledbs Republic of Korea person
Peopl ebs Republic of Korea nationals retained control a
examplepl3/@a8r7as. 78 andSi1?20laghnd8dasnexlX1lland 132;

S/ 201, h/ar®:m0S/125041;8 / oarl8/ 2089 /dmwmrdexes 4F/ 2a2nAd2 /46768 a n d

par a. 64 and annex 39. For a previous investigation of
restaurants in the Lao P&oploedd BBdmocfAd88i c Republic, se
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http://www.mofa.go.kr/www/brd/m_4080/view.do?seq=373689&page=1
https://undocs.org/en/S/2022/132
https://undocs.org/en/S/2013/337
https://undocs.org/en/S/2015/131
https://undocs.org/en/S/2017/150
https://undocs.org/en/S/2018/171
https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2022/668
https://undocs.org/en/S/2020/840

S/2023/656

workers were employed i 20%keme ghadn eéle thwese nr 2¢uleds tae
Libya to provide additional information. l nvest
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Zzambi que

6l.he Panel obtained information that at | east

Kor ea medi cal wor ker s appear t o have been
i gue as of December 202 2. Mozambi que rep
d detcersniompti be émpl oyment of new [ Demo
c of Kor eal] doctors and cancel the exi s
ed with high[]ly] quali fied and specializ
I Heal t x S/e3r)v.i ced (see anne

~ 3T TN
-0 cCc oo
omoT = 3

egal

Senegal, a Democratic Peopleds Republic o
al |l ocations i ng ooveelr Inamteanrt aatl i oonr gvaintitz a&d i mm n
en 2019 and 2020. The NGO repkied to the |
eds Republic of Korea medi cal team compose
e organization by an ambassador of the Den
the medical team worked with the NGO on
giloaucsalanadvent s; and that the team worked on
ested Senegal to provide additional i nf or me
teambs work (see annex 74). Il nvestigations

O < = oS

C_""‘""'OéfD'j
> - o=

©oTQ — o

nstruction wor kers

.he HmMamselpreviously written to a n
ports of Democratic Peoplebs Repub
d%asn,d received confirmation o¥ the

umber of Me m
lic of Kor ea
practice fr.

d.he Panglatiedv e htei case of suspected Democrat.i
rea workers involved in an accident at the <co
Kor sakov, Sakhalin, Russi an Federati on, in
ecut or 6 s @fhfaitc et hcee tceormpianneydSit mw dlav & d , LLC Eu
ed foreign citizens to -swtoagrkey nr & died erotnisd Ir u
ing in violation of |l abour and migration
ed tbRREKiANtihzenswdi during the construction
ing were on an industrial wor k experience
Il in State -fUnn died siinsyt iftedteiraad loyf hi gher educ

commendati on

O.he Praemmilnds Member States that there is no h
rvices exemption to the requirement, pursuan
unci | P8I [tkaddrire)patri ate to the Democratic Pe
Korea all Democratic Peopleds Republic of K c
come in that Member Stateds jurisdiction and
Korea government s aofneittyo roivnegr sbhegnhotc raattti acc hPR&so pn

of Korea workers abroad, unl ess t he Me
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S/

| annotated the original pictures of individual
ng privacy.

a&rla . 146S/hand2ah®Paekas’3.9j188 and a8
Rdra. 130 ah/d2 ann/gixBrX¥a7s;. alnfdé and 1

e
i

54,

P
e
2 e X

2 77 and annex 83
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https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2022/132
https://undocs.org/en/S/2020/840
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of Korea national
s Repmbisc of Kore
abl e national and

Democratic Peoplebs Republic
State or a Democratic Peopl ebd
prohibited, subject to applic

V.Fi nance

13The Panel assesses that the Democratic Peopl
to access the international financisal system an
in violation of Security Counci l resol utions.

Overseas bank representatives of the Democratic

13ZTlhe Panel is investigating information that t
Korea national KSrmaHKwangsespni 844 KiPeg OQ&nNpor ati or
(hereafter i KKBCO) representative |l ocated in a
currently |l ocat é&dcicror@d mdortg, odlki Me.mber State, I
nd March 2023, Mr . Sim received over $24 mil |
ugIrcy, including at l east $12 million from Demc
nformation technology workers subordinate to t
KPe. 028) . Some of t hese i nformati on technol oc
mpl oy menat iUniitced |1t ates companies and requeste
n i rtual currency. Mr . -5 hoso ufnutretrh etrr aadl el resg e(dd e/e
send payments to front companies \
oftbat companies could make paymen
| f of the Democratic Peoplebds Repu
nat e r.™ghmnianrApidiled2@hat it fAdid not fi
ci aly &dtei wietlieewsant i ndividuals within Chine

According to Member State information, Mr . S
rked with other individuals to acquire goods
Kor ea, usimag,ffahsecemppping records and ot h
e Member State estimated that these activiti
venue for the Democratic Peoplebdbs Republic of
|l egedly pr e®acurferdo ma ahelhiicrcodptcountry f or the D
public of Korea in 201%) nvesvighatoas obnthaeu

T O Q OT TO—™"T0O QD
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SKQ n o -

r
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Y 40 s+
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cess to the international financi al system

[N
w

According to a Member State,  KFPreeenl OPi nes Ass o0
rking wiauntar ¥ hnatdi onal to access banking ser
rther notes that Gr eé*n sPianes oA sksnoocw na ttead uCtoirlpio:
mber of Democratic Peopl ebs Republic of Ko
vetsiitomsa continue. The front company names inc

=
o

-5 =
oD C C

(a@di hyang Associated Corporation;
(bYihyang Technology Trade Company;
(c)Wihyang Trading Corporation;

(d)Xorea Construction & Gym Equi pment Corpora

“lSubordinate to the Foreign Trade
“2gewww. j ust i edec /gparveisussaassce / f i |l e/ 15812
WSertt pshome. treasunrgl gaveéeammkedgvgl $3 &
www. mofa. go. kr/ www/ brd/ m_4080/vie
“Sewww. j ust i edec /gparveisussaassce / f i |l e/ 15842
YThe first three comBpgani2ed BHMLa . r &P

Bank (KPe. 047).

81/ downl oad

ss

w. do?seq=373600&page=1
51/ downl oad

6renced in
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http://www.justice.gov/usao-dc/press-release/file/1581281/download
https://home.treasury.gov/news/press-releases/jy1435
http://www.mofa.go.kr/www/brd/m_4080/view.do?seq=373600&page=1
http://www.justice.gov/usao-dc/press-release/file/1584251/download
https://undocs.org/en/S/2022/668
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(e)ym Equi pment Corporation

(f)XGym Equi pment Associated Corporation;

(g) Gy mnastic Equi pment Corporation;

(h)Xorea Construction and Sports Equi pment Uun

(i )Sports Equi pment Uni ted Corporation.
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135.he Panel continues to receplveds nRepuraltii o no ft h .
Korea individuals and entities illicitly access
par a. 120). Similarly, according to a Member St a
of Peopleds Armed For ces h(ikKRleu.n0t5 4y) biasn ku taiclciozuinntgs
to remit earnings back to the control of its hee
Joint ventures, cooperative entities and illici
136r.he Panel initiated an Nawveehahbatlinerur ante w
Company (KPe. 048) (hereafter AKNICO), whi ch, ac
t he past few years has substantially i ncrease
reinsurance companies and | egal firms around t |
participating in new insurance policies. To di
Counci | sanctions, KNI C i s reportedly working
subordinate compani es, i ncluding Rai nbow I nt e
Corporatiloenstanmd IPeur ance Company, and their o
(many of whom are fiunder diplomatic covero at e
Republic of Korea) . KNI'C has a history of engag
a Member St atoer tdfhadg dmeidtisa sruebpor di nate companies

to be similarly engaged in fraudul ent activiti
companies as intermediaries to receive or send
sanctions. The HRamearathaosn rfe pure sctoenth ainn es potent i
with KNIC and its subordinate entities but aw:
Il nvestigations continue.

13According to a Member Stat e, the Democratic
continues to eamdtualelsi sahn dj ocionotpev ati ve entities

evading satmamti bngeahdont, cover and shell C 0 mj
investigating new information from a Member St
Chon Gon, who i n 2018 a sDeanhd drsahteidc i Phe dvolnegbosl iRe p
Korea front company, Hanne Ul aan LLC (hereafter
to acquire goods for Pyongyang. The Panel prev
Hanne Ul aan, and Mongolian ababhothei esmphegwdsnf
registration documentation was forwarded to an
of the embassy of the Democratic Peoplebds Repub
assessed Hanne Ul aan to be a DemocoampaoayPeopl ed
for the purposes of evading sanctions, and fur
accounts |linked to HMdmneduUlegam &MednbMr. SChadie. de s
“65ee, f orwwwn stthaengcuea,r -thie avis / @ @ h/7 # la e ea/s2s3eHnuskrkt ohr € a n

mp-a By ultohnd ovrs u rnaurcdweeaarp,ovivsy. was hi ngt o-npost . com/ wp

n/ content/ article/l 2009/ 06/ 17/ AR2009061703852. html ?2wpi
tps:/ /1l oydslist.maritimeintefintegvermaa. i nf orma. com/ | DO
| eganhitotnpss: / / go. recor dedf 210 @000 . Dgn#fhMdmisé mr eports/ ct a

ate reported that KNI'C and the Government of the Demo
ve attemptednde fcroamumd tby nswerai nsuring Democratic Peop
rea factories or other buildings from the initiation
ss dmodntl so |ikely fabricating disaster <c¢l ai ms.
2021/ pdnra. 152 and annex 89.
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http://www.theguardian.com/uk-news/2017/apr/23/uk-freezes-assets-of-north-korean-company-in-south-london-insurance-nuclear-weapons
http://www.theguardian.com/uk-news/2017/apr/23/uk-freezes-assets-of-north-korean-company-in-south-london-insurance-nuclear-weapons
http://www.washingtonpost.com/wp-dyn/content/article/2009/06/17/AR2009061703852.html?wpisrc=newsletter
http://www.washingtonpost.com/wp-dyn/content/article/2009/06/17/AR2009061703852.html?wpisrc=newsletter
https://lloydslist.maritimeintelligence.informa.com/ID013001/KNIC-refutes-new-fraud-allegations
https://lloydslist.maritimeintelligence.informa.com/ID013001/KNIC-refutes-new-fraud-allegations
https://go.recordedfuture.com/hubfs/reports/cta-2020-0209.pdf
https://undocs.org/en/S/2021/211
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Hanne Ul aan and Mr. Choi for engagdng in illic
Democratic Peopl efsnRepuibyatci ofis Knometai. nue.

138.he Panel notes t hat t he recent parti al bor
Peopl ebs Republic of Korea may increase cases
higlalue i temse GSowmet rofd6st nati onals travelling
known to -walrueg ihtigrhs i n their baggage, i ncludin
product s, t o “2Aadembsearnc$t @atns . provided informat

Democratic Peopl ebs i Repabltioc emfgager eam «arsth co
Il nvestigations continue.

I'IT'l'icit generation of revenue through cyberact.i

139.n February, a cybB®rhsaetcsuprtoattsym rfd d nc yr beeproa ot teadr s
the Democratic Peopledst Repludbt atduse f @rKou pe,a , s uc
responsible for nearly $1.7 billion worth of cr
three times the amount that they stole in 2021
assesses that the countrysigitprifamidt iizisngnucrl yere
weapons programso. Of the total amount stol en &
Korea cyberthreat actors in 2022, al most t wo @t
originated from attacks targetudignglecleatral i ze
Har mony “Barniddggxie I nfinityos®®B8nmnl areltywor k ha
according to a media report in May based on a
anal%she, Democratic Peopleb6s Republic of Kor ec
mul ti plee Meamh esd companies fAto obtain the forei
mi ssile programo, stealing $2.3 billion in c¢r)
Me mber State official assessed i n May t hat t h
Democrati c uPbdadpcl eodfs KRoerpea fund h®Pf of its missi

“sewww. mofa. go. kr/ www/ brd/ m_4080/view. do?seq=373848&page
“Wsee, for instance, SZ2TAUX iy e VO3 B(,2rPpeasBoal. u t3i7o,n sa nd

2094 (2pad3p.htihps:drddt ad mca saansd se p mgph-B&r e a s

i nvol viewmmdeWT i swaelb ..p d f

sSet t ps: // bl og. chai nhilyggeesmtveémm/ y-ppokitsg2022
BlSubordinate to RGB (iIKP&. @gli)5118ee paras. 105

Member Statesd authorities have worked with crypto exch
recover funds f rham ptsheée g ehuhba celk d.i gSocdled .advmi/riat ®lsy si s/ el | i pti
b i n aanreldeu otb-d r e-ka 2 agr wlupegpk oc.eeds

85/ 2022/ mHBas . 145/ 20,3 /1usBELE -a n d

¥1'n February 2023, the National Authority for Investigat
Environment Crime of Norway (Tl kokrim) announced that ar
($5.8 million) worth of crypwocokolnicm. hadr eeendr ecover

cryptocugirzuirb@exicase. 6-589388. ht ml

Bserttps: // asia.nikkei.com/ Epo tedainggphtt étfGrrishetaaur renci es/ No
Vi et-AHanmigo n g

Seet t ps: // edition.cnn. c-khof @@ & 3pfrlosyfrlaOnd pol i ti cs/ north
cyberattaclkimddiwwdgruhthme. com/ watch?v=fz_3PZqg8gXs

"0t her Member States have also publicly assessed that th
Korea is wutili biemgcitti ¥yi maliscitoud uay its missile and/ or
See, f orhtitnpsst:a/n/ceen,. yna. co. kr/ vii ew/ AEN20230719008400320
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http://www.mofa.go.kr/www/brd/m_4080/view.do?seq=373848&page=1
https://undocs.org/en/S/RES/2321(2016)
https://undocs.org/en/S/RES/2270(2016)
https://undocs.org/en/S/RES/2094(2013)
https://static.rusi.org/OP-embassies-and-elephants-north-koreas-involvement-in-the-IWT-final-web.pdf
https://static.rusi.org/OP-embassies-and-elephants-north-koreas-involvement-in-the-IWT-final-web.pdf
https://blog.chainalysis.com/reports/2022-biggest-year-ever-for-crypto-hacking
https://hub.elliptic.co/analysis/elliptic-collaborates-with-binance-and-huobi-to-freeze-lazarus-group-hack-proceeds
https://hub.elliptic.co/analysis/elliptic-collaborates-with-binance-and-huobi-to-freeze-lazarus-group-hack-proceeds
https://undocs.org/en/S/2022/668
https://undocs.org/en/S/2023/171
http://www.okokrim.no/record-cryptocurrency-seizure-in-the-axie-case.6585495-549344.html
http://www.okokrim.no/record-cryptocurrency-seizure-in-the-axie-case.6585495-549344.html
https://asia.nikkei.com/Spotlight/Cryptocurrencies/North-Korean-crypto-thefts-target-Japan-Vietnam-Hong-Kong
https://asia.nikkei.com/Spotlight/Cryptocurrencies/North-Korean-crypto-thefts-target-Japan-Vietnam-Hong-Kong
https://edition.cnn.com/2023/05/10/politics/north-korean-missile-program-cyberattacks/index.html
https://edition.cnn.com/2023/05/10/politics/north-korean-missile-program-cyberattacks/index.html
http://www.youtube.com/watch?v=fz_3PZq8gXs
https://en.yna.co.kr/view/AEN20230719008400320
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l14®®emocratic Peoplebs Republic of Korea cybert
virtual asset service providers and the virtua
purpose of evading United Nations sanctions. Th
vi ol aotfi drisnanci al sanctions by the Democratic Pe
Cryptocurrency industry

141A. cybersecurity®icompaebyuareypyo?2028 that t he ne
currency mixer Sinbad wa%¥Atcéetiyngrttebrhaedr ep B
Sinbad had | aundered close to $100 million in

Lazarus Group, including the Harmony Bridge ha
same individual or group responsibled for its o
Bl ender.i o operator al so shoWehle cohimphocurrency
pattern of behaviour is reportedly very similar
characteristics of transactions and the use of
ithe way in which the Sinbadimi seveopér ahgs, i s
i ncluddingi tt emi xer codes, guarantee |l etters sign
a maxi mudnayy etvreaansaction del ayo. Il nvestigations

14Z.he Panel is investigating Member State info
Chi nreastei onal-t kreodinbeer virtual currency trader,

conversion of virtual currency stolen by Democ
cyberactors to fiat c ur r ecnocuyn,t rayheo vCehteenrg Hung Ma

Sert t ps:

[/ hub. el I-a@&spatnicct-bdodn/eanxae eygsd ssuU rhtaaé-td@ dt h

k orslaaz agrmrwup

)1 n 2022

, a Member State designated the virtual currency

Se®/ 2022/ B&HBa.S/A2AT23 laghdrla . 161.

B¥WAnot her
to Nor tl

56/430

cybersecurity firm reports (see footnote 150 ab
hi Kioede ahackers sending funds to the [ Sinbad] ser

23-1541¢


https://hub.elliptic.co/analysis/has-a-sanctioned-bitcoin-mixer-been-resurrected-to-aid-north-korea-s-lazarus-group
https://hub.elliptic.co/analysis/has-a-sanctioned-bitcoin-mixer-been-resurrected-to-aid-north-korea-s-lazarus-group
https://undocs.org/en/S/2022/668
https://undocs.org/en/S/2023/171
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trader bage#ong Who worked with Mr. Wu to remit
in exchange for virtual currency. Mr . Cheng re
enabl e Democratic Peopl eds Repubi nan coef Kor ea
controls at fsi.naMrc.i aNu iamgdt iMrut Chherng were desi gn
State ¥hhapriwere directed in these activities b
Republic of Korea individual, Sim Hyon Sop (see
enquiry on Mr. ONMui mandr eMrl.i eCh etnlggat it #fAdid not fi
financi al activities by the relevant i ndi vi dua
activities mentioned by t he Panel do not fall
Resolutionsd (see annex 25)
140DnJAne, At omic Wadsled unscatro dEsat odeaentral i zed
confirmed that it had receil dc yrbeeprosretcsurdft yc o mp
company assessed that the Lazarus Group was res
of t he yspttoml eansscert s f ol |l owed fifa series of steps
employed to |l aunder the proceeds 0% past hacks
The stolen assets were Iaundered through Sinbad
comp¥mny !l ustrmdread ttthaant $10 million was stolen
compromi sed wall et s. dd|tionaIIy, it assessed
Rus-biaaed Go%[rcarnytpetxo ] exchange to | aunder the stoc
was designated byla2ff@mbersPtoamtse itm Aphrei Panel 06s
Estonia replied that the case was under invest:

nsomwar e

aorhe Panel not es t hat t wo Me mber St ates i ss

garding a gl obal ransomwar e Recegmpdiigecn oy t he

rea agatast haedltchitical®Tihref raalserrtucwanr e d ar ¢
cti ms against paying ransoms because fAdoing
cords wil |l b
t

OCTUI<-" <X~ P X
T pPoOoOcCc OO® 00O h~ QO

e recovered and may pose sancti
cooemdati ons o defend against and mitigate r
Il nerabilities and exposures details and indi
IyGhOst rans Mweacroer dvagi amt sthe advisory, t he
opl eds Repulbbleiean afsi Kkgr e vieasse from ransomwar e
her malicious cyberoperations and the country
Recommendati ons
149 .he Panel encourages Member States to be vig
Peopl eds Republncci adf skKamrcega ofmisnavasion through
United -8lasignated entities of t he Democratic
Kor ea, of front and subordinate compani es. The
State provision of company ntamesPamel oameélori den
Committee, as appropriate.
Blgertt ps:// home. trensuegsegorvj newd8press
®2g5eet t ps:// at omi c-&ead\ estttaite/nmelnag/ j une
®sSett ps:// hub. el | ikpotrisscaa z ayfr i kg & $/ 5 d -in ®IrSt lhe
mi | laitoonoir y-phe f t
BSeet t ps: / / hub. el | ikpotrietan- & [ aviad {h ye stisotfy €alirltlhi o n
Garant ex wdsn rEesgiosntiear ech 2019 but |l ost its |licence to pi
services in February 2022. According to a Member State,
currency operations are carried out in Moscow and Saint
Sertt ps:// home. trensuegsegolvjnewslpress
"See annex 76 for the joint advisory entitled fA#StopRans
Ifhirastructure Fund DPRK Malicious Cyber Activitieso.
%The Democratic Peopledts Republic of Korea cyberthreat a

referred to RJ/s2AaId/agareads. Slee3 and 164.
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https://home.treasury.gov/news/press-releases/jy1498
https://atomicwallet.io/blog/june-3rd-event-statement
https://hub.elliptic.co/analysis/north-korea-s-lazarus-group-likely-responsible-for-35-million-atomic-crypto-theft
https://hub.elliptic.co/analysis/north-korea-s-lazarus-group-likely-responsible-for-35-million-atomic-crypto-theft
https://hub.elliptic.co/analysis/north-korea-linked-atomic-wallet-heist-tops-100-million
https://home.treasury.gov/news/press-releases/jy0701
https://undocs.org/en/S/2023/171
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l146.he Panel reiterates its recommendation that
soon as possible the Financi al Action Task Forc
virtual asset service prermnti dteiren ofnct hdi m@gvi sé
recommendationr d8ulf @aod .t he n

14mThe Panel further recommends that Me mber St a
outreach to the virtual asset industry to ensur
Peopl eds Repudy beem addfl edortehaeft s of virtual asset

appropriate measures to defend against and resp

Unintended humanitarian effects of

148.n paragraph 2%9 7 f( 2réels®) 8¢ ¢ womi ty Counci l reaf
Uni t Nations sanctions are not intended to hav
for ci vil i amo cproaptuilca tPieoconp loefé st hRee pDueb | i ¢ of Kor e
rimary responsibility and need of t he
d and needs of its people. The Panel cCor
0 nt hsei thuuamta noint aarnida humani tarian assistanc
aphs 242 3a9n7d (@250 1046)t hers ol allt é waant resol uti

Pankée netestty a2déobpdt e d2 Dr@ge2sichli wcthi arhe Secur i

I underscores the need to minimize uninte
nctiomgesansd meagures to this end, as well as t
June 2023 of | mpl ementati on Assistance Notic
ement s a@f6 6rde SE@@RtZd)o nex pl anation of iits applic
humanitarian assistance to the Democratic Pe

oCONVQOR T —
Yo~ OO

>

®

—_ —

1
I
r—
e
a
(0]

Humani tarian situati on

150.he Panel continues to recognizenthe | ack of
situation in the Democratic Peoplebs Republic
countryés border c¢closures and the resulting 1in
humani tarian organizations to report condition:
nottlse absence of a met hodol ogy t hat di saggr e
mul til ater al sanctions from other factors. The
its questionnaire to humanitarian organization
responses rteof Iwehcitcehd airre annex 79.

150United Nations entities, Member States and N
humanitarian situation in the Democratic Peopl e
with 11.3 million people inofeedheofpopasiasi amce
undernouri shed, according°Fpod Usieteadi tNya,t i ohs |l o
nutrition, vaccination coverage and access to
hygiene service¥ have all worsened.

sSee annex 77 for the updates to I mplementation Assistan
"Msewww. fao. org/ documents/ card/ en/c/cc3017en

""Despite an average fall harvest, many sources published

the Democratic Peoplebds Repwhwl B8nofrt Kowme-g/ O/ 0BGodmoirn$h
korenamipet-€egagseesrtif ousshor taamglens. r f a. org/ korean/in_focus/
nNnk_nuclear t-@6Xx620222UP52 THh.entOmif i ce for the Coordinati on
Humani tarian Affairs esti madi @edeiconr202ophat haldei memleas e
60 perf ctehnet pooplut aps oh/ (sleieef we bp.eiomptiéepsebloir ¢ / democr atic
korea/ cr-we ke gli ge8kilspp2t0 2 3 Reports of an increase in deaths

were also widespread, though opinions varied (see annex
suggested to the Panel t hat it is plausible to believe
famine conditions, and some groups may be in a state of


https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2664(2022)
https://undocs.org/en/S/RES/2664(2022)
http://www.fao.org/documents/card/en/c/cc3017en
http://www.38north.org/2023/06/north-korean-market-prices-suggest-serious-food-shortages
http://www.38north.org/2023/06/north-korean-market-prices-suggest-serious-food-shortages
http://www.rfa.org/korean/in_focus/nk_nuclear_talks/foodprice-06262023095213.html
http://www.rfa.org/korean/in_focus/nk_nuclear_talks/foodprice-06262023095213.html
https://reliefweb.int/report/democratic-peoples-republic-korea/crisisinsight-weekly-picks-31-may-2023
https://reliefweb.int/report/democratic-peoples-republic-korea/crisisinsight-weekly-picks-31-may-2023
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15Z7.he humanitarian situation in the Democratic
possibly the nesnulbtf omfany ¢ ambiomast I n descending
the countryés socioeconomic policies prioritizi
ballistic missiles, t hle9 ) ¢ opraonndaevmircu sa nddi stehaes er e(sQu
border cl osure,e nlacwrpt i a@ristaisz &trisgn tthhat the ¢
humani t @%aisanwedild,as the unintended effects of s:
153A. sl ight easing of t he border cl osure polic
restrictions in the sprinf omp2@O28 ehatdpt adn s ome
food products and medical product s, at | east S |
summer . Democratic Peopleds Republic of Kor ea
their prioritization of'™agricultural and grain
154t hough difficult to specify precisely, basec
information from Member States, humanitarian ac
Panel notes that, even as the relative infl uenc
COVI1Dx etlead bordey thesDbDemocratic Peiopl eds Republ
early 2020, there can be littl e doubt t hat ur
i mpl ementation have wunintentionally affected th
aspects of acdrbperagi bhe, perbl ems caused by t he
policies. Prior to the'pasd@emion, i nier Maniedbn rep
various sources, that the unintended i mpact of
the civilian dapdwel athieonf oril gohmi nign c

(a)l) ncrease in soci al mar gi nali zation as the
Nations and other sanctions'™g tightening contr

(b)Decrease in sources of l|livelaifieead efdor t hose
by sanctions and the persi’stence of resulting u

2 n February, a State newspaper of the Democratic Peopl ebd
external aid to address food shortages would be the same
www. nknews . emeghii mv én /e witt ehitreeaj -8B 0 ma n i-d ieadgi cains a nalryd
http://rodong.rep.kp/ ko/index.php?MTJAMj Ay MyOwMi Oy Mi 1 OMLC
As one humanitarian organization told the Panel, fiNorth
humani tarian ai d mpirlolvef atmé¢a mertcadlnloyni c si tuati on; i nstea-t
increases the depehdegcefdi citbésshiagkd people on the out si

The countryds |l eadership made agriculture a priority at t
Catral Commi ttee of the Workersdéd Party of Korea in March

first of the f12 maj orwww.aklcsnoa .ikrp /DeercBednbbiielr& b260f 242e. 3 3Scede9 d
80b628336%4ndavwk Krmsafa. kp/ en/ article/lq/ ca7280c2250709518dc9e
745/ 201,9/darrlal 2 A7,%/,©BOrsd .2 02D;/ 26019/ 202,0 / BaAr0d$8 hHha

1668/ 202,1/Ralrlidg $/ 20,1/ pa/ridd &/ 2DL,2/lBr2d9 G/ 22,2/ 668

par agleaeS3dan@2,3/darlas . 179 and 180. See also annex 82 of t

"Two experts are of the view that increased State contro
which since 2017 has reosummoead fiami déesedaved h@zcmaskeftor ac
the shrinking of their budgets.

I'n preambul ar paragea@aph20hdprrasohutit bessSeescurity Counci
great concern that the country continues to develop nuc
diverting critically needed resources away from its peo

"The Democratic Peoplebds Regmmplldyxmerft Ktoo esat g umpea amit ee e(sa rt to
29 and 30 of the countryds constitution). Two experts a
irrelevant .
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http://www.nknews.org/pro/state-media-review-north-korea-rejects-humanitarian-aid-as-poison-candy
http://rodong.rep.kp/ko/index.php?MTJAMjAyMy0wMi0yMi1OMDI4QDE1QDJAQDBAMjg==
http://www.kcna.kp/en/article/q/be316125bbf4e33c49d80b628336942c.kcmsf
http://www.kcna.kp/en/article/q/be316125bbf4e33c49d80b628336942c.kcmsf
http://www.kcna.kp/en/article/q/ca7280c2250709518dc9e8e91bac53cf.kcmsf
https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2019/691
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2022/132
https://undocs.org/en/S/2022/668
https://undocs.org/en/S/2023/171
https://undocs.org/en/S/RES/2397(2017)
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(c)XContinued shortages ¥hnagtliacwltoudr affuedgui p
exacerbating already |l ow | e&els of mechani zatio

(d)M ncreasing disr upch aofifif’so.f medi cal supply

Operations of humanitarian organizations

158Before t he pandemic, t he scal e of humanitar
approximately $2%apd prpvidednauallyical resour
geographic areas pandatfiom wgulonugrsablHumamni tari an
report that the border closure and other pandemi
of out comes, including t he suspensi on or sever
activities, a redatcedt adli limyatbo aeakseasctiheng an
of the humanitarian situation in the Democratic
organi zations highlighted that aid offers have
ot her s reportedi dbeaabiowi tlyyved pfo humanitari an
Democratic Peoplebs Republic of Korea in 2023, w

156/.he responding humanitarian organizations fu
di fficulties in providing, atdteoWwiengthy péaei ddb
qguarantine and disinfection and administrative
assessment of possible impacts of United Nation
ali a, the following potenti al factor s:

(a)Absencané&f ng khannel ;

(b)Fewer suppliers applying for tender s, affe
(c) ncreased customs del ays;

(d)Addi tional wor kl oad for exemption applicat

(e)Procurement del ays;

Two organizations asspebedythast tsbeebeldeagglas
humanitarian situation in the country and that
or mi ni mal , influence; two others assessed that
by both the border c¢closure and sanctions.

The munitions industry of the Democratic Peopleds Republ
vol umes of uvawmirals eggil penent and farm machinery, i f the (

all ocate thbattpsolbfkesawat oAB.562P/AMS8RSERAdgmM/mL 66
s e nfdesymra ¢ h it weosdht vha n gphraocev)i .ncTewo experts are of the view that

is inaccurate and incomplete as prohibited items are nee
"Me mber States have provided information that the Democr
substantially exceeded the cap on the import of refined
introduction under S222UT7T i (ko )pmrmcials. r 2Dolamtdi O ) ; me anwh
i mports of crude oil have not approached the 4 million
continues to exporttcoak i B8 é7%6)p.laafistoenr7 difh e eismtlruoduct i on
the oil cap, the total vol ume of refined petroleum i mpo
WTwo experts are of the view that the overall decrease .
resul tethrimkimg of resources available for imports of a
and fuel, and that the i mports of these commodities wer
ban. According to the same expeuwutstityasubfeersdl t, food, ¢
BlMedi cines and medical supplies are not prohibited from
Peopl eds Republic of Korea, while humanitarian organiza
relevant supplies to the dcomberuthrcyt itomri ocnugg he xtehmep t d sotna bplrioschee
for humanitarian purposes.

2Two experts are of the view that these disruptions in i
purposes are caused by the decrease in foreign currency
exampl es of pr-oki bt £ddI/meldls/adeTalee x es 86 and 87) , as well
risking by foreign suppliers.

BSett ps: / /relief welkp.eiorptléepselpdn & d /dpe rrdn0cddOglit @ rca a
needarmpri olnivteir s e w

600430 23-1541¢


https://kcnawatch.org/newstream/1664356199-252182552/kim-jong-un-sends-farm-machines-to-south-hwanghae-province
https://kcnawatch.org/newstream/1664356199-252182552/kim-jong-un-sends-farm-machines-to-south-hwanghae-province
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2019/171
https://reliefweb.int/report/democratic-peoples-republic-korea/provisional-2020-dpr-korea-needs-and-priorities-overview
https://reliefweb.int/report/democratic-peoples-republic-korea/provisional-2020-dpr-korea-needs-and-priorities-overview
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Many esponding organi zations indicated t hat
manitarian exemption process was sufficient

mmi tteebs | mpl ement ati on Assi stance Noti ce

commended a | ongeut exmamipdte i ext presiiod wmt ial t he
proved project and standbBkgperdmptbseondMobobr doe
resee the Democratic Peopleds Republic of Kor
pressed concern t hbaed perrlmgi titiend tiend tahcec efsust uwi d .|
According to a United Nations official Ssour ce
ve i mproved, with successful deliveries of m
d water, sanitation and byngyemel smpplide £asHaoo:y
the couft9r ynwesa s@O@\WwIsD ai d workers are stildl ur
di stribution sites and verify deliveries )
emptions and nine extensions of humanitarian
cmemndati ons

d.he Panel values the biannual briefings by
tities on t he uni ntended i mpact of sancti on
mmi ttee continue this practice.

OOohe Panel once again sdgtesllgissahtider ablgency o
nking channel for humanitari an operations i
public of Kor ea.

IThe Panel recommends t hat, in t he cont ext C
curity Coun2c6i6ld r(e2sbok2u)t Wroint ed Nati ons system,
e Committee, take into account i nformation pr
the mitigation of the potenti al adverse i mpa
e cipwipluil ami on and on humanitarian assistance

Republic of Kor ea.
16Z.he Panel reiterates its previous recommendat

(a)The Security Counci l continue to address i
mitigate the potemtieali mpraicnt eorfdesdanacdvens on tt
popul ation of the Democratic Peopleds Republic
aid operations;

(b)The Committee and ot her rel evant stakeh
practically consider t he i deuar refnt exemmdiemg s el
sanctions, the proceeds of which mijght be used

(c)The Committee consider mor e active outrea
providing humanitarian assistance to the Democr
to hermmpl dment Security2&€®4nfc2022rsol ution

(d)The Committee practically consider the idea
exemptions for huma rhiutmearnii grrerldadde da cd commso daintdi e s .
Nati onal I mpl ementati on reports
Status of Member State reporting on the i mpl eme
16 By 28 July 2023, 6 6 Me mber St at es had sub

i mpl ementati on of paragraph?2890f(2S@Ed)ity Cou

Me
re
St

mber St at esl 7onofp arread3garfaup{hk ®@ ®7 )Me mb e r States on
sol2u3t7i5on( 20 nb)de St ates2d8nNlrea@dv)t Member
ates onm 3r2els odudliGhhh5 Member SZ22at®s( dhladl)esol ut i
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The Panel not es trheapto rtthien gn uvebnebre ro fStnaotnes (1 127) f
2397 (rZz20mhi)ns L98%ni fi cant

1648 eparately, the overalll response rate by Memt
to the Panel 6s enquiries about its investigatio
Me mber States, entities and indi@ouwWnmuaills shoul d
resolutions to fully cooperate with the Panel 6s

VII Recommendati ons

16% 0r a consolidated I|Iist of recommendati ons, ¢
BFp statistics about national i mplementation reports, se
wWww. un. org/ securitycounci |l-r/espunrcttss ons/ 1718/ i mpl ementatio
BSee vaww.osmal l armssurvelyeponhit e-g@mopeiatd hades

uFr anciiegnansoektohr. e a
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Annex 1: Kim Jong tUandtsi danls prewdt li (@enx coafrepaip ofnrso m
media report) and Member State assessments

1) Photo from DPRK medi a

SourclkRodong Sinmun

, 28 March 2023.
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2) Assessments by Member States on Atacti cal r

[ Member State 1]

On ™M8rch 2023, North Korea state media show
purported Atactical 0 nucl ear devices alongsi
were diagrams of warheads integratednwahhead
under water vehicl e. The nucl ear devices bei
previous purported nuclear devices featured |

Il n recent year

S North Korea -dalsl esd gimtaglarteidc aa
weapons which a

re al most certainly intended
yield warhead than warheads for | onger range
It i s highly Ilikely that nuclear weapber dest
valtiedat he new design. However, despite the re

has not resumed nuclear testing.

Sour cdember State.

[ Member State 2]

[ MS 2] government as-8Gtmhmessthaket getwdddympesma nwhaen

considering only its appearance, such as si z
the device's internal det onator and techni ce
matches the physical c head awit €hi dtaices calypinaua
di fficult. I n this vein, whet her the device |
technical use is also difficult to evaluate.
Meanwhi | e, consi eBelri nigs tphoasts i "bHeva esqaitns © Ino speud pfo

[ MS 2] government assessed that further anal y:

Sour cdember State.
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AnnexXc2ivitiesriatnuPculnegégdylethe 46 Njsdtleaj N 129A O05N;j

*In the annexes of the nuclear sectiannotations in red boxes are recent observations, while
those with yellow characters in black boxes are previous observations.

4 May 2023

; Location of démolished »
Tunnel 4 area

e

: =
#
%
"'.. -

Main administrative area ‘

<
I".

Probable compressor
and pumphouse

Sourckl anet Labs I nc. , 4 May 2023.
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1) Activities near Tunnel 3 (41A 16 N;

7 March 2023

Support building

Tunnel 3 entrance

Lumber pile

P

3 = RS L N, At
\ Probable compressor

Support buildings l and Dur?phouse

Tunnel 3 entrance

|

Probably crates
Probable tent

Sour cMalxearhnol ogi es, 7 March 2023.
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SourcMaxar

72/430

Tunnel 3 entrance

)

Technol ogi es,

13

13 March 2023

Pan e O Y 1
| Probable compressor
and pumphouse

March 2023,
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2) Activities near Tunnel 4 (41A 16Nj 46n N 12¢

22 April 2023

Location of demolished ‘
Tunnel 4 entrance |

New structures

7 May 2023

Location of demolished
| Tunnel 4 entrance

New structures

Sourckl anet Labs I nc., 22 April 2023, Maxar T
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25 June 2023

Location of demolished
Tunnel 4 entrance

L)

Only one structure was visible.

Sour cMalxearhnol ogi es, 25 June 2023.
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3y Activities at Administrative area (41A 16N 4:

8 February 2023

SourcMaxar Technol ogies, 8 February 2023.
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AnneXc3ivities at LWR (39A 47Nj 45n N 125A 45N,;

7 April 2023

Construction of new bullding has ‘
been observed since March 2023

Kuryong River

B Water discharge

=
S ¥
v iy \
. s
?
P
%
» (
.

Construction activities have been
observed since early April 2023

SourcMaxar Technol ogi es, 7 April 2023.
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1) Construction of support buildings (39A 47N;j

4 March 2023

SourcMaxar Technol ogi es, 4 March 2023, 1Apr il
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25 February 2018

18 June 2023

Sourclhkl

78/430

anet

Labs

é

n

c .

New support bulldings

, 25 February

2018,
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2) Possible testing (Bf9Ac A7INj B nw aNt €lr2 5sAy sAt5eNn 2 1 nj

27 February 2023

7 March 2023

SourcMaxar Technol ogi es, 27 February, 7 Mar ch
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AnnédActivities at( 3DMWHAE)N] rselac)tNorl 25A 45Nj 20n E

7 April 2023

100m |

‘-----?---------------y'i-‘::‘-.-";—"

SourcMaxar Technologies, 7 April 2023, 12 Apr
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1 July2023

Spent fuel storage building

Trucks/vehicles

Sourckl anet Labs I nc., 1 July 2023.
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Annex Reaadi ochemical Laboratory (39A 46Nj 50n N 1

4 May 2023

- i . ’
Radlochemtcal Laboratory
(Reprocessmg facility)

-

ér

¥

PTIT

Sourckl anet Labs Inc., 4 May 2023.

82/430 23-1541¢



S/2023/65

1) Suspected Buolrage waste(Old Waste Site) (39A

T A think tank reported new excavation acti
out side expert consulted by the Panel expl
excavation ascittievietvieens baetf otrhei s2 02 3. The Par
analysis corroborated these observations

T According to the International Atomic Ene
not decl ared by the DPRK in i1ts initial r
1992 ong with another suspected nuclear w
5009Despite repeated requests by the Agen
facility, DPRK continued to refuse. Thi s
| AEAOGS

vi¥it in 1992.

Old waste site

\

8 13 March 2023

SourcMaxar Technologies, 4 May 2023

186 S e Htps://wwwpub.iaea.org/mtcd/publications/pdf/pub1032_weh.pdf
¥’See The I nsnded uadred flont eSrcGaet vongl t Becdloirth,. Korean

23-15418
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2) Activities near spent fuel receipt building

T The below i mages -Eaptunegdpbeplmeda3l ahewed

pile of wunidentified materi al in front of
activities at motor pool ar ea.

26 February 2023

Pile of unidentified materials

’
Spent fuel receipt building
N

21 March 2023

Sourckl anet Labs | nMax ar2 6T eFcehbnroul aorgyi e2s0,2 32,1 Mar

84/430 23-1541¢



S/2023/65

7 April 2023

/| Spent fuel receipt building

/£

19 April 2023

Piles of unidentified materials.
These material were likely for
maintenance and construction activities.

SourcMaxar Technol ogi es, 7 April 2023, 19 Apr

2315418 85/43C



S/2023/656

T The bel ow i mage captures o
I

1 July
of spent fuel recei pt bui n i

n
di

1 July 2023

Spent fuel receipt building

SourPdeanet Labs I nc. , 1 July 2023.
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AnneXc®Hi:vities at the Yongbyon Nuclear Fuel Rod Fabr

Uranium enrichment facility

ER T

. 100'm
S LCLTTITITLE

SourcMaxar Technol ogi es, 7 April 2023.
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1) New construction activities at southern ar e

Sourckl anet Labs I nc., 26 February 2023, Ma X &
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