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  Note by the President of the Security Council 
 

 

 In paragraph 2 of resolution 2680 (2023), the Security Council requested the 

Panel of Experts established pursuant to resolution 1874 (2009) to provide a midterm 

report to the Council with its findings and recommendations. Accordingly, the 

President hereby circulates the report received from the Panel of Experts (see annex). 
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Annex 
 

  Letter dated 8 September 2023 from the Panel of Experts 

established pursuant to resolution 1874 (2009) addressed to the 

President of the Security Council  
 

 

 The Panel of Experts established pursuant to Security Council resolution 1874 

(2009) has the honour to transmit herewith, in accordance with paragraph 2 of Council 

resolution 2680 (2023), the midterm report on its work. 

 The attached report was provided to the Security Council Committee established 

pursuant to resolution 1718 (2006) on 4 August 2023 and was considered by the 

Committee on 29 August 2023. 

 The Panel would appreciate it if the present letter and the report were brought 

to the attention of the members of the Security Council and issued as a document of 

the Council. 

 

 

Panel of Experts established pursuant to 

Security Council resolution 1874 (2009) 

  

https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/2680(2023)
https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/RES/1874(2009)
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Enclosure 
 

  Letter dated 4 August 2023 from the Panel of Experts established 

pursuant to resolution 1874 (2009) addressed to the Chair of the 

Security Council Committee established pursuant to resolution 

1718 (2006) 
 

 

 The Panel of Experts established pursuant to Security Council resolution 1874 

(2009) has the honour to transmit herewith, in accordance with paragraph 2 of Council 

resolution 2680 (2023), the midterm report on its work. 

 The Panel would appreciate it if the present letter and the report were brought 

to the attention of the members of the Security Council Committee established 

pursuant to resolution 1718 (2006). 

 

 

Panel of Experts established pursuant to 

Security Council resolution 1874 (2009) 
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 Summary 

 During the reporting period, from January to July 2023, political and military 

tensions continued to grow on the Korean Peninsula.  

 The Democratic Peopleôs Republic of Korea continues to flout Security Council 

sanctions in many areas. It continued the development of nuclear weapons and the 

production of nuclear fissile materials, although its last known nuclear test took place 

in September 2017. New construction activities took place at the Yongbyon site and 

activities at the Punggye-ri nuclear test site continued. Ballistic missile activities 

continued apace: the Democratic Peopleôs Republic of Korea launched at least 19 

solid-propellant short-range ballistic missiles and, as in 2022, tested intercontinental 

ballistic missiles (two liquid and two solid-fuelled). The Hwasong-18, the countryôs 

first solid-propellant intercontinental ballistic missile, was tested on 13 April and 

12 July. The Panel of Experts also continued to investigate intangible transfers of 

technology, potentially in violation of sanctions.  

 In the present report, the Panel describes a rich variety of sanctions evasion 

measures deployed by vessels delivering refined petroleum products to the 

Democratic Peopleôs Republic of Korea. These included more sophisticated means to 

avoid detection, changing trading locations in affected waters, and additional ships 

involved in multi-stage trans-shipments. The Panel received information that the 

country continues to import refined petroleum products in violation of Security 

Council resolutions. Vessel acquisition in violation of Security Council sanctions 

continued: the country acquired 14 new vessels in the period under review. Prohibited 

ship-to-ship exports of coal from the Democratic Peopleôs Republic of Korea 

continued. 

 Although the countryôs borders remained largely closed, trade volumes 

increased mainly because of the resumption of rail traffic. A large variety of foreign 

goods has quickly reappeared. The Panel continued to investigate reports of imports 

of luxury goods. 

 After a record-breaking level of cyberthefts in 2022, estimated at $1.7 billion, 

Democratic Peopleôs Republic of Korea hackers reportedly continued to successfully 

target cryptocurrency and other financial exchanges globally. Actors working for the 

Reconnaissance General Bureau continued to use increasingly sophisticated 

cybertechniques to steal funds and information. Companies in the cryptocurrency, 

defence, energy and health sectors were targeted in particular.  

 The Democratic Peopleôs Republic of Korea continued to access the 

international financial system and engaged in illicit financial operations. The Panel 

investigated financial institutions and representatives of the country operating abroad 

that support such activity. Border reopening may increase cases of Democratic 

Peopleôs Republic of Korea nationals couriering cash and high-value items. The Panel 

investigated reports of nationals working overseas earning income in violation of 

sanctions, including in the information technology, restaurant, medical and 

construction sectors. 

 The Panel continued investigations into alleged exports of Democratic Peopleôs 

Republic of Korea military communications equipment and ammunition, and initiated 

a number of investigations into possible cases of sales by the country of arms or other 

types of military support to Member States.  

 Reliable data on the countryôs humanitarian situation remains scarce. 

Humanitarian organizations surveyed by the Panel reported continuing difficulties 

delivering aid and a further decline in the countryôs situation. United Nations 
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sanctions and their implementation have had an unintended effect, although their 

relative role remains impossible to disaggregate from many other factors. 

 The Panel values Member Statesô contributions to its work.  
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 I. Introduction 
 

 

1. In paragraph 2 of resolution 2680 (2023), the Security Council requested that 

the Panel of Experts established pursuant to resolution 1874 (2009) provide to the 

Security Council Committee established pursuant to resolution 1718 (2006) a 

midterm report with findings and recommendations. Unless otherwise noted, 

information in the present report covers the period from 28 January to 28 July 2023.1  

 

 

 II. Activities related to the nuclear and ballistic 
missile programmes 
 

 

  Nuclear 
 

2. The Democratic Peopleôs Republic of Korea continued activities relevant to the 

development of nuclear weapons and the production of nuclear fissile materials in 

violation of Security Council resolutions. The Panel has observed new construction 

activities across the Yongbyon site and continuous activities at the Punggye-ri nuclear 

test site, although no nuclear test has been detected since September 2017. 

 

  Kim Jong Unôs inspection of ñtactical nuclear weaponsò 
 

3. On 28 March, State media announced that Kim Jong Un had inspected 

ñHwasan-31 (-31) tactical nuclear weaponsò. A Member State subsequently 

assessed that the Democratic Peopleôs Republic of Korea had recently ñsignalled a 

focus on developing so-called ótacticalô nuclear weapons which are almost certainly 

intended for use on the peninsula and likely have a lower yield warhead than warheads 

for longer range systemsò. Another Member State assessed that, owing to the lack of 

information regarding its internal detonator and associated technical specifications, 

ñassessing whether the device matches the physical characteristics typically 

associated with tactical nuclear weapons is difficult é it is possibly disclosed for 

deception purposes é further analysis is requiredò (see annex 1).  

4. During Kim Jong Unôs inspection, diagrams of delivery systems designed for 

carrying a Hwasan-31 tactical nuclear weapons warhead were displayed (see 

photograph in annex 1). The Panel assesses that these delivery systems, tested on 

different platforms at various locations (see para. 18), support claims by the 

Democratic Peopleôs Republic of Korea since January 2021 that it is enhancing 

tactical nuclear weapons capabilities.2  

 

  Punggye-ri test site 
 

5. Satellite images captured in early March show a truck and a tent-like structure 

that could be used to protect equipment and items adjacent to the Tunnel 3 entrance.3 

Cables for ventilation, electricity, communications and connections between possible 

testing equipment from Tunnel 3 were present. At an administrative area, multiple 

personnel were visible at an open space in early February 2023, although no 

significant construction of supporting buildings was observed (see annex 2). The 

__________________ 

 1 All text redactions in the report are marked by black boxes or pixelations to prevent physical 

identification of individuals. 

 2 S/2023/171, para. 5. 

 3 Based on information provided by outside experts consulted by the Panel. 

https://undocs.org/en/S/RES/2680(2023)
https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/2023/171
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Panel has noted unidentified small structures near the entrance of Tunnel 4 since late 

April 2023.4  

 

  Yongbyon site 
 

  Light water reactor 
 

6. A Member State detected probable tests of the cooling water system associated 

with the light water reactor in March and April 2023, assessing that the reactor could 

become operational at any time. The Panelôs satellite imagery analysis shows 

intermittent water discharge near the Kuryong River since January at almost the same 

location observed by the Panel in 2022.5 Construction of a new building started near 

the support building west of the reactor in March, and additional minor construction 

was observed near three other support buildings completed in 2022 (see annex 3). 

 

  Yongbyon experimental nuclear power plant (5 MW(e)) 
 

7. Member Statesô assessments and satellite imagery analysis show that the 

5 MW(e) reactor continues to operate. Continuing discharges of cooling water from 

the reactor took place, except for intermittent interruptions, in early and mid-April.6 

Several types of vehicles have been routinely observed around the reactor (see 

annex 4).  

 

  Radiochemical laboratory 
 

8. Satellite imagery analysis shows constant vehicular activities at the motor pool 

area at the radiochemical laboratory. Piles of materials were observed near the spent 

fuel receipt building between February and April.7 A think tank reported new excavation 

activity north-east of the radiochemical laboratory in March,8 subsequently corroborated 

by the Panel (see annex 5). This site, along with another, is suspected by the 

International Atomic Energy Agency to be a nuclear waste storage site,9 although the 

Panel notes that there are no definitive signs that reprocessing of spent fuel took place 

between January and late July. For example, the steam plant associated with the 

reprocessing plant and its waste handling operations did not operate during this 

period. 

 

  Yongbyon nuclear fuel rod fabrication plant 
 

9. Construction of several buildings at the southern area of the site, detected by 

satellite imagery in early March, was assessed by a Member State as likely to be for 

administrative purposes. A crane deployed to the south of the uranium tetrafluoride 

production process building remains in place, likely indicating that the renovation of 

the building has yet to be completed. The Panel notes possible signs of renovation of 

the uranium dioxide production process building (see annex 6).  

 

__________________ 

 4 A think tank also observed construction of the two small structures. See 

https://beyondparallel.csis.org/punggye-ri-update-new-activity-at-tunnel-no-4. According to 

outside experts consulted by the Panel, this is possibly relevant to subsequent re-excavation 

activities at the tunnel.  

 5 S/2023/171, para. 8. 

 6 According to outside experts, the reactor was possibly shut down for short time periods. See 

www.38north.org/2023/04/possible-refueling-at-yongbyons-5-mwe-reactor. 

 7 According to an outside expert, these materials are likely for maintenance and construction 

activities. 

 8 See www.38north.org/2023/03/satellite-imagery-reveals-new-activity-at-the-old-waste-site-at-

yongbyon.  

 9 S/2023/171, para. 11 and annex 6ï4. 

https://beyondparallel.csis.org/punggye-ri-update-new-activity-at-tunnel-no-4
https://undocs.org/en/S/2023/171
http://www.38north.org/2023/04/possible-refueling-at-yongbyons-5-mwe-reactor
http://www.38north.org/2023/03/satellite-imagery-reveals-new-activity-at-the-old-waste-site-at-yongbyon
http://www.38north.org/2023/03/satellite-imagery-reveals-new-activity-at-the-old-waste-site-at-yongbyon
https://undocs.org/en/S/2023/171
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  Pyongsan uranium mine and concentration plant 
 

10. Satellite imagery shows that the mine and plant continued to operate. The Panel 

observed that piles of tailings expanded at two mines, along with regular railcar 

activities at the plant (see annex 7).  

 

  Other sites 
 

11. The Panel continued to monitor activities in the vicinity of Kangson and the 

Yongdoktong area. Details are in annexes 8 and 9. 

 

  Ballistic missiles 
 

12. The ballistic missile programme continued at a sustained pace, with a flare-up 

of testing and exercises in March (see annex 10). The Democratic Peopleôs Republic 

of Korea might have reached a threshold in ballistic missile propulsion after the 

testing on 13 April of a new solid-propellant missile named Hwasong-18 (for its 

intended intercontinental range), which covered 1,000 km. This development could 

in time enhance the strategic component of the countryôs arsenal. As in 2022, the 

testing of intercontinental ballistic missiles (ICBMs), liquid or solid-fuelled, was one 

of two major trends witnessed, the other being parallel launches of solid-propellant 

short-range ballistic missiles (SRBMs) (at least 19 units fired). In both instances the 

country reported its endeavours, with the avowed goal of achieving nuclear deterrence 

at strategic and tactical levels. 

13. Altogether at least 23 ballistic missile launches were conducted by the 

Democratic Peopleôs Republic of Korea (see annex 10): 4 launches of ICBMs (2 with 

liquid-propellant engines and 2 with solid-propellant motors) and 19 with SRBMs (all 

fitted with solid-propellant motors).10  

 

  Intercontinental ballistic missiles  
 

14. The milestone limited test of a solid-propellant three-stage ICBM, the 

Hwasong-18 (see annex 11), was achieved on 13 April from a launch area 20 km 

north-east of Pyongyang. The exhaust plume, as shown in a Korean Central Television 

video on 14 April,11 is consistent with a solid-propellant burn. This launch came after 

a solid-propellant engine test on 15 December 2022 in Sohae,12 and another on 29 or 

30 January 2023 at Magun-Po,13 according to a Member State and an open source (see 

annex 15),14 and a display of five unknown ICBMs in canisters at a military parade 

on 8 February in Pyongyang (see annex 12). The major on-site preparations for the 

Hwasong-18 launch, next to one of Kim Jong Unôs mansions, the presence of Kim 

and his daughter, and the elaborate communication by official media15 immediately 

thereafter point to confidence in the success of the launch, as quickly claimed by 

countryôs authorities. The Democratic Peopleôs Republic of Korea conducted a second 

__________________ 

 10 Two experts are of the view that there is insufficient evidence to determine the nature of and the 

technology used for the projectiles launched by the Democratic Peopleôs Republic of Korea 

described in this paragraph. 

 11 See https://kcnawatch.org/kctv-archive/64395c9bbc9b7.  

 12 S/2023/171, para. 27. 

 13 At 39Á48'06"N 127Á33'39"E. A previously identified test of a solid-propellant engine, on 

15 December 2022, occurred at a newly built horizontal engine test stand in Sohae, at 

39Á39'06"N 124Á42'57"E (S/2023/171, para. 27). 

 14 See https://twitter.com/DaveSchmerler, 30 January 2023. 

 15 Korean Central News Agency, Korean Central Television and Rodong Sinmun. See also 

https://kcnawatch.org/newstream/1681458619-912978826/another-mighty-entity-showing-

continuous-development-of-strategic-force-unveiled-in-dprk-respected-comrade-kim-jong-un-

guides-first-test-fire-of-new-type-icbm-hwasongpho-18-on-spot.  

https://kcnawatch.org/kctv-archive/64395c9bbc9b7
https://undocs.org/en/S/2023/171
https://undocs.org/en/S/2023/171
https://twitter.com/DaveSchmerler
https://kcnawatch.org/newstream/1681458619-912978826/another-mighty-entity-showing-continuous-development-of-strategic-force-unveiled-in-dprk-respected-comrade-kim-jong-un-guides-first-test-fire-of-new-type-icbm-hwasongpho-18-on-spot
https://kcnawatch.org/newstream/1681458619-912978826/another-mighty-entity-showing-continuous-development-of-strategic-force-unveiled-in-dprk-respected-comrade-kim-jong-un-guides-first-test-fire-of-new-type-icbm-hwasongpho-18-on-spot
https://kcnawatch.org/newstream/1681458619-912978826/another-mighty-entity-showing-continuous-development-of-strategic-force-unveiled-in-dprk-respected-comrade-kim-jong-un-guides-first-test-fire-of-new-type-icbm-hwasongpho-18-on-spot
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launch of a Hwasong-18 on 12 July from the same launch area. This was again 

declared a success (see annex 10).  

 

  Figure I 

  Hwasong-18 intercontinental ballistic missile launch on 13 April 2023 
 

 

 

Source: Korean Central Television (14 April 2023). 
 

 

15. Prior to the Hwasong-18 launch, the Democratic Peopleôs Republic of Korea 

also conducted two launches of previously seen liquid-propellant ICBMs. According 

to the Joint Chiefs of Staff of the Republic of Korea and the Ministry of Defence of 

Japan, a ballistic missile was launched on 18 February from Sunan International 

Airport, following an eastward lofted trajectory (see annex 10). Pictures released by 

the Korean Central News Agency show what appears to be a Hwasong-15 ICBM 

launched from a transporter erector launcher (TEL) at Sunan International Airport.16 

The Korean Central News Agency presented that launch as an exercise rather than a 

test. On 16 March, the Joint Chiefs of Staff of the Republic of Korea reported another 

ballistic missile launch from Sunan International Airport, on an eastward lofted 

missile trajectory. The pictures released by the Korean Central News Agency show 

what appears to be a Hwasong-17 ballistic missile launched from an 11-axle TEL. 

Again, Democratic Peopleôs Republic of Korea official media announced the launch 

as a success.17  

16. A Member State has identified a modification to this new version of the 

Hwasong-17: the lower section of the first stage of the missile is straighter than 

previously seen (see figure II). This modification reduces drag during the atmospheric 

part of the flight, suggesting that the Missile General Bureau18 is otherwise confident 

in the performance and stability of the missile.  

 

__________________ 

 16 See https://kcnawatch.org/newstream/1676776192-691717962/icbm-launching-drill-staged.  

 17 See https://kcnawatch.org/newstream/1679039432-23076180/demonstration-of-toughest-

response-posture-of-dprk%e2%80%99s-strategic-forces-icbm-hwasongpho-17-launched.  

 18 A Democratic Peopleôs Republic of Korea organization first mentioned officially in February 

2023. One Member State assesses that it was established to ñdevelop, produce and manage 

missiles and carry out missions for the actual operation and deployment of major 

strategic/tactical nuclear weapon[s]ò. 

https://kcnawatch.org/newstream/1676776192-691717962/icbm-launching-drill-staged
https://kcnawatch.org/newstream/1679039432-23076180/demonstration-of-toughest-response-posture-of-dprk%e2%80%99s-strategic-forces-icbm-hwasongpho-17-launched
https://kcnawatch.org/newstream/1679039432-23076180/demonstration-of-toughest-response-posture-of-dprk%e2%80%99s-strategic-forces-icbm-hwasongpho-17-launched
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  Figure II  

  Hwasong-17 intercontinental ballistic missile launch on 16 March 2023 
 

 

 

Source: Korean Central News Agency (17 March 2023). 
 

 

 

Source: Ministry of Defence, Japan (16 March 2023), annotated by the Panel. 
 

 

17. The Democratic Peopleôs Republic of Korea held a military review ceremony 

on 8 February at Kim Il Sung Square in Pyongyang to celebrate the seventy-fifth 

anniversary of the foundation of the Korean Peopleôs Army. Kim Jong Un attended. 

Member States and the Panel consider that the main weapon systems shown during 

this occasion were a new type of ICBM, possibly solid-fuelled, five units of which 

were carried in canisters on nine-axle WS 51200 TELs,19  11 or 12 Hwasong-17 

ICBMs (a record number), KN-2320 and KN-25 SRBMs as well as a ñnew tactical 

guided weaponò. The exceptional number of TELs shown during this parade, 17, 

raises the possibility that the Democratic Peopleôs Republic of Korea has indigenized 

the production of those heavy-duty support vehicles (see annex 13). 

 

  Tactical ballistic missiles  
 

18. The ICBM launches described above should not overshadow the frequent firing 

of solid-propellant SRBMs: at least 19 such launches on eight occasions (see annex 

10). Those launches seemingly occurred in operational settings, apparently to 

demonstrate the readiness of the countryôs armed forces, as were drills between 

25 September and 9 October 2022.21 The SRBM launches in 2023 included a silo-

based launch of a KN-23 missile from the Sohae area on 19 March (see annex 22), in 

the context of a ñnuclear counterattack simulation drillò, as reported by the Korean 

Central News Agency. This launch was confirmed by the Joint Chiefs of Staff of the 

Republic of Korea and the Ministry of Defence of Japan (see annex 10). The Korean 

__________________ 

 19 First seen in the Democratic Peopleôs Republic of Korea during a parade in April 2012. 

 20 This seems to have two variants. See https://opennuclear.org/sites/default/files/2023-01/Report-

NORTH-KOREAN-SHORT-RANGE-SYSTEMS%20%281%29.pdf.  

 21 S/2023/171, para. 28. 

https://opennuclear.org/sites/default/files/2023-01/Report-NORTH-KOREAN-SHORT-RANGE-SYSTEMS%20%281%29.pdf
https://opennuclear.org/sites/default/files/2023-01/Report-NORTH-KOREAN-SHORT-RANGE-SYSTEMS%20%281%29.pdf
https://undocs.org/en/S/2023/171
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Central News Agency reported that a mock warhead was detonated 800 m above 

water, which, if confirmed, would show intent and ability to maximize the impact of 

a nuclear warhead detonation above land, while minimizing radioactive dust. 

 

  Figure III  

  Simultaneous firing of short-range ballistic missiles on 9 March 2023 from 

Lake Taesong 
 

 

 

Source: Korean Central Television (9 March 2023). 
 

 

  Figure IV 

  Silo-based launch of a KN-23 short-range ballistic missile on 9 March 2023 

from the Sohae area 
 

 

 

Source: Korean Central Television (20 March 2023). 
 

 

19. Democratic Peopleôs Republic of Korea official media reported extensively 

about the readiness of the armed forces. A Member State assesses that, by 

emphasizing its training and willingness to use missiles in order to enhance the 

credibility of its deterrence, the Democratic Peopleôs Republic of Korea is effectively 

seeking to operationalize its missile capability. 

20. Kim Jong Un has lent greater significance to these SRBM launches by calling 

for the consolidation of a tactical nuclear capacity. On 1 January, he celebrated the 

deployment of the newly produced ñsuper-large multiple launch rocket systemò as a 

tactical nuclear weapon by claiming that it had ñSouth Korea as a whole within the 
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range of strike and is capable of carrying [a] tactical nuclear warheadò.22  His 

determination to achieve nuclear deterrence based on tactical as well as strategic 

components was thereby reaffirmed, in line with the strategic objectives that he 

outlined in a speech to the Eighth Congress of the Workersô Party of Korea in January 

2021 (see annex 16). Moreover, the military parades on 8 February and 27 July gave 

notable prominence to SRBMs, including KN-23s, KN-25s and a ñnew tactical 

weaponò, before ICBMs were displayed. 

 

  Military satellite launch 
 

21. On 31 May, the National Aerospace Development Administration (KPe.029) 

attempted to put into orbit a military satellite, following notification by the 

Democratic Peopleôs Republic of Korea to the International Maritime Organization 

(IMO)23,24 of three ñfalling areasò that would be active from 30 May to 10 June. The 

Joint Chiefs of Staff of the Republic of Korea reported that the launch occurred at 

6.29 a.m. Korea Standard Time from Tongchang-ri, the location of the recently 

upgraded launch pad in the Democratic Peopleôs Republic of Korea (see annex 19), 

and that part of the rocket fell 270 km off the west coast of the Republic of Korea. 

However, the Chollima-1 space launch vehicle, which is partly based on the liquid-

fuelled ICBM programme, failed to put its payload, the Malligyong-1 satellite, into 

orbit. Images released by the Korean Central News Agency show an initial bright and 

clear exhaust plume resulting from first-stage liquid-fuel burn. The Democratic 

Peopleôs Republic of Korea attributed subsequent loss of thrust ñto the abnormal 

starting of the second-stage engine after the separation of the first stage during the 

normal flightò (see annex 20). The Republic of Korea has since released photographs 

of sections of the rocket body and the Malligyong-1 satellite that it retrieved from the 

sea (see annex 21). The Panelôs investigations continue. 

 

  Key features 
 

22. Member States reported or corroborated most of the information on the 

trajectories of the ballistic missile launches. The launches contribute towards 

fulfilling two of the goals of the five-year road map of the Democratic Peopleôs 

Republic of Korea of January 2021: the acquisition of a ñground based solid 

propellant ICBMò and ñtactical nuclear weaponsò capabilities. The Democratic 

Peopleôs Republic of Korea confirmed its ambitions and broadcast its claimed 

accomplishments with the military parade on 8 February, and also on 27 July to 

celebrate the seventieth anniversary of the Korean War armistice (see annex 14).  

23. A successful launch of a functional military reconnaissance satellite would 

provide the Democratic Peopleôs Republic of Korea with added targeting means, a 

further objective of the road map of January 2021. This particular launch, however, 

could also have been as much about internal messaging and prestige as an instrument 

of command and control.25  The country can be expected to continue investing 

significant resources in the development of this capability: the National Aerospace 

__________________ 

 22 Speech at the ceremony for donating a 600 mm super-large multiple-launch rocket system on 

1 January 2023. See https://kcnawatch.org/newstream/1672543895-380674944/respected-

comrade-kim-jong-un-makes-reply-speech-at-ceremony-of-donating-600mm-super-large-

multiple-launch-rocket-system.  

 23 IMO called upon the Democratic Peopleôs Republic of Korea to cease unlawful and unannounced 

ballistic missile launches across international shipping lanes, in a resolution adopted on 31 May. 

 24 The International Civil Aviation Organization (ICAO) was not notified. See subsequent actions 

taken by IMO and ICAO (see annex 17). 

 25 The preliminary assessment by the Joint Chiefs of Staff of the Republic of Korea is that the 

Malligyong-1 satellite has no military use as a reconnaissance satellite. 

https://kcnawatch.org/newstream/1672543895-380674944/respected-comrade-kim-jong-un-makes-reply-speech-at-ceremony-of-donating-600mm-super-large-multiple-launch-rocket-system
https://kcnawatch.org/newstream/1672543895-380674944/respected-comrade-kim-jong-un-makes-reply-speech-at-ceremony-of-donating-600mm-super-large-multiple-launch-rocket-system
https://kcnawatch.org/newstream/1672543895-380674944/respected-comrade-kim-jong-un-makes-reply-speech-at-ceremony-of-donating-600mm-super-large-multiple-launch-rocket-system
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Development Administration has announced that it was considering a second satellite 

launch ñas soon as possibleò.26  

24. The Democratic Peopleôs Republic of Korea is increasingly focusing its efforts 

on solid-propellant engines, used predominantly over the first half of 2023. The 

Hwasong-18 test is a preliminary indication of the state of these developments in the 

intercontinental realm, and this drive for solid-propellant propulsion could in time 

enhance the readiness of the countryôs arsenal. The development of a variety of 

missile types and of launch platforms (e.g. the firing of two submarine-launched 

cruise missiles on 12 March, the KN-23 silo-based test on 19 March, the enhanced 

TEL capability and the launch from a reservoir on 25 September 2022) and the 

increase in the sheer number of missiles27  could increase the capacity and 

survivability of the countryôs arsenal. At the beginning of the year, Kim Jung Un 

called for an ñexponential increase of the countryôs nuclear arsenalò (see annex 18). 

The Korean Central News Agency later stated that a tactical drill conducted on 18 and 

19 March was meant to ñsubstantially bolster the countryôs war deterrence and nuclear 

counterattack capabilityò.28 These developments and statements point to a strategy of 

deterrence akin to second-strike capability, potentially mitigating the delays in 

developing a putative stealth ballistic missile submarine. 

 

  Intangible transfer of technology and activities of Democratic Peopleôs 

Republic of Korea universities 
 

25. The Panel continued to investigate the intangible transfer of technology 

involving the Democratic Peopleôs Republic of Korea (see Security Council 

resolution 2321 (2016), para. 11). 

26. In the case of a Democratic Peopleôs Republic of Korea researcher employed by 

a research institute in Sweden since 2020,29 the institute informed the Panel that the 

researcherôs employment had been terminated in mid-March 2023, in accordance with 

a decision by Swedish immigration authorities in late February 2023 to reject the 

researcherôs application for a residence and work permit and deport him (see annex 

23). The Panel requested further information from Sweden.  

27. The Panel investigated a media report30 that the Democratic Peopleôs Republic 

of Korea scholar Im Song-jin of Kim Il Sung University had published academic 

papers with Chinese scholars. The Panel found that Mr. Im had published joint papers 

since 2019 with Chinese scholars affiliated with a Beijing-based research institute, 

and that he was also affiliated with another university in China in 2019 (see annex 

24). The Panel has previously noted that Mr. Imôs research field could be categorized 

as dual-use in nature.31  The Panel asked China to provide information regarding 

academic exchanges between Chinese institutes and Democratic Peopleôs Republic of 

Korea universities, and about Mr. Imôs current position at the Chinese university. 

China replied that ñmedia [report] are grossly inaccurate é the two papers mentioned 

by the media [report] are based on normal cooperation of fundamental scientiýc 

studies, which has no dual use nature and has nothing to do with nuclear 

proliferation é the involvement of Im Song-Jin in the two papers was limited to 

communication on theoretical issues, Chinese scholars did not provide any data to 

__________________ 

 26 See https://kcnawatch.org/newstream/1685600207-36284567/kcna-report.  

 27 One Member State assesses that the display of 12 Hwasong-17 ICBMs on 8 February 2023 was 

meant to advertise a new mass production capability. 

 28 See https://kcnawatch.org/newstream/1679299314-83338627/nuclear-counterattack-simulation-

drill-conducted-in-dprk.  

 29 S/2023/171, para. 17 and annex 11. 

 30 See www.dw.com/en/despite-un-sanctions-german-research-institute-worked-with-north-korean-

scientists/a-63890089.  

 31 S/2023/171, paras. 19 and 20 and annexes 13ï15. 

https://undocs.org/en/S/RES/2321(2016)
https://kcnawatch.org/newstream/1685600207-36284567/kcna-report
https://kcnawatch.org/newstream/1679299314-83338627/nuclear-counterattack-simulation-drill-conducted-in-dprk
https://kcnawatch.org/newstream/1679299314-83338627/nuclear-counterattack-simulation-drill-conducted-in-dprk
https://undocs.org/en/S/2023/171
http://www.dw.com/en/despite-un-sanctions-german-research-institute-worked-with-north-korean-scientists/a-63890089
http://www.dw.com/en/despite-un-sanctions-german-research-institute-worked-with-north-korean-scientists/a-63890089
https://undocs.org/en/S/2023/171
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Im. Chinese scholars listed Im as an author just out of respect. This communication 

does not constitute scientific and technological exchanges of cooperation, therefore 

is not a violation of the related provisions of the Resolutions é Im did not return to 

the University after the end of his visit in September in 2015, nor did he have any 

status with this University é Imôs visit to this University occurred before the 

adoption of the Resolution 2321 in 2016ò (see annex 25). 

 

 

 III. Sectoral and maritime sanctions32,33 
 

 

  Maritime trade 
 

  Refined petroleum cap 
 

28. Member States are required to report to the Committee any deliveries of refined 

oil products to the Democratic Peopleôs Republic of Korea.34 As at 10 July 2023, the 

Committeeôs website reflected a total of 157,862.701 barrels (31.57 per cent) 

delivered out of the permitted annual cap of 500,000 barrels of refined petroleum 

products (see figure V). 

 

  Figure V 

  Declared deliveries to the Democratic Peopleôs Republic of Korea of refined oil 

products, JanuaryïApril 2023  

(Number of barrels) 
 

 

 

Source: www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-refined-

petroleum and the Panel. 
 

 

__________________ 

 32 Information contained in this section is relevant as of June 2023 or whichever date the 

information was accessed on databases or provided to the Panel. It may not capture updates to 

the IMO Global Integrated Shipping Information System that contain retroactive information 

backdated to before June that have been subsequently entered. 

 33 Times are recorded in Eastern Standard Time (EST), Universal Time Coordinated (UTC) or local 

time, depending on the originating data source. 

 34 Security Council resolution 2397 (2017), para. 5. 

http://www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-refined-petroleum
http://www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-refined-petroleum
https://undocs.org/en/S/RES/2397(2017)
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29. A Member State has provided satellite imagery and data of 25 Democratic 

Peopleôs Republic of Korea-flagged tankers making 46 deliveries of refined oil products 

to Nampo and other oil facilities from 1 January to 1 May 2023 (see annex 26). Of the 

25 Democratic Peopleôs Republic of Korea-flagged tankers, 9 are designated by the 

Security Council and would thus have been prohibited from entering foreign ports to 

load refined oil products (see resolution 2321 (2016), para. 12 (c)). The Panel further 

notes that ship-to-ship transfers with Democratic Peopleôs Republic of Korea-flagged 

vessels are prohibited under paragraph 11 of resolution 2375 (2017). 

30. According to the Member State, the Democratic Peopleôs Republic of Korea 

ñhas likely imported approximately 781,497 [barrels] of refined petroleum through 

46 deliveries. Assessing discharged amounts at the 90% [deadweight tonnage], [the 

Democratic Peopleôs Republic of Korea] likely breached the 500,000 [barrel] cap 

around the 2nd of April. Even at the 60% [deadweight tonnage], [the Democratic 

Peopleôs Republic of Korea] exceeded the 500,000 [barrel] cap by May 1ò (see annex 

26). Another Member State estimated that approximately 80,000 tons (638,400 

barrels) of refined petroleum was illicitly imported by the Democratic Peopleôs 

Republic of Korea in the first quarter of 2023 (see annex 27).35,36 

 

  Affected waters 
 

31. The Panel continued to track ships that conducted illicit trade in areas consistent 

with the sea areas provided by a Member State in figure VI (see annex 28).  

 

__________________ 

 35 The Committeeôs conversion rate is 7.98 barrels of refined petroleum product per ton. 

 36 Two experts are of the view that these two Member Statesô data are estimated, and the Panel is 

currently unable to distinguish between licit deliveries of refined petroleum products reported to 

the Committee and illicit deliveries. 

https://undocs.org/en/S/RES/2321(2016)
https://undocs.org/en/S/RES/2375(2017)
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  Figure VI 

  Democratic Peopleôs Republic of Korea illicit ship-to-ship transfer areas in 

2022 and during first half of 2023  
 

 

2022 overall First half of 2023 

 

Source: Member State. 
 

 

  Sanctions evasion methods 
 

  Shifting trading locations in territorial waters 
 

32. The Democratic Peopleôs Republic of Korea continued to use territorial waters 

to conduct illicit transfers, including in newly observed areas. Within the countryôs 

waters, the Panel observed ship-to-ship activity surrounding Chôo-do Island37 as well 

as in waters further north, around Sokdo-ri Island (see annex 29). Outside of 

Democratic Peopleôs Republic of Korea waters, the countryôs ships continued to 

export its coal in Chinese waters, and a new trading area was identified by a Member 

State near Taishan Island (see paras. 74ï76).  

 

  Avoiding detection 
 

33. The Panel continued to observe pervasive use of measures to circumvent 

sanctions: conducting illicit transfers under darkness (usually dawn and dusk); shorter 

periods of ship-to-ship transfers; falsified identifiers; and dropped automatic 

identification system (AIS) signals during transfers. Other measures reported by 

Member States to avoid detection included: use of code words; blocking AIS signals; 

__________________ 

 37 The Panel reported this as a new area of activity in 2022. See S/2022/668, paras. 35 and 36 and 

annex 26. 

https://undocs.org/en/S/2022/668
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and sending ñdisguisedò signals.38 These measures are not mutually exclusive and 

suspect vessels typically exhibit a combination of them.  

 

  Location tampering 
 

34. Democratic Peopleôs Republic of Korea sanctions evaders are using a new form 

of location tampering, or geo-spoofing.39 This is designed to obfuscate activities by 

giving the impression that vessels are located elsewhere (see annex 30). For example, 

on 4 April, a maritime database recorded the former direct delivery vessel (FDDV)40 

New Konk (IMO: 9036387) transmitting on its known fraudulent identifier, F.Lonline 

(Maritime Mobile Service Identity (MMSI): 312162000), allegedly transiting the 

Taiwan Strait and entering the South China Sea. Satellite imagery confirmed that the 

vessel was in fact in Sansha Bay, China, when the manipulations began.  

35. While its ship tracks were being geo-spoofed, New Konk, transmitting under 

another known fraudulent name, Lifan (see figure VII), began sailing northwards 

before dropping AIS transmissions by mid-April (see figure VIII).  

 

  Figure VII 

  New Konk transmitting as Lifan in September and December 2021 
 

 

September 2021 December 2021 
 

 

Source: Windward, annotated by the Panel; inset satellite imagery, Member State. 
 

 

__________________ 

 38 These methods have similarly been observed in the past, as reported by another Member State for 

the case of Gold Star (IMO: 9146247). See S/2021/777, paras. 62ï67 and annex 35. 

 39 Also described as Global Navigation Satellite Systems manipulation, geo-spoofing takes place 

when a vessel manipulates its global navigation satellite system to appear elsewhere. 

Geo-spoofing has been previously identified in Latin American and Middle Eastern waters but is 

identified for the first time in the Democratic Peopleôs Republic of Korea evasion context. See 

also www.nytimes.com/2022/09/03/world/americas/ships-gps-international-law.html.  

 40 This term is used to describe non-Democratic Peopleôs Republic of Korea tankers that delivered 

refined petroleum at the countryôs ports before the coronavirus disease (COVID-19) pandemic. 

https://undocs.org/en/S/2021/777
http://www.nytimes.com/2022/09/03/world/americas/ships-gps-international-law.html
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  Figure VIII 

  Suspect vessels on fraudulent identifiers in February 2023, Sansha Bay, and 

geo-spoofing their voyages in April 2023 
 

 

 

Source: Windward; inset imagery, Planet Labs with Windward AIS tracks overlay, annotated by 

the Panel. 
 

 

36. On 21 April, a ship of similar length to New Konk was located in waters where 

FDDVs are known to meet Democratic Peopleôs Republic of Korea tankers to offload 

their illicit oil cargo.41 

37. Around the time that New Konk began geo-spoofing, another FDDV, Unica 

(IMO: 8514306), also began geo-spoofing on its known fraudulent identifier, Liton 

(MMSI: 457106000). The Togo-flagged Shundlli (IMO: 8355724), also investigated 

by the Panel (see paras. 71ï73), likewise transmitted in the vicinity.42  The 

synchronous movements of several suspect vessels at the same location were likely 

an attempt to confuse ship tracking (see figure IX).  

 

__________________ 

 41 S/2023/171, para. 37 and annex 31. 

 42 As Unica and New Konk simultaneously geo-spoofed their locations, Shundlli began sailing north 

with large AIS gaps, until reaching Korea Bay. 

https://undocs.org/en/S/2023/171
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  Figure IX 

  Simultaneous geo-spoofing by New Konk and Unica, 4 April 2023 
 

 

 

Source: Windward, annotated by the Panel. 
 

 

  Illicit trans-shipment of refined petroleum 
 

  Continued illicit shipments of oil using former direct delivery vessels  
 

38. New Konk, Unica and Diamond 8 (IMO: 9132612) have continued to deliver 

refined petroleum in the exclusive economic zone of the Democratic Peopleôs 

Republic of Korea (see annex 31). They do so under known fraudulent names 

previously identified by the Panel,43  along with new ones. An updated list of 

fraudulent MMSIs used by these vessels in 2023 is provided in table 1. These ships 

are assessed by the Panel to have likely come under Democratic Peopleôs Republic of 

Korea control. 

39. For example, in May, New Konk is suspected to have assumed the fraudulent 

identity of Lian and transmitted an MMSI number (667001395) that previously 

belonged to Joffa, reported by the Panel as scrapped in April 2022.44 The name Lian 

is almost the same as Lifan, the fraudulent name that New Konk used when it 

conducted ship-to-ship transfers with Joffa in December 2021 (see figure X). Lianôs 

voyage routes in May and June, as tracked on a maritime platform, are reminiscent of 

the route that New Konk has taken in the past, indicating ongoing illicit oil deliveries 

for the Democratic Peopleôs Republic of Korea (see figure XI).  

40. Since December 2022, Shundlli has also delivered refined petroleum in a similar 

manner to New Konk and Unica (see para. 72). 

 

__________________ 

 43 S/2023/171, table 2. 

 44 S/2022/668, paras. 41ï46 and annexes 28, 30, 32.6 and 34. 

https://undocs.org/en/S/2023/171
https://undocs.org/en/S/2022/668


 
S/2023/656 

 

21/430 23-15418 

 

  Figure X 

  New Konk in 2023 using the Maritime Mobile Service Identity number of the 

now scrapped Joffa. Both tankers conducted ship-to-ship transfers on 29 and 

30 December 2021 
 

 

 

Source: The Panel.  

Note: In addition to Joffa, Sky Venus, Hong Hu and Xiang Shun have since been scrapped. 
 

 

  Figure XI 

  Comparison of voyage routes between New Konk (ñLifanò) in January 2022 and 

New Konk (ñLianò) in May and June 2023 
 

 

 

Source: Windward, annotated by the Panel. 
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  Table 1 

  Table of fraudulent identifiers transmitted, JanuaryïMay 202345  
 

 

 

Source: The Panel. 

Note: See also annex 32. 
 

 

41. Since 2020, the Panel has reported that FDDVs often shelter in Sansha Bay 

waters in between illicit runs (see annex 33).46 While there, these vessels either rarely 

transmit AIS signals or transmit fraudulent signals (see figure XII). One example 

discussed in detail below is a tanker flagged by the Democratic Peopleôs Republic of 

Korea as Nam Dae Bong in August 2021 (previously Diamond 8: the IMO website 

was only updated in this respect in 2023).47 For this reason, when previously reported 

by the Panel, the tanker already belonged to the Democratic Peopleôs Republic of 

Korea fleet when it was in Sansha Bay and when it conducted its illicit fuel runs. The 

Panel sought the Chinese authoritiesô assistance to obtain information on FDDVs and 

related individuals facilitating illicit oil transfers in order to enable disruption of 

future oil procurement by these vessels. China replied that its relevant authorities are 

still investigating ñand preliminary findings show that NEW KONK, UNICA, 

DIAMOND 8/NAM DAE BONG, and SHUNDLLI have no records of port entry and 

exit in China since 2020ò (see annex 25). 

 

__________________ 

 45 While FDDVs continued to transmit known fraudulent names, some of their MMSIs were 

manipulated. 

 46 The Panel has encouraged relevant authorities in whose territorial waters these ships may have 

anchored or traded to conduct investigations and inform the Panel. See S/2023/171, paras. 39 and 

40. 

 47 IMO updates its ship flag information as provided by the flag State. 

https://undocs.org/en/S/2023/171


 
S/2023/656 

 

23/430 23-15418 

 

  Figure XII 

  Former direct delivery vessels in Sansha Bay, 6 January 2023 
 

 

 

Source: Member State. 
 

 

  Sanctions evasion activities 
 

42. The Democratic Peopleôs Republic of Korea continues to circumvent sanctions 

as follows:48  

 (a) Oil trans-shipped in multiple stages, in many cases originating in the 

Taiwan Strait; 

 (b) AIS dark activity (unaccounted vessel activity during periods of no AIS 

transmission that could allow for a port call or ship-to-ship activity) of intermediary 

vessels;49  

 (c) FDDVs transmitting fraudulent identifiers when travelling to Democratic 

Peopleôs Republic of Korea waters to meet with Democratic Peopleôs Republic of 

Korea tankers; 

 (d) Exploiting registered corporate ownership of vessels characterized by: 

limited or no online footprint; corporate registry information that lists as contacts 

only corporate secretaries; registered emails that appear to be throw-away 

(uncontactable); use of ñcare ofò addresses; and unknown beneficial ownership. 

43. The following two examples illustrate cases that the Panel investigated in 2023. 

 

  Case 1: Supplier ship ï Ever Glory ï Nam Dae Bong (ñDiamond 8/Shunliò) ï 

Democratic Peopleôs Republic of Korea 
 

  Oil transfers (see figure XIII): 
 

44. Diamond 8,50  while transmitting fraudulently as Shunli (MMSI: 457111000), 

departed Sansha Bay waters on or around 17 February, sailed south along the Taiwan 

__________________ 

 48 S/2022/132 and S/2022/668. 

 49 The Panel uses the term ñintermediary vesselsò to refer to tankers along the multi-stage ship-to-

ship oil transfer chain that transfer their oil cargo to FDDVs, non-IMO numbered ships or 

disguised Democratic Peopleôs Republic of Korea tankers. 

 50 Diamond 8 has been the subject of Panel investigations over several reports and was 

recommended for designation for the illicit delivery of refined petroleum to the Democratic 

Peopleôs Republic of Korea in 2019 and 2020. 

https://undocs.org/en/S/2022/132
https://undocs.org/en/S/2022/668
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Strait and met the Sierra Leone-flagged Ever Glory (IMO: 9102813). The Panel 

previously reported that the actual vessel Shunli (IMO: 8514435) was in fact scrapped 

in 2021.51 

45. After their rendezvous, Diamond 8/Shunli returned to Sansha Bay and then 

sailed north, reaching Democratic Peopleôs Republic of Korea waters on or around 

13 March. Prior to meeting Diamond 8/Shunli, Ever Glory met with the supplier ship 

(ñSupplier Ship Xò) on or around 21 January. Supplier Ship X had loaded oil at 

Mailiao port two days earlier. After receiving oil from the supplier ship, Ever Glory 

returned to the Kaohsiung port area, where it remained until 17 February when it 

sailed southwards to berth alongside Diamond 8/Shunli later the same day. 

46. The British Virgin Islands-incorporated Success Regent Development Limited 

(hereafter ñSuccess Regentò), a Kaohsiung-based trading company, responded to the 

Panelôs enquiries that Supplier Ship X transferred 4,100 tons of oil (valued at 

approximately $4 million) to Ever Glory on 21 January. Separately, the Anguilla-

incorporated Full Victory Enterprise Co., Ltd (hereafter ñFull Victoryò), a Tainan-

based entity, purchased the oil cargo for Ever Glory from Success Regent. Success 

Regent also confirmed that its company, the registered owning company of Supplier 

Ship X, the shipôs technical manager Mega Glory Holdings and the purchasing entity 

for Success Regent of the oil cargo from Mailiao port are all under common 

ownership.  

 

__________________ 

 51 S/2022/668, para. 42. 

https://undocs.org/en/S/2022/668
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  Figure XIII 

  Nam Dae Bong/Shunli berthed alongside Ever Glory before arriving in the Democratic 

Peopleôs Republic of Korea, FebruaryïMarch 2023 
 

 

 

Source: Windward (dotted lines as projected route); satellite imagery, Planet Labs with Windward AIS overlay; 

annotated by the Panel. 
 

 

47. Success Regent recorded that it had conducted due diligence on the receiver 

ship, Ever Glory, in January.52  The company stated that ñwe do not have direct 

businessò with the registered owner of Ever Glory, apart from the fact that Full 

Victory had nominated Ever Glory as the receiver ship for the oil cargo transfer. The 

Panel notes that Full Victory was also the buyer listed for the oil cargo requested from 

__________________ 

 52 The Panel notes that Success Regent stated elsewhere that its compliance team began due 

diligence on the purchaser of oil cargo for Ever Glory, Full Victory, on 3 May 2023. The Panel 

sought further clarification from Success Regent. 
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Supplier Ship X to the Mongolia-flagged tanker Midas (IMO: 9105279) (see case 2 

and figure XVI).  

 

  Associated entities and individuals 
 

48. Drawing on previous investigations, shipping records obtained from various 

counterparties and primary source information including corporate registry 

documentation,53  the Panel established various company associations linked to 

Individual A (see figure XVIII). Individual A replied, inter alia, that he, his companies 

and associates acted as document of compliance holders and were not involved in 

commercial trading activity. The Panel is assessing the information (see annex 34). 

Investigations continue. 

49. Kindom Honor Ltd (hereafter ñKindom Honorò), the registered owner of Ever 

Glory, stated to the Panel that Ever Glory loaded 4,000 tons of diesel cargo in the 

ñnorthern waters of the Philippinesò from 4 to 8 January for delivery to its customer, 

ñMr Quiò Guo Rong of Fujian, on 17 and 18 February, off Tainan port. Following 

further enquiries, Kindom Honor recanted that earlier statement, explaining that it 

had aborted the purchase from the Filipino fuel dealer given ñpoor fuel qualityò. 

Instead, it confirmed a fuel purchase from Success Regent ñbecause the owner of Full 

Victory é had [a] very good relationship with [Success Regent]ò, thereby getting 

better pricing.  

50. In response to the Panelôs request for information on the receiving vessel that 

subsequently loaded oil cargo from Ever Glory on 17 and 18 February, Kindom Honor 

explained that ñbecause the two vessels berthed alongside at night and the line of 

sight was not good, the captain of Ever Glory did not follow the operation standards 

of Kindom Honor to record vessel identification informationò. It claimed that as there 

was ñno Korean-speaking person on board the two sides é neither é suspected that 

the cargo receiving vessel assigned by Mr Qui é had any connection with [the 

Democratic Peopleôs Republic of Korea]ò, adding that ñKindom Honor has never used 

Ever Glory to engage in any illicit maritime activityò. Responding to the Panelôs 

enquiry as to which ship Kindom Honor believed it was transferring the oil cargo to, 

the company admitted that some receiver ships would ñconceal the vessel nameò.  

51. Kindom Honor further claimed that it had full control of Ever Glory, that the 

ship never met with Nam Dae Bong/Diamond 8, nor ñhas Ever Glory ever berthed 

alongside a vessel named Shunliò. However, a video clip posted on social media 

showed a reported ship-to-ship transfer between Ever Glory and Shunli, contradicting 

the statement by Kindom Honor (see figure XIV). The Panelôs review of the video 

segments, AIS analysis and separately obtained counterparty information such as 

Ever Glory crewôs nationality, which corresponded with the language of the social 

media post, is consistent with the Panelôs assessment that the two ships did in fact 

berth alongside each other in mid-February. 

 

__________________ 

 53 Information held by the Panel. 
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  Figure XIV 

  Shunli and Ever Glory alongside each other, 19 February 2023  
 

 

 

Source: Still capture of a social media video, annotated by the Panel. 
 

 

52. Success Regent stated that on 3 May its compliance team began its due diligence 

process and asked Full Victory ñto provide their contracts with their customers and 

relevant shipping documentsò (see annex 35), but only received a response on 5 July. 

The Panel has requested these documents from Success Regent. 

53. The Panel also wrote to other relevant parties. It received assistance from the 

Marshall Islands and Seychelles. Sierra Leone has yet to respond. LW Maritime 

Service Co., Ltd also has yet to respond. 

 

  Case 2: Supplier ship ï Midas ï Shundlli ï Democratic Peopleôs Republic of Korea  
 

  Oil transfers (see figure XV) 
 

54. Another illicit oil cargo destined for the Democratic Peopleôs Republic of Korea 

was trans-shipped in a similar manner the following month. On or around 9 March, 

Midas (IMO: 9105279) conducted a ship-to-ship transfer with Shundlli in the Taiwan 

Strait. Shundlli (see paras. 34ï37) was the subject of a media investigation in 

December 2022 in which it was reported to have delivered refined petroleum to the 

Democratic Peopleôs Republic of Korea,54 making it a repeat offender. As with Ever 

Glory, the intermediary vessel, Midas, was located at Kaohsiung port area prior to 

receiving the oil transfer from the same ship, Supplier Ship X.55  Prior to meeting 

Midas, this supplier ship was likewise located at Mailiao port. The intermediary 

vessel Shundlli also departed Sansha Bay waters to meet Midas in the Taiwan Strait, 

then proceeded to sail north through the East China Sea. While reporting a destination 

of Dalian, Shundlli instead made an easterly turn in the direction of Democratic 

__________________ 

 54 Republic of Korea authorities confirmed to the Panel an ongoing investigation of an individual 

who brokered the oil transfer to the mothership, Mercury (IMO: 9262170). See also 

www.ft.com/content/41e47ba2-3e3b-414b-905b-df4336f22bed.  

 55 February to early March 2023. 

http://www.ft.com/content/41e47ba2-3e3b-414b-905b-df4336f22bed
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Peopleôs Republic of Korea waters before dropping AIS transmission on or around 

21 March.  

 

  Figure XV 

  Shundlli meeting Midas before sailing towards Democratic Peopleôs Republic of 

Korea waters, March 2023 
 

 

 

Source: Windward and S&P Global Sea-web. 
 

 

  Associated entities and individuals 
 

55. The registered owner of Midas is the Samoa-incorporated Laurel International 

Co Ltd (hereafter ñLaurel Internationalò), with an operating presence in Tainan. The 

shipôs operator and technical manager is the Kaohsiung-based Navigator Ship 

Management Ltd (hereafter ñNavigator Shipò). Navigator Ship shares the same 

contact details with Green Ship Management Ltd (hereafter ñGreen Shipò), the ñcare 

ofò company of Ever Gloryôs owner. Green Ship was also copied by the legal firm 

representing Laurel International in correspondence with the Panel on Midas. 

56. Laurel International stated that the oil cargo purchased from Success Regent 

was to be transferred from Supplier Ship X to Midas. The oil would then be 

transferred from Midas to a receiving vessel on behalf of Qiu Guo Shu, a broker from 

Fujian Province with whom Laurel International had long conducted business. 

Requested to furnish information on the receiving vessel from Midas, Laurel 

International claimed that the said transfer was ñan exceptional deliveryò during 

which ñ1,000 tonnes of diesel oilò was trans-shipped to ñShundlliò instead of its usual 

business practice of delivering oil cargo direct to customersô ships. Regarding due 

diligence, Laurel International said that it had entrusted Navigator Ship, which 

reportedly did not otherwise participate in the business operation of Midas, to verify 

that the information provided by Mr. Qiu of Shundlliôs registered owning company 

was consistent with information found on the Hong Kong corporate registry, and that 
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ñShundlli was not a [Democratic Peopleôs Republic of Korea] vesselò. Regarding 

communication records for the oil transfer, the Panel was told that Mr. Qiu did not 

know how to use a smartphone. 

57. Laurel International also stated: ñThe diesel cargo purchased é from Success 

Regent in March 2023 é [was] fully sold to Chinese fishing vessels and offshore 

work ships through Mr. Qiuò (see figure XVI). The Panel notes that the oil cargo was 

successively trans-shipped and that, in contrast, information separately obtained by 

the Panel from a Member State indicated that 1,800 tons of oil cargo was presumed 

to have been transferred from Shundlli to the Democratic Peopleôs Republic of Korea 

tanker Kum Ryong 3 (IMO: 8610461) (see paras. 71ï73). The Panel notes that the 

barrels on-board Midas, as invoiced, closely approximate 1,800 tons of oil.  

 

  Figure XVI  

  Invoices showing entities associated with the oil cargo transfers 
 

 

Invoice for oil transfer to Ever Glory Invoice for oil transfer to Midas 

 

Source: The Panel. 
 

 

58. Success Regent, on behalf of Supplier Ship X, provided the Panel with the 

requested documentation and information. The Panel has sought clarification from 

the company as to why it had sent a letter to Full Victory dated 30 March 2023 

rejecting further commercial activities with Midas owing to doubts on documents 

submitted to Success Regent. Annex 36 provides further details of the oil cargo sale 

contracted by Supplier Ship X as first seller/supplier on a free alongside ship and/or 

free on board basis.  

59. Figure XVII illustrates the oil and money flow. 
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  Figure XVII  

  Oil cargo shipment and its money flow for shipments in case 2, March 2023  
 

 

 

Source: The Panel. 
 

 

  Modus operandi  
 

60. In comparing responses from Kindom Honor (Ever Glory) and Laurel 

International (Midas), the Panel noted similarities including: use of the same legal 

firm; common external party (Green Ship) copied in; similar cited due diligence 

methods; similar names and background of the brokers involved; claims of end buyers 

of the oil cargos as ñChinese fishing vesselsò but no documentation provided as 

evidence; inability to produce substantive communication records or ship identity on 

the oil transfers; the same buyer entity (Full Victory) for Ever Gloryôs and Midasôs 

purchases of oil cargo from Supplier Ship X; and similar payment methods employed. 

In describing the financial transactions by the brokers for the oil cargo received from 

Ever Glory and Midas, both companies explained that, owing to remittance issues 

faced ñby Chinese customersò paying in United States dollars, payment was provided 

in cash through underground banking services in order to transact in local currencies. 

Payment details were therefore not available. See annexes 37 and 38 for an edited 

compilation of relevant responses provided by Kindom Honor and Laurel 

International, and Panel comparisons.  

61. While Laurel International stated that it had purchased the oil cargo directly 

from Success Regent, financial information showed that Full Victory had remitted 

payment to Success Regent for the oil cargo transferred from Supplier Ship X to 

Midas prior to Midasôs ship-to-ship transfer with Shundlli. To the Panelôs further 

enquiries, Laurel International stated that it operated ñunder the supervision of its 

parent company Full Victoryò, the latter being ña primary capital contributor to Laurel 

Internationalò. The Panel continues to investigate Full Victoryôs purchase of oil 

cargos on-board both Ever Glory and Midas, trans-shipped to the Democratic Peopleôs 

Republic of Korea. Mongolia responded to the Panelôs enquiries. The Panel awaits a 

response from Samoa.  

62. A diagram of the entity associations linked to Midas and Ever Glory is shown 

in figure XVIII. 
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  Figure XVIII 

  Connections of entities56 and individuals observed while investigating Midas 

and Ever Glory  
 

 

 

Source: The Panel. 

Note: See also annex 34.57 
 

 

  Vessel sale and acquisition 
 

63. Between January and May, the Democratic Peopleôs Republic of Korea acquired 

14 vessels, in continued violation of the relevant Security Council resolutions that 

prohibit the direct or indirect supply, sale or transfer of vessels to the country. Table 

2 (see also annex 39) updates the list of Democratic Peopleôs Republic of Korea ships 

flagged since 2021 that were not previously featured in S/2023/171, table 33. The 

Panel continues to track other vessels that have likely come under the countryôs 

control but have yet to be officially flagged, and expects that more vessels will be 

added to the list. 

64. The Panelôs analysis of recent acquisitions by the Democratic Peopleôs Republic 

of Korea is as follows: 

 (a) Uptick of Chinese coastal ships flagged by the Democratic Peopleôs 

Republic of Korea: these now account for the majority of ships acquired so far in 

2023.58 Most of these ships did not have an IMO number, indicating that they were 

not registered to conduct international voyages. With limited or no IMO numbers, 

historical tracks or ownership history, these coastal ships show no commercially 

available evidence of their acquisition until their official flagging by the Democratic 

Peopleôs Republic of Korea;  

 (b) Acquisition of newer as well as larger vessels; 

 (c) Acquisition mainly of bulk carriers or cargo/container ships; 

 (d) Renaming by the Democratic Peopleôs Republic of Korea of a limited 

number of its recently acquired ships in 2023, including Ryon Phung (IMO: 9154189) 

(formerly Sin Phyong 11) and A Bong 1 (IMO: 8669589) (formerly Kum Ya Gang 1). 

__________________ 

 56 Based on corporate registry, IMO and ship registration records. 

 57 Entities corresponded with include the ñcare ofò companies. 

 58 80 per cent of the ships acquired by the Democratic Peopleôs Republic of Korea between January 

and May 2023 were previously sailing as Chinese coastal ships, compared with about 50 per cent 

in 2022. 

https://undocs.org/en/S/2023/171
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65. In the first five months of 2023, the Panel identified, based on maritime database 

tracking and IMO records, 10 formerly China-flagged ships or ships owned by 

Chinese entities that were transferred to the Democratic Peopleôs Republic of Korea 

fleet (see annex 40). The Panel used various vessel behavioural analyses and various 

signatures to identify these ships. In some cases, where no historical tracks or 

information existed, the vessels could be identified only when they commenced 

transmitting in Democratic Peopleôs Republic of Korea waters. 

66. China replied: ñSHUNCHAO 9, HUI YI, HONG JIE 1, RUN HONG 58, XIN 

HONG XIANG 77, WEN TONG FA ZHAN, and XIANGHUI 10 were de-registered 

[in] May of 2022, January of 2023, August of 2022, November of 2021, October of 

2022, February of 2023, November of 2018 respectively. These ships were not 

re-registered ever since. ZHI KUN 6 and HUA JIN SHENG 8 are still registered as 

Chinese ships. HONG TAI 215 have not applied for nationality registrationò (see 

annex 25). 

67. The Panel also tracked a number of China-flagged coastal vessels that travelled 

to the Democratic Peopleôs Republic of Korea.59 These vessels had previously sailed 

coastal routes and exhibited significant periods of AIS gaps before arriving in the 

Democratic Peopleôs Republic of Korea. Of the tracked vessels, Bao Ying Hai 18 

(MMSI: 412550950) and Xin Yang Hong (IMO: 8358192) now sail in the Democratic 

Peopleôs Republic of Korea fleet as Song Nim 9 (IMO: 8360248) and Nam Pho 5, 

respectively. As many of these Chinese coastal ships did not have publicly available 

ownership details, the Panel sought information from China, including their ship 

registration, beneficial owners, customs information, ship purchase and sale prior to 

their departure from Chinese waters. The Panel also asked the Chinese authorities to 

convey questions to the ship owners. Details are in annex 41. 

68. China replied that ñBAO YING HAI 18, XIN YANG HONG, QIMING 168, and 

FU LONG 98 were de-registered between late 2022 and early 2023, and é not 

re-registered ever sinceò, and therefore there was no information ñon their exact 

whereaboutsò. China also stated that ñrecords of port entry and exit of XIN HANG 

SHUN and LONG XIN 12 were not foundò and that it ñdoes not have detailed 

information about these shipsò (see annex 25). 

69. Given the complex nature of vessel sale, including intermediaries, brokers and 

the lack of purchaser verification, the Panel has noted the challenges in detecting the 

sale of ships to the Democratic Peopleôs Republic of Korea. To mitigate risk, the Panel 

reiterates its recommended best practices and due diligence steps during the sale of 

vessels, as contained in its most recent report.60 

 

__________________ 

 59 The vessels tracked by the Panel were restricted to the time frame between September 2022 and 

May 2023. 

 60  S/2023/171, para. 97 (i)ï(iii). 

https://undocs.org/en/S/2023/171
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  Table 2 

  Acquired vessels (1 Januaryï1 May 2023) and an updated list of previously 

unrecorded acquired vessels (2021ï2022), supplementing the Panelôs previous list of 

ships sailing under the Democratic Peopleôs Republic of Korea flag in S/2023/171 
 

 

 

 

https://undocs.org/en/S/2023/171
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Source: The Panel; ship information obtained from S&P Global and IMO records. 

Note: Most of the ship entries have been retroactively dated. 
 

 

70. The intermediary vessel, Hai Jun (IMO: 9054896)61  (see figure XIX), was 

acquired by the Democratic Peopleôs Republic of Korea in 2023 and now sails as A Sa 

Bong (see figure XX). 

__________________ 

 61  S/2022/132, paras. 53ï58 and annexes 36, 37 and 42, and S/2022/668, para. 40 and annex 27. 

https://undocs.org/en/S/2022/132
https://undocs.org/en/S/2022/668
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  Figure XIX 

  Hai Jun as the intermediary vessel between Sky Venus (IMO: 9168257) and 

Unica, September 2021 
 

 

 

Source: Windward, annotated by the Panel.  
 

 

  Figure XX 

  Hai Jun as A Sa Bong at Nampo, 2 May 2023 
 

 

 

Source: Member State and Maxar Technologies, annotated by the Panel. 
 

 

  Facilitators  
 

71. The Panel is investigating HongKong Great Star Development Ltd/▪ ῐ

ṝῶ ԇᴻ (hereafter ñHKGSDò), an entity behind several vessels of interest. 

HKGSD was the last registered owner and ship manager of the following vessels 

before they came under the Democratic Peopleôs Republic of Korea flag: 
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 (a) Sea Star 5, now known as Puk Chon 2 (IMO: 8864464), flagged under the 

Democratic Peopleôs Republic of Korea as of July 2022;  

 (b) Yuko Maru 8, now known as Hwang Gum Phyong 3 (IMO: 9088031), 

flagged under the Democratic Peopleôs Republic of Korea as of October 2022. 

72. Additionally, since January 2022, HKGSD has been the registered owner and 

ship manager of Shundlli, which trans-shipped oil destined for the Democratic 

Peopleôs Republic of Korea from Midas in March 2023 (see paras. 54ï56). Shundlliôs 

monthly voyage patterns indicated additional illicit transfers at least until June (see 

figure XXI). A Member State provided data on monthly illicit deliveries by Shundlli 

to Democratic Peopleôs Republic of Korea tankers between December 2022 and June 

2023 (see table 3 and annex 42).  

 

  Figure XXI 

  Sample voyages of Shundlli, owned by HongKong Great Star Development Ltd, 

May and June 2023 
 

 

 

Source: Windward, annotated by the Panel. 
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  Table 3 

  Oil cargo transferred by Shundlli to Democratic Peopleôs Republic of Korea 

tankers, December 2022ïJune 2023 
 

 

 

Source: Member State. 

Note: None of the Democratic Peopleôs Republic of Korea tankers was transmitting, and Shundlli 

was reported to have blocked its AIS signal around the presumed time of transfers. The date 

and time are given in local time. 
 

 

73. The Panel wrote to the former flag registries and to HKGSD. Panama replied that 

it had deregistered Sea Star 5 on 7 June 2022, allegedly for transfer to the Palau ship 

registry. The Democratic Peopleôs Republic of Korea, however, flagged Sea Star 5 the 

following month. Palau has yet to respond about Yuko Maru 8. Investigations continue. 

 

  Coal exports from the Democratic Peopleôs Republic of Korea 
 

74. The Panelôs reports since 2019 have described Democratic Peopleôs Republic of 

Korea vessels exporting banned coal cargos via ship-to-ship transfers in Chinese 

territorial waters, in violation of the relevant resolutions. Democratic Peopleôs 

Republic of Korea vessels previously reported as exporting coal were again tracked 

by the Panel to Lianyungang waters where Democratic Peopleôs Republic of Korea-

origin coal was previously exported.62 A Member State has assessed that Democratic 

Peopleôs Republic of Korea-origin coal is offloaded there (see example in figure 

XXII). Waters near Taishan Island are identified by the same Member State as a new 

area for the export of Democratic Peopleôs Republic of Korea-origin coal via ship-to-

ship transfer. This area lies south of Ningbo-Zhoushan waters63 where Democratic 

Peopleôs Republic of Korea-origin coal exports have previously gathered. 

75. While a limited number of Democratic Peopleôs Republic of Korea coal-

exporting vessels sporadically transmit AIS signals, typically after they have 

offloaded their illicit cargo,64 many continue to travel dark for most of their illicit 

journeys. Relevant maritime authorities in whose territorial waters these ships are 

located should, however, still be able to track their presence and activity in order to 

implement relevant Security Council resolutions. The Panel reiterates its call for port 

and customs authorities to heighten scrutiny of receiving vessels and their shipping 

__________________ 

 62  S/2020/151, paras. 67ï70, and S/2021/777, para. 85 and annex 43. 

 63  Maritime coal sections of the Panelôs reports since 2019. 

 64  S/2023/171, annex 48. 

https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2023/171
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documentation and to impound any vessel suspected of transporting prohibited items. 

See annex 43 for additional cases. 

 

  Figure XXII 

  Hung Bong 3 travelling dark to offload cargo, Lianyungang, December 2022ï

January 2023 
 

 

 

Source: Windward, annotated by the Panel. Imagery: (top) Maxar Technologies, (bottom) Member State. 

Note: Dashed lines denote the absence of AIS transmission. 
 

 

76. The Panel sought information from China about Democratic Peopleôs Republic 

of Korea vesselsô export of coal in Lianyungang waters and other Chinese territorial 

waters in 2023, including information on: cargo offloaded by Democratic Peopleôs 

Republic of Korea vessels through ship-to-ship transfer in those waters; receiving 

vesselsô identifiers; entities and individuals that own, operate and procure any of the 

cargo from the Democratic Peopleôs Republic of Korea vessels; and relevant shipping 

documentation and financial transactions. On Hung Bong 3, China stated that the ship 

ñdeclared one entry into Lianyungang Port from Nampo in January this year empty 

loaded é and left é empty loadedò. See annex 25 for information about the other 

ships requested by the Panel. 

 

  Vessel disguise 
 

  Democratic Peopleôs Republic of Korea-to-Democratic Peopleôs Republic of Korea 

ship deception 
 

77. In order to continue to sail and trade, Democratic Peopleôs Republic of Korea 

vessels and vessels acting on their behalf disguise themselves both digitally and 

physically, including using sophisticated forms of vessel identity laundering.65  A 

Member State provided the Panel with a photograph taken in October 2022 of the 

sanctioned Democratic Peopleôs Republic of Korea-flagged Puk Dae Bong66 

(formerly Hua Fu) with an IMO number painted on its hull that belonged to another 

Democratic Peopleôs Republic of Korea ship, Myong Sin (see figure XXIII). The 

Panelôs analysis shows that Myong Sin has a very different superstructure to Puk Dae 

__________________ 

 65  S/2022/132, paras. 43ï51 (New Konk as F.Lonline), and S/2021/777, paras. 29ï41 (Subblic as 

Hai Zhou 168, Billions No.18 as Apex). 

 66  The shipôs actual IMO number is 9020003. 

https://undocs.org/en/S/2022/132
https://undocs.org/en/S/2021/777
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Bong (see annex 44). While neither cargo ship was transmitting AIS signals on the 

date of the Member State photograph, both vessels occasionally transmit each otherôs 

AIS identifiers in between long periods of dark activity, presumably to mask Puk Dae 

Bongôs whereabouts.  

 

  Figure XXIII 

  Sanctioned Puk Dae Bong with a different IMO number on its hull, 27 October 2022 
 

 

 

Source: Member State. 
 

 

  Fishery issues 
 

  Possible Democratic Peopleôs Republic of Korea exports of seafood 
 

78. The Panel is investigating the alleged sale of Democratic Peopleôs Republic of 

Korea seafood67  involving a Chinese company. According to a Member State, 

Democratic Peopleôs Republic of Korea-origin seafood was sold at Yanji West 

Market68 by a Chinese company, North Korean Seafood Wholesale,69 at least in July 

2022 (see annex 45). China replied that the company in the market ñhas been using 

the banner of óNorth Korea Seafood Wholesaleô for several years as a means to attract 

customers. It was found that the seafood sold at the stand were actually imported from 

Russia through legal channels, not illegally obtained from the DPRKò (see annex 25).  

 

  Recommendations 
 

79. The Democratic Peopleôs Republic of Korea continues to trade primarily through 

maritime means. Correspondingly, sanctions evasion and violations persist, and 

circumvention methods increase in sophistication over time. The numerous maritime-

related recommendations contained in the Panelôs previous reports remain vital. 

 

  Trade statistics and customs issues  
 

  Analysis of Democratic Peopleôs Republic of Korea trade statistics 
 

80. According to available data,70,71 the trade volume of the Democratic Peopleôs 

Republic of Korea in 2022 was more than double that of 2021 and increased by more 

than 50 per cent compared with 2020 (see figure XXIV). The major factor for the 

__________________ 

 67  Sale of Democratic Peopleôs Republic of Korea-origin seafood is prohibited under paragraph 9 of 

Security Council resolution 2371 (2017). 

 68  ảᵁ Ṵᶋ. 
Ώר  69  ╤ ἥᴧ. 
 70  Based on updated Democratic Peopleôs Republic of Korea trade statistics for 2022. These will 

continue to change as more Member States report their bilateral trade to relevant trade statistics 

platforms such as the ITC trade map. 

 71  There are cases in the published trade figures that are the result of the erroneous usage of country 

codes (see para. 85), which ought to be corrected by the Member Statesô custom authorities. 

https://undocs.org/en/S/RES/2371(2017)
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trade volume increase was the resumption of rail freight traffic between the country 

and China, as observed in the Panelôs previous reports. Trade with China accounted 

for more than 90 per cent of foreign trade of the Democratic Peopleôs Republic of 

Korea in 2022. Despite this increase, the total volume of the countryôs recorded trade 

remained around a third of the pre-pandemic trade volume in 2019. 

 

  Figure XXIV 

  Democratic Peopleôs Republic of Korea recorded trade, 2019ï2022 

(Millions of United States dollars)  
 

 

 

Source: International Trade Centre (ITC) trade map, accessed 9 July 2023. 
 

 

81. Trade statistics show that during 2022 (see annex 46) the top three declared 

commodities exported by the Democratic Peopleôs Republic of Korea were mineral 

fuels and oils (Harmonized System (HS) code 27), ores, slag and ash (HS code 26) 

and iron and steel (HS code 72). The top three declared commodities imported by the 

Democratic Peopleôs Republic of Korea were plastics (HS code 39), animal or 

vegetable fats (HS code 15) and rubber (HS code 40).72 These trade volume figures, 

however, are composed of custom records of trade partner countries, which in some 

cases are erroneously reported. Statistics also do not include goods illicitly exported 

and imported by the Democratic Peopleôs Republic of Korea, such as coal and refined 

petroleum (see paras. 29, 30 and 74ï76).73 

82. The overall trade volume of the Democratic Peopleôs Republic of Korea 

gradually increased from June 2022 to March 2023 (see figure XXV). Although the 

countryôs monthly imports remained lower than at pre-pandemic levels, monthly 

exports have reached, or in some cases surpassed, pre-pandemic levels. Monthly trade 

volume is likely to increase further in 2023 considering the trade normalization trend 

with China.  

__________________ 

 72  See annex 46 for the full list of Democratic Peopleôs Republic of Korea trade statistics for 2022, 

by commodity. 

 73  A Member State has provided its estimates on recent trends of Democratic Peopleôs Republic of 

Korea illicit coal exports (see annex 47). 
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  Figure XXV 

  Recorded trade statistics, Democratic Peopleôs Republic of Korea, June 2022ï

March 2023 (monthly) 
 

 

 

Source: ITC trade map, accessed 9 July 2023. 
 

 

  Sectoral ban monitoring 
 

83. The Panel continued to monitor prohibited exports and imports by the 

Democratic Peopleôs Republic of Korea.74,75 HS Codes used for this purpose are listed 

in annex 50. The following covers primarily the period between October 2022 and 

March 2023.76,77 

84. Based on ITC records of national trade data, some commodities appeared to fall 

into sanctioned categories. The Panel asked 15 Member States about their transactions 

with the Democratic Peopleôs Republic of Korea, including details of rejections of 

customs clearance applications or seizures of goods.78 

85. Several of the 15 Member States indicated that there was no recorded trade 

activity with the Democratic Peopleôs Republic of Korea and that the statistics were 

attributable mainly to the mistaken use of country codes during the customs 

declaration process, i.e. the country code for the Democratic Peopleôs Republic of 

Korea (KP) was entered instead of the country code for the Republic of Korea (KR). 

One Member State responded that the transactions conducted had conformed with the 

United Nations sanctions regime.79 The Panel notes that some Member States may 

continue to face challenges in determining whether certain items are prohibited for 

transfer to and/or from the Democratic Peopleôs Republic of Korea. 

__________________ 

 74  With regard to the Panelôs enquiry on Democratic Peopleôs Republic of Korea trade statistics 

from April to September 2022, Canada and El Salvador replied that the trade statistics were 

inaccurate owing to miscoded country variables in the customs data. In the case of El Salvador, 

the country of origin from which the goods were imported was the Republic of Korea. See also 

annex 48. For the statistics, see S/2023/171, annex 57. 

 75  For Democratic Peopleôs Republic of Korea trade on fishery products, see para. 78. 

 76  See annex 49 for the comparison table on Democratic Peopleôs Republic of Korea trade statistics 

and replies provided by Member States on trade with the country. 

 77  Overall Democratic Peopleôs Republic of Korea trade statistics available as at 9 July 2023 cover 

the period up to March 2023. 

 78  According to available statistics, 23 Member States reported trade with the Democratic Peopleôs 

Republic of Korea; 15 of these had included trade with the country in commodities under 

restricted HS codes. 

 79  See annex 52 for Member Statesô replies. 

https://undocs.org/en/S/2023/171
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86. The Panel continued to seek information from Member State customs authorities 

on their practical implementation of sanctions obligations, such as the requirement to 

inspect all cargos to and from the Democratic Peopleôs Republic of Korea and to seize 

and dispose of them when prohibited items are found. An example of the national 

implementation of Security Council resolutions by the Singapore customs authorities 

is provided in annex 51. 

 

  Recommendations 
 

87. The Panel emphasizes its previous recommendations that: 

 (a) Appropriate measures be taken by the International Organization for 

Standardization and Member States, including outreach activities to respective 

customs authorities, to prevent erroneous usage of country codes;  

 (b) Member States streamline their export and import control lists, using 

as supporting material the informal list of prohibited commodities (see annex 50); 

 (c) Customs authorities of Member States use the above-mentioned list to 

inform trading agents in their jurisdictions for due diligence purposes, in 

particular when dealing with such commodities in the vicinity of sanctioned 

jurisdictions such as the Democratic Peopleôs Republic of Korea;  

 (d) With regard to Member States requiring assistance with the 

implementation of the sectoral ban, the Committee consider information outreach. 

 

 

 IV. Embargoes, designated entities and individuals, and 
overseas workers 
 

 

  Embargoes 
 

  Global Communications (Glocom)  
 

88. In 2017, the Panel concluded that Glocom, then a Malaysia-based company that 

advertised and sold radio communications equipment for military and paramilitary 

organizations, was a front company of the Democratic Peopleôs Republic of Korea 

company Pan Systems Pyongyang Branch (hereafter ñPan Systems Pyongyangò). Pan 

Systems Pyongyang is operated by the Reconnaissance General Bureau (RGB) 

(KPe.031), the countryôs primary intelligence agency.80 

89. The Panel subsequently investigated two alleged shipments of Glocom radio 

equipment to the Ministry of National Defence Directorate of Ethiopia in June 2022.81 

According to a Member State, an Indonesian company, Advanced Technology 

Facility, on behalf of Pan Systems Pyongyang, provided training on how to use 

Glocom radios to the Ethiopian National Defence Forces in December 2022.  

90. Additionally, the Panel found that Advanced Technology Facility appeared to 

have advertised and sold equipment believed to be Glocom products on its website.82 

The Panel assessed through a comparative analysis of photographs on the Advanced 

Technology Facility website that the equipment was originally made by Glocom. 

Furthermore, one of the products, ER-310, displayed on the website, was likely the 

same type of communication equipment as Glocomôs GR-310 used by the Ministry of 

__________________ 

 80  S/2017/150, paras. 77, 79 and 85. 

 81  S/2023/171, para. 115. 

 82  At least two products displayed on the Advanced Technology Facility website are almost 

identical in appearance to and share similar descriptions and specifications with products 

advertised in Glocomôs catalogue. See www.armscontrolwonk.com/archive/1205992/not-your-

usual-game-of-whack-a-mole.  

https://undocs.org/en/S/2017/150
https://undocs.org/en/S/2023/171
http://www.armscontrolwonk.com/archive/1205992/not-your-usual-game-of-whack-a-mole
http://www.armscontrolwonk.com/archive/1205992/not-your-usual-game-of-whack-a-mole
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National Defence Directorate of Ethiopia (see annex 53). Indonesia, Ethiopia and 

Advanced Technology Facility have yet to respond. 

 

  Alleged case involving the brokering of Democratic Peopleôs Republic of Korea arms 

and related materiel 
 

91. The Panel is investigating information that a Slovakian national, Ashot 

Mkrtychev, attempted to broker Democratic Peopleôs Republic of Korea arms or related 

materiel between the end of 2022 and early 2023. A Member State designated Mr. 

Mkrtychev in March (see annex 54). According to the Member Stateôs press release, 

ñMkrtychev worked with [Democratic Peopleôs Republic of Korea] officials to obtain 

over two dozen kinds of weapons and munitions for Russia in exchange for materials 

ranging from commercial aircraft, raw materials, and commodities to be sent to the 

[Democratic Peopleôs Republic of Korea]. Mkrtychevôs negotiations with [Democratic 

Peopleôs Republic of Korea] and Russian officials detailed mutually beneficial 

cooperation between North Korea and Russia to include financial payments and barter 

arrangements é Mkrtychev worked with a Russian individual to locate commercial 

aircraft suitable for delivery to the [Democratic Peopleôs Republic of Korea]ò. 

92. The Russian Federation replied: ñThe information concerning the alleged 

negotiations by Slovak citizen A. Mkrtychev on the supply of arms and ammunition 

from the Democratic Peopleôs Republic of Korea to Russia in exchange for goods, 

being unsubstantiated insinuations on the part of the United States of America, is 

unconfirmedò (see annex 55). The United States provided Mr. Mkrtychevôs passport 

information (see annex 56). Slovakia has yet to reply.  

 

  Reports of Democratic Peopleôs Republic of Korea arms exports 
 

93. In a media report dated 28 April, it was alleged that Democratic Peopleôs 

Republic of Korea-made BM-11 multiple rocket launchers, AGP-250 glide bombs and 

122 mm guided rockets were being used in the Sudan.83 It was acknowledged in the 

report that the identification of the weapons had not been officially confirmed;84 

however, the Panel notes that the Democratic Peopleôs Republic of Korea reportedly 

supplied 122 mm precision guided rocket control sections and AGP-250 bombs to the 

Sudan in 2013.85 The Sudan has yet to reply.  

94. On 2 May, the leader of Burkina Faso, Ibrahim Traor®, during an interview on 

national television, acknowledged, inter alia, that its army deploys Democratic 

Peopleôs Republic of Korea weapons procured in the 1980s.86 Mr. Traor® expressed 

interest in potentially procuring additional weapons from the Democratic Peopleôs 

Republic of Korea as it renews ties with the country.87 Burkina Faso has yet to reply. 

95. The Panel continues to investigate a Myanmar company, Royal Shune Lei Co. 

Ltd (hereafter ñRoyal Shune Leiò),88  that brokered the import of weapons for the 

Myanmar military from the United Nations-designated Korea Mining Development 

Trading Corporation (KPe.001) (hereafter ñKOMIDò).89  A Member State reported 

that Royal Shune Lei ñworked with [United Nations]-designated elements of the 

[Democratic Peopleôs Republic of Korea]ò in 2022 to procure aerial guidance bomb 

__________________ 

 83  See www.nknews.org/2023/04/north-korean-weapons-could-be-contributing-to-bloodshed-in-

sudan-experts-say.  

 84  There is no information on the date of the alleged acquisition of the Democratic Peopleôs 

Republic of Korea weapons. 

 85  S/2017/150, para. 106. 

 86  See www.youtube.com/live/7aEgXcmzPvE?feature=share&t=2760.  

 87  See www.youtube.com/watch?v=7aEgXcmzPvE&t=2760s.  

 88  Address: Bahosi Housing, Lanmadaw Township, Yangon, Myanmar. 

 89  S/2023/171, para. 124. 

http://www.nknews.org/2023/04/north-korean-weapons-could-be-contributing-to-bloodshed-in-sudan-experts-say
http://www.nknews.org/2023/04/north-korean-weapons-could-be-contributing-to-bloodshed-in-sudan-experts-say
https://undocs.org/en/S/2017/150
http://www.youtube.com/live/7aEgXcmzPvE?feature=share&t=2760
http://www.youtube.com/watch?v=7aEgXcmzPvE&t=2760s
https://undocs.org/en/S/2023/171
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kits. The head of Royal Shune Lei concurrently works as the head of a Thailand-based 

company, TMA Network Group Co., Ltd. It is also possible that Royal Shune Lei may 

have worked with Chromo Science Co Ltd, located in Myanmar. Myanmar and 

Thailand have yet to reply.  

96. The Panel continued to investigate allegations of the export by the Democratic 

Peopleôs Republic of Korea of armaments to the Russian Federation.90 In addition to a 

claim that in November 2022 ammunition (artillery shells, infantry rockets and 

missiles) was delivered by rail, the United States reported that KOMID and the Wagner 

Group were behind the deal. The Russian Federation replied: ñThe photographs 

provided óby one Member Stateô are not comprehensive evidence and do not show a 

violation of the international restrictive measures imposed against Pyongyang. The 

movement of goods to/from the [DPRK] is carried out taking into account the 

requirements of the Security Council resolutions concerning this country. The Councilôs 

sanctions prohibitions and restrictions are being complied with. The competent Russian 

authorities found no violationsò (see annex 57). The Panel has not obtained further 

evidence and still cannot confirm that the train in the imagery provided91 was used to 

transport ammunition. 

 

  Suspected military cooperation with the Democratic Peopleôs Republic of Korea 
 

97. According to a media report, the transitional Government of Mali has embarked 

on a project to build an ammunition factory with the support of the Democratic 

Peopleôs Republic of Korea.92 In the report it was stated that Democratic Peopleôs 

Republic of Korea diplomats based in Guinea had visited Mali. Mali and Guinea have 

yet to reply.  

 

  Small arms and light weapons 
 

98. While noting an assessment by a think tank that the Security Councilôs arms 

embargo has reduced trade in small arms and light weapons by the Democratic 

Peopleôs Republic of Korea in general,93  the Panel investigated information on 

transactions of possible ñarms and related materielò imported by Poland from the 

Democratic Peopleôs Republic of Korea in 2022 (totalling $5,492 according to the 

UN Comtrade Database (https://comtradeplus.un.org)).94  Poland replied that ñthe 

analysis of the national databases é does not show that in the period in question 

imports of goods classified under HS codes 9305 and 9306 or other arms-related 

goods from the [Democratic Peopleôs Republic of Korea] to Poland, took placeò (see 

annex 58). 

 

__________________ 

 90  S/2023/171, paras. 122 and 123. 

 91  S/2023/171, annex 68. 

 92  See https://netafrique.net/cooperation-mali-coree-du-nord-un-projet-de-construction-dune-usine-

de-munitions-a-bamako.  

 93  See www.38north.org/2022/09/north-koreas-trading-of-small-arms-and-light-weapons-open-

source-information-analysis-of-sanctions-implementation. However, the Panel has previously 

identified transactions of items that may be considered to fall within the category of ñarms and 

related materielò between the Democratic Peopleôs Republic of Korea and several Member 

States. See S/2023/171, paras. 118ï121. 

 94  The Panel notes that Poland was the only country for which customs data indicated Democratic 

Peopleôs Republic of Korea exports of small arms and light weapons in 2022. In this context, an 

outside expert indicated to the Panel three possible reasons for ñno indication of [Democratic 

Peopleôs Republic of Korea] alleged exports to Russiaò: (a) the Democratic Peopleôs Republic of 

Korea does not report its trading activities to the United Nations; (b) Member States, including 

the Russian Federation, do not fully disclose data concerning their international trade; and (c) no 

export was made by the Democratic Peopleôs Republic of Korea. 

https://comtradeplus.un.org/
https://undocs.org/en/S/2023/171
https://undocs.org/en/S/2023/171
https://netafrique.net/cooperation-mali-coree-du-nord-un-projet-de-construction-dune-usine-de-munitions-a-bamako
https://netafrique.net/cooperation-mali-coree-du-nord-un-projet-de-construction-dune-usine-de-munitions-a-bamako
http://www.38north.org/2022/09/north-koreas-trading-of-small-arms-and-light-weapons-open-source-information-analysis-of-sanctions-implementation
http://www.38north.org/2022/09/north-koreas-trading-of-small-arms-and-light-weapons-open-source-information-analysis-of-sanctions-implementation
https://undocs.org/en/S/2023/171
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  Implementation of luxury goods ban 
 

99. The partial reopening of the borders in 2023 facilitated the reappearance in retail 

trade of a large variety of foreign goods, including some that could be considered luxury 

goods, including goods of international brands, as well as new foreign-made vehicles, 

according to eyewitness accounts and media reports. Democratic Peopleôs Republic of 

Korea trade statistics95 reflect the increased volumes of imported consumer goods with 

HS codes 24, 33, 43, 60ï66 and 91, inter alia, while these commodity groups may 

include articles that can be classified as luxury goods. Investigations continue. 

100. Singapore authorities stated in a briefing to the Panel in June: ñInvestigations 

established that 9 companies had engaged in prohibited trade with the [Democratic 

Peopleôs Republic of Korea] since 2013 to 2018. These companies included those who 

sold goods for export, and those involved in the logistical role. 5 companies and 9 

individuals have been prosecuted, with 3 companies and 7 individuals convicted for 

their role in such trade. Cases against [a] further 1 company and 2 individuals [are] 

pending investigationò (see annexes 59 and 60). The Panel notes the importance of 

monitoring goods in transit or trans-shipment when implementing Security Council 

resolutions on Democratic Peopleôs Republic of Korea sanctions. 

101. The Panel started investigations based on images of a newly delivered Land 

Rover Defender vehicle in Pyongyang in January 2023. The manufacturer replied to 

the Panel that this vehicle was ña Land Rover Defender 110, most likely a 2020 

modelò (see annex 61). Investigations continue.  

102. The Panel continued its investigations of a grand piano observed in the 

Democratic Peopleôs Republic of Korea in 2021, alleged by media to be a Steinway 

brand.96,97 Steinway Musical Instruments, Inc. replied that it could not ñdefinitively 

determine whether the piano is a Steinway piano without physically inspecting the 

piano and reviewing its serial number (if any)ò, but ñmultiple inconsistencies in the 

pianoôs appearance suggest that the piano likely is not a Steinwayò (see annex 62).  

 

  Recommendations  
 

103. The Panel reiterates its recommendation that Member States consider 

updating their export control lists to reflect their lists of prohibited luxury goods in 

a manner consistent with the objectives of Security Council resolutions 1718 (2006), 

1874 (2009), 2094 (2013), 2270 (2016) and 2321 (2016), avoiding unnecessary 

broadening of their scope in order not to restrict the supply of unprohibited goods 

to the civilian population or have a negative humanitarian impact.  

104. The Panel recommends that Member States encourage their business 

entities and nationals involved in exporting luxury goods to include a contractual 

provision to prohibit forwarding to the Democratic Peopleôs Republic of Korea.  

 

  Reconnaissance General Bureau (KPe.031)  
 

105. The Panel continued to monitor and investigate cyberattacks attributed to 

Democratic Peopleôs Republic of Korea cyberthreat actors subordinate to RGB,98 

including Kimsuky, the Lazarus Group and BlueNoroff.99 As previously reported, the 

__________________ 

 95  See paras. 80ï82. 

 96  See www.nknews.org/2021/06/kim-jong-uns-new-favorite-band-lives-life-of-luxury-in-new-

music-videos.  

 97  S/2022/132, para. 148. 

 98  See S/2020/840, annex 48, for the roles of RGB in the cyberoperations of the Democratic 

Peopleôs Republic of Korea. 

 99  The names used in this section for the cyberthreat actors and their campaigns are widely 

employed in the cybersecurity industry. 

https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/2094(2013)
https://undocs.org/en/S/RES/2270(2016)
https://undocs.org/en/S/RES/2321(2016)
http://www.nknews.org/2021/06/kim-jong-uns-new-favorite-band-lives-life-of-luxury-in-new-music-videos
http://www.nknews.org/2021/06/kim-jong-uns-new-favorite-band-lives-life-of-luxury-in-new-music-videos
https://undocs.org/en/S/2022/132
https://undocs.org/en/S/2020/840
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main tasks of these actors are to identify and attack targets in order to fraudulently 

solicit information of value to the Democratic Peopleôs Republic of Korea and illicitly 

generate revenue (see paras. 139ï144). 

106. Multiple Member States have sanctioned RGB-linked cyberthreat actors and 

related units within RGB.100 ,101  In February and May, two Member States also 

designated the Technical Surveillance (Reconnaissance) Bureau. Member States have 

issued advisories and alerts providing detailed information on the operations and red 

flag indicators of these cyberthreat actors.102 

107. According to cybersecurity companiesô reports and Member State information, 

Kimsuky continued to conduct spear-phishing campaigns, deploy malware through 

various types of attachment files and create spoofed websites and URLs to harvest 

targetsô credentials. The Lazarus Group conducted malicious campaigns against 

companies in the cryptocurrency, defence, energy and medical sectors. In one case, a 

double supply-chain compromise was observed for the first time. BlueNoroff 

continued spear-phishing campaigns and for the first time deployed malware to target 

macOS users. However, one case involved emails intended to direct unwitting 

respondents to a credential-harvesting page. This was a departure from BlueNoroffôs 

usual technique of deploying malware. 

 

  Kimsuky103,104 
 

108. A cybersecurity firm reported that Kimsuky has been distributing disguised 

malicious file attachments ï Word macro documents, Microsoft Compiled HTML 

Help files, OneNote files, etc. ï which, when executed, leak data from the victimôs 

computer, including system information and installed antivirus software. In another 

case, Kimsuky created a Webmail website (see figure XXVI) that appears identical to 

that of a Democratic Peopleôs Republic of Korea-related research institute, and used 

spear-phishing messages to lure victims to log in, thus providing Kimsuky with login 

information.105 

__________________ 

 100  See S/2023/171, figure XXXVII, for cyberthreat actors within the RGB organizational structure. 

 101  See https://home.treasury.gov/news/press-releases/jy1498 and 

www.mofa.go.kr/www/brd/m_4080/view.do?seq=373338&page=53.  

 102  On Kimsuky, for example, see annex 63. 

 103  A cybersecurity company released a detailed report on Kimsuky (referred to as APT43) in March 

2023. See https://mandiant.widen.net/s/zvmfw5fnjs/apt43-report. The report notes that APT43 is 

often publicly tracked as Kimsuky, although this cybersecurity company believes that APT43 is a 

distinct group. Another cybersecurity firm refers to a Democratic Peopleôs Republic of Korea 

cyberthreat actor ARCHIPELAGO as a subset of APT43. See https://blog.google/threat-analysis-

group/how-were-protecting-users-from-government-backed-attacks-from-north-korea. 

 104  For additional cases related to Kimsuky, see annex 65. 

 105  See annex 64 for links to related reports. 

https://undocs.org/en/S/2023/171
https://home.treasury.gov/news/press-releases/jy1498
http://www.mofa.go.kr/www/brd/m_4080/view.do?seq=373338&page=53
https://mandiant.widen.net/s/zvmfw5fnjs/apt43-report
https://blog.google/threat-analysis-group/how-were-protecting-users-from-government-backed-attacks-from-north-korea
https://blog.google/threat-analysis-group/how-were-protecting-users-from-government-backed-attacks-from-north-korea
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  Figure XXVI 

  Webmail login page created to target Democratic Peopleôs Republic of Korea-

related researchers 
 

 

 

Source: ASEC. 
 

 

109. Kimsuky is primarily known for conducting social engineering attacks through 

spear-phishing, but it has also targeted web servers directly. A cybersecurity company 

reported in March that Kimsuky had attacked an Internet Information Services web 

server of a construction company with vulnerabilities because patches were not 

updated. The breach installed a Meterpreter malware106 in the target systems to allow 

Kimsuky to gain control of the web server. In a separate case, Kimsuky has been 

reported using Alternate Data Stream to hide a malware that collects data by starting 

the Visual Basic Script included inside a HyperText Markup Language (HTML) file.107 

110. According to an advisory released in March 2023 from two Member States,108,109 

Kimsuky deployed a spear-phishing campaign involving the use of malicious Google 

Chrome extensions to exfiltrate Gmail emails by exploiting the Chrome DevTools 

application programming interface to facilitate email message interception and theft. 

The advisory also contained a warning about Kimsukyôs use of the Android malwares 

FastFire, FastViewer and FastSpy.110 

111. A cybersecurity firm reported in May111  that Kimsuky had waged a phishing 

campaign that invited exchanges on current geopolitical issues to lure targets globally to 

deploy a new reconnaissance tool, ReconShark, which collects sensitive data and 

bypasses security mechanisms. The ReconShark malware was activated when the target 

opened a downloaded document and enabled macros. ReconShark stole data from 

infected systems, such as endpoint detection and response mechanisms, and sent the 

stolen data to a command-and-control server via Windows Management Instrumentation.  

112. The Panel received information from a Member State that Kimsuky was also 

responsible for ReconShark-related spear-phishing operations targeting the emails of 

__________________ 

 106  Meterpreter malware is a backdoor that can perform various malicious behaviours by receiving 

commands from a threat actor. This malware is provided by Metasploit, an open-source tool used 

as a penetration testing framework. 

 107  See annex 64 for links to related reports. 

 108  See www.verfassungsschutz.de/SharedDocs/publikationen/EN/prevention/2023-03-20-joint-

cyber-security-advisory-korean.html.  

 109  See www.nis.go.kr/resources/synap/skin/doc.html?fn=NIS_FILE_1679299138913.  

 110  The Panel reported on Android malware in S/2023/171, annex 79. See also 

https://medium.com/s2wblog/unveil-the-evolution-of-kimsuky-targeting-android-devices-with-

newly-discovered-mobile-malware-280dae5a650f.  

 111  See www.sentinelone.com/labs/kimsuky-evolves-reconnaissance-capabilities-in-new-global-campaign.  

http://www.verfassungsschutz.de/SharedDocs/publikationen/EN/prevention/2023-03-20-joint-cyber-security-advisory-korean.html
http://www.verfassungsschutz.de/SharedDocs/publikationen/EN/prevention/2023-03-20-joint-cyber-security-advisory-korean.html
http://www.nis.go.kr/resources/synap/skin/doc.html?fn=NIS_FILE_1679299138913
https://undocs.org/en/S/2023/171
https://medium.com/s2wblog/unveil-the-evolution-of-kimsuky-targeting-android-devices-with-newly-discovered-mobile-malware-280dae5a650f
https://medium.com/s2wblog/unveil-the-evolution-of-kimsuky-targeting-android-devices-with-newly-discovered-mobile-malware-280dae5a650f
http://www.sentinelone.com/labs/kimsuky-evolves-reconnaissance-capabilities-in-new-global-campaign
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various United Nations personnel. Kimsuky disguised spear-phishing emails as 

originating from news agencies and think tanks requesting comments and written 

contributions. Kimsukyôs emails originated from andersonj@rfa.ink and 

ashraf@ipinst.online.  

 

  Lazarus Group112 
 

113. In March, hackers compromised 3CXôs113 desktop applications for Windows and 

macOS and bundled them with malware. As a result, customers of 3CX inadvertently 

downloaded malicious versions of the companyôs voice- and video-calling software. 

Using the malicious versions of the software, the attackers were able to download and 

run arbitrary code on victim machines. This supply chain attack114 was the result of a 

previous supply chain attack on Trading Technologies, a financial software firm ï a 

rare example of how a single perpetrator used one software supply chain attack to 

carry out another downstream. Targets included critical infrastructure in the energy 

sector. Cybersecurity companies have attributed this attack to the Lazarus Group.115 

114. On 18 April, a Member State announced116 that the Lazarus Group had hacked 

207 computers at 61 local organizations and agencies, including four biotechnology 

and three defence-related firms. The Lazarus Group targeted a vulnerability in a 

software essential for Internet banking and electronic financial services and used 

malicious codes distributed through compromised media websites. A ñwatering holeò 

attack117  was used in the process. Through joint inter-agency response efforts, the 

Member State blocked further access by the perpetrators. 

115. A cybersecurity company informed the Panel in June that, between May and 

November 2022, the Lazarus Group had been observed targeting a Member Stateôs 

public and private sector research organizations, medical research and energy sectors, 

as well as their supply chains. This campaign, dubbed ñNo Pineappleò,118,119 focused 

on intelligence-gathering, starting with an attack on a company that was exploited 

through CVE-2022-27925 (remote code execution) and CVE-2022-37042 

(authentication bypass) ï two vulnerabilities affecting the digital collaboration 

__________________ 

 112  For additional cases related to the Lazarus Group, see annex 67. 

 113  3CX is an international voice over Internet protocol software developer and distributor that 

provides phone system services to many organizations. According to its website, 3CX has more 

than 600,000 customers and 12 million users in various sectors, including aerospace and health 

care. It provides client software to use its systems via a web browser and mobile or desktop apps. 

 114  In July 2023, JumpCloud, an information technology management company, announced that a 

Democratic Peopleôs Republic of Korea cyberthreat actor had gained unauthorized access to its system 

to target a small and specific set of its customers (see www.sentinelone.com/labs/jumpcloud-intrusion-

attacker-infrastructure-links-compromise-to-north-korean-apt-activity and https://jumpcloud.com/ 

blog/security-update-incident-details). Cybersecurity companies identified the Lazarus Group as the 

culprit behind this supply chain attack and cryptocurrency theft as the objective (see www.reuters.com/ 

technology/n-korea-hackers-breached-us-it-company-bid-steal-crypto-sources-2023-07-20).  

 115  See www.crowdstrike.com/blog/crowdstrike-detects-and-prevents-active-intrusion-campaign-

targeting-3cxdesktopapp-customers, www.welivesecurity.com/2023/04/20/linux-malware-

strengthens-links-lazarus-3cx-supply-chain-attack, www.mandiant.com/resources/blog/3cx-software-

supply-chain-compromise and https://symantec-enterprise-blogs.security.com/blogs/threat-

intelligence/xtrader-3cx-supply-chain.  

 116  See annex 66 for details. 

 117  In a ñwatering holeò attack, the attacker infects a website that is frequently visited or commonly 

used by the target individuals or organizations. The objective is to compromise the victimsô 

computers when they visit the infected website by installing additional malware. 

 118  See https://labs.withsecure.com/content/dam/labs/docs/WithSecure-Lazarus-No-Pineapple-

Threat-Intelligence-Report-2023.pdf.  

 119  ñNo Pineappleò is an error message seen transmitted by a remote access malware when 

uploading stolen data to the Lazarus Groupôs server. 

http://www.sentinelone.com/labs/jumpcloud-intrusion-attacker-infrastructure-links-compromise-to-north-korean-apt-activity
http://www.sentinelone.com/labs/jumpcloud-intrusion-attacker-infrastructure-links-compromise-to-north-korean-apt-activity
https://jumpcloud.com/blog/security-update-incident-details
https://jumpcloud.com/blog/security-update-incident-details
http://www.reuters.com/technology/n-korea-hackers-breached-us-it-company-bid-steal-crypto-sources-2023-07-20
http://www.reuters.com/technology/n-korea-hackers-breached-us-it-company-bid-steal-crypto-sources-2023-07-20
http://www.crowdstrike.com/blog/crowdstrike-detects-and-prevents-active-intrusion-campaign-targeting-3cxdesktopapp-customers
http://www.crowdstrike.com/blog/crowdstrike-detects-and-prevents-active-intrusion-campaign-targeting-3cxdesktopapp-customers
http://www.welivesecurity.com/2023/04/20/linux-malware-strengthens-links-lazarus-3cx-supply-chain-attack
http://www.welivesecurity.com/2023/04/20/linux-malware-strengthens-links-lazarus-3cx-supply-chain-attack
http://www.mandiant.com/resources/blog/3cx-software-supply-chain-compromise
http://www.mandiant.com/resources/blog/3cx-software-supply-chain-compromise
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/xtrader-3cx-supply-chain
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/xtrader-3cx-supply-chain
https://labs.withsecure.com/content/dam/labs/docs/WithSecure-Lazarus-No-Pineapple-Threat-Intelligence-Report-2023.pdf
https://labs.withsecure.com/content/dam/labs/docs/WithSecure-Lazarus-No-Pineapple-Threat-Intelligence-Report-2023.pdf
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platform Zimbra.120  Through access to Zimbra, the Lazarus Group exfiltrated the 

contents of mailboxes to gather information. The Lazarus Group then moved laterally 

to another vulnerable device on the same network and used Dtrack malware,121 an 

information-stealing backdoor, to eventually steal 100 GB of data. 

 

  BlueNoroff 
 

116. A cybersecurity company reported in January122  that TA444, a Democratic 

Peopleôs Republic of Korea-sponsored advanced persistent threat group that 

ñoverlaps with BlueNoroffò, sent phishing emails to a wide variety of targets in 

multiple Member States in late December 2022, spanning several ñverticalsò 

including education, government and health care, in addition to finance.123 The lure 

emails enticed users to click a ñSendGrid URLò,124  which redirected victims to a 

credential-harvesting page. This was reportedly a deviation from previous TA444 

operations, which typically involved the direct deployment of malware. 

117. In April, BlueNoroff was, for the first time, observed targeting macOS users 

through a new macOS malware, dubbed RustBucket,125 which masquerades as a PDF 

viewer application, luring victims to download and open the application. RustBucket 

then deploys a trojan, allowing BlueNoroff to perform actions such as stealing 

sensitive information, deleting or modifying files, installing additional malware and 

remotely controlling the compromised system. In June, another cybersecurity 

company detected an updated version of RustBucket with improved capabilities to 

establish persistence and avoid detection.126 

 

  Overseas workers 
 

118. The Panel continues investigations into Democratic Peopleôs Republic of Korea 

nationals earning income abroad (overseas workers), in contravention of paragraph 8 

of Security Council resolution 2397 (2017). The Panel notes that the countryôs border 

closure continues to make it difficult for Member States to repatriate Democratic 

Peopleôs Republic of Korea nationals pursuant to the resolution.  

 

  Information technology workers127 
 

  Chinyong Information Technology Cooperation Company (also known as Jinyong 

Information Technology Cooperation Company)  
 

119. According to Member State and open-source information, Chinyong 

Information Technology Cooperation Company (hereafter ñChinyong ITò), a 

subordinate entity to the Ministry of Peopleôs Armed Forces (KPe.054) (also known 

as the Ministry of Defence and Ministry of National Defence), ñemploys delegations 

__________________ 

 120  See www.cisa.gov/news-events/cybersecurity-advisories/aa22-228a for a cybersecurity advisory 

on common vulnerabilities and exposures relating to Zimbra. 

 121  See S/2023/171, para. 171, and S/2020/151, para. 119, for specifics on Dtrack malware. 

 122  See www.proofpoint.com/us/blog/threat-insight/ta444-apt-startup-aimed-at-your-funds.  

 123  TA444 activities have historically been financially motivated. For example, this group is known 

for its ñSnatchcrypto campaignò. See S/2022/668, para. 127. 

 124  SendGrid is a cloud-based email marketing tool that assists marketers and developers with 

campaign management and audience engagement. 

 125  See www.jamf.com/blog/bluenoroff-apt-targets-macos-rustbucket-malware.  

 126  See www.elastic.co/security-labs/DPRK-strikes-using-a-new-variant-of-rustbucket and 

www.sentinelone.com/blog/bluenoroff-how-dprks-macos-rustbucket-seeks-to-evade-analysis-

and-detection.  

 127  See www.state.gov/guidance-on-the-democratic-peoples-republic-of-korea-information-

technology-workers and www.mofa.go.kr/eng/wpge/m_25525/contents.do for Member State 

guidance/advisory on Democratic Peopleôs Republic of Korea information technology workers 

abroad. The Panel interviewed several experts on such workers (see annex 68 for its findings). 

The findings are consistent with the contents of the guidance/advisory of the Member States).  

https://undocs.org/en/S/RES/2397(2017)
http://www.cisa.gov/news-events/cybersecurity-advisories/aa22-228a
https://undocs.org/en/S/2023/171
https://undocs.org/en/S/2020/151
http://www.proofpoint.com/us/blog/threat-insight/ta444-apt-startup-aimed-at-your-funds
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of [Democratic Peopleôs Republic of Korea information technology] workers that 

operate inò multiple countries. In addition, a Democratic Peopleôs Republic of Korea 

individual named Kim Sang Man, who is known to be based in Vladivostok, Russian 

Federation, reportedly the General Manager of Chinyong IT, was alleged to be 

involved in the sale and transfer of information technology equipment for the 

Democratic Peopleôs Republic of Korea and, in 2021, received cryptocurrency 

transfers from information technology workers in China and the Russian Federation. 

Democratic Peopleôs Republic of Korea nationals Kim Ki Hyok, Jon Yon Gun128 and 

Kim Song Il, representatives of Chinyong IT in the Russian Federation, the Lao 

Peopleôs Democratic Republic and China, respectively, are said to have engaged in 

the illicit generation of foreign revenue for the Democratic Peopleôs Republic of 

Korea.129 Two Member States designated Chinyong IT and Kim Sang Man in May, 

and one of the two Member States also designated Democratic Peopleôs Republic of 

Korea individuals Kim Ki Hyok, Jon Yon Gun and Kim Song Il in May.130 

120. The Panel was also informed by a Member State that Chinyong IT conducted 

more than $50 million worth of transactions from 2017 to 2022 and maintains dozens 

of bank accounts to launder illicit revenue. According to the Member State, a third-

country-based company has been directly involved in laundering money on behalf of 

Chinyong IT. The Member State provided information that Chinyong IT utilized a 

number of bank accounts and money transfer services to conduct over $20 million 

worth of transactions for the Lao Peopleôs Democratic Republic-based Chinyong IT 

team between early 2020 and early 2022, as well as more than $5 million in 

transactions for the China- and Russian Federation-based Chinyong IT teams in mid-

2022. Investigations continue.  

121. The Russian Federation replied that it ñhas no data on North Korean nationals 

believed by third parties to be in Russia who are suspected of violating United Nations 

Security Council financial sanctions by engaging in specific activities in cyberspaceò. 

China replied that it ñdid not find any illegal cyber financial activities by the relevant 

individuals within Chinese borderò (see annex 25). The Lao Peopleôs Democratic 

Republic has yet to reply.  

 

  Lao Peopleôs Democratic Republic 
 

122. The Panel previously reported on Oh Chung Song, a Democratic Peopleôs 

Republic of Korea information technology worker who reportedly developed and 

supplied information technology-related programmes to a number of different 

companies through a freelance platform.131  Mr. Oh, with eight other Democratic 

Peopleôs Republic of Korea-related individuals, moved from Dubai, United Arab 

Emirates, to Vientiane, in December 2021. The Lao Peopleôs Democratic Republic 

replied that Mr. Oh, with two other individuals (Kim Il Hyok and Kim Myong Chol), 

departed Vientiane in February 2023, and that the remaining six individuals will be 

ñrepatriated back to their home countryò and ñtheir records will be shared to the [Panel] 

once the measure has been implementedò. In June, the Panel acquired information that 

the eight individuals had left Vientiane. The Panel awaits immigration information from 

the Lao Peopleôs Democratic Republic on these individuals.  

__________________ 

 128  The Panel received information in June 2023 that Jon Yon Gun had left the Lao Peopleôs 

Democratic Republic. 

 129  See annex 69 for information on the Democratic Peopleôs Republic of Korea individuals 

mentioned in this paragraph. 

 130  See https://home.treasury.gov/news/press-releases/jy1498 and 

www.mofa.go.kr/www/brd/m_4080/view.do?seq=373689&page=17.  

 131  S/2023/172, para. 153, and S/2022/668, para. 142. 

https://home.treasury.gov/news/press-releases/jy1498
http://www.mofa.go.kr/www/brd/m_4080/view.do?seq=373689&page=17
https://undocs.org/en/S/2023/172
https://undocs.org/en/S/2022/668
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123. A Member State provided information to the Panel that Tongmyong Technology 

Trade Company (hereafter ñTongmyong Techò), reportedly a Lao Peopleôs 

Democratic Republic-based affiliate of the Munitions Industry Department 

(KPe.028), had dispatched Democratic Peopleôs Republic of Korea information 

technology workers abroad. According to the Member State, the Democratic Peopleôs 

Republic of Korea national Kim Hyo Dong is the Lao Peopleôs Democratic Republic-

based Tongmyong Tech representative. In addition, two other Lao Peopleôs 

Democratic Republic-based Democratic Peopleôs Republic of Korea nationals, Yu 

Song Hyok and Yun Song Il, have reportedly been supporting Democratic Peopleôs 

Republic of Korea information technology workers seeking office space and 

accommodation and mediating with foreign brokers to cash out embezzled virtual 

assets. These two individuals also operate a Democratic Peopleôs Republic of Korea 

restaurant132 in the Lao Peopleôs Democratic Republic (see para. 124).133 For these 

reasons, the Member State designated Tongmyong Tech, Kim Hyo Dong, Yu Song 

Hyok and Yun Song Il in May 2023.134 The Lao Peopleôs Democratic Republic has 

yet to reply. Investigations continue.  

 

  Restaurant workers 
 

124. The Panel previously reported that four restaurants and one night market had 

been employing Democratic Peopleôs Republic of Korea nationals after they should 

have been repatriated by December 2019.135 The Lao Peopleôs Democratic Republic 

replied that ñamong them, two restaurants transferred their ownership and operation 

to Lao citizens and were re-opened under the same restaurant names, continuing to 

serve Korean foodò, and explained that the restaurants are totally owned and operated 

in line with Laotian regulations and no longer contravene Security Council 

resolutions. The Panel notes that the Lao Peopleôs Democratic Republic did not 

provide information on the Democratic Peopleôs Republic of Korea restaurant 

workers. Furthermore, if Democratic Peopleôs Republic of Korea nationals continue 

to control or benefit from the restaurant, changing official ownership or operation to 

a local individual could be a sanctions evasion tactic.136 Investigations continue. 

 

  Medical workers 
 

  Libya 
 

125. According to information obtained by the Panel, a Democratic Peopleôs Republic 

of Korea medical team was working at a hospital in Libya in January. The information 

indicated that the team was transported to Kufrah on a charter plane run by a Libya-

based air transport company. The Panelôs investigation shows that at least 10 of the 

__________________ 

 132  Tokyo Sushi & Teppanyaki (address: Donchan Road, Thatkhao Village, Sisattanak District, 

Vientiane). 

 133  See annex 71 for information on the Democratic Peopleôs Republic of Korea individuals 

mentioned in this paragraph. 

 134  See www.mofa.go.kr/www/brd/m_4080/view.do?seq=373689&page=1.  

 135  S/2022/132, para. 174 and annex 82. 

 136  Previous investigations have shown that, to obscure their involvement in Democratic Peopleôs 

Republic of Korea sanctions evasion activities, Democratic Peopleôs Republic of Korea and 

non-Democratic Peopleôs Republic of Korea individuals and entities have utilized foreign 

facilitators to create plausible deniability and have changed the registration of companies, 

aeroplanes and vessels, including by replacing the names of Democratic Peopleôs Republic of 

Korea nationals with non-Democratic Peopleôs Republic of Korea persons while the Democratic 

Peopleôs Republic of Korea nationals retained control and/or otherwise benefited. See, for 

example, S/2013/337, paras. 78 and 110 and annex XIII; S/2015/131, paras. 131 and 132; 

S/2017/150, para. 154; S/2018/171, para. 189; S/2019/171, annexes 46 and 47; and S/2022/668, 

para. 64 and annex 39. For a previous investigation of Democratic Peopleôs Republic of Korea 

restaurants in the Lao Peopleôs Democratic Republic, see S/2020/840, para. 133. 

http://www.mofa.go.kr/www/brd/m_4080/view.do?seq=373689&page=1
https://undocs.org/en/S/2022/132
https://undocs.org/en/S/2013/337
https://undocs.org/en/S/2015/131
https://undocs.org/en/S/2017/150
https://undocs.org/en/S/2018/171
https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2022/668
https://undocs.org/en/S/2020/840
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workers were employed in Senegal between 2019 and 2020.137 The Panel has requested 

Libya to provide additional information. Investigations continue (see annex 72). 

 

  Mozambique 
 

126. The Panel obtained information that at least three Democratic Peopleôs Republic 

of Korea medical workers appear to have been working at two hospitals in 

Mozambique as of December 2022. Mozambique replied that it ñrecognize[d] the 

reported determination é to stop the employment of new [Democratic Peopleôs 

Republic of Korea] doctors and cancel the existing contractsò, and added that it ñis 

concerned with high[ly] qualified and specialized doctors to reinforce the need of the 

National Health Serviceò (see annex 73).  

 

  Senegal 
 

127. In Senegal, a Democratic Peopleôs Republic of Korea medical team worked at 

several locations in collaboration with a non-governmental organization (NGO) 

between 2019 and 2020. The NGO replied to the Panelôs enquiry that a Democratic 

Peopleôs Republic of Korea medical team composed of 30 personnel was introduced 

to the organization by an ambassador of the Democratic Peopleôs Republic of Korea; 

that the medical team worked with the NGO on several occasions, including at 

religious and local events; and that the team worked on a voluntary basis. The Panel 

requested Senegal to provide additional information regarding any renumeration for 

the teamôs work (see annex 74). Investigations continue. 

 

  Construction workers 
 

128. The Panel has previously written to a number of Member States and entities about 

reports of Democratic Peopleôs Republic of Korea nationals working overseas on student 

visas,138 and received confirmation of the practice from one Member State.139 

129. The Panel investigated the case of suspected Democratic Peopleôs Republic of 

Korea workers involved in an accident at the construction site of a residential building 

in Korsakov, Sakhalin, Russian Federation, in April 2020. The Korsakov City 

Prosecutorôs Office determined that the company involved, LLC Euro-Standard,140 

allowed foreign citizens to work on the construction site of a multi-storey residential 

building in violation of labour and migration legislation. The Russian Federation 

replied that ñthe two DPRK citizens injured during the construction of a residential 

building were on an industrial work experience course as part of their studies at 

Sakhalin State University federally-funded institution of higher educationò (see annex 

75).  

 

  Recommendation 
 

130. The Panel reminds Member States that there is no humanitarian or health 

services exemption to the requirement, pursuant to paragraph 8 of Security 

Council resolution 2397 (2017), to repatriate to the Democratic Peopleôs Republic 

of Korea all Democratic Peopleôs Republic of Korea nationals overseas earning 

income in that Member Stateôs jurisdiction and all Democratic Peopleôs Republic 

of Korea government safety oversight attach®s monitoring Democratic Peopleôs 

Republic of Korea workers abroad, unless the Member State determines that a 

__________________ 

 137  The Panel annotated the original pictures of individuals in the annexes for the purpose of 

protecting privacy. 

 138  S/2020/151, para. 146 and annex 39; S/2020/840, paras. 108 and 137ï139 and annex 54; 

S/2021/211, para. 130 and annex 67; and S/2022/132, paras. 176 and 177 and annex 83. 

 139  S/2020/840, para. 139. 

 140  ʆʆʆ ñɽʚʨʦ-ʉʪʘʥʜʘʨʪò. 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2022/132
https://undocs.org/en/S/2020/840


 
S/2023/656 

 

53/430 23-15418 

 

Democratic Peopleôs Republic of Korea national is a national of that Member 

State or a Democratic Peopleôs Republic of Korea national whose repatriation is 

prohibited, subject to applicable national and international law. 

 

 

 V. Finance  
 

 

131. The Panel assesses that the Democratic Peopleôs Republic of Korea continues 

to access the international financial system and engage in illicit financial operations, 

in violation of Security Council resolutions.  

 

  Overseas bank representatives of the Democratic Peopleôs Republic of Korea 
 

132. The Panel is investigating information that the Democratic Peopleôs Republic of 

Korea national Sim Hyon Sop is a Korea Kwangson Banking Corporation141 (KPe.025) 

(hereafter ñKKBCò) representative located in a third country until recently, but 

currently located in Dandong, China.142 According to one Member State, between 2021 

and March 2023, Mr. Sim received over $24 million worth of laundered virtual 

currency, including at least $12 million from Democratic Peopleôs Republic of Korea 

information technology workers subordinate to the Munitions Industry Department 

(KPe.028). Some of these information technology workers reportedly obtained 

employment illicitly at United States companies and requested payment for their work 

in virtual currency. Mr. Sim further allegedly directed over-the-counter traders (see 

para. 142) to send payments to front companies with funds derived from stolen virtual 

currencies, so that those front companies could make payments in fiat currency for 

goods on behalf of the Democratic Peopleôs Republic of Korea. Two Member States 

designated Mr. Sim in April 2023.143 China replied that it ñdid not find any illegal cyber 

financial activities by the relevant individuals within Chinese borderò (see annex 25).  

133. According to Member State information, Mr. Sim, on behalf of KKBC, also 

worked with other individuals to acquire goods for the Democratic Peopleôs Republic 

of Korea, using front companies, false shipping records and other means of deception. 

The Member State estimated that these activities resulted in nearly $700 million in 

revenue for the Democratic Peopleôs Republic of Korea. Mr. Sim and his partners also 

allegedly procured a helicopter from a third country for the Democratic Peopleôs 

Republic of Korea in 2019, in violation of the resolutions.144 Investigations continue. 

 

  Access to the international financial system 
 

134. According to a Member State, Green Pine Associated Corporation (KPe.010) is 

working with a third-country national to access banking services. The Member State 

further notes that Green Pine Associated Corporation145  is also known to utilize a 

number of Democratic Peopleôs Republic of Korea front company names. 

Investigations continue. The front company names include the following: 

 (a) Jihyang Associated Corporation; 

 (b) Jihyang Technology Trade Company; 

 (c) Jihyang Trading Corporation; 

 (d) Korea Construction & Gym Equipment Corporation; 

__________________ 

 141  Subordinate to the Foreign Trade Bank (KPe.047). 

 142  See www.justice.gov/usao-dc/press-release/file/1581281/download.  

 143  See https://home.treasury.gov/news/press-releases/jy1435 and 

www.mofa.go.kr/www/brd/m_4080/view.do?seq=373600&page=1.  

 144  See www.justice.gov/usao-dc/press-release/file/1584251/download.  

 145  The first three companies are referenced in S/2022/668, para. 120. 

http://www.justice.gov/usao-dc/press-release/file/1581281/download
https://home.treasury.gov/news/press-releases/jy1435
http://www.mofa.go.kr/www/brd/m_4080/view.do?seq=373600&page=1
http://www.justice.gov/usao-dc/press-release/file/1584251/download
https://undocs.org/en/S/2022/668
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 (e) Gym Equipment Corporation; 

 (f) Gym Equipment Associated Corporation; 

 (g) Gymnastic Equipment Corporation; 

 (h) Korea Construction and Sports Equipment United Corporation; 

 (i) Sports Equipment United Corporation. 

135. The Panel continues to receive information that Democratic Peopleôs Republic of 

Korea individuals and entities illicitly access the international financial system (see 

para. 120). Similarly, according to a Member State, an entity subordinate to the Ministry 

of Peopleôs Armed Forces (KPe.054) is utilizing dozens of third-country bank accounts 

to remit earnings back to the control of its headquarters. Investigations continue. 

 

  Joint ventures, cooperative entities and illicit business activities 
 

136. The Panel initiated an investigation into the Korean National Insurance 

Company (KPe.048) (hereafter ñKNICò), which, according to a Member State, over 

the past few years has substantially increased engagement with insurance and 

reinsurance companies and legal firms around the world on settling old claims and 

participating in new insurance policies. To disguise its identity and evade Security 

Council sanctions, KNIC is reportedly working under the names of its front or 

subordinate companies, including Rainbow Intermediaries, Samhae Insurance 

Corporation and Polestar Insurance Company, and their overseas representatives 

(many of whom are ñunder diplomatic coverò at embassies of the Democratic Peopleôs 

Republic of Korea). KNIC has a history of engaging in insurance fraud, according to 

a Member State and media reporting,146 and its subordinate companies are suspected 

to be similarly engaged in fraudulent activities. They have allegedly utilized local 

companies as intermediaries to receive or send payments, in order to circumvent 

sanctions. The Panel has requested information from companies potentially involved 

with KNIC and its subordinate entities but awaits replies from most companies. 

Investigations continue. 

137. According to a Member State, the Democratic Peopleôs Republic of Korea 

continues to establish joint ventures and cooperative entities for the purpose of 

evading sanctions and to utilize front, cover and shell companies. The Panel is 

investigating new information from a Member State regarding an individual, Choi 

Chon Gon, who in 2019 established in Mongolia a Democratic Peopleôs Republic of 

Korea front company, Hanne Ulaan LLC (hereafter ñHanne Ulaanò), which he used 

to acquire goods for Pyongyang. The Panel previously investigated Mr. Choi and 

Hanne Ulaan, and Mongolian authorities then informed the Panel that the companyôs 

registration documentation was forwarded to an address in Moscow that matched that 

of the embassy of the Democratic Peopleôs Republic of Korea. Mongolia preliminarily 

assessed Hanne Ulaan to be a Democratic Peopleôs Republic of Korea front company 

for the purposes of evading sanctions, and further reported freezing funds in bank 

accounts linked to Hanne Ulaan and Mr. Choi.147 In June, a Member State designated 

__________________ 

 146  See, for instance, www.theguardian.com/uk-news/2017/apr/23/uk-freezes-assets-of-north-korean-

company-in-south-london-insurance-nuclear-weapons, www.washingtonpost.com/wp-

dyn/content/article/2009/06/17/AR2009061703852.html?wpisrc=newsletter, 

https://lloydslist.maritimeintelligence.informa.com/ID013001/KNIC-refutes-new-fraud-

allegations and https://go.recordedfuture.com/hubfs/reports/cta-2020-0209.pdf. The Member 

State reported that KNIC and the Government of the Democratic Peopleôs Republic of Korea 

have attempted to commit insurance fraud by overinsuring Democratic Peopleôs Republic of 

Korea factories or other buildings from the initiation of a policy and/or inflating the monetary 

loss amount ï and also likely fabricating disaster claims. 

 147  S/2021/211, para. 152 and annex 89. 

http://www.theguardian.com/uk-news/2017/apr/23/uk-freezes-assets-of-north-korean-company-in-south-london-insurance-nuclear-weapons
http://www.theguardian.com/uk-news/2017/apr/23/uk-freezes-assets-of-north-korean-company-in-south-london-insurance-nuclear-weapons
http://www.washingtonpost.com/wp-dyn/content/article/2009/06/17/AR2009061703852.html?wpisrc=newsletter
http://www.washingtonpost.com/wp-dyn/content/article/2009/06/17/AR2009061703852.html?wpisrc=newsletter
https://lloydslist.maritimeintelligence.informa.com/ID013001/KNIC-refutes-new-fraud-allegations
https://lloydslist.maritimeintelligence.informa.com/ID013001/KNIC-refutes-new-fraud-allegations
https://go.recordedfuture.com/hubfs/reports/cta-2020-0209.pdf
https://undocs.org/en/S/2021/211
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Hanne Ulaan and Mr. Choi for engaging in illicit financial deals on behalf of the 

Democratic Peopleôs Republic of Korea.148 Investigations continue. 

138. The Panel notes that the recent partial border opening by the Democratic 

Peopleôs Republic of Korea may increase cases of its nationals couriering cash and 

high-value items. Some of the countryôs nationals travelling overseas have been 

known to carry high-value items in their baggage, including cash, gold and wildlife 

products, to evade sanctions.149  A Member State provided information that the 

Democratic Peopleôs Republic of Korea continues to engage in cash couriering. 

Investigations continue. 

 

  Illicit generation of revenue through cyberactivities 
 

139. In February, a cybersecurity firm reported150 that State-sponsored cyberactors of 

the Democratic Peopleôs Republic of Korea, such as the Lazarus Group,151  were 

responsible for nearly $1.7 billion worth of cryptocurrency theft in 2022, more than 

three times the amount that they stole in 2021 (see figure XXVII). The firm further 

assesses that the country is prioritizing cryptocurrency hacks ñto fund its nuclear 

weapons programsò. Of the total amount stolen by Democratic Peopleôs Republic of 

Korea cyberthreat actors in 2022, almost two thirds (approximately $1.1 billion) 

originated from attacks targeting decentralized finance platforms, including the 

Harmony Bridge152  and Axie Infinityôs Ronin network hacks.153 ,154  Similarly, 

according to a media report in May based on a separate cybersecurity companyôs 

analysis,155  the Democratic Peopleôs Republic of Korea targets virtual assets of 

multiple Member Statesô companies ñto obtain the foreign currency that it uses for its 

missile programò, stealing $2.3 billion in cryptocurrency from 2017 to 2022. A 

Member State official assessed in May that the malicious cyberactivities of the 

Democratic Peopleôs Republic of Korea fund half of its missile programme.156,157 

__________________ 

 148  See www.mofa.go.kr/www/brd/m_4080/view.do?seq=373848&page=1.  

 149  See, for instance, Security Council resolutions 2321 (2016), para. 35, 2270 (2016), para. 37, and 

2094 (2013), para. 14; and https://static.rusi.org/OP-embassies-and-elephants-north-koreas-

involvement-in-the-IWT-final-web.pdf.  

 150  See https://blog.chainalysis.com/reports/2022-biggest-year-ever-for-crypto-hacking.  

 151  Subordinate to RGB (KPe.031); see paras. 105ï107 and 113ï115. 

 152  Member Statesô authorities have worked with crypto exchanges and cybersecurity companies to 

recover funds from these hacks. See https://hub.elliptic.co/analysis/elliptic-collaborates-with-

binance-and-huobi-to-freeze-lazarus-group-hack-proceeds.  

 153  S/2022/668, paras. 147 and 148, and S/2023/171, para. 165. 

 154  In February 2023, the National Authority for Investigation and Prosecution of Economic and 

Environment Crime of Norway (Ïkokrim) announced that around 60 million Norwegian krone 

($5.8 million) worth of cryptocurrency had been recovered. See www.okokrim.no/record-

cryptocurrency-seizure-in-the-axie-case.6585495-549344.html.  

 155  See https://asia.nikkei.com/Spotlight/Cryptocurrencies/North-Korean-crypto-thefts-target-Japan-

Vietnam-Hong-Kong.  

 156  See https://edition.cnn.com/2023/05/10/politics/north-korean-missile-program-

cyberattacks/index.html and www.youtube.com/watch?v=fz_3PZq8gXs.  

 157  Other Member States have also publicly assessed that the Democratic Peopleôs Republic of 

Korea is utilizing its malicious cyberactivities to fund its missile and/or nuclear programmes. 

See, for instance, https://en.yna.co.kr/view/AEN20230719008400320.  

http://www.mofa.go.kr/www/brd/m_4080/view.do?seq=373848&page=1
https://undocs.org/en/S/RES/2321(2016)
https://undocs.org/en/S/RES/2270(2016)
https://undocs.org/en/S/RES/2094(2013)
https://static.rusi.org/OP-embassies-and-elephants-north-koreas-involvement-in-the-IWT-final-web.pdf
https://static.rusi.org/OP-embassies-and-elephants-north-koreas-involvement-in-the-IWT-final-web.pdf
https://blog.chainalysis.com/reports/2022-biggest-year-ever-for-crypto-hacking
https://hub.elliptic.co/analysis/elliptic-collaborates-with-binance-and-huobi-to-freeze-lazarus-group-hack-proceeds
https://hub.elliptic.co/analysis/elliptic-collaborates-with-binance-and-huobi-to-freeze-lazarus-group-hack-proceeds
https://undocs.org/en/S/2022/668
https://undocs.org/en/S/2023/171
http://www.okokrim.no/record-cryptocurrency-seizure-in-the-axie-case.6585495-549344.html
http://www.okokrim.no/record-cryptocurrency-seizure-in-the-axie-case.6585495-549344.html
https://asia.nikkei.com/Spotlight/Cryptocurrencies/North-Korean-crypto-thefts-target-Japan-Vietnam-Hong-Kong
https://asia.nikkei.com/Spotlight/Cryptocurrencies/North-Korean-crypto-thefts-target-Japan-Vietnam-Hong-Kong
https://edition.cnn.com/2023/05/10/politics/north-korean-missile-program-cyberattacks/index.html
https://edition.cnn.com/2023/05/10/politics/north-korean-missile-program-cyberattacks/index.html
http://www.youtube.com/watch?v=fz_3PZq8gXs
https://en.yna.co.kr/view/AEN20230719008400320
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  Figure XXVII  

  Yearly total cryptocurrency stolen by Democratic Peopleôs Republic of Korea 

cyberthreat actors, 2016ï2022 

(Millions of United States dollars) 
 

 

 

Source: Chainalysis. 
 

 

140. Democratic Peopleôs Republic of Korea cyberthreat actors continue to target 

virtual asset service providers and the virtual asset industry more broadly for the 

purpose of evading United Nations sanctions. The Panel continues to investigate these 

violations of financial sanctions by the Democratic Peopleôs Republic of Korea. 

 

  Cryptocurrency industry 
 

141. A cybersecurity company reported158  in February 2023 that the new virtual 

currency mixer Sinbad was likely a rebrand of Blender.io.159 According to the report, 

Sinbad had laundered close to $100 million in Bitcoin from hacks attributed to the 

Lazarus Group, including the Harmony Bridge hack in June 2022. Sinbad has ñthe 

same individual or group responsibleò for its operation, and wallets tied to a suspected 

Blender.io operator also showed cryptocurrency going to Sinbad.160  The on-chain 

pattern of behaviour is reportedly very similar for both mixers, including the specific 

characteristics of transactions and the use of other services to obfuscate. Moreover, 

ñthe way in which the Sinbad mixer operates is identical to Blender in several ways, 

including ten-digit mixer codes, guarantee letters signed by the service address, and 

a maximum seven-day transaction delayò. Investigations continue.  

142. The Panel is investigating Member State information regarding Wu Huihui, a 

Chinese national and over-the-counter virtual currency trader, for facilitating the 

conversion of virtual currency stolen by Democratic Peopleôs Republic of Korea 

cyberactors to fiat currency, and Cheng Hung Man, a third-country over-the-counter 

__________________ 

 158  See https://hub.elliptic.co/analysis/has-a-sanctioned-bitcoin-mixer-been-resurrected-to-aid-north-

korea-s-lazarus-group.  

 159  In 2022, a Member State designated the virtual currency mixers Blender.io and Tornado Cash. 

See S/2022/668, para. 147, and S/2023/171, para. 161. 

 160  Another cybersecurity firm reports (see footnote 150 above) that it ñobserved wallets belonging 

to North Korea-linked hackers sending funds to the [Sinbad] serviceò. 

https://hub.elliptic.co/analysis/has-a-sanctioned-bitcoin-mixer-been-resurrected-to-aid-north-korea-s-lazarus-group
https://hub.elliptic.co/analysis/has-a-sanctioned-bitcoin-mixer-been-resurrected-to-aid-north-korea-s-lazarus-group
https://undocs.org/en/S/2022/668
https://undocs.org/en/S/2023/171
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trader based in Hong Kong who worked with Mr. Wu to remit payment to companies 

in exchange for virtual currency. Mr. Cheng reportedly utilized front companies to 

enable Democratic Peopleôs Republic of Korea actors to bypass illicit-finance 

controls at financial institutions. Mr. Wu and Mr. Cheng were designated by a Member 

State in April.161 They were directed in these activities by a third Democratic Peopleôs 

Republic of Korea individual, Sim Hyon Sop (see paras. 132 and 133). To the Panelôs 

enquiry on Mr. Wu and Mr. Cheng, China replied that it ñdid not find any illegal cyber 

financial activities by the relevant individuals within Chinese border é the cyber 

activities mentioned by the Panel do not fall into the scope prohibited by the 

Resolutionsò (see annex 25).  

143. On 3 June, Atomic Wallet, an Estonia-based non-custodial decentralized wallet, 

confirmed that it had received reports of compromised wallets.162  A cybersecurity 

company assessed that the Lazarus Group was responsible, noting that the laundering 

of the stolen crypto assets followed ña series of steps that exactly match those 

employed to launder the proceeds of past hacks perpetrated by Lazarus Groupò.163 

The stolen assets were laundered through Sinbad. Additional reporting from the same 

company164  illustrated that more than $100 million was stolen from over 5,500 

compromised wallets. Additionally, it assessed that the hackers ñhave turned to the 

Russia-based Garantex165 [crypto] exchange to launder the stolen assetsò. Garantex 

was designated by a Member State in April 2022.166 In response to the Panelôs enquiry, 

Estonia replied that the case was under investigation. 

 

  Ransomware 
 

144. The Panel notes that two Member States issued an advisory in February 

regarding a global ransomware campaign by the Democratic Peopleôs Republic of 

Korea against health-care and critical infrastructure targets.167  The alert warned 

victims against paying ransoms because ñdoing so does not guarantee files and 

records will be recovered and may pose sanctions riskò. The advisory includes 

recommendations to defend against and mitigate ransomware incidents, common 

vulnerabilities and exposures details and indicators of compromise for Maui and 

H0lyGh0st ransomware variants.168  According to the advisory, the Democratic 

Peopleôs Republic of Korea has been using revenue from ransomware attacks to fund 

other malicious cyberoperations and the countryôs priorities and objectives. 

 

  Recommendations 
 

145. The Panel encourages Member States to be vigilant regarding Democratic 

Peopleôs Republic of Korea financial sanctions evasion through the use, by 

United Nations-designated entities of the Democratic Peopleôs Republic of 

Korea, of front and subordinate companies. The Panel also encourages Member 

State provision of company names and other identifying data to the Panel and/or 

Committee, as appropriate. 

__________________ 

 161  See https://home.treasury.gov/news/press-releases/jy1498.  

 162  See https://atomicwallet.io/blog/june-3rd-event-statement.  

 163  See https://hub.elliptic.co/analysis/north-korea-s-lazarus-group-likely-responsible-for-35-

million-atomic-crypto-theft.  

 164  See https://hub.elliptic.co/analysis/north-korea-linked-atomic-wallet-heist-tops-100-million.  

 165  Garantex was registered in Estonia in 2019 but lost its licence to provide virtual currency 

services in February 2022. According to a Member State, the majority of Garantexôs virtual 

currency operations are carried out in Moscow and Saint Petersburg, Russian Federation. 

 166  See https://home.treasury.gov/news/press-releases/jy0701.  

 167  See annex 76 for the joint advisory entitled ñ#StopRansomware: Ransomware Attacks on Critical 

Infrastructure Fund DPRK Malicious Cyber Activitiesò. 

 168  The Democratic Peopleôs Republic of Korea cyberthreat actor behind the ransomware attacks is 

referred to as Andariel. See S/2023/171, paras. 163 and 164. 

https://home.treasury.gov/news/press-releases/jy1498
https://atomicwallet.io/blog/june-3rd-event-statement
https://hub.elliptic.co/analysis/north-korea-s-lazarus-group-likely-responsible-for-35-million-atomic-crypto-theft
https://hub.elliptic.co/analysis/north-korea-s-lazarus-group-likely-responsible-for-35-million-atomic-crypto-theft
https://hub.elliptic.co/analysis/north-korea-linked-atomic-wallet-heist-tops-100-million
https://home.treasury.gov/news/press-releases/jy0701
https://undocs.org/en/S/2023/171
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146. The Panel reiterates its recommendation that Member States implement as 

soon as possible the Financial Action Task Force guidance on virtual assets and 

virtual asset service providers, including full implementation of the revised 

recommendation 15 (and the ñTravel Ruleò). 

147. The Panel further recommends that Member States consider more active 

outreach to the virtual asset industry to ensure a broad awareness of Democratic 

Peopleôs Republic of Korea cyber-enabled thefts of virtual assets, as well as 

appropriate measures to defend against and respond to such attacks. 

 

 

 VI. Unintended humanitarian effects of sanctions 
 

 

148. In paragraph 25 of resolution 2397 (2017), the Security Council reaffirms that 

United Nations sanctions are not intended to have adverse humanitarian consequences 

for the civilian population of the Democratic Peopleôs Republic of Korea and also stresses 

that it is the primary responsibility and need of the country to fully provide for the 

livelihood and needs of its people. The Panel continued to monitor available information 

related to the humanitarian situation and humanitarian assistance to the country pursuant 

to paragraphs 24 and 25 of resolution 2397 (2017) and other relevant resolutions. 

149. The Panel notes the recently adopted resolution 2664 (2022), in which the Security 

Council underscores the need to minimize unintended adverse humanitarian effects of 

sanctions and suggests measures to this end, as well as the update by the Committee on 

2 June 2023 of Implementation Assistance Notice No. 7, incorporating the relevant 

elements of resolution 2664 (2022) and an explanation of its application in the context 

of humanitarian assistance to the Democratic Peopleôs Republic of Korea.169 

 

  Humanitarian situation 
 

150. The Panel continues to recognize the lack of reliable data on the humanitarian 

situation in the Democratic Peopleôs Republic of Korea, especially owing to the 

countryôs border closures and the resulting inability of most foreign observers and 

humanitarian organizations to report conditions within the country. The Panel also 

notes the absence of a methodology that disaggregates the consequences of 

multilateral sanctions from other factors. The Panel continued the practice of sending 

its questionnaire to humanitarian organizations (see annex 78), the anonymized 

responses to which are reflected in annex 79. 

151. United Nations entities, Member States and NGOs continue to characterize the 

humanitarian situation in the Democratic Peopleôs Republic of Korea as deteriorating, 

with 11.3 million people in need of assistance and 45.5 per cent of the population 

undernourished, according to United Nations sources.170  Food security, child 

nutrition, vaccination coverage and access to clean water and basic sanitation and 

hygiene services have all worsened.171 

__________________ 

 169  See annex 77 for the updates to Implementation Assistance Notice No. 7. 

 170  See www.fao.org/documents/card/en/c/cc3017en.  

 171  Despite an average fall harvest, many sources published contradictory accounts on food prices in 

the Democratic Peopleôs Republic of Korea (see, for instance, www.38north.org/2023/06/north-

korean-market-prices-suggest-serious-food-shortages and www.rfa.org/korean/in_focus/ 

nk_nuclear_talks/foodprice-06262023095213.html). The Office for the Coordination of 

Humanitarian Affairs estimated in 2022 that the number of food-insecure people had increased to 

60 per cent of the population (see https://reliefweb.int/report/democratic-peoples-republic-

korea/crisisinsight-weekly-picks-31-may-2023). Reports of an increase in deaths from starvation 

were also widespread, though opinions varied (see annexes 80 and 81). Outside experts have 

suggested to the Panel that it is plausible to believe that some areas are experiencing quasi-

famine conditions, and some groups may be in a state of famine. 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2664(2022)
https://undocs.org/en/S/RES/2664(2022)
http://www.fao.org/documents/card/en/c/cc3017en
http://www.38north.org/2023/06/north-korean-market-prices-suggest-serious-food-shortages
http://www.38north.org/2023/06/north-korean-market-prices-suggest-serious-food-shortages
http://www.rfa.org/korean/in_focus/nk_nuclear_talks/foodprice-06262023095213.html
http://www.rfa.org/korean/in_focus/nk_nuclear_talks/foodprice-06262023095213.html
https://reliefweb.int/report/democratic-peoples-republic-korea/crisisinsight-weekly-picks-31-may-2023
https://reliefweb.int/report/democratic-peoples-republic-korea/crisisinsight-weekly-picks-31-may-2023
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152. The humanitarian situation in the Democratic Peopleôs Republic of Korea is 

possibly the result of a combination of many factors. In descending order, they include 

the countryôs socioeconomic policies prioritizing weapons of mass destruction and 

ballistic missiles, the coronavirus disease (COVID-19) pandemic and the resulting 

border closure, natural disasters, the low prioritization that the country accords to 

humanitarian aid,172 as well as the unintended effects of sanctions. 

153. A slight easing of the border closure policy and relaxation of quarantine 

restrictions in the spring of 2023 enabled some resumption of imports of grain, other 

food products and medical products, at least slightly improving the situation by the 

summer. Democratic Peopleôs Republic of Korea policymakers may be increasing 

their prioritization of agricultural and grain production.173 

154. Although difficult to specify precisely, based on its previous assessments and 

information from Member States, humanitarian actors and independent experts, the 

Panel notes that, even as the relative influence of sanctions has lessened since the 

COVID-19-related border closure by the Democratic Peopleôs Republic of Korea in 

early 2020, there can be little doubt that United Nations sanctions and their 

implementation have unintentionally affected the humanitarian situation and some 

aspects of aid operations, exacerbating the problems caused by the countryôs economic 

policies. Prior to the pandemic, the Panel reported,174  based on information from 

various sources, that the unintended impact of sanctions on the humanitarian needs of 

the civilian population might include the following:  

 (a) Increase in social marginalization as the elites respond to both United 

Nations and other sanctions by tightening control over resources;175,176 

 (b) Decrease in sources of livelihood for those employed in industries affected 

by sanctions and the persistence of resulting unemployment;177 

__________________ 

 172  In February, a State newspaper of the Democratic Peopleôs Republic of Korea stated that relying on 

external aid to address food shortages would be the same as accepting ñpoisoned candyò (see 

www.nknews.org/pro/state-media-review-north-korea-rejects-humanitarian-aid-as-poison-candy and 

http://rodong.rep.kp/ko/index.php?MTJAMjAyMy0wMi0yMi1OMDI4QDE1QDJAQDBAMjg==). 

As one humanitarian organization told the Panel, ñNorth Korean authorities do not believe that 

humanitarian aid will fundamentally improve their economic situation; instead, they think it only 

increases the dependence of its high-ranking officials and people on the outside worldò. 

 173  The countryôs leadership made agriculture a priority at the seventh plenary meeting of the eighth 

Central Committee of the Workersô Party of Korea in March 2023, and grain production was named the 

first of the ñ12 major goalsò in December 2022. See www.kcna.kp/en/article/q/be316125bbf4e33c49d 

80b628336942c.kcmsf and www.kcna.kp/en/article/q/ca7280c2250709518dc9e8e91bac53cf.kcmsf.  

 174  S/2019/171, para. 176; S/2019/691, para. 83; S/2020/151, para. 209; S/2020/840, paras. 156ï158 and 

160; S/2021/211, paras. 168ï171; S/2021/777, paras. 174ï178; S/2022/132, paras. 187ï190; S/2022/668, 

paras. 163ï166; and S/2023/171, paras. 179 and 180. See also annex 82 of the present report. 

 175  Two experts are of the view that increased State control leads to depression of the market sector, 

which since 2017 has resulted in decreased access for common families to the market, as well as 

the shrinking of their budgets. 

 176  In preambular paragraph 4 of resolution 2397 (2017), inter alia, the Security Council expresses 

great concern that the country continues to develop nuclear weapons and ballistic missiles by 

diverting critically needed resources away from its people when they have great unmet needs. 

 177  The Democratic Peopleôs Republic of Korea guarantees total employment to its people (articles 

29 and 30 of the countryôs constitution). Two experts are of the view that this mention is 

irrelevant. 

http://www.nknews.org/pro/state-media-review-north-korea-rejects-humanitarian-aid-as-poison-candy
http://rodong.rep.kp/ko/index.php?MTJAMjAyMy0wMi0yMi1OMDI4QDE1QDJAQDBAMjg==
http://www.kcna.kp/en/article/q/be316125bbf4e33c49d80b628336942c.kcmsf
http://www.kcna.kp/en/article/q/be316125bbf4e33c49d80b628336942c.kcmsf
http://www.kcna.kp/en/article/q/ca7280c2250709518dc9e8e91bac53cf.kcmsf
https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2019/691
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2022/132
https://undocs.org/en/S/2022/668
https://undocs.org/en/S/2023/171
https://undocs.org/en/S/RES/2397(2017)
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 (c) Continued shortages of agricultural equipment178  and lack of fuel,179 

exacerbating already low levels of mechanization of agriculture;180 

 (d) Increasing disruption of medical supply chains.181,182 

 

  Operations of humanitarian organizations 
 

155. Before the pandemic, the scale of humanitarian assistance accounted for 

approximately $2 per capita annually183  and provided a critical resource in certain 

geographic areas and for vulnerable population groups. Humanitarian organizations 

report that the border closure and other pandemic prevention measures led to a variety 

of outcomes, including the suspension or severe reduction of organizationsô aid 

activities, a reduced ability to assess the potential impact of sanctions and a deterioration 

of the humanitarian situation in the Democratic Peopleôs Republic of Korea. While some 

organizations highlighted that aid offers have received no positive response, several 

others reported the ability to provide a low level of humanitarian supplies to the 

Democratic Peopleôs Republic of Korea in 2023, with limited monitoring. 

156. The responding humanitarian organizations further emphasized the ongoing 

difficulties in providing aid owing to the border closures, the lengthy period of 

quarantine and disinfection and administrative issues. Organizations differ in their 

assessment of possible impacts of United Nations sanctions on their work, citing, inter 

alia, the following potential factors: 

 (a) Absence of a banking channel;  

 (b) Fewer suppliers applying for tenders, affecting price and quality; 

 (c) Increased customs delays; 

 (d) Additional workload for exemption applications; 

 (e) Procurement delays; 

Two organizations assessed that the border closure policy has severely aggravated the 

humanitarian situation in the country and that United Nations sanctions have had no, 

or minimal, influence; two others assessed that the humanitarian situation is caused 

by both the border closure and sanctions. 

__________________ 

 178  The munitions industry of the Democratic Peopleôs Republic of Korea can manufacture large 

volumes of various agricultural equipment and farm machinery, if the Government decides to 

allocate the resources (see https://kcnawatch.org/newstream/1664356199-252182552/kim-jong-un-

sends-farm-machines-to-south-hwanghae-province). Two experts are of the view that this assessment 

is inaccurate and incomplete as prohibited items are needed for the production of such goods. 

 179  Member States have provided information that the Democratic Peopleôs Republic of Korea has 

substantially exceeded the cap on the import of refined petroleum products every year since its 

introduction under Security Council resolution 2397 (2017) (see paras. 29 and 30); meanwhile, 

imports of crude oil have not approached the 4 million annual barrel cap, and the country 

continues to export coal in violation of resolutions (see paras. 74ï76). After the introduction of 

the oil cap, the total volume of refined petroleum imports has fallen. 

 180  Two experts are of the view that the overall decrease in export earnings, caused by the sectoral ban, 

resulted in the shrinking of resources available for imports of agricultural equipment, fertilizers 

and fuel, and that the imports of these commodities were also affected by the sectoral ñimportò 

ban. According to the same experts, as a result, food, energy and social security suffered. 

 181  Medicines and medical supplies are not prohibited from being exported to the Democratic 

Peopleôs Republic of Korea, while humanitarian organizations have made efforts to render 

relevant supplies to the country through the established and well-functioning exemption process 

for humanitarian purposes. 

 182  Two experts are of the view that these disruptions in imports of crucial items for medical 

purposes are caused by the decrease in foreign currency reserves and sectoral ñimportò ban (for 

examples of prohibited medical-related items, see S/2019/171, annexes 86 and 87), as well as de-

risking by foreign suppliers. 

 183  See https://reliefweb.int/report/democratic-peoples-republic-korea/provisional-2020-dpr-korea-

needs-and-priorities-overview.  

https://kcnawatch.org/newstream/1664356199-252182552/kim-jong-un-sends-farm-machines-to-south-hwanghae-province
https://kcnawatch.org/newstream/1664356199-252182552/kim-jong-un-sends-farm-machines-to-south-hwanghae-province
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2019/171
https://reliefweb.int/report/democratic-peoples-republic-korea/provisional-2020-dpr-korea-needs-and-priorities-overview
https://reliefweb.int/report/democratic-peoples-republic-korea/provisional-2020-dpr-korea-needs-and-priorities-overview
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157. Many responding organizations indicated that the current, improved 

humanitarian exemption process was sufficient and welcomed the update to the 

Committeeôs Implementation Assistance Notice No. 7. Several organizations 

recommended a longer exemption period or automatic extension until the end of an 

approved project and standing exemptions for certain low-risk products. Most do not 

foresee the Democratic Peopleôs Republic of Korea fully opening in 2023, and several 

expressed concern that only limited access will be permitted in the future. 

158. According to a United Nations official source, in 2023 some access constraints 

have improved, with successful deliveries of medication, vaccines, nutrition items 

and water, sanitation and hygiene supplies. However, owing to only a limited easing 

of the countryôs COVID-19 measures, aid workers are still unable to undertake visits 

to distribution sites and verify deliveries. The Committee has granted four new 

exemptions and nine extensions of humanitarian assistance.  

 

  Recommendations 
 

159. The Panel values the biannual briefings by the relevant United Nations 

entities on the unintended impact of sanctions and recommends that the 

Committee continue this practice. 

160. The Panel once again stresses the urgency of re-establishing a durable 

banking channel for humanitarian operations in the Democratic Peopleôs 

Republic of Korea.  

161. The Panel recommends that, in the context of the implementation of 

Security Council resolution 2664 (2022), the United Nations system, including 

the Committee, take into account information provided by humanitarian actors 

on the mitigation of the potential adverse impact of United Nations sanctions on 

the civilian population and on humanitarian assistance in Democratic Peopleôs 

Republic of Korea. 

162. The Panel reiterates its previous recommendations that: 

 (a) The Security Council continue to address issues and processes that 

mitigate the potential unintended adverse impact of sanctions on the civilian 

population of the Democratic Peopleôs Republic of Korea and on humanitarian 

aid operations; 

 (b) The Committee and other relevant stakeholders continue to 

practically consider the idea of exempting selected exports currently under 

sanctions, the proceeds of which might be used to finance humanitarian supplies;  

 (c) The Committee consider more active outreach with civil society 

providing humanitarian assistance to the Democratic Peopleôs Republic of Korea 

to help to implement Security Council resolution 2664 (2022); 

 (d) The Committee practically consider the idea of renewable and standing 

exemptions for humanitarian aid actors and humanitarian-related commodities. 

 

 

 VII. National implementation reports  
 

 

  Status of Member State reporting on the implementation of relevant resolutions  
 

163. By 28 July 2023, 66 Member States had submitted reports on their 

implementation of paragraph 8 of Security Council resolution 2397 (2017), 81 

Member States on paragraph 17 of resolution 2397 (2017), 95 Member States on 

resolution 2375 (2017), 90 Member States on resolution 2371 (2017), 107 Member 

States on resolution 2321 (2016) and 115 Member States on resolution 2270 (2016). 

https://undocs.org/en/S/RES/2664(2022)
https://undocs.org/en/S/RES/2664(2022)
https://undocs.org/en/S/RES/2397(2017)
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The Panel notes that the number of non-reporting Member States (127) for resolution 

2397 (2017) remains significant.184,185 

164. Separately, the overall response rate by Member States, entities and individuals 

to the Panelôs enquiries about its investigations remains low: the Panel observes that 

Member States, entities and individuals should abide by the relevant Security Council 

resolutions to fully cooperate with the Panelôs enquiries. 

 

 

 VIII. Recommendations  
 

 

165. For a consolidated list of recommendations, see annex 83.  

 

 

  

__________________ 

 184  For statistics about national implementation reports, see 

www.un.org/securitycouncil/sanctions/1718/implementation-reports.  

 185  See also www.smallarmssurvey.org/resource/value-reporting-national-reporting-practices-under-

un-sanctions-regime-north-korea.  
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Annex 1: Kim Jong Unôs inspection of ñtactical nuclear weaponsò (excerpt from DPRK 

media report) and Member State assessments 

 

1) Photo from DPRK media 

 

 

Source: Rodong Sinmun, 28 March 2023.  
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2) Assessments by Member States on ñtactical nuclear weaponsò (excerpts) 

 

[Member State 1] 

 

On 28 March 2023, North Korea state media showed leader Kim Jong Un inspecting ten 

purported ñtacticalò nuclear devices alongside ballistic and cruise missile systems. Also shown 

were diagrams of warheads integrated with a range of delivery systems including an unmanned 

underwater vehicle. The nuclear devices being inspected appeared physically smaller than 

previous purported nuclear devices featured in North Korean media. 

 

In recent years, North Korea has signalled a focus on developing so-called ñtacticalò nuclear 

weapons which are almost certainly intended for use on the peninsula and likely have a lower 

yield warhead than warheads for longer range systems. 

 

It is highly likely that nuclear weapon design personnel would prefer to see a full-scale test to 

validate the new design. However, despite the reactivation of the test site last year North Korea 

has not resumed nuclear testing. 

 

Source: Member State. 

 

 

[Member State 2] 

 

[MS2] government assumes that the "Hwasan-31" is likely to be a tactical nuclear weapon when 

considering only its appearance, such as size and shape. However, the DPRK has yet to disclose 

the device's internal detonator and technical specifications, so assessing whether the device 

matches the physical characteristics typically associated with tactical nuclear weapons is 

difficult. In this vein, whether the device possesses a range of explosive yields depending on its 

technical use is also difficult to evaluate. 

 

Meanwhile, considering that "Hwasan-31" is possibly disclosed for deception purposes, the 

[MS2] government assessed that further analysis is required. 

 

Source: Member State. 
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Annex 2: Activities at Punggye-ri nuclear test site (41Á 16ǋ 41ǌ N 129Á 05ǋ 15ǌ E) 

 

*In the annexes of the nuclear section, annotations in red boxes are recent observations, while 

those with yellow characters in black boxes are previous observations. 

 

 

Source: Planet Labs Inc., 4 May 2023. 
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1) Activities near Tunnel 3 (41Á 16ǋ 35ǌ N 129Á 05ǋ 17ǌ E) 

 

Source: Maxar Technologies, 7 March 2023. 
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Source: Maxar Technologies, 13 March 2023, 25 June 2023. 
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2) Activities near Tunnel 4 (41Á 16ǋ 46ǌ N 129Á 05ǋ 08ǌ E) 

 

 

Source: Planet Labs Inc., 22 April 2023, Maxar Technologies, 7 May 2023. 
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Source: Maxar Technologies, 25 June 2023. 
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3) Activities at Administrative area (41Á 16ǋ 41ǌ N 129Á 05ǋ 15ǌ E) 

 

 

Source: Maxar Technologies, 8 February 2023. 
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Annex 3: Activities at LWR (39Á 47ǋ 45ǌ N 125Á 45ǋ 18ǌ E) 

 

 

Source: Maxar Technologies, 7 April 2023. 
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1) Construction of support buildings (39Á 47ǋ 46ǌ N 125Á 45ǋ 14ǌ E) 

 

 

Source: Maxar Technologies, 4 March 2023, 1April 2023. 
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Source: Planet Labs Inc., 25 February 2018, Maxar Technologies, 18 June 2023. 
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2) Possible testing of cooling water system (39Á 47ǋ 39ǌ N 125Á 45ǋ 21ǌ E) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Maxar Technologies, 27 February, 7 March, 12 April 2023. 

 

  



S/2023/656 
 

 

23-15418 80/430 

 

Annex 4: Activities at 5MW(e) reactor (39Á 47ǋ 51ǌ N 125Á 45ǋ 20ǌ E)  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Maxar Technologies, 7 April 2023, 12 April 2023.  
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Source: Planet Labs Inc., 1 July 2023. 
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Annex 5: Radiochemical Laboratory (39Á 46ǋ 50ǌ N 125Á 45ǋ 08ǌ E) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Planet Labs Inc., 4 May 2023. 
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1) Suspected nuclear waste storage site (Old Waste Site) (39Á 47ǋ 16ǌ N 125Á 45ǋ 23ǌ E) 

 

¶ A think tank reported new excavation activity was observed in March 2023. An 
outside expert consulted by the Panel explained that there had been some smaller 

excavation activities at this site even before 2023. The Panelôs satellite imagery 

analysis corroborated these observations. 

¶ According to the International Atomic Energy Agency (IAEA), this facility was 
not declared by the DPRK in its initial report submitted to the Agency in May 

1992 along with another suspected nuclear waste storage site (aka: Building 

500).186  Despite repeated requests by the Agency for additional access to the 

facility, DPRK continued to refuse. This site was covered with soil before 

IAEAôs visit in 1992.187 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                       

Source: Maxar Technologies, 4 May 2023 

__________________ 

186 See https://www-pub.iaea.org/mtcd/publications/pdf/pub1032_web.pdf.  
187 See The Institute for Science and International Security, Solving the North Korean Nuclear Puzzle. 

https://www-pub.iaea.org/mtcd/publications/pdf/pub1032_web.pdf
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2) Activities near spent fuel receipt building (39Á 46ǋ 49ǌ N 125Á 45ǋ 07ǌ E) 

 

¶ The below images captured between late-February to mid-April 2023 showed the 

pile of unidentified material in front of spent fuel receipt building and vehicular 

activities at motor pool area.   

            

 

Source: Planet Labs Inc., 26 February 2023, Maxar Technologies, 21 March 2023. 



 
S/2023/656 

 

85/430 23-15418 

 

 

 

Source: Maxar Technologies, 7 April 2023, 19 April 2023. 
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¶ The below image captures on 1 July 2023 showed vehicular activities in front 
of spent fuel receipt building in addition to motor pool area.  

 

 

Source: Planet Labs Inc., 1 July 2023. 
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Annex 6: Activities at the Yongbyon Nuclear Fuel Rod Fabrication Plant (39Á46ǋ15ǌN 125Á44ǋ57ǌE) 

 

 

 

Source: Maxar Technologies, 7 April 2023. 
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1) New construction activities at southern area (39Á 46ǋ 04ǌ N 125Á 45ǋ 01ǌ E) 

 

 

Source: Planet Labs Inc., 26 February 2023, Maxar Technologies, 4 March 2023. 


