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 In paragraph 2 of resolution 2569 (2021), the Security Council requested the 

Panel of Experts established pursuant to resolution 1874 (2009) to provide a final 

report to the Council with its findings and recommendations. Accordingly, the 

President hereby circulates the report received from the Panel of Experts (see annex). 
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Annex 
 

  Letter dated 25 February 2022 from the Panel of Experts 

established pursuant to resolution 1874 (2009) addressed to the 

President of the Security Council  
 

 

 The Panel of Experts established pursuant to Security Council resolution 1874 

(2009) has the honour to transmit herewith, in accordance with paragraph 2 of Council 

resolution 2569 (2021), the final report on its work.  

 The report was provided to the Security Council Committee established 

pursuant to resolution 1718 (2006) on 4 February 2022 and was considered by the 

Committee on 23 February 2022.  

 The Panel would appreciate it if the present letter and the report were brought 

to the attention of the members of the Security Council and issued as a document of 

the Council.   

 

 

Panel of Experts established pursuant to 

Security Council resolution 1874 (2009) 
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Enclosure 
 

  Letter dated 4 February 2022 from the Panel of Experts 

established pursuant to resolution 1874 (2009) addressed to the 

Chair of the Security Council Committee established pursuant to 

resolution 1718 (2006) 
 

 

 Further to the technical review by the Secretariat, requested by Member States 

and conducted following the Panelôs completion, by consensus, of its report on 

28 January, the Panel of Experts established pursuant to Security Council resolution 

1874 (2009) has the honour to transmit herewith, in accordance with paragraph 2 of 

Council resolution 2569 (2021), the final report on its work. 

 The Panel would appreciate it if the present letter and the report were brought 

to the attention of the members of the Security Council Committee established 

pursuant to resolution 1718 (2006). 

 

 

Panel of Experts established pursuant to 

Security Council resolution 1874 (2009) 
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 Summary 

 During the reporting period, the Democratic Peopleôs Republic of Korea 

continued to maintain and develop its nuclear and ballistic missile programmes in 

violation of Security Council resolutions. Although no nuclear tests or launches of 

intercontinental ballistic missiles were reported, the Democratic Peopleôs Republic of 

Korea continued to develop its capability for production of nuclear fissile materials. 

There was a marked acceleration of the testing and demonstration of new short- and 

possibly medium-range missiles incorporating both ballistic and guidance 

technologies and using both solid and liquid propellants, which continues as at the 

end of January 2022. New technologies tested included a possible hypersonic gliding 

warhead and a manoeuvrable re-entry vehicle. The Democratic Peopleôs Republic of 

Korea demonstrated increased capabilities for rapid deployment, wide mobility 

(including at sea) and improved resilience of its missile forces. Maintenance and 

development of the nuclear and ballistic missile infrastructure of the Democratic 

Peopleôs Republic of Korea continued, and the country continued to seek material, 

technology and know-how for these programmes overseas, including through cyber 

means and joint scientific research. 

 The strict blockade of the Democratic Peopleôs Republic of Korea in response 

to the coronavirus disease (COVID-19) has continued. The reporting period has seen 

historically low levels of goods and people entering and leaving the country; and licit 

and illicit trade, including in luxury goods, has largely ceased, although cross-border 

rail traffic reopened in early 2022. Where trade was observed, differing interpretations 

by Member States of the provisions of the sanctions regime and erroneous use of 

country codes continued to affect monitoring of the very low trade statistics. 

 Although maritime exports of coal from the Democratic Peopleôs Republic of 

Korea increased in the second half of 2021, they were still at relatively low levels. 

The quantity of illicit imports of refined petroleum increased sharply in the same 

period, but at a much lower level than in previous years. Direct delivery by 

non-Democratic Peopleôs Republic of Korea tankers to the Democratic Peopleôs 

Republic of Korea ceased, probably in response to COVID-19 measures: instead, only 

tankers of the Democratic Peopleôs Republic of Korea delivered oil, a marked change 

of methodology. Sophisticated evasion of maritime sanctions continued, facilitated 

by deliberately obfuscated financial and ownership networks. Although the 

Democratic Peopleôs Republic of Korea-flagged merchant fleet continued to grow, 

fewer foreign fishing vessels were observed in the countryôs waters. 

 There remain some nationals of the Democratic Peopleôs Republic of Korea 

earning revenue overseas, and the COVID-19 blockade prevented their direct 

repatriation. Cyberattacks, in particular on cryptocurrency assets, remain an 

important revenue source for the Government of the Democratic Peopleôs Republic 

of Korea. 

 The humanitarian situation in the Democratic Peopleôs Republic of Korea 

continues to worsen, with the COVID-19 blockade probably the most important factor 

in that decline. The almost complete lack of information from the Democratic 

Peopleôs Republic of Korea means that the longer-term and unintended humanitarian 

consequences of United Nations sanctions affecting the civilian population continue 

to be difficult to disaggregate from other factors. The Panel repeated its survey of 

humanitarian organizations, some of which successfully provided aid to the 

Democratic Peopleôs Republic of Korea in 2021. The present report includes a 

summary of their responses. 
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 The report contains 30 recommendations to the Security Council, the Security 

Council Committee established pursuant to resolution 1718 (2006) and Member 

States (see annex 93). The Panel of Experts continues to be grateful to those Member 

States that constructively support the Panel in its mandate, although patchy 

engagement by some Member States, entities and individuals has yet to improve. 
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 I. Introduction 
 

 

1. In paragraph 2 of resolution 2569 (2021), the Security Council requested the 

Panel of Experts established pursuant to resolution 1874 (2009) to provide to the 

Security Council Committee established pursuant to resolution 1718 (2006) a final 

report with findings and recommendations. The present report covers the period from 

4 August 2021 to 28 January 2022. The Democratic Peopleôs Republic of Korea has 

continued its restrictive measures, including border controls in response to the ongoing 

coronavirus disease (COVID-19) pandemic, during the reporting period, but in January 

2022 limited opening of cross-border transportation was observed (see annex 1). 

 

 

 II. Recent activities related to the nuclear and ballistic 
missile programmes 
 

 

  Nuclear 
 

2. The Panel continued to monitor the nuclear programme of the Democratic 

Peopleôs Republic of Korea. Although there was no reported nuclear test during the 

reporting period, renovation and construction activities at nuclear-related facilities are 

under way across the country, and there are indications consistent with the operation of 

the Yongbyon 5 MW(e) reactor and of activities of the Pyongsan mine and 

concentration plant. The Panel notes that this continuous activity and the development 

of nuclear facilities appear to be in line with the strategic goals of the Government of 

the Democratic Peopleôs Republic of Korea for its nuclear programme, announced at 

the Eighth Congress of the Workersô Party of Korea in January 2021 (see annex 2).  

 

  Yongbyon site 
 

3. A Member State assessed that the work on the external construction of the light 

water reactor has been completed, while internal work is still in progress. Satellite 

imagery analysed by the Panel from August to September 2021 shows intensive 

construction of a building under way in the area south of the light water reactor (see 

annex 3). The building is outside the current perimeter of the Yongbyon reactors area 

(see figure I) and may therefore not be of critical importance. 

4. In July 2021, a Member State detected indications of the resumed operation of 

the 5 MW(e) reactor at the Yongbyon experimental nuclear power plant site. Based 

on the Panelôs satellite imagery analysis (see annex 4), intermittent discharge of 

cooling water from the reactor has been observed since July. A steam plume from the 

reactorôs hall was observed at the end of November, and thermal imagery from 

September to November indicated the operation of the reactor.1 The Panel has not 

independently corroborated this observation. 

5. Satellite imagery showed partial removal of the roof of one of the 50 MW(e) 

reactor buildings from May to September 2021. A think tank2  assessed that the 

building was originally designed to contain a spent fuel storage pond. Satellite 

imagery from June and September 2021 corroborates this assessment, as well as 

showing construction and excavations in adjacent areas. The reactor complex was 

never completed and it was previously believed to be abandoned (see annex 5). 

__________________ 

 1  See www.38north.org/2021/11/north-koreas-yongbyon-nuclear-complex-further-evidence-of-5-mwe-

reactor-operations and https://beyondparallel.csis.org/thermal-imagery-analysis-of-yongbyon.  

 2  See www.38north.org/2021/09/dismantlement-of-spent-fuel-storage-building-at-yongbyons-50-

mwe-reactor.  

https://undocs.org/en/S/RES/2569(2021)
https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/1718(2006)
http://www.38north.org/2021/11/north-koreas-yongbyon-nuclear-complex-further-evidence-of-5-mwe-reactor-operations
http://www.38north.org/2021/11/north-koreas-yongbyon-nuclear-complex-further-evidence-of-5-mwe-reactor-operations
https://beyondparallel.csis.org/thermal-imagery-analysis-of-yongbyon
http://www.38north.org/2021/09/dismantlement-of-spent-fuel-storage-building-at-yongbyons-50-mwe-reactor
http://www.38north.org/2021/09/dismantlement-of-spent-fuel-storage-building-at-yongbyons-50-mwe-reactor
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6. No significant activity has been observed at either the radiochemical laboratory or 

the thermal plant since the Panelôs previous report.3  The Director General of the 

International Atomic Energy Agency mentioned on 24 November 2021 the absence of 

indications of the operation of the laboratory since early July 2021 (see annex 6). A 

Member State assessed that the Democratic Peopleôs Republic of Korea may have 

reprocessed spent fuel rods, although the Panel has been unable to verify this assessment. 

7. Since September 2021, the possible removal of the cooling devices4 from the 

Yongbyon centrifuge enrichment facility has been detected and new construction 

activity adjacent to the facility observed. Plumes of steam at the uranium dioxide 

production building were occasionally observed from March to September. Continued 

activity at the uranium dioxide production building indicates that the Democratic 

Peopleôs Republic of Korea is likely to continue its production of nuclear fissile 

materials (see annex 7). 

8. Satellite imagery indicates that new construction activity is under way at the 

pilot fuel fabrication plant, which was used in the 1980s as the original fuel 

fabrication facility for the 5 MW(e) reactor (see annex 8).5 

 

  Pyongsan uranium mine and concentration plant 
 

9. The Panelôs satellite imagery analysis shows new construction at a building, the 

installation of a conveyor at one of the mineshafts and regular railcar activity at the 

plant. The Panel observed continuous expansion of solid waste in the tailings pond. 

These activities indicate that the mine and the plant are operational (see annex 9). 

 

  Punggye-ri test site 
 

10. The Panel has not observed indications of the site being in operation. 

 

  Other sites 
 

11. The Panel continues to monitor activities in the vicinity of Kangson,6  a 

suspected clandestine uranium enrichment facility, including continuous vehicular 

activity at the site and new construction activities near the main building since July 

2021. The purpose of the construction work remains unclear (see annex 10). 

12. The Panel continues to monitor the Yongdoktong area, which is believed to be 

involved in the nuclear weaponization programme of the Democratic Peopleôs 

Republic of Korea, including as a nuclear weapons storage facility.7  The Panel 

observed the activity of several vehicles near the entrance of tunnels. The Panel has 

also corroborated external information indicating the possible existence of storage for 

explosives in the area (see annex 11).  

 

__________________ 

 3  S/2021/777, para. 5 and annex 5. 

 4  S/2021/211, para. 3 and annex 2. 

 5  International Atomic Energy Agency, document GOV/2011/53-GC(55)/24, para. 29. 

 6  S/2021/777, para. 9 and annex 10. 

 7  Ibid., para. 10 and annex 11. 

https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/777
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  Figure I 

  Construction and renovation activities in Yongbyon  

Location area limits at north-west (39Á48ǋ22ǌN 125Á44ǋ25ǌE) and south-east (39Á45ǋ57ǌN 125Á46ǋ08ǌE) 
 

 

 

Source: Planet Labs, 6 November 2021. 
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  Intangible transfer of technology and activities of universities of the 

Democratic Peopleôs Republic of Korea 
 

13. The Panel has continued its investigation of the intangible transfer of technology 

involving scientists of the Democratic Peopleôs Republic of Korea in particular fields 

of activity covered by paragraph 11 of Security Council resolution 2321 (2016). The 

Panel notes that advanced academic study in several fields (see S/2021/777, para. 11) 

could be related to nuclear weapons development, ballistic missile design and the 

possible development of other weapons of mass destruction. The Panel is also 

concerned that students or academics of the Democratic Peopleôs Republic of Korea 

could collect sensitive proliferation-related information through access to scientific 

databases and communities. In this respect, the Panel has identified 16 studies that 

were jointly published between 2017 and 2019 by institutions of the Democratic 

Peopleôs Republic of Korea and a number of Chinese universities in which specific 

scientists of the Democratic Peopleôs Republic of Korea were involved (see annex 12). 

Open-source information suggests that at least the following seven scientists of the 

Democratic Peopleôs Republic of Korea are concurrently affiliated with universities in 

both the Democratic Peopleôs Republic of Korea and China: Kim Myonghak,8  Ri 

Kwang,9 Ju Jong-Min,10 Pak Sung-Nam, Kim Myong Chol, Kang Kwang-song11 and 

Choe Jongchol. The Panel wrote to China to clarify the nature of the joint studies and 

their current status. China replied that, ñaccording to the investigation, there are no 

prohibited academic exchanges or scientific collaborations between Chinese 

universities and the DPRK sideò (see annex 13). Investigations into a number of other 

joint scientific papers continue.12 

14. The Panel is investigating academic exchanges between Pyongyang University 

of Science and Technology and foreign universities and scientists who have given 

lectures on various fields at Pyongyang University of Science and Technology (see 

annexes 14ï16). 

15. The Panel also requested information from Malaysia on alleged (and possibly 

historical) technical exchanges between Kim Chaek University of Technology in the 

Democratic Peopleôs Republic of Korea and a company located in Kuala Lumpur. The 

Panel is investigating whether this company is related to Glocom (see also paras. 135ï138 

and annexes 17 and 18).  

16. The Panel has yet to receive information in response to its previous enquiries 

relating to academic exchanges between Kim Chaek University of Technology, Kim Il 

Sung University and foreign academic institutes.13 

 

  Ballistic missiles 
 

17. After an apparent reduction in demonstrations of ballistic missile programme 

activity in the first eight months of 2021 (S/2021/777, para. 14), the high intensity of 

the programme has been revealed again from September 2021 to January 2022 

through a large static exhibition of all modern weapon systems of the Democratic 

Peopleôs Republic of Korea, including all new ballistic missiles and a series of launch 

tests of a wide range of new missile systems (see figures IIïXIV).  

18. This trend is consistent with the strategic dynamics of the weapons programmes 

of the Democratic Peopleôs Republic of Korea announced by Kim Jong Un at the 

__________________ 

 8  Open Researcher and Contributor ID code 0000-0001-6619-5670. 

 9  Open Researcher and Contributor ID code 0000-0002-3687-4602. 

 10  Open Researcher and Contributor ID code 0000-0003-0500-0125. 

 11  Open Researcher and Contributor ID code 0000-0002-4907-1673. 

 12  S/2021/211, para. 13. 

 13  S/2021/777, paras. 12 and 13. 

https://undocs.org/en/S/RES/2321(2016)
https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/777
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Eighth Congress of the Workersô Party of Korea on 9 January 2021 (see annex 19). 

Five strategic military goals14  were declared. It appears that those related to the 

development of various delivery platforms using either solid or liquid propellant 

ballistic missiles are being gradually achieved. 

19. These new developments analysed by the Panel emphasized specific operational 

and technological achievements: 

 Å The capability for rapid deployment, wide mobility and increased resilience of 

the ballistic missile forces of the Democratic Peopleôs Republic of Korea 

(demonstrated by rail-borne short-range ballistic missiles concealed in railway 

tunnels (see para. 25 and annexes 20 and 21), and also by other technologies 

demonstrated in a range of launches)  

 Å The implementation of new technologies combining a liquid-propellant ballistic 

missile booster, possibly pre-fuelled in the factory, with a possibly hypersonic 

gliding warhead and manoeuvrable re-entry vehicle technology (see paras. 23 

and 24 and annexes 22 and 24)  

 Å The attempt to adapt and use one of the new solid-propellant short-range 

ballistic missiles as a submarine-launched ballistic missile for deployment at 

sea (see para. 24 and annexes 23, 25 and 26)  

 

__________________ 

 14  The five strategic military goals are: (a) to continuously push ahead with the production of super-

sized nuclear warheads; (b) to raise the rate of precision good enough to strike and annihilate any 

strategic targets within a range of 15,000 kilometres with pinpoint accuracy; (c) to develop and 

introduce hypersonic gliding flight warheads; (d) to develop solid-fuel engine-propelled 

intercontinental underwater and ground ballistic rockets; and (e) to possess a nuclear-powered 

submarine and an underwater-launch nuclear strategic weapon. 
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  Figure II  

  Ballistic missile launch tests from September 2021 to January 2022 and the 

ñSelf-Defence 2021ò arms exhibition on 12 October 202115 
 

 

 

Source: Korean Central News Agency and Korean Central Television from 16 September 2021 to 

18 January 2022.16 Planet Labs, 17 October 2021, 0146 UTC; 18 October 2021, 0518 UTC; 

and 20 October 2021, 0443 UTC. 
 

 

__________________ 

 15  The Democratic Peopleôs Republic of Korea has been shown on some previous launch occasions 

to have modified or falsified photographic images, presumably for propaganda purposes. 

 16  See www.nknews.org/pro/wp-content/uploads/kcna-watch/kcna_kp_en/images/MM00289748.jpg? 

t=1649371935222; Korean Central Television, ñSelf-defence 2021 arms exhibition at Three 

Revolution exhibitionò, 8 p.m. bulletin video, available at https://kcnawatch.org/kctv-archive/ 

61658f2826e3a; articles dated 12 January 2022, Rodong Sinmun, available at https://kcnawatch.org/ 

?t=1649723100702; and Korean Central News Agency, images dated 15ï17 January 2022, available 

at https://kcnawatch.org/#gallery-1 to https://kcnawatch.org/#gallery-9. 

http://www.nknews.org/pro/wp-content/uploads/kcna-watch/kcna_kp_en/images/MM00289748.jpg?t=1649371935222
http://www.nknews.org/pro/wp-content/uploads/kcna-watch/kcna_kp_en/images/MM00289748.jpg?t=1649371935222
https://kcnawatch.org/kctv-archive/61658f2826e3a
https://kcnawatch.org/kctv-archive/61658f2826e3a
https://kcnawatch.org/?t=1649723100702
https://kcnawatch.org/?t=1649723100702
https://kcnawatch.org/#gallery-1
https://kcnawatch.org/#gallery-9
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20. In that respect, there was synergy between the ñSelf-Defence 2021ò arms 

exhibition (see figures IIIïXIV and annex 20) and the launch tests until January 2022 

(see tables 1 and 2). In 2021, the railway-borne short-range ballistic missile test on 

15 September (see annex 21) was part of a resumption of dynamic testing of weapons 

systems, which began earlier on 11 and 12 September with tests of a different type of 

new missile system.17 This was followed on 28 September with the launch test of a 

new missile combining ballistic and guidance technology named ñHwasong-8ò by the 

Democratic Peopleôs Republic of Korea, which was described as a ñhypersonic 

missileò (see annex 22). On 30 September, a new ñanti-aircraft missileò test was 

conducted, demonstrating an improved control system, according to the Democratic 

Peopleôs Republic of Korea,18  and on 19 October a missile described by the 

Democratic Peopleôs Republic of Korea as ña new type of submarine-launched 

ballistic missileò was tested at sea (see annex 23). On 5 January 2022, the launch test 

of another new missile combining ballistic and guidance technology was described 

by the Democratic Peopleôs Republic of Korea as for a missile carrying a ñhypersonic 

manoeuvrable re-entry vehicleò, and on 11 January another launch test of the same 

kind of missile, identified by Member States as a possible ñhypersonic missileò, 

represented, according to one Member State, an improvement over the missiles tested 

on 28 September 2021 and 5 January 2022 (see annex 24). On 14 January 2022, 

another operational railway-borne short-range ballistic missile test was carried out. 

The missiles were similar to the KN-23 (S/2021/211, para. 20). This was followed on 

17 January 2022 by a launch test of two other short-range ballistic missiles similar to 

the KN-24 (S/2021/211, para. 20) (see annex 21).19 The views of China on the missile 

launches are contained in annex 20-3. 

__________________ 

 17  The tests on a long-range cruise missile were described by the Democratic Peopleôs Republic of 

Korea as a ñstrategic weapon of great importanceò. According to the Korean Central News Agency, 

ñLong-range cruise missiles newly developed by Academy of Defence Science successfully test-

firedò, 13 September 2021, ñthe development of the long-range cruise missile, a strategic weapon 

of great significance in meeting the key target of the five-year plan for the development of the 

defence science and the weapon system set forth at the 8th Congress of the Party, has been pushed 

forward according to the scientific and reliable weapon system development process for the past 

two years and, in this course, detailed tests of missile parts, scores of engine ground thrust tests, 

various flight tests, control and guidance tests, warhead power tests, etc. were conducted with 

successò. According to a Member State, the same missile seems to have been displayed at the 

ñSelf-Defence 2021ò exhibition; the missile appears to be a subsonic cruise missile equipped with 

two wings, a turbojet engine with an air inlet and a solid propulsion gas pedal used in the initial 

firing phase; these specifications, if confirmed, would provide the Democratic Peopleôs Republic of 

Korea with a significantly superior capacity compared with the missiles already detained, such as 

the Kumsong-3 cruise missile, and the missile would be a valuable diversification of the short-

range ballistic missiles arsenal of the Democratic Peopleôs Republic of Korea, given its low altitude 

flight and manoeuvrability capabilities (reported distance travelled of 1,500 km and flight time of 

7,580 seconds). If this missile is considered by the Democratic Peopleôs Republic of Korea as a 

ñstrategic weaponò, its possible nuclear capability would require that the nuclear weaponôs size be 

significantly reduced. Another Member State added that the missile travelled along oval and 

pattern-of-eight flight paths over the territorial land and waters of the Democratic Peopleôs 

Republic of Korea and hit targets. The test launches showed that the technical indices, such as the 

thrust power of the newly developed turbine-blast engine, the missilesô navigation control and their 

impact accuracy by the combined guided mode, met the requirements of the designs. 

 18  According to Voice of Korea, of the Democratic Peopleôs Republic of Korea, ñNewly-developed 

anti-air missile test-firedò, 1 October 2021, ñthe Academy of Defence Science announced that 

remarkable combat function of the latest anti-air missile was confirmed, which drastically 

increased the fast response, guiding accuracy and target hitting distance of the missile control 

system by introducing major new technology including the twin rudder controlling technique and 

double impulse flight motor. It said the recent test-firing is of great practical significance in the 

prospective research and development of different kinds of anti-air missile systemò. 

 19  Two experts expressed the view that the nature and the technology of the projectiles launched by 

the Democratic Peopleôs Republic of Korea mentioned in this paragraph were not fully clear. 

https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/211
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21. In addition, the Democratic Peopleôs Republic of Korea has continued to adapt 

its industrial production infrastructure as well as its shipyards (see annexes 25ï27).20 

Although international sanctions and Member Statesô controls are significantly 

reducing the procurement and proliferation possibilities of the Democratic Peopleôs 

Republic of Korea, it continued to seek dual-use components and technology needed 

for its weapons of mass destruction programme (see paras. 26ï38 and annex 28) as 

well as scientific cooperation (see para. 13 and annex 12). 

22. According to Member States, the exhibition of several new missiles per class 

type at the ñSelf-Defence 2021ò exhibition marks the willingness of the Democratic 

Peopleôs Republic of Korea to demonstrate its high level of commitment to sustaining 

and developing its ballistic missile programme despite the countryôs severe economic 

situation. By simultaneously developing very different ballistic missile technologies, 

such as those using a liquid-propellant engine or a solid-propellant engine, various 

types of launch platforms using a large range of transporter erector launchers, rail-

based launchers or a submarine, the Democratic Peopleôs Republic of Korea has to 

simultaneously engage different subprogrammes involving specific research and 

development and production implemented by a number of separately skilled 

engineering and technical teams. 

 

__________________ 

 20  Activity in industry and bases linked to the BM programme: Sinpo south shipyard (40Á01ǋ20ǌN 

128Á09ǋ47ǌE), FebruaryïJune 2021 (annex 25); Nampo naval shipyard (38Á43ǋ08ǌN 

125Á23ǋ28ǌE), November 2020ïJune 2021 (annex 26); and Kusong tank factory (No. 95 factory, 

40Á03ǋ23ǌN 125Á13ǋ20ǌE) and No. 112 factory (40Á04ǋ07ǌN 125Á11ǋ52ǌ E) (annex 27). 
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  ñSelf-Defence 2021ò arms exhibition 
 

  Figure III 

  ñSelf-Defence 2021ò arms exhibition at the ñThree Revolution Exhibitionò from 

12 October 2021 

(39Á04ǋ49ǌN 125Á45ǋ23ǌE) 
 

 

 

Source: Korean Central Television,21 12 October 2021. Planet Labs, 5 September 2021, 

0210 UTC; and 1 October 2021, 0220 UTC. 
 

 

__________________ 

 21  Korean Central News Agency, ñSelf-defence 2021 arms exhibition at Three Revolution 

exhibitionò, 8 p.m. bulletin video (39Á04ǋ49ǌN 125Á45ǋ23ǌE), available at 

https://kcnawatch.org/kctv-archive/61658f2826e3a.  

https://kcnawatch.org/kctv-archive/61658f2826e3a
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  Figure IV 

  New intercontinental ballistic missile22 at ñSelf-Defence 2021ò exhibition 
 

 

 

Source: Korean Central Television, 12 October 2021. 
 

 

__________________ 

 22  New intercontinental ballistic missile recently called ñHwasong-17ò by the Democratic Peopleôs 

Republic of Korea media and also known as ñHwasong-16ò. 



 
S/2022/132 

 

17/423 22-01569 

 

  Figure V 

  Intercontinental ballistic missile ñHwasong-15ò tested on 29 November 2017 and a 

rocket engine (possibly derived from RD-250) 
 

 

 

Source: Korean Central Television, 12 October 2021. 
 

 

23. The new so-called ñhypersonic Hwasong-8 missileò was showcased at the ñSelf-

Defence 2021ò exhibition on 11 October 2021 and was probably tested previously on 

28 September 2021 (see figure VI). 
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  Figure VI 

  New hypersonic ballistic missile ñHwasong-8ò, likely tested on 28 September 2021  
 

 

 

Source: Korean Central Television, 12 October 2021; Korean Central News Agency; and Rodong 

Sinmun.23 
 

 

24. A new missile combining ballistic and guidance technology and which, according 

to the Democratic Peopleôs Republic of Korea, delivers ñthe hypersonic gliding 

warheadò, was showcased at the ñSelf-Defence 2021ò exhibition on 11 October 2021 

and likely tested on 5 January and 11 January 2022 (see figure VII, top right). This new 

liquid-fuelled medium-range ballistic missile seems to carry a manoeuvrable re-entry 

vehicle (with the orange cone in the picture); also pictured is the intermediate-range 

__________________ 

 23  Korean Central News Agency and Rodong Sinmun (English; original version at source), ñHypersonic 

missile newly developed by Academy of Defence Science test-firedò, 29 September 2022. 
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ballistic missile Hwasong-12 (KN-17 with the yellow markings, whose likely last 

launch test was on 15 September 2017), the submarine-launched ballistic missile 

Pukguksong-5, the submarine-launched ballistic missile Pukguksong-1 (KN-11, whose 

likely last launch test was on 24 August 2016) and the new short-range submarine-

launched ballistic missile (possibly tested on 19 October 2021) (see figure VII). 

 

  Figure VII  

  Intermediate-range ballistic missile Hwasong-12 (KN-17) (yellow markings); 

possible new medium-range ballistic missile with a manoeuvrable re-entry 

vehicle (orange cone); submarine-launched ballistic missile Pukguksong-5; 

submarine-launched ballistic missile Pukguksong-1 (KN-11); and a new 

short-range submarine-launched ballistic missile  
 

 

 

Source: Korean Central Television, 12 October 2021; and Korean Central News Agency.24 
 

 

25. The new solid-propellant short-range ballistic missiles that were paraded and 

tested from 2019 to 2021 were showcased at the ñSelf-Defence 2021ò exhibition, such 

as a new short-range ballistic missile resembling the KN-23 (ñnew-type tactical 

__________________ 

 24  See Korean Central News Agency, www.nknews.org/pro/wp-content/uploads/kcna-

watch/kcna_kp_en/images/MM00289748.jpg?t=1649371935222 and 

https://kcnawatch.org/?t=1649723100702.  

http://www.nknews.org/pro/wp-content/uploads/kcna-watch/kcna_kp_en/images/MM00289748.jpg?t=1649371935222
http://www.nknews.org/pro/wp-content/uploads/kcna-watch/kcna_kp_en/images/MM00289748.jpg?t=1649371935222
https://kcnawatch.org/?t=1649723100702


S/2022/132 
 

 

22-01569 20/423 

 

guided missileò, possibly a modified and enlarged version) whose likely last launch 

test was on 25 March 2021.25 KN-23s were likely on the railway-borne missile system 

that was tested on 15 September 2021 and again on 14 January 2022. The other recent 

short-range ballistic missiles and rockets using ballistic missile technology, such as 

the KN-24 (likely operationally tested again on 17 January 2022), the KN-25 and the 

KN-09,26 were presented at the exhibition as well as a range of cruise and air defence 

missiles, which use both the solid propellant technology for their booster or engine 

and the guidance systems technology that is also used in ballistic missile technology 

(see figures VIIIïXIV). 

 

  Figure VIII 

  New short-range ballistic missile resembling the KN-23 (ñnew-type tactical 

guided missileò), likely last test-launched on 25 March 2021  
 

 

 

Source: Korean Central Television, 12 October 2021. 
 

 

__________________ 

 25  S/2021/777, para. 16. 

 26  S/2019/691, annex 32; S/2020/151, para. 194; S/2020/840, para. 11; and S/2021/211, para. 11. 

https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2019/691
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2021/211
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  Figure IX 

  Short-range ballistic missile KN-23  
 

 

 

Source: Korean Central Television, 12 October 2021. 
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  Figure X 

  KN-24 (also ñground-to-ground ballistic missile Hwasong-11Aò) and one 

sand-coloured (tan) missile, likely last test-launched on 17 January 2022  
 

 

 

Source: Korean Central Television, 12 October 2021. 
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  Figure XI 

  KN-25 (multiple-launch rocket system, 600 mm) likely last test-launched on 

29 March 2020  
 

 

 

Source: Korean Central Television, 12 October 2021. 
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  Figure XII 

  KN-09 (multiple-launch rocket system, 300 mm or 240 mm) 
 

 

 

Source: Korean Central Television, 12 October 2021. 

 

 

  Figure XIII 

  Cruise missile: anti-ship missile and long-range cruise missile tested on 

12 September 2021 
 

 

 

Source: Korean Central Television, 12 October 2021. 
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  Figure XIV 

  Air defence: surface-to-air missile tested on 30 September 2021 
 

 

 

Source: Korean Central Television, 12 October 2021. 
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Table 1 

Summary of launches of ballistic missiles or systems using ballistic missile technology and liquid fuel propellant by the Democratic Peopleôs 

Republic of Korea, 28 September 2021 to 11 January 2022  
 

 

No. 

test 

from 

2019 No. 

Date and time 

(local) Reported type Number 

Reported 

launch 

location 

Reported 

distance 

travelled 

(kilometres) 

Reported 

apogee 

(kilometres) Remark 

Korean Central News 

Agency classification 

           No. in 2021ï2022 Liquid fuel ballistic missiles 

fired since 2021: 3 

      

1st 1st 28 Sep. 2021 

0640 

or 0638  

Hwasong-8 ñhypersonic glide 

vehicleò disclosed at the ñSelf-

Defence 2021ò missile 

exhibition on 11 October 2021, 

after the launch test on 

28 September (KCNA) 

ï Short-range ballistic missile 

ï Missile total length is around 

14.5 m for a body diameter 

of 1.4 m  

ï Re-entry vehicle length is 

around 4.7 m for a rear 

diameter of around 0.9 m 

ï 6-axle wheeled transporter 

erector launcher  

1 From 

north of 

Mupyong-

ni, 

Chagang 

Province, 

eastwards 

into 

waters off 

the east 

coast 

200  60  ï The mention by the Democratic 

Peopleôs Republic of Korea of a 

ñmissile fuel ampouleò used in 

liquid propellant ballistic 

missiles enables the missile to be 

loaded with propellant at the 

factory (KCNA) 

ï The main body of the missile 

appeared to be made from a 

liquid propellant booster that 

resembled, but was shorter than, 

the single-stage intermediate-

range ballistic missile 

Hwasong-12 

ï The possible hypersonic glide 

vehicle resembled an already 

existing hypersonic glide 

vehiclea it appears to be at an 

early stage of development that 

would require considerable time 

for actual deployment 

ï It is known to have flown at a 

speed of around Mach 3 at that 

time 

The Academy of 

Defence Science 

conducted the 

first test fire of 

the hypersonic 

Hwasong-8 

missile from 

Toyang-ni, 

Chagang 

Province, on 

Tuesday 28 

(KCNA, 29 Sep. 

2021)b 
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No. 

test 

from 

2019 No. 

Date and time 

(local) Reported type Number 

Reported 

launch 

location 

Reported 

distance 

travelled 

(kilometres) 

Reported 

apogee 

(kilometres) Remark 

Korean Central News 

Agency classification 

          2nd 1st 5 Jan. 2022 

0810  

Short-range ballistic missile or 

medium-range ballistic missile 

ï ñHypersonic glide vehicle 

warheadò disclosed at the 

ñSelf-Defence 2021ò missile 

exhibition on 11 October 

2021, before the 5 January 

launch test (KCNA)  

ï Re-entry vehicle seems to be 

a manoeuverable re-entry 

vehicle  

ï 6 axle-wheeled TEL 

1 From 

Chagang 

Province, 

eastwards 

into 

waters off 

the east 

coast 

500  

(or 

more) 

50 ï The shape of the warhead of the 

missiles tested on 28 September 

and on 5 January was different. It 

is judged to be one of the other 

types of missiles first unveiled in 

October 

ï The main body of the missile 

appeared to be made from a 

liquid-propellant booster that 

resembled, but was shorter than, 

the single-stage intermediate-

range ballistic missile 

Hwasong-12 

ï Maximum speed between Mach 3 

and 6 

Hypersonic 

gliding warhead 

(KCNA, 7 Jan. 

2022)c 

3rd 2nd 11 Jan. 2022 

0727 

Short-range ballistic missile or 

medium-range ballistic missile 

ï ñHypersonic glide vehicle 

warheadò disclosed at the 

ñSelf-Defence 2021ò missile 

exhibition on 11 October 

2021, before the 11 January 

launch test (KCNA)  

ï Re-entry vehicle seems to be 

a manoeuverable re-entry 

vehicle 

ï 6 axle-wheeled TEL 

1 From 

Chagang 

Province, 

eastwards 

into 

waters off 

the east 

coast 

700 

(or 

more) 

60 ï The shape of the warhead of the 

missiles appears similar to that 

tested on 5 January 2022 

ï The main body of the missile 

appeared to be made from a 

liquid-propellant booster that 

resembled, but was shorter than, 

the single-stage intermediate-

range ballistic missile 

Hwasong-12 

ï Possible maximum speed around 

Mach 10 (around 3,400 m/s = 

12,240 km/h) 

ï ñThe 

hypersonic 

missile weapon 

system é 600 

kilometres and 

240-kilometre 

acute circular 

é hit the 

target in the 

waters 1,000 

kilometres 

awayò (KCNA, 

12 Jan. 2022)d 
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No. 

test 

from 

2019 No. 

Date and time 

(local) Reported type Number 

Reported 

launch 

location 

Reported 

distance 

travelled 

(kilometres) 

Reported 

apogee 

(kilometres) Remark 

Korean Central News 

Agency classification 

                  ï Kim Jong Un officially attended 

the missile test with Jo Yong-

won, member of the Presidium of 

the Political Bureau (KCNA, 

12 Jan. 2022) 

 

 

Source: Member States and Panel.  

Abbreviation: KCNA, Korean Central News Agency. 

 a These hypersonic glide vehicles are a solid-propellant hypersonic missile showcased by a Member State at a military parade in 2019. 

 b Korean Central News Agency, 29 September 2021: ñThe navigational control and stability of the missile in the active section as well as its technical specifications, 

including the guiding manoeuvrability and the gliding flight characteristics of the detached hypersonic gliding warheadò. ñThe engine as well as of missile fuel ampoule 

that has been introduced for the first timeò was ñascertainedò. 

 c Korean Central News Agency, 7 January 2022: ñThe missile made a 120 km lateral movement from the initial launch azimuthò and ñprecisely hit a set target 700 km awayò. 

ñThe test launch clearly demonstrated the control and stability of the hypersonic gliding warhead which combined the multi-stage gliding jump flight and the strong lateral 

movementò é ñwas overseen by the Academy of Defence Scienceò. 

 d According to an excerpt from the Korean Central News Agency, 12 January 2022, ñthe hypersonic gliding warhead was separated from the launched missile, made a gliding 

releap from the point of 600 kilometres and 240-kilometre acute circular flight from the initial launch azimuth to the pinpoint to hit the target in the waters 1,000 kilometres 

awayò; available at NK News/Korean Central News Agency Watch website, https://kcnawatch.org/newstream/1641940310-600724419/distinguished-feat-of-wpk-in-history-

of-leading-juche-based-defence-industry/?t=1649727166452.  

 

  

https://kcnawatch.org/newstream/1641940310-600724419/distinguished-feat-of-wpk-in-history-of-leading-juche-based-defence-industry/?t=1649727166452
https://kcnawatch.org/newstream/1641940310-600724419/distinguished-feat-of-wpk-in-history-of-leading-juche-based-defence-industry/?t=1649727166452
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Table 2 

Summary of launches of ballistic missiles or systems using ballistic missile technology and solid fuel propellant by the Democratic Peopleôs 

Republic of Korea, 25 March 2021 to 17 January 2022a  
 

 

No. 

Test 

from 

2019 No. 

Date and 

time (local) Reported type Number Reported launch location 

Reported 

distance 

travelled 

(kilometres) 

Reported 

apogee 

(kilometres) Remark 

Korean Central 

News Agency 

classification 

           No. in 2021ï2022 Solid fuel ballistic missiles 

fired since 2019: 45 

      

18th 1st 25 Mar. 

2021 

New short-range ballistic 

missile  

2 Area of Hamju  600 60 or 

100  

See S/2021/777, table 1  

19th 2nd. 15 Sep. 

2021 

1234 and 

1239 or 

1232 and 

1237  

Short-range ballistic 

missile. It appears to be 

the previously displayed 

and tested short-range 

ballistic missile KN-23, 

tested as a railway-borne 

missile system, that was 

displayed at the ñSelf-

Defence 2021ò missile 

exhibition on 11 October 

2021 

2 From a railcar at the 

entrance of a tunnel 

located at 39Á16'31"N 

126Á48'17"E in the 

Yangdok area of South 

Phyongan Province,b 

eastwards into waters 

off the east coast but 

inside the exclusive 

economic zone of 

Japan 

800 60 ï New railway-borne missile 

system 

ï Time between launches: 5 

minutes 

ï The trajectories were the 

longest of the solid fuel ballistic 

missiles tested since 2019, with 

a ñpull-up manoeuvreò detected 

ï If it was the KN-23, it showed 

increased range compared with 

previous tests, probably because 

of a reduced payload 

ï The use of a railway-borne 

launcher gives the Democratic 

Peopleôs Republic of Korea a 

mode of transport for a variety 

of missiles, which it can rapidly 

deploy and launch from 

anywhere on its rail network, 

providing another option for 

concealing and launching its 

missile force 

ñThe Railway 

Mobile 

Missile 

Regimentòc 

(Voice of 

Korea, 

KCNA, 

19 Sept. 

2021) 

          

https://undocs.org/en/S/2021/777
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No. 

Test 

from 

2019 No. 

Date and 

time (local) Reported type Number Reported launch location 

Reported 

distance 

travelled 

(kilometres) 

Reported 

apogee 

(kilometres) Remark 

Korean Central 

News Agency 

classification 

          20th 3rd 19 Oct. 

2021 

1017 or 

1015  

Submarine-launched 

ballistic missile. It appears 

to be a new short-range 

submarine-launched 

ballistic missile that was 

displayed at the ñSelf-

Defence 2021ò missile 

exhibition on 11 October 

2021 

Missile length, without 

tube adaptor, is around 6.8 

m for a body diameter of 

1 m 

1 From a Gorae/Sinpo 

class submarine (or a 

submersible test stand 

barge) located in the 

area of Sinpo (South 

Hamgyong Province), 

eastwards into waters 

off the east coast 

600 or 

430 

60 or 

50 

New smaller submarine-launched 

ballistic missile 

ï A pull-up manoeuvre has been 

detected but with no significant 

horizontal movement 

ï Its design is smaller than the 

submarine-launched ballistic 

missile Pukguksong missile 

series and resembled those of the 

short-range ballistic missiles 

KN-23 and KN-24 as well as 

having similar flight 

characteristics. It could be fielded 

in multiple launch tubes from a 

larger Romeo class submarine of 

the Democratic Peopleôs 

Republic of Korea that increases 

offshore strike capability 

ï The missile was reportedly 

launched from an experimental 

Gorae/Sinpo-B class ballistic 

missile submarine called ñ8.24 

Yongungò, whose launch tube 

may have been adapted for a 

smaller submarine-launched 

ballistic missile than the 

Pukguksong type 

ï However, the missile may have 

been launched from a 

submersible test stand barge 

ñA new-type 

of submarine-

launched 

ballistic 

missileò 

(KCNA, 

20 Oct. 

2021)d 
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No. 

Test 

from 

2019 No. 

Date and 

time (local) Reported type Number Reported launch location 

Reported 

distance 

travelled 

(kilometres) 

Reported 

apogee 

(kilometres) Remark 

Korean Central 

News Agency 

classification 

          21st 1st 14 Jan. 

2022 

1441 and 

1452  

Short-range ballistic 

missile. It appears to be 

the same type of KN-23 

short-range ballistic 

missile recently tested 

twice as a railway-borne 

missile system, on 

15 September 2021 and 

14 January 2022. It was 

displayed at the ñSelf-

Defence 2021ò missile 

exhibition on 11 October 

2021. The wagon appears 

likely to be adapted from a 

freight wagone 

2 From a railcar in the 

Uiju area (possibly 

located in the 

rectangle, south-west 

corner 40Á13ǋ10ǌN 

124Á34ǋ02ǌE, north-

east corner 40Á13ǋ06ǌN 

124Á33ǋ57ǌE), north-

eastwards into waters 

off the east coast and 

impacting an 

uninhabited island 

(possible target 

location 40Á38ǋ50ǌN 

129Á33ǋ02ǌEò) 

430 or 

400 

36 or 

50 

ï New railway-borne missile 

system already tested on 15 Sept. 

2021 

ï Time between launches: 11 

minutes 

ï Maximum speed: Mach 6 

ï If it was the KN-23s, their 

trajectories were comparable in 

range and manoeuvre to previous 

tests in 2019ï2020, including a 

detected ñpull-up manoeuvreò 

ï The use of a railway-borne 

launcher gives the Democratic 

Peopleôs Republic of Korea a 

mode of transport for a variety of 

missiles, which it can rapidly 

deploy and launch from 

anywhere on its rail network, 

providing another option for 

concealing and launching its 

missile force 

ñFiring drill 

of railway-

borne missile 

regimentò) or 

ñFiring drill 

for inspection 

of Railway 

Mobile 

Missile 

Regimentò 

(KCNA, 

15 Jan. 2022) 

22nd 2nd 17 Jan. 

2022 

0849 and 

0852 or 

0850 and 

0854 

Short-range ballistic 

missile. It appears to be 

the same type of KN-24 

short-range ballistic 

missile tested on 21 March 

2020 and that was 

displayed at the ñSelf-

Defence 2021ò missile 

exhibition on 11 October 

2021 

2 From a track 

transporter erector 

launcher located at the 

area of Pyongyang-

Sunan airport (possibly 

located at 39Á15ǋ44ǌN 

125Á40ǋ34ǌE), north-

eastwards into waters 

off the east coast and 

impacting an 

uninhabited island 

(possible target 

300 or 

380 

50 or 

42 

ï Time between launches: 3 or 4 

minutes 

ï Maximum speed: Mach 5 

ï The fired location if confirmed 

was very close to the location of 

the Hwasong-12 launch test site 

on 29 August 2017 (S/2019/171 

and S/2019/171/Corr.1, para. 174, 

and annex 84) 

ï The transporter erector launcher 

chassis may be based on the 

ñTwo tactical 

guided 

missilesò ... 

ñto confirm 

the weapons 

systemôs 

accuracyò 

(KCNA. 

18 Jan. 

2022)g 

https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2019/171/Corr.1
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No. 

Test 

from 

2019 No. 

Date and 

time (local) Reported type Number Reported launch location 

Reported 

distance 

travelled 

(kilometres) 

Reported 

apogee 

(kilometres) Remark 

Korean Central 

News Agency 

classification 

          ï It was also called 

ñHwasong-11 Naò or 

Hwasong-11 Bòf 

location 40Á38ǋ50ǌN 

129Á33ǋ02ǌE) 

Pokpung-ho battle tank chassis of 

the Democratic Peopleôs 

Republic of Korea (derived from 

T62 and T72; see S/2020/151, 

annex 58.4.2) 

           

Source: Member States and Panel.  

Abbreviation: KCNA, Korean Central News Agency. 

 a S/2021/777, table 1; and S/2020/840, table 1. 

 b According to a Member State, the location could be 39Á16'2.04"N 126Á47'17"E. This assessment of the coordinates is slightly different from the Panelôs analysis of the 

Korean Central News Agency video, which gives an idea of the length of the tunnel and the curve of the track. 

 c ñThe Railway Mobile Missile Regiment took part in the drill with a mission to move to the central mountainous area and strike the target area 800 kilometres away early on 

the morning of 15 Septemberò (Voice of Korea, Korean Central News Agency, 19 September 2021). 

 d Rodong Sinmun/Academy of National Defence Science, 20 October 2021: the Democratic Peopleôs Republic of Korea stated that it had ñsuccessfullyò conducted test-firing 

of a new type of submarine-launched ballistic missile. ñThe new submarine-launched ballistic missile é will greatly contribute to our countryôs defence technology 

advancement and the navyôs underwater operational capabilitiesò. Korean Central News Agency, 20 October 2021: ñThe Academy of National Defence Science conducted 

the test launch from ó8.24 Yongungô where its first submarine-launched ballistic missile was successfully launched five years ago to demonstrate the military muscle of the 

Democratic Peopleôs Republic of Koreaò. ñIt clarified that the new-type submarine-launched ballistic missile, into which lots of advanced control guidance technologies 

including flank mobility and gliding skip mobility are introduced, will greatly contribute to putting the defence technology of the country on a high level and to enhancing 

the underwater operational capability of our navyò. 

 e See annex 21. 

 f NK News, ñNorth Korea says it successfully launched ótactical guided missilesô on Mondayò, 18 January 2022. 

 g Korean Central News Agency, ñThe Academy of Defence Science confirmed the accuracy, security and efficiency of the operation of the weapon system under productionò, 

18 January 2022. 

 

 

 

https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2020/840
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  Procurement of illicit weapons of mass destruction-related choke-point commodities 
 

  O Yong Ho 
 

26. According to a Member State, O Yong Ho,27  currently based in Moscow as a 

diplomat of the Democratic Peopleôs Republic of Korea,28 is involved in procuring items 

connected to the ballistic missile programme of the Democratic Peopleôs Republic of 

Korea through his support to the United Nations-designated Second Academy of Natural 

Sciences (also known as the Academy of National Defence Science).29 

27. According to the Member State, from 2016 to 2020, despite the reported 

ñdisruptionò by the Russian Federation of similar purchase attempts, O attempted and 

sometimes succeeded in purchasing Russian aramid fibre (Kevlar), equipment 

including winders used to produce aramid fibre, a Russian version of a spinning 

nozzle, four specific chemicals, stainless steel used in the production of liquid-

propellant ballistic missiles, specific steels used in the manufacture of the hull of 

ballistic missile submarines of the Democratic Peopleôs Republic of Korea, bearings, 

instruction and technical expertise on solid-propellant production as well as 

computer-aided design drawings of a cruise missile and hot and cold isostatic presses. 

For some of these transactions, O used cover terms (see annex 28 for details, including 

Oôs procurement activities and contacts).  

28. In response to the Panelôs enquiry, the Russian Federation replied that ñthe 

Russian authorities have no information about his (O Yong Ho) involvement in illegal 

operations ... The Russian customs authorities have no information regarding foreign 

trade contracts concluded by the persons named in the letter or the export from Russia 

to North Korea of goods subject to international sanctions listed in the letterò (see 

annexes 28 and 29). 

 

  Kim Jong Dok 
 

29. The Panel continued its investigation30 into other procurement activities that may 

be related to the nuclear and ballistic missile programme of the Democratic Peopleôs 

Republic of Korea. The Panel has reported that Korea Machinery General Trading, 

represented by Kim Jong Dok, regularly placed orders for sensitive industrial materials, 

including 1Cr18Ni9Ti stainless steel.31  According to a Member State, Kim Jong Dok 

placed these orders with Dandong-based Dandong Jongsan Trading32 through his main 

contact, Jon Gon Hua.33  Several Chinese companies are said to have been involved, 

including Zibo Stirling Mechanical Equipment Co. Ltd. and Shandong Jinjian Heavy 

Mining Equipment Co. Ltd. The companies have yet to reply to the Panel (see annex 30). 

 

__________________ 

 27  Date of birth: 25 December 1961, diplomatic passport no. 108410041 (issued 13 October 2018, 

expires 13 October 2023). 

 28  According to a Member State, O is an employee of the office of the Commercial Counsellor of 

the Embassy of the Democratic Peopleôs Republic of Korea in Moscow in charge of procurement 

of civilian production-related and consumer goods in the country. The Russian authorities have 

no information about his involvement in illegal operations. 

 29  Listed separately on the Committeeôs sanctions list as KPe.018 and KPe.021, respectively. 

 30  S/2021/777, para. 22 and annex 27. 

 31  A joint advisory issued by the Government of the United States of America detailing efforts by the 

Democratic Peopleôs Republic of Korea to procure sensitive material and technology mentions that 

steel alloys containing titanium are likely imports for the ballistic missile programmes of the 

Democratic Peopleôs Republic of Korea, and explicitly lists 1Cr18Ni9Ti as one such alloy. See 

https://home.treasury.gov/system/files/126/20200901_nk_ballistic_missile_advisory.pdf.  

 32  Ѡ . 

 33  Jon Gon Hua is likely a national of the Democratic Peopleôs Republic of Korea and Dandong 

Jongsan a front company of Korea Machinery General Trading to acquire sensitive material in 

China. He is said to be one of the directors of the company together with Li Faming. 

https://undocs.org/en/S/2021/777
https://home.treasury.gov/system/files/126/20200901_nk_ballistic_missile_advisory.pdf
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  Rim Ryong Nam 
 

30. Multiple Member States provided information to the Panel that a Shenyang-

based individual, Rim Ryong Nam,34 has been acting as a procurement representative 

for the Munitions Industry Department of the Democratic Peopleôs Republic of Korea 

(KPe.028). Not only had he been seeking to purchase commodities known to be used 

in solid-propellant manufacture in 2018, but he successfully purchased and shipped 

several tons of aluminium powder to the Ministry of Rocket Industry of the 

Democratic Peopleôs Republic of Korea. A few Chinese companies seem to have been 

involved, including Shandong Zhangqiu Metallic Pigment Co. Ltd.35 and Shenyang 

Jingchengjin Import and Export Co. Ltd. (see annex 30).  

31. China replied that it ñhas conducted careful investigation based on the 

information provided by the Panel. We did not find any transactions of aluminium 

powder by Rim Ryong Nam within China. Nor did we find any information of the 

company registered under this personôs name. Rim currently is not within the territory 

of Chinaò. No replies have yet been received from the companies.  

 

  Recommendation 
 

32. The Panel recommends the designation of the following individual for his 

role in and support for the prohibited programme of the Democratic Peopleôs 

Republic of Korea: Mr. O Yong Ho,36 currently based in Moscow as a diplomat 

of the Democratic Peopleôs Republic of Korea, is involved in procuring items 

connected to the ballistic missile programme of the Democratic Peopleôs 

Republic of Korea through his support to the United Nations-designated Second 

Academy of Natural Sciences (also known as the Academy of National Defence 

Science).  

 

 

 III. Sectoral and maritime sanctions  
 

 

  Refined petroleum products 
 

33. In the Panelôs previous reporting,37  very low levels were noted of refined 

petroleum product deliveries (either licit or illicit) to the Democratic Peopleôs 

Republic of Korea in the first six months of 2021. Official declarations to the 

Committee of refined petroleum deliveries to the Democratic Peopleôs Republic of 

Korea have remained historically low throughout the year (there have been no 

deliveries declared by the Russian Federation) and remain at only 7.67 per cent of the 

permitted annual cap volume of 500,000 barrels38,39 (see figure XV).  

 

__________________ 

 34  Rim is a national of the Democratic Peopleôs Republic of Korea and his date of birth is 5 December 

1978. Acquired information also suggests that he is directly involved with a company called China 

Yantai Panocean Shipping Agency Co. Ltd. ( ח ). 

 35  . 

 36  One expert expressed the view that more evidence is needed for designation. 

 37  S/2021/777, paras. 25 and 26. 

 38  Declarations of zero deliveries of refined petroleum products are not required under Security 

Council resolution 2397 (2017), and in the past China has not, as the Russian Federation has 

continued to do throughout 2021, declared monthly deliveries of zero when no deliveries have 

been made. 

 39  Security Council resolution 2397 (2017), para. 5. 

https://undocs.org/en/S/2021/777
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2397(2017)
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  Figure XV 

  Refined petroleum deliveries to the Democratic Peopleôs Republic of Korea 

declared to the Committee by the Russian Federation and China, 2018ï2021 
 

 

 

Source: www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-refined-

petroleum and the Panel. 
 

 

34. In December 2021, 50 Member States submitted a report (see annex 31) to the 

Committee stating that the cap on refined petroleum products had been breached in 

the second half of 2021. The report contained images of 18 unreported deliveries of 

refined petroleum products by tankers of the Democratic Peopleôs Republic of Korea 

to the countryôs ports in the period. These vessels, if 90 per cent laden, were assessed 

to have delivered 323,865 barrels of illicit imports. There were 11 images of 

Democratic Peopleôs Republic of Korea-flagged vessels waiting to discharge their 

cargo as at 30 September 2021, representing another 202,102 barrels, if they were 

90 per cent laden. Combined, these volumes would represent 525,967 barrels of illicit 

imports, a breach of the cap. Two Committee members disagreed with the findings of 

the report (see annex 32), citing a lack of solid evidence and insufficient facts, in 

particular regarding the methodology of delivery (ship-to-ship transfer in the 

exclusive economic zone of the Democratic Peopleôs Republic of Korea) and the 

amount of refined oil estimated to be carried by each vessel. 

35. In an attempt to identify the vessels used to transport officially declared 

deliveries of refined petroleum products, the Panel wrote to China requesting the 

names, ownership and management details of the vessels involved in licit deliveries, 

as well as the ports and dates of loading and delivery.40 China responded:  

 After the Security Council adopted resolution 2397, the Chinese side published 

notifications immediately, setting up regulations on exporting refined petroleum 

products to the Democratic Peopleôs Republic of Korea, and ensuring the 

activities of Chinese enterprises and individuals are consistent with resolutions. 

China has been notifying the 1718 Committee of the amount of Chinaôs exports 

of refined petroleum products to the Democratic Peopleôs Republic of Korea. 

The overwhelming majority of Chinaôs exports of refined petroleum products to 

the Democratic Peopleôs Republic of Korea are products such as lubricating oil 

and asphalt, rather than fuel products such as petrol, diesel and kerosene. The 

total amount has always been kept at an extremely low level. 

__________________ 

 40  In paragraph 5 (a) of its resolution 2397 (2017), the Security Council established the 500,000 

barrel cap, provided that the Member State notifies the Committee every 30 days of the amount 

of such supply, sale or transfer to the Democratic Peopleôs Republic of Korea of refined 

petroleum products along with information about all the parties to the transaction. 

http://www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-refined-petroleum
http://www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-refined-petroleum
https://undocs.org/en/S/RES/2397(2017)
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36. The Panel continually monitors the imports to the Democratic Peopleôs Republic 

of Korea of refined petroleum products in contravention of the sanctions regime (see 

paras. 38ï41). There is some logic in the idea of vessels of the Democratic Peopleôs 

Republic of Korea maximizing illicit deliveries to offset the time spent in offshore 

quarantine, but the Panel assesses that an average laden figure of 90 per cent for each 

vessel may be high. The Panel notes, however, that the report from the 50 Member 

States measured deliveries only until the end of September 2021.41 

37. The Panel notes that the estimated illicit deliveries in the report by 50 Member 

States were at an extremely low level in 2021 in comparison with similarly evidenced 

estimates by groups of Member States from previous years (see figure XVI). 

 

  Figure XVI42 

  Estimated illicit refined petroleum deliveries to the Democratic Peopleôs 

Republic of Korea, 2018ï2021, if tankers observed by Member States were 

laden at 90 per cent, 50 per cent and 30 per cent (barrels) 
 

 

 

Source: Member States and the Panel. 
 

 

  Nampo oil terminal  
 

38. Owing to the COVID-19 mitigation measures of the Democratic Peopleôs 

Republic of Korea, the country has imported substantially less oil in 2021 compared 

with previous years. Since March 2021, the Democratic Peopleôs Republic of Korea 

resumed conducting ship-to-ship transfers and unreported deliveries of refined 

petroleum at its ports.43 

39. Unreported petroleum imports accelerated in the second half of 2021. For 

instance, the Vifine,44  now Democratic Peopleôs Republic of Korea-flagged and 

sailing as the Un Hung (International Maritime Organization (IMO) No. 9045962), 

delivered oil at Nampo in June and did so again three months later (see figure XVII). 

In October, the auxiliary oil terminal at Nampo was also used (see figure XVIII). 

__________________ 

 41  A think tank has separately concluded that the cap was breached in September 2021. See 

https://rusi.org/explore-our-research/publications/commentary/north-koreas-oil-terminals-come-

back-life-imports-breach-unsc-cap. The think tank has subsequently collected data suggesting 

that the trajectory of refined petroleum deliveries to ports of the Democratic Peopleôs Republic 

of Korea continued until the end of 2021, and that the cap would have been breached for the year 

even if vessels were only about 60 per cent laden. This unpublished material is still under review 

by the Panel. 

 42  S/2019/171 and S/2019/171/Corr.1, annex 2; S/2020/151, annex 1; and S/2021/211, figure VIa. 

 43  Security Council resolution 2397 (2017), para. 5. 

 44  S/2020/151, paras. 18, 19 and 32. 

https://rusi.org/explore-our-research/publications/commentary/north-koreas-oil-terminals-come-back-life-imports-breach-unsc-cap
https://rusi.org/explore-our-research/publications/commentary/north-koreas-oil-terminals-come-back-life-imports-breach-unsc-cap
https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2019/171/Corr.1
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2020/151
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Other unreported refined petroleum deliveries at various ports of the Democratic 

Peopleôs Republic of Korea are listed in annex 33.  

 

  Figure XVII 

  The Un Hung at Nampo, 21 June and 21 September 2021 
 

 

 

Source: (left) Maxar Technologies, annotated by the Panel; (right) Member State. 
 

 

  Figure XVIII 

  Tankers of the Democratic Peopleôs Republic of Korea at the auxiliary (left) and existing 

(right) Nampo oil terminal, 18 October 2021  
 

 

 

Source: Maxar Technologies, annotated by the Panel. 
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  Korea Bay as ship-to-ship transfer area 
 

40. The border closures of the Democratic Peopleôs Republic of Korea altered the 

countryôs maritime trading pattern in other ways. Vessels continued to quarantine for 

lengthy periods outside the West Sea barrage area and other ports. Direct delivery45 

and other non-Democratic Peopleôs Republic of Korea-flagged tankers conducted 

petroleum transfers with vessels of the Democratic Peopleôs Republic of Korea within 

the countryôs exclusive economic zone and elsewhere, instead of delivering at the 

countryôs ports as they had before the pandemic. For instance, the Diamond 8 (IMO 

No. 9132612), which had frequently delivered at ports of the Democratic Peopleôs 

Republic of Korea46  since 2019, was observed in August 2021 in the countryôs 

exclusive economic zone with the designated Chon Ma San (IMO No. 8660313) (see 

figure XIX). The Diamond 8 was last reported by the Panel in Chinese territorial 

waters in May 202147  transmitting on falsified identifiers. The Chon Ma San was 

observed outside the Nampo lock gate by mid-August 2021 (see figure XX), awaiting 

discharge of its cargo, and was moored at Nampo port by 16 September 2021. 

 

  Figure XIX  

  The Diamond 8 and the Chon Ma San, 8 August 2021  
 

 

 

Source: Planet Labs, annotated by the Panel. 
 

 

__________________ 

 45  The Panel uses the term ñdirect deliveryò to describe non-Democratic Peopleôs Republic of 

Korea vessels that have repeatedly delivered refined petroleum at ports of the Democratic 

Peopleôs Republic of Korea in the past. These vessels had delivered their illicit oil cargo on 

multiple occasions and have been proposed for designation. See Panel reports since 2020. 

 46  S/2020/151, S/202/840, S/2021/211 and S/2021/777. 

 47  S/2021/777, paras. 44ï47 and 50, and annexes 30a and 33a. 

https://undocs.org/en/S/2020/151
https://undocs.org/en/S/202/840
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2021/777
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  Figure XX  

  The Chon Ma San with other vessels of the Democratic Peopleôs Republic of 

Korea, West Sea barrage anchorage, 16 August 2021 
 

 

 

Source: Maxar Technologies, annotated by the Panel.  
 

 

41. The example of the Diamond 8 is not an isolated case. In April 2021, other direct 

delivery vessels were observed on satellite imagery in or near the exclusive economic 

zone of the Democratic Peopleôs Republic of Korea,48 making this another area of interest 

to monitor for possible future illicit transfers (see figure XXI; see also annex 34).49 

 

  Figure XXI  

  Democratic Peopleôs Republic of Korea-linked vessels, Korea Bay, 24 April 2021 
 

 

 

Source: Maxar Technologies, annotated by the Panel. 

__________________ 

 48  The stateless vessels Xing Ming Yang 888 (International Maritime Organization (IMO) 

No. 8410847), Subblic (IMO No. 8126082), Hokong (IMO No. 9006758), New Konk (IMO 

No. 9036387) and Unica (IMO No. 8514306), which have been recommended by the Panel for 

designation, were observed in and around the exclusive economic zone of the Democratic 

Peopleôs Republic of Korea in 2021. 

 49  S/2021/777, para. 57 and figure VII. 

https://undocs.org/en/S/2021/777
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  Patterns of behaviour of suspect vessels 
 

42. Direct delivery vessels and other suspect vessels have exhibited similar patterns 

of behaviour involving: laundered vessel identities; shipyard(s) visited; waters 

frequented; and illicit ship-to-ship transfers with vessels of interest that themselves 

have sought to obfuscate their identities. These vessels also often share associated links 

through ship management, ownership50 and/or third-party service providers, including 

shared corporate secretarial service entities. These entities and individuals are 

incorporated in third countries, many with a physical address in Asia. The pattern of 

behaviour of the stateless tanker New Konk (IMO No. 9036387) and related vessels of 

interest is an example for due diligence and compliance purposes. Another example, 

that of the direct delivery vessel Unica (IMO No. 8514306), is cited in annex 35.  

 

  Vessel identity laundering 
 

  Laundered digital profiles used by direct delivery vessels 
 

43. In its previous reporting, the Panel identified sophisticated and elaborate 

techniques used to provide laundered identities for direct delivery vessels delivering 

refined petroleum to the Democratic Peopleôs Republic of Korea or its vessels.51 This is 

in contrast with the simpler form of digital tampering or spoofing of a vesselôs automatic 

identification system (AIS) profile that can usually be detected on maritime databases.52 

44. As these vacated AIS profiles are no longer attached to an actual physical ship, 

more than one vessel can utilize the digital profiles. Table 3 lists the vacated 

identifiers investigated by the Panel that have been used by stateless direct delivery 

vessels (see also annex 36).  

 

  Table 3a 

  Direct delivery vessels occasionally transmitting on fraudulent identifiers 
 

 

Name IMO No. Transmitting as 

Maritime Mobile Service Identity 

(MMSI) No. 

Last port State 

control inspected 

     New Konk 9036387 M0uson 

F. Lonline 

511444000 

312162000 

July 2018 

Subblic 8126082 Hai Zhou 168 667001397 May 2004 

Unicab 8514306 Liton 

Haishun 2 

457106000 

457400047 

No data 

 

Source: Panel. 

 a The table is not exhaustive and represents what has been presented in the Panelôs reports. 

 b See annex 37. 
 

 

  New Konk as F. Lonline 
 

45. The Panel previously reported on the New Konk as a feeder tanker that 

conducted a ship-to-ship transfer with the Vifine (now known as the Democratic 

Peopleôs Republic of Korea-flagged Un Hung) (IMO No. 9045962),53 with the latter 

__________________ 

 50  Unless otherwise stated, ownership refers to a vesselôs registered owner listed with IMO. 

 51  S/2021/211, paras. 31ï36 and annex 22; and S/2021/777, paras. 28ï41 and annexes 28 and 29. 

 52  In essence, vessel identity tampering differs from identity laundering, with the latter exhibiting 

significant levels of sophistication, effort and coordination to create fraudulent shell identities in 

order to maintain a clean profile for a ñdirty shipò. See Unmasked: Vessel Identity Laundering 

and North-Koreaôs Maritime Sanctions Evasion (C4ADS, 2021). 

 53  S/2020/151, paras. 18 and 32 and annex 8. 

https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2020/151
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then delivering refined petroleum to the Democratic Peopleôs Republic of Korea. The 

Panel identified shared ownership, management and corporate registry associations 

between the two vessels,54  indicating similar entities linked to sanctions-related 

activity (see annex 38). The New Konk itself subsequently began delivering illicit 

cargo directly to Nampo on a repeated basis,55 and was recommended by the Panel 

for designation. To continue its illicit deliveries, the vessel then adopted different 

laundered vessel identifiers, occasionally sailing in 2020 as the M0uson56 and more 

recently as the F. Lonline (see paras. 59ï63). 

46. Ongoing investigations into the F. Lonline suggest another case of complex vessel 

identity laundering involving the former Thailand-flagged Smooth Sea 3 (IMO 

No. 8303616), which resulted in the creation of a fraudulent digital identity ï the 

F. Lonline ï used by suspect vessels such as the New Konk to swap into. This case of 

identity laundering also involved the same entities and shipyards/dockyards as those 

previously investigated by the Panel for laundering the identities (see annex 39a for 

details).  

 

  Use of shipyards to facilitate sanctions evasion activities 
 

47. To further enhance its disguise following its identity launder, the New Konk was 

observed docked during the first half of 2021 at a shipyard owned by Fujian Yihe 

Shipbuilding Industry Co. Ltd./ấ ῏ᵙ Ṫῶ үԇᴻ  (see figure XXII) and 

painted a different colour.  

 

  Figure XXII  

  The New Konk as the F. Lonline being repainted at Fujian Yihe, MarchïApril 2021 
 

 

 

Source: C4ADS; Planet Labs; and Airbus DS. 
 

 

48. A visual analysis of the New Konk and the alleged Belize-flagged F. Lonline 

(MMSI No. 312162000) shows both vessels to be the same ship (see figure XXIII). 

Such action served to enable the New Konk to continue to sail, trade and violate 

sanctions, thereby facilitating sanctions evasion. 

 

__________________ 

 54  Ibid., paras. 10ï27 and 32. 

 55  S/2020/840, paras. 27 and 28. 

 56  S/2021/211, paras. 3ï36 and annex 22. 

https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2021/211
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  Figure XXIII 

  Comparison of the New Konk and the F. Lonline, 2020  
 

 

 

Source: Member State. 
 

 

49. Direct delivery and other suspect vessels have been shown to use three shipyards 

along the Baima River in Fujian Province, China, for repair and refitting dating back 

several years.57 These shipyards are located near Sansha Bay and Dongyin Island, 

where these vessels regularly loiter.58 

50. In 2021, the New Konk returned to shipyards along the Baima River before 

sailing out to conduct ship-to-ship transfers with tankers of the Democratic Peopleôs 

Republic of Korea. Investigations continue. Other vessels investigated by the Panel 

that also called at the Fujian Yihe shipyard included the Unica, the Rui Hong 916 

(IMO No. 9058866), the Mouson 328 (IMO No. 9021198) and the Hai Zhou 168 (IMO 

No. 8514045) (see annex 39b).  

51. The Panel wrote to the relevant Member States, shipyards, entities and 

individuals that owned, managed or are associated with the facilitation of these 

vessels. Fujian Yihe Shipping Industry Co. Ltd. has yet to respond. Additional details 

on the cases and the responses are provided in annexes 39a and 39b. 

 

  Ship-to-ship transfers 
 

  New Konk and Kum Jin Gang 3 
 

52. The New Konk departed the Fujian Yihe shipyard by 3 August 2021, transmitting 

on the MMSI No. of the suspected fraudulent Belize-flagged F. Lonline (312162000). 

The New Konk was anchored in mid-August in the Sansha Bay area, China, a location 

frequented by other direct delivery vessels. The vessel last transmitted an AIS signal 

on 21 August 2021. Approximately a month later, the New Konk conducted a ship-to-

ship transfer in the Korea Bay with the Democratic Peopleôs Republic of Korea-

flagged Kum Jin Gang 3 (IMO No. 8791667) (see figure XXIV). 

 

__________________ 

 57  Many of the direct delivery vessels investigated by the Panel were acquired and passed on to 

possible front company networks, before calling at specific shipyards along the Baima River, 

prior to smuggling refined petroleum to the Democratic Peopleôs Republic of Korea. 

 58  S/2021/777, para. 50 and annex 33a. 

https://undocs.org/en/S/2021/777
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  Figure XXIV  

  The New Konk and the Kum Jin Gang 3, Korea Bay, 23 September 2021 
 

 

 

Source: Member State. 
 

 

  New Konk and Hai Jun 
 

53. The New Konk obtained its oil cargo from other tankers. AIS tracking and 

satellite imagery indicated that, prior to its renovation work at the Fujian Yihe 

shipyard, the New Konk conducted a suspected ship-to-ship transfer from the then 

Cook Islands-flagged Hai Jun (IMO No. 9054896)59  in waters south-west of 

Kaohsiung, Taiwan Province of China, on or around 19 June 2020 (see figure XXV). 

This location is associated with ship-to-ship transfers of oil for the Democratic 

Peopleôs Republic of Korea.60 The New Konk was subsequently recorded at Songnim 

port, Democratic Peopleôs Republic of Korea, by 2 July 2020 delivering refined 

petroleum.61 Around the time of the suspected transfer, the New Konk transmitted on 

its known fraudulent M0uson identity.  

 

  Figure XXV  

  The Hai Jun and the New Konk (transmitting as the M0uson), 19 June 2020 
 

 

 

Source: Airbus DS, annotated by the Panel.  

__________________ 

 59  Deregistered by the Cook Islands on 1 December 2021 owing to the vesselôs sale. 

 60  S/2021/777, para. 57 and figure VIII. 

 61  S/2021/211, annex 27. 

https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2021/211
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  Hai Jun, Unica and Sky Venus 
 

54. The meeting with the New Konk was not the only suspect ship-to-ship transfer 

conducted by the Hai Jun. The Panelôs tracking of the Hai Junôs activity62 since 2020 

indicated that it also met with the Unica on several occasions while the latter was 
transmitting Mongolia-associated MMSI Nos. belonging to the Liton (IMO 

No. 8346395) and the fraudulent vessel identifier Haishun 2 (see figure XXVI and 

annex 37). 

55. Maritime tracking data also showed the Hai Jun met with the Palau-flagged Sky 

Venus (IMO No. 9168257) repeatedly in 2021 (see figure XXVII). The Sky Venus is 

being investigated by the Panel for multiple ship-to-ship transfers of refined petroleum 

destined for the Democratic Peopleôs Republic of Korea (see paras. 64ï73).  

 

  Figure XXVI  

  The Unica transmitting as the Haishun 2, Dongyin Island, 18 September 2021 
 

 

 

Source: Member State. 
 

 

  Figure XXVII  

  The Sky Venus, the Hai Jun and the Unica (as the Haishun 2), 23ï24 September 

2021 (left); and the Unica near the exclusive economic zone of the Democratic 

Peopleôs Republic of Korea, 1ï7 October 2021 (right) 
 

 

 

Source: Windward, annotated by the Panel. 

__________________ 

 62  Based on AIS transmissions. 
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56. The Hai Jun has been observed frequenting waters in Sansha Bay, Dongyin and 

Wuqiu Islands (see figure XXVIII), where other direct delivery and suspect vessels 

have been present (see annexes 40 and 41). In addition, the Hai Jun is suspected to 

have conducted more ship-to-ship transfers to direct delivery vessels transmitting 

under fraudulent identifiers in 2021. Investigations remain ongoing. 

57. The Panel wrote to the relevant Member States and entities involved. The Cook 

Islands confirmed that the vessel was deleted from its ship registry on 1 December 

2021 owing to the vesselôs onward sale.63 Mongolia has yet to respond. Ruicheng 

(HK) Shipping Co. Ltd., the vesselôs registered owner, responded through the ship 

registry that the Hai Jun ñhas not engaged in any illegal operation or had any dealings 

with all the ships involved in the Democratic Peopleôs Republic of Koreaò. It also 

stated that ñin order to save operating costs, the vessel often stops supplying power 

during non-operating conditionsò. The Panel notes that transmissions were dropped 

during the investigative period of interest, including in open waters. Furthermore, 

since 4 December 2020, its ship insurance has not been renewed and other ship 

certification remained overdue. Details are provided in annex 42aïe. 

 

  Figure XXVIII  

  The Hai Jun and direct delivery vessels near Wuqiu Island, 22 July 2021  
 

 

 

Source: Planet Labs, annotated by the Panel.  

Note: The Hokong has been demolished (see annex 43). 
 

 

  Physical tampering of vessel identity 
 

58. The New Konk was not the only suspect ship that sought to conceal its identity. 

The Hai Jun was also photographed employing such subterfuge, using removable 

identifiers that are against IMO regulations (see figure XXIX). Annexes 44, 45a and 

45b contain, respectively, details of evasion methods previously identified by the 

Panel, and of tankers of the Democratic Peopleôs Republic of Korea obfuscating their 

identities.  

 

__________________ 

 63  Currently Togo-flagged with Ruicheng Shipping as the DOC (document of compliance) holder 

since December 2020. IHS Markit. 
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  Figure XXIX  

  Photograph of the Hai Jun, East China Sea, 3 October 2020 
 

 

 

Source: Member State, annotated by the Panel.  
 

 

  Facilitators 
 

  New Konk 
 

59. Third-party individuals and entities are used by the Democratic Peopleôs Republic 

of Korea to enable suspect vessels to conduct its illicit trade. The New Konk was using a 

laundered vessel identity, the F. Lonline, when it departed the Baima River in Fujian, 

China, in August 2021. Ongoing investigations indicated that the identity of the former 

Thailand-flagged Smooth Sea 3 had been laundered, resulting in the creation of a suspected 

fraudulent identity ï the F. Lonline. The Thailand-flagged Smooth Sea 30 (IMO 

No. 9892262), a reportedly newly built vessel, is suspected to be the former Smooth Sea 3. 

60. The management and ownership history of the F. Lonline is connected to other 

vessels previously investigated by the Panel that have likewise laundered their 

identity. While currently listed as owned and managed by Hong Kong-incorporated 
Brilliant Trade International since October 2019,64  the F. Lonline was owned and 

operated by Smooth Sea Co. Ltd., sailing as the Smooth Sea 3 from June 2004 to June 

2019, before it was transferred to Rui He HK Marine Co. Ltd.,65  to sail under a 

different flag and ship name. The vessel was passed on a month later to Cheng Xin 

Shipping Ltd., reflagged under Belize and renamed the F. Lonline three months later. 

The Hong Kong-incorporated Cheng Xin Shipping Ltd.66 has been associated with the 

Panelôs investigation into the Smooth Sea 22 in a case of suspected vessel identity 

laundering.67 The New Konk, the Mouson 328 and the Hai Zhou 16868 all visited the 

Fujian Yihe shipyard and departed transmitting fraudulent new digital identities.  

__________________ 

 64  IMO Global Integrated Shipping Information System, as of January 2022. 

 65  Rui He HK Marine Co. Ltd. also historically owned and managed the Unica, another direct delivery 

vessel, before ownership was transferred to the British Virgin Islands-incorporated Prospera Pacific 

International Company Limited. Information from the IMO Global Integrated Shipping Information 

System. 

 66  This entity typically holds on to a vessel for a few months. 
 67  S/2021/777, paras. 29ï37 and annex 28. 

 68  On the vessel identity laundering of the Smooth Sea 28/Hai Zhou 168/Smooth Sea 22, Thailand 

provided the Panel with vessel dimensions. See also annex 46b. 

https://undocs.org/en/S/2021/777
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61. The Panel wrote to Thailand, the relevant flag registries, entities that own or 

operated the vessels and Fuijan Yihe.  

62. Thailand has yet to respond. In other correspondence, Thailand confirmed that 

the Thailand-registered Smooth Sea Co. Ltd. transferred ownership of the Smooth Sea 3 

to Cheng Xin Shipping Ltd. on 18 July 2019. The Panel continued to follow up with 

Cheng Xin Shipping Ltd. The company has yet to respond. 

63. See annexes 46a and 46b for additional details and responses from flag registries 

and entities. 

 

  Sky Venus and Sunward 
 

64. The Panel is investigating suspected sanctions evasion involving Cheng Chiun 

Shipping Agency Co. Ltd.,69  located in Kaohsiung, Taiwan Province of China. 

According to information from a Member State, the company operates vessels, 

including the Palau-flagged Sky Venus (IMO No. 9168257) and the then Panama-

flagged Sunward (IMO No. 8920115), that transferred oil via illicit ship-to-ship 

transfers to tankers of the Democratic Peopleôs Republic of Korea. Cheng Chiun 

Shipping Agency Co. Ltd. used a series of shell companies to facilitate payments 

related to the ship-to-ship transfers. The Panel continues to investigate other cases 

involving the company.  

65. The Panel highlights the following evasion techniques used to allegedly procure 

and deliver illicit oil to the Democratic Peopleôs Republic of Korea. 

 

  Use of shell companies  
 

66. Companies involved in illicit ship-to-ship transfers of refined petroleum to the 

Democratic Peopleôs Republic of Korea use a series of shell companies to conduct 

payments for shipments allegedly destined for the Democratic Peopleôs Republic of 

Korea. Two such companies owned by Cheng Chiun Shipping Agency Co. Ltd., the 

Seychelles-registered Ocean Energy International Corp. that owns and operates the 

Sky Venus and the Samoa-incorporated Wills International Co. Ltd. that operated the 

Sunward,70 served as aliases for Cheng Chiun Shipping, as with Everway Global Ltd. 

 

  Oil supply 
 

67. Investigations into the Sunward, the Sky Venus and various direct delivery and suspect 

vessels showed that much of the petroleum products delivered to the Democratic Peopleôs 

Republic of Korea are sourced from oil terminals across East Asia and delivered via ship-

to-ship transfers. Sanctions breakers exploit the legitimate business of ship-to-ship 

transfers71 to smuggle oil to the Democratic Peopleôs Republic of Korea (see annex 47). 

 

  Multi-stage oil transfers 
 

68. The Sunward and the Sky Venus were used as mother ships to load refined 

petroleum from Taichung port before allegedly delivering their cargo to tankers of the 

Democratic Peopleôs Republic of Korea through a chain of ship-to-ship transfers on 

the occasions identified by the Panel (see figure XXX). The mother ships and their 

facilitators thereby deceptively appear one or several steps removed from the oil 

transfers to suspect vessels. The Panel previously reported on the use of smaller 

vessels favoured by the Democratic Peopleôs Republic of Korea as intermediate 

__________________ 

 69  . 

 70  Ibid. 

 71  The free-on-board practice ends liability for cargo transfers from the seller to the buyer when oil 

cargo crosses the guardrails from one vessel to another during a ship-to-ship transfer. See also 

S/2019/171 and S/2019/171/Corr.1, para. 11 and annex 7. 

https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2019/171/Corr.1
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vessels to receive the oil cargo, as they are more difficult to track and identify, often 

lacking IMO numbers. These vessels in turn transfer the oil to the Democratic Peopleôs 

Republic of Korea or to Democratic Peopleôs Republic of Korea-associated vessels.  

  Figure XXX  

  Multi-stage oil transfers destined for the Democratic Peopleôs Republic of Korea 
 

 

 

Source: The Panel. 
 

 

69. For example, between 8 and 10 August 2021, the Sky Venus repeatedly 

transferred oil to smaller unidentified vessels72  over consecutive days, with the 

smaller vessels in turn transferring refined petroleum to the same Democratic 

Peopleôs Republic of Korea-flagged vessel, the Sin Phyong 5 (IMO No. 8865121) (see 

figure XXXI). The Sin Phyong 5 itself has separately been investigated by the Panel 

for its onward sale to the Democratic Peopleôs Republic of Korea.73  

70. A Member State has assessed that Cheng Chiun Shipping Agency Co. Ltd.  ñwas 

aware of the sanctions evasion activity and attempted to cover up their activitiesò. 

 

__________________ 

 72  Observed by a Member State. 

 73  S/2021/777, paras. 76ï79 and annex 38. 

https://undocs.org/en/S/2021/777
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  Figure XXXI 

  Illicit transfers of refined petroleum 
 

 

 

Source: The Panel. 
 

 

71. Cheng Chiun Shipping Agency Co. Ltd., through a legal firm, has denied that it 

ñever transported refined petroleum product(s) to Democratic Peopleôs Republic of 

Korea-related vessels through [its] oil tankers Sunward and Sky Venusò, and that the 

company served as purchasing agent and shipping agent for gasoil customers near 

Fujian Province, China. According to the company, a Mr. Liu from a Hong Kong-

incorporated company was the only person to whom it sold gasoil during the periods 

of interests requested by the Panel. The oil was transferred to ñinland shipsò and 

ñfishing boatsò nominated by Mr. Liu. No ship identifiers were provided to receive 

the gasoil. Cheng Chiu Shipping stated that ñMr Liu always sends his ships which 

had the signs and numbers shown on the ships coveredò. These receiving ships were 

instead recognized with a Chinese yuan paper bill that they would present, whose 

serial numbers would match against those provided by Mr. Liu.  

72. The Panel continues to review the information provided by the company. 

73. Additional details on the present section are contained in annex 48. 

 

  Vessel onward sale 
 

74. The Panel has documented numerous cases where vessels ultimately acquired 

by the Democratic Peopleôs Republic of Korea did not update ownership or 

management history. The Democratic Peopleôs Republic of Korea exploits the 

practice of using third-party brokers and entities to obscure its presence in such 

transactions. It also utilizes front companies to complicate vessel sale scrutiny. 

Delayed or non-existent reporting, along with throw-away or erroneous email contact 

information, have been techniques actively exploited by those seeking to obfuscate 

sanctions evasion.  

75. The Panel highlights the sales of the Rui Hong 916 (IMO No. 9058866) and the 

Ri Hong (IMO No. 9162318) as examples (see annexes 49 and 50). 
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  Vessel acquisition 
 

  Su Ryong San and Ocean Sky 
 

76. The Democratic Peopleôs Republic of Korea continued to add tankers and cargo 

vessels to its fleet in contravention of Security Council resolutions. The Panel first 

identified the newly transitioned Democratic Peopleôs Republic of Korea-flagged Su 

Ryong San (IMO No. 9016430) based on anomalous AIS transmissions (see figure 

XXXII). The Panel also traced HongKong Great Fortune Development Co. Limited  

(  ( ) ( )   ), the vesselôs last registered owner before it came under 

the fleet of the Democratic Peopleôs Republic of Korea.74 Details and responses are 

provided in annex 51. 

77. The Hong Kong-incorporated Asia Ocean Shipping Ltd. ( ) is 

suspected by a Member State of having facilitated the suspected transfer at sea of the 

Sierra Leone-flagged Ocean Sky (IMO No. 9125308) to the Democratic Peopleôs 

Republic of Korea. According to maritime records, the vesselôs current owner remains 

Asia Ocean Shipping Ltd.75 The Ocean Sky, like some other tankers and cargo vessels 

that the Panel previously investigated, last transited Shidao, China, before arriving in 

the Democratic Peopleôs Republic of Korea. Details and responses are found in 

annexes 52a and 52b. 

 

__________________ 

 74  IMO Global Integrated Shipping Information System. 

 75  As at 31 December 2021. 
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  Figure XXXII 

  Voyage of the Su Ryong San, JulyïSeptember 2021 
 

 

 

Source: Windward, annotated by the Panel. 
 

 

  Fishing rights transfer 
 

78. The Panel is continuing its investigations into the sale or transfer by the 

Democratic Peopleôs Republic of Korea of fishing rights, which is prohibited by 

paragraph 9 of Security Council resolution 2371 (2017), as further clarified by 

paragraph 6 of Council resolution 2397 (2017). According to a Member Stateôs 

information, the sale and/or transfer of fishing rights by the Democratic Peopleôs 

Republic of Korea in violation of the resolutions continued in 2021. A Member State 

identified at least 428 vessels entering waters of the Democratic Peopleôs Republic of 

Korea between April and June 2021, with some of the vessels departing from 

Shandong and Liaoning Provinces of China (see annex 53a).76 The Panel wrote to 

China requesting further information on the vesselsô identification, related entities, 

home ports and fishing activities in waters of the Democratic Peopleôs Republic of 

Korea. China replied that ñChinaôs fishing authority and relevant coastal provinces 

have taken measures to strengthen management and demanded the fishing companies 

and fishermen to strictly follow the requirement of Security Council resolutionsò (see 

annex 53b).  

__________________ 

 76  S/2021/777, para. 82. 

https://undocs.org/en/S/RES/2371(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2021/777
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79. The Member State observed that the volume of the fishing vessels of a third 

country moving into waters of the Democratic Peopleôs Republic of Korea has 

substantially decreased (see table 4) and the size of the permitted fishing areas in 

waters of the Democratic Peopleôs Republic of Korea was reduced in 2021 (see 

annex 53c). 

 

  Table 4  

  Number of third-country fishing vessels observed moving into waters of the 

Democratic Peopleôs Republic of Korea 
 

 

 2017 2018 2019 2020 2021 

      
No. of fishing vessels 1 711 2 611 1 882 2 389 554 

Initiated date of movement each year 2 May 18 April 23 April 10 May 21 April 

 

Source: Member State. 
 

 

  Maritime exports from the Democratic Peopleôs Republic of Korea 

  Coal exports by vessels of the Democratic Peopleôs Republic of Korea 
 

80. From September 2020 to August 2021, a Member State assessed that the 

Democratic Peopleôs Republic of Korea exported around 552,400 metric tons of its 

coal in at least 64 shipments to Chinese territorial waters and ports77 (see annexes 54ï61). 

No coal was exported between October 2020 and January 2021 given the countryôs 

COVID-19 restrictions, which included significant quarantine periods for its coal-

exporting vessels. The Panel continued to monitor vessels along the Taean River 

where coal has been loaded for export. Since April 2021, many of the vessels of the 

Democratic Peopleôs Republic of Korea observed laden with coal departed the river 

over the ensuing months, several of which travelled repeatedly to Ningbo-Zhoushan 

waters (see figure XXXIII).  

 

__________________ 

 77  Two experts are of the view that this information needs to be further corroborated. 
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  Figure XXXIII 

  Vessels along Taean River, April and November 2021  
 

 

 

Source: Member State (top), and Maxar Technologies (bottom), annotated by the Panel. 
 

 

81. For example, the Tae Dong Gang 9 (IMO No. 8408791), which was at Taean on 

4 April 2021 (see figure XXXIV), was back by 5 November 2021 after transiting to 

Ningbo-Zhoushan waters in October. The vessel also manipulated its identifiers 

sailing as the Or and transmitted only briefly during its entire trip (see figure 

XXXIV).  
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  Figure XXXIV  

  Voyage of the Tae Dong Gang 9, OctoberïNovember 2021  
 

 

 

Source: Windward, annotated by the Panel; and Member State (satellite imagery). 
 

 

82. Vessels of the Democratic Peopleôs Republic of Korea such as the Kum Ya (IMO 

No. 9004073) also departed from other ports on the eastern coast of the Democratic 

Peopleôs Republic of Korea to export coal (see figure XXXV). Other examples of coal 

exported to Ningbo-Zhoushan waters between the months of May and September 

2021 are provided in annex 55. 

 

  Figure XXXV  

  Kum Ya storyboard on exporting coal, AprilïMay 2021 
 

 

 

Source: IHS Markit Sea-web, annotated by the Panel; and Member State (satellite imagery). 
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83. The Panel continued to seek the assistance of China on the recurring presence 

of multiple vessels of the Democratic Peopleôs Republic of Korea in Ningbo-

Zhoushan waters (see figure XXXVI) to export coal through ship-to-ship transfers, 

including information on any cargo offloaded by vessels of the Democratic Peopleôs 

Republic of Korea through ship-to-ship transfer in those waters, the receiving vesselsô 

identifiers, and entities and individuals that own, operate and procure any of the cargo 

from the vessels of the Democratic Peopleôs Republic of Korea and the relevant 

shipping documentation and financial transactions.78 All the vessels were reported by 

a Member State to be laden with coal originating from the Democratic Peopleôs 

Republic of Korea. Some of the vessels remained for a period of time in the Ningbo-

Zhoushan area (see annex 56).  

 

  Figure XXXVI  

  Democratic Peopleôs Republic of Korea-flagged vessels, Ningbo-Zhoushan, China, 

5 October 2021 
 

 

 

Source: Member State. 
 

 

84. The Panel sought information from China on each of the vessels of the 

Democratic Peopleôs Republic of Korea present in Chinese waters, the identifiers 

under which they were transmitting, any ship-to-ship transfers conducted in Chinese 

waters, their cargo offloaded, the receiving vesselsô identities along with their owners 

and operators, details of the individuals or entities that imported the coal from the 

Democratic Peopleôs Republic of Korea, and the relevant shipping and financial 

__________________ 

 78  Pursuant to paragraph 8 of Security Council resolution 2371 (2017), paragraph 11 of resolution 

2375 (2017) and paragraphs 9 and 20 of resolution 2397 (2017). 

https://undocs.org/en/S/RES/2371(2017)
https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2397(2017)
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records. The Panel requested the same information for the various other vessels in 

subsequent paragraphs on which the assistance of China was sought. 

85. China responded that ñfor vessels ZAI ZHOU 2, TO MYONG, SAM JIN 8, NAN 

DAE CHON, KANG HUNG and UN HA, they entered Yantai port empty-loaded, and 

left the port after loading chemical fertilizer, pesticide and other agricultural 

suppliesò. For the remaining Democratic Peopleôs Republic of Korea-flagged vessels 

shown in figure XXXVI, China had ñno record of their port calls in Chinaò. 

86. Vessels of the Democratic Peopleôs Republic of Korea also continued to transmit 

falsified identifiers that were identified in previous reports of the Panel (see annex 57). 

The Asia Honor (IMO No. 8405220), for instance, transmitted in almost the same 

location in Ningbo-Zhoushan waters as when it first created its false AIS profile over 

a year ago (see figure XXXVII). 

 

  Figure XXXVII  

  The Asia Honor transmitting fraudulent identifiers in Chinese waters over time 
 

 

 

Source: Windward, annotated by the Panel; and Member State (inset imagery). 
 

 

87. The Panel asked China about the Asia Honor. China responded that there was 

no record of port calls in China for the Asia Honor. 

88. As at 2 October 2021, 35 vessels of the Democratic Peopleôs Republic of Korea 

were anchored in quarantine outside the Nampo lock gate (see figure XXXVIII). A 

number of the vessels were at Ningbo-Zhoushan. Several of the vessels were featured 

in the Panelôs previous report as being at Ningbo-Zhoushan on 5 April 2021 exporting 

coal.79  

__________________ 

 79  S/2021/777, figure XII. 

https://undocs.org/en/S/2021/777
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  Figure XXXVIII  

  Vessels in quarantine, West Sea barrage, Democratic Peopleôs Republic of Korea 
 

 

 

Source: Member State. 
 

 

89. The Panel asked China about the presence of the vessels of the Democratic 

Peopleôs Republic of Korea shown in figure XXXVIII in 2021, including which vessels 

of the Democratic Peopleôs Republic of Korea involved in the transportation of 

humanitarian or other cargo had also been involved in the transportation of coal 

originating from the Democratic Peopleôs Republic of Korea and had called at Chinese 

ports. China responded that the ñrecord of port calls in China of 35 vessels including 

MYONG SA SIM NI and JA SONG is not accessible, as no IMO information was 

providedò. The Panel notes that the IMO numbers of these specific Democratic Peopleôs 
Republic of Korea-flagged cargo vessels are all registered with and listed on the IMO 

website. Several of the vessels were reported in previous reports of the Panel.80 

 

  Democratic Peopleôs Republic of Korea-flagged coal-exporting vessels at Chinese ports  
 

  Democratic Peopleôs Republic of Korea-Ningbo-Zhoushan waters-Chinese ports-

Democratic Peopleôs Republic of Korea 
 

90. Some of the vessels that exported coal in Ningbo-Zhoushan waters then transited 

to Chinese ports elsewhere, including Longkou and Laizhou ports. These included the 

Democratic Peopleôs Republic of Korea-flagged vessels Su Ryong San (see also 

para. 76), Pho Phyong (IMO No. 8417962), Samjin 8 (IMO No. 8810578), Kang Hung 

(IMO No. 9340257) and Un Ha (IMO No. 8310281) that transited from Ningbo-

Zhoushan waters to Longkou port; and the To Myong (formerly known as the Ri Hong) 

(IMO No. 9162318) and the Northern Luck (IMO No. 9061227) that transited from 

Ningbo-Zhoushan waters to Laizhou port (see annex 58). The Panel has previously 
__________________ 

 80  For example, the Myong Sa Sim Ni (IMO No. 9010058). as reported in S/2021/777, paras. 89ï92 

and figures XIII and XIV. 

https://undocs.org/en/S/2021/777
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investigated vessels of the Democratic Peopleôs Republic of Korea that exported coal in 

Ningbo-Zhoushan waters and imported humanitarian aid cargo at Longkou port in a 

single round trip.81 China responded that the ñPHO PHYONG entered Yantai port empty-

loaded in September 2021, and left the port by loading general cargo in November 

2021ò. 

 

  Democratic Peopleôs Republic of Korea-Chinese ports-Democratic Peopleôs Republic 

of Korea 
 

91. Some coal exports were also delivered directly to ports in China by Democratic 

Peopleôs Republic of Korea-flagged vessels, based on a Member Stateôs information. 

The Panelôs AIS tracking showed that the Hung Bong 3 (IMO No. 8603286) departed 

Nampo on 26 July 2021 for Yantai port, China, where it was observed pier-side on 

2 August 2021 carrying coal. The vessel then proceeded to Longkou and was observed 

pier-side 10 days later loaded with what appears to be white-toned bagged cargo (see 

figure XXXIX) before departing. A similar case involving the Tae Phyong 2 (formerly 

known as the Ming Zhou 6) (IMO No. 8602763), a vessel that the Panel has 

investigated for exporting coal originating from the Democratic Peopleôs Republic of 

Korea, is described in annex 59.82  

 

  Figure XXXIX  

  Vessel of the Democratic Peopleôs Republic of Korea exporting coal and 

importing other cargo, Yantai, China, JulyïAugust 2021  
 

 

 

Source: Windward, IHS Market, Planet Labs, annotated by the Panel; inset imagery, Member State 

(top). (Bottom imagery as representative of location, not on actual date of AIS signal overlay.) 

__________________ 

 81  S/2021/777, paras. 100 and 101; and S/2021/211, paras. 58, 63 and 64. 

 82  S/2021/211, paras. 70ï72; and S/2021/777, paras. 80 and 102 and annex 39. 

https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/777
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92. The Panel asked China for information, including the relevant shipping 

documentation, on any banned cargo offloaded and loaded either pier-side or through 

ship-to-ship transfers at the respective Chinese ports. China responded that the Hung 

Bong 3 ñentered Yantai port empty-loaded in March and July 2021 respectively, and 

left the port by loading fertilizer and other agricultural supplies in March and August 

respectivelyò. Investigations continue.  

 

  Supply chain networks 
 

  HongKong Great Fortune Development Co. Limited 
 

93. Further to facilitating the acquisition of the Su Ryong San, a Member State 

alleges that HongKong Great Fortune Development Co. Limited has also invested in 

several ships of the Democratic Peopleôs Republic of Korea, including conducting 

joint maintenance and operation work; been involved in other coal imports from the 

Democratic Peopleôs Republic of Korea to China; engaged in barter trade in the export 

of fertilizer to the Democratic Peopleôs Republic of Korea; and sold and shipped 

banned items to the Democratic Peopleôs Republic of Korea, including steel, fuel and 

transportation and construction-related vehicles.83 The company is registered on the 

Hong Kong Corporate Registry to Li Xiangmin (↓) of Liaoning Province, 

China.84 Barter trade avoids the use of the international financial system to further 

evade sanctions.  

94. Information obtained by the Panel from several sources indicated that the 

Democratic Peopleôs Republic of Korea-based Yonggwang Furniture and Building 

Materials Corporation (₅̛ʺ̯ˠ◓ Ợ) was involved in the export of 100,000 to 

200,000 tons of coal originating from the Democratic Peopleôs Republic of Korea to 

HongKong Great Fortune Development Co. Limited. Of this amount, the Member 

State provided three examples where Democratic Peopleôs Republic of Korea-flagged 

vessels were alleged to have transported the coal: the Jang Un (IMO No. 8822260) 

with approximately 20,000 metric tons;85 the Kum Song 7 (IMO No. 8739396) with 

approximately 5,000 metric tons; and the Ryon Hwa 3 (IMO No. 8312227) with 

approximately 6,000 metric tons. The Panelôs AIS analysis of the vessels indicated 

that the Ryon Hwa 3 was sailing in Chinese territorial waters in 2021. AIS data also 

showed that the Ryon Hwa 3 visited the Longkou port area between 18 and 27 March. 

By August, the vessel was exporting coal in Ningbo-Zhoushan waters, where the ship 

ran aground on 18 September (see figure XLa). 

 

__________________ 

 83  The Panel previously reported on construction-related vehicles exported to the Democratic 

Peopleôs Republic of Korea (see S/2021/211, paras. 68 and 69 and annex 36). 

 84  Listed as Founding Member Director, address: 39-3-208, Qingnian Street, Zhenxing District, 

Dandong City, Liaoning Province, China. 

 85  Reported to be valued at $88 per metric ton. 

https://undocs.org/en/S/2021/211
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  Figure XLa 

  The Ryon Hwa 3 aground, Ningbo-Zhoushan, 18 September 2021  
 

 

 

Source: (top) Member State, (bottom) Maxar Technologies and Windward. 
 

 

95. The Jang Un and the Kum Song 7 reported no AIS signal for years, and either 

travelled ñdarkò or spoofed other identifiers to avoid detection on maritime databases 

(see figure XLb). All three vessels have been reported by the Panel exporting coal in 

the Ningbo-Zhoushan area.86 HongKong Great Fortune Development Co. Limited has 

yet to respond.  

 

__________________ 

 86  The Jang Un has been cited in Panel reports for exporting coal from the Democratic Peopleôs 

Republic of Korea dating back to 2018, with the Kum Song 7 and the Ryon Hwa 3 observed in 

Ningbo-Zhoushan waters since 2020. 
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  Figure XLb  

  The Kum Song 7 spoofing near Shidao, China, 26 February 2021 
 

 

 

Source: Member State. 
 

 

96. The Panel asked China for verification of the ownership of HongKong Great 

Fortune Development Co. Limited, the companyôs role in coal procurement as well 

as its involvement in any activity related to the Democratic Peopleôs Republic of 

Korea. China responded ñThe Chinese side has no information of Hong Kong Great 

Fortune Development Co. Ltd., at the momentò (see annex 61). 

97. In reviewing multiple datapoints, the Panel assessed that HongKong Great 

Fortune Development Co. Limited was the likely entity associated with the export of 

coal by the Democratic Peopleôs Republic of Korea to the Chinese-flagged cargo 

vessel Qun Rong Xiang (no IMO number reported, MMSI No. 413213290) in Chinese 

waters. The Panel had previously investigated but withheld from identifying the 

Chinese ship in view of the request of China given its ongoing investigations (see 

figure XLI).87  The Chinese vessel then delivered the coal to Qinzhou port by 23 

March 2021. Details, including additional imagery, are given in annexes 60 and 61. 

 

__________________ 

 87  S/2021/777, paras. 96ï98. 

https://undocs.org/en/S/2021/777
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  Figure XLI  

  The Qun Rong Xiang in proximity of three vessels of the Democratic Peopleôs 

Republic of Korea, Ningbo-Zhoushan, 15 March 2021 
 

 

 

Source: Member State. 
 

 

98. China responded that ñthe investigations into é QUN RONG XIANG are still 

under way, and we do not have information to share at the current stageò. 

99. All vessels of the Democratic Peopleôs Republic of Korea suspected to have 

exported coal originating from the country would be subject to paragraph 9 of 

Security Council resolution 2397 (2017)88 (see annex 61 for details). 

 

  Recommendations 
 

100. As maritime trade constitutes a major vector in both the procurement and sale 

by the Democratic Peopleôs Republic of Korea of sanctioned commodities, the public 

and private sectors are reminded to implement the needed regulatory standards and 

due diligence checks at all levels associated with the operation of ships and 

transaction of commodities, in particular those conducted in identified waters89 

involving banned or restricted products and services. The Panel highlights that the 

numerous maritime-related recommendations contained in the previous reports 

continue to remain relevant.  

101. Additional recommendations are set out below. 

 

__________________ 

 88  It is stipulated in the paragraph that a Member State should seize, inspect and impound any 

vessel within its ports where there are reasonable grounds to believe that the vessel was involved 

in activities that violated the various Security Council resolutions, and may do so for vessels 

within the Member Stateôs territorial waters.  

 89  S/2021/777, para. 57 and figure VIII. 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2021/777
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  On vessel identity laundering and AIS manipulation  
 

102. The Panel recommends that Member States and ship registries add to their 

ship circulars information pertaining to detected cases of vessel identity 

laundering or tampering, and ensure wide dissemination, including to maritime 

authorities. Such information would include: 

 Ι Identifiers of ships in their registry that have transmitted cover identities 

 Ι Identifiers of ships in their registry that may have had their identifiers 

exploited by other vessels 

 Ι Names of ship registrants whose vessels have transmitted fraudulent 

identifiers 

103. The Panel recommends that flag States and their recognized organizations 

keep verified records and up-to-date time-stamped photographs of vessels that 

they certify and flag, including for submission to IMO at regular intervals. These 

recorded images would include: 

 Ι All permanent markings of the shipôs name and IMO number 

 Ι Photographs of the ship at various angles 

 Ι Photographs of the shipôs engine, including its engine number 

104. The Panel recommends that IMO consider the review of hardware and 

software security standards for preventing the tampering of AIS transponders.  

105. The Panel recommends that IMO urge all flag States to ensure that the 

requirements for the Continuous Synopsis Record are complied with, including 

for such information to be updated accordingly on the IMO Global Integrated 

Shipping Information System website.  

 

  On vessel onward sale 
 

106. The Panel recommends that sellers check that vessel sale information is 

reflected on the IMO Global Integrated Shipping Information System website on 

a timely basis.  

107. The Panel recommends that shipowners and managers undertake ongoing 

in-house reviews on sanctions compliance programmes with the requisite 

training and resources.  

 

  On oil supply chain and free-on-board practice 
 

108. The Panel reiterates that commodity trading companies and tanker fleets 

operating under their jurisdictions and in those at-risk segments of the free-on-

board market and/or engaging in ship-to-ship transfer in the affected 

international waters adopt contractual language that includes effective end-use 

delivery verification.  

109. The Panel recommends that commodity trading companies, tanker fleets 

and segments of the affected free-on-board markets review the AIS history and 

any known use of fraudulent identities of all vessels to or from which they intend 

to supply or receive products/commodities banned under the resolutions. 

110. The Panel recommends that financial institutions include AIS screening 

and vessel due diligence risk assessment clauses in letters of credit, loans and 

other financial instruments issued to commodity traders involved in the oil and 

petroleum products industry in the affected areas. 



S/2022/132         

 

22-01569 64/423 

 

111. The Panel recommends that financial institutions involved in commodity 

trading in affected areas expand transaction monitoring programmes to 

incorporate AIS screening for both client and counterparty vessels. 

 

  On enhanced due diligence and data-sharing 
 

112. The Panel recommends that flag States possess the requisite tools available 

to identify and investigate suspected fraudulent use of the MMSI where it is 

detected and share the results of their investigation with other maritime 

authorities, as well as with the Panel. 

113. The Panel recommends that the IMO Global Integrated Shipping 

Information System include information to indicate whether a vesselôs flag 

registration is provisional or permanent as well as the effective date range.  

114. The Panel recommends that ship owners, charterers and operators continue 

to enhance ñknow-your-customerò and ñknow-your-counterpartyôs-vesselò due 

diligence with regard to ship-to-ship transfers. During the transfers, time-

stamped photographs, including verifiable ship identifiers and associated 

transmitted AIS profiles, financial transaction records and other relevant crew 

details, are recorded for compliance purposes and to be shared with law 

enforcement and the Panel of Experts where necessary. 

 

  Recommendations to the Committee 
 

115. The Panel reiterates its previous recommendations for the following vessel 

for designation under paragraph 5 of Security Council resolution 2397 (2017) 

and further recommends the vessel for designation under paragraph 14 of 

resolution 2397 (2017): the Un Hung (formerly known as the Vifine) (IMO 

No. 9045962), Democratic Peopleôs Republic of Korea-flagged. 

116. The Panel recalls its previous recommendations for the following vessels for 

designation under paragraph 5 of Security Council resolution 2397 (2017) and 

further recommends their designation under paragraph 5 of resolution 2397 

(2017) and paragraph 11 of resolution 2375 (2017): 

 Ι Diamond 8 (IMO No. 9132612), unknown-flagged 

 Ι New Konk (IMO No. 9036387), unknown-flagged 

 Ι Subblic (IMO No. 8126082), unknown-flagged 

 Ι Xing Ming Yang 888 (IMO No. 8410847), unknown-flagged 

117. The Panel recommends the following vessel for designation under 

paragraph 11 of Security Council resolution 2375 (2017) and paragraph 14 of 

resolution 2397 (2017): the Sun Ryong San (IMO No. 9016430). 

118. The Panel reiterates its recommendation for the following vessel for further 

designation under paragraph 11 of Security Council resolution 2375 (2017): the 

Pho Phyong (IMO No. 8417962), Democratic Peopleôs Republic of Korea-flagged. 

119. The Panel reiterates its previous recommendations for the following vessels 

for designation under paragraph 11 of Security Council resolution 2375 (2017) 

and recommends their further designation under paragraph 14 of resolution 

2397 (2017): 

 Ι To Myong, (formerly known as the Ri Hong/Klausen) (IMO No. 9162318), 

Democratic Peopleôs Republic of Korea-flagged 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2397(2017)
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 Ι Tae P(h)yong 2 (formerly known as the Ming Zhou 6) (IMO No. 8602763), 

Democratic Peopleôs Republic of Korea-flagged 

 

  Trade statistics and customs issues 
 

120. The recorded volume of foreign trade of the Democratic Peopleôs Republic of 

Korea continued to decrease in 2021 and was significantly lower than in previous 

years, including during the 2020 lockdown (see figure XLII). The Panel assesses that 

this was due to the de facto closure of all trans-border movement of commodities, 

transport and people in response to the COVID-19 pandemic.  

 

  Figure XLII  

  Democratic Peopleôs Republic of Korea, recorded trade, 2013ï2021 

(Millions of United States dollars)  
 

 

 

Source: International Trade Centre (ITC) Trade Map, accessed 31 December 2021. 
 

 

121. There were some signs of resurgence in the limited foreign trade of the 

Democratic Peopleôs Republic of Korea from June 2021(see figure XLIII), but the 

trade volume between January and September 2021 decreased by two thirds on a year-

on-year basis. The trade activity of the Democratic Peopleôs Republic of Korea 

appeared to have been conducted mostly by maritime trade. China informed the Panel 

of several maritime shipments in 2021, mostly of agricultural supplies and ñgeneral 

cargoò.90 

122. According to media reports, on 16 January 2022, freight trains from the 

Democratic Peopleôs Republic of Korea crossed the border to Dandong, China, and 

left for Sinuiju carrying medical supplies and daily necessities.91  The Ministry of 

__________________ 

 90  In response to the Panelôs maritime enquiries on specific vessels (see paras. 85, 90 and 92), 

China stated that in 2021 several vessels entered Yantai port empty, and left the port after loading 

chemical fertilizer, pesticide and other agricultural supplies. A vessel entered Longkou port in 

August, offloaded watch movements, and left the port after loading stationery in September. 

There were other instances of shipping of fertilizer and other agricultural supplies. 

 91  Yonhap News Agency, ñAnother N. Korean cargo train arrives in Chinese border city: sourcesò, 

17 January 2022. 
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Foreign Affairs of China stated that ñcross-border rail freight transport between 

Dandong and Sinuiju has resumedò.92  

 

  Figure XLIII  

  Trade statistics, Democratic Peopleôs Republic of Korea, JanuaryïSeptember 

2021 (monthly) 

(Millions of United States dollars) 
 

 

 

Source: ITC Trade Map, accessed 31 December 2021. 
 

 

123. The Panelôs analysis of prohibited exports and imports in the present report 

primarily covers the period between January and September 2021. 

124. On the basis of ITC records on national trade data, some of which appeared to fall 

into sanctioned categories, the Panel asked 46 Member States for information on 

transactions with the Democratic Peopleôs Republic of Korea, as well as for details of 

any cases of rejection of clearance or seizure of goods exported to or imported from the 

Democratic Peopleôs Republic of Korea. For the list of restricted Harmonized System 

(HS) code commodities that the Panel uses to monitor the sectoral ban, see annex 62.  

125. The Panel also sought information from Member State customs authorities on their 

practical implementation of sanctions obligations, such as the requirement to inspect all 

cargoes to and from the Democratic Peopleôs Republic of Korea and to seize and dispose 

of them when prohibited items were found, pursuant to paragraph 18 of Security Council 

resolution 2270 (2016) and paragraph 20 of resolution 2397 (2017). In general, Member 

State customs authorities observed the implementation of the prohibitions, although 

sometimes they face the challenge of determining whether certain items were prohibited 

from transfer to and/or from the Democratic Peopleôs Republic of Korea. 

126. Many Member States indicated that recorded trade activity with the Democratic 

Peopleôs Republic of Korea in 2021 was mainly attributable to erroneous data in trade 

statistics, through the mistaken usage of country codes during the respective customs 

declaration processes. The country code for the Democratic Peopleôs Republic of 

Korea (KP) was entered wrongly in place of the country code for the Republic of 

Korea (KR), the actual trade partner.93 Thailand informed the Panel of several such 

cases involving local companies (see annex 92). Other Member States claimed that 

__________________ 

 92  ñChina-Democratic Peopleôs Republic of Korea rail freight was suspended for some time due to 

the impact of COVID-19. Through friendly consultations between the two sides, the cross-border 

rail freight transport between Dandong and Sinuiju has resumed. The two sides will move 

forward on the basis of ensuring sound epidemic prevention and control to facilitate normal 

bilateral trade exchangeò (17 January 2022). 

 93  For example, S/2021/777, para. 117, and S/2021/211, annex 41. 

https://undocs.org/en/S/RES/2270(2016)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2021/211
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transactions conducted had conformed with the United Nations sanctions regime. 

Some Member States informed the Panel about the results of investigations into cases 

of possible non-compliance (see table 5).  

 

Table 5  

Comparative table of bilateral trade, Democratic Peopleôs Republic of Korea, JanuaryïSeptember 202194  

(Thousands of United States dollars) 
 

 

  Trade volume with the Democratic 

Peopleôs Republic of Korea 

 Restricted HS code trade with the 

Democratic Peopleôs Republic of Korea 

 

No. Member State Export to Import from Export to Import from Member Stateôs reply 

       
1 Armenia 0 18  1 (HS code 12) 

1 (HS code 84) 

3 (HS code 85) 

Inaccuracy of data due to technical 

error in the declaration of 

goods/origin of items is the 

Republic of Korea and Japan 

2 Barbados 200 951  22 (HS code 61) 

1 (HS code 63) 

581 (HS code 84) 

274 (HS code 85) 

 

3 Belgium 0 203  15 (HS code 73)  

4 Belize  14  14 (HS code 84)  

5 Benin 0 41   Nothing applicable/no cases 

6 Bolivia (Plurinational 

State of) 

0 20   Nothing applicable/no cases 

7 Bosnia and 

Herzegovina 

0 16  5 (HS code 84) 

4 (HS code 85) 

 

8 Brazil 564 97 539 (HS code 2710) 2 (HS code 61)  

9 Bulgaria 0 4  1 (HS code 85) Technical mistake in the customs 

declaration/items imported from the 

Republic of Korea 

10 Cabo Verde 0 110   Nothing applicable/no cases 

11 Cambodia 453 61  41 (HS code 72) Investigations under way 

12 Canada 0 52  2 (HS code 72) Actual country the goods 

originated from was the Republic 

of Korea, and was inaccurately 

reported to ITC 

13 Chile 36 0   Nothing applicable/no cases 

14 China 151 739 33 595 2 229 (HS code 

2710) 

48 (HS code 2712) 

3 292 (HS code 

2713) 

2 442 (HS code 50) 

19 (HS code 62) 

11 388 (HS code 

72) 

7 (HS code 85) 

Silk (HS code 50) is a raw material 

not a textile/ferroalloys (HS code 

72) are different from iron and iron 

ore/womenôs clothing (HS code 62) 

and electrical equipment (HS code 

85) are from the Republic of Korea, 

mistakenly declared 

15 Colombia 21 84  3 (HS code 73)  

     1 (HS code 52)  

     8 (HS code 56)  

     2 (HS code 61)  

     36 (HS code 84)  

__________________ 

 94  See annex 63. 
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  Trade volume with the Democratic 

Peopleôs Republic of Korea 

 Restricted HS code trade with the 

Democratic Peopleôs Republic of Korea 

 

No. Member State Export to Import from Export to Import from Member Stateôs reply 

       
16 Costa Rica 26 240   Nothing applicable/no cases 

17 Croatia 0 16  16 (HS code 87) Declaration error/country of origin 

was the Republic of Korea 

18 Denmark 0 99  5 (HS code 59) Country code input error/country of 

origin was the Republic of Korea 

19 Ecuador 0 13   Nothing applicable/no cases 

20 El Salvador 0 817  38 (HS code 84)  

21 Eswatini 0 12  1 (HS code 61) 

2 (HS code 84) 

Due to declarantôs inability to 

differentiate between the 

Democratic Peopleôs Republic of 

Korea and the Republic of 

Korea/supplier was the Republic 

of Korea 

22 Ethiopia 267 1 049  562 (HS code 72) 

207 (HS code 79) 

51 (HS code 84) 

59 (HS code 85) 

 

23 Fiji 87 594 2 (HS code 84) 

43 (HS code 72) 

332 (HS code 72) 

169 (HS code 73) 

9 (HS code 55) 

15 (HS code 60) 

 

24 Finland 0 6   Nothing applicable/no cases 

25 Georgia 0 11   Nothing applicable/no cases 

26 Germany 16 1   Nothing applicable/no cases 

27 Greece 2 0   Nothing applicable/no cases 

28 Hungary 0 1  1 (HS code 85) Country code input error 

29 Indonesia 0 259  5 (HS code 73) 

39 (HS code 84) 

30 (HS code 85) 

Interpret Security Council 

resolutions as not prohibiting 

exports from the Democratic 

Peopleôs Republic of Korea of items 

under HS code 73/investigations on 

other trade items under way 

30 Italy 0 6  1 (HS code 84) Supplier was a company of the 

United Kingdom of Great Britain 

and Northern Ireland 

(United Kingdom: could not identify 

any imports from the Democratic 

Peopleôs Republic of Korea) 

31 Luxembourg 12 0 1 (HS code 84) 

9 (HS code 85) 

 Encoding errors/goods were 

destined for the Republic of Korea 

32 Madagascar 0 176  1 (HS code 84) 

3 (HS code 63) 

 

33 Namibia 0 6  4 (HS code 84) 

2 (HS code 85) 

 

34 Netherlands 413 33  1 (HS code 52)  

35 Niger 0 66  62 (HS code 85)  

36 Poland 116 85   Nothing applicable/no cases 
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  Trade volume with the Democratic 

Peopleôs Republic of Korea 

 Restricted HS code trade with the 

Democratic Peopleôs Republic of Korea 

 

No. Member State Export to Import from Export to Import from Member Stateôs reply 

       
37 Romania 0 1  1 (HS code 73) Authorities have not confirmed the 

transfer of iron and steel products 

from the Democratic Peopleôs 

Republic of Korea 

38 Russian Federation 0 2  1 (HS code 84)  

39 Seychelles 0 1 156  726 (HS code 72) 

11 (HS code 84) 

Data inaccurate/items under HS 

codes 72, 84 and 85 have been 

imported 

40 Slovakia 0 6   Nothing applicable/no cases 

41 South Africa 61 39 5 (HS code 84) 

7 (HS code 73) 

7 (HS code 56) 

7 (HS code 84) 

16 (HS code 85) 

 

42 Spain 256 68 231 (HS code 84) 

2 (HS code 85) 

1 (HS code 58) 

40 (HS code 84) 

26 (HS code 85) 

1 (HS code 63) 

 

43 Thailand 1 637 78 2 (HS code 74) 19 (HS code 84) 

12 (HS code 85) 

Some declaration forms were 

misfiled as the country of 

destination and origin to/from the 

Democratic Peopleôs Republic of 

Korea, but are now amended 

44 Turkey 49 538  41 (HS code 72) 

10 (HS code 73) 

45 (HS code 84) 

212 (HS code 85) 

187 (HS code 55) 

Inadvertent errors during 

declaration/country of origin was 

other countries such as the 

Republic of Korea 

45 United Kingdom of 

Great Britain and 

Northern Ireland 

0 1 536  5 (HS code 73)  

1 503 (HS code 84) 

9 (HS code 85) 

Inaccurate submission of country 

code/all trade confirmed to be with 

the Republic of Korea 

46 Zambia 1 085 5 585 1 085 (HS code 84) 13 (HS code 84)  

19 (HS code 85) 

 

 Total 157 040 47 765    

 

Note: Information as of January 2022. 

Abbreviation: HS, Harmonized System. 
 

 

127. Indonesia informed the Panel that the Security Council resolutions do not 

prohibit the procurement of articles under HS code 73 (articles of iron and steel) from 

the Democratic Peopleôs Republic of Korea. While there is a clear listing of HS code 

73 for prohibited imports to the Democratic Peopleôs Republic of Korea, there is no 

specific mention of HS code 73 in the case of prohibited exports from the Democratic 

Peopleôs Republic of Korea.95 The Panelôs informal guidance (see annex 62) includes 

__________________ 

 95  It is stipulated in paragraph 8 of Security Council resolution 2371 (2017) that the Democratic 

Peopleôs Republic of Korea shall not supply, sell or transfer é iron and iron ore and that all 

States shall prohibit the procurement of such material from the Democratic Peopleôs Republic of 

Korea. In contrast, it is stated in paragraph 7 of resolution 2397 (2017) that Member States shall 

prohibit the direct or indirect supply, sale or transfer to the Democratic Peopleôs Republic of 

Korea é[of] iron, steel and other metals (HS codes 72ï83). 

https://undocs.org/en/S/RES/2371(2017)
https://undocs.org/en/S/RES/2397(2017)
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HS code 73 in its list for monitoring implementation of the sectoral ban on exports 

from the Democratic Peopleôs Republic of Korea.  

128. China has similarly stated that imports of ferroalloys (HS code 72) from the 

Democratic Peopleôs Republic of Korea are not prohibited by resolutions since it is 

stipulated that iron and iron ore are prohibited without explicitly mentioning HS 

code 72.96  

129. Since there is no mention of explicit HS codes for exports from the Democratic 

Peopleôs Republic of Korea, Member States continue to interpret the provisions of the 

resolutions in different ways.  

130. As in previous years, the main goods exported illegally from the Democratic 

Peopleôs Republic of Korea included coal, minerals, iron and textile products (see, 

for example, paragraphs 80ï92 concerning illegal maritime exports of coal).  

131. The Panel observed that many Member States were unable to share their trade 

statistics in a timely manner. Therefore, the Panel intends to continue comparative 

analysis of open-source statistics and data provided by Member States in order to flag 

any possible discrepancies and investigate their cause.  

 

  Recommendations 
 

132. The Panel recommends that appropriate measures be taken by the 

International Organization for Standardization to prevent erroneous usage of 

country codes97 for the Democratic Peopleôs Republic of Korea and the Republic 

of Korea (KP and KR, respectively).  

133. The Panel recommends that Member States streamline their export and 

import control lists, using as supportive material the informal list of prohibited 

commodities (see annex 62). 

134. The Panel recommends that customs authorities of Member States use the 

above-mentioned list to inform trading agents in their jurisdictions for due 

diligence purposes, in particular when dealing with such commodities in the 

vicinity of sanctioned jurisdictions. 

 

 

 IV. Embargoes, designated entities and individuals and 
overseas workers  
 

 

  Embargoes 
 

  Global Communications (Glocom)  
 

135. According to the Panelôs preliminary investigations, information from a 

Member State and media reports,98 Glocom remains operational (see its web pages in 

figure XLIV) and continues to use its brand to offer and promote a growing array of 

military radio, battlefield radar and software control systems (see annex 65).  

 

__________________ 

 96  China also noted: ñFor example, the raw silk and silk waste imported from the Democratic 

Peopleôs Republic of Korea under HS code 50 fall in the category of raw materials, not textiles, 

whose exports are prohibited by the Security Council resolutions.ò 

 97  See annex 64 for details on country codes. 

 98  See www.nknews.org/pro/north-korea-linked-firm-offering-expanded-range-of-radio-hardware-

online.  

http://www.nknews.org/pro/north-korea-linked-firm-offering-expanded-range-of-radio-hardware-online
http://www.nknews.org/pro/north-korea-linked-firm-offering-expanded-range-of-radio-hardware-online


 S/2022/132        

 

71/423 22-01569 

 

  Figure XLIV 

  Glocom website 
 

 

 

Source: https://glocom-corp.com.  
 

 

136. The current location of Glocom is unknown to the Panel, which has attempted 

to contact the company concerning its registration details, company composition and 

operational status. The Panel has received no reply.  

137. Privacy Protect Business Development, a company based in Massachusetts, 

United States of America, registered the domain credentials of Glocom. The Panel 

asked this company about the provision of domain services to Glocom. The Panel also 

asked Malaysia, where Glocom previously operated, for an update on specific actions 

taken by its authorities on the company and its associates in recent years. According 

to one Member State, Pan Systems Pyongyang has been selling military radios and 

accessories to Zagre Computer Components and Assembly Line Company, of Eritrea, 

since 2019. The Panel asked Eritrea about procurement from Pan Systems (Glocom) 

or other entities of the Democratic Peopleôs Republic of Korea. The Panel has yet to 

receive replies for all of the three aforementioned cases.  

 

 

 

https://glocom-corp.com/
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138. According to a Member State, Pan Systems Pyongyang, utilizing a number of 

front company names, has ordered military radio components from seven Chinese 

companies over the past several years. The Panel asked these companies for relevant 

information. Only Shenzhen Air Digital Technology Co. Ltd. replied that ñour company 

has NEVER done any business with the DPRKò.  

 

  Cases related to ñThe Mole: undercover in North Koreaò 
 

139. ñThe Moleò showed an arms dealer from the Democratic Peopleôs Republic of 

Korea and an individual portrayed by a Danish actor discussing the construction of a 

facility potentially for the manufacture of methamphetamine and arms from 

components sourced by or from the Democratic Peopleôs Republic of Korea on an 

island in Lake Victoria in Uganda in 2017. The documentary suggests that the project 

was never realized.99 To the Panelôs enquiry, Uganda replied that the actor and this team 

ñintroduced themselves to be from the Norwegian royal family é, expressed interest 

in buying the island é [and] promised to come back to Uganda, which promise has not 

been fulfilled. They never revealed their true identity and intentionsò (see annex 66; 

see also annex 67 for a case concerning Cambodia in relation to the documentary). 

 

  Military cooperation with the Democratic Peopleôs Republic of Korea 
 

140. The Panel continued to investigate possible military and technological 

cooperation between the Bolivarian Republic of Venezuela and the Democratic 

Peopleôs Republic of Korea, as well as possible arms exports from the Democratic 

Peopleôs Republic of Korea to Somalia (see annex 68 for details).  

 

  Chan Han Choi 
 

141. The Panel previously reported that an Australian businessman, Chan Han 

Choi,100  working on behalf of the Democratic Peopleôs Republic of Korea, was 

arrested by the Australian authorities in December 2017 for conducting brokering 

activities for the sale of prohibited commodities, including arms and related materials, 

to the Democratic Peopleôs Republic of Korea. On 23 July 2021, the Supreme Court 

of New South Wales sentenced Chan to three years and six months of imprisonment.101  

 

  Implementation of luxury goods ban 
 

142. Owing to the closure of the borders and almost full termination of the import of 

consumer goods by the Democratic Peopleôs Republic of Korea, the Panel has not 

received any new information about deliveries of luxury goods (prohibited under 

paragraph 8 (a) (iii) of Security Council resolution 1718 (2006)).  

143. According to sources in the Democratic Peopleôs Republic of Korea, the virtual 

absence of imports of consumer goods (including alcohol) resulted in a sharp increase 

in market prices and a general supply deficit of goods such as electrical equipment, 

cosmetics, detergents and stationery supplies.102 These sources suggest that luxury 

goods became inaccessible to even the richest consumers in the Democratic Peopleôs 

Republic of Korea, and market demand for them became non-existent, as well as any 

possibilities for private imports or smuggling.  

__________________ 

 99  S/2021/211, annex 88; and S/2021/777, para. 137. 

 100  S/2018/171, paras. 87 and 88. 

 101  See annex 69 for the judgment summary on Mr. Chan (for the full judgment details, see 

www.caselaw.nsw.gov.au/decision/17acff4723618647ad83e770). 

 102  See www.dailynk.com/english/pyongyang-moves-to-increase-imports-of-chinese-consumer-

goods-as-market-prices-soar.  

https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2018/171
file:///c:/MSWDocs/_2Semifinal/www.caselaw.nsw.gov.au/decision/17acff4723618647ad83e770
http://www.dailynk.com/english/pyongyang-moves-to-increase-imports-of-chinese-consumer-goods-as-market-prices-soar
http://www.dailynk.com/english/pyongyang-moves-to-increase-imports-of-chinese-consumer-goods-as-market-prices-soar
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144. Some media reports suggested that, owing to the short-lived limited resumption 

of trade in the second half of 2021, some branded consumer goods and luxury supplies 

for the elite were secretly delivered by vessels transporting humanitarian aid and 

medical supplies, although the Panel cannot confirm these reports.  

145. The Panel continued its investigation of the networks behind the supply to the 

Democratic Peopleôs Republic of Korea of Mercedes luxury vehicles in the period 

2017ï2019 from Italy (see annexes 70 and 71).  

146. The Panel noted press reports that Mercedes Benz G-Class sport utility vehicles 

were seen used by officials of the Democratic Peopleôs Republic of Korea (see annex 72). 

At the request of the Panel, Daimler replied: ñRegarding the depicted Mercedes-Benz 

G-Class é there are no indications concerning ballistic protections. Its body design 

suggests a model built between 2013ï2018. However, the pictures provide no 

technical indications regarding an armouring or tuning that originates from Daimler 

or Mercedes-Benz OEM productionò.  

147. According to Member State information, in April 2021, the General 

Administration of Civil Aviation of the Democratic Peopleôs Republic of Korea 

coordinated with Shenyang Power Company Ltd., of China,103 for the purchase of 

four luxury Toyota sport utility vehicles valued at more than $600,000. The Panel is 

investigating this information. The Panel has also obtained information that in May 

2021 the same buyer coordinated with Jintianda Import and Export Trading Company 

Ltd.104 for the purchase of 10 industrial vehicles and trucks valued at approximately 

$400,000. The company has not replied to the Panelôs request for information. The 

Panel continued its investigation of a suspected transfer of Toyota Lexus vehicles to 

the Democratic Peopleôs Republic of Korea with the possible involvement of Jiangsu 

Overseas Group Foreign Economic and Technical from Ningbo at the end of 2020. 

The Panel has not received any responses to its requests for information.  

148. The Panel continued investigations of a possible violation concerning the supply 

of a high-end grand piano, shown in 2021 in the broadcasts of the concerts of the 

Band of the State Affairs Commission of the Democratic Peopleôs Republic of Korea 

by local television networks.105 Media reports suggested that the grand piano was a 

Steinway model.106 The Panel repeatedly asked Steinway Musical Instruments Inc. 

for information but so far has received no answer. 

 

  Recommendations 
 

149. The Panel recommends that Member States consider updating their export 

control lists to reflect their lists of prohibited luxury goods in a manner consistent 

with the objectives of Security Council resolutions 1718 (2006), 1874 (2009), 2094 

(2013), 2270 (2016) and 2321 (2016), but avoiding unnecessary broadening of 

their scope in order not to restrict the supply of unprohibited goods to the civilian 

population or have a negative humanitarian impact once trade restarts. 

150. The Panel reiterates its recommendation that Member States encourage 

their business entities and nationals exporting luxury goods to include a 

contractual provision to prevent trans-shipment to the Democratic Peopleôs 

Republic of Korea. 

__________________ 

 103  . 

 104  . 

  Address: No. 6 Changjiang Nanjie, Huanggu district, Shenyang, Liaoning, China (

6 ).  

 105  S/2021/777, para. 149. 

 106  See www.nknews.org/2021/06/kim-jong-uns-new-favorite-band-lives-life-of-luxury-in-new-

music-videos.  

https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/2094(2013)
https://undocs.org/en/S/RES/2094(2013)
https://undocs.org/en/S/RES/2270(2016)
https://undocs.org/en/S/RES/2321(2016)
https://undocs.org/en/S/2021/777
http://www.nknews.org/2021/06/kim-jong-uns-new-favorite-band-lives-life-of-luxury-in-new-music-videos
http://www.nknews.org/2021/06/kim-jong-uns-new-favorite-band-lives-life-of-luxury-in-new-music-videos
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151. The Panel reiterates its recommendation that Member States and relevant 

organizations encourage shipping and transportation companies to provide 

thorough systems for end-user checking, bearing in mind the risk of 

trans-shipment, including ship-to-ship transfer and means of transport for 

humanitarian cargo. 

 

  Korea Mining Development Trading Corporation (KPe.001) 
 

152. The Panel is investigating cases related to Korea Mining Development Trading 

Corporation. One case involves a Korea Mining Development Trading Corporation 

representative named Kil Jong Hun based and operating in Equatorial Guinea. Another 

case involves a national of the Democratic Peopleôs Republic of Korea, Ri Hyong Thae, 

who has served with Korea Mining Development Trading Corporation and Korea 

Mining Development Trading Corporation-associated companies in Cuba, the Islamic 

Republic of Iran and Malaysia (see annexes 73 and 74).  

 

  Munitions Industry Department (KPe.028) 
 

153. The Panel received information that in 2021 a Chinese company called Breeze 

Group International Trade107  was working to sell pneumatic air hammers to the 

Democratic Peopleôs Republic of Korea. Two companies of the Democratic Peopleôs 

Republic of Korea subordinate to the United Nations-designated Munitions Industry 

Department, Korea Ryonhap Trading Corporation108  and Yanghung Trading 

Corporation, were involved. The pneumatic air hammers, model number C41-2000, 

were to be shipped from Dandong, China, to Sinuiju, Democratic Peopleôs Republic 

of Korea. These hammers fall under industrial machinery (HS code 84), the export of 

which to the Democratic Peopleôs Republic of Korea is prohibited by paragraph 7 of 

Security Council resolution 2397 (2017). The Panel has yet to receive a reply from 

Breeze Group International Trade.  

 

  Reconnaissance General Bureau (KPe.031)  
 

  Cyberthreat actors 
 

154. The Panel continued its investigation into cyberattacks conducted by 

cyberthreat actors of the Democratic Peopleôs Republic of Korea subordinate to the 

Reconnaissance General Bureau,109 such as the Lazarus Group and Kimsuky.110,111 In 

2021, the countryôs cyberthreat actors conducted attacks against various entities 

around the globe, including critical defence-related infrastructure, in an attempt to 

access sensitive technology in violation of relevant resolutions.  

155. The Panel sought information on cyberattacks against nuclear and defence-

related industries of the Republic of Korea. According to cybersecurity firms and 

__________________ 

 107  . 

 108  ᴐ ᶴ⁵ Ợ. The company has been listed as a trading corporation of the Democratic Peopleôs 

Republic of Korea subordinate to the Munitions Industry Department in the Panelôs previous 

reports (S/2020/840 and S/2020/840, annex 46). 

 109  See S/2020/840, annex 48, for the roles of the Reconnaissance General Bureau and other 

organizations in the cyberoperations of the Democratic Peopleôs Republic of Korea. 

 110  According to information from multiple Members States and open sources, the so-called ñThird 

Bureauò of the Reconnaissance General Bureau includes different cyberthreat groups, namely the 

Lazarus Group, Kimsuky, Bluenoroff and Andariel. The Lazarus Group is well known for its 

destructive attacks on Sony Pictures Entertainment in 2014. Kimsuky is notorious for 

spearphishing, directing or targeting cyberattacks against the Panel. Bluenoroff and Andariel are 

subgroups of the Lazarus Group. 

 111  For details of these cyberthreat groups, see United States of America, Department of Treasury, 

ñTreasury sanctions North Korean State-sponsored malicious cyber groupsò, press release, 

13 September 2019. 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840
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media reports, a cyberthreat group breached the internal network of the Korea Atomic 

Energy Research Institute in May 2021.112 The Internet Protocol addresses involved 

in launching the attack were reported as being linked to attack infrastructure used by 

Kimsuky. The Panel was informed that the same group may have attempted to hack 

the virtual private network devices of Korea Aerospace Industries in order to acquire 

technological data from the internal network.  

156. The Panel was informed that Kimsuky was capable of setting up phishing 

infrastructure to mimic well-known websites and applications (e.g. Microsoft 

Outlook) and to trick victims into entering their credentials. These stolen credentials 

are used by the actor to perform targeted attacks. A cybersecurity firm reported that 

in one of the cases the actor collected email addresses not only of government entities 

but also of those associated with a security officer at the International Atomic Energy 

Agency.113 According to the same cybersecurity firm, Kimsuky is believed to have 

later used this information to perform its targeted attacks against the Agency.  

157. Findings of another cybersecurity firm illustrated that backdoor malware called 

ñVyvevaò (strongly attributed to the Lazarus Group) was traced in an attack against a 

South African freight and logistics firm in April 2021.114  Moreover, the Panel has 

separately received information that ñVyvevaò malware was capable of exfiltrating 

files and modifying file stamps and utilized the dark web ñTORò platform for 

command and control. Access to logistics firms provides the Democratic Peopleôs 

Republic of Korea with advanced knowledge of locations and details of movements 

of goods, enhancing its ability to circumvent sanctions, and also enables its hackers 

to deploy ransomware aimed at generating illicit revenue.  

158. These attempts, including those to illegally obtain sensitive technology, are 

possible violations of paragraph 8 (a) (ii) of Security Council resolution 1718 (2006) 

and paragraph 27 of resolution 2270 (2016) by the Democratic Peopleôs Republic of 

Korea. A Member State informed the Panel that investigations were under way to 

confirm whether any substantial data breach had occurred.  

159. One cybersecurity firm described115 how ñTA406ò and ñTA427ò, cyberactors 

associated with Kimsuky, had been using false email accounts using the identities of 

legitimate individuals and entities from countries including the Republic of Korea, 

the United States and the Russian Federation. A wide range of entities have been 

targeted by illicit cybercampaigns from these cyberactors of the Democratic Peopleôs 

Republic of Korea. According to a report published by a cybersecurity organization 

in March 2021, the Lazarus Group, also known as Hidden Cobra, conducted various 

attack operations against Japanese organizations.116 A Member State also informed 

the Panel that there were 350 instances of cyberactivity originating from the 

Democratic Peopleôs Republic of Korea against one of their government institutions 

since the start of 2021. Nearly all these attempts were spearphishing against official 

emails. In January 2022, another cybersecurity firm released a report117  that a 

__________________ 

 112  See, for example, https://therecord.media/north-korean-hackers-breach-south-koreas-atomic-

research-agency-through-vpn-bug. 

 113  See https://blog.malwarebytes.com/threat-intelligence/2021/06.  

 114  See www.welivesecurity.com/2021/04/08/are-you-afreight-dark-watch-out-vyveva-new-lazarus-

backdoor.  

 115  See www.proofpoint.com/us/blog/threat-insight/triple-threat-north-korea-aligned-ta406-scams-

spies-and-steals.  

 116  See https://blogs.jpcert.or.jp/en/2021/03/Lazarus_malware3.html.  

 117  See https://cluster25.io/2022/01/03/konni-targets-the-russian-diplomatic-sector. 

https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/RES/2270(2016)
https://blog.malwarebytes.com/threat-intelligence/2021/06
http://www.welivesecurity.com/2021/04/08/are-you-afreight-dark-watch-out-vyveva-new-lazarus-backdoor
http://www.welivesecurity.com/2021/04/08/are-you-afreight-dark-watch-out-vyveva-new-lazarus-backdoor
http://www.proofpoint.com/us/blog/threat-insight/triple-threat-north-korea-aligned-ta406-scams-spies-and-steals
http://www.proofpoint.com/us/blog/threat-insight/triple-threat-north-korea-aligned-ta406-scams-spies-and-steals
https://blogs.jpcert.or.jp/en/2021/03/Lazarus_malware3.html
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cyberactor of the Democratic Peopleôs Republic of Korea called ñKonniò118 targeted 

the Russian diplomatic sector using New Yearôs greetings as a spearphishing lure. 

160. These activities constitute espionage intended to inform and assist the sanctions 

evasion strategies of the Democratic Peopleôs Republic of Korea. Cyberactors target 

relevant entities to fraudulently solicit relevant information, including to sidestep the 

effects of sanctions, and also to generate money to fund the countryôs operations. 

Other cybercampaign trends include using false personae in order to establish 

relationships and then send malware or malicious links. This can also lead to 

credential harvesting through phishing sites. In cases of successful deployment of 

ransomware to generate illicit revenue, this would constitute a violation of financial 

sanctions, including under paragraph 11 of Security Council resolution 2094 (2013) 

(see paras. 182ï184 on cryptocurrency theft). 

161. Cyberattacks related to the Panel continued. The Panel has received hacking 

attempts from cyberactors119  of the Democratic Peopleôs Republic of Korea, and 

phishing messages using disguised email accounts have been sent in the name of 

individuals on the Panel.  

 

  Sok Kha 
 

162. According to information provided by Member States, an intelligence officer of 

the Reconnaissance General Bureau of the Democratic Peopleôs Republic of Korea 

named Kim Chol Sok (also known as Sok Kha)120 operated hotels, casinos, restaurants 

and bars in Cambodia as of mid-2020 and worked to expand his business activities in 

tourism as well as in other business sectors such as precious metal mining.121  

163. The Cambodian authorities, after a thorough investigation, concluded that Kim 

Chol Sok and Sok Kha are the same person and clarified that Sok Kha had a 

Cambodian diplomatic passport (No. D0004492).122 They found that Sok Khaôs birth 

certificate, family record book and identity card were all fake, and nullified all these 

documents, including the aforementioned diplomatic passport.  

164. Results of the investigations also revealed that Sok Kha was the director of C.H. 

World Travel Co. Ltd.123 The company had an account with the Cambodian Public 

Bank. The authorities shut down the company and froze its account.  

165. As of October 2021, the Cambodian authorities were taking legal action to bring 

Sok Kha to trial. However, he has not returned to Cambodia since leaving the country 

in November 2020.124 The Panelôs investigation of the business and financial aspects 

of the Sok Kha case continues.  

 

__________________ 

 118  For previous coverage in reports of the Panel of this cyberactor of the Democratic Peopleôs 

Republic of Korea, see S/2021/211, para. 128. 

 119  See https://foreignpolicy.com/2021/10/28/north-korea-sanctions-experts-united-nations.  

 120  Other known aliases include Lee Un-Kang, Chang Sok-kha, Kang Hyok, Li Yun-chiang and 

Steven Lee. Date of birth: 1 January 1970 (according to the passport). 

 121  Try Pheap, who was designated by the United States Department of the Treasury for corruption 

in 2019, is a business associate of Sok Kha. See United States, Department of Treasury, 

ñTreasury sanctions corruption and material support networksò, press release, 9 December 2019. 

 122  According to Cambodia, there was no passport under the name Kim Chol Sok but there were 10 

passports under the name Sok Kha (2 of the passports were valid and thus abrogated). See annex 75 

for the list and copies of the passports. 

 123  See annex 76 for the company extract. 

 124  According to information provided by Cambodia, between 2003 and 2020, Sok Kha travelled to 

various cities in South-east and North-east Asia, including Bangkok, Ho Chi Minh, Kuala 

Lumpur, Beijing, Hong Kong and Taipei. 

https://undocs.org/en/S/RES/2094(2013)
https://undocs.org/en/S/2021/211
https://foreignpolicy.com/2021/10/28/north-korea-sanctions-experts-united-nations
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  Mansudae Overseas Project Group of Companies (KPe.050) 
 

  Benin  
 

166. The Panel continued its investigations into the construction of a bronze statue 

in Benin.125  Satellite imagery analysed by the Panel suggests that the statue was 

installed between June and September 2020 (see annex 77).  

 

  Namibia 
 

167. The Panel asked Namibia about the hangars allegedly built by the Mansudae 

Overseas Project Group of Companies at Grootfontein air force base (see figure XLV) 

and the new head office for the Namibia Defence Force in Windhoek, both of which 

were built in 2017, as well as about other Mansudae Overseas Project Group of 

Companies construction projects in Namibia. The Panel has yet to receive a reply. 

 

  Figure XLV  

  Suspected air hangar built by the Mansudae Overseas Project Group of 

Companies at the Grootfontein air base (19Á35'37.64"S 18Á7'21.86"E) 
 

 

 

Source: Google Earth, annotated by the Panel: inside the red circle is the suspected newly-built 

hangar. 
 

 

  Overseas workers 
 

168. The Panel further investigated nationals of the Democratic Peopleôs Republic of 

Korea earning income overseas (overseas workers). Owing to the COVID-19 

blockade of the Democratic Peopleôs Republic of Korea since January 2020, the Panel 

__________________ 

 125  S/2020/840, para. 105 and annex 45; and S/2017/150, para. 115. 

https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2017/150
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notes that cross-border movement of people has been generally forbidden.126 Member 

States reported to the Panel that nationals of the Democratic Peopleôs Republic of 

Korea had remained in several countries and had continued to earn income in 2021 in 

contravention of paragraph 8 of Security Council resolution 2397 (2017).  

169. According to a Member State, ñit appears that a significant number of 

Democratic Peopleôs Republic of Korea workers still remain in some regions of China 

and Russiaò, as they have been unable to return home due to the border shutdown of 

the Democratic Peopleôs Republic of Korea since early 2020.  

 

  China 
 

170. Information provided to the Panel by Member States suggests that entities of the 

Democratic Peopleôs Republic of Korea were working with entities located in China 

to employ nationals of the Democratic Peopleôs Republic of Korea from 2020 to 2021 

(see annex 78).  

171. According to another Member Stateôs information, Koryo Commercial Bank 

Ltd, an entity of the Democratic Peopleôs Republic of Korea, agreed to establish a 

joint venture with a company in China mainly for the production and sale of soybean 

oil in 2019 (see annex 79).  

172. The Panel has written to China as well as to the entities involved requesting 

further information on their activities. China replied to the Panel that ñChina has been 

strictly implementing relevant provisions on migrant workers from the DPRK. Their 

working permits have all expired before the deadline set by the Security Council 

resolutionsò (see annex 80). The Panel has yet to receive replies from these entities. 

Investigations continue. 

 

  Equatorial Guinea 
 

173. According to a Member State, at least 13 information technology workers of the 

Democratic Peopleôs Republic of Korea are located and working in Malabo and Oyala 

in Equatorial Guinea (see annex 81).  

 

  Lao Peopleôs Democratic Republic 
 

174. The Panel has obtained information from a Member State indicating that several 

restaurants in the Lao Peopleôs Democratic Republic have been employing nationals 

of the Democratic Peopleôs Republic of Korea as waitresses and dancers even after 

the December 2019 repatriation deadline (see annex 82).  

 

  Russian Federation 
 

175. According to Member State information, the national of the Democratic 

Peopleôs Republic of Korea Kim Ju Sok,127 a Moscow-based official representative of 

Ponghwa General Corporation of the Democratic Peopleôs Republic of Korea, 

facilitated several contracts to send nationals of the Democratic Peopleôs Republic of 

Korea to work in agricultural and construction activities in the Russian Federation 

between 2020 and 2021.  

176. The same Member State reported that Kim collaborated with Uljibong 

Cooperation Corporation of the Democratic Peopleôs Republic of Korea and 

__________________ 

 126  S/2021/777, annex I. 

 127  According to a Member State, Kim Ju Sok arrived in the Russian Federation in October 2016 as 

an official of the Embassy of the Democratic Peopleôs Republic of Korea in Moscow. 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2021/777
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contracted with the Russian company SMU-07 LLC128 to send a maximum of 100 

nationals of the Democratic Peopleôs Republic of Korea to construction projects in 

and around Moscow in June 2020. Kim Ju Sok also collaborated with Korea Rungra-

888 Trading Corporation of the Democratic Peopleôs Republic of Korea to send at 

least 60 trainees to the Russian company Stroy Servis LLC129 in July 2020.  

177. The Russian Federation replied that ñno information is available regarding his 

(Kim Ju Sok) activities in violation of Security Council resolutionò and informed the 

Panel that ñboth construction companies mentioned in the enquiry ï SMU-07 LLC, 

which is not registered at the indicated address, and Story Servis LLC ï ceased 

operations this year. No information is available regarding their contacts with 

nationals of the DPRKò (see annex 83).  

 

  Viet Nam 
 

178. According to a Member State, nationals of the Democratic Peopleôs Republic of 

Korea remaining in Viet Nam continued to work at the Koryo restaurant in 2021. 

Moreover, open-source information suggests that the restaurant sells art products, 

including paintings produced at Mansudae art studio (see annex 84).  

 

 

 V. Finance  
 

 

179. The Panel wrote to China (see annex 85a) regarding a financial investigation 

relating to money transfers connected with the illicit procurement by the Democratic 

Peopleôs Republic of Korea of petroleum products. Chinaôs reply is provided in 

annex 85b. 

180. The United Arab Emirates responded to the Panelôs enquiry (see annex 86a) on 

a separate financial investigation relating to payments for ship-to-ship transfers of 

petroleum products. The response of the United Arab Emirates is given in annex 86b.  

 

  Banking sector 
 

181. In December 2021, United States authorities imposed a regulatory penalty 

against a multinational United States-based subsidiary of a Canadian bank for 

processing 1,479 transactions totalling $382,685 and maintaining nine accounts on 

behalf of five employees of the permanent Mission of the Democratic Peopleôs 

Republic of Korea to the United Nations.130 According to the press release, the bank 

failed to obtain the required licence from the United States regulatory authorities, 

which the bank attributed to human error and an overreliance on a vendor-provided 

screening list. United States authorities noted that the bank voluntarily self-disclosed 

the violations and that the violations constituted a ñnon-egregious caseò. The 

regulatory penalty was imposed for breaches of the United States sanctions regime 

on the Democratic Peopleôs Republic of Korea, but the number of accounts may also 

__________________ 

 128  ʆʆʆ ñʉʄʋ-07ò: INN 7725403828. According to the Unified State Register of Legal Entities, 

SMU-07, LLC, was dissolved on 1 April 2021. 

 129  ʆʆʆ ñʉʊʈʆʁ ʉɽʈɺʀʉò: INN 5015015182. According to the Unified State Register of Legal 

Entities, Stroy Servis, LLC, is in the process of dissolution as at 31 December 2021. 

 130  See United States, Department of Treasury, ñOFAC settles with TD Bank, N.A. for $115,005.04 

related to apparent violations of the North Korea sanctions regulations and the foreign narcotics 

kingpin sanctions regulationsò, 23 December 2021. Available at 

https://home.treasury.gov/system/files/126/20211223_TDBNA.pdf.  

https://home.treasury.gov/system/files/126/20211223_TDBNA.pdf
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have been in breach of paragraph 16 of Security Council resolution 2321 (2016).131 

Action has been taken by both the United States authorities and the bank concerned.  

 

  Illicit generation of revenue through cyberactivities 
 

182. The Panel has received information on cyberactors of the Democratic Peopleôs 

Republic of Korea continuing to target financial institutions and cryptocurrency firms 

and exchanges. According to a Member State, cyberactors of the Democratic Peopleôs 

Republic of Korea stole more than $50 million between 2020 and mid-2021 from at 

least three cryptocurrency exchanges in North America, Europe and Asia, probably 

reflecting a shift to diversify cybercrime operations.  

183. According to a recent report132  by a cybersecurity firm, cyberactors of the 

Democratic Peopleôs Republic of Korea stole a total of $400 million worth of 

cryptocurrency in 2021 through seven intrusions into cryptocurrency exchanges and 

investment firms. These cyberattacks ñmade use of phishing lures, code exploits, 

malware, and advanced social engineering to siphon funds out of these organizationsô 

Internet-connected óhotô wallets into Democratic Peopleôs Republic of Korea-

controlled addressesò. The cryptocurrency funds that are acquired by the cyberactors 

of the Democratic Peopleôs Republic of Korea go through a careful money-laundering 

process in order to be cashed out.133  

184. The Panel continues its investigations on illicit activities of cyberactors of the 

Democratic Peopleôs Republic of Korea to acquire revenues.  

 

 

 VI. Unintended impact of sanctions134  
 

 

185. In paragraph 25 of its resolution 2397 (2017), the Security Council reaffirmed 

that United Nations sanctions were not intended to have adverse humanitarian 

consequences for the civilian population of the Democratic Peopleôs Republic of 

Korea or to affect negatively or restrict those activities, including economic activities 

and cooperation, food aid and humanitarian assistance, that are not prohibited by 

resolutions, and also stressed that it was the primary responsibility and need of the 

Democratic Peopleôs Republic of Korea to fully provide for the livelihood and needs 

of its people.  

186. The current situation in the country is described by observers as close to a 

humanitarian crisis. This is due to a combination of the COVID-19 pandemic and the 

resulting border closure, probably the most important factor in the past two years, 

__________________ 

 131  It is stipulated in paragraph 16 of Security Council resolution 2321 (2016) that States should take 

steps to limit the number of bank accounts to one per accredited diplomat of the Democratic 

Peopleôs Republic of Korea at banks in their territory. 

 132  See Chain Analysis, ñNorth Korean hackers have prolific year as their unlaundered 

cryptocurrency holdings reach all-time highò, 13 January 2022. 

 133  Enforcing global compliance with anti-money-laundering obligations and covering the activity of 

non-bank financial institutions are key to combating the exploitation by the Democratic Peopleôs 

Republic of Korea of global financial systems for revenue generation.  

 134  Two experts are of the view that the title of this section should be in line with the resolution 

language (unintended ñconsequencesò of sanctions). Another expert expressed the view that this 

issue requires further discussion. 

https://undocs.org/en/S/RES/2321(2016)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2321(2016)
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sanctions, natural disasters and changes in internal economic policy for greater use of 

administrative command methods.135 

187. The Panelôs analysis, however, focuses on the unintended impact of the United 

Nations sanctions. Access to data and evidence is limited and there is no reliable 

methodology that disambiguates the effects of United Nations sanctions from other 

factors, including unilateral sanctions regimes and domestic socioeconomic problems.  

188. However, there can be little doubt that the United Nations sanctions have 

unintentionally affected the humanitarian situation and the right to development,136 

exacerbating the problems caused by the inward-looking centralized economic 

mismanagement by the Government of the Democratic Peopleôs Republic of Korea. 

Although the influence of sanctions is not the most important factor in the dismal 

humanitarian situation, it has not been negligible (see figure XLVI). As a result of the 

Security Council resolutions in 2016 and 2017, export and currency earnings 

declined, trans-border financial operations stopped and transportation encountered 

growing limitations, while foreign economic and financial entities started to avoid 

risks of any operations involving the Democratic Peopleôs Republic of Korea. This 

contributed to limiting the ability of the country to legally acquire humanitarian 

necessities and medical commodities, and the degradation of social services including 

health care (see annex 87; see also annex 88 for the Panelôs pre-pandemic analysis of 

the possible factors of sanctions impact on humanitarian sphere). 

 

__________________ 

 135  The tendency to limit market mechanisms and reintroduce state control over economy, especially 

in agriculture, was clearly visible at the fourth plenary meeting of Eighth Congress of the 

Workersô Party of Korea at the end of 2021. See ñLet us strive for our great Stateôs prosperity 

and development and our peopleôs wellbeing: report on 4th plenary meeting of 8th C.C., WPKò, 

Rodong Sinmun, 1 January 2022. 

 136  This right for nation States is enshrined in the Declaration on the Right to Development, see 

General Assembly resolution 41/128, annex; and A/41/53. See also Office of the United Nations 

High Commissioner for Human Rights (OHCHR), ñDiscussion paper: implications of the Right 

to Development for the Democratic Peopleôs Republic of Korea and other United Nations 

Member Statesò, August 2021, p. 11, in which it was proclaimed that ñsanctions should always 

take full account of the provisions of the International Covenant on Economic, Social and 

Cultural Rights. See also www.ohchr.org/EN/HRBodies/CESCR/Pages/CESCRIndex.aspx.  

https://undocs.org/en/A/RES/41/128
https://undocs.org/en/A/41/53
http://www.ohchr.org/EN/HRBodies/CESCR/Pages/CESCRIndex.aspx
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  Figure XLVI 

  United Nations sanctions as one of several factors causing humanitarian 

problems (examples) 

(Factors retrospective since 2018 (after Security Council resolutions), outcomes 2020ï2021) 
 

 

 

Source: The Panel. 
 

 

189. Any negative humanitarian effect of the sanctions is probably long-term and is 

not directly linked to COVID-related isolation. The Panel notes the comments on 

these issues by the Special Rapporteur on the situation of human rights in the 

Democratic Peopleôs Republic of Korea, Tom§s Quintana.137 In October 2021, China 

and the Russian Federation submitted a draft resolution to the Security Council 

calling for the relaxation of Democratic Peopleôs Republic of Korea-related sanctions, 

citing the absence of nuclear and long-range missile testing by the Democratic 

Peopleôs Republic of Korea since 2017.138,139 

190. International aid operations that have contributed to mitigating the above-

mentioned negative effects have currently been drastically reduced. To assess the 

impact of sanctions and the COVID-19 pandemic on humanitarian operations, the 

Panel surveyed around 40 organizations (including both United Nations and 

non-governmental aid organizations), most of which had applied for exemption 

requests, either directly to the Committee, through the United Nations Resident 

__________________ 

 137  The Special Rapporteur on the situation of human rights in the Democratic Peopleôs Republic of 

Korea, Tom§s Quintana, noted in October 2021 that ñsanctions imposed by the Security Council 

should be reviewed and eased when necessary both to facilitate humanitarian and life-saving 

assistance and to enable the promotion of the right to an adequate standard of living of ordinary 

citizensò (A/76/392). 

 138  See www.nknews.org/2021/10/china-and-russia-submit-proposal-to-ease-un-sanctions-on-north-

korea-sources.  

 139  Four experts object to this sentence, believing that the reports of the Panel are not a place for 

political statements. 

https://undocs.org/en/A/76/392
http://www.nknews.org/2021/10/china-and-russia-submit-proposal-to-ease-un-sanctions-on-north-korea-sources
http://www.nknews.org/2021/10/china-and-russia-submit-proposal-to-ease-un-sanctions-on-north-korea-sources
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Coordinator or through a Member State (for the list of questions, see annex 89).140 

The following analysis is based mostly on the information received (see annex 90):  

 Å Limitations by the Democratic Peopleôs Republic of Korea of all cross-border 

movements have complicated humanitarian operations. Most organizations had 

to suspend both implementation and monitoring efforts in 2021. Some retain a 

small local presence after the departure of international staff 

 Å The absence of a banking channel is continuing to be a major issue leading to 

the depletion of cash reserves141  

 Å The organizations are not very optimistic about the possibility of resuming their 

operations even when and if the borders are reopened  

191. In August and September 2021, about 50 containers with medicines were 

delivered by the World Health Organization and the United Nations Population Fund 

to the Democratic Peopleôs Republic of Korea but subsequently placed in 90-day 

quarantine and a lengthy process of disinfection. By January 2022, no supplies have 

been reported to have reached their destination (see annex 91).142 

192. The non-governmental organizations (NGOs) in general approve of the 

measures by the Committee to streamline the process of obtaining exemptions.143 

However, they describe the need to further ease the procedures. Some NGOs suggest 

ñpermanentò or ñblanketò exemptions for the projects.144 

  Recommendations 
 

193. The Panel recommends that the Committee review the responses of NGOs 

to the Panelôs survey (see annex 90) and consider contacts with civil society to 

tackle the complex issues of a humanitarian crisis in the Democratic Peopleôs 

Republic of Korea to help to substantiate future decision-making and to better 

assess humanitarian aid needs.  

194. The Panel underlines the urgency of concrete measures for re-establishing 

the banking channel.  

195. The Panel appreciates the biannual briefings by the relevant United Nations 

agencies on the unintended impact of sanctions and recommends that the 

Committee continue this practice.  

196. The Panel recommends that the Security Council continue to address issues 

and processes that mitigate the potential unintended adverse impacts of 

sanctions on the civilian population of the Democratic Peopleôs Republic of 

Korea and on humanitarian aid operations to benefit the countryôs vulnerable 

population and overcome the consequences of the COVID-19 pandemic.  

__________________ 

 140  Responses to the Panelôs inquiry were optional and had no bearing on the exemption approval 

processes. 

 141  World Food Programme (WFP), ñWFP DPR Korea country briefò, December 2021. Available at 

https://reliefweb.int/sites/reliefweb.int/files/resources/WFP-0000135453.pdf.  

 142  See www.nknews.org/2022/01/unicef-says-aid-has-cleared-north-korea-quarantine-on-its-way-

for-distribution.  

 143  Non-governmental organizations (NGOs) approve of the marked improvement in exemption-

granting procedures by the Committee in accordance with the Committeeôs implementation 

assistance notice 7 and measures taken in the COVID-19 pandemic period, especially ñthe 

extension of the validity of the exemptions from six months to one yearò. However, as the 

previous analysis has shown, the idea of ñpermanent exemptions for humanitarian organizationsò 

and introducing a ñwhitelistò for medical and agricultural equipment has many opponents. 

 144  One NGO mentioned the compilation by the National Committee on the Democratic Peopleôs 

Republic of Korea (see www.ncnk.org) of information on the unintended effects of sanctions on 

the work of international organizations and NGOs. 

https://reliefweb.int/sites/reliefweb.int/files/resources/WFP-0000135453.pdf
http://www.nknews.org/2022/01/unicef-says-aid-has-cleared-north-korea-quarantine-on-its-way-for-distribution
http://www.nknews.org/2022/01/unicef-says-aid-has-cleared-north-korea-quarantine-on-its-way-for-distribution
http://www.ncnk.org/
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197. The Panel notes the positive outcome of the Committeeôs efforts to 

streamline the processes and procedures for applying for humanitarian 

exemptions and recommends that the Committee continue these efforts, taking 

into account the suggestions by humanitarian actors.  

 

 

 VII. National implementation reports 
 

 

  Status of Member State reporting on the implementation of relevant resolutions 
 

198. As at 28 January 2022, 66 Member States had submitted reports on their 

implementation of paragraph 8 of Security Council resolution 2397 (2017), 81 

Member States on paragraph 17 of resolution 2397 (2017), 95 Member States on 

resolution 2375 (2017), 90 Member States on resolution 2371 (2017), 107 Member 

States on resolution 2321 (2016) and 115 Member States on resolution 2270 (2016). 

Despite the increase in overall reporting, the Panel notes that the number of 

non-reporting Member States (127, 1 of which served as a non-permanent member of 

the Council in 2020) for resolution 2397 (2017) remains significant. 

199. Separately, the overall response rate by Member States, entities and individuals 

to the Panelôs enquiries about its investigations remains low. The Panel notes that 

Member States, entities and individuals should abide by the relevant Security Council 

resolutions to fully cooperate with the Panelôs enquires. 

 

 

 VIII. Recommendations  
 

 

200. For a consolidated list of recommendations, see annex 93. 

  

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2371(2017)
https://undocs.org/en/S/RES/2321(2016)
https://undocs.org/en/S/RES/2270(2016)
https://undocs.org/en/S/RES/2397(2017)
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Annex 1: COVID-19, Democratic Peopleôs Republic of Korea border measures 

 

During the reporting period DPRK maintained its strict COVID-19 blockade imposed in January 

2020. Cross-border movement of people and trade were forbidden, and transport links into and out of 

the country have been frozen. It was only in mid-January 2022 that the cross-border rail link was 

cautiously re-opened and the ñdisinfection centreò at Sinuiju, constructed in March-April 2021, was 

probably used for the first time.     

The diplomatic presence in Pyongyang shrunk still further; NGOs are represented by local staff.    

Maritime trade is at extremely low levels and has been fundamentally affected by the need for 

extended periods of off-shore quarantine, followed by time-consuming disinfection of cargoes.   

Foreign vessels are not permitted to enter DPRK ports.     

Brief periods of apparent relaxation of these rules in order to permit extremely limited upticks in trade 

(for example in May 2021, and then again in September 2021) have been rapidly brought to an end. 

The global emergence of the Omicron variant appeared to have had a particularly strict impact on the 

imposition of the border closure.     

DPRK continues to claim zero COVID-19 infections to WHO, although the numbers of those tested 

remains extremely low. The longer term plans of the DPRK government with regard to vaccination or 

relaxation of the blockade are not known. Media reports suggest that the DPRK government appears 

to be prepared to maintain the current disposition for several years.      

 

Source: The Panel. 
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Annex 2: KCNA reporting of Kim Jong Unôs speech at 8th Party Congress (excerpt related 

to nuclear and military developments) 

 

Great Programme for Struggle Leading Korean-style Socialist Construction to Fresh Victory On Report Made 

by Supreme Leader Kim Jong Un at Eighth Congress of WPK 

Date: 09/01/2021 | Source: Minju Choson KCNA 

¢ƘŜ ǊŜǇƻǊǘ ŘŜǘŀƛƭŜŘ ǘƘŜ ƘƛǎǘƻǊƛŎ ŎƻǳǊǎŜ ƻŦ ƳŀǎǘŜǊƳƛƴŘƛƴƎ ŀ ƎǊŜŀǘ ǊŜǾƻƭǳǘƛƻƴŀǊȅ ǘǳǊƴ ŦƻǊ ǇƻǎǎŜǎǎƛƴƎ 
ǘƘŜ ŎƻƳǇƭŜǘŜƭȅ ƴŜǿ ƴǳŎƭŜŀǊ ŎŀǇŀōƛƭƛǘƛŜǎ ŀƛƳŜŘ ŀǘ ŀǘǘŀƛƴƛƴƎ ǘƘŜ Ǝƻŀƭ ƻŦ ƳƻŘŜǊƴƛȊŀǘƛƻƴ ƻŦ ǘƘŜ 
ƴǳŎƭŜŀǊ ŦƻǊŎŜΦ 

¦ƴŘŜǊ ǘƘŜ ŘƛǊŜŎǘ ƎǳƛŘŀƴŎŜ ƻŦ ǘƘŜ tŀǊǘȅ /ŜƴǘǊŀƭ /ƻƳƳƛǘǘŜŜΣ ƛƴǘŜǊƳŜŘƛŀǘŜπǊŀƴƎŜ ŀƴŘ 
ƛƴǘŜǊŎƻƴǘƛƴŜƴǘŀƭ ōŀƭƭƛǎǘƛŎ ǊƻŎƪŜǘǎ ƻŦ IǿŀǎƻƴƎǇƘƻ ǎŜǊƛŜǎ ŀƴŘ ǎǳōƳŀǊƛƴŜπƭŀǳƴŎƘŜŘ ŀƴŘ ƎǊƻǳƴŘπ
ōŀǎŜŘ ōŀƭƭƛǎǘƛŎ ǊƻŎƪŜǘǎ ƻŦ tǳƪƪǳƪǎƻƴƎ ǎŜǊƛŜǎ ǿŜǊŜ ƳŀƴǳŦŀŎǘǳǊŜŘ ƛƴ ƻǳǊ ƻǿƴ ǎǘȅƭŜ ǘƻ ƳŜŜǘ ǘƘŜƛǊ 
ǳƴƛǉǳŜ ƻǇŜǊŀǘƛƻƴŀƭ ƳƛǎǎƛƻƴǎΦ ¢Ƙƛǎ ƎŀǾŜ ŀ ŎƭŜŀǊŜǊ ŘŜǎŎǊƛǇǘƛƻƴ ƻŦ ǘƘŜ ǎǘŀǘǳǎ ƻŦ ƻǳǊ ǎǘŀǘŜ ŀǎ ŀ ƴǳŎƭŜŀǊ 
ǿŜŀǇƻƴǎ ǎǘŀǘŜ ŀƴŘ ŜƴŀōƭŜŘ ƛǘ ǘƻ ōƻƭǎǘŜǊ ƛǘǎ ǇƻǿŜǊŦǳƭ ŀƴŘ ǊŜƭƛŀōƭŜ ǎǘǊŀǘŜƎƛŎ ŘŜǘŜǊǊŜƴǘ ŦƻǊ ŎƻǇƛƴƎ 
ǿƛǘƘ ŀƴȅ ǘƘǊŜŀǘ ōȅ ǇǊƻǾƛŘƛƴƎ ŀ ǇŜǊŦŜŎǘ ƴǳŎƭŜŀǊ ǎƘƛŜƭŘΦ 

Lƴ ǘƘŜ ǇŜǊƛƻŘ ǳƴŘŜǊ ǊŜǾƛŜǿ ǘƘŜ ŀƭǊŜŀŘȅ ŀŎŎǳƳǳƭŀǘŜŘ ƴǳŎƭŜŀǊ ǘŜŎƘƴƻƭƻƎȅ ŘŜǾŜƭƻǇŜŘ ǘƻ ǎǳŎƘ ŀ 
ƘƛƎƘ ŘŜƎǊŜŜ ŀǎ ǘƻ ƳƛƴƛŀǘǳǊƛȊŜΣ ƭƛƎƘǘŜƴ ŀƴŘ ǎǘŀƴŘŀǊŘƛȊŜ ƴǳŎƭŜŀǊ ǿŜŀǇƻƴǎ ŀƴŘ ǘƻ ƳŀƪŜ ǘƘŜƳ 
ǘŀŎǘƛŎŀƭ ƻƴŜǎ ŀƴŘ ǘƻ ŎƻƳǇƭŜǘŜ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ŀ ǎǳǇŜǊπƭŀǊƎŜ ƘȅŘǊƻƎŜƴ ōƻƳōΦ .ȅ ǎǳŎŎŜŜŘƛƴƎ 
ƛƴ ǘƘŜ ǘŜǎǘπŦƛǊŜ ƻŦ L/.a IǿŀǎƻƴƎǇƘƻπмр ƻƴ bƻǾŜƳōŜǊ нфΣ нлмтΣ ǘƘŜ tŀǊǘȅ /ŜƴǘǊŀƭ /ƻƳƳƛǘǘŜŜ 
ŘŜŎƭŀǊŜŘ ǿƛǘƘ ǇǊƛŘŜ ǘƻ ǘƘŜ ǿƻǊƭŘ ǘƘŜ ŀŎŎƻƳǇƭƛǎƘƳŜƴǘ ƻŦ ǘƘŜ ƘƛǎǘƻǊƛŎ ŎŀǳǎŜ ƻŦ ōǳƛƭŘƛƴƎ ǘƘŜ ƴŀǘƛƻƴŀƭ 
ƴǳŎƭŜŀǊ ŦƻǊŎŜ ŀƴŘ ǘƘŜ ŎŀǳǎŜ ƻŦ ōǳƛƭŘƛƴƎ ŀ ǊƻŎƪŜǘ ǇƻǿŜǊΦ 

¢ƘŜ ƎǊŜŀǘ ŎŀǳǎŜ ƻŦ ōǳƛƭŘƛƴƎ ǘƘŜ ƴŀǘƛƻƴŀƭ ƴǳŎƭŜŀǊ ŦƻǊŎŜΣ ǿƘƛŎƘ ǿŀǎ ƛƳǇƻǎǎƛōƭŜ ǘƻ ŀŎƘƛŜǾŜ ŜǾŜƴ ƛƴ нл 
ǘƻ ол ȅŜŀǊǎ ƛƴ ǘŜǊƳǎ ƻŦ ŜȄƛǎǘƛƴƎ ŦƻǊƳǳƭŀΣ ǿŀǎ ŀŎŎƻƳǇƭƛǎƘŜŘ ŦƻǳǊ ȅŜŀǊǎ ŀŦǘŜǊ ǘƘŜ ƭƛƴŜ ƻŦ 
ǎƛƳǳƭǘŀƴŜƻǳǎƭȅ ǇǊƻƳƻǘƛƴƎ ŜŎƻƴƻƳƛŎ ŎƻƴǎǘǊǳŎǘƛƻƴ ŀƴŘ ƴǳŎƭŜŀǊ ōǳƛƭŘǳǇ ǿŀǎ ǎŜǘ ŦƻǊǘƘ ŀƴŘ ƻƴŜ ȅŜŀǊ 
ŀŦǘŜǊ ǘƘŜ {ŜǾŜƴǘƘ /ƻƴƎǊŜǎǎ ƻŦ ǘƘŜ tŀǊǘȅΦ ¢Ƙƛǎ ƛǎ ŀ ƳƛǊŀŎƭŜ ǳƴǇǊŜŎŜŘŜƴǘŜŘ ƛƴ ƘƛǎǘƻǊȅ ŀƴŘ ǘƘŜ ŜȄǇƭƻƛǘ 
ƻŦ ƎǊŜŀǘŜǎǘ ǎƛƎƴƛŦƛŎŀƴŎŜ ƛƴ ǘƘŜ ƘƛǎǘƻǊȅ ƻŦ ǘƘŜ YƻǊŜŀƴ ƴŀǘƛƻƴ ǘƘŜ {ŜǾŜƴǘƘ /ŜƴǘǊŀƭ /ƻƳƳƛǘǘŜŜ 
ǇŜǊŦƻǊƳŜŘ ŦƻǊ ǘƘŜ tŀǊǘȅ ŀƴŘ ǊŜǾƻƭǳǘƛƻƴΣ ǘƘŜ ŎƻǳƴǘǊȅ ŀƴŘ ǇŜƻǇƭŜ ŀƴŘ ǇƻǎǘŜǊƛǘȅΦ 

¢ƘŜ tŀǊǘȅ /ŜƴǘǊŀƭ /ƻƳƳƛǘǘŜŜ ŀŎƘƛŜǾŜŘ ƴŜǿ ƎǊŜŀǘ ǾƛŎǘƻǊƛŜǎ ōȅ ǾƛƎƻǊƻǳǎƭȅ ƭŜŀŘƛƴƎ ǘƘŜ ǎǘǊǳƎƎƭŜ ŦƻǊ 
ǳǇƎǊŀŘƛƴƎ ǘƘŜ ƴǳŎƭŜŀǊ ŦƻǊŎŜ ŜǾŜƴ ŀŦǘŜǊ ǘƘŜ ƎǊŜŀǘ ƘƛǎǘƻǊƛŎ bƻǾŜƳōŜǊ ŜǾŜƴǘ ƛƴ нлмтΦ 

wŜŎŀƭƭƛƴƎ ǘƘŀǘ ǘƘŜ tŀǊǘȅ /ŜƴǘǊŀƭ /ƻƳƳƛǘǘŜŜ ŘŜŎƛŘŜŘ ǘƻ ŘŜǾŜƭƻǇ ŀ Ǝƭƻōŀƭ ǎǘǊƛƪŜ ǊƻŎƪŜǘ ǿƛǘƘ ƳƻǊŜ 
ǇƻǿŜǊŦǳƭ ǿŀǊƘŜŀŘǎ ŀƴŘ ŀƴ ƛƳǇǊƻǾŜŘ ǿŀǊƘŜŀŘ ŎƻƴǘǊƻƭ ǎȅǎǘŜƳ ŀƴŘ ŎŀǊǊƛŜŘ ƻǳǘ ǘƘƛǎ ƘƛǎǘƻǊƛŎ ǘŀǎƪ ōȅ 
ǊŜƭȅƛƴƎ ƻƴ ǘƘŜ ǇŀǘǊƛƻǘƛǎƳ ŀƴŘ ƭƻȅŀƭǘȅ ƻŦ ƴŀǘƛƻƴŀƭ ŘŜŦŜƴŎŜ ǎŎƛŜƴǘƛǎǘǎΣ ǘƘŜ ǊŜǇƻǊǘ ŀŦŦƛǊƳŜŘ ǘƘŀǘ ǘƘŜ 
ƴŜǿπǘȅǇŜ ƎƛƎŀƴǘƛŎ ǊƻŎƪŜǘ ƻƴ ŀƴ ммπŀȄƛǎ ǎŜƭŦπǇǊƻǇŜƭƭŜŘ ƭŀǳƴŎƘŜǊ ŘƛǎǇƭŀȅŜŘ ŘǳǊƛƴƎ ǘƘŜ ƳƛƭƛǘŀǊȅ 
ǇŀǊŀŘŜ ƛƴ ŎŜƭŜōǊŀǘƛƻƴ ƻŦ ǘƘŜ трǘƘ ŦƻǳƴŘƛƴƎ ŀƴƴƛǾŜǊǎŀǊȅ ƻŦ ǘƘŜ tŀǊǘȅ Ŧǳƭƭȅ ŘŜƳƻƴǎǘǊŀǘŜŘ ǘƘŜ ǳƭǘǊŀπ
ƳƻŘŜǊƴƛǘȅ ŀƴŘ ƎǊŜŀǘ ǎǘǊƛƪƛƴƎ ŎŀǇŀōƛƭƛǘȅ ƻŦ ƻǳǊ ƴǳŎƭŜŀǊ ŦƻǊŎŜΦ 

¢ƘŜ ŀŎŎƻƳǇƭƛǎƘƳŜƴǘ ƻŦ ǘƘŜ ƎǊŜŀǘ ŎŀǳǎŜ ƻŦ ōǳƛƭŘƛƴƎ ǘƘŜ ƴŀǘƛƻƴŀƭ ƴǳŎƭŜŀǊ ŦƻǊŎŜ ŀƴŘ ƛǘǎ ŎƻƴǘƛƴǳŜŘ 
ŘŜǾŜƭƻǇƳŜƴǘ ŎƻƴǎǘƛǘǳǘŜ ŀ ǾƛŎǘƻǊȅ ƻŦ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ŀƴŘ ƭŜŀŘŜǊǎƘƛǇ ŀōƛƭƛǘƛŜǎ ƻŦ ǘƘŜ tŀǊǘȅ 
/ŜƴǘǊŀƭ /ƻƳƳƛǘǘŜŜ ƘŜŀŘŜŘ ōȅ YƛƳ WƻƴƎ ¦ƴ ŀƴŘ ŀ ƎǊŜŀǘ ǾƛŎǘƻǊȅ ƻŦ ǘƘŜ ƴŀǘƛƻƴŀƭ ŘŜŦŜƴŎŜ ǎŎƛŜƴǘƛǎǘǎ 
ŀƴŘ ŀƭƭ ƻǘƘŜǊ YƻǊŜŀƴǎ ǿƘƻ ǿŀƎŜŘ ŀ ŘŜŀǘƘπŘŜŦȅƛƴƎ ǎǘǊǳƎƎƭŜ ǿƛǘƘ ŀƴ ƛƴŘƻƳƛǘŀōƭŜ ŦŀƛǘƘ ƛƴ 
ƛƴŘŜǇŜƴŘŜƴŎŜ ŀƴŘ Ǿŀƭƛŀƴǘ ǎǇƛǊƛǘΦ 

¢ƘŜ ǊŜǇƻǊǘ ǊŜǾƛŜǿŜŘ ǘƘŜ ŦŀŎǘ ǘƘŀǘ ƴŜǿ ŎǳǘǘƛƴƎπŜŘƎŜ ǿŜŀǇƻƴ ǎȅǎǘŜƳǎ ǿŜǊŜ ŘŜǾŜƭƻǇŜŘ ƛƴ ǘƘŜ ǎŜŎǘƻǊ 
ƻŦ ƴŀǘƛƻƴŀƭ ŘŜŦŜƴŎŜ ǎŎƛŜƴŎŜ ƻƴŜ ŀŦǘŜǊ ŀƴƻǘƘŜǊ ǘƻ ŎƻǇŜ ǿƛǘƘ ǘƘŜ ŜƴŜƳȅΩǎ ŘŜǎǇŜǊŀǘŜ ŀǊƳǎ ōǳƛƭŘǳǇΣ 
ǘƘǳǎ ƳŀƪƛƴƎ ƻǳǊ ǎǘŀǘŜΩǎ ǎǳǇŜǊƛƻǊƛǘȅ ƛƴ ƳƛƭƛǘŀǊȅ ǘŜŎƘƴƻƭƻƎȅ ŀƴ ƛǊǊŜǾŜǊǎƛōƭŜ ƻƴŜ ŀƴŘ ǇǳǘǘƛƴƎ ƛǘǎ ǿŀǊ 
ŘŜǘŜǊǊŜƴǘ ŀƴŘ ŎŀǇŀōƛƭƛǘȅ ƻŦ ŦƛƎƘǘƛƴƎ ŀ ǿŀǊ ƻƴ ǘƘŜ ƘƛƎƘŜǎǘ ƭŜǾŜƭΦ 

¢ƘŜ ƴŀǘƛƻƴŀƭ ŘŜŦŜƴŎŜ ǎŎƛŜƴŎŜ ǎŜŎǘƻǊ ŘŜǾŜƭƻǇŜŘ ǘƘŜ ǎǳǇŜǊπƭŀǊƎŜ a[w{Σ ŀ ǎǳǇŜǊπǇƻǿŜǊ ŀǘǘŀŎƪ 
ǿŜŀǇƻƴ ǘƘŜ ǿƻǊƭŘΩǎ ǿŜŀǇƻƴǊȅ ŦƛŜƭŘ ƘŀŘ ƴŜǾŜǊ ƪƴƻǿƴΣ ŀƴŘ ǇǊƻŎŜŜŘŜŘ ǘƻ ŘŜǾŜƭƻǇ ǳƭǘǊŀπƳƻŘŜǊƴ 
ǘŀŎǘƛŎŀƭ ƴǳŎƭŜŀǊ ǿŜŀǇƻƴǎ ƛƴŎƭǳŘƛƴƎ ƴŜǿπǘȅǇŜ ǘŀŎǘƛŎŀƭ ǊƻŎƪŜǘǎ ŀƴŘ ƛƴǘŜǊƳŜŘƛŀǘŜπǊŀƴƎŜ ŎǊǳƛǎŜ 
ƳƛǎǎƛƭŜǎ ǿƘƻǎŜ ŎƻƴǾŜƴǘƛƻƴŀƭ ǿŀǊƘŜŀŘǎ ŀǊŜ ǘƘŜ Ƴƻǎǘ ǇƻǿŜǊŦǳƭ ƛƴ ǘƘŜ ǿƻǊƭŘΦ 
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Lǘ ƛǎ ƴŜŎŜǎǎŀǊȅ ǘƻ ŘŜǾŜƭƻǇ ǘƘŜ ƴǳŎƭŜŀǊ ǘŜŎƘƴƻƭƻƎȅ ǘƻ ŀ ƘƛƎƘŜǊ ƭŜǾŜƭ ŀƴŘ ƳŀƪŜ ƴǳŎƭŜŀǊ ǿŜŀǇƻƴǎ 
ǎƳŀƭƭŜǊ ŀƴŘ ƭƛƎƘǘŜǊ ŦƻǊ ƳƻǊŜ ǘŀŎǘƛŎŀƭ ǳǎŜǎΦ ¢Ƙƛǎ ǿƛƭƭ ƳŀƪŜ ƛǘ ǇƻǎǎƛōƭŜ ǘƻ ŘŜǾŜƭƻǇ ǘŀŎǘƛŎŀƭ ƴǳŎƭŜŀǊ 
ǿŜŀǇƻƴǎ ǘƻ ōŜ ǳǎŜŘ ŀǎ ǾŀǊƛƻǳǎ ƳŜŀƴǎ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ƻǇŜǊŀǘƛƻƴŀƭ Řǳǘȅ ŀƴŘ ǘŀǊƎŜǘǎ 
ƻŦ ǎǘǊƛƪŜ ƛƴ ƳƻŘŜǊƴ ǿŀǊŦŀǊŜΣ ŀƴŘ Ŏƻƴǘƛƴǳƻǳǎƭȅ ǇǳǎƘ ŀƘŜŀŘ ǿƛǘƘ ǘƘŜ ǇǊƻŘǳŎǘƛƻƴ ƻŦ ǎǳǇŜǊπǎƛȊŜŘ 
ƴǳŎƭŜŀǊ ǿŀǊƘŜŀŘǎΦ Lƴ ǘƘƛǎ ǿŀȅ ǿŜ ǿƛƭƭ ōŜ ŀōƭŜ ǘƻ ǘƘƻǊƻǳƎƘƭȅ ŎƻƴǘŀƛƴΣ ŎƻƴǘǊƻƭ ŀƴŘ ƘŀƴŘƭŜ ƻƴ ƻǳǊ 
ƻǿƴ ƛƴƛǘƛŀǘƛǾŜ ǾŀǊƛƻǳǎ ƳƛƭƛǘŀǊȅ ǘƘǊŜŀǘǎ ƻƴ ǘƘŜ YƻǊŜŀƴ ǇŜƴƛƴǎǳƭŀΣ ǿƘƛŎƘ ŀǊŜ ƛƴŜǾƛǘŀōƭȅ ŀŎŎƻƳǇŀƴƛŜŘ 
ǘƘŜ ƴǳŎƭŜŀǊ ǘƘǊŜŀǘΦ 

 

Source: Minju Choson KCNA (in bold and underlined by the Panel). 

  

¢Ƙƛǎ ŜƴŀōƭŜŘ ǳǎ ǘƻ Ǝŀƛƴ ŀ ǊŜƭƛŀōƭŜ ŜŘƎŜ ƛƴ ƳƛƭƛǘŀǊȅ ǘŜŎƘƴƻƭƻƎȅΦ 

bŀǘƛƻƴŀƭ ŘŜŦŜƴŎŜ ǎŎƛŜƴǘƛǎǘǎ ŀƴŘ ǿƻǊƪŜǊǎ ƛƴ ǘƘŜ Ƴǳƴƛǘƛƻƴǎ ƛƴŘǳǎǘǊȅ ǇǊƻǇŜǊƭȅ ǎŜǘ ǘƘŜ ƻǊƛŜƴǘŀǘƛƻƴ ƻŦ 
ŘŜǾŜƭƻǇƛƴƎ Ƴŀƛƴ ǘŀƴƪ ƻŦ ƻǳǊ ǎǘȅƭŜ ŦƻƭƭƻǿƛƴƎ ǘƘŜ ǿƻǊƭŘΩǎ ŘŜǾŜƭƻǇƳŜƴǘ ǘǊŜƴŘǎ ŀƴŘ ƘŀǾŜ ōŜƎǳƴ ǘƻ 
ŜƴǘŜǊ ŀ ƴŜǿ ǘǊŀŎƪ ƻŦ ŘŜǾŜƭƻǇƳŜƴǘ ǿƘƛƭŜ ǳǇƎǊŀŘƛƴƎ ǇǊƻŘǳŎǘƛƻƴ ǇǊƻŎŜǎǎŜǎΦ ¢ƘŜȅ ŀƭǎƻ ŀŎƘƛŜǾŜŘ ǎǳŎƘ 
ǎǳŎŎŜǎǎŜǎ ŀǎ ŘŜǾŜƭƻǇƛƴƎ ǿƻǊƭŘπŎƭŀǎǎ ŀƴǘƛπŀƛǊ ǊƻŎƪŜǘ ŎƻƳǇƭŜȄΣ ǎŜƭŦπǇǊƻǇŜƭƭŜŘ Ǝǳƴ ƘƻǿƛǘȊŜǊ ŀƴŘ ŀƴǘƛπ
ŀǊƳƻǳǊ ǿŜŀǇƻƴǎΦ 

¢ƘŜ ǊŜǇƻǊǘ ŀƭǎƻ ƴƻǘŜŘ ǘƘŀǘ ƛƴ ǘƘŜ ǇŜǊƛƻŘ ǳƴŘŜǊ ǊŜǾƛŜǿ ǘƘŜ ǎŜŎǘƻǊ ƻŦ ƴŀǘƛƻƴŀƭ ŘŜŦŜƴŎŜ ǎŎƛŜƴǘƛŦƛŎ 
ǊŜǎŜŀǊŎƘ ǿŀǎ ŎƻƴŘǳŎǘƛƴƎ ǊŜǎŜŀǊŎƘ ƛƴǘƻ ǇŜǊŦŜŎǘƛƴƎ ǘƘŜ ƎǳƛŘŀƴŎŜ ǘŜŎƘƴƻƭƻƎȅ ŦƻǊ ƳǳƭǘƛπǿŀǊƘŜŀŘ 
ǊƻŎƪŜǘ ŀǘ ǘƘŜ Ŧƛƴŀƭ ǎǘŀƎŜΣ ŦƛƴƛǎƘŜŘ ǊŜǎŜŀǊŎƘ ƛƴǘƻ ŘŜǾŜƭƻǇƛƴƎ ǿŀǊƘŜŀŘǎ ƻŦ ŘƛŦŦŜǊŜƴǘ ŎƻƳōŀǘ Ƴƛǎǎƛƻƴǎ 
ƛƴŎƭǳŘƛƴƎ ǘƘŜ ƘȅǇŜǊǎƻƴƛŎ ƎƭƛŘƛƴƎ ŦƭƛƎƘǘ ǿŀǊƘŜŀŘǎ ŦƻǊ ƴŜǿπǘȅǇŜ ōŀƭƭƛǎǘƛŎ ǊƻŎƪŜǘǎ ŀƴŘ ǿŀǎ ƳŀƪƛƴƎ 
ǇǊŜǇŀǊŀǘƛƻƴǎ ŦƻǊ ǘƘŜƛǊ ǘŜǎǘ ƳŀƴǳŦŀŎǘǳǊŜΦ 

¢ƘŜ ǊŜǇƻǊǘ ƳŀŘŜ ǇǳōƭƛŎ ǿƛǘƘ ǇǊƛŘŜ ǘƘŀǘ ǘƘŜ ǎǘŀƴŘŀǊŘ ƻŦ ǘƘŜ Ǝƻŀƭ ƛƴ ǘƘŜ ƳƻŘŜǊƴƛȊŀǘƛƻƴ ƻŦ 
ƳŜŘƛǳƳπǎƛȊŜŘ ǎǳōƳŀǊƛƴŜ ǿŀǎ ǎŜǘ ŎƻǊǊŜŎǘƭȅ ŀƴŘ ƛǘ ǿŀǎ ǊŜƳƻŘŜƭƭŜŘ ŜȄǇŜǊƛƳŜƴǘŀƭƭȅ ǘƻ ƻǇŜƴ ǳǇ ŀ 
ōǊƛƎƘǘ ǇǊƻǎǇŜŎǘ ŦƻǊ ǊŜƳŀǊƪŀōƭȅ ŜƴƘŀƴŎƛƴƎ ǘƘŜ ŜȄƛǎǘƛƴƎ ǎǳōǎǳǊŦŀŎŜ ƻǇŜǊŀǘƛƻƴŀƭ ŎŀǇŀōƛƭƛǘƛŜǎ ƻŦ ƻǳǊ 
ƴŀǾȅΣ ǘƘŀǘ ǘƘŜ ŘŜǎƛƎƴ ƻŦ ƴŜǿ ƴǳŎƭŜŀǊπǇƻǿŜǊŜŘ ǎǳōƳŀǊƛƴŜ ǿŀǎ ǊŜǎŜŀǊŎƘŜŘ ŀƴŘ ǿŀǎ ƛƴ ǘƘŜ ǎǘŀƎŜ 
ƻŦ Ŧƛƴŀƭ ŜȄŀƳƛƴŀǘƛƻƴ ŀƴŘ ǘƘŜ ŘŜǎƛƎƴƛƴƎ ƻŦ ǾŀǊƛƻǳǎ ŜƭŜŎǘǊƻƴƛŎ ǿŜŀǇƻƴǎΣ ǳƴƳŀƴƴŜŘ ǎǘǊƛƪƛƴƎ 
ŜǉǳƛǇƳŜƴǘΣ ƳŜŀƴǎ ƻŦ ǊŜŎƻƴƴŀƛǎǎŀƴŎŜ ŀƴŘ ŘŜǘŜŎǘƛƻƴ ŀƴŘ ƳƛƭƛǘŀǊȅ ǊŜŎƻƴƴŀƛǎǎŀƴŎŜ ǎŀǘŜƭƭƛǘŜ ǿŜǊŜ 
ŎƻƳǇƭŜǘŜŘΣ ŀƴŘ ǘƘŀǘ ƻǘƘŜǊ ŀŎƘƛŜǾŜƳŜƴǘǎ ǿŜǊŜ ƳŀŘŜ ƛƴ ƴŀǘƛƻƴŀƭ ŘŜŦŜƴŎŜ ǊŜǎŜŀǊŎƘ ƻŦ ƎƛƎŀƴǘƛŎ 
ǎƛƎƴƛŦƛŎŀƴŎŜ ƛƴ ŘŜǾŜƭƻǇƛƴƎ ǘƘŜ tŜƻǇƭŜΩǎ !ǊƳȅ ƛƴǘƻ ŀ ǇƻǿŜǊŦǳƭ ƻƴŜ ǿƛǘƘ ǘƘŜ ǎǘǊƻƴƎŜǎǘ ƳƛƭƛǘŀǊȅ 
ƳǳǎŎƭŜ ƛƴ ǘƘŜ ǿƻǊƭŘΦ 

¢ƘŜ ǊŜǇƻǊǘ ŜǾŀƭǳŀǘŜŘ ǘƘŀǘ ǘƘŜ ōƻƭŘ ƭŜŀǇ ŦƻǊǿŀǊŘ ōǊƻǳƎƘǘ ŀōƻǳǘ ƛƴ ǘƘŜ ƴŀǘƛƻƴŀƭ ŘŜŦŜƴŎŜ ǎŎƛŜƴŎŜ 
ŀƴŘ Ƴǳƴƛǘƛƻƴǎ ƛƴŘǳǎǘǊȅ ƳŀŘŜ ǎǳǊŜ ǘƘŀǘ ǘƘŜ ŎƻǳƴǘǊȅ ǊŀƴƪŜŘ ƘƛƎƘ ƛƴ ǘƘŜ ǿƻǊƭŘ ƛƴ ǘŜǊƳǎ ƻŦ ŘŜŦŜƴŎŜ 
ŎŀǇŀōƛƭƛǘƛŜǎ ŀƴŘΣ ŀǘ ǘƘŜ ǎŀƳŜ ǘƛƳŜΣ ƛǘ ǿŀǎ ƻŦ ƎǊŜŀǘ ǎƛƎƴƛŦƛŎŀƴŎŜ ƛƴ ǊŜŀƭƛȊƛƴƎ ǘƘŜ ǎǘǊŀǘŜƎƛŎ Ǉƭŀƴ ƻŦ ǘƘŜ 
tŀǊǘȅ /ŜƴǘǊŀƭ /ƻƳƳƛǘǘŜŜ ŦƻǊ ŘŜǾŜƭƻǇƛƴƎ ǘƘŜ ƻǾŜǊŀƭƭ YƻǊŜŀƴ ǊŜǾƻƭǳǘƛƻƴΦ 

¢ƘŜ ǊŜǇƻǊǘ ǎŀƛŘ ǘƘŀǘ ŀ ƎǊŜŀǘ ŀŘǾŀƴŎŜ ǿŀǎ ƳŀŘŜ ƛƴ ǘƘŜ ǿƻǊƪ ƻŦ ǘǳǊƴƛƴƎ ǘƘŜ tŜƻǇƭŜΩǎ !ǊƳȅ ƛƴǘƻ ŜƭƛǘŜ 
ŦƻǊŎŜǎ ƛƴ ǘƘŜ ǇŜǊƛƻŘ ǳƴŘŜǊ ǊŜǾƛŜǿΦ 
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Annex 3: Construction activities in the southern area of the LWR (39Á47ǋ40ǌN 
125Á45ǋ18ǌE) 

 

 

Source: Planet Labs Inc. 
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Annex 4: 5MW(e) intermittent cooling water discharge (39Á47ǋ53ǌN 125Á45ǋ24ǌE) 

 

Source: Planet Labs Inc.  
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Annex 5: 50MW(e) reactor spent fuel storage building (39Á47ǋ17ǌN 125Á45ǋ43ǌE)   

 

The Panel notes that the 50MW(e) reactor complex was previously believed to be abandoned 

and its construction was never completed. After the visit by a delegation from Stanford 

University to Yongbyon and their discussions with DPRK officials in August 2007, Stanford 

experts concluded that 50MW(e) reactor was ñlikely no longer salvageableò.1 

 

 

 

 

Source: Planet Labs Inc.  

  

 

 1 Center for International Security and Cooperation, Stanford University, https://fsi-live.s3.us-west-

1.amazonaws.com/s3fs-public/khucisacfinalreport_compressed.pdf. 

https://fsi-live.s3.us-west-1.amazonaws.com/s3fs-public/khucisacfinalreport_compressed.pdf
https://fsi-live.s3.us-west-1.amazonaws.com/s3fs-public/khucisacfinalreport_compressed.pdf
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Annex 6: Excerpt of IAEA Director Generalôs Introductory Statement to the Board of 

Governors (24 November 2021) 

 
Since my report to the Board and General Conference in August of this year we have continued to monitor the 

DPRK nuclear programme. There are ongoing indications consistent with the operation of the 5MW(e) reactor at 

the Yongbyon site. There continue to be no indications of operation of the Radiochemical Laboratory since early 

July 2021. We have observed new and ongoing construction activities at the Yongbyon site, including construction 

of an annex to the Yongbyon reported Centrifuge Enrichment Facility, the purpose of which has yet to be 

determined. Near the light water reactor (LWR) under construction a new building is being built, possibly to support 

reactor construction or maintenance activities. There are ongoing indications of activities at the Kangson complex 

and the Pyongsan Mine and Concentration Plant. 

 

The continuation of the DPRKôs nuclear programme is a clear violation of relevant UN Security Council resolutions 

and is deeply regrettable. 

 

I call upon the DPRK to comply fully with its obligations under relevant UN Security Council resolutions, to 

cooperate promptly with the Agency in the full and effective implementation of its NPT Safeguards Agreement and 

to resolve all outstanding issues, especially those that have arisen during the absence of Agency inspectors from 

the country. 

 

The Agency continues to maintain its enhanced readiness to play its essential role in verifying the DPRKôs nuclear 

programme. 

 

 

Source: IAEA, IAEA Director General's Introductory Statement to the Board of Governors (24 November 2021) 

https://www.iaea.org/iaea-director-generals-introductory-statement-to-the-board-of-governors-24-november-2021 

(accessed on 10 December 2021). 

  

https://www.iaea.org/iaea-director-generals-introductory-statement-to-the-board-of-governors-24-november-2021
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Annex 7: Activities at the Yongbyon Centrifuge Plant (39Á47ǋ17ǌN 125Á45ǋ43ǌE)  

 

 

 

Source: Planet Labs Inc. (15 September 2021). 
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1) The removal of remaining cooling devices (39Á 46ł15Ń N 125Á 44ł56Ń E)2 

 

 

Source: Planet Labs Inc. 

 

  

 

 2 According to Member State information, one of the six cooling devices at this uranium 

enrichment facility was removed in March 2020 and satellite imagery from March to June 2020 

analyzed by the Panel showed the removal of one of the devices (see S/2020/840, para. 3). 
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2) Construction adjacent to uranium enrichment facility (39Á46ǋ15ǌN 125Á44ǋ58ǌE) 

 

 

Source: Planet Labs Inc. 
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3) Plumes of steam from UO2 production plant (39Á46ǋ12ǌN 125Á44ǋ55ǌE) 

 

 

 

Source: Planet Labs Inc.  
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Annex 8: Construction at pilot fuel fabrication plant (39Á48ǋ06ǌN 125Á45ǋ17ǌE) 

 

 

  
 

Source: Planet Labs Inc. 
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Annex 9: Activities at Pyongsan Uranium Mine and Concentration Plant (location of the 
possible yellowcake production building at 38Á19ǋ04ǌN 126Á25ǋ54ǌE) 

 

 
 

Source: Planet Labs Inc. (26 September 2021). 
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1) New construction of building and the installation of conveyor at the mine (38Á20ǋ00ǌN 126Á27ǋ24ǌE) 

 

 

 

Source: Planet Labs Inc.  
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2) Railcar activities at Pyongsan Uranium Concentration Plant (38Á19ǋ03ǌN 126Á25ǋ56ǌE and 

38Á18ǋ59ǌN 126Á25ǋ52ǌE) 

 

 
Source: Planet Labs Inc. 
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3) Tailings pond of Pyongsan Uranium Concentration Plant (38Á18ǋ40ǌN 126Á25ǋ44ǌE) 

 

Source: Planet Labs Inc.  

  


