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Possible
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launch test on 28
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Possible hypersonic
launch teston 5 and 11
January 2022

2 support vessels

Gorae’Sinpo-B-class experimental ballistic missile submarine
called “8.24 Yongung"” (visible hidden under the canopy)

Submersible test stand barge has moved

short range SLBM launch test from a
submarine (possible from a submersible
missile test stand barge) on 19 October 2021
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2017 uedgif SUY (npii 29 & Hwasong-15 jhb (e il Sylal) djlaedl) cai)3dl) dyjas
(RD-ZSO Saad) (e i O Qi OSaall u.e) ‘”_45‘”1.‘4 daay

Hwasong-15 tested on 29 Nov. 2017, see $/2021/777 para.14,17; 5/2021/211
para.22. 26: $/2020/151 para.194: $/2019/171 para.4. 173: $/2018/171 para.1.7-10

4 auxiliary vernier engines
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28 Sep 2021

12 Oct 2021
Hypersonic - %

Glide

Vehicle
(probably a
mockup)

| Hwasong-8 |
- Delivery
system could
be an HGV

- Booster
equipped with
one central
engine ~ 4
vernier
engines

Probably a RD-250 type
engine

(see S$/2021/211 annex 10;
$/2018/171 14-15 figure III)

Hwasong-12
4 on 29 Aug.
29 Aug 2017 2017 (see

$72018/171
para.7, 13)

Hwasong-15 (see
S$/2018/171 para.7)

Picture of a vertical engine
test stand (probably the one
New ICBM “Hwasong-16 or from Sohae - 39°39'11.32"N

17" ($22020/211 para.17) ;2’40;;?1132:“(;;;
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2022 i/ skl 29 “newly developed by Academy of Defence Science test-fired
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IRBM Hwasong-12 U New SRBM or MRBM
- tested on 29 Aug. 2017 ZC22 equipped with
(see S/2018/171 para.7, 13) hypersonic MARV
[ — probably tested
on 5 and 11 Jan. 2022

SLBM Pukguksong-5
- presented at the military
parade on 14 Jan. 2021

(see S/2021/211 para.20)

New SLBM possibly tested on 19 Oct. 2021

ol

h
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-https://kenawatch.org/?t=1649723100702
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4 NEW SREM
- Tested on 25 March 2021 (see S/2021/777
para.16 and presented at the military parade L'l'
- on 14 Jan. 2021 (see S/2021/211 para.20

2021 SO i 12 ¢yl $S5all sl 1 _raall

16 sl <$/2021/777 aadgl (25)
AT gl (8/2021/211 5611 sl <S/2020/840 5 ¢194 sl 8/2020/151 532 Gyl <S/2019/691 ks (26)
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KN-23 Shh cra (saal) Spaaail) jlanaill 4,380

B SREM KN-23

- probably tested as
an operational
railway borne
missile system on 14

N Jan. 2022 and 15

Sep. 2021 and
presented several
times since 2019

| (see S$/2021/211

para.20)
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.

SRBM KN-24 sand colour
possibly for marketing purpose
(see $/2020/151 para.203)

SRBM KN-24
- probably tested on 17 Jan. 2022 and
presented several times since 2019
(see $/2021/211 para.20)
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SRBM KN-25 - a wheeled 4-tube TEL

«

=

SRBM KN-25
- tested and presented several times since 2019
(see S$/2021/211 para.20)

— T —
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MLRS
KN-09

d| - tested and

[ presented

| several

times since

2019

(see
$/2020/840
para.ll,
tab.1)
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2021 sl J sl 12

New ANTI-SHIP Cruise missile New Long-Range Cruise missile

- possible test on 12 Sep. 2021

- KCNA on 13 Sep. 2021: “The development of the long-
range cruise missile, a strategic weapon of great signifi

in meeting the key target of the five-year plan for the
development of the defence science and the weapon system
set forth at the 8th Congress of the Party...”
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New Surface -to-air missile

- possible test on 30 Sep. 2021

- According to the DPRK’s Voice of Korea on Oct. 1 ... The Academy of Defence Science announced that remarkable combat
function of the latest anti-air missile was confirmed, which drastically increased the fast response, guiding accuracy and target
hitting distance of the missile control system by introducing major new technology including the twin rudder controlling
technique and double impuise flight mortar. It said the recent test-firing is of great practical significance in the prospective
research and development of different kinds of anti-air missile system....” available at

https://kcnawatch. org/newstream/1633035648-326818987/newly-developed-anti-air-missile-test-fired/2t=1652651737790
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DPRK-flagged Vessels in Quarantine Outside Nampo Lockgate
As of 02 October 2021

As of 02 October, 35 DPRK-flagged vessels remain
loitering outside the Nampo Lockgate, likely in
quarantine due to DPRK's self-imposed COVID-19
20 restrictions.
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DPRK-flagged M/V RYON HWA 3 (IMO: 8312227) Exports Coal in China
Ningbo-Zhoushan Area, China
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Near Shidao Port, China
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15 March 2021 China-flagged and DPRK-flagged Vessels Carrying North Korean Coal

Near Ningbo-Zhoushan, China
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About Information Support
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Radio Radar

GR-8600M
Multiband Han,
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Handheld

More Details >

About Information Support
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Military Radio Radar Software

From 1997 to 1998, Glocom's priority was to develop GR-200 VHF ECCM radio (then called PDS-200) This project was
carried out on the basis of a development confract concluded with another company. Glocom won out in that competitive
bidding, as our project was better than those from other producers in terms of delivery conditions, technology, payment terms
overall cost reduction, and system performance. The development and field test of GR-200 VHF ECCM radio was conducted in
the late 1998 and technical and design documents necessaries for mass production were immediately drawn up. The picture
shows GR-200 VHF ECCM radio

Glocom was established in 1996 In its early time, Glocom involved in the research and development to modernize old-generation radars with new technologies
to enhance their combat usability and increase their lift spans. So far Glocom modernized and delivered to customers more than 50 strategic and tactical radars
(altogether 6 kinds). Glocom has long maintained relations of strategic partnership and cooperation with defense companies that produce radars and other
reconnaissance and sensing equipment, military vehicles, vessels, airplanes, and helicopters, and other military hardware.

Home Military Radio Radar Software C4| Syslem Accessories

Copyright® 2018, Global Communications Co , All Rights Reserved & support@glocom-corp.com

-https://glocom-corp.com/ :_madl/
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Annex 1: COVID-19, Democratic People’s Republic of Korea border measures

During the reporting period DPRK maintained its strict COVID-19 blockade imposed in January
2020. Cross-border movement of people and trade were forbidden, and transport links into and out of
the country have been frozen. It was only in mid-January 2022 that the cross-border rail link was cau-
tiously re-opened and the “disinfection centre” at Sinuiju, constructed in March-April 2021, was prob-
ably used for the first time.

The diplomatic presence in Pyongyang shrunk still further; NGOs are represented by local staff.

Maritime trade is at extremely low levels and has been fundamentally affected by the need for ex-
tended periods of off-shore quarantine, followed by time-consuming disinfection of cargoes. Foreign
vessels are not permitted to enter DPRK ports.

Brief periods of apparent relaxation of these rules in order to permit extremely limited upticks in trade
(for example in May 2021, and then again in September 2021) have been rapidly brought to an end.
The global emergence of the Omicron variant appeared to have had a particularly strict impact on the
imposition of the border closure.

DPRK continues to claim zero COVID-19 infections to WHO, although the numbers of those tested
remains extremely low. The longer term plans of the DPRK government with regard to vaccination or
relaxation of the blockade are not known. Media reports suggest that the DPRK government appears
to be prepared to maintain the current disposition for several years.

Source: The Panel.
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Annex 2: KCNA reporting of Kim Jong Un’s speech at 8" Party Congress (excerpt related
to nuclear and military developments)

Great Programme for Struggle Leading Korean-style Socialist Construction to Fresh Victory On Report Made
by Supreme Leader Kim Jong Un at Eighth Congress of WPK

Date: 09/01/2021 | Source: Minju Choson KCNA

The report detailed the historic course of masterminding a great revolutionary turn for possessing
the completely new nuclear capabilities aimed at attaining the goal of modernization of the nu-
clear force.

Under the direct guidance of the Party Central Committee, intermediate-range and intercontinen-
tal ballistic rockets of Hwasongpho series and submarine-launched and ground-based ballistic
rockets of Pukkuksong series were manufactured in our own style to meet their unique opera-
tional missions. This gave a clearer description of the status of our state as a nuclear weapons
state and enabled it to bolster its powerful and reliable strategic deterrent for coping with any
threat by providing a perfect nuclear shield.

In the period under review the already accumulated nuclear technology developed to such a
high degree as to miniaturize, lighten and standardize nuclear weapons and to make them tacti-
cal ones and to complete the development of a super-large hydrogen bomb. By succeeding in
the test-fire of ICBM Hwasongpho-15 on November 29, 2017, the Party Central Committee de-
clared with pride to the world the accomplishment of the historic cause of building the national
nuclear force and the cause of building a rocket power.

The great cause of building the national nuclear force, which was impossible to achieve even in 20
to 30 years in terms of existing formula, was accomplished four years after the line of simultane-
ously promoting economic construction and nuclear buildup was set forth and one year after the
Seventh Congress of the Party. This is a miracle unprecedented in history and the exploit of great-
est significance in the history of the Korean nation the Seventh Central Committee performed for
the Party and revolution, the country and people and posterity.

The Party Central Committee achieved new great victories by vigorously leading the struggle for
upgrading the nuclear force even after the great historic November event in 2017.

Recalling that the Party Central Committee decided to develop a global strike rocket with more
powerful warheads and an improved warhead control system and carried out this historic task by
relying on the patriotism and loyalty of national defence scientists, the report affirmed that the
new-type gigantic rocket on an 11-axis self-propelled launcher displayed during the military pa-
rade in celebration of the 75th founding anniversary of the Party fully demonstrated the ultra-
modernity and great striking capability of our nuclear force.

The accomplishment of the great cause of building the national nuclear force and its continued
development constitute a victory of the organizational and leadership abilities of the Party Cen-
tral Committee headed by Kim Jong Un and a great victory of the national defence scientists
and all other Koreans who waged a death-defying struggle with an indomitable faith in inde-
pendence and valiant spirit.

The report reviewed the fact that new cutting-edge weapon systems were developed in the sector
of national defence science one after another to cope with the enemy’s desperate arms buildup,
thus making our state’s superiority in military technology an irreversible one and putting its war
deterrent and capability of fighting a war on the highest level.

The national defence science sector developed the super-large MLRS, a super-power attack
weapon the world’s weaponry field had never known, and proceeded to develop ultra-modern
tactical nuclear weapons including new-type tactical rockets and intermediate-range cruise mis-
siles whose conventional warheads are the most powerful in the world.
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This enabled us to gain a reliable edge in military technology.

National defence scientists and workers in the munitions industry properly set the orientation of
developing main tank of our style following the world’s development trends and have begun to
enter a new track of development while upgrading production processes. They also achieved such
successes as developing world-class anti-air rocket complex, self-propelled gun howitzer and anti-
armour weapons.

The report also noted that in the period under review the sector of national defence scientific re-
search was conducting research into perfecting the guidance technology for multi-warhead rocket
at the final stage, finished research into developing warheads of different combat missions includ-
ing the hypersonic gliding flight warheads for new-type ballistic rockets and was making prepara-
tions for their test manufacture.

The report made public with pride that the standard of the goal in the modernization of me-
dium-sized submarine was set correctly and it was remodelled experimentally to open up a
bright prospect for remarkably enhancing the existing subsurface operational capabilities of our
navy, that the design of new nuclear-powered submarine was researched and was in the stage
of final examination and the designing of various electronic weapons, unmanned striking equip-
ment, means of reconnaissance and detection and military reconnaissance satellite were com-
pleted, and that other achievements were made in national defence research of gigantic signifi-
cance in developing the People’s Army into a powerful one with the strongest military muscle in
the world.

The report evaluated that the bold leap forward brought about in the national defence science
and munitions industry made sure that the country ranked high in the world in terms of defence
capabilities and, at the same time, it was of great significance in realizing the strategic plan of the
Party Central Committee for developing the overall Korean revolution.

The report said that a great advance was made in the work of turning the People’s Army into elite
forces in the period under review.

It is necessary to develop the nuclear technology to a higher level and make nuclear weapons
smaller and lighter for more tactical uses. This will make it possible to develop tactical nuclear
weapons to be used as various means according to the purposes of operational duty and targets
of strike in modern warfare, and continuously push ahead with the production of super-sized
nuclear warheads. In this way we will be able to thoroughly contain, control and handle on our
own initiative various military threats on the Korean peninsula, which are inevitably accompanied
the nuclear threat.

Source: Minju Choson KCNA (in bold and underlined by the Panel).
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Annex 3: Construction activities in the southern area of the LWR (39°47'40""N
125°45'18"E)

Iuly 27,2021 August 15, 2021

September 18, 2021 October 15, 2021 November 6, 2021

December 19, 2021 January 21, 2022

Source: Planet Labs Inc.
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Annex 4: SMW(e) intermittent cooling water discharge (39°47'53"N 125°45'24"E)
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Cooling water discharge

August 7, 2021 September 2, 2021 September 8§, 2021

i I . ech
Coaling water discharge Is not visible Eooling waterd arge

September 18, 2021 Qctober 15, 2021

/

2
¢ Cooling water discharge
Cooling water discharge

1 ¥ Cooling water discharge
f

November 6, 2021 December 19, 2021 January 21, 2022

Source: Planet Labs Inc.

99/433

22-01569



S/2022/132

Annex 5: SOMW(e) reactor spent fuel storage building (39°47'17""N 125°45'43"'E)

The Panel notes that the 50MW(e) reactor complex was previously believed to be abandoned
and its construction was never completed. After the visit by a delegation from Stanford Univer-
sity to Yongbyon and their discussions with DPRK officials in August 2007, Stanford experts

concluded that 50MW (e) reactor was “likely no longer salvageable™.!

S50MW(e) Reactor
(Not completed)

Spent fuel storage building

May 13, 2021 June 6, 2021

Construction or

Spent fuel storage pond excavations activities

\

June 23, 2021 July 16, 2021 September 14, 2021

Source: Planet Labs Inc.

! Center for International Security and Cooperation, Stanford University, https:/fsi-live.s3.us-west-
1.amazonaws.com/s3fs-public/khucisacfinalreport_compressed.pdf.
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Annex 6: Excerpt of IAEA Director General’s Introductory Statement to the Board of Gov-
ernors (24 November 2021)

Since my report to the Board and General Conference in August of this year we have continued to monitor the
DPRK nuclear programme. There are ongoing indications consistent with the operation of the SMW(e) reactor at
the Yongbyon site. There continue to be no indications of operation of the Radiochemical Laboratory since early
July 2021. We have observed new and ongoing construction activities at the Yongbyon site, including construction
of an annex to the Yongbyon reported Centrifuge Enrichment Facility, the purpose of which has yet to be deter-
mined. Near the light water reactor (LWR) under construction a new building is being built, possibly to support
reactor construction or maintenance activities. There are ongoing indications of activities at the Kangson complex
and the Pyongsan Mine and Concentration Plant.

The continuation of the DPRK’s nuclear programme is a clear violation of relevant UN Security Council resolutions
and is deeply regrettable.

I call upon the DPRK to comply fully with its obligations under relevant UN Security Council resolutions, to
cooperate promptly with the Agency in the full and effective implementation of its NPT Safeguards Agreement and
to resolve all outstanding issues, especially those that have arisen during the absence of Agency inspectors from
the country.

The Agency continues to maintain its enhanced readiness to play its essential role in verifying the DPRK’s nuclear
programme.

Source: IAEA, TAEA Director General's Introductory Statement to the Board of Governors (24 November 2021)
https://www.iaea.org/iaea-director-generals-introductory-statement-to-the-board-of-governors-24-november-2021
(accessed on 10 December 2021).
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Annex 7: Activities at the Yongbyon Centrifuge Plant (39°47'17""N 125°45'43"'E)

Removal of remaining cooling'devices
11 " - X

Construction adjacent to
uranium enrichmedft facility
see 2)

Plumes of steams emissions
see 3),

Source: Planet Labs Inc. (15 September 2021).
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1) The removal of remaining cooling devices (39° 46’ 15" N 125°44’ 56" E)?

1

6 cooling deviges
6 cooling devices One of the devices
was probablgabsent

- o

3 ‘
— A e

December 12, 2019 March 24, 2020 April 29, 2020 June 16, 2020

N .

[ " 11

Remaining cooling devices

Remaining cooling devices

Pssible r Iof‘!he
AF

July 21, 2021 August 7, 2021 September 1, 2021

Source: Planet Labs Inc.

2 According to Member State information, one of the six cooling devices at this uranium
enrichment facility was removed in March 2020 and satellite imagery from March to June 2020
analyzed by the Panel showed the removal of one of the devices (see S/2020/840, para. 3).
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2) Construction adjacent to uranium enrichment facility (39°46'15""N 125°44'58"E)

R -

Poss s excavati
Grourds maintenance Possible excavations

4'—_,_&__r

August 15, 2021 September 14, 2021 September 15, 2021

September 18, 2021 October 1, 2021 October 23, 2021 November 6, 2021

Source: Planet Labs Inc.
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3) Plumes of steam from UO2 production plant (39°46'12""N 125°44'55"'E)

B
— 1 Uranium enrichment
¥ facility

i

T

Plume from possible yellow cake to U02
D‘()Ll uction plaal

March 8, 2021 April 6, 2021 April 9, 2021

August 3, 2021 September 15, 2021 September 17, 2021

September 18, 2021

Source: Planet Labs Inc.
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Annex 8: Construction at pilot fuel fabrication plant (39°48’06"'N 125°45'17"E)

Removal of roof

May 13, 2021

New construction

o F.
SMW (e) ‘ &/ Y
Reactor ' .

June 6, 2021

September 2, 2021 October 28, 2021 November 6, 2021

Source: Planet Labs Inc.
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Annex 9: Activities at Pyongsan Uranium Mine and Concentration Plant (location of the
possible yellowcake production building at 38°19'04”N 126°25'54"E)

N

»

Uranium ore mine areas

Constru'tﬂo and installation””

of conveyor at the mine.
Seel) ..

Pyongsan Uranium
Concentration Plant

Tailings pond

Source: Planet Labs Inc. (26 September 2021).
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1) New construction of building and the installation of conveyor at the mine (38°20'00”N 126°27'24"'E)

Possible new bullding

, Bullding

Piles of tailings A
iles of tailing Piles of tallings

May 19, 2021 July 17, 2021

September 20, 2021 September 26, 2021

Source: Planet Labs Inc.
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2) Railcar activities at Pyongsan Uranium Concentration Plant (38°19'03"'N 126°25'56"E and
38°18'59""N 126°25'52"'E)

Railcar activities

July 20, 2021

Railcar activities are not visible

August 20, 2021

t

July 17, 2021 Pibbable Fallcaeavl Railcaractivities

i

Possible coal storage
building

RalLQr activities /

- — —

oy

Railcarws

September 26, 2021
September 26, 2021

Source: Planet Labs Inc.
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Tailings pond of Pyongsan Uranium Concentration Plant (38°18'40""N 126°25'44"'E)

Expansion of solid waste

June 13, 2021

July 20, 2021

September 12, 2021 September 26, 2021

~
’
/ B
: kb
1 \\
1 hY
\ \
A A
A 1
N 4
\\ )
S 1
\\~ "
December 12, 2021 DRSS S
ey .
Source: Planet Labs Inc.
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Annex 10: Activities at Kangson (38°57"29"'N 125°36'43"'E and 38°57'29"'N 125°36'44"'E)

New construction activities

Vehicles

July 9, 2021 August 17, 2021

Vehicle

Vehicle

September 9, 2021 October 29, 2021 November 29, 2021

roee—

December 21, 2021

Source: Planet Labs Inc.

111/433 22-01569



S/2022/132

Annex 11: Activities at Yongdoktong
1) Near the entrance of tunnels (40°01'51”N 125°18'28"E)

July 16, 2021

July 20, 2021 July 21, 2021

Source: Planet Labs Inc.

2) Around the entrance of tunnels (40°01'50”N 125°18'35"E)

September 26, 2021

7

Source: Planet Labs Inc.

22-01569
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3) Possible storage for explosives in Yongdoktong area (40°01'50""N 125°18'35"E)

Possible storage for explosives has been observed. The purpose of this facility remains unclear, however, the
Panel corroborated the observation of outside expert.

Possible explosives storage.
Buildings are surrounded by berm.

September 26, 2021

/

Entrance of tunnels

September 26, 2021

Source: Planet Labs Inc.
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Annex 12: Table summarizing specific scientific collaboration projects between institutes in the Democratic People’s Republic of
Korea and universities in China

(1) List of joint studies®. DPRK scientists with underlined names are concurrently affiliated with Chinese universities.

Journal or Sub-

Title and web refer-

Insti i DPRK Insti- .
No. nstltyte n nsti Year | ject-source of | ence of the source of Authors
China tutes . . . .
information- information
Choe Kwangnam
Department of Light Industry Machinery Engineering, Pyong-
yang University of Mechanical Engineering, Pyongyang,
999093.
A domain decomposi- Ri Kwangchol
. P Department of Light Industry Machinery Engineering, Pyong-
tion method for elas- . . . . .
. yang University of Mechanical Engineering, Pyongyang
todynamic problems 999093
Thin-Walled of functionally graded )
Structures elliptic shells and pan-
Pyongyang . .
University of els with elastic con-
11 Y 2019 | Volume 142, | straints
Mechanical
Engineerin September
J & 2019, Pages https://www.sci-
262-276 encedirect.com/sci-

ence/arti-
cle/abs/pii/S0263823
119300370

3 About Choe Kwangnam; Ri Kwangchol; Yun Kumchol; S/2021/777, annex 13.
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Journal or Sub-

Title and web refer-

No. Instltfxte n DPRK Insti- Year | ject-source of | ence of the source of Authors
China tutes . . . .
information- information
Three-dimensional ex-
act solution for vibra-
tion analysis of thick
Composites functionally graded
Part B: Engi- porous (FGP) rectan-
Pyongyang neering gular plates with arbi- | Choe Kwangnam,
13 ' University of 5018 trary boundary condi- | Department of Light Industry Machinery Engineering, Pyong-
Mechanical Volume 155, 15 | tions yang University of Mechanical Engineering, Pyongyang,
Engineering December 999093
2018, Pages https://www.sci-
369-381 encedirect.com/sci-
ence/arti-
cle/abs/pii/S1359836
818325836
Free vibration analysis
of coupled function- Choe Kwangnam
ally graded (FG) dou- Department of Light Industry Machinery Engineering, Pyong-
Composite bly-curved revolution | yang University of Mechanical Engineering, Pyongyang,
shell structures with 999093
Pyongyang Structures
. . general boundary
19 ' University of 2018 conditions
Mechanical Volume 194, 15
Engineering June 2018,

Pages 413-432

https://www.sci-
encedirect.com/sci-
ence/arti-
cle/abs/pii/S0263822
318307232
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Journal or Sub-

Title and web reference

No. Instltfxte n DPRK Insti- Year | ject -source of of the source of infor- Authors
China tutes . . .
information- mation
Ko Myong-Chol
Faculty of Physics, Kim Il Sung University, Pyongyang,
Democratic People’s Republic of Korea
International Entanglement of tWO.diS‘ Kim Nam-Chol (nc.kim@ryongnamsan.edu.kp)
tant quantum dots with idem
Journal of . . .
the flip-flop interaction
Modern Phys- coupled to plasmonic
22 Kim(lSung |, | Tcs wavi uide ° ryom lu-Song
University & idem
B Vol. 33, No. https://www.worldscien- | Rj Su-Ryon
21, 1950235 g .
(2019) tific.com/doi/abs/10.114 | idem

2/50217979219502357
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Journal or Sub-

Title and web refer-

No. Instltfxte n DPRK Insti- Year | ject-source of | ence of the source of Authors
China tutes . . . .
information- information
Kim Myonghak; (kmh311@163.com)
Faculty of Applied Chemical Engineering, Kim Chaek Univer-
sity of Technology, No. 60 Pyongyang Kyogu, and
Kim Mungi
Study on synthesis Faculty of Applied Chemical Engineering, Kim Chaek Univer-
and application of tet- | sity of Technology, No. 60 Pyongyang Kyogu,
. rabasic lead sulfate as
Kim 1l Sung .\ .
Universit the positive active Jong Songchol
& y Science & Tech- | material additive for idem
35 . 2019 | nology - Other | lead-acid batteries
Kim Chaek .
. . Topics Pak liman
University of . .
Technoloay: https://royalsocie- idem
gY; typublish-
ing.org/doi/full/10.1 | Kim Ganghyok
098/rs0s.190882 idem
Ri Cholnam

Institute for Electronic Materials, Kim Il Sung University,
Pyongyang,
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Journal or Sub-

Title and web refer-

No. I.nstltfxte DPRK Insti- Year ject -source of ence of the source Authors
in China tutes . . . .
information- of information
IEEE-Sensors
Journal
(Institute of elec- | Structural Displace- Ri Kwan
trical and elec- ment Monitoring SLOWana . . . . . .
. . . School of Civil Engineering, Pyongyang University of Architec-
tronics engi- Using Smartphone ture. Pvonavane 1001 and
Pyongyang neers) Camera and Digital L YONEVETE
44 University of | 2018 | Volume: 18, Image Correlation
Architecture Issue: 11, Junel, | https://ieeex-
12018). plore.ieee.org/ab-
DOP: 18 April stract/docu-
2018; DOI: ment/8340774
10.1109/JSEN.20
18.2828139
Yun Kumchol; (yunkumchol@163.com)
Faculty of Mechanics, Kim Il Sung University, Pyongyang
950003
A Damz-age Model Kwak Songhun
Reflecting the Inter- . . . . . .
. Faculty of Mechanical Engineering, Kimchaek University of
Kim 1l sun action between De- Technology, Pyongyang 950003
11 sung Applied Sciences | lamination and In- gY, Fyongyang ’
University .
& tralaminar Crack for
52 . 2019 | Volume 9 Issue 2 | Failure Analysis of
Kim Chaek .
L 10.3390/app902 | FRP Laminates
University of 0314
Technology . | KimJonggun
https://www.mdpi. ! . N
Information Center, Kim Il Sung University, Pyongyang
com/2076- 950003
3417/9/2/314 '

Ri Cholsu

Faculty of Mechanics, Kim Il Sung University, Pyongyang
950003.
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Journal or Sub-

Title and web refer-

No. InStltf‘te n DPRK Insti- Year | ject-source of | ence of the source of Authors
China tutes . . . .
information- information
So Juhyok (so_juhyok@163.com)
Department of Chemistry, University of Science, Pyongyang
950003.
Pang Cholho
Department of Material Engineering, Kimchaek University of
Technology, Pyongyang 950003
Adsorption of 1-naph-
Kim Chaek thyl mgthyl carba- '
. . . mate in water by uti-
University of Chemical Phys- | ..
. lizing a surface molec-
Technology ics Letters ularlv imorinted polv- Jang Paeksan
& mery P POl Nano-physical Engineering Institute, Kimchaek University of
53 Department 2018 | Volume 699, Technology, Pyongyang 950003
of Chemistry, May 2018,

University of
Science,

Pyongyang

Pages 199-207

https://www.sci-
encedirect.com/sci-
ence/arti-
cle/abs/pii/S0009261
418302422

U Juhyok
Kimchaek University of Technology Library, Pyongyang
950003

Ri Kumchol
Department of Life Science, University of Science, Pyongyang
950003

Yun Cholyong

Physical Engineering Department, Kimchaek University of
Technology, Pyongyang 950003, and

Faculty of Mechanics, Kim Il Sung University, Pyongyang.
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Journal or Sub-

Title and web refer-

No. Instltfxte n DPRK Insti- Year | ject-source of | ence of the source of Authors
China tutes . . . .
information- information
Yun Kumchol (yunkumchol@163.com)
Faculty of Mechanics, Kim Il Sung University, Pyongyang
950003, Democratic People’s Republic of Korea
Kim Tae-Jong
Faculty of Mechanical Engineering, Kimchaek University of
Kim 1l Sung A computational Technology, Pyongyang.
University methodology for sim-
& Computers & ulating quasi-brittle Son Namjin
Kim Chaek Structures fracture problems Faculty of Mechanics, Kim Il Sung University, Pyongyang.
54 University of 5019 . .
Technology Volume 215, 15 | https://www.sci- Ji Kyongsu
& April 2019, encedirect.com/sci- Department of Information Engineering, Chongjin Mine &
Chongjin Pages 65-79 ence/arti- Metal University, Chongjin.
Mine & Metal cle/abs/pii/S0045794
University 91831513X

/TS


mailto:yunkumchol@163.com

€EV/1T1

69510-CC

Journal or Sub-

Title and web refer-

No. Instltfxte n DPRK Insti- Year | ject-source of | ence of the source of Authors
China tutes . . . .
information- information
Ju Jong-Min (jjm218@163.com)
Department of Materials Science and Engineering, Kimchaek
University of Technology, Pyongyang, and from
The enhanced and po-
Fullerenes, on the spherical alu-
Nanotubes and | minum powders en- .
. s Kim Dang-Ho
Kim Chaek Carbon capsulated within gra- . . . . .
. . Department of Materials Science and Engineering, Kimchaek
65 University of | 2019 | Nanostructures | phene nanosheets University of Technologv. Pvongvan
Technology ¥ EY, Fyongyang
Volume 27, ITttps://wwv‘v.tandfon Yu Tok-Chol
2019 -Issue 4 line.com/doi/abs/10. Department of Materials Science and Engineering, Kimchaek
1080/1536383X.2018 | o Po " & &
1480477 University of Technology, Pyongyang

Pak Kyong-Song

Department of Materials Science and Engineering, Kimchaek
University of Technology, Pyongyang, Democratic People's Re-
public of Korea
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Journal or Sub-

Title and web refer-

Institute in DPRK Insti- .
No. . Year | ject -source of | ence of the source of Authors
China tutes . . . .
information- information
Pak Sung-Nam
Department of Energy Science, Kim Il Sung University, 999093,
Pyongyang, Democratic People’s Republic of Korea, and
Ju Kyong-Sik
Institute of Advanced Science, Kim Il Sung University, 999093,
) Pyongyang, Democratic People’s Republic of Korea
. Excellent Anti-Corro-
Protection of . .
Metals and sive Composite Coat- | Yun Chol-Yong
Kim 1l Sung . ing Containing Iron Kimchaek University of Technology, 950003, Pyongyang, Demo-
. : Physical Chem- . : p :
University istrv of Sur- Oxide on AZ31B Mg cratic People’s Republic of Korea
& y Alloy
. . T . Department of Energy Science, Kim Il Sung University, 999093,
University of volume 54, https./(llnk.sprlnger.c Pyongyang, Democratic People’s Republic of Korea
Technology pages1059— om/arti-
1065(2018 cle/10.1134/S207020 Ko Myong-Son
5118060199 idem

Ryang Sok-Jin
idem

Kim Chol-Jin
idem

U Ju-Hyok
Kimchaek University of Technology, 950003, Pyongyang, Demo-
cratic People’s Republic of Korea

Pak Kyong-Song
Idem
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Journal or Sub-

Title and web refer-

No. Instltyte n DPRK Insti- Year | ject -source of | ence of the source of Authors
China tutes . . . .
information- information
Sphingomonas antarc-
tica sp nov,, isolated
International from Antarctic tundra
Journal of Sys- | soil Kim Myong Chol
tematic and College of Life Sciences, Kim Il Sung University, Pyongyang,
‘ Kim Il Sung Evolutionary https://www.micro- DPR of Korea, and
92 . ) 2017 ) . .
University Microbiology biolo-
gyresearch.org/con-
Volume 67, Is- | tent/jour-
sue 10 nal/ijsem/10.1099/ijs
em.0.002253?crawler
=true
2D joint inversion of
MT, gravity, magnetic
Chinese Journal | and seismic first-arri-
of Geophysics val wave travel time
Kim Chaek (in Chinese) with cross-gradient
95 ‘ University of 2019 | 2019, constraints
Technology
Vol. 62 Issue http://en.igg-jour-
(6): 2139-2149 | nals.cn/arti-
cle/doi/10.6038/cjg2 | pak YongChol
019L0713

Resource Exploration and Engineering Department, Kimchaek
University of Technology, Pyongyang 999093
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Journal or Sub-

Title and web refer-

No. InSt'tPte n DPRK Insti- Year | ject-source of | ence of the source of Authors
China tutes . . . ;
information- information
Kang Kwang-song
School of Mining Engineering, Kim Chaek University of Tech-
nology, Pyongyang 999093, DPR of Korea, and
Kim Chaek mass mechanical pa-
University of = rameters based on .
Technolo Rock and Soil uantification and Hong Gun-yi
&Y oc an' © d . School of Mining Engineering, Kim Chaek University of Tech-
123 & 2018 Mechanics correction method of nology, Pyongyang 999093, DPR of Korea
Hamhung GSl value &Y, Fyongyang ’
University of 39(6):2211-
dustry cn/EN/10.16285/j.rs
m.2016.2174 .
Pang Gyong-jin
Information Technology Exchange Center, Hamhung Univer-
sity of Chemical Industry, Pyongyang 999093, DPR of Korea
An efficient approach
for post-buckling anal-
International ysis of sandwich
Journal of Engi- | structures with elas-
Department . . . . .
. neering Science | tic-plastic material be- | Choe Jongchol
of Engineer- . . . . . . .
. . havior Department of Engineering, University of Science, Unjong
127 ing, Univer- 2019 .
. . Volume 142, District, Pyongyang, and
sity of Sci- .

2019, Pages 20-
35

encedirect.com/sci-
ence/arti-
cle/abs/pii/S0020722
519308900
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Journal or Sub-

Title and web refer-

Authors

Insti DPRK Insti- .
No. ‘nst|t}1te nsti Year | ject -source of | ence of the source of
in China tutes . . . .
information- information
The effects of kine-
matics on post-buck-
Department Thin-Walled Ierg analysis of sand-
. Structures wich structures
of Engineer-
128 ‘ Isr:tg’ :ansl\é?r_ 2013 Volume 143, https://www.sci-
en\ée October 2019, encedirect.com/sci-
106204 ence/arti-

cle/abs/pii/S0263823
119303076

Choe Jongchol
Department of Engineering, University of Science, Unjong
District, Pyongyang, Democratic People’s Republic of Korea

and

Source: The Panel from various scientific article databases (see inside the table).
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Annex 13: Reply from China to the Panel

6.ITT (OC.324)

China has always been strictly implementing the relevant provisions of
the Security Council resolutions and has stepped up examination over
academic exchanges and cooperation, According to the investigation, there
are no prohibited academic exchanges or scientific collaborations between

Chinese universities and the DPRK side.

Source: The Panel.

22-01569
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Annex 14: Pyongyang University of Science & Technology (PUST)

(1) About PUST

PUST was established after the agreement between the DPRK authorities and the Northeast Asia Foundation for Education
and Culture (NAFEC), a non-profit organisation located in Seoul, the Republic of Korea, in 2001 prior to the opening of the
University in 2010. PUST operates under the leadership of the NAFEC Board of Directors.

sty =0stu

Pyongyang University of Saence & Technology

History

A Briel History of the Establishment of PUST

In March 2007, the Mréshy of Cducalon of 1te Demociyds Peoples Bepunlc of Kors
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Tachranay (FUST) by e Nocheard Asts Foundascn for Educanoe and Caltam (NATES), »
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ISTY, 1 Yargi Gy wmsgee
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Source: PUST website, https://pust.co/index.php/about-pust/leadership/ (accessed on 29 December 2021).

1 Pyongyang University of Science and Technology operates under the leadership of the
: Northeast Asia Foundation for Education and Culture (NAFEC) Board of Directors.
\

Recent News

First HSK Test Site in the DPRK opens at PUST

© Pyongyang University of Science and Technology

Jonjin-dong, Rangnang District, Pyol PR Korea

Source: PUST website, https://pust.co/index.php/about-pust/facts/ (accessed on 29 December 2021).
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(1) Exchange cooperation by “Studying abroad”

The NAFEC website says “Study Abroad: Since 2012, we have been studying for master's degrees at several excellent
universities such as Sweden and Brazil, starting with Manchester University and University of Cambridge in the UK.
As 0of 2020, a total of 6 students are studying abroad at the Faculty of Agriculture and Life Sciences, including two
PhD students at the University of Cambridge, 2 people at Northeast Forestry University (Harbin), and 2 people at
Yanbian University’.
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Source: Northeast Asia Education and Culture Cooperation Foundation website, http://nea-
found.org/ new/bbs/board.php?bo_table=pust4 (accessed 29 December 2021).
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(2) International Conference

The website explains about the 4th International Conference:

- Period: 3-4 October 2019

- Content: Keynote speech and thesis presentation in five divisions (Computer Science, General Engineering,
Agriculture & Life Science, Medical Science, Int'l Finance & Management)

- Participant: Novoselov Konstantin (Nobel Prize in Physics), 42 speakers from 15 countries including Paserin
Vladimir, 51 participants from 13 countries, 38 participants from embassies.
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Source: Northeast Asia Education and Culture Cooperation Foundation website, http://nea-
found.org/ new/bbs/board.php?bo_table=pust4 (accessed 29 December 2021).
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Annex 15: Websites of Pyongyang University of Science & Technology (PUST) and Erasmus+

The PUST website also refers to funding from Erasmus+ or academic exchange projects (see figure 15-1), whilst the Eras-
mus+ website lists DPRK as an “eligible country” for sponsorship (see figure 15-2). The Panel asked the EU about the
status of academic exchanges involving DPRK scientists, and whether these exchanges have continued in any field or ac-
tivity relevant to paragraph 17 of resolution 2270 (2016) and paragraph 10 of resolution 2321 (2017). The EU has yet to
respond.

Figure 15-1: PUST website about the funding from Erasmus+
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' Pyongyang University of Science & Technology

= Menu

Apply for European Union Funding to
Come to PUST

December 8, 2016

APPLY FOR EUROPEAN UNION FUNDING TO COME TO PUST -~ 'ERASMUS’
BRQ/ECIL AL QR ARELICATIONS NOW.QPEN.. o e e e

SESTiee b puine lo 0 ) Apaiepic sesharge grolecin b Wie Eramu achems; end
they both have Calls open at the moment, for applications 10 come from the EU 0 Asia on
academic exchange. This means that any EU citizen, graduate of an EU university, can apply
10 come %0 PUST and receive funding from these projects.

All science and technology Major subject areas taught at PUST can be covered, but not
language teaching.

(Due to recent EU rules regarding the DPRK, computer science is also specifically excluded;
but we believe that other ECE topics, general mathematics, agriculture, life sciences and
managementfinance/economics topics are all acceptable.)

Applicants must be EU citizens and have a regular residential address in the EU (inchuding
UK); and have at least a Masters degree or equivalent from an EU university.

Preferably, they are currently PhD, post-doc or faculty members of any EU university - but
this is not essential.

If an applicant is given a grant, it covers the full cost of one round-trip from home to
Pyongyang, together with necessary visa and refated costs; plus a monthly living allowance.
(The allowance Is significantly more than the residential costs on the PUST campus! Even I
only a one-month stay is paid for, you can consider ‘stretching’ this...)

We can consider applications to come 10 teach (even from Masters graduates; or from current
PhD candidates or post-docs) but opportunities to do your research may be limited,

Please contact us (email info@ pust.co) 10 discuss your application; so that you can also refer
10 that discussion in your application

The projects and their websites are

SmartLink hitp:/'smartlink-edu.eu/apply

Leader hip:MNeader.unisannio b A
You can apply to both projects simultaneously.
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Source: Pyongyang University of Science & Technology, https://pust.co/index.php/2016/12/08/apply-for-european-
union-funding-to-come-to-pust/ (accessed 29 December 2021).
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Figure 15-2: Erasmus+
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Source: EU, https://erasmus-plus.ec.europa.eu/programme-guide/part-a/eligible-countries#footnote8 7aqtz11
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Annex 16: Excerpt of the reply from the Northeast Asia Foundation for Education
and Culture (NAFEC)

1)

PUST students studying abroad

The Panel asked NAFEC concerning the status of academic exchanges involving DPRK scientists and whether these
exchanges have continued in any field or activity relevant to paragraph 17 of resolution 2270 (2016) and paragraph 10
of resolution 2321 (2017). According to the Reply from the NAFEC to the Panel’s enquiry, “Since the North Korea’s
border shutdown, upon the onset of the COVID pandemic on December 2019, no single academic exchange program
was undertaken with foreign universities/research institutes...”. NAFEC explained that no single lecturer was recruited
from the Erasmus projects since 2016. NAFEC provided the Panel with the information of the 19 PUST (students’
names, period of their study, degree, major and foreign universities’ names) studying abroad since 2016 (see below).

Table : PUST students studying abroad

Location of university Major Degree Period Number of
students
Europe ALS Ph.D. 2019.8-present 2
Europe ALS Ph.D. 2017.3-2019.12 2
South America MBA Master 2017.3-2019.10 2
Europe ALS Joint Research 2018.10-2019.4 3
Asia ALS Joint Research 2015.12-2016.9 2
Master 2016.8-2020.6 2
Asia ALS

Master 2019.9-present 2
Joint Research 2017.10- 2

Asia ALS 2019.10
Ph.D. 2019.10-pre- )

sent

Source:

NAFEC, annotated by the Panel.

2)

22-01569

NAFEC stressed that “...PUST students have nothing at all to do with the DPRK’s proliferation sensitive nuclear
activities, ballistic missile-related programs and other weapons of mass destruction programs. Other than PUST stu-
dents, there are no cases DPRK academics coming through PUST programs for overseas exchanges.”

Lecture subjects delivered at the PUST

Reply from the NAFEC stated that “...the lecture subjects delivered by the PUST include Basic Physics (lectured by
a DPRK faculty member), Basic Computer Sciences, Basic Electrical Engineering, and Basic Industrial Engineering.
Geospatial Navigation, Nuclear Engineering, Aerospace Engineering, Aeronautical Engineering, Advanced Material
Science, Advanced Chemical Engineering, and Advanced Mechanical Engineering are not taught by the PUST at all.”
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3) Programme of “The 4™ International Conference in 2019” held at PUST, DPRK

NAFEC provided the Panel with a comprehensive list of lectures of “The 4th International Conference in 2019 held
at the PUST during October 3-4, 2019. Themes of each lecture are as follows:

Theme
Tunnelling Van Der Waals Heterostructures based on Graphene and Hexagonal Boron Nitride
Industry-University Collaborations: the driving force in new technology development
Deep Learning: Keeping it Simple
State of the Blockchain Industry
Smart Building & building transformation
Automation Engineering Education using multibody dynamics tool: A simulation-based Lab Case for inverted
pendulum system
Development of flexible electrochemical heavy metal detection and glucose sensors using carbon non-com-
posited and their facile microfabrication techniques
A new type of industrial robot control system based on motion modularity technology
3D technology for dental application
Bioinformatic predictions of the Novel IncRNA encoded water channel in Gilmoa
Chemico-physical method for the transformation of various bacterial species
Local Feed resources base and range improvement for native pigs in Easter Samar, Philippines
Amperometric S-Nitrosothiol Sensor with big enhanced sensitivity using outer Dialysis membrane with Cova-
lently linked Organoselenium Catalyst
Polarimetric Radar Vegetation Index for Biomass estimation in Semi-arid region
Current trends of implant dentistry: To maintain or establish and interproximal Papilla around integrated Im-
plants — A Case Series
Molecular biological analysis of chronic hepatitis B with Delta
Demand Optimisation in diagnostics: Reducing Variation in diagnostic testing in NHS Western Isles
Knowledge, Attitudes and practices towards Antibiotic Use in Upper Respiratory Tract infections among pa-
tients seeking primary health care in Singapore
Monitoring of Cholesterol levels in a remote and rural population of patients, pre and post treatment with
statins
What are the barriers to antenatal care utilization in Rufisque district, Senegal?: A bottle analysis
Designing powerful brand experiences that shape brand relevance
A global frontier analysis of untapped Regional economic integration Potential
International Build-Operate-Transfer Infrastructure Projects-The experience of China
A study on the conformity of goods and standards established by public law under the CISG
The role of academic society in promoting economic and humanitarian projects internationality
*The table was reconstructed by the Panel based on the information provided by the NAFEC.

Source: NAFEC, annotated by the Panel.
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Annex 17: Website of Kim Chaek University of Technology

The website of Kim Chaek University of Technology (KCUT) currently indicates that ten people have been exchanged
with “Malaysia IGS company (Z2{|0|A|OHGS |AL)”, with an address in Kuala Lumpur. The Panel is investigating
whether this company is related to the previously investigated front companies of Pan Systems Pte Ltd (aka Glocom),
a DPRK manufacturer of military communications equipment. The Panel requested information from Malaysia on
alleged (and possibly historical) technical exchanges between KCUT and “Malaysia IGS company”. Malaysia has yet
to respond.
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Source: Kim Chaek University of Technology, http://www.kut.edu.kp/index.php/page/index?si=22
(accessed 30 December 2021).
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Annex 18: Front companies of Pan Systems Pte Ltd (aka Glocom)

The Glocom website accessed by the Panel shows that International Golden Services Sdn Bhd represented Glocom
(figure 18-1). Its address is identical to the address of International Global System Sdn Bhd, which is registered in the
Malaysian corporate registry document (figure 18-2). Both companies were recommended for designation in previous
Panel reports for involvement in the financing and sale of arms and related materials (figure 18-3).

Figure 18-1: Glocom website*
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Figure 18-3: The previous Panel’s report

139. Although its activities constitute activities prohibited by relevant Security
Council resolutions on the Democratic People’s Republic of Korea and its Pyongyang
operations were run by a Reconnaissance General Bureau agent (Ryang Su Nyo),
Glocom has not been designated, despite the Panel’s previous recommendation for
such action. The Panel therefore reiterates its previous recommendations for the
designation of Pan Systems to be accompanied by the names of all of its front
companies (including Glocom, International Golden Services and International
Global System) as aliases, for involvement in the financing and sales of arms and
related materiel.

Name: Pan Systems Pte Ltd (Pyongyang branch)

Wonbang Trading Co., Glocom, International Golden Services,
Ak.a: International Global System

Room 818, Pothonggang Hotel, Ansan-Dong, Pyongchon
Address: district, Pyongyang, Democratic People’s Republic of Korea
Director: Ryang Su Nyo

Pyon Won Gun, Pac Won Chol, Ri Sin Song, Kim Sung Su, Kim
Employees: Chang Hyok and Kim Pyong Chol
Telephone: +850-218-111 (ext. 8636)

Source: The Panel (S/2019/171, para. 159 and annex 89 recommendation 6; S/2018/171, paras.174-176).
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Annex 19: KCNA reporting of Kim Jong Un’s speech at 8" Party Congress (excerpt
related to military developments)

Great Programme for Struggle Leading Korean-style Socialist Construction to Fresh Victory On Re-
port Made by Supreme Leader Kim Jong Un at Eighth Congress of WPK

Date: 09/01/2021 | Source: Minju Choson KCNA

The report detailed the historic course of masterminding a great revolutionary turn for possessing
the completely new nuclear capabilities aimed at attaining the goal of modernization of the nuclear
force.

Under the direct guidance of the Party Central Committee, intermediate-range and intercontinental
ballistic rockets of Hwasongpho series and submarine-launched and ground-based ballistic rockets
of Pukkuksong series were manufactured in our own style to meet their unique operational missions.
This gave a clearer description of the status of our state as a nuclear weapons state and enabled it to
bolster its powerful and reliable strategic deterrent for coping with any threat by providing a perfect
nuclear shield.

In the period under review the already accumulated nuclear technology developed to such a high
degree as to miniaturize, lighten and standardize nuclear weapons and to make them tactical ones
and to complete the development of a super-large hydrogen bomb. By succeeding in the test-fire of
ICBM Hwasongpho-15 on November 29, 2017, the Party Central Committee declared with pride to
the world the accomplishment of the historic cause of building the national nuclear force and the
cause of building a rocket power.

The great cause of building the national nuclear force, which was impossible to achieve even in 20 to
30 years in terms of existing formula, was accomplished four years after the line of simultaneously
promoting economic construction and nuclear buildup was set forth and one year after the Seventh
Congress of the Party. This is a miracle unprecedented in history and the exploit of greatest signifi-
cance in the history of the Korean nation the Seventh Central Committee performed for the Party and
revolution, the country and people and posterity.

The Party Central Committee achieved new great victories by vigorously leading the struggle for
upgrading the nuclear force even after the great historic November event in 2017.

Recalling that the Party Central Committee decided to develop a global strike rocket with more pow-
erful warheads and an improved warhead control system and carried out this historic task by relying
on the patriotism and loyalty of national defence scientists, the report affirmed that the new-type
gigantic rocket on an 11-axis self-propelled launcher displayed during the military parade in cele-
bration of the 75th founding anniversary of the Party fully demonstrated the ultra-modernity and
great striking capability of our nuclear force.

The accomplishment of the great cause of building the national nuclear force and its continued de-
velopment constitute a victory of the organizational and leadership abilities of the Party Central
Committee headed by Kim Jong Un and a great victory of the national defence scientists and all other
Koreans who waged a death-defying struggle with an indomitable faith in independence and valiant
spirit.
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The report reviewed the fact that new cutting-edge weapon systems were developed in the sector of
national defence science one after another to cope with the enemy’s desperate arms buildup, thus
making our state’s superiority in military technology an irreversible one and putting its war deterrent
and capability of fighting a war on the highest level.

The national defence science sector developed the super-large MLRS, a super-power attack weapon
the world’s weaponry field had never known, and proceeded to develop ultra-modern tactical nuclear
weapons including new-type tactical rockets and intermediate-range cruise missiles whose conven-
tional warheads are the most powerful in the world.

This enabled us to gain a reliable edge in military technology.

National defence scientists and workers in the munitions industry properly set the orientation of de-
veloping main tank of our style following the world’s development trends and have begun to enter a
new track of development while upgrading production processes. They also achieved such successes
as developing world-class anti-air rocket complex, self-propelled gun howitzer and anti-armour
weapons.

The report also noted that in the period under review the sector of national defence scientific research
was conducting research into perfecting the guidance technology for multi-warhead rocket at the
final stage, finished research into developing warheads of different combat missions including the
hypersonic gliding flight warheads for new-type ballistic rockets and was making preparations for
their test manufacture.

The report made public with pride that the standard of the goal in the modernization of medium-
sized submarine was set correctly and it was remodelled experimentally to open up a bright prospect
for remarkably enhancing the existing subsurface operational capabilities of our navy, that the design
of new nuclear-powered submarine was researched and was in the stage of final examination and
the designing of various electronic weapons, unmanned striking equipment, means of reconnaissance
and detection and military reconnaissance satellite were completed, and that other achievements were
made in national defence research of gigantic significance in developing the People’s Army into a
powerful one with the strongest military muscle in the world.

The report evaluated that the bold leap forward brought about in the national defence science and mu-
nitions industry made sure that the country ranked high in the world in terms of defence capabilities
and, at the same time, it was of great significance in realizing the strategic plan of the Party Central
Committee for developing the overall Korean revolution.

The report said that a great advance was made in the work of turning the People’s Army into elite
forces in the period under review.

Source: Minju Choson KCNA (references to Ballistic Missiles in bold annotated by the Panel).
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Annex 20: “Self-Defence 2021" arms exhibition on 12 October 2021 and the series of
launch tests

Annex 20-1: New hypersonic ballistic missile Hwasong-8: last reported launch test on 28
Sept. 2021
The new “hypersonic Hwasong-8 missile” so called by the DPRK media was showcased at the exhi-

bition “Self-Defence 2021 on 11 October 2021 and beforehand was probably tested on 28 September
2021 (see para. 23, annex 22)

As demonstrated in KCNA pictures of the launch and as emphasized by KCTV coverage of the exhi-
bition, the main missile body appeared to be made from a liquid propellant booster that resembled,
but was probably shorter than, the single-stage Intermediary Range Ballistic Missile (IRBM) Hwa-
song-12°.

The re-entry vehicle displayed at the missile exhibition “Self-Defence 2021 appears to be the same
as the one pictured on top of the tested booster, according to the KCNA picture (see figure 20-1-1).
According to a Member State, the Hwasong-8 total length is around 14.5 m, with a diameter of 1.4 m.
Concerning the re-entry vehicle, its length is around 4.7m with a rear diameter of around 0.9 m. The
missile was reported by KCNA, citing Pak Jong Chon, to be a Hypersonic Glide Vehicle (HGV).
According to the observation of several Member States and experts, this HGV resembled the hyper-
sonic ballistic missile showcased by a Member State at a military parade in 2019.

According to several Member States, the Hwasong-8 is at the early stage of development. The first
flight test on 28 September 2021 may not have been successful as shown by the range and altitude
flight of the missile. The hypersonic missile is a ballistic missile whose body is similar to that of the
Hwasong-12. According to a Members State, the DPRK probably used the support of its cyber hackers
to acquire or steal the technological information it needed to develop such a new weapon system,
including the design of the hypersonic glide vehicle.

5 Hwasong-12 has been tested on 29 August and 15 September 2017, see S/2021/777
para.26, S/2019/171 para.174; S/2018/171 para.7, 12; S/2017/742 para.7-13. A
Member State confirmed many similarities identified between the Hwasong-8 and
Hwasong-12, with a similar diameter and motorisation based on the DPRK version
of the USSR RD-250 engine.

139/433

22-01569



S/2022/132

Figure 20-1-1: New Hypersonic BM Hwasong-8 : last reported launch test on 28 Sept. 2021
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Source: KCTV, 12 October 2021, 8pm, and Rodong Sinmun (En), 29 September Juche 110 (2021)°.

¢ Video on the "Self-Defence 2021" arms exhibition at “Three revolution Exhibition” (39° 04’

49" N 125° 45’ 23" E) available at https://kcnawatch.org/kctv-archive/61658f2826¢e3a/ and

Article (original version at source): Hypersonic Missile Newly Developed by Academy of

Defence Science Test-fired, Date: 29/09/2021, available at

https://kcnawatch.org/newstream/1632886875-742443353/hypersonic-missile-newly-

developed-by-academy-of-defence-science-test-fired/?t=1642625103563and
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Annex 20-2: New SLBM launched from a submarine on 19 October 2021

It is smaller than the SLBM Pukguksong series, whose versions 5 and 1 are shown (from left) in the figure below to
the left of the new SLBM. Its shape appears to be based on that of the SRBM KN-23 and KN-24 (see figure 20-2-1).

Figure 20-2-1: New SLBM test on 19 Oct. 2021

19 Oct. 2021
New SLBM ejected frolm a the new SLBM, after ejection,
submersible platform or
from a submarine (possible whose combustion gas plume is
Gorae/Sinpo-B class
experimental BM

submarine see next figure)

:SLBM looks like variant of
the SRBM KN-23 (first
2ppearance see
S$/2020/151 para.194)

SLBM looks like variant of the
SRBM KN-24 (first appearance
see $/2020/151 para.194)

12 0ct. 2021 12 Oct. 20

starts its solid propeliant engine,

characteristic of such an engine.

q

21

Source: KCTV, 20 October 2021, Full Broadcast; KCTV, 12 October 2021, 8pm video on the "Self-Defence 2021"
arms exhibition at “Three revolution Exhibition” (39° 04’ 49" N 125° 45" 23" E) available at

https://kcnawatch.org/kctv-archive/61658f2826¢e3a/, annotated by the Panel
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Annex 20-3: China’s views on the missile launches

8. Launch activities (0C.300)
Identifying the nature of the DPRK projectiles is a technical issue, and

requires prudent assessment. Further research and assessment is also needed

1o evaluate the DPRK’s missile technology and military capability. Before
coming to a clear conclusion, all sides should avoid identifying the nature of
projectiles in a hasty manner or overacting, and prevent the escalation of
tensions on the Peninsula. We hope the Panel of Experts could perform its
duties in an objective and impartial manner, and play a constructive role in
advancing the political settlement process of the Korean Peninsula.

Malicious speculations should be avoided and controversial contents should

not be included in the report.
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Annex 21: From September 2021 to January 2022, the DPRK repeatedly tested two types
of its new solid-fuelled SRBMs, which it called “new tactical guided missiles” (S/2021/211,
figure 2). A railway-borne SRBM system” (possible KN-23) was tested twice on 15 Septem-
ber 2021, as well as on 14 January 2022. A track-TEL borne system (possible KN-24) was
tested again on 17 January 2022 (S/2020/151, para.194).

On 15 September 2021 (see figure 21-1)8 and 14 January 2022 the DPRK launched twice two
solid-propellant short-range missiles combining ballistic missile and guidance technology iden-
tified by five Member States as SRBMs, and whose shape and flight characteristics (pull-up
manoeuvre during flight) resembled the KN-23 with a reduced payload for the test of 15 Sep-
tember 2021 to be able to reach the unusual longer range. Its flight could also be similar to that
of the new SRBM launched on 25 March 2021, identified as a possible modification and en-
largement of the previously displayed and tested KN-23 SRBM.?

The two missiles of the 15 September 2021 (KN-23) were fired in five minutes from a railway-
borne launcher located at 39°16'31"N 126°48'17"E (Yangdok area of South Phyongan, see fig-
ure 21-2)1°, travelling in an easterly direction around 800 km with an apogee at around 60 km
and impacting in the exclusive economic zone of Japan, 300 km north to Hegurajima island off

the coast of Noto Peninsula after “a pull-up manoeuvre” detected during the flight.

7 A possible modified P61 railcars, see article “North Korea tests multiple long-range
missile systems”, Janes on 2 November 2021 available at
https://customer.janes.com/Janes/Display/BSP_8038-JIR and see
http://www.railway-parts.com/news/introduction-of-china-covered-wagon.html

8 Pak Jong-chon, member of the Presidium of the Politburo of the Workers' Party and
secretary of the Central Committee of the Workers' Party of Korea, guided the latest
drills, along with other top officials of the Department of Political Leadership over
Military Affairs, and officials of the Department of Munitions Industry (KPe.028)"?
of the Central Committee of the Workers' Party of Korea, and leading officials of
the General Staff of the Korean People's Army, and leading officials of the sector of
research on national defence science. (KCNA)

9 The new SRBM was tested on 25 March 2021. See S/2021/777, para.16, table 1 and
annexes 18-1 and 18-2.

10 Another location nearby was identified by a Member State at 39°16'2.04"N
126°47'17"E but this location is not totally relevant with the KCNA video giving an
idea of the length of the tunnel and the curve of the track
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The two missiles of 14 January 2022 (KN-23) were fired in 11 minutes from a railway-
borne launcher (display at the “self-defence 2021” exhibition, see figure 9 from the main
text) located in the area of Uiju, Phyongsan Province possibly in the rectangle S-W corner

40° 13" 10" N 124° 34" 02" E, N-E corner 40° 13" 06" N 124° 33" 57" E, see figure 21-3),

travelling in an north-easterly direction around 400 to 430 km with an apogee between 36

and 50 km and impacting an uninhabited island (possible location 40° 38' 50" N 129° 33’

02" E”) after a possible “pull-up manoeuvre”during the flight.

The two missiles of 17 January 2022 (KN-24) were fired in less than four minutes from a
tracked TEL!! (displayed at the “Self-defence 2021 exhibition, see figure 10 from the
main text) located in the area of the Sunan Pyongyang international airport, possibly in
the extreme north of the unused runway (39° 15" 44" N 125° 40' 34" E, see figure 21-4),
traveling in an easterly direction around 300 to 380km with an apogee between 42 and

50km and impacting an uninhabited island (possible location 40° 38" 50" N 129° 33" 02"

E") after a possible“pull-up manoeuvre” during the flight.

" The TEL chassis may be based on the DPRK Pokpung-ho battle tank chassis,
derived from T62 and T72 (S/2020/151, annex 58.4.2).
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Figure 21-1: 15 Sep .2021 - Two ballistic missiles launched from a railway-borne platform

15 Sept. 2021

B Launch platform
caboose

39°16'31° N
126°48'17"E

The first SRBM,
on the night, is
about to be
launched

First SRBM launch
(variant of the KN.2
(first appearance see
$2020/151 para.194)

Second SRBM launch

“Self-Defence

2021
11 October
2021

Three
revolution
Exhibition

(39504 49" N
125°45'23"E)

Source: KCTV, 16 September 2021 (39° 16" 31" N 126° 48’ 17" E), and KCTV, 12 October 2021, 8pm (“Three

revolution Exhibition”, 39° 04" 49" N 125° 45’ 23" E).
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Figure 21-2: The rail network provides another option for concealing and launching DPRK mis-
siles

N 202
2 Oct. 2021 30 Dec. 2016

15 Sept. 2021 rail-borne
launch system location
(launch platform,
caboose, and motor
coach. See attached
KCTV pictures in the
figure above)

18 Sept. 2021 2 Oct. 2021

Tunnel length
60 m

Previous
location of the
rail-borne
missile system
This section of the 30 m
railway appears to have
been consolidated

Source: Google Earth, 30 December 2016; Planet Labs Inc. 18 September 2021, 02 02 54 UTC; 2 October 2021, 03 00
UTC.
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Figure 21-3: 14 Jan. 2022 — Operational launch test of two SRBMs (possible KN-23) from a railway-
borne missile system

possible railway [ . /14 13n2022

sections used for : \ - K‘-" ¥
the launch site of ' .

the rallway

borne SREM

Uiju Airfield

underground Facility
(40" 0% 167 N 124° 32 06* E)

Ulju Airfield
possible air
launch

cruise
missile
storage
(40°08' 44" N
124°32' 41"

New Dandong-Uiju trede decontamination facility
using Uiiu Airfield space (40" 09' 07" N 124° 29" 57" )

14 Jan. 2022@Possibie)

Tonghae -
Musudan-ri
satellite
Launch facility
(#0°51° 30" N
125°41' 127 €)

Target: Alsom Island (40°38'49" N 129" 32'55" E)

Source: Planet Labs Inc. 14 January 2022, 02 27 UTC; 12 January 2022, 01 44 UTC; 22 August 2021, 02 29 UTC; KCNA
picture from https://kcnawatch.org/#gallery-1 to 7 and from Rodong Sinmun (15 January 2022); KCTV, 15 January 2022.
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17 Jan. 2022

17 Jan. 2022

17 Jan. 2022

Solid fuel propellant SRBM KN-24
launched from a tracked-TEL

Figure 21-4: 17 January 2022 — Operational launch test of two SRBMs (possible KN-24) from a tracked-TEL

17 Jan. 2022

Possible location of the TEL launcher
Snow seems to have melted

| 39°15°44" N 125°40° 34" E

Concrete platform used on 25
August 2017 (39°15'40.96"N
125°40'32.79"E) as a launch test site
for the IRBM Hwasong-12 in the
Pyongvang international airport

3,

Source: KCTV, 18 January 2022, 8pm Bulletin available at https://kcnawatch.org/kctv-archive/61e6c3cec3e8f/
Planet Labs Inc. 25 August 2021, 06 56 UTC; 16 January 2022, 01 58 UTC; 17 January 2022, 02 20 UTC.
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Annex 22: On 28 September 2021 (local time) a “hypersonic gliding warhead” delivered
by a ballistic missile (named Hwasong-8 by the DPRK) launched in an easterly direction
from Toyang in the area of Jonchon

On 28 September 2021,'% the DPRK launched a ballistic missile whose main body and exhaust plume
appeared to be from a liquid propellant booster that resembled, but shorter than, the single-stage IRBM
Hwasong-12.%2 Called by the DPRK “the hypersonic Hwasong-8 missile” its possible manoeuvrable
re-entry vehicle looked like a Hypersonic Glide Vehicle (HGV) that resembled the solid fuel propel-
lant hypersonic ballistic missile showcased by a Member State at a military parade in 2019.The missile
was fired from the Mupuong-ri area, (Jagang province), travelling eastwards for about 200 km with
an apogee between 30 and 60km and impacting waters off the east coast after following a depressed
trajectory probably related to an early engine shutdown or switch-off.

12 Pak Jong-chon, member of the Presidium of the Politburo and secretary of the
Central Committee watched the test-launch with leading officials in the sector of
national defence science. (KCNA)

13 Hwasong-12 was tested on 29 August and 15 September 2017. See S/2021/777,
para.26; S/2019/171, para.174; S/2018/171, paras.7, 12; S/2017/742, paras.7-13.
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Figure 22-1: Launch test of a possible hypersonic Hwasong-8 missile on 28 September 2021

28 Sep 2021

12 Oct 2021

Hypersonic
Glide
Vehicle
(probably a
mockup)

Hwasong-8 |

- Delivery

system could

be an HGV

- Booster

equipped with

one central

engine ~ 4

vernier Probably a RD-250 type

engines engine TEL of Hwasong-8
(see S2021/211 annex 10;

$/2018/171 14-15 figure III) ‘

Hwasong-12
on 29 Avg.
29 Aug 2017 2017 (see
. $72018/171
para.7, 13)

Hwasong-15 (see
$/2018/171 para.7) '

Picture of a vertical engine
test stand (probably the one

New ICBM “Hwasong.16 or from Sohae - 39°39'11.32°N
17" (§2020211 para.17) 124°4251.30°% - (00
$/2020/151 para 199)

Source: KCTV, 12 October 2021, and KCNA and Rodong Sinmun (En) (original version at source), 29 September 2021 /4

4 KCTV, 12 October 2021, and KCNA and Rodong Sinmun (En) (original version at
source), 29 September, Juche 110 (2021), Article: Hypersonic Missile Newly
Developed by Academy of Defence Science Test-fired Date: 29/09/2021 |available
at https://kenawatch.org/newstream/1632886875-742443353/hypersonic-missile-
newly-developed-by-academy-of-defence-science-test-fired/?t=1642625103563and

22-01569 150/433


https://kcnawatch.org/newstream/1632886875-742443353/hypersonic-missile-newly-developed-by-academy-of-defence-science-test-fired/?t=1642625103563and
https://kcnawatch.org/newstream/1632886875-742443353/hypersonic-missile-newly-developed-by-academy-of-defence-science-test-fired/?t=1642625103563and

S/2022/132

Annex 23: On 19 October 2021 (local time), a submarine-launched ballistic missile (SLBM)
launched in an easterly direction from a submarine in the Sinpo area.

On 19 October 2021'3, the DPRK launched a solid-propellant short-range Submarine Launched Ballistic
Missile whose design is smaller than the SLBM Pukguksong missile series and appears to be based on
that the SRBM KN-23 and KN-24 as well as its flight characteristics with pull-up manoeuvre (See figure
20-2-1 at annex 20-2). Called by the DPRK “the new SLBM” it would have been launched from a Go-
rae/Sinpo-B-class experimental ballistic missile submarine called “8.24 Yongung” according to KCNA
and two Member States (see figure 23-1). The missile was fired from a submarine (or from a submersible
test stand barge, see figure 23-2) temporary located off the coast of Sinpo south shipyard (Hamgyong
province), traveling eastwards for about 600 km with an apogee between 50 and 60 km and impacting
waters after “a pull-up manoeuvre” detected during the flight.

!5 Yu Jin, department director of the Central Committee, guided the test-launch along
with Kim Jong Sik (KPi.066)%, vice department director of the Department of
Munitions Industry (KPe.028) and leading officials of the Academy of Defence
Science (KPe.021) (KCNA).
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Figure 23-1: Possible use of a Gorae/Sinpo-B-class experimental BM submarine (the “August 24 Hero
Warship”) as a submersible launch platform'®

Possible on 19 Oct 2021 19 Oct 2021

19 Oct 2021

19 Oct 2021 19 Oct 2021

yssible on 19 Oct 2021

The launch
platform: possible
a Gorae/Sinpo-B-
class experimental
ballistic missile
submarine (newly
named “August 24
Hero Warship”™ by
the DPRK.

The missile
hatch above the
submarine’s sail
was still open
when the
submarine
surfaced.

Source: KCTV, 20 October 2021, Full Broadcast annotated by the Panel.

16 The period from 2013 to 2014 was marked by the development of the experimental
Gorae-class submarine launch platform (aka Sinpo-B, see S/2020/151, para. 196,
S/2017/150, para. 40 and S/2016/157, paras. 41 to 44).
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Figure 23-2: Focus on the movements of the submersible test stand barge and of one of the support ves-
sels located originally in the secure boat basin of the Sinpo south shipyard between 17 and 20 October
2021 (40° 01’ 34" N 128° 09’ 59" E)

2 support vessels: the smaller ° Submersible test
of the two left on 18 Oct. ;N stand barge has
- : 3 moved from 17
to 20 Oct. UTC

17 Ocr. 2021 UTC

18 Oct. 2021 UTC Gorae Sinpo-B-class -?- unidentified activity of small
- experimental ballistic - vessels and abarge
p missile submanine callef )

“§ 24 Yongung” (sail J/
shadow vizsible hidden
under the canopy)

20 Ocr. 2021 UTC

Source: Planet Labs Inc. 17 October 2021, UTC 05 11 - 03 06- 01 46 - Planet Labs Inc., 18 October 2021, UTC 05 18 - 03
30- 01 52 - Planet Labs Inc. 20 October 2021, UTC 04 53 - 01 53.
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Annex 24: 5 January and 11 January 2022 (local time): two possibly similar new ballistic missiles
that, according to the DPRK, deliver “the hypersonic gliding warhead”. Launched in an easterly
direction from Toyang in the area of Jonchon.

On 5 January and 11 January 2022, the DPRK launched two ballistic missiles (possibly the same type)
whose main body and exhaust plume appeared to be from a liquid propellant booster that resembled, but
was shorter than, the single-stage IRBM Hwasong-12 (see figure 24-1 and figure 24-2). The DPRK used
the description “hypersonic glide vehicle” in connection with the missiles. Their possible manoeuvrable
re-entry vehicle (MaRV) resembled the KN-23, KN-24 and the new SLBM ballistic missiles (see above).

The missile launched on 5 January was fired from the Mupuong-ri area, (Jagang province), travelling
eastwards for about 500 km with an apogee 50 km'” and impacting waters off the east coast.

The missile launched on 11 January was fired from the same area and impacted off the east coast, but,
according to a Member State, flew more than 700 km with an apogee of 60 km and reached up to a
maximum speed of Mach 10 (12 240km/h)'®. There was an “improvement" compared with the missile
tested on 5 January 2022, which the DPRK claimed to have been a hypersonic missile.

Kim Jong Un officially attended the missile test on 11 January with Jo Yong Won, member of the Pre-
sidium of the Political Bureau (KCNA 12 January 2022).

7 The DPRK claimed to have launched a “hypersonic missile” with a “re-entry
vehicle” which “flew 700 km with a lateral movement of 120 km”.

¥ The DPRK claimed to have launched a “hypersonic missile” with a “re-entry
vehicle”. “The test fire was aimed at making a final confirmation of the overall
specifications of the developed hypersonic weapon system. The hypersonic missile
was launched into the sky. The hypersonic gliding warhead was separated from the
launched missile, made a gliding re-leap from the point of 600 kilometres and 240-
kilometre acute circular flight from the initial launch azimuth to the pinpoint to hit
the target in the waters 1,000 kilometres away. The final test fire more clearly
proved the superb manoeuvrability of the hypersonic gliding warhead ” from KCNA
Voice of Korea article “General Secretary Kim Jong Un watches test fire of
hypersonic missile”, 12 January 2022, available at
https://kecnawatch.org/newstream/1641945680-505763594/general-secretary-kim-
jong-un-watches-test-fire-of-hypersonic-missile/?t=1649732870380 (emphasis
Panel’s).

22-01569

154/433


https://kcnawatch.org/newstream/1641945680-505763594/general-secretary-kim-jong-un-watches-test-fire-of-hypersonic-missile/?t=1649732870380
https://kcnawatch.org/newstream/1641945680-505763594/general-secretary-kim-jong-un-watches-test-fire-of-hypersonic-missile/?t=1649732870380

S/2022/132

Figure 24-1: Launch test of a new MRBM and its possible MaRV on 5 January 2022

28 Sep 2021

The re-entry vehicle is
different from the Hwasong-
8. Its shape resembles the e
profile of the new SRBM
SLBM profiles

- Liquid
propeliant
booster
equipped with
one central
engine ~ 4
vernier
engines
probably
adapted from

Hwasong-12

| The TEL
resembles
the TEL of
Hwasone.8
-~ o,

Re-eatrv vehicles

TEL of Hwasong-8

Q |

”,
-~
»

Source: KCTV, 12 October 2021, and KCNA, 6 January 2022'°

19 KCNA at https://www.nknews.org/pro/wp-content/uploads/kcna-
watch/kena_kp_en/images/MM00289748.jpg?t=1649371935222 and
KCTV, 12 October 2021, 8pm, video on the "Self-Defence 2021" arms exhibition at “Three revolution
Exhibition” (39° 04' 49" N 125° 45' 23" E), available at https://kcnawatch.org/kctv-
archive/61658f2826e3a/ and _https://kcnawatch.org/?t=1649723100702
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Figure 24-2: Launch test of a new SRBM/MRBM and its possible MaRV on 11 January 2022
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Annex 25: Activity at the Sinpo south shipyard since August 2021

Sustained activity was detected in the secure boat basin between August and December 2021, which was likely
to be related to the preparation of the launch test of the new SLBM before 19 October 2021 and the associated
technical improvements as well the maintenance or reparation operation during December (see figures 25-1 and
25-2). According to the analysis of satellite imagery by two thinktanks? the GORAE/SINPO-class ballistic mis-
sile submarine (SSB) was observed on the 13 December 2021 in the dry dock located at 40° 01" 53” N 128° 12’
35" E, probably for repairs or improvements of the vessel.

20 See “Sinpo South Shipyard: The SINPO-Class Ballistic Missile Submarine Returns to Secure
Basin After Hull Maintenance” from the Stimson center 38 North publication, 5 January 2022
available at https://www.38north.org/2022/01/sinpho-south-shipyard-the-sinpo-class-ballistic-
missile-submarine-returns-to-secure-basin-after-hull-maintenance/

And see “Sinpo-class Submarine Damaged During October 19 Test Launch” from CSIS Beyond
the Parallel, 7 January 2022, available at https://beyondparallel.csis.org/sinpo-class-submarine-
damaged-during-october-19-test-launch/
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Figure 25-1: Activity in secure boat basin around the submarine berth from August to

December 2021
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Source: Planet Labs Inc. 12 October 2021, 22 29 UTC; 15 October 2021, 04 41 UTC; 18 October 2021, 02 16 UTC;
20 October 2021, 01 26 UTC; 27 October 2021, 23 33 UTC; 28 October 2021, 23 07 UTC; 29 October 2021, 22

43 UTC; Google Earth, 31 August 2021.
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Figure 25-2: Various details of activity and presence of the submarine and submersible barge
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Source: Planet Labs Inc. 12 November 2021, UTC 23 42; 25 November 2021, 05 26 UTC; 3 December 2021, 02 00 UTC;
8 December 2021, 02 10 UTC; 25 December 2021, 23 59 UTC; 27 December 2021, 23 50 UTC.
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Infrastructure activity at the Sinpo south shipyard since August 2021

At the Sinpo south shipyard, construction and maintenance of infrastructure continued, but slowly throughout
2021. In July, a dredging barge (40° 01’ 19" N 128° 09’ 52" E) was observed in front of the new construction
hall, in line with the slipway. The dredger probably excavated this area to facilitate the eventual berthing of a dry
dock, potentially to be used to transport the new submarine when it leaves the construction hall. (see figure 25-
3)% The pier renovation (40° 00’ 32" N 128° 08’ 50" E) and housing construction (40° 00’ 38" N 128° 09’ 22" E)
at the south continued but construction of the semi-buried shelter (40° 00" 41” N 128° 08’ 53" E) has not yet
resumed (see figure 25-4). The new buildings (40° 01’ 08” N 128° 09’ 26" E) in the area of the static test stand
appear to be finalized.

21 See the report “Sinpo South Shipyard Update”, the Center for Strategic and
International Studies-Beyond Parallel (CSIS), 8 September 2021. Available at
https://beyondparallel.csis.org/sinpo-south-shipyard-update/
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Figure 25-3: A dredger barge was observed (40° 01" 18" N 128° 09’ 53" E) in front and alongside the
south side of the new construction hall’s slipway from 17 July to 23 July 2021

possible new submarine
training centre see
$/2020/151 annex 61-5

Secure boat basin, see
$/2021/211 annex 15-2

Static test stand

construction of New construction hall, see

new bulldings, $/2021/777 annex 19-2
see $/2021/777

annex 24

Construction of the buildings -
warehouses- barracks seems to
be almost finished, see
$/2021/777 annex 23

8 Dec. 2021

17 Jul. 2021 Dredger barge 20 Jul. 2021 23 Jul. 2021

Source: Planet Labs Inc., 17 July 2021, 08 51 57 UTC; 20 July 2021, 02 04 UTC; 23 July 2021, 06 28 UTC; 8 December
2021, 02 10 UTC.
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Figure 25-4: The construction or renovation of the pier (40° 00’ 32" N 128° 08' 50" E) located
in front of the buried submarine shelter (40° 00* 41" N 128° 08’ 53" E) and the finalization of

the housing at the cape (40° 00’ 38" N 128° 09' 22" E)

Lo¥

The breakwater dock is still
being renovated since August
2021, see S/2021/777 annex 23

The construction of the semi buried
submarine-shelter has not yet been
resumed, see $/2021/777 annex 23

T

Y The construction of the buildings seems ‘}a
'_»‘:’» " almost completed, see 5/2021/777 annex 23 — %/ y

.

8 Dec. 2021

11 Sep. 2021

Source: Planet Labs Inc., 11 September 2021, 23 33 UTC, 8 December 2021, 02 10 UTC.

22-01569

162/433



S/2022/132

Annex 26: Activity at the Nampo naval shipyard since August 2021 regarding the submersible
test stand barge maintenance

In Nampo naval shipyard, the submersible missile test stand barge, which is mounted on a temporary static
trolley on rails was still under maintenance or improvement in September 2021 (S/2021/777, annex 19, and
S/2021/211, para. 23, annex 15). The satellite imagery (38° 43’ 08” N 125° 23’ 28" E) showed very well the
possible missile launch tune in the center of the submersible platform, covered by its closed hatch (see figure
26-1).

Figure 26-1: Submersible missile test stand barge in Nampo was still under repair or improvement in
September 2021
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barge, see 5/2021/777 annex 19 » a Y ‘o. \'7,.—
2 s —
3

For its
maintenance the
barge is fixedon a
mobile structure
on ralls

structures used

- during the
Possible missile { : -4 submersion

5 May 2021 launch tube AL o process

Source: Planet Labs Inc., 29 September 2021, 05 23 UTC; Google Earth, 5 May, 5 June, 12 June and 20 July 2021.

163/433 22-01569



S/2022/132

Annex 27: Developments at Kusong tank factory (No. 95 Factory) and at No. 112 Factory
(see S/2021/777, annex 21)

The overall modernization of the infrastructure of the Kusong tank factory (No. 95 Factory, 40° 03’ 16” N 125°
13" 16" E) in charge of ballistic missile TEL production has stalled in the second half of 2021, with little changes
observed by satellite imagery (see figure 27-1). This is also true of the new building under construction near No.
112 Factory since 2020, where an IRBM Hwasong-12 was launched on 14 May 2017 (see figure 27-2).
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Figure 27-1: The “Kusong tank factory” renovation slowdown in the second half of 2021
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Figure 27-2: Construction of a large building in the Factory No. 112 area has continued slowly, but a
new structure has been added to its eastern side since September.
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Annex 28: Procurement of Illicit and WMD related Commodities through O Yong Ho’s
Procurement Activities

28-1. According to a Member State, from 2016 to 2020, O Yong Ho 2 attempted to purchase aramid
fibre (Kevlar)®, equipment including winders 2* used to produce aramid fibre, as well as a Russian
version of a spinning nozzle.? For these transactions, O Yong Ho used the cover terms “clothing equip-
ment” and “textile machines”. To strengthen DPRK’s domestic production of aramid fibres, O Yong
Ho also sought four specific chemicals.?®

Despite the disruption of such purchase attempts by the Russian Federation in 2016, O Yong Ho*’
succeeded in purchasing 300kgs of Ruslan VM-600 Kevlar fibre in October that year. In late 2016, he
notified Moscow based Parsek LLC’s?® Director of Development, Mr. Roman Anatolyevich Alar, 2% 3°
3132 of his intent to purchase 500kg of Kevlar thread and awaited notification of funding to finalise the
purchase. He was also in contact with the currently dissolved company PTKT Kayur LLC*3which may
have been involved in facilitating the transactions. He continued to attempt to procure Ruslan aramid

22 Date of birth: 25 December 1961, Diplomatic Passport no. 108410041 (issued 13 October 2018, expires
13 October 2023).

2 In 2020, O Yong Ho purchased 100kg of Aramid fibre.

24 The purchase of winders, fibres and materials continued into May/June 2019. O Yong Ho was actively
moving these transactions on 7 and 20 June 2019.

¥ Spinning nozzle containing 200-300 holes sized between 0.08-0.1mm, made from a platinum palladium
alloy to prevent corrosion.

26 Polyorganohydride silozane, designator BS94SILRES, (to produce high-strength high-modulus aramid
fibres) (1 kg); Polyhydrogen methyl silozane, designator 136-41, (1 kg); polyethylhydride silozane (1
kg); Silicon resin, designator 139-297, (relates to a paint having anticorrosive and fire-resistant
properties) (1 kg); a secondary impregnation liquid EDT-10 (2 kg).

27 On 12 January 2022, the U.S. Department of the Treasury’s Office of Foreign Assets Control (OFAC)
designated five Democratic People’s Republic of Korea (DPRK) individuals responsible for procuring
goods for the DPRK’s weapons of mass destruction (WMD) and ballistic missile-related available at
https://home.treasury.gov/news/press-releases/jy0555

2 Source: Parsek LLC, a Moscow based company, INN 7714789249 available at https://spark-
interfax.ru/system/home/card#/company/E1BOCBC619A249959CD23CC9EE2AC612/101)

» LLC Parsek and its Director of Development Mr. Alar (Poman AnatonseBud Anaps) have yet to respond
to the Panel’s request for information on these transactions.

30 Source: INN 370400863660 available at https://spark-interfax.ru/system/home/card#/physicalperson/inn-
370400863660/1

31 In a related action, the Department of State designated DPRK national O Yong Ho, Russian national
Roman Anatolyevich Alar, and Russian entity Parsek LLC pursuant to E.O. 13382 for having engaged in
activities or transactions that have materially contributed to the proliferation of weapons of mass
destruction or their means of delivery by DPRK, see, the U.S. Department of the Treasury’s Office of
Foreign Assets Control (OFAC) designated on 12 January 2022, five Democratic People’s Republic of
Korea (DPRK) individuals responsible for procuring goods for the DPRK’s weapons of mass destruction
(WMD) and ballistic missile-related available at https://home.treasury.gov/news/press-releases/jy0555

32 Consecutive Russian MOFA’s statement: “In a comment on this case the official representative of the
Russian Foreign Ministry M.V.Zakharova denied accusations of "key role" of Russian citizen R.A. Alar
and the Parsek company in the supply of components and technologies for "the entire DPRK missile
program” and noted that Russia * is consistently committed to all its non-proliferation obligations both
through the UN Security Council and within the framework of international and multilateral instruments
to which it is a party.”, available at https://www.mid.ru/ru/foreign_policy/news/1794453/

33 PTKT Kayur LLC: INN 7726299256. According to the reply of Russian authorities, based on the
Unified State Register of Legal Entities, PTKT Kayur LLC was dissolved on 29 July 2021.
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fibre from the same company in 2019 and 2020. In 2020, O Yong Ho purchased 100kg of Aramid fibre
from Parsek LLC and was expected to place a much larger order in the middle of the same year.

In response to the Panel’s enquiries concerning Parsek LLC, the Russian Federation stated that “Parsek
LLC supplies and provides after-sales service for equipment used in cable, power supply and control
systems diagnostics and also sells related expendable materials and accessory parts. According to in-
formation received from company representatives, they had indeed been approached in 2018 by em-
ployees of the North Korean company Ponghwa with a request to arrange the supply of a lathe, con-
densers, bearings of various design, as well as Russian-made aramid fibre, but this request was rejected
in view of the Security Council sanctions in place”.

28-2. In 2018, O Yong Ho allegedly approached at least one other company in Russia to procure stain-
less steel. According to the Member State, between 2016 and 2018, he attempted to buy steel used in
the production of liquid propellant ballistic missiles and purchased nine tonnes in March 2018 34 from
another Russian company to be delivered to the DPRK. He compiled an advanced payment return con-
firmation including the following details about the purchase:

e Contract item was stainless steel 12X18H10T-6 (Russian-origin).

e Delivery period for an arrival in Moscow was within 10 days of contract conclusion, and arrival
of a container at Tumangang Railway Station on the Russian/DPRK border was within 30 days
of contract acceptance.

e Document was dated 27 February, signed by a representative of the Korean Natural Resources
Development Investment Corporation (KPe.010)**> named O Yong Son.

28-3. Information provided by the Member State stated that between early July 2016 to late October
2016 O Yong Ho made progress in purchasing 3000 tonnes of the specific steel used in the manufacture
of the hull of DPRK ballistic missile submarines.®® He brought a delegation of DPRK officials to Russia
in late 2016 to inspect the steel.

28-4. In addition, the Member State provided information that from 2016 to 2020, O Yong Ho attempted
to purchase bearings for use by the DPRK’s Rocket Industry department. In mid-March 2016, he re-
ceived a commercial proposal from Parsek LLC, which was prepared by Roman Anatolyevich Alar and
signed by the company’s General Director Artem Mikhaylovich Kalinkin.®” The proposal was on the

34 He purchased 9 tonnes of 12X18H10T-6 stainless steel, (the Austenite, Russia GOCT standard
stainless steel and heat resistant steel).

35 KPe.010 Name: GREEN PINE ASSOCIATED CORPORATION
Ak.a.: a) CHO'NGSONG UNITED TRADING COMPANY b) CHONGSONG YONHAP c)
CH'O'NGSONG YO'NHAP d) CHOSUN CHAWO'N KAEBAL T'UJA HOESA ¢) JINDALLAE f)
KU'MHAERYONG COMPANY LTD. g) NATURAL RESOURCES DEVELOPMENT AND
INVESTMENT CORPORATION h) SAEINGP'IL COMPANY i) National Resources
Development and Investment Corporation j) Saeng Pil Trading Corporation, available at
https://www.un.org/securitycouncil/sanctions/1718/materials

36 Steel HY'130, F500W, D40S, E40S used for shipbuilding as well as 08KH15N5D2T. Cost was
223,000 Roubles ($3,496) per tonne, which was more than USD10M worth of steel.

37 Aptém Muxaitnosnu Kanmakma
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supply of aviation oil and several models of ball bearings with applications to MTCR Category 1 and
2, ballistic missile guidance, navigation and control systems.®® DPRK has previously procured several
of these models on behalf of Syria’s Scientific Studies and Research Center (SSRC), a known entity
carrying out WMD and ballistic missile work (about aramid see above Sec.XX1). In late January 2020,
O Yong Ho provided a price quote for 7 types of bearings.>® DPRK has previously procured several of
these models on behalf of SSRC. Parsek LLC and its executives have yet to respond to the Panel’s
request for information on these transactions.

The Russian Federation also noted in its reply, that “the Russian Federal Service for Technical and
Export Control did not issue permits to Parsek LLC for the export (transfer to foreign persons) of ma-
terials, such as kevlar or aramid fiber or steel of various grades, or bearings or technical data or other
products” (see annex 29).

28-5. According to the Member State’s information, O Yong Ho was interested in instructions and
technical expertise on solid propellant production. In June 2018, he received from Roman Anatolyevich
Alar a hand-written and typed copy of a letter containing instructions for using OSF brand catalyst in
solid rocket fuel mixtures:

1. Use a5 tonnes rocket charge;

2. Pour with the mixture powder;

3. Use ammonium perchlorate as an oxidiser;
4

Use a specific impulse of the rocket engine of 250 seconds, noting the specific impulse does not
increase with the use of this OSF brand catalyst.*°

In the same vein, on 28 December 2019, O Yong Ho received Kompas CAD drawings of a Russian
TRDD-50 cruise missile from a missile/rocket scientist (allegedly deceased), who was located in the
Russian Federation.

28-6. In October 2017, O Yong Ho sought hot and cold isostatic presses.*! Isostatic presses are used in
making nose tips for Re-entry Vehicles and nozzle inserts for rocket motors.

38 Parsek LLC’s proposal included more than 500 units of the following bearings, 24-45YU4T
(Deep groove ball bearing); 4-2000083; 4-6023 or 4-6023E (Deep groove ball bearings. Magneto
type bearings. Complete); 5-26; 5-6025 (Angular Contact Ball Bearings dimensions); 5-640065;
5-6WI9YUT; Aviation oil OKB-122-3 (Lubricants for Mi-17, NYCOLUBE 123 Gde. 3 132-19
OKB 122-3 TU 6-02-897 lend of a petroleum base stock and a polysiloxane, for the lubrication of
aviation turbines, Compressors and gyro instruments. Information available at https://www.nyco -
group.com/site/content/uploads/MI-17%20product®20list-NYCO.pdf)

391000 units of bearings such as A-26; 4-6023 (Type: Deep groove ball bearings. Magneto type
bearings. Complete); 4-6025; 5-60096; 5-640065; 5-640095; RA 5160 (Removable angular ball
bearings, open).

40 The OSF catalyst allows for uniform burning and prevents the development of vibration or
pulsing burning which leads to detonation in a short period of time.

41 Its specifications a cold isostatic press, maximum operating pressure of 300 MPA, an effective
workspace for the high-pressure vessel of 630 x 1200mm; a hot isostatic press, maximum
operating pressure of 150 MPA, a maximum operating temperature of 1500 (pres deg), and an
effective workspace for the high-pressure vessel of 630 x 1200mm. Some of these systems have
applications to MTCR 2.B.2, MTCR 6.B.3. Category.
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Figure 28-1: O Yong Ho’s procurement activities
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Annex 29: Reply of the Russian Federation, dated 5 October 2021

B cBasu ¢ 3anpocom rpynmnsl 3kcniepToB canknuonHoro Komurera Cb 1718 no
KHJ/IP OC.256 coobmaem, uto O En Xo (O Yong Ho) sBasercs coTpyaHHKOM
anmnapara TOproBoro coBeTHHKa nocoibctsa KH/IP B MockBe, KypHpyronmm 3aKyrnku
B Hamleil cTpaHe NPOAYKUHH TIpakJaHCKOTO HA3HAYCHHA M TOBapOB HApOIHOTO
notpebnaenua. Mudopmammeii o ero npHYacTHOCTH K HE3aKOHHBIM OMNCPALHAM
POCCHIICKHE KOMIIETCHTHBIC OpraHbl HE pacnojaraior.

JlanHble O BHEINHETOPrOBLIX KOHTPAKTAX, 3aK/IIOUCHHBIX JIHLIAMH, YKa3aHHLIMH
B 3ampoce, a TakkKe cBejAcHHs o BeiBoze M3 Poccun B Ceepuyio Kopeio
NCPCYHCICHHLIX TaM TOBApoOB, MOANAAIONIMX MOA JCHCTBHE MEKIyHAPOIHLIX
CAHKIIHOHHBIX ~ OTpaHHYCHHI, B HH(OPMALHOHHBIX pecypcax  POCCHHCKHX
TaMOKCHHBIX OPraHoB OTCYTCTBYIOT.

000 «llapcek» ocyllecTBISCT TMOCTAaBKH M TapaHTHiiHOe 00CIyKHBaHHE
obopyaoBaHHs 18 AHArHOCTHKH KaOeNbHBIX THHHH, HCTOYHHKOB 3JICKTPONHTAHHA H
CHCTEM YIIPaB/ICHHS, a TAKKE pean3yeT pacXo/HbIC MaTCpHalbl H KOMILUICKTYIOIINE K
M. Ilo nndopmanuu, nonydeHHolH oT nNpeAcTaBUTENCH JaHHOH OpraHu3alii, K HHM
B 2018 r. pmeiicTBHTENBEHO OOpallalNCh COTPYAHHKH CEBCPOKOpPEHCKOH KOMMaHHH
«IlonxBa» ¢ mpocnboii 00 opraHM3alMH MOCTaBKH TOKapHO-(ppe3epHOro CTaHKa,
KOH/ICHCATOPOB, MOJIIIHITHHKOB Pa3IMyHONH MOAH(HKAILIHH, a TAK)KE apaMHIHON HHTH
POCCHIICKOr0o MPOHU3BOJCTBA, OJHAKO B CBA3H C JICHCTBYIOIIHM CaHKIHOHHBIM
pexumoM Cb OOH nannas npocnba Obl1a OTKIOHEHA.

OCTIK Poccun He BeiaaBana OO0 «llapcek» paspeniHTeIbHBIX JOKYMEHTOB
JUls  OCYIICCTBICHHMS OKCMopTa (Mepejauyd HHOCTPAHHBIM JIMIAM) MaTCpPHAIOB
(keBIapoOBOE HWIIH apaMH/IHOE BOJIOKHO, CTallb PasIMYHBIX MApoK), MOAIHITHHKOB WIH
TEXHHYECKHX JIAHHBIX THOO HHOH MPOIYKIIHH.

ITo naHHBIM eaMHOrO rocyIapcTBCHHOIO peecTpa lopHAHYeckHX mHL, OO0
«IIpoekTHO-TeXHOMOrHYECKHI KOHCYILTaTUBHBIH HeHTp «Katop» muKkBHHpoBaHo 29

utons 2021 r.
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Translated from Russian

In connection with the request contained in letter OC.256 from the Panel of Experts on the
Democratic People’s Republic of Korea of the Security Council Committee established pursuant to
resolution 1718 (2006), we should like to inform you that Mr. O Yong Ho is an emplovee of the office
of the Commercial Counsellor of the Embassy of the Democratic People’s Republic of Korea in
Moscow in charge of procurement of civilian production-related and consumer goods in our country.

The Russian authorities have no information about his involvement in illegal operations.

The Russian customs authorities have no information regarding foreign trade contracts
concluded by the persons named in the letter or the export from Russia to North Korea of goods subject

to international sanctions listed in the letter.

Parsek LLC supplies and provides after-sales service for equipment used in cable, power
supply and control systems diagnostics and also sells related expendable materials and accessory parts.
According to information received from company representatives, they had indeed been approached
in 2018 by employees of the North Korean company Ponhwa with a request to arrange the supply of
a lathe, condensers, bearings of various design, as well as Russian-made aramid fibre, but this request

was rejected in view of the Security Council sanctions in place.

The Russian Federal Service for Technical and Export Control did not issue permits to
Parsek LLC for the export (transfer to foreign persons) of materials, such as kevlar or aramid fiber or

steel of various grades, or bearings or technical data or other products.

According to the Unified State Register of Legal Entities, PTKT Kayur LLC was dissolved on
29 July 2021.

Source: The Panel.
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Annex 30: DPRK procurement activities (Kim Jong Dok and Rim Ryong Nam)

30-1 Kim Jong Dok

The Panel has reported that Korea Machinery General Trading (KMGT), represented by Kim Jong Dok,
regularly placed orders of sensitive industrial materials, including 1Cr18Ni9Ti stainless steel,> which
is known to be used for aeronautical purposes as well as for the fabrication of liquid-propelled ballistic
missile engines.*

According to a Member State, Kim Jong Dok’s placed orders (at least four times since January 2021)
with Dandong-based Dandong Jongsan Trading (aka Dandong Dingshan Trading)* for not only
1Cr18Ni9Ti stainless steel but also valves, pumps and ball bearings. Kim’s main contact from Dandong
Jongsan Trading was Jon Gon Hua (aka Tian Jinhua).*® Kim informed Jon Gon Hua that he particularly
turned to several Chinese companies to place his orders, including Zibo Stirling Mechanical Equipment
Co. Ltd.*® and Shandong Jinjian Heavy Mining Equipment Co. Ltd.*" (see figure 30-1 for Kim’s Pro-
curement Activities)

The procured items, including stainless steel, are prohibited from being supplied to the DPRK by para-
graph 7 of resolution 2397 (2017). In addition, pursuant to paragraphs 8 and 27 of resolution 2270
(2016), any item that could contribute to development of the operational capabilities of the DPRK’s
armed forces, or to the DPRK’s weapons of mass destruction programs, is prohibited from being ex-
ported to the DPRK.

The Panel has yet to receive replies to its enquiries from these companies.

42.§8/2021/777, para. 22 and annex 27.

4 Joint advisory issued by US Government detailing DPRK’s efforts to procure sensitive material
and technology mention that steel alloys containing titanium are likely imports for DPRK’s
ballistic missile programmes, and explicitly lists 1Cr18Ni9Ti as one such alloy. See
https://home.treasury.gov/system/files/126/20200901 nk ballistic_missile advisory.pdf

“ RERBLUBESERAF

4 Jon Gon Hua is likely a DPRK national and Dandong Jongsan a front company of the KMGT to
acquire sensitive material in China. He is said to be one of the directors of the company with LI
Faming.

“ IEHTSEMALIIREZ AR A 5], a company in Zibo established in 2014 which specializes in
manufacturing vacuum pumps and mechanic equipment.

RSB ERH ILIRFZ A AT, a company in Zhaoyuan established in 2013 which focuses in
selling mining equipment.
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Figure 30-1: Kim Jong Dok’s (attempted) procurement activities
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30-2 Rim Ryong Nam

Multiple Member States provided information to the Panel that a Shenyang-based individual, Rim
Ryong Nam,*® 49 has been acting as a procurement representative for DPRK’s Munitions Industry De-
partment.®® According to the information, in early 2018, Rim sought to purchase aluminum powder and
other commodities, including those known to be used in solid propellant manufacture : trismethylazirid-
nyl phosphine oxide (MAPO),%! industrial-use argon, electrolytic copper, metallic chrome, acetone, and
steel plates.® In addition, in 2019 and 2020, Rim purchased and successfully shipped many tons of
aluminum powder on multiple occasions to the DPRK, destined for the Ministry of Rocket Industry
(aka Rocket Industry Department) as end user.>

According to a Member State, some of the aluminum powder and other missile-applicable chemicals were
reported to have been supplied by Shandong Zhanggiu Metallic Pigment Co., Ltd.>* In effecting this
procurement, Rim worked directly with Zheng Xin (aka Cho’ng Sin, Jong Sin(¥8%%)), the legal repre-

sentative of Shenyang Jingchengjin Import & Export Co., Ltd. (see figure 30-2 for Rim’s procurement
activities).

Such export of aluminum powder to the DPRK may constitute a violation of various resolutions includ-
ing: paragraph 8 of resolution 1718 (2006); paragraphs 9 and 10 of resolution 1874 (2009); paragraph
9 of resolution 2087 (2013); paragraphs 7, 14, 15, 16 of resolution 2270 (2016); and paragraph 7 of
resolution 2397 (2017).

China replied “China has conducted careful investigation based on the information provided by the
Panel. We did not find any transactions of aluminum powder by RIM Ryong Nam within China. Nor
did we find any information of the company registered under this person’s name. RIM currently is not
within the territory of China”. No replies have yet been received from the companies.

48 Rim is a DPRK national and his DoB is December 5, 1978. Acquired information also suggests

that he is directly involved with a company called China Yantai Panocean Shipping Agency Co.

Ltd (EEZEMSZREFRAT).

In 2019, Rim Ryong Nam was also directly involved in an effort to purchase tractors, operating as

a middleman for payments. These payments also involved the accounts of the well-known

Russia-based Korea Ungum Corporation, a DPRK Foreign Trade Bank front company (see

S/2021/211 para. 141 ; S/2020/151 para 173 ; S/2019/691 para 56).

30 Munitions Industry Department (MID) has been designated (KPe.028) by the Security Council
(resolution 2270 (2016)) for its involvement in key aspects of the DPRK's missile program.

31°8/2020/840, annex 6-3 (MAPO is a bonding agent used for propellant of solid fuel missiles).

32 Missile Technology Control Regime (MTCR) controls both aluminum powder (item 4.C.2.c of the

MTCR Annex) and MAPO (item 4.C.6.a

Ministry of Rocket Industry (aka Rocket Industry Department) is a subordinate organization to

the MID (KPe.028).

¥ EEMERHRNARATEN

49

53
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Figure 30-2: Rim Ryong Nam’s procurement activities
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Annex 31: Report to the 1718 Committee by S0 Member States on the DPRK’s breach of the re-
fined petroleum cap in Security Council resolution 2397 (2017)

REPORT TO THE UN 1718 COMMITTEE:
THE DPRK’S BREACH OF THE UNSCR 2397 REFINED PETROLEUM CAP

The Republic of Albania, Australia, Austria, Belgium, the Republic of Bulgaria, Canada, Chile,
Costa Rica, the Republic of Croatia, the Republic of Cyprus, the Czech Republic, Denmark, the
Dominican Republic, Estonia, Finland, France, Georgia, the Federal Republic of Germany,
Greece, Honduras, Hungary, Iceland, Ireland, Israel, Italy, Japan, the Hashemite Kingdom of
Jordan, the Republic of Latvia, Liechtenstein, Lithuania, Luxembourg, the Republic of Malta, the
Federated States of Micronesia, Moldova, Montenegro, the Kingdom of the Netherlands, New
Zealand, Norway, the Republic of Palau, Peru, the Republic of Poland, Portugal, the State of
Qatar, the Slovak Republic, the Republic of Slovenia, Spain, the Republic of Turkey, Ukraine,
the United Kingdom, and the United States, remain gravely concerned regarding large-scale
evasion of restrictions the UN Security Council has imposed on the Democratic Republic of
Korea’s (DPREK) import of refined petroleum products. UN Security Council resolution
(UNSCR) 2397 operative paragraph (OP) 5 restricts the DPREK to importing no more than
500,000 barrels of refined petroleum products per year. Any Member State supplyving, selling, or
transferring refined petroleum products to the DPREK 1s required to submit reports to the UN
1718 Committee informing it of the transfers every 30 days in order to allow the Committee to
maintain an accounting of the DPRK s imports.

Moreover, UNSCR 2375 OP 11 prohibits UN Member States from engaging in ship-to-ship
(STS) transfers with any DPRE-flagged vessel of any goods or items that are being supplied,
sold, or transferred to or from the DPEK. Nevertheless, DPREK-flagged vessels continue to
conduct STS transfers on a regular basis as the DPREK s primary means of importing refined
petroleum. The information in this report demonstrates that the DPRE has exceeded the UNSCR
2397 annual 300,000 barrel cap for 2021,

This submission further affirms previous submissions from 2018, 2019, and 2020 (see
S/ACA92018/MNOTE.213 and S/AC.49/2019/NOTE.134) and Panel of Experts reporting (see
maritime section of S/2018/171, §/2019/171, S/2019/691, 5/2020/151, S/2020/840, 5/2021/211,
and S/2021/777) that exhaustively demonstrated and detailed the illicit practices employed by the
DPEK to circumvent UNSCR-mandated restrictions on its ability to import refined petroleum
products. As a result, this report will not seek to repeat in detail the specific information the
DPEK s evasive practices previously outlined in previous formal submissions to the UN 1718
Committee. These practices continue unabated, but the DPRE utilizes an ever-evolving fleet of
vessels under 1ts flag or its direct control to perpetrate pervasive and ongoing sanctions evasion.

This report demonstrates that the DPRK continues to conduct UN-prohibited STS transfers and
imports of refined petroleum that are not reported to the 1718 Committee as required, and again
this year has exceeded the UNSCR 2397 OP 5 refined petroleum products cap of 500,000 barrels
per annum. This report supplies images and import volume data for vessels that continue to make
deliveries of refined petroleum into DPREK ports and in the DPRE s territorial sea, without these
deliveries being reported to the UN 1718 Committee. STS transfers of any cargo are explicitly
prohibited by UNSCR 23735, so the relevant Member States involved in supplying refined
petroleum products to DPREK tankers fail to report these volumes to avoid self-incrimination. As
a result, the UN 1718 Commuittee’s official accounting of the DPRE s imports vastly
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underrepresents the volume of refined petroleum products that actually enter the DPREK. The
overarching purpose of UNSCR 2397°s provision limiting the DPRK s ability to import refined
petroleum products is to limit the DPRK s ability to develop weapons of mass destruction
(WMD) and ballistic missiles, which are a threat to international peace and security and are
prohibited by numerous UNSCRs. The restriction on the DPRK’s refined petroleum products
imports 15 critical to ensuring that the DPREK chooses to halt these prohibited programs and
completely denuclearize. If the DPRK is able to continue evading international sanctions, it will
have little incentive to make such choices. As long as the DPRK continues to import refined
petroleum products in excess of the UN-mandated cap with limited accountability at the UN,
UNSCR 2397 OP 5 will remain ineffectual — which also undermines both the DPRE UNSCRs as
well as the UN 1718 Committee.

We estimate that, this year alone, the DPRK has imported over 525,000 barrels via 18 confirmed
tanker deliveries and 11 laden DPRE -flagged tankers that were waiting outside of DPRK ports to
discharge their cargo as of September 30. As discussed in previous submissions on the DPRK
breaching the import cap in 2018, 2019, and 2020, this report cannot provide an exact figure for
each delivery of refined petroleum products to the DPRK, as that information is not readily
available to any UN Member State other than the DPREK. This report instead calculates how
much petroleum was acquired by the DPRK based on each vessel’s dead weight tonnage. In
2021, all known refined petrolewm transfers to the DPRK utilized DPRE -flagged vessels, a
change from previous years when foreign-flageed delivery vessels directly unloaded petroleum
at DPRK ports. Due to COVID-19 restrictions, oil was acquired by DPREK-flagged ships from
foreign flagged vessels via STS, and those laden DPREK-flagged ships then underwent quarantine
measures outside of the lock-gates near DPRE ports prior to delivering their petroleum cargoes.

We assess that each tanker is at least 90 percent laden due to the risks and costs involved in
conducting illicit STS in order to acquire refined petroleum. Given the relative scarcity of refined
petroleum products in the DPRK as well as the high cost of obtaining illicit petroleum cargoes
via STS, it is highly unlikely that DPREK tankers deployed in search of fuel via STS transfers
would return to DPRK ports with less than 90 percent of its cargo capacity filled. The
expenditure of resources and risks of disruption to the tanker itself during these journeys, as well
as the DPRK 's dependence on imported refined petroleum, would not justify the DPRK tanker in
question returning to port with less than 90 percent of its cargo capacity filled. Therefore, the 90
percent laden capacity volume is employed for this report.

We are providing images of 18 unreported deliveries of refined petroleum products to DPREK
ports, which, when aggregated, represent 323 865 barrels of illicit imports. In addition, we are
providing imagery of 11 DPRK-flagged vessels that were waiting outside of DPRK ports to
discharge their cargo as of September 30, which represents another 202,102 barrels. Combined,
these volumes represent 525,967 barrels of illicit imports - constituting a clear breach of the cap
imposed by UNSCR 2397 OP 5.

Table 1 and 2 below documents each of these transfers and provides an associated volume for
each one.
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TABLE 1: DPRK-FLAGGED VESSELS THAT HAVE DISCHARGED IN 2021

FLAG
SHIP NAME  STATE
AN SAN | DPRK
UN HUNG DPREK

SIN PHYONG 2 DPRK

PO CHON DPRK
SAMJONG2  DPRK
RYE SONG DPFRK
GANG |

YU JONG 2 DPRK
JI SONG 6 DPRK
PAEK MA DPRK
CHIL BO SAN DPRK
SAE BYOL DFRK

KUM JIN GAMNG DPRK
3

SAM JONG 1 DPRK
PU RYONG DPFRK
NAM SANGE DPFRK

KUM JIN GANG DPRK
2

CHON MA SAN DPRK
UN HUNG DPRK

SUBTOTAL

IMO

7303803
9045962
8817007
8848276
7408873

T3R9T04
Bo04917
BRORT40
06697
8711021
B916293

B791667

B405311
B705539
8122347

NONE

Bo60313
9045962

DISCHARGE

DATE
18-Jun, 2021
21-Jun, 2021
29-Jun, 2021
2-Jul, 2021
11-Jul, 2021

17-Jul, 2021
19-Jul, 2021
21-Jul, 2021
25-Jul, 2021
29-Jul, 2021
29-Jul. 2021

8-Aug, 2021

22-Aug, 2021
25-Aug, 2021
3-Sep, 2021

3-Sep, 2021

16-Sep, 2021
21-Sep, 2021

LOCATION

CHONGIIN
NAMPO
HUNGNAM
NAMPO
HUNGNAM

HUNGNAM
HUNGNAM
NAMPO
NAMPO
HUNGNAM
HUNGNAM

NAMPO

HUNGNAM
NAMPO
NAMPO

NAMPO

NAMPO
NAMPO

BARRELS

90% Laden
20,2703
24,8738
14,2088
23,881.5
16,922.3

20,270.3
B 140.5
B.437.5
15,187.5
13,4933
7.762.5

33,6353
11,238.8
19,500.8
21,262.5

15,8423
24,0038
24,8738

323,865.0

TABLE 2: LADEN DPRK-FLAGGED VESSELS CURRENTLY WAITING TO

DISCHARGE

FLAG
SHIPF NAME  STATE IMO
CHONG RYONGDPRK
SAN NONE
AN SAN | DPRK 7303803
KUM JIN GANG DPRK
3 B791667
KUM UN SAMN DPRK B720436
MU BONG | DPRK Bol0461
PU RYONG DPRK B705539

179/433

DISCHARGE

DATE

N/A
N/A

N/A
N/A
N/A
N/A

BARRELS
LOCATION  90% Laden
NAMPO 13,466.3
MNAMPO 20,2703
NAMPO 33,6353
NAMPO 13,972.5
MNAMPO 13,486.5
MNAMPO 19,500.8
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EYE SONG DPREK

GANG T3ROTO4 N/A NAMPO 20,270.3
SONG WON DPRK B613300 N/A NAMPO 14,181.8
YU JONG 2 DPEK Bo04917 MN/A NAMPO B 140.5
YU SON DFRK Be91702 MN/A NAMPO 22,936.5
SIN PHYONG 5 DPRK BE65121 MN/A HUNGNAM 222413
SUBTOTAL 202,101.8
TOTAL DISCHARGED AND AWAITING DISCHARGE 525.966.8

Table 3: North Korea’s 2021 STS Transfer-
Sourced Refined Petroleum Import Volume

ai0.000 0

UNSCR 2397 Quota| J

N Dabeiry Volume #@ O0% Lederf8ll| = Curmula®e 90 Liden| B8]

As Table 3 above demonstrates, the DPRK has clearly surpassed the UNSCR 2397 refined
petroleum products import cap in 2021, As of the submission of this report, the People’s
Republic of China (PRC) has additionally reported 38,334 barrels of refined petroleum transfers
to the UN 1718 Committee for the months of January through August 2021, bringing the

22-01569
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DPREK s overall total of refined petroleum product imports in 2021 to more than 564,301 barrels
as of September 30, 2021.

Given the information provided herein, we request that the 1718 Committee immediately make
an official determination that the aggregate amount of refined petroleum products sold, supplied,
or transferred to the DPRK in 2021 has exceeded the 500,000 barrel annual cap and inform
Member States that they must immediately cease selling, supplying, or transferring refined
petroleum products to the DPRE for the remainder of the year. Similarly, the Panel of Experts is
requested to review this report’s analvsis and underlying information in order to make a
determination in its next report on the volume of refined petroleum product imports to the DPRK
and the associated implications for the implementation of UNSCR 2397"s refined petroleum
product import cap.

APPENDIX 1: DPRK-FLAGGED VESSELS THAT HAVE DISCHARGED IN 2021

3
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APPENDIX 2: LADEN DPRK-FLAGGED VESSELS CURRENTLY WAITING TO
DISCHARGE

M/V AN SAN 1 Laden with Refined

Petroleum Outside Nampo Lockgate
Nampo, North Korea
38:41:14N 125:07:38E
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Annex 32: Responses of China and Russia to report on breach of the cap on refined petroleum
deliveries to DPRK

Communication dated 13 December 2021 from the delegation of China to the 1718 Committee

Any action of the Committee should be taken on the basis of solid evidence and sufficient facts. The report in
this proposal does not provide concrete evidence of DPRK-flagged vessels engaging in ship-to-ship transfer of
refined petroleum products, or an accurate and verifiable amount of refined petroleum products in each delivery.
Its conclusion is only based on assumptions and estimations. It is neither scientific nor prudent to reach such a
conclusion that the annual limit has been exceeded. In addition, estimations of the delivery volume for each
shipment contained in this report do not even match that of the previous reports submitted by relevant Member
States. China needs more time to study this proposal and would like to put it on hold. The Member States that
made this proposal are recommended to provide more factual, accurate and verifiable information for the Com-
mittee’s consideration.

Communication dated 13 December 2021 from the delegation of the Russian Federation to the 1718 Committee

In regard of refined petroleum cap Russia would like to recall the provisions of the Security Council resolution
2397, which stipulates that the Committee notifies all Member States when an aggregate amount of refined pe-
troleum products sold, supplied, or transferred to the DPRK of 75, 90 and 95 per cent of the aggregate yearly
amounts of 500 000 barrels have been reached, and only in the latter case (95 per cent), such notification is
accompanied by an information about the requirement to immediately cease further deliveries of refined petro-
leum products to the DPRK for the remainder of the year. In the absence of the aforementioned notification of
the Committee, export of refined petroleum products to the DPRK does not contravene the requirements of the
1718 sanctions regime. We understand the concerns expressed by the Member States in their letter. At the same
time it is not possible to verify the accuracy of the provided information and its conclusions. Russia would like
to put it on hold.
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Annex 33: Deliveries of DPRK tankers of unreported refined petroleum at DPRK ports, June to
September 2021

The following lists the DPRK-flagged vessels at its various home ports with unreported refined petro-
leum deliveries.

Table 1

WVESSELS THAT HAVE DISCHARGED IN 2021

BARRELS
SHIP NAME Mo DISCHARGE DATE LOCATION 90% Laden

AN SAN 1 7303803 18-Jun CHONGIIN 20,2703
UN HUNG 2045962 21-Jun MAMPO 288738
SIN PHYONG 2 8817007 29-Jun HUNGNAM 13,2088
PO CHON BB48276 2-1ul MAMPO 238815
SAM JONG 2 7408873 11-3ul HUNGMAM 16,9223
RYE SONG GAMNG 1 7389704 17-jul HUNGMAM 20,2703
¥U JONG 2 B604917 18-jul HUNGNAM £,140.5
JI SONG 6 8808740 21-3ul MAMPO £,4375
PAEK MA 8066978 25-Jul MAMPO 15,1875
CHIL BO SAN B711021 28-Jul HUNGNAM 13,4933
SAE BYOL £016293 28-3ul HUNGMAM 7,762.5
KUM JIN GANG 3 £791667 8-Aug MAMPO 336353
SAM JONG 1 B405311 22-Hug HUNGNAM 113388
PU RYOMG E705539 25-Aug MAMPO 19,500.8

NAM SAN & B122347 3-5ep NAMPO 212625 Ta b I e 1 :
KUM JIN GANG 2 MONE 3-5ep MAMPO 15,842 3
CHON MA SAN £660313 16-58p MAMPO 240638

UN HUNG S045362 21-Sep NAMPO 24 B73E Delive rv VOlumes

SUBTOTAL

323,865.0
of Documented
LADEM VESSELS CURRENTLY WAITING TO DISCHARGE De I ive ri es
BARRELS
SHIP NAME MO DISCHARGE DATE LOCATION 90% Laden
CHONG RYONG SAN NONE MN/A MAMPO 13 4663
AN SAN 1 7303803 N/A NAMPO 202703
KUM JIN GANG 3 8701667 NiA NAMPO 33,6353
KUM UN SAN B720436 MN/A NAMPO 135725
MU BONG 1 8610461 N/A NAMPO 13,4865
PU RYONG 87055308 NiA NAMPO 19,500 8
RYE SONG GANG 7389704 MN/A NAMPO 20,2703
SONG WON BE13360 NiA NAMPO 14151 8
¥U JONG 2 BEOAS1T NiA NAMPO 81405
YU SON B691702 MN/A NAMPO 22 9365
SIN PHYDNG 5 BEES121 NiA HUNGNAR 222413
SUBTOTAL 2021008
TOAL DISCHARGED AND AWAITING DISCHARGE s25,966.8

*NOTE: The Member State has provided imagery for each of the DPRK-flagged vessels.
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The above-mentioned vessels have been featured in previous Panel reports for delivering illicit refined
petroleum to the DPRK. The Panel’s reports and its investigations have illustrated that DPRK tankers
typically do not enter third country ports to avoid detection and detention. They typically obtain their
refined petroleum cargo via ship-to-ship transfers at sea. The modus operandi includes using smaller
unmarked vessels or vessels without IMO numbers used to transfer the oil cargo from suspect vessels
and then to DPRK-flagged or direct delivery vessels. Such transfer tactics are conducted with the ex-
press purpose of avoiding easy detection of oil transfers to DPRK-linked vessels. The Panel considers
such transfers as aiding and facilitating delivery of illicit refined petroleum to the DPRK. The Panel’s
investigations in this report give examples of ship-to-ship transfers involving the various DPRK-flagged
tankers listed at table 1.

A think tank reported®® that DPRK tankers have continued to deliver unreported refined petroleum
products to DPRK ports for the remainder of the year 2021. A sample of the vessels at ports for the
months of October, November and December are at figure 33:

Figure 33: Sample imagery of DPRK-flagged vessels at Nampo port for the months of October, No-
vember and December 2021

Source: RUSI, Maxar Technologies (left to right: NAM SAM 8 on 17 October 2021, YU SON on 12
November 2021 and PAEK MA on 3 December 2021).

55 See https://rusi.org/explore-our-research/publications/commentary/north-koreas-oil-
terminals-come-back-life-imports-breach-unsc-cap
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Annex 34: Stateless Direct Delivery vessels in the Korea Bay, April 2021

The Panel in several reports highlighted the stateless direct delivery vessel XING MING YANG 888
(IMO: 8410847) had broadcasted on multiple false identifiers over time. In November 2020, the vessel
transmitted a fraudulent identity as the Honduras-flagged VIFIN (MMSI: 334191000), with a call sign
associated with the direct delivery vessel VIFINE (IMO: 9045962) (see figure 34-1), now sailing as the
DPRK-flagged UN HUNG®®. The XING MING YANG 888, which was historically flagged under the
DPRK (as ZUNXIA NG)*" before being flagged out, likely retained its DPRK-links.

Figure 34-1: XING MING YANG 888 sailing with a call sign associated with another direct delivery
vessel, VIFINE (nka DPRK-flagged UN HUNG), Sansha Bay, 1 November 2020

NIV NG NING YANG 008 in Sarahs Dy, Chime
WIBION NRE0E

Ningdé

Luoyuan

| 262210°N, 1195230 | y

hina, 10 hours Mag /
L% Pl

Source: Windward, annotated by the Panel (inset imagery, Member State).

On 24 April 2021, satellite imagery showed three stateless vessels, XING MING YANG 888 (IMO:
8410847), SUBBLIC (IMO: 8126082) and HOKONG (IMO: 9006758) anchored inside of the DPRK’s
Exclusive Economic Zone (EEZ) (see figure34-2). These vessels have been proposed by the Panel for
designation and repeatedly featured in Panel reports for sanctions evasion activities.

%6 August 2020.
57.2010-2014.
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Low resolution imagery a day later showed the likely XING MING YANG 888 meeting with another
vessel measuring 85 meters in length still within the DPRK’s western coast’s EEZ at similar coordinates
(see figure 34-2). The Panel notes only two oil tankers in the DPRK’s fleet appear to fit that length,
RYE SONG GANG 1 (IMO: 7389704) and AN SAN 1 (IMO: 7303803).

Figure 34-2: Likely XING MING YANG 888, Korea Bay, 25 April 2021

25 April 2021
Coordinates: 38.360,124.110

!
85 meters approx. :
:

R

Source: Planet Labs Inc., annotated by the Panel.

The AN SAN 1 was located on the east coast of the DPRK at Chongjin port area on 21 April 2021, with
the RYE SONG GANG 1 at a closer location anchored at Nampo port area on 19 April 2021 (see figure
34-3), indicating the RYE SONG GANG 1 as the candidate for the ship-to-ship transfer.

Figure 34-3: AN SAN 1 at the DPRK’s eastern port of Chongjin and the RYE SONG GANG 1 at the
DPRK’s western port of Nampo, April 2021

x =

WYE SOND GANG ) ANCHORED IN NAMPO
" nn

: | L -

RYE SONG GANG Y

Source: (left) IHS Markit Seaweb; (right) Planet Labs Inc.
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Both the AN SAN 1 and RYE SONG GANG 1 continued to call at DPRK ports to discharge refined
petroleum in 2021 (see figure 34-4). Both the AN SAN 1 and the RYE SONG GANG 1 have a com-
bined full (90% laden) capacity of 20,270.3 barrels of refined petroleum.

Figure 34-4: AN SAN 1 and RYE SONG GANG 1 at Chongin and Hungnam ports respectively, in
June and July 2021

MV AN SAN | Detirwring Refived Potooieas

WY RTE SOMG AN | Davenng Rerwed
Chomgi Port. Norty Kores .

Hangram S Mot Kares
S00 W A2

4945 29N I M0 T

"

Soukce: Mémber State.

The following table lists the direct delivery vessels observed by the Panel in or near the DPRK’s EEZ
in 2021. The listed vessels have been previously investigated and recommended by the Panel for des-
ignation for the illicit transfer of refined petroleum to the DPRK. Given that the DPRK’s COVID-19
restrictions appear to only allow its flagged vessels to enter port, direct delivery vessels have sailed
towards the DPRK’s EEZ to conduct ship-to-ship transfers with DPRK tankers instead. The table lists
the load capacity of each of the vessels (DWT®8):

Table of direct delivery vessels in DPRK EEZ or engaged in ship-to-ship transfers, 2021

Vessel DWT In or around DPRK EEZ or engaged in
ship-to-ship transfers
in 2021
DIAMOND 8 9,273 Yes
HOKONG* sailing as SHUNKAI 3,995 Yes
NEW KONK 8,057 Yes
SUBBLIC 5,989 Yes
XING MING YANG 888 7,303 Yes
UNICA sailing as HAISHUN 2 4,865 Yes

*Subject to demolition

Source: The Panel.

8 DWT or dead-weight tonnage is a measure of a ship’s carrying capacity that includes the amount
of (oil) cargo, water, crew and provision stores that a ship can carry. The ships’ DWT are sourced
from the IMO.
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Annex 35: Pattern of behavior of direct delivery vessel UNICA (IMO: 8514306)

The Panel first reported on the then Sierra Leone-flagged vessel UNICA in 2020 when it delivered
unreported refined petroleum to the DPRK on multiple occasions®.

The UNICA shared a similar pattern of behavior as that of the NEW KONK (IMO: 9036387) as well
as other direct delivery vessels. In December 2017, the Hong Kong-incorporated Rui He (HK) Marine
Co Ltd became the owner and manager of UNICA. The vessel was re-flagged under Niue in the same
month. A maritime database platform lists the vessel as flagged unknown shortly thereafter, until the
vessel was re-flagged under Sierra Leone in October 2018. During this period, UNICA’s intermittent
AIS transmissions indicated arrived at the Bama River in Fujian Province by January 2018 and visited

at least two shipyards, including at Fujian Yihe Shipbuilding Industry Co., Ltd. / {22&ZfMHEETS
PREAEAT], (hereafter “Fujian Yihe”) in October / November 2018 (see figure 35).

Figure 35: UNICA at the Baima River in January 2018, and at Fujian Yihe shipyard, October 2018

MT UNICA

Time 18 January 2018 22:35

Speed 1kn

Heading 114

Navigation Status Underway Using Engine A"

UNICA

20 Oclober 2018 07,22
[[]reame cranzes trom T umICa to uncA
[ st sign changes wom Eskwz 0 9t uzz7 -

© ETAwrged fom 19 January 2018 0400 10 19 Janwary 2010 04:00
NS charges trom 542385119 1o 867001252

Source: Windward, annotated by the Panel.
NOTE: Satellite imagery is presented for location purposes only and not registered on the same date as
the AIS signal overlays.

59°§/2021/151, para. 20 and annex 2.
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In October 2018, the vessel again transferred ownership and management to BVI-registered Prospera
Pacific International, with the Hong Kong-incorporated Nuwanni International Ship as its Document of
Compliance (DOC) company holder. The vessel was also re-flagged under Sierra Leone. As the Panel
had previously reported, the Nuwanni International® also served as DOC holder company to the SUB-
BLIC (IMO: 8126082), another direct delivery vessel. The company also listed its address®! that is
shared by a corporate service registry provider associated with other entities that owned direct delivery
vessels.

The vessel’s AIS history showed it was more recently back at Fujian Yihe in April 2021, transmitting
as the LITON.

Source: The Panel.

0 Dissolved in July 2019.
61 Room 502C, 5" Floor, Ho King Commercial Building, Fa Yuen Street, Mong Kok,
Kowloon, Hong Kong, China.
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Annex 36: Table of laundered identifiers used by direct delivery and other suspect vessels

Table 36: Direct Delivery vessels occasionally transmitting on fraudulent identifiers”

Last port State

Name IMO No. Transmitting as MMSI No. control inspected

NEW KONK 9036387 MOUSON 511444000 July 2018
F. LONLINE 312162000

SUBBLIC 8126082 HAI ZHOU 667001397 May 2004
168

UNICA® 8514306 LITON 457106000 No data

HAISHUN 2 457400047

Source: Panel.

8 The table is not exhaustive and represents what has been presented in the Panel’s reports.

b See annex 37.

Source: The Panel.
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Annex 37: Direct delivery vessel UNICA (IMO: 8514306) transmitting as LITON and
HAISHUN 2

The UNICA is a stateless vessel that has been recommended by the Panel for unreported illicit deliveries
refined petroleum to the DPRK in 2019 and 2020. It was observed along the Baima River in Fujian
Province, China, transmitting intermittently on a Mongolia-associated MMSI: 457106000 that belongs
to the LITON (IMO: 8346395) in April and July 2021 (see figure 37-1).

Figure 37-1: UNICA along the Baima River, April and July 2021

Sy 22 April 2021 Ry
=88 Coordinates: 119.667, 26.884 |5

UNICA Anchored on Jiaoxi Brook

30 July 2021

Probable UNICA Transmitting as LITON

8/13/2021 3:55

8/13/2021 13:17
8/13/2021 0:24 8/13/2021 1057

Source: (top) Maxar Technologies, annotated by the Panel; (bottom) Member State.
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The vessel sailed out of Baima River by 31 August 2021 (see figure 37-2).
Figure 37-2: UNICA as LITON anchored at Baima River prior to sailing out, 29 August 2021
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Source: Windward, annotated by the Panel.

In September 2021, AIS transmissions overlay showed the UNICA transmitting on another fraudulent
identity as the HAISHUN 2 (MMSI: 457400047). The vessel was transmitting near Dongyin Island, an
area the Panel has previously identified where direct delivery and other suspects vessels have either
transited or anchored in (see figure 37-3). Further, the vessel was not transmitting an IMO number and
broadcasted the same callsign JVGN?7 that the UNICA had used when it broadcasted as the LITON at

Baima River two months earlier.

Figure 37-3: UNICA transmitting as HAISHUN 2, Dongyin Island, 18 September 2021

HAISHUN 2 Transmisssions Overlayed on the UNICA

18 September 2021
26.30318, 120.43835

Source: Member State.
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The HAISHUN 2 began broadcasting on this MMSI on 1 September 2021 in Chinese territorial waters
off Wenling, Zhejiang Province, China.

Its voyage route is consistent with tracks observed of other direct delivery vessels that had illicitly
procured refine petroleum for the DPRK, where the vessel sailed up the Yellow Sea in a northerly
direction before dropping AIS signal in the high seas after passing Shidao, China, and resumed trans-
mission in the same area days later, sailing back in the opposite direction (see figure 37-4).

Figure 37-4: UNICA sailing as HAISHUN 2 transmitting several trips near the DPRK’s EEZ, Septem-
ber to November 2021
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Source: Windward, annotated by the Panel.

Source: The Panel.
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Annex 38: Network of linked entities associated with direct delivery vessels

The NEW KONK (IMO: 9036387), like other vessels investigated by the Panel that delivered illicit
refined petroleum to DPRK ports (termed “direct delivery vessels™), were acquired by new owners in
2018 / 2019 before they began their illicit oil deliveries®?.

The NEW KONK’s registered owner, New Konk Ocean International Company Limited (375 ¥ =%
£ R 7)) and the VIFINE ‘s (now DPRK-flagged UN HUNG) (IMO: 9045962) then registered owner
Hongxin International Ship Management Co. Limited (&E A E =B R 7)), both listed the same

address on Hong Kong corporate registry records®. Both entities, New Konk Ocean International and
Hongxin International, were registered in the same month.

The NEW KONK and VIFINE also shared the same historical ship owner, manager and operator, All
Sefety Ocean International Trading Co. Limited (£ & /& ¥EEE 5 FR/AS]). All Sefety also owned,

managed and operated another direct delivery vessel, the HOKONG (IMO: 9006758) in February 2019,
with the vessel conducting direct deliveries to the DPRK.

Prior to its transfer of ownership to All Sefety, the VIFINE was owned and managed by another Hong
Kong-incorporated entity, Ha Fa Trade International (;&% & 5 B2 & BR/~ 5)). Ha Fa Trade also histor-
ically managed the direct delivery vessel SUBBLIC (IMO: 8126082) when it was sailing as XIN YUAN
18 before its sale to Milyan R Trade International ((&JEAT & 5 B [£H BR/A) ) in October 2018. Nuwanni
International Ship Management Co. Limited (4148 H BIP&AL AR E IR A PR /A 5)) served as the vessel’s Doc-
ument of Compliance holder. Nuwanni was in turn also the Document of Compliance holder to the
direct delivery vessel UNICA (IMO: 8514306). Nuwanni also shares the same listed address as All
Sefety.

62.§/2020/151, paras. 10~27 and 32.
6 THS Markit. The listed address provided belonged to be entity providing corporate
secretary services.
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Corporate registry documents for the above Hong Kong-based companies showed different listed com-
pany directors and shareholder for each entity. These individuals included nationals from mainland
China, Myanmar and the Philippines. Despite being ostensibly being owned by different individuals,
All Sefety and Nuwanni were both registered in Hong Kong on the same day®*. The Panel notes that
the listed directors and shareholders on Hong Kong corporate registry documentation may not be the
beneficial owners or in certain cases or have a confirmed established association with the vessel.

Nuwanni, the Document of Compliance holder for the SUBBLIC and for the UNICA, was also deleted
from the Hong Kong registry the same day®® as Milyan.R Trade, the owner of the SUBBLIC.

All Sefety, Ha Fa Trade, Milyan.R Trade International, and Nuwanni have used the same corporate
secretary provider with a registered address in Wan Chai, Hong Kong.

Source: The Panel.

4 Registered on 25 April 2018.
¢ Deleted on 26 July 2019.
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Annex 39a: Suspect vessel at Fujian Yihe Shipyard - NEW KONK as F.LONLINE

The Panel has over the years reported on sanctions evasion methods used by vessels engaged in the
illicit procurement of commodities to the DPRK. This involved various forms of vessel disguises, in-
cluding: physical alterations of vessels, vessel renovation, transmitting on a different (falsified) identi-
fier, and the falsification of paperwork. In its most recent two reports®, the Panel has identified and
described sophisticated methods of laundering vessels’ identities, which enabled suspect vessels to con-
tinue to violate the DPRK sanctions regime. The Panel has deemed such vessel identity laundering
measures as sanctions evasion techniques, and accordingly, those involved in these measures consid-
ered as facilitators of sanctions evasion. The provision of repair, maintenance and modification ser-
vices to vessels suspected of evading sanctions enables them to continue to sail, trade and evade sanc-
tions.

Fujian Yihe Shipbuilding Industry Co Ltd (hereafter “Fujian Yihe”) ({@i2& S FHAHE T EREELAT)
is located along the Baima river in Fujian, China. On a Chinese business data website, the shipyard lists
its business scope as including ship modification, dismantling, repair, ship building, domestic ship man-
agement business, and the import and export of goods or technologies.

A number of vessels that the Panel has investigated for engaging in or enabling sanctions evasion-
related activities have docked at the shipyard, likely to receive modification, repair and / or maintenance
services. The Panel in its reports has determined that vessel disguise and changing a vessel’s appearance
to enable sanctioned activities to be conducted, to be a sanctions evasion tactic.

The following examples are provided:

NEW KONK as F.LONLINE (fka SMOOTH SEA 3)

The NEW KONK, which had intermittently transmitted under the MOUSON 328’s identity in 2020,
began transmitted as F.LONLINE from October 2020%". The alleged Belize-flagged F.LONLINE was
formerly sailing as the then Thailand-flagged SMOOTH SEA 3 (IMO: 8303616) before it was sold to
Rui He (HK) Marine Co Ltd and then transferred to Cheng Xin Shipping Ltd in July 2019, sailing as
the then Dominica-flagged RUI HE. In October 2019, the vessel again transferred ownership to the
Hong-Kong incorporated Brilliant Trade International and was renamed F.LONLINESE,

The Panel’s on-going investigations into the SMOOTH SEA 3 indicated another suspected case of
DPRK-related vessel identity laundering, which resulted in the creation of a suspected fraudulent iden-
tity - that of the F.LONLINE.

% §/2021/777 paras. 29-34 and annex 28, and S/2021/211, paras. 31-36 and annex 22.
7 Vessel analysis of AIS transmissions on Windward.
% IMO GISIS.
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The F.LONLINE’s digital identity was used by the direct delivery vessel NEW KONK (IMO: 9036387)
(see timeline below). Investigations into the laundering process of the SMOOTH SEA 3’s identity in-
dicated the same entities and ship/dockyards involved as those engaged in the laundering of the vessel
identities of the SMOOTH SEA 28 / HAI ZHOU 168 / SMOOTH SEA 22, investigated and reported
on in S/2021/777. The actual SMOOTH SEA 3 is suspected to be sailing as the Thailand-flagged
SMOOTH SEA 30 (IMO: 9892262), a reportedly newly built vessel that laid keel and was constructed
at a shipyard in Ningbo, China in 2018. The SMOOTH SEA 30’s IMO number is suspected to have
been obtained through fraudulent means. The Panel’s investigations are consistent with information
obtained from a Member State that assessed the vessel characteristics of the SMOOTH SEA 30 and
SMOOTH SEA 3 to be virtually identical, and there was no proof of the existence of the SMOOTH
SEA 30 as a newly built vessel that laid keel.

Timeline:

In October 2020, the Panel noted a vessel began transmitting as F.LONLINE off Taiwan Province of
China before sailing up the Baima River in November 2020 (see figure 39a-1).

Figure 39a-1: A vessel adopting F.LONLINE’s identifiers sailing up to Fujian Yihe shipyard, Novem-
ber 2020
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Source: Windward, annotated by the Panel.
Note: Inset satellite imagery as representative of the shipyard location, not by actual date on AlS sig-
nal overlay; AlS signal overlay as on 9 December 2020).

High resolution satellite imagery and vessel AIS transmissions showed the NEW KONK transmitting
as the F,LONLINE at Fujian Yihe. The NEW KONK remained moored at Fujian Yihe from December
2020 to June 2021 where it underwent renovation work (see figure 39a-2 and 39a-3).
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Figure 39a-2: NEW KONK at Fujian Yihe shipyard, China, 22 April 2021

22 April 2021
16.8413,119.6891

Source: Maxar Technologies, annotated by the Panel.

Figure 39a-3: NEW KONK transmitting as F.LONLINE in June 2021 at Fujian Yihe, China

Source: Windward, annotated by the Panel.
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The NEW KONK departed the shipyard by June 2021 to anchor at Baima River, departing by August
2021 using the F.LONLINE’s identity. The vessel was observed on satellite imagery in late August in
Sansha Bay, China (see figure 39a-4). It later conducted a ship-to-ship transfer with the DPRK-flagged
KUM JIN GANG 3 (IMO: 8791667) in the Korea Bay, see figure 39a-5.

Figure 39a-4: NEW KONK anchored at Sansha Bay, China, 20 August 2020.
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Figure 39a-5: NEW KONK ship-to-Ship transfer with KUM GIN GANG 3, Korea Bay, 23 September
2021
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The Panel wrote to Thailand requesting, inter alia, a detailed physical inspection and investigation into
the SMOOTH SEA 30 that would help establish the vessel’s identity, either as a newly-built vessel that
laid keel at a shipyard in Ningbo, China, or as a reconstructed vessel, suspected to be the SMOOTH
SEA 3 (IMO: 8303616).

Thailand has yet to respond.

The Panel also wrote to the relevant flag registries, shipyards and entities and individuals that owned
and managed the vessels. The Panel also wrote to China seeking its assistance on information concern-
ing any refueling or ship-to-ship activity undertaken by the NEW KONK in Chinese territorial waters.

Fujian Yihe has yet to respond.

Cheng Xin Shipping has yet to respond. Ruam Mitr dockyard responded that “...Chengxin shipping
company is our customer, he rented a dockyard for a short period of time.” The Panel notes that the
vessels involved in identity laundering were at the dockyard for significant periods of time. The Panel
is in correspondence with the dockyard and continues its investigations.

Belize has yet to respond.
Rui He (HK) Marine Co Ltd has yet to respond.
Dominica has yet to respond.

China responded that “There is no record of port calls in China for NEW KONK in 2021”.

Source: The Panel.
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Annex 39b: Other suspect vessels at Fujian Yihe Shipyard

RUI HONG 916

Fujian Yihe was identified as having been “in the possession” of the then Sierra Leone-flagged RUI
HONG 916 (IMO: 9058866) and carried out repair and maintenance work before it was sold to an end
buyer in Fujian, China (see figure 39b-1). The Panel understands that Fujian Yihe also purchases used
vessels for repair and resale. The vessel conducted ship-to-ship transfer with the DPRK-flagged KUM
UN SAN (IMO: 9720436) on 28 May 2019, two months following its sale®®.

Figure 39b-1: Bill of Sale of RUI HONG 916

Form No.10A

BILL OF SALE (Body Corporate)

Name of Ship Official Number, year and Whether a sailing, steam or Horse power of engine (if any)
port of Registry motor ship

133683,1993

9058866 TAIYO MARU NO.2 waki-gun Motor Ship 735KW

Meters Centimeters Number of Tons

Length 50 04 Gross Net

Broadth

Depth 4 50 e

and as described in more detail in the Certificate of the Surveyor and the R Book.

. RUIS (HK) MARINE CO. LIMITED (here called “the Transferors’) ur registere QUMJAIZL&.}.LB&[NLRLU)A&

Source: The Panel.

Previous Panel investigations into vessel identity laundering indicated that Fujian Yihe was associated
with at least three vessel identity laundering operations, resulting in the freeing up of the AIS digital
profiles of the laundered vessels, thereby allowing the direct delivery vessels NEW KONK (IMO:
9036387) and SUBBLIC (IMO: 8126082) to swap into these vacated AlS profiles. Direct delivery ves-
sels could then sail as ‘clean’ ships.

¢ S/2020/151, paras. 36-37 and annex 9.
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MOUSON 32870

In the first case, then Panama-flagged MOUSON 328 was moored at Fujian Yihe in the second half of
2019 where it underwent some modification, including repainting (see figure 39b-2). The vessel then
sailed out of the shipyard as a newly built vessel, CHERRY 19, and was subsequently entered under
Thailand’s ship registry on a fraudulent basis as SMOOTH SEA 29 (IMO: 9896945). Thailand has
stated it was re-examining the registration of SMOOTH SEA 29! on the basis of suspected fraud.

Figure 39b-2: MOUSON 328 re-painted at Fujian Yihe, September / October 2019

Imagery Date: 10/20/2019

Imagery Date: 9/16/2019

Deck after possible
repamting

Google Enrth

Source: Google Earth, annotated by the Panel. Coordinates: 26°50'28"N, 119°41'20"E.

High-resolution satellite imagery showed a vessel on 26 August 2020 transmitting on the MOUSON
328’s historical Palau-associated MMSI 511444000, matching the dimensions and features of the NEW
KONK (IMOQ: 9036387) (see figure 39b-3).

Sailing on another identifier as a ‘clean’ vessel enabled the NEW KONK to obtain refined petroleum
through ship-to-ship transfers for delivery of its cargo to the DPRK while sailing under the MOUSON
328’s vacated AIS profile in 2020.

70°§/2021/211, paras. 31-36 and annex 22.
71§/2021/777, para. 34.
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Figure 39b-3: Vessel dimensions and physical comparison of the NEW KONK transmitting as
MOUSON, 26 August 2020
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SUBBLIC as HAI ZHOU 1682

In the second case, the then Sierra Leone-flagged HAI ZHOU 168 was moored at Fujian Yihe from
September 2018 to January 2019 (see figure 39b-4).

Figure 39b-4: HAl ZHOU 168 moored at Fujian Yihe shipyard, September 2018
C4ADS

Pt T b e

26 Sept 00:
MAXAR 2584131, 119 62249

Source: C4ADS, Maxar Technologies.

72.§/2021/777, paras. 30-34 and annex 28.
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Like the MOUSON 328, the HAlI ZHOU 168 changed its identifiers as it departed the shipyard, updat-
ing its vessel profile to the newly built Belize-flagged CHENG XIN 1 (IMO: 9870991), a fraudulent
identity. The SUBBLIC began transmitting under HAI ZHOU 168’s vacated digital profile in 2020 (see
figure 39b-5), where it called at DPRK ports to offload refined petroleum.

Figure 39b-5: SUBBLIC transmitting as HAI ZHOU 168, Sansha Bay, China, 26 November 2020
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Source: Imagery: Planet Labs Inc.; AIS coordinates: Windward.

The vessel was subsequently entered under Thailand’s ship registry as the new-built SMOOTH SEA
22. To the Panel’s various queries, inter alia, to establish the validity of the SMOOTH SEA’s actual
identity (as a newly built vessel that laid keel at Fujian Yihe or as a suspected re-built vessel), Thailand
responded by providing the Panel with ship dimensions of the SMOOTH SEA 28 (HAI ZHOU 168)
and SMOOTH SEA 22 (see also annex 46b). The Panel has sought additional clarification questions
from Thailand and is awaiting a response.

Use of second transponders aboard vessels of interest

The Panel noted an occasion in May 2020 where a vessel departed Fujian Yihe and began transmitting
a similar MMSI number associated with the JIYUAN’s (aka CHANG LONG) (IMO: 9044140)"3. The
Panel investigated the JIYUAN’s delivery of a luxury vehicle to the DPRK and its use of a second
transponder as a sanctions’ evasion tactic™. The Panel also identified the JIYUAN’s first transmission
on its second AIS profile in September 2019, following its visit to a shipyard located south of Fujian
Yihe’™ (see figures 39b-6 and 39b-7).

73 This is a different vessel from the JIYUAN / CHANG LONG. This vessel of
interest has since been broken up as of December 2021.

74.§/2021/777, paras. 68-75 and annex 36.

75 Both the vessel of interest and the JIYUAN called at t shipyards along the Baima River
following an ownership change and transmitted on a second transponder upon departing the
shipyards.
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Figure 39b-6: JI YUAN transmitting on a second AIS profile as it departed a shipyard in proximity of
Fujian Yihe shipyard along the Baima River, 15 August 2019
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Source: Windward, annotated by the Panel.

Figure 39b-7: JI YUAN transmitting on its second AlS profile in DPRK waters, September 2019
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Source: Windward, annotated by the Panel.

The Panel made an enquiry to Fuijian Yihe on the vessel of interest that departed its shipyard in May
2020. Fujian Yihe has yet to respond.

Source: The Panel.
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Annex 40: Vessels of interest in Chinese waters, June to August 2021

I CATE VOINAME | VOITYPE POSITION
DATE M/ DD/YYYY LAT LONG
MM/ DD/YYYY VOl NAME __LAT/IONG | g/2/2021 LOI HOPE STSAV |35-48M  |120-51F
joe/01/21 JOINT LUCK 2628N 11953E fs/3/2021 HOKONG NDDV [26-2an [120-11F
fos/01/21 XIN HAI 2627N 11959 2/4/2021  |HAIIUN STSAV 268N |120.25¢
os/02/21 SUBBLIC 2956N 11926E Y k345001 |INFINITE LUCK STSAV |26.20N | 120-53¢
Ewua},;n HAl ZHOU 168 2456M 11926E 5/7/2021 OCEAN PORPOISE | STSAY 126230 1120108
v oo oo 1zt | L2221 |Fionune NOOV_[zs00n[1a1-43¢
fos/17/21 XING MING YANG 838 2517N 11950E | [PLi2/2021 JUNE LUCK STSAV 126-25N  [120-10€
fos/24/21 SHUN XIN 2628N 119598 B/13/2021 _ [HALUN STSAV 126-18N _ |120-25E
7/1/2021 HANG YU 8 29-36N | 121-45E 8/15/2021 HALJUN STSAV |26-19N  |120-24E
7/1/2021 JEY HOPE 2943 |122-34e ||  [B/15/2021  |SIN PYONG S DPRK-T |30-08N  [122-41F
7/1/2021 JOINTLUCK 268N |119-saell  BB/15/2021  |CHAN FONG STSAV |35-17N  |120-13E
7/1/2021 SHUN XIN 26270 |119-50e | B/15/2021  |SIN PYONG S DPRK-T [30-18N |122-58E
7/2/2021 INFINITELUCK  26-17n[120-55€ 8/15/2021 HALJUN STSAV |26-19N  [120-24E
7/7/2021 HAIJUN 23-009N [113-41F B/15/2021 CHAMN FONG STSAV |35-17M  |120-13E
7/9/2021 DAWN LUCK  pg-1on|120-22e[| [B/18/2021  |CHAN FONG STSAV |3516N  [120-10F
7/9/2021 SAMBONG ARTEMIS 37.30M |120-36E 8/18/2021 HALJUN STSAV |25-17M  |119-49E
?,"11;'2[}21 SUBBLIC 76-26N | 119-56E 18/20/2021 FLONLINE NDDV  |26-25N 120-03E
7/17/2021 PU RYONG 36.40N |122.50e I [B/24/2021  |CHAN FONG STSAV [35-60M  |120-11F
7/20/2021 JOFFA 26-53N | 115-40F B/24/2021 DIAMOND 8 MDDV |29-37N  [122-34E
7/20/2021 PAEK MA 37-05N | 123-00F [B/28/2021 JOINT LUCK STSAV [26-15N  [120-40F
7/25/2021 OCEAN PORPOISE 76 son|119-216| [B/30/2021  |CHAN FONG STSAV |35.24N  |119-54E
7/31/2021 HOKONG 26220 12018e | [B/30/2021 CHAN FONG STSAY |35.01M  |120-50F

Source: Member State.

Legend:

STS AV: Ship-to-ship Transfer Associated Vessel
DPRK-T: DPRK-flagged Tanker
NDDV: Non-DPRK Flagged Delivery Vessel — (vessels named frequently in the Panel of Expert’s

reports)

The Panel shared the above list of vessels of interest with China and sought China’s assistance on in-
formation it may have on the vessels’ activities that would be of relevance to the Panel. China responded
that “Record of port calls in China for 44 vessels including JOINT LUCK and XIN HALI is not accessible,
as no IMO information was provided.”

Source: The Panel.
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Annex 41: Direct delivery and sanctioned vessels at Ningde anchorage, China, 30 July and 2 Au-
gust 2021

The Panel’s reports continue to document the activities of vessels previously recommended by the Panel
for designation for sanctions violation, as well as those of designated vessels that continue to operate.
Such vessels have continued to transit or anchor in Chinese territorial waters, particularly in the Sansha
Bay area in Ningde. Satellite imagery showed the following vessels operating in Ningde waters: SUB-
BLIC (IMO: 8126082), HOKONG (IMO: 9006758) and YUK TUNG (IMO: 9030591). The SUBBLIC
and HOKONG have been investigated by the Panel for sanctions violation and recommended for des-
ignation, while the YUK TUNG was earlier designated. All three vessels additionally exhibited suspi-
cious indicators. For instance, the YUK TUNG did not appear to be transmitting on commercial mari-
time databases since May 2018; the HOKONG last transmitted on its registered AIS profile in Septem-
ber 2019 and tampered with its MMSI transmission; and the SUBBLIC transmitted on at least one
laundered vessel identity profile as HAl ZHOU 168, a known laundered vessel identity profile reported
by the Panel.

2 August 2021

Sherva Leowe- flagged M/T HONDNG SIVIO: 9006 754)
- Wnpde Anvchor age

Source: Maxar Technologies, annotated by the Panel.
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SUBBLIC transmitting as HAIZHOU 168, 2 August 2021
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Source: (top) Windward, annotated by the Panel, (bottom) Member State.
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The Panel sought China’s assistance to detain the vessels in its territorial waters to obtain the requisite
vessel information that would provide information on the individuals and entities behind these vessels.
China responded that “There is no record of port calls in China for SUBBLIC, HOKONG, and YUK
TUNG in 2021”.

Source: The Panel.
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Annex 42a: HAI JUN and UNICA ship-to-ship transfers, 2020 and 2021

The HAI JUN (IMO: 9054896) is suspected to have engaged in ship-to-ship transfers from 2020 to date
with vessels that transferred illicit refined petroleum to the DPRK. The HAI JUN also served as the
feeder or intermediate vessel that took some of its oil from SKY VENUS and transferred them on to
direct delivery vessels (see also annex 48 on SKY VENUS).

The direct delivery vessels that also conducted suspected ship-to-ship transfers with the HAI JUN in-
cluded the NEW KONK (IMO: 9036387) and UNICA (IMO: 8514306). Both the NEW KONK and
UNICA have been the subject of multiple reports by the Panel for transporting illicit refined petroleum
to the DPRK, as well as for using fraudulent identifiers. The Panel further noted long periods of unac-
counted gaps in the HAI JUN’s AIS transmissions. The Panel is investigating the following’®:

(i) HAI JUN and NEW KONK (IMO: 9036387), around 19 June 2020;

(i) HAI JUN and UNICA (IMO: 8514306) around 22 October 2020;

(i)  HAIJUN and UNICA (sailing as LITON), around 30-31 August 2021;

(iv)  HAIJUN and SKY VENUS (IMO: 9168257) in August and September 2021;
(V) HAI JUN and UNICA (sailing as HAISHUN 2), around 24-25 September 2021

HAI JUN with UNICA, Sansha Bay area, October 2020

[ Meeting between HAI JUN and UNICA|

UNKCA

DARK ACTIWTY START

Transmessons wers not iscered for 1918 224 02m
HAI JUN
Vark sctity staet’ A Dark actnty end
21 Octoder 2020 13:42 02 July 2020 D559 22 Oc%ober 2020 04 02
"
Y Drafi changed from4.6to 0 \

fi

Source: Windward, annotated by the Panel.

76 AIS transmissions or satellite imagery.
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HAI JUN registered draft changes during this period, indicating its oil cargo was offloaded
with the UNICA (transmitting as LITON), August 2021

LITON

i | / HAI JUN
Ton 31 Rt 200 18 03

ou.:‘; /

Nt B tmwrmey Uy (igie I\

A 00 sty iy

P4
A, O ety vt
30 Augunt 2001 06 &8

I August 2021 100 .
Speea Spewd 1.7 e
e _ /
Source: Windward, annotated by the Panel.

AIS transmission capture showed the UNICA stopped transmitting on its AIS identity (MMIS:
667001252) on 30 October 2020 following some digital manipulation. High-resolution imagery cap-
tured on 1 November 2020 showed the LITON transmitting where the UNICA was located (see figure
42a).

Figure 42a: UNICA transmitting as LITON, 30 October — 1 November 2020
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Source: Windward, annotated by the Panel, fnset imagery, Member State.
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HAI JUN ship-to-ship transfers with UNICA (transmitting as HAISHUN 2)

HAI JUN and HAISHUN?2 -- 24 Sep 2021 Vo !
: 3 i I, / Y

Lost transmissions for over 9 hours —b"f A
wen o L /

08 /

* | HAIJUN /
=9 Time 24 September 2021| A {
sl Pl ;
HAISHUN2 d
Time 24 September 2021

Source: Windward, annotated by the Panel.

The HAI JUN is suspected to have conducted more ship-to-ship transfers with direct delivery vessels
transmitting under fraudulent identifiers. Investigations remain on-going.

Fraudulent transmissions

Both the LITON and HAISHUN 2’s MMSI numbers utilized by the UNICA were Mongolia-associated
during the periods of investigative interest where suspect ship-to-ship transfers were conducted with
the HAI JUN. While the UNICA was transmitting as the HAISHUN 2, it was also using the call sign
assigned to the LITON.

The Panel had written on the exploitation by DPRK and other suspect vessels transmitting on MMSI
numbers associated with third countries that affect many flag registries’’. To ensure that flag registries’
MMSI numbers are not fraudulently used, the Panel encourages all flag registries possess the requisite
tools available to identify and investigate suspected fraudulent use of MMSI numbers, and where it is
detected, to share the results of its investigation including with the Panel.

7.S/2021/777, paras. 42-47 and 53-54 and annex 34.
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The Panel sought Mongolia’s assistance on its investigations into the MMSIs fraudulently used by the
UNICA. Mongolia has yet to respond.

Owners and entities

The Hong Kong-incorporated Ruicheng (HK) Shipping Co Ltd ((#fE (&) BIEBRE)) (hereafter
“Ruicheng Shipping”) is registered as the owner and ship manager of the HAI JUN, with another Hong
Kong-incorporated entity Guifeng International Trade Co Ltd (EZ2 BB ZEIRAT]) (hereafter

“Guifeng International”) as the vessel’s Document of Compliance company / operator. Ruicheng Ship-
ping bought the vessel in April 2018 (see annex 42b)

The Panel further notes that the LITON’s owner and operator, Hong Kong incorporated Li Tong Inter-
national Trade Co, lists the same address’® belonging to Hong Kong-incorporated Guifeng International,
the Document of Compliance company holder of HAI JUN since December 20197°. This same address
is also used by a Corporate Secretary entity that also served as agent for New Konk International Com-

pany Limited GhEE&EEEPEEIRAT), the registered owner of the direct delivery vessel NEW
KONK, as well as for Hongxin International Ship Management Co., Limited (J&{SEIIEAEAREIERIR

43|]), the registered owner of the direct delivery vessel VIFINE (IMO: 9045962), now sailing as
DPRK-flagged UN HUNG. Hongxin International and New Konk Ocean International also shared the
same previous registered owner, ship manager and operator, All Sefety International Trading Co Ltd
(ELEEEIIRB ZBRT]), before their respective new ownerships in May 2019 (see also annex
38).

Responses:

The Panel wrote to Mongolia, Cook Islands as well as the relevant entities that own and operated the
vessels.

Mongolia has yet to respond.

Cook Islands provided the requested documentation and assisted the Panel in its further enquiries. It
also confirmed the HAT JUN’s deletion from its ship registry on 1 December 2021 due to the vessel’s
onward sale (see annex 42c).

The Panel wrote to the HAI JUN’s registered owning company, Ruicheng Shipping, via its Document
of Compliance holder entity, Guifeng International, seeking information, inter alia, on the nature of the
company’s business(es), details of the ship-to-ship transfers conducted with the direct delivery vessels
identified by the Panel, the full chain of custody of the oil cargo transfers, the identifiers of the vessels,
along with information, financial transactions and payments of the concerned counterparties. The owner
of Ruicheng Shipping instead chose to address the Panel via the ship registry, stating that the HAl JUN
“... has not engaged in any illegal operation or had any dealings with all the ships involved in the

™ Room 502C, 5" Floor, Ho King Commercial Building, Fa Yuen Street, Mong Kok, Kowloon,
Hong Kong, China.
7 THS Markit.
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DPRK”. Ruicheng Shipping also stated that the vessel’s “GMDSS-related equipment ... is poor and
often malfunctioned”, but due to the COVID-19 pandemic, “... the company was unable to arrange for
maintenance personnel to board the ship in time to assist with repairs, resulting in intermittent signals..”
“... in order to save operating costs, the vessel often stops supplying power during non-operating con-
ditions.” (see annex 42d)

The Panel has assessed that vessel tracking information would have indicated that HAI JUN would have
stopped transmissions including the times it was sailing, including in open waters. The Panel further
notes that the ‘GMDSS-related equipment’ malfunction or shut down the ship’s power supply, accord-
ing to Ruicheng Shipping’s explanations coincided with the material times of investigative interests to
the Panel.

In response to the Panel’s request for the HAI JUN’s Protection and Indemnity insurance coverage, the
Panel was informed that “The insurance expired on the 04th December 2020 and the vessel has had
no work since due to the COVID pandemic. The vessel has been out of work since the pandemic and
the owners did not renew the insurance due to this” (see annex 42¢). The Panel notes that commercially
available AIS tracking data however showed the HAI JUN continued to sail and trade. Documentation
also indicated the HAI JUN’s certificate of Classification and Document of Compliance holder certifi-
cate were both stamped as ‘overdue’.

Source: The Panel.
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Annex 42b: Bill of Sale for HAI JUN (IMO: 9054896)

Source: The Panel.
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Annex 42c: Deletion certificate of HAI JUN from Cook Islands Ship Registry
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h' COOK ISLANDS SHIPS REGISTRY
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Source: The Panel.
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Annex 42d: Responses provided by Ruicheng Shipping

227/433

About the Operation of MV "HAI JUN" Vessel
Deer COOK ISLANDS&THE UNITED NATIONS:

The MV "HAI JUN" vessel belonging to our company has been
operating in the Taiwan Strait since July-October 2020, when it finished
anchoring at Dongyin Island off Ningde, and has not engaged in any
illegal operation or had any dealings with all the ships involved in the
DPRK. Regarding the situation that the .signal of GMDSS related
equipment of "HAI JUN" vessel appeared in Malaysia for a shornt period
of time, we believe that it may be caused by other vessels using the
GMDSS related equipment of the vessel or the signal jumping to
Malaysia for a short period of time due to equipment failure, and we
attach the relevant pictures and recent photos of the vessel as a basis for

reference.

Hereby certified!

RUICHENG (H K) SHIPPING CO., LIMITED
\ N 4

December 06, 2021
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About the MV "HALJUN" Vessel GMDSS Related Equipment
Signal Instability
Deer COOK ISLANDS&THE UNITED NATIONS:

The MV "HAI JUN", which belongs to our company, has not been
maintained for a long time since June 2020, and the GMDSS-related
equipment of the vessel is poor and often malfunctioned. Affected by the
COVID-19 epidemic, the company was unable. to arrange for
maintenance personnel to board the ship in time to assist with repairs,
resulting in intermittent signals from GMDSS-related equipment. Due to
the COVID-19 epidemic, the business can only be maintained with
difficulty, and it is difficult to create profit. In this context, in order to
save operating costs, the vessel often stops supplying power during
non-operating conditions. Due to the combined effect of these two
reasons, the signal of the GMDSS-related equipment of the ship often

disappears for a long time or intermittently.

Hereby certified!
RUICHENG (H K) SHIPPING CO., LIMITED
1 g J

Dmnbec“.!/ﬂl

Source: The Panel.

22-01569

228/433



S/2022/132

Annex 42e: Excerpt of HAI JUN’s Protection and Indemnity Insurance expiration, 4 December

2020

7) Copy of the vessel’s Protection and Indemnity Insurance

The insurance expired on the 04 December 2020 and the vessel has had no work since due
to the COVID pandemic. The vessel has been out of work since the pandemic and the owners
did not renew the mnsurance due to this.

Blue Card

7/

NOT TRANSFERABLY BC Certificate No.: AE-OW-19-02-0101%

LS Adminbharmiive OfMer
Maritime Cook Islands P.O. Box 852, Avarua, Rarotongs, Cook Iskands.

CERTIFICATE FURNISHED AS EVIDENCE OF INSURANCE PURSUANTTOARTHOI Y Y
OF THE INTERNATIONAL CONVENTION ON CIVIL LIABILITY
FOR BUNKER OIL POLLUTION DAMAGE, 2001

THIS IS TO CERTIFY that there is in force in respect of the above-named ship while in the above ownership a policy of insurance
satusfying the roguirements of Article 7 of the lnternational Convention on Civil Lisbility for Bunker O8l Pollution Damage,
2001

Assured Name and Address: RUICHENG (HK) SHIPPING CO., LIMITED as the Owner
FLATOIAL 10F CARNIVAL COMM BLDG, 15 JAVA RD NORTH POINT, HONG KONG

Bamer Narme and Address THE ANOLO & EASTERN SHIF OWNERS P& CLUB LIMITED
SEA MEADOW HOUSE, BLACKBURNE HIGHWAY, (FO.BOX 116), ROAD TOWN
TORTOLA, HRITISH VIRGIN ISLANDS

Diyject Detnils Ship Name HALIUN IMICY Na YNS4R
Ship Flag COOK ISLANDS  Port of Registry AVATIU
Distinctive Number or Letiers ESU371)

Period of Insurance From 12 hrs. GMT 04" December, 2019 10 12 hrs. GMT 04* December, 2020

Provided always that the imsurer may cancel this Certificate by giving three months written notice to the sbove Authority
whereupon the lability of the insurer bereunder shall cease as from the date of expiry of the said period of notice but only as
regands incidents ariving thereafter

The Anglo & Eastern Club Management Limised

Signature Al y The Anglo & Esvern Ship Owsers P&1 Clab Lamited
"
-

Source: The Panel.

229/433

22-01569



S/2022/132

Annex 43: Direct delivery vessel HOKONG (IMO: 9006758)

The Panel tracked the direct delivery vessel HOKONG when it retransmitted on its AlS identity in late
July 2021 in Ningde waters (see figure 43):

Figure 43: HOKONG retransmitting on its old identifiers, July-August 2021, China
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Source: Windward, annotated by the Panel.

While the HOKONG was last observed in the same waters on 2 August 2021, a Chinese media article
dated 3 November 20218 reported that the HOKONG was at a Chinese shipyard being demolished by
November. Maritime authorities in Fujian Province were reported to be investigating the HOKONG
based on domestic law concerning the scrap of a foreign vessel as constituting an importation of solid
waste. A smuggling group headed by an individual named ‘Wang’ was alleged to have been involved
in the smuggling of foreign ships of unknown origin for scrap. Satellite imagery of the vessel obtained
by the Panel indicated the vessel was docked at a shipyard in Lianjiang County, Fujian Province, China,
where the HOKONG was observed still in a partial stage of demolition.

In view of the vessel’s seizure, the Panel asked China for information on individuals and entities oper-
ating the HOKONG as well any material obtained from its authorities’ investigations relevant to the
Panel’s mandate.

China responded that “There is no record of port calls in China for ... HOKONG ... in 2021

Source: The Panel.

80 https://cn.chinadaily.com.cn/a/202111/03/WS618221afa3107be49791641c.html
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Annex 44: Evasion methods®8!

Identifier and AIS manipulation

1.

The Panel continues to observe suspect vessels displaying suspicious behaviour such as
transmitting falsified or inconsistent identifiers on Automatic Identification Systems (AIS)
and reporting false destinations®?. It also observes vessels trading in restricted or banned
commodities and exhibiting AIS transmission gaps while sailing in and around waters
where illicit ship-to-ship activities typically occur. Such practices may provide grounds for
further investigations by the relevant public and private sector parties of the vessels they flag,
charter, operate, insure, class or finance.

Few, if any, non-DPRK vessels appear to transmit AIS signal in DPRK waters based on
commercial maritime database platforms. Suspect vessels instead have been observed to lose
their AIS signal while sailing towards the DPRK’s waters and re-transmit once back in external
waters. To obscure the DPRK connection, complicit actors also falsify shipping
documentation to conceal the cargo’s origin or destination.

Flagging

3.

A number of foreign-flagged vessels that conduct sanctionable activities have been
recorded as falsely flagged, as having changed flag registries in quick succession (so
called “flag-hopping”), continued to use a country’s flag following removal from a
registry, or flown a flag without proper authorization, seeking to mask their illicit
activity®>. Some formerly foreign-flagged vessels have been reported to join the DPRK’s
fleet. In a number of cases, a vessel that was sold on and deleted from a flag registry
transmitted as a DPRK vessel shortly thereafter.

Fuel supply chain

4,

231/433

Suspect foreign-flagged tankers associated with illicit shipments to the DPRK have also been
observed®* operating outside of identified affected waters exhibiting uneconomical sailing
behavior and AIS transmission gaps that suggest possible illicit ship-to-ship transfers or loading
at ports.

81.§/2020/840, annex 17, with updates.

82 Panel investigations and data on commercial maritime platforms.
$3 Ibid.

8 Ibid.
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Owners, operators and managers

5.

Source

22-01569

The Panel’s investigations demonstrate the DPRK continues to deceive and leverage shipping
companies, corporate registration services, entities and individuals across multiple jurisdictions
to facilitate its activities.

Complicit actors have been known not to submit owner and management information on
commercial maritime platforms or may be listed as undisclosed interests in the vessel’s
onward sale, likely to disguise the ultimate beneficial owner and to evade sanctions. Other
characteristics include layered ownership and management structures, use of front companies
and shell companies, and engaging multiple intermediaries removed from the actual owner.

In tracing the ownership and management history of suspect vessels, some vessels appear
to show commercial relationships, linkages, or shared corporate secretary addresses
between a vessel’s historical and current owners and / or managers. In some cases,
previous managers have linkages with DPRK-related shipping networks.

In a number of cases, the vessels’ management companies manage(d) other vessels with
similar risk profiles. Vessels’ registered owners may be incorporated in a variety of
jurisdictions but typically list operational or businesses addresses in East Asia and in
Southeast Asia.

: The Panel.
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Annex 45a: Examples of physical tampering of identity by DPRK vessels, September 2021

The Panel has documented over consecutive reports® the various techniques used by DPRK as well as
suspect vessels to obscure their physical identity. Such physical obfuscation that are easily observable
for those engaged in ship-to-ship transfers with such vessels, should serve as red-flag indicators and
indicate the complicity of those engaged in such transfers.

Vessel of Interest 08 SEP 21 R
PRK TMO 'Rye Song Gang 1'
Location: 3355N 12250E  Tracking: 002°T @ 09 kis

o

MMOUM\‘OI" Nr\g(.-rgl r-wmﬂ&mahmmn-nt”mdtm Vesnal i not sppas
L STS activity was waitle. Vesasl hat R S G on placards #lop the Bodge 1o port and starboard bt

Vessel of Interest 10 SEP 21 OFFICTAL P

PRK TMO 'Song Won'

cking: 358°T @ 00 kis

85.§/2019/171, annex 13, S/2019/691, para. 13, and S/2021/211, paras. 37-39.
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Annex 45b: Fraudulent AIS transmissions of DPRK, direct delivery and suspect vessels

June — September 2021
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Source: Member State.
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Annex 46a: Vessel identity laundering of SMOOTH SEA 3 (IM0:9892262)

On-going investigations indicate the former Thailand-flagged SMOOTH SEA 3’s identity was laun-
dered, which resulted in the creation of a suspected fraudulent identity - that of the F.LONLINE. The
Thailand-flagged SMOOTH SEA 30 (IMO: 9892262), a reportedly newly built vessel that was con-
structed at a shipyard in Ningbo, China, is suspected to be the former SMOOTH SEA 3.

Mongolia has yet to respond.
Belize has yet to respond.
Dominica has yet to respond.
Brilliant Trade has yet to respond.

Cheng Xin Shipping has yet to respond.

Source: The Panel.
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Annex 46b: Thailand’s response on the vessel identity laundering of SMOOTH SEA 28 / HAI
ZHOU 168 / SMOOTH SEA 22

The Panel sought Thailand’s assistance concerning the identity laundering of the SMOOTH SEA 28 /
HAI ZHOU 168, and the SMOOTH SEA 22, the latter as suspected to be re-constructed from the
SMOOTH SEA 28 and not a newly-built ship®. The SMOOTH SEA 22’s IMO number was suspected
to have been obtained through fraudulent means. The Panel’s investigations drew from a range of
sources, including: maritime data, satellite imagery over time, primary source information and photo-
graphic comparisons. The Panel also identified entities and locations in this investigation that were
similarly involved in another case of vessel identity laundering prior investigated by the Panel. The
Panel assesses that the SMOOTH SEA 22 was unlikely to be a newly-built ship that laid keel at the
listed shipyard in China but as a reconstructed ship from the SMOOTH SEA 28. The Panel’s previous
reporting and on-going investigations showed that the vacated digital profile of the SMOOTH SEA 28
/ HAI ZHOU 168 had since been used by direct delivery vessels to facilitate illicit refined petroleum
transfers to the DPRK.

The Panel provided information and sought a determination from the relevant authorities in Thailand
to help establish the SMOOTH SEA 22’s bona fide identity. Thailand responded that “The validity of
the Smooth Sea 22 s identity was determined by a marine surveyor whose expertise and responsibilities
include issuing Certificates of Survey for Thai ship registration”, and it attached the “... vessel(s)
Smooth Sea 22 and Smooth Sea 28” dimensions (see following enclosure). The Panel continues to seek
Thailand’s assistance on this matter, including clarifying inconsistencies as well as pending responses
to the Panel’s list of queries.

The dockyard in Thailand that was involved the SMOOTH SEA 28’s suspected reconstruction as the
SMOOTH SEA 22, responded to the Panel that Cheng Xin Shipping was its customer that ... rented a
dockyard for a short period of time”. If you have any questions, please contact him directly ...”. The
Panel had documented the SMOOTH SEA 28’s presence in the shipyard over a long period of time.
The Panel further notes the dockyard was also used for the vessel identity laundering case involving the
SMOOTH SEA 3/ SMOOTH SEA 30 currently investigated by the Panel. The Panel is awaiting a
response to further queries from the dockyard.

The Panel continued to follow up with Cheng Xin Shipping Limited, a Hong Kong-incorporated entity
with a physical ‘care of” address of a dockyard in Thailand. Cheng Xin Shipping has yet to respond the
Panel’s letters.

Investigations continue.

Source: The Panel.

86 §/2021/777, paras. 30-34 and annex 28.
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Note Verbale from Thailand, 15 October 2021

No. 56101/640

The Permanent Mission of the Kingdom of Thailand to the
United Nations presents its compliments to the Panel of Experts established pursuant to
Security Council Resolution 1874 (2009) and, with reference to the communication from
Mr. Eric Penton-Voak. Coordinator of the Panel of Experts dated 4 June 2021, requesting
information regarding the vessel currently sailing as the Smooth Sea 22 and Smooth Sea
28. has the honour to transmit the said information herewith for the latter’s kind perusal.

The Permanent Mission of Thailand to the United Nations avails itself of this
opportunity to rencw to the Panel of Experts established pursuant to Security Council
Resolution 1874 (2009) the assurances of its highest consideration.

12S5I0N

K’\‘%\
Permanent M{sé’@@m of Thailand
to the & {tions, ] "\ ork

Panel of Experts established pursuant to Security Council Resolution 1874 (2009),
NEW YORK.
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Excerpts of attachments:

239/433

the Panel of Experts established pursuant
as per the Panel of Experts’ Note No.
dated 4 June 2021

1. The vahduy

whose expertise and 1
registration.

1.1 Smoorh Sea 22°s details are as follows:

Information requested by

The Royal Thai Government investigated the aclivities :
Sea 22 and Smoath Sea 28 and wishes to inform the Panel of Experts (POE) as follows:

Length Over AlL(L.O.A)
Length Between Perpendiculars (L.B.P.)
Breadth

Depth

(Gross tonnage

Met tonnage

License number

IMO number

Call sign

Hull material

Type of engine

Size

Type of emgagement
Type of vessel

Shipyard

1.2 Smoorh Sea 28's details are as follows:

Length Over All (L.O.A)
Length Between Perpendiculars (L.B.P.)
Breadth

Depth

Gross Tonnage

Net Tonnage

License number

IMO number

Call sign

Hull Material

Type of engine

Size

Type of emgagement
Type of vessel

Shipyard

to UNSC resolution 1874 (2009)
S/AC.49/2021/PE/OC.183

involving the vesselis) Smooth

of the Smoath Sea 22°s identity was determined by a marine surveyor
esponsibilities include issuing Certificates of Survey for Thai ship

113.00 metres
104,00 metres
18.00 metres
9.00 metres
2998

1920

620000791

RTO991

HSB7005

steel

Hitachi B&W

2094 kilowart

local trade vessel

oil tanker

Fujian Yihe Shipbuilding Heavy
Industry Co., Ltd. China

113.32 mefres
104,10 melres
18.00 metres
8.00 metres
4481

2171

520085431

8514045

HSB4352

steel

Hitachi B&W

2992 kilowatt

local trade vessel

oil tanker

Kurushima Dockyard, Japan
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m 2018 suggests that Smooth Sea 28°s

2. In addition. relevant information fro
ithdrew from the Thai ship

ownership was transferred to Cheng Xin Shipping Ltd. and w
registry on 28 September 2018,

An account of Smooth Sea 28’s presence from 2016-2018:
Timoine | T Activities ST
2016 Treceived an annual survey on 24 August 2016 and had the ship’s ,

license renewed to 23 August 2017
it — L domestic trips between Srirach
3017 | - no information on the ship survey an
24 August 2017
| - no information on the vessel's presence -
Treceived an annual survey on 28 August 2018 and had a ship’s license
rencewed to 27 August 2018
- departed Thailand for Fujian, China on 5 Scptember 2018
. transferred the ownership to Cheng Xin Shipping Ltd. (Address: 50
Bonham Strand. No. 5, | 7/F Bonham Strand Trade Center Sheung Wan,
Hong Kong) and withdrew from the Thai ship registry on 28 September

2018

a, Chonburi - Bangkok 1
d the ship's license expired since |

=

2018

—

3. Concerned authorities investigated the companies and found that Smooth Sea Co.,
Ltd transferred the ownership of Smooih Sea 28 and Smooth Sea 3 to Cheng Xin Shipping

Ltd. on 2§ September 2018 and 18 July 2019 respectively.
4. Relevant documentation with regards Smooth Sea 22's acquisition includes

(1) Memorandum of Agreement between Cheng Xin Shipping Ltd. and Smooth Sea Co.,Ltd,
(2) Bill of Sale, and (3) Deletion Certificate are as attached.

ER S EET.

BILL OF SALE (Body Corporate)

IO Number Name of Ship Yoar Bullc| B -

&1 Builder [ ¥hath _
Official Number Port of Ragi ara i?l:lxi.::mn or Horsa power of angina (i any)

8870891 1 CHENG XiN 1 2018 ! Fuji
Fujian Yite Shipbuilding HI
161820930 -5 Co. Lid, China / Bekze City Ol tanker 4068HP
Moters -~
Length Over All (LOA) = &"Tﬁ , Number o Tans
Ereadth ’ ross Mt
0 18 o0
g o 25958 1970

and u::uhad: nmf;:luil in the Cerlificate of the Surveyor and the Register Book

 CHENG XIN SHIPPING LIMITED i -
SO WD;*EUMG " a.g;;u A m[pflm calied “the Translerors’) naving our registered offce at NO.S,17/F BONHAM TRADE CENTRE
Thousand Only) paid lo us by SMOOTH § in consiceration of e sum of USD §,450,000- (Uited States Dollars Five Million Forty Five H -
BANGPONGPANG, YANNAWA, BANGKOK, THALAND. [horcinafer coled o ranefarees? he receipt whereal is hersoy Sckmowiecoed 1an e
1 . A ’ : e Translerees i i
{ DDM:'II shares in the Ship above pariicularly described, and in her boats and su:l|:rL.|'l|!|'|ammm.-:I ;‘m ?Mmrenfmmw scleciafadget vanshrab

urther, wa, the aaid Transfenon

i1 ManNer Mierasaid M premises mm’:{;‘“‘ mﬂmﬂ ;W;ngmmm with the a3 Transfereas and heir 33siona, tal we Rave power 1o iransf
ar ary ofhar datis cr claioes whalcoover, . and that the same are free from all encumbrances, morigages and manlima lier

tnm@uﬁw executed this Bl of Sale on 20™ DECEMBER 2018, MOTARY PUBLIC

| Htw

Source: Member State.
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Annex 47: Oil supply

Direct delivery and DPRK tankers source their refined petroleum from motherships at sea as they do
not enter port. The modus operandi starts with the motherships that obtain their fuel at port. The moth-
erships then take their petroleum cargo out to sea where it is either transferred onto DPRK tankers, or
onto feeder vessels that in turn transfer the oil cargo to DPRK tankers or DPRK-linked direct delivery
vessels.

Shipping documentation showed that on 16/17 March 2021 and on 2/3 April 2021, the SUNWARD
purchased and loaded its oil cargo (gas oil) in two shipments at Taichung port. Taichung Port is a Free
Trade Zone where oil is stored by local and foreign traders. The SUNWARD loaded two shipments,
each approximated 5,000 metric tons (MT) or a total of 10,000 MT that were, according to a Member
State, then transferred to DPRK tankers at sea. Both bills of lading showed that the consignee of the oil
cargo loaded onto the SUNWARD was Everway Global Ltd. A Member State has assessed that Ever-
way Global Ltd (hereafter “Everway Global”) is an entity established by Cheng Chiun Shipping Agency
Co., Ltd (hereafter Cheng Chiun Shipping). Cheng Chiun Shipping in its response letter to the Panel
acknowledged its association with Everway Global.

The SKY VENUS (IMO: 9168257), another vessel operated by Cheng Chiun Shipping being investi-
gated by the Panel, also loaded refined petroleum at Taichung Port on a number of occasions. Everway
Global was also listed as the consignee.

All the gas oil was sold under Free On Board (FOB) transaction from the oil terminals at port to the
aforementioned vessels. In late 2020, “High Sea” was a permitted destination on bills of lading for

vessels operating out of ports at Taiwan Province of China.

SK Energy assisted the Panel with documentation requested.

Source: The Panel.
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Bills of Lading of refined petroleum cargo aboard the SUNWARD (IMO: 892011)

17 March 2021

22-01569

TOBE USEDWITH OWRTER AARTIES

CODENAME "CONGENBILL-EDMONI®  BILLOFLADING 51N SW2104001
S

SK ENERGY CO, LTD.

TO ORDEROF EVERWAY GLOBAL LTD. e - iy,
LY

oty addroes
SAME AS CONSIGNEE
Ve Porkadng
NWARD V2104 TAICHUNG TAIWAN
of extage
Shpper'sdsogmon of g Cmqu;h
NM GASOL
5919.151 KL@ 15C
37230 BBL@ GO DEG F
4,989252 METRIC TON
4910452 LONG TON
FREIGHT PAYABLE AS PER CHARTER PARTY
CLEAN ON BOARD
177 MAR,, 2021
Ofwbed ondwhu Separs nh SeCatran  being e Lw s cr by sy
s - SH|PPED At ot d Lostyn ':nm -:
CHARTERRTY oaled ... dDxrogeo e fesnasse ey s te s
e .
VL e, Galty Gty GO rehand ke
FREGHT ADVANCE W
NS \ Aot of P! =
Recenad on sccourt o Seght Poruvte of s Glady o teow o of e o v A,

FORCCMNOTIONS OF CARRACE S6E ONDRLAF

Soplcie - N\ %
ri ’ . > \ £ i
Ll c23i~

g@.ﬁwa N4
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3 April 2021

CODENAME "CONGENRILL"EDITIONI9¢ ~ BILLOFLADING  B1NO SW2105001

—— 70 BE USED WITH CHARTER SETIES

SK ENERGY CO, LTD.

bt of deTems

HIGHSEA

Sepe’s docmn o ped. Giross weight

NM GASOLL

54104812KL@ I1SC
34048 BBL@ S0 DEG F
4,553.403 METRIC TON
4,481.487 LONG TON

FREIGHT PAYABLE AS PER CHARTER PARTY
CLEAN ON BOARD
3™APR, 2021

(f whaty  omidiedo n Diprere thlk de Carlor et

bovny wmprrmlie K iom v (hamumge fosenn o sty |

SHIPPED #twPomsicasgn scowwr ooty w
FRigT payatie 56 o conclior o Do e Vs Uy cartge ) e Py
OWATERAUYamd . COudegey moww Pesbe e Tuy s e e ok
Vagh mmasue Qs Qanty el SreEET Ve
' INWITNESS woasc’ na Ve o
L A o fe e VemE N e
Racshad craart of hegre Perrte SRR dLadg NGomd 0w of of i arer o0 A
- - Paite ot
Timewed britadrg. ..., T — ~reus
I =
E e
Nuriber of g B, Sran P A
THREE() &
£
NAUTICAL SEA ?
wa NG’MV!U\W N

Source: Member State.
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Annex 48: Facilitators

Investigations into Cheng Chiun Shipping Agency Co., Ltd (FE#EAE % ACEE A IR A F]) (hereafter
“Cheng Chiun Shipping”) showed the use of motherships, direct delivery vessels, and feeder vessels
that also typify other suspect refined petroleum transfers the Panel previously investigated. The moth-
erships are typically larger tankers that load refined petroleum cargo at port or port areas. These ships
take their cargo out where fuel is ultimately offloaded at ports in the DPRK. This happens in a number
of ways: the mothership transfers its oil cargo to direct delivery vessels who transmit under fraudulent
identifiers, given their known history of sanctions violation. The direct delivery vessels in turn then
conduct ship-to-ship transfers with DPRK tankers in other waters. Alternatively, the mothership trans-
fers to a feeder or intermediary vessel, which in turn transfers its oil cargo to smaller unidentified tank-
ers that then conduct ship-to-ship transfers with DPRK tankers or with direct delivery vessels. The latter
then transfers the oil to DPRK tankers that offload the refined petroleum at its home ports. In other
words, illicit refined petroleum procured by the DPRK is transferred in a multi-staged and layered man-
ner that seeks to evade easy detection. A Member State has assessed that Cheng Chiun Shipping was
aware of the sanctions’ evasion activity conducted and attempted to cover up their activities.

Case examples

SUNWARD?':

The then Panama-flagged tanker SUNWARD delivered refined petroleum in at least four transfers to
DPRK-flagged tankers in March and in April 2021 (the material time), based on Member State infor-
mation. The SUNWARD?’s oil cargo transfers included:
(i) Ship-to-ship transfer on or around 30 and 31 March 2021 to DPRK-flagged SIN PHYONG 2
(IMO: 8817007);
(ii) Ship-to-ship transfer on or around 31 March and 1 April 2021 to DPRK-flagged AN SAN 1
(IMO: 7303803);
(iii) Ship-to-ship transfer on or around 6 and 7 April 2021 to DPRK-flagged UN HUNG (IMO:
9045962);
(iv) Ship-to-ship transfer on or around 7 and 8 April 2021 to the DPRK-flagged SAM JONG 2
(IMO: 7408873).

The SIN PHYONG 2, AN SAN, UN HUNG and SAM JONG 2 have all been featured in previous Panel
reports for illicitly delivering refined petroleum to the DPRK. After receiving refined petroleum from
the SUNWARD, the three tankers were all observed offloading their cargo at various DPRK ports (see
figure 48-1):

87 Maritime database tracking showed the SUNWARD traveled to Chittagong,
Bangladesh by early June 2021. The vessel is presently listed as broken up.
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Figure 48-1: DPRK vessels involved in ship-to-ship transfers with the SUNWARD delivering refined
petroleum, DPRK

WV AN S4H 1 Debvarrg Mefirmd Petroleur SR L 29 JUNG D024 MY UN UM Do veeng Brieeo PerTe s
Thangin Pert Mt Kares 3 . Aamps Port Horts Kores
AEARZE N 13K o0 & : T d TR

MV SAM JOMG T Datwrng Swimed
Pt o Hamgnie Por Horth Kores
ARSI NS ANNE

1]
Source: Member State.
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SKY VENUS

The Palau-flagged tanker SKY VENUS (IMO: 9168257) is suspected to have delivered refined petro-
leum in at least six transfers to DPRK-flagged tankers via multiple ship transfers in May and in August
2021 (the material time). The SKY VENUS’ oil cargo transfers included:
(i) Ship-to-ship transfer on or around 14 May 2021 to a vessel, which in turn transferred the oil
cargo to DPRK-flagged YU JONG 2 (IMO: 8604917);
(i) Ship-to-ship transfer on or around 17 May 2021 to a vessel, which in turn transferred the oil
cargo to DPRK-flagged SAM JONG 1 (IMO: 8405311);
(1i1)Ship-to-ship transfer on or around 28 May 2021 to a vessel, which in turn transferred the oil
cargo to DPRK-flagged SAM JONG 1,
(iv) Ship-to-ship transfer on or around 8 August 2021 to a vessel, which in turn transferred the oil
cargo to DPRK-flagged SIN PHYONG 5 (IMO: 8865121);
(v) Ship-to-ship transfer on or around 9 August 2021 to a vessel, which in turn transferred the oil
cargo to DPRK-flagged SIN PHYONG 5;
(vi)Ship-to-ship transfer on or around 10 August 2021 to a vessel, which in turn transferred the oil
cargo to DPRK-flagged SIN PHYONG 5.
Commercial AIS data showed the SKY VENUS was at Taichung port / port waiting area during the
material time, a location where the SUNWARD had also loaded oil.

YU JONG 2, SAM JONG 1 and SIN PHYONG 5 have all been featured in previous Panel reports illicit
delivering refined petroleum to the DPRK. The SIN PHYONG 5 loaded refined petroleum over three
consecutive days in August. The three tankers were all observed in the DPRK offloading refined petro-
leum (see figure 48-2 and 48-3):

Figure 48-2: YU JONG 2 and SAM JONG linvolved in ship-to-ship transfers with SKY VENUS de-
livering refined petroleum, DPRK

Source: Member State.
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Figure 48-3: SIN PHYONG 5, involved in ship-to-ship transfers with SKY VENUS, delivering refined
petroleum, DPRK

WiV SIN PHYONG 5 with Refined Petrofoum
Outside Hungram Port
Hungram, North Korea
33.45:04 N 127 4054 E

Source: Member State.

The Panel’s investigations indicated the following shell companies established in various jurisdictions
either: shared a similar address and contact number with Cheng Chiun Shipping, Director, or have been
listed in the care of a company associated with Cheng Chiun Shipping’s address:

Q) Ocean Energy International Corp.

(i)  Everway Global Ltd

(iii)  Wills International Co., Ltd

(iv)  Wisteria

(V) Sunward Marine S.A.

(vi)  Energy Star Marine S.A.

(vii)  Trump Marine S.A

(viii) Gemmy Marine S.A.
Ocean Energy International Corp (hereafter “Ocean Energy”), the registered owner and manager of
SKY VENUS, registered an address in the Seychelles with no contact information®. However, docu-
mentation of the vessel’s classification society indicated that Ocean Energy was managed by Wills
International Co. Ltd (hereafter “Wills International”). Wills International, an entity incorporated in
Samoa with a physical office in Kaohsiung, shares the same address as Cheng Chiun Shipping. Cheng
Chiun Shipping has acknowledged the listed entities as its subsidiary companies.

88 IMO records.
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The Panel separately notes that Wise Million Ltd, a company with a physical address in Kaohsiung,
served as the ship operator and Document of Compliance holding company for the CHAN FONG (IMO:
7350260). The CHAN FONG was investigated by the Panel for conducting a ship-to-ship transfer with
the DPRK tanker CHON MA SAN (IMO: 8660313) in March 2018, as well as in connection to T
Energy International Co., Ltd.®° Wills International is listed as an associated subsidiary company with
Wise Million Ltd.® Wills International managed and operated the SUNWARD from January 2013 until
June 2021 when the vessel was scrapped. The SUNWARD was registered under the Panama-incorpo-
rated entity Sunward Marine S.A.

Responses

The Panel wrote to Cheng Chiun Shipping, the various jurisdictions where other offshore companies
were established, and the relevant flag State.

Cheng Chiun Shipping, through a legal firm, acknowledged that SUNWARD and SKY VENUS “..be-
long to me and my shareholders.” The company denied “...ever transported refined petroleum prod-
uct(s) to DPRK-related vessels through my oil tankers SUNWARD and SKY VENUS...”, and that the
company served as purchasing agent and shipping agent for gasoil customers near Fujian Province,
China. According to the company, a Mr Liu from a Hong Kong-incorporated company was the only
person to whom it sold gasoil during the periods of interests requested by the Panel. The oil was trans-
ferred to “inland ships” and “fishing boats” nominated by Mr Liu. No ship identifiers were provided to
receive the gasoil. According to Cheng Chiu Shipping, “...Mr Liu always sends his ships which had the
signs and numbers shown on the ships covered”. These receiving ships were instead recognized with a
“CNY paper bill” they would present, whose serial numbers would match against those provided by Mr
Liu to Cheng Chiun Shipping. The Panel continues to review the information provided by the company.

The Panel is awaiting a response from Samoa on the relevant incorporated entity(s) associated with
Cheng Chiun Shipping.

Seychelles provided the requested information to assist the Panel’s ongoing investigations.

Panama provided the requested documentation for the SUNWARD. The screening report for the vessel
confirmed the SUNWARD dropped AIS signal during the investigative periods of interest when the vessel
conducted ship-to-ship transfers with the DPRK tankers. The Panel is awaiting a response from Panama on
the relevant incorporated entity(s) associated with Cheng Chiun Shipping.

Palau has yet to respond on the SKY VENUS.

The Panel separately continues its investigations into the facilitators of other vessels mentioned in the Panel
reported alleged to have conducted ship-to-ship transfers with DPRK vessels and direct delivery vessels.®!

Source: The Panel.

89.S/2021/211, paras. 52-53 and annex 31.
%0 THS Markit.
°V'§/2021/777, para. 45, and S/2021/211, paras. 52-53 and annex 31.
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Annex 49a: Vessel’s onward sale: RUI HONG 916 (IMO: 9058866)

The Panel investigated the RUI HONG 916 (IMO: 9058866) for ship-to-ship transfer with the DPRK-
flagged tanker KUM UN SAN (IMO: 8720436) on 28 May 2019 in the East China Sea (see figure 49a).
The Panel recommended the RUI HONG 916 for designation pursuant to paragraph 11 of resolution
2375 (2017). No commercial AIS data exist following the vessel’s sale in January 2019, with the RUI
HONG 916 last showing AIS signal in early January 2019 when the vessel was at Hinase port, Japan.
In March 2019, the vessel was flagged under Sierra Leone for a single delivery voyage from “Onomichi,
Japan to Ningde, Fujian Province, China”%,

Figure 49a: Ship-to-ship transfer between RUI HONG 916 and DPRK-flagged KUM UN SAN, 28 May
2019

Source: Member State.

The vessel was brokered by the Japan-registered Toei Shipping Co., Ltd (hereafter “Toei”), for the
Hong Kong-incorporated Ruis (HK) Marine Co., Limited, for sale in January 2019, with the vessel’s
Protocol of Delivery and Acceptance dated 9 January 2019. In the Panel’s correspondence with Toeli,
the company clarified that it acted as a non-exclusive agent on behalf of Ruis (HK) Marine Co., Limited
when entering into the vessel’s sale and purchase agreement.®®

%2 Sierra Leone Maritime Administration.
% According to Toei, the company usually represents offshore buyers seeking to
purchase vessels from Japanese owners.
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According to Toei, while it understood Fujian Yihe (see also paras. 47-51) to be the actual buyer
of the RUI HONG 916, it was unaware of the vessel’s onward sale between Fujian Yihe and the
ultimate end buyer ‘Wang’ that subsequently took place. Toei also engaged a third-party
committee of lawyers to review the case. Excerpts of a submitted report of 25 May 2021 is at
annex 49b. Toei further indicated it had accepted the third-party committee’s recommendations
and “In this respect, we have included the languages in our form of vessel sale and purchase
agreement to the effected that we will not be involved in North Korea-related transactions” (see
addendum at annex 49b).

The Panel separately notes affiliations between Ruis Marine and Fujian Yihe.

Investigations continue.

Source: The Panel.
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Annex 49b: Proposed recommendations — Excerpts as provided in the original and translated
version

- 4
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XXXXX

II.  Measures to avoid any connection with North Korea-related transactions

1 Tt is truly regrettable that the Vessel in Question was unfortunately used for a
North Korea-related transaction that is prohibited or restricted by UNSCR. Even
though the Company did not know or could not have known such a situation at all at
the time of the transaction, it is undoubtedly necessary for the Company as an entity
dealing with ship trading transactions to take meagures to prevent such an incident
from oceurring again in the future.

MNonetheless, at the time of the transaction in guestion, there is no evidence that
measures were generally taken in the ship trading industry to prevent the use of vessels
in North Korea-related transactions prohibited or restricted by the UNSCR. The
Japanese version of the ship purchase agreement used in this transaction 1s a standard
form (the latest translation of the English version of the ship purchase agresment,
revised on November 2, 1999) prepared by the Formalities Committee of the Japan
Shipping Exchange, Inc. There is no clause in the form that includes measures to
prevent its use in North Korea-related transactions and the form has not bean revised
to include such measures to this day. From this point of view, we would understand that
it would be hard to say that the issues involved is not penetrated sufficiently in the
Japanese ship trade industry.

2 Needless to say, it is not permissible to continue a transaction when it is known
that the counterparty to a transaction is trying to use the goods to be sold in an illegal
transaction. However, this case was not a case where such a circumstance could be
detected at the time of the transaction, but rather this was a case where a subsequent
buyer from a counterparty to the transaction in question committed illegal activity and
it was an unexpected situation for the contracting parties.

Nevertheless, the fact that the Vessel in Question was actually used for the
purpose violating the prohibition of transactions related to Nerth Korea, which is
prohibited or restricted by the UNSCR that the Japanese government takes the lead in
expressing its compliance with, should be solemnly accepted. In order to eliminate
involvement in such transactions as much as possible in the future, in light of the
purpose of such prohibition, it is necessary to require all parties involved in sales
contracts of vessels to take a pledge not to be involved in such transactions, both in
concluding contracts and being involved in such contracts. Also, it is necessary to be
determined to refrain from transactions with counterparties who cannot be expected to
fulfill their pledge. In order to reveal the existence of such pledges, it 1s necessary to add
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Translation / For Reforence Purpose Only

a clause to that effect in the contract, which would also be meaningful to remind the
parties involved in the contract of such duties. In addition, depending on the situations,
there may be room for consideration to add a provision to the effect that if a contracting
party violates its covenant and engages in such a transaction on its own and causes
damage to the other party, it will be liable for compensation to the other party. In the
standard form used in this case, there are also individual agreements outside the form
as additional clauses and therefore, there would be no obstacle to adding the above
clause as part of such clauses.

On the other hand, if a sale and purchase contract of vessel further includes a
clause which prohibits the subsequent purchaser from the contracting party from
engaging in such transactions and makes the contracting party itself liable for damages
in the event that the subsequent purchaser violates such prohibition, there is a risk of
placing excessive obligations and burdens on the contracting party that engages in a
wide range of transactions. This may even possibly lead to a situation where a sales
transaction fails to conclude even though all other terms and conditions of the
transaction have been agreed upon. In commercial transactions, it is very exceptional
to make the other party responsible for the actions of the subsequent purchaser and,
except in cases where the result of the transaction is understood to have the possibility
to support illegal activities, it would be generally understood that parties would trust
the good sense of the counterparty and refrain from imposing such restrictions,

IV. Conclusion

1 Based on the sbove investigation and examination, although it is apparent that
the Vessel in Question which is the subject of the sales transaction by the Company,
being subsequently resold and used for purposes that violated the prohibition of
transactions related to North Korea which is prohibited or restricted by the UNSCR,
the Company was merely involved in the sale and purchase of the Vessel in Question as
part of its ordinary course of business activities, The Company has never been actively
involved in any act in violation of the prohibition of North Korea-related transactions,
and at the time of the sales transaction of the Vessel in Question, there were absolutely
no circumstances in which the Company knew or could have known that the Vessel in
Question would be used for the above-mentioned purpose in the future.

2 In the event where the Company is involved in vessel purchase transactions in
the future, in order to ensure that the vessel will not be used for any purpose that is in
conflict with the prohibition of North Korea'related transactions, prohibited or
restricted by the UNSCR, it is vatal for the Company to confirm with counterparty in
this point and request for a pledge, and to be determined not to carry out transaction
with the counterparty who is not expected to comply with the pledge. On top of that, we
believe that one of the best measures that can be taken under the current circumstances
is, when concluding a vessel transaction contract, in addition to the standard form used
in the past, tho Company should include a special provision declaring that “the buyer
pledges not to use the vessel which is the subject of this sales transaction for North
Korea-related transactions prohibited or restricted by UNSCR" and further include a
provision stipulating that the counterparty of the transaction is expected to make
independent and voluntary efforts with use of good common sense in fulfilling this
pledge, while stipulating liability for damages in the event of non-fulfillment, as the
circumstances may be.

XXXXX
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Annex 49c: Addendum as provided by Toei Shipping Co. Ltd

ADDENDUM NO. 1

to a Memorandum of Agreement dated [Date] as amended and supplemented from time to
time together with any addenda thereto (the “Memorandum”) for the sale and purchase of
the motor vessel XXXX (the “Vessel”) entered by and between:

a) TOEI SHIPPING CO., LTD, 5F TOKYO BAYSIDE BUILDING, 3-33-17 KAIGAN,
MINATO-KU, TOKYO, JAPAN (the “Sellers”): and

b) XXX (the “Buyers”).

With the Buyers and the Sellers hereinafter called the Parties and each of them
indistinctively a Party

THE PARTIES HEREBY AGREE AND CONFIRM as follows:
the buyer pledges not to use the vessel which i1s the subject of this sales transaction for
North Korea-related transactions prohibited or restricted by United Nations Security

Council resolutions.

IN WITNESS WHEREOF, the both parties hereto executed this Agreement
on this [Date]

THE SELLERS THE BUYERS
TOEI SHIPPING CO,, LTD XXXX

= By

Title: PRESIDENT Title: PRESIDENT

Source: The Panel.
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Annex 50a: Vessel’s onward sale: R HONG nka DPRK-flagged TO MYONG (IMO: 9162318)

The Panel recommended the then Sierra Leone-flagged Rl HONG (IMO: 9162318) for designation
when it was recorded on satellite imagery alongside other DPRK cargo vessels exporting coal in
Ningbo-Zhoushan waters on 29 April 2020.°* The vessel is currently DPRK-flagged, re-named TO
MYONG. % Prior to that, the vessel was berthed at Songnim port, DPRK, on 23 December 2019 (see
figure 50a-1). The vessel last transmitted less than a week earlier in Shidao waters, China. Both vessels,
suspected to have been operating under DPRK control, have since officially transitioned under the
DPRK fleet sailing as TO MYONG and SAM JIN 8 respectively. The Panel had recommended the RI
HONG for designation pursuant to paragraph 11 of resolution 2375 (2017)%. The vessel has since con-
tinued to export DPRK-origin coal to Ningbo-Zhoushan waters.

Panama confirmed that the Rl HONG was deregistered from its ship registry on 20 December 2019 on
the basis of the transfer of the vessel under another flag (see figure 50a-2). The Panel wrote to the latter
ship registry and did not receive a response. IMO records showed the vessel was next re-named
KLAUSEN, sailing under the Sierra Leone flag in May 2020%, with its registered owner and ship op-
erator as the Hong Kong-incorporated Converse Trading Limited®®. The Sierra Leone Maritime Ad-
ministration confirmed to the Panel that it de-registered the KLAUSEN on 17 November 2020 with the
reason of the vessel’s expiration of its issued provisional registration certificate. The RI HONG was
subsequently listed to have come under the DPRK’s fleet as on October 2020, sailing as the TO
MYONG?®. There has been no commercial AlS transmissions of the vessel since mid-December 2019.

Figure 50a-1: Rl HONG at Songnim port, DPRK, 23 December 2019, and anchored near Ningbo-
Zhoushan, China, 29 April 2020

3T L o HCHU e
" Eewn

Biwe i, 0 130K Do nker

Source: Member State.

94°8/2020/840, paras. 57-59 and S/2021/211, para. 79 and annex 38(b).

9 IMO GISIS. Flagged on October 2020 but updated only subsequently from information provided
by flag state (backdated).

% IMO GISIS. Flagged in October 2020 but updated only subsequently from information provided
by flag state (backdated).

°7 Information then available as dated on IMO GISIS.

%8 This entity has no online or commercial footprint.

% IMO GISIS. Flagged in October 2020 but updated only subsequently from information provided
by flag state (backdated).
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Figure 50a-2: Flag deletion certificate of Rl HONG, December 2019
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Source: Member State.

In 2020, the Panel wrote to Li Hong Shipping Co Ltd (hereafter “Li Hong Shipping”), the then known
last listed registered owner of RI HONG, and (listed in the care of) Hong He Shipping Co Ltd (here-
after “Hong He Shipping”), the latter serving as the vessel’s ship manager, operator, technical manager
and Document of Compliance company holder. The Panel sought information on the vessel, its cargo,
its ownership, all associated counterparties involved, along with relevant documentation and financial
transactions. The Panel received a response from Li Hong Shipping’s owners via its lawyers on 24
August 2021 providing documentation, including of the vessel’s onward sale by 16 December 2019 to
a Chinese entity, China Nuclear Aviation Technology (Ningbo) Company Limited (FF&Zfit 22 £t (T
#) HBR/AT]) (hereafter “CNAT”) (see annex 50b). The Panel informed Li Hong Shipping that the
information on the IMO website had continued to list the company as the vessel’s registered owner and
recommended that vessel owners should ensure they do not remain liable by ensuring vessel onward
sale information is updated with the IMO in a timely manner with the requisite documentation.

As regards information on whether Li Hong had reached out to the buyer (its representatives) for an
explanation, Li Hong Shipping responded “Our clients have sought answers from the Buyer via the
broker regarding the allegations, but have been unsuccessful. Our clients stress that they had no
knowledge that the Buyer intended to carry out any alleged illicit activities.” The Panel separately was
able to obtain a contact detail of CNAT sourcing publicly available information and corresponded with
the company. The Panel continues to await the company’s response.
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Li Hong Shipping!® also indicated that it failed to receive the Panel’s earlier emails requesting infor-
mation on RI HONG as it was sent to a personal email possibly belonging to an individual of a similar
sounding name (with a word mis-spelt) at Hong He Shipping (its management and ‘care of company’)
that was no longer under its employ. The Panel notes that the individual’s name continued to be offi-
cially listed with the IMO as recent as December 2021.

On the Panel’s request on due diligence information, Li Hong responded “As the arrangement was
through a broker and between two Chinese entities, our clients did not undertake additional due dili-
gence to that which was undertaken by the broker. There was nothing to suggest to our clients that
further due diligence was required. That said, our clients have updated their internal procedures to en-
sure that, in the future, additional due diligence checks are carried out.”

On the Panel’s query on steps undertaken by Li Hong to reduce the risk of such transactions, Li Hong
responded:

“..... our clients had an in-house meeting with all their employees to discuss the lessons learned from
the allegations concerning Ri Hong [Enclosure 9]. Those lessons included:

1) prudent investigations/due diligence on business counterparties;

2) enhanced due diligence when high-risk jurisdictions are involved,

3) better contract management;

4) conducting due diligence on cargo;

5) improved collection of information, including utilising brokers and insurers; and
6) penalties for non-compliance.

Our clients are also working with us to implement a sanctions compliance program that the companies
and their employees may refer to for training and guidance purposes.” See annex 50c. The Panel notes
these efforts undertaken.

The TO MYONG has continued to transit in Ningbo-Zhoushan waters as well as at a Chinese port in
2021'% (see annex 58).

Source: The Panel.

190 All information in this report that states a correspondence and corresponding responses from
Li Hong Shipping’s owners was conducted via its lawyers, a legal firm registered in the
United Kingdom.

101 Pursuant to paragraph 5, resolution 2397 (2017).
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Annex 50b: Documentation in relation to the RI HONG’s sale
Excerpt of Legalized Bill of Sale of Rl HONG
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Excerpt of the sale and purchase contract for Rl HONG

© M X

SALEFORM 1993

XX XXX
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Business Licence of China Nuclear Aviation Technology (Ningbo) Company Limited

Source: The Panel.
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Annex 50c: Proposed due diligence measures --- Meeting minutes as provided in the original
and translated version
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HONG HE SHIPPING CO,,LIMITED
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Meeting Ainute: on Lezzons Drawn From “Ki Hong™ Sale Incident

Aug 6th, 2021

All the employees of Hong He Shipping Co, Lid had 2 meeting oo Aug 5% , 2021 to conduct a
reflection session on lessons learned m respect of the incident of the sale of the ship “Fa Hong”,
the buver of which has utilized the ship to conducted 1llegal trade and indivectly brought damage
and loss to our company. Therefore, the company bereby reminds all emplovess to be alert and
cautions of the potenfial nszks m the cowrse of business and to aveid breaching domestic and
nternational laws and Acts. The minutes of this meeting are handed out to all the departments for

comphance.

The ship © Fi Hong” managed by owr company was sold to the buyer ZhongHe Asiation
Technology (Mingbo) Company (the “Buyer”™) through normal purchase & zale formalities under a
contract in Dec 2019, In early July 2021, our company's bank account with the Bank of China
{(Hong Kong) Branch was canceled without prior notification and post-explanation. Char company
afterwards conducted an investigation and leamt that the Buver, after purchazing the vessel “Fi
Hong”, used her to frade im North Korea, which 1= a state under UN zanction. Though our
company has retamed Hong Eong lawvers to deal with the Bank of Chma with full evidence
proving our mnocence and gemuine lgnorance towards buyer’s illegal activities, the Bank refused
to restore thewr services, and furthermore, the Bank refused to give amy further appropnate
explanation. Therefore, thiz meident has resulted m a great loss to our company. Besides the costs
in defendimg our position, owr company has now suffered frustation of business due to loss of
cash flow support. Now, we are havmg this meeting for the pupose of having the lessons
summarnzed with an expectation that all colleagues should be well alert and be cauwfious of similar
nzks m foture waork

1. Ckeck on Business Counterparties

From now on, when dealing with new clients, no matter at which levels and in what respect,
everybody should report all details fo the company and the company shall conduct a prudent
mvestigatton on the legahity of pew chents. The mvestgation will cover the creditworthmess,
the financial ability and default’crimunal record inclusive of whether the chent has been
suspected of having breached international sanctions.

2 Contract Management

When drafimg contracts, all emplovees should refer and rely on relevant laws and use proper
terms with explicit and unambiguons wordings. The fulfilled contracts should be stuctured
mto volumes with codes and be submatted to the company for record keepmg. Every dispute
that took place during the executon of the confract should be summarized and reported to the
company at the end of season meeting. Felevant moments for reflaction and loss prevention
suggestions should be raised by the relevant persons.
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3  Checking Information on Cargo

All people should be on alert and exercise due dibgence when checking the mformation on
cargo such as the source, ongm and the legality thereof, even though zhips are trading under
charterers" instructions and cargo are provided by charterers. It has been previously reported
that other ship owners have suffered a lot for being wrongly and unknowmegly mvelved m
illegal cargo camage arranged by their charterers. We should take it as 2 lesson and do owr
best to avold such nisks so as to ensure the company’s business stays on a nght and lawful
track.

4  Collection of Information

It 15 bhas been decided that it 15 now requred where there are uncerfamnties and moqunes, or
when there are no channels to sahsfy anh-loss mvestizations, emplovees should immediately
consult our charter broker, insurance broker or H&EM mnsurer and P&I msurers for assistance
on accuwrate mfermation However, 1t 15 strictly forbidden for private emails to be used m
business contacts and every private email, despite not bemngz allowed to be used, should be
registered with the company for safetv management protocols. Every person, after recerving
emails unconnected with his own business, 15 obliged to re-deliver these emails to the nght
person who 15 m charge of that business so as to eliminate any omission of the work.

5 Penalty
Everybody 1s to take the incident of “ Fa Hong” as a lesson and reflect especially m respect of
observing international regulations and to be on guard against viclation of mternational
sanctions. People who cawse damage or loss to the company due to his ignorance and

negligence on this requiremnent will meur economic punishment imposed by the company.
Thoze who viclates these regulations to a serious extent shall be fired without excuse.

All emplovees are hereby demanded to follow and obszerve the above rules and stay alert to
potential risks. These mles are shpulated for the purpose of makmg ship trading safe n the
common interests of the company and all ouwr emplovess.

Hong He Shipping Co, Ltd

Source: The Panel.
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Annex 51: Vessel Acquisition by the DPRK - SU RYONG SAN (IMO: 9016430)

The Panel began tracking the DPRK cargo vessel SU RYONG SAN (IMO: 9016430) post-transition,
based on anomalous AIS transmissions. While the vessel was flagged under the DPRK in October
2020%%2, no vessel tracks were available for ten months after August 2020. The vessel began transmitting
intermittently on multiple identifiers as it departed Nampo 6 July 2021. It arrived at Ningbo-Zhoushan
waters later the same month. By 25 August 2021, the vessel was at Longkou port area where it remained
for over two weeks, where it was suspected to have engaged in ship-to-ship transfers based on trans-
mitted draft changes, before berthing at Longkou’s bulk cargo terminal by 11 September 2021. It was
observed outside of Nampo Lockgate by mid-September 2021 (see figures 51-1~51-2).

Prior to it being flagged under the DPRK, the vessel sailed under the Dominican flag for three months,
indicating the vessel was issued a single delivery voyage permit for delivery to its new owners,
HongKong Great Fortune Development Co. Limited (F# S:E(GE) #(R)E AR 27) (hereafter
“HKGF”). HKGF was the last registered owner when it was sailing as the CJK OSAKA in 2020, before
the vessel joined the DPRK’s fleet'®, The company neither has an online footprint nor have kept the
email it was registered against on corporate documentation.

102 Tbid.
103 TMO GISIS.
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Figure 51-1: Storyboard of DPRK-flagged vessel SU RYONG SAN transmitting false identifiers
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July 2021 — Ningbo Zhoushan, SU RYONG SAN spoofing as YONG AN and K SK%. CIK OSAKA is
the historical name of SU RYONG SAN

194 The K SK’s spoofed MMSI and calls sign belongs to a Cameroon-flagged cargo
vessel operating solely in the Mediterranean.
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25 July 2021 07:12

K SK transmitted multiple chanzes to its dizital name
including CJK OSAKA and back to YONIG AN as it
departed Nmgbo-Zhoushan port area. It changed 1ts call sign
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August 2021 - Longkou

On 25 August 2021 (see figure 51-1), the vessel sailing as YONG AN briefly transmitted on its original
identity SU RYONG SAN outside of Longkou port before changing its digital profile to K SK while at
Longkou Bulk Cargo Terminal.

September 2021 — Longkou
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Source: The Panel.

The Panel is further investigating suspected sanctions evasion and violation activities across multiple
fronts by HKGF since 2019.

The Panel asked China, on the SU RYONG SAN’s identifiers under which it was transmitting, its cargo
offloaded in Ningbo-Zhoushan waters and at other Chinese ports, any ship-to-ship transfers conducted
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in Chinese waters with the type and amount of cargo offloaded and loaded, along with shipping docu-
mentation and financial transactions.

Based on information obtained from various sources, HKGF is alleged to have imported into China
between 100,000 to 200,000 metric tons of DPRK-origin coal from the DPRK entity Yonggwang Fur-
niture and Building Materials Corporation &3 33 7}+"71 Al 3] A} aka <3 & 7+ 3] A} (Yonggwang Fur-
niture Joint Venture Company) — hereafter “Yonggwang”. Yonggwang agreed to ship the following to
HKGF:

- DPRK:-origin coal aboard the DPRK-flagged JANG UN (IMO: 8822260);

- DPRK-origin coal aboard the DPRK-flagged KUM SONG 7 (IM0O:8739396); and
- DPRK:-origin coal aboard the DPRK-flagged RYON HWA 3 (IMO: 8312227).

This information is consistent with an earlier investigation undertaken by the Panel concerning the
suspected transfer of DPRK-origin coal from the DPRK-flagged JANG UN and KUM SONG 7 to the
QUN RONG XIANG, a Chinese cargo ship, the latter as currently investigated by Chinese authori-
ties!®. See annex 55 for details. The RYON HWA 3 was back in Chinese waters in August 2021 and
was observed grounded a month later in Ningbo-Zhoushan, China (figure 51-2).

105°§/2021/777, paras. 96-98.
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Figure 51-2: Vessel aground, Ningbo-Zhoushan, 18 September 2021
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Source: (top) Member State, (bottom) Maxar Technologies and Windward.

The Panel sought information from China on the DPRK vessels, their identities transmitted in Chinese
territorial waters, Chinese-entities owning and operating the receiving vessels, those that procured the
cargo from DPRK cargo vessels-imported the coal, and the relevant shipping and financial documenta-
tion.

China responded that “SU RYONG SAN entered Longkou Port in August 2021, offloaded watch move-
ments, and left the port after loading stationary in September 2021”. On the QUN RONG XIANG,
China responded: “The investigations into ... QUN RONG XIANG are still underway, and we do not
have information to share at the current stage.” On RYON HWA 3, China responded the vessel entered
Yantai port “empty-loaded” in March 2021 and departed “...by loading pesticide, fertilizer and other
agricultural supplies in the same month”. China had no information on HongKong Great Fortune De-
velopment Co., Ltd.

Source: The Panel.
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Annex 52a: SUSPECTED VESSEL ACQUISITION BY THE DPRK - OCEAN SKY (IMO:
9125308)

The Panel is investigating the suspected DPRK acquisition of the Sierra Leone-flagged OCEAN SKY
(IMO: 9125308). A Member State reported that the vessel was delivered at sea by Asia Ocean Shipping
Limited (ZE;M&;¥12 %4 R 22 5]) to the DPRK entity, Ryongsung Trading Corporation, between 24
and 30 May 2021. Panel investigations also showed that another China-based intermediary associated
with Asia Ocean Shipping was associated with the vessel PU ZHOU, prior to the latter becoming the
DPRK-flagged SU RI BONG (IMO: 8605727).

Commercial maritime AIS data show that OCEAN SKY has not transmitted verified AIS signal fol-
lowing the vessel’s onward sale as the vessel departed Busan, Republic of Korea on 11 May 2021. The
vessel was previously sailing as the Republic of Korea-flagged DAEHO SUNRISE. The Hong Kong-
incorporated entities China Tianchuan International Group Shipping Limited and Asia Ocean Shipping
were listed as the vessel’s new registered owner and ship manager'®.

Asia Ocean Shipping allegedly used an SDV permit issued by the Sierra Leone Maritime Administra-
tion for the said transfer. Such permits typically require less scrutiny. The PU ZHOU (IMO: 8605727)
and RUI JI STAR (IMO: 9010058)%" were also flagged under Sierra Leone for a short period of time
before being re-flagged under the DPRK.

The Panel sought relevant information from Sierra Leone including, inter alia, whether the OCEAN
SKY was issued a single delivery voyage permit (SDV) for its transit to its new owners. Sierra Leone
has yet to respond.

To trace the OCEAN SKY, the Panel wrote to the vessel’s previous ROK-registered owner, Daeho
Shipping Co., Ltd (hereafter “Daeho Shipping”). According to Daeho Shipping, the vessel was under
its ownership and management from 28 February 2011 to 17 May 2021. The vessel was cancelled from
the Republic of Korea’s ship registry on 17 May 2021 (seen annex 52b). According to Daeho Shipping,
a mainland China and Hong Kong broker sought out a Seoul-based broker, a Mr. Chang, in March 2021
to purchase the specified vessel. A Bill of Sale was concluded the same month, with the final closing
of the deal’s Protocol of Delivery and Acceptance on 4 May 2021, when the vessel was handed over.
A buyer inspection of the vessel in April was cancelled “due to COVID-19” when the vessel was at
port in Nantong, China. No follow up inspection was scheduled.

Daeho Shipping stated it delivered the vessel to the ROK broker during the handover with no buyer’s
representatives present. Thereafter, the vessel departed Busan, ROK, on 11 May 2021 for delivery to
Zhoushan by tug. Commercial maritime tracking showed AIS transmission was lost the same day (see
figureb2a-1).

106 MO GISIS.
197 Now sailing as DPRK-flagged MYONG SA SIM NI. The vessel has since been observed on
satellite imagery in Ning-Zhoushan waters exporting DPRK-origin coal (S/2021/777, paras. 89-92).
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Intermittent spot AIS transmissions of the OCEAN SKY were captured on commercial maritime data-
bases between August and November 20211 (see figure 52a-2). The vessel was observed on satellite
imagery at a Chinese shipyard on 1 October 2021 (see figure 52a-3). The OCEAN SKY last transmitted
AIS signal on 13 November 2021 in waters outside the shipyard (inset imagery at figure 52a-2).

Figure 52a-1: OCEAN SKY stopped transmission, Busan, ROK, 11 May 2021

S e - N BTN e S OCEAN SKY

ChemicalProducts Tanker

G2
- —

Source: IHS Markit Seaweb, annotated by the Panel.

198 The OCEAN SKY’s last AIS transmission was on 13 November 2021, as on
31 December 2021.
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Figure 52a-2: Spot AIS transmissions of the OCEAN SKY that show possible spoofing, August to

November 2021
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M, 'Dark activity start @ Dark actwily end
ae— 10 May 2021 19:27 11 August 2021 0526
Speed 0 kn Speed 0 kn
Heading 034 Heading 284

L

11 Apust 2637 9420

mun-n- fowm TALMO SUNAISE W OCEAN WY
(1] s vt s SARNY W0 BLGET S

‘Found’ transmission

. "Lost transmission
11 September 2021 03:08

11 August 2021 0628

Source: Windward, annotated by the Panel.

Figure 52a-3: OCEAN SKY berthed at a shipyard, Shidao, China, 1 October 2021
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Source: Maxar Technologies, annotated by the Panel.

The Panel continues to investigate the OCEAN SKY’s suspected entry under DPRK control.

22-01569
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The Panel notes that another vessel investigated by the Panel, the WOO JEONG (nka SIN PHYONG
5) (IMO: 8865151)% was also delivered at Shidao in July 2019 before the vessel came under the DPRK
flag (see figure 52a-4).

Figure 52a-4: AIS transmissions showing the OCEAN SKY in October 2021, and the WOO JEONG
(nka SIN PHYONG 5) in July 2021, Shidao, China

Source: Google Earth, annotated by the Panel.
Investigations continue into the entities that facilitated the transfer of the OCEAN SKY.

Source: The Panel.

109°.§/2021/777, paras. 78-79 and annex 38.
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Annex 52b: Ship registry cancellation notice of OCEAN SKY, 17 May 2021

|

CONFIKMA'TION OF CANCELLATION OF VESSEL'S
NATIONALITY

Confirmatinn Numbar M21=-12

Name

. JAKHU © PING CO., LTD.

(Company) UAKHU SHIFT 3 C Il

Owmee |~ 7 ) "
Address 19, DAEPYIONG - RO C8BEON~GIL. YEONGDO~CU, BUSAN, REPURLIC OF

KOREA

Officiol Number |

JIR-11101) Lross | onnagn 3,054 1ns

INSO Number I 01250808 Signal Leters

DSKBT
| DAEIO SUNRIEE

MU TOR VESSEL N of Veessel

Kt of Vessal

Port of Readistey JEIU Meterinl of | 1ull STRRL
Rignhs Typa and Number of .
(it a Sailling Vessel) Eaaliwss DIESKL 1
Kirad gid Nunnbes SCREV W " IAPAN
of Propellors | SFEY : e
Nama of Fiers. | ot SHIHHLERE Date of Launch 1006~01-00
\ .
Main Dimenssions Laggh 9097 m Dreadth 16,60 m Degrh 450 m
Late of ‘
Cancellntion of 2021-05-17
Regnsirahinn
Foagon of |
Cancellation of EXFOKT
Regiatration

It it hereby confines] Ut the above described vessel was canceled from
Nationolity of the Repubbe of Kovea in accordance with Ship Act knlareement
Requiatons, Artcle 25,

The 17 th dav of 05 2021

(Signature) f;;& i'\,' !#‘.-'

Director Generid of BUSAN Repional Oceans & Fishenes Administration

Source: The Panel.
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Annex 53: Fishing Rights Transfer

Annex 53a : Monitoring and Inspection of Fishing Vessels

(1) MMSI signals detected by Member State in 2021

A Member State identified at least 428 vessels which had entered DPRK waters between 22 April and 22 June
2021. In addition, the Member State identified 9 MMSI numbers associated with these fishing fleets. According
to the Member State’s analysis, those nine vessels had taken the route illustrated below. The Panel notes that
the vessels apparently departed from Shandong Province (LLZ<#) and Liaoning Province (i T%) of China.

MMSI numbers identified:
300807023
300820047
412329999
412445566
412556677
412599899
412631558
412900023
517518888

(2) List of three fishing vessels inspected by a Member State in 202110

A Member State has informed the Panel that in May 2021 its authorities inspected the following three fishing
vessels which were moving southwards from DPRK waters.

1. Fuyuanyu (1835 ) 189
2. Liaodanyu (318 ) 36005
3. Liaodanyu (318 ) 36006

According to the inspections of Fuyuanyu 189 on 1 May, the vessel had departed from the port of Shidao (‘5 &)

on 30 April and headed towards DPRK waters. The fishing rights in DPRK waters had been priced at 300,000
RMB, which would allow the right to fish from 1 May to 1 September.

According to the inspections of Liaodanyu 36005 and Liaodanyu 36006 on 6 June, the vessels had departed
from the port of Dandong (/% ) on 1 May, entering DPRK waters on 15 May. The vessels conducted squid
fishing until June. The cost of the fishing rights had been 200,000 RMB, allowing fishing until 1 October.

110°8/2020/777, para. 82.
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Annex 53b: Reply from China

3. Fishing rights (0C.302)

China’s position on illegally acquiring fishing rights is crystal clear.
Such activities, once verified, will be dealt with in accordance with laws and
regulations, China’s fishing authority and relevant coastal provinces have
taken measures to strengthen management and demanded the fishing
companies and fishermen to strictly follow the requirement of Security
Council resolutions.

According to China's investigation, Fu Yuan Yu 189 has been anchored
on the tidal flat since July 2017, and too eroded to sail, It is impossible for it
to appear in relevant waters from May to June 2021, As for Liao Dan Yu
36005 and Liao Dan Yu 36006, we find no information of those two vessels,
The license issued by the fishing authority in Dandong, Liaoning Province
starts with number 2, The two vesscls mentioned in the Panel's letter must
have used fake licenses. The fishing vessel with MMSI number 412445566
mentioned in the Panel’s letter has been operating in waters close to Fujian
since 2021, China finds no activities of this vessel towards the DPRK’s
waters, In addition, we cannot find any information of HengXing Fisheries
Limited, Dalian, JinHai Fisheries Limited, Tianjin, etc in China’s business
registration system.

Viewing and analyzing from the above, we believe the information

)

provided by some member states are seriously inaccurate and cannot serve
as basis for China to carry out investigations. The information source is
unreliable, and its truthfulness and accuracy cannot be verified. The Panel
should not include the above-mentioned information into the report.
Otherwise, it will seriously damage the authority and objectivity of the

report,

Source: Member State.
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Annex 53c: Permitted fishing areas in DPRK waters 2020-2021

According to Member State information, the size of the permitted fishing areas!!' in DPRK waters was reduced in
2021 (figures 53c-1 and 53c-2).

Figure 53c-1

40 54 13/131 50 56
_ 3950000/130 36 00
~  390000/133 0700
=~ . 394100/1333829
L - 395323/1325134

st
= =

T —

Source: Member State.

Figure 53c-2

Below is the image of abovementioned fishing areas annotated by the Panel. The area surrounded by the green
dotted line was in 2020 and yellow dotted line is in 2021.

®

IOV 0OTNLIN OO L

Source: Google Earth, annotated by the Panel.

S/2021/7717, para. 82 and annex 41.
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Annex 54:

Source: Member State.

22-01569

Table of maritime coal exports by the DPRK
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Annex 55: Examples of DPRK-flagged vessels in Ningbo-Zhoushan area to export coal between
May and September 2021

DPRK-flagged KUM YA (IMO: 9004073)

According to commercial AIS maritime tracking data, the KUM YA departed Chongjin, DPRK, by 9
May 2021. It arrived in Ningbo-Zhoushan waters by 14 May 2021 where it remained. The vessel, which
departed the DPRK laden with coal, was observed to be riding high in Ningbo-Zhoushan waters on 31
May 2021, indicating it had offloaded DPRK-origin coal during that period of time. KUM Y A was back
in DPRK waters in the West Sea Barrage by 27 June 2021.

Storyboard of KUM YA April — May 2021
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Source: IHS Markit Seaweb, annotated by the Panel, (satellite imagery) Member étate.
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DPRK-flagged HOE RYONG (IMO: 9041552)

Another DPRK cargo vessel, HOE RYON, was observed on satellite imagery departing Chongjin,
DPRK, in July 2021 for Ningbo-Zhoushan, China, transmitting AIS only during a part of its journey.
The vessel was observed in August 2021 riding low in water when it arrived in Ningbo-Zhoushan. By
21 September 2021, HOE RYON, still in the same waters, was observed riding high in water, indicating
it had offloaded DPRK-origin coal during that period of time.

AIS data showed the HOE RYON departed Ningbo-Zhoushan waters by 25 September 2021where it
sailed towards the west coast of the DPRK, stopping transmission by 30 September 202112,

Storyboard of HOE RYON, July to September 2021

DFRE Asgyos MY HOE DPRN- w WV HOE mno
RYONG (INC: 2041520) IJW P4N25T) ot Ancher
umum e DA Mmae, Gl
e, Chira ” ITSIN1ZZ19I0T
”M 1N muag

12 August 2021

/

?¢§i§T////

21 September 2021

haushan

Source: Windward, annotated by the Panel, (satellite imagery) Member State.

112 As on 30 December 2021.
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DPRK-flagged FLOURISHING (IMO: 8421315)

The DPRK cargo vessel FLOURISHING was observed departing Wonsan laden with DPRK-origin
coal on 1 August 2021, for Ningbo-Zhoushan, China, transmitting AlS only during a part of its journey.
The vessel was observed on 17 August 2021 riding low in water when it arrived in Ningbo-Zhoushan.
By 21 September 2021, FLOURISHING, still in the same waters, was observed riding high in water,
indicating it had offloaded DPRK-origin coal during that period of time (see storyboard). Both the HOE
RYON and FLOURISHING were in Ningbo-Zhoushan waters around the same time exporting coal.
FLOURISHING stopped AIS transmission while still in Chinese territorial waters.

The Panel also tracked the vessel’s ownership and management history. The FLOURISHING was
flagged under the DPRK in November 20182, Prior to this, the vessel was managed and operated by
Hongxiang Marine Hong Kong Ltd (IB#58E (&) GRAF) (hereafter “Hongxiang Marine”)!!4, an en-
tity sanctioned by the United States’ Treasury Department in February 2018 that also managed then
Comoros-flagged ORIENTAL TREASURE (IMO: 9115028). The ORIENTAL TREASURE®,
flagged under the DPRK’s fleet the same time as FLOURISHING, was reported by the Panel on mul-
tiple occasions for exporting DPRK-origin coal. Other vessels managed by Hongxiang Marine before
transitioning under the DPRK flag, some of which around the same time included: ASIA HONOR
(IMO: 8405220), HORIZON STAR (IMO: 9017123), NEW DAWN (IMO: 9135494)!'7 and PAEK
MA (IMO: 9066978)!!8 — all of which have exported coal in Ningbo-Zhoushan waters.

Since coming under the DPRK fleet, FLOURISHING had been transmitting on fraudulent identifiers
and sailing as ‘FS’. The vessel had also transmitted in Ningbo-Zhoushan waters in February 2020, a
known area where DPRK cargo vessels have and continue to export their illicit coal (see storyboard).

113 MO GISIS.

114 Room 1502, 15th Floor, Keen Hung Commercial Building, 80, Queen’s Road East,
Wan Chai, Hong Kong, China. Entity was dissolved in June 2018.

115 https://home.treasury.gov/news/press-releases/sm0297

116 Flagged under the DPRK in November 2018.

117 Flagged under the DPRK in April 2017.

18 Flagged under the DPRK in December 2016.

287/433 22-01569


https://home.treasury.gov/news/press-releases/sm0297

S/2022/132

Storyboard of FLOURISHING
July — September 2021
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Source: IHS Seaweb, (inset AIS transmissions) Windward, annotated by the Panel, (satellite imagery)
Member State.
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January — February 2020

The FLOURISHING transmitted as FS in Ningbo-Zhoushan waters from late January to early February
2020. During the period, the vessel updating its draught status indicating an offload of cargo.

FLOURISHING Sailing as F S [ERES
General Cargo Ship SHEES 2

I ES
| Time 24 January 20207

FS : roxq
Time 31 January 2020, \

Source: Source: IHS Seaweb, (inset AIS transmissions) Windward, annotated by the Panel.

The Panel continued to seek China’s assistance on the recurring presence of multiple DPRK vessels in
Ningbo-Zhoushan waters to export coal via ship-to-ship transfers, including information on any cargo
offloaded by the DPRK vessels via ship-to-ship transfer in those waters, the receiving vessels’ identifi-
ers, and entities and individuals that own, operate and procured any of the cargo from the DPRK vessels.

China responded that “There is no record of port calls in China for vessels KUM YA, HOE RYONG,
FLOURISHING ... in 20217

Source: The Panel.
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Annex 56: DPRK Coal Vessels at Ningbo-Zhoushan, China

Example: TAE DONG GANG 3 (IMO: 8730998) in Ningbo-Zhoushan waters, China, October to No-
vember 2021

16 DPRK flagped Vessels with North Korea-otigin Coad
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Anchorng =
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.
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Nogbo Dvowmbas Acea 022

Source. © 21, DigitalGlobe
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Source: (top) Member State, (bottom) Windward annotated by the Panel.
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Figure 56: DPRK-flagged vessels laden with coal, Ningbo-Zhoushan, 5 October 2021

MIYANG 5 16 DPRK flagged Vossolo with North Koroa origin Coal
(MO 3I20454) Ningbo-Zhoushan Area, China
eAT:S6 N 12242202 E

Suuiee. © 2021, DigolOlube

Source: Member State.

The Panel sought China’s assistance in providing information concerning each of the above-mentioned
vessels’ presence in Chinese waters, the identifiers under which they were transmitting, their cargo, any
ship-to-ship transfers conducted in Chinese waters with the type and amount of cargo offloaded, the
identities of the receiving vessels along with the entities and individuals that owned and operated the
receiving vessels, the end destinations of the offloaded coal cargo, along with shipping documentation
and financial transactions.

China responded: “There is no record of port calls in China for vessels KUM YA, HOE RYONG,
FLOURIGHING, MI YANG 5, NORTHERN LUCK, RYO MYONG, PEAK HAK SAN, BOUN 1, JANG
AN, TONG SAN 2, TAE DONG GANG 9 and TAE DONG GANG 3 in 2021. For vessels ZAl ZHOU 2,
TO MYONG, SAM JIN 8, NAN DAE CHON, KANG HUNG and UN HA, they entered Yantai port empty-
loaded, and left the port after loading chemical fertilizer, pesticide and other agricultural supplies.”

Source: The Panel.
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Annex 57: DPRK coal vessels spoofing

DPRK vessels have continued to broadcast falsified identifiers while in Chinese territorial waters where
they export coal. The transmission of falsified identifiers is a documented evasion method used by the
DPRK and suspect vessels to conduct sanctions evasion activities.

For example, the Panel tracked a suspect vessel JDU (MMSI: 354270000) spoofing a fraudulent iden-
tifier in Ningbo-Zhoushan, October-November 2021 (see figure 57). The vessel transmitted briefly in
the DPRK before appearing in Chinese territorial waters. While there, the vessel spoofed a Panama-
associated MMSI that was operating in South America, along with other AIS manipulations, while
reporting a destination of ‘NAM PHO’.

Figure 57: Suspect vessel transmitting as “JDU” transmitting in Ningbo-Zhoushan waters in October-

) g 22 Oct 2021
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Source: (top) IHS Seaweb; (bottom) Windward, annotated by the Panel.
*Times and dates reflected on Windward are in EST.
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The Panel asked China if it had more information on the JDU, whose location, lengthy AIS gaps and
fraudulent transmission of false identifiers appear as very similar signatures used by DPRK-flagged
vessels to obfuscate their illicit maritime trade. China replied that “There is no record of port calls in
China for JDU in 2021

The following DPRK-flagged vessels transporting coal likewise fraudulently transmitted on other iden-
tifiers while in Ningbo-Zhoushan waters:

- SURYONG SAN (IMO: 9016430) (see annex 51);
- ASIA HONOR (IMO: 8405120);

- CHANG PHYONG (IMO: 9338981); and

- PU HAE (IMO: 9020601)

ASIA HONOR, CHANG PYONG and PU HAE are repeat offenders that had previously falsified their
transmissions in Ningbo-Zhoushan waters, as illustrated in previous Panel reports. They have continued
to broadcast on the same false identities in the same waters.

Storyboard of DPRK-flagged ASIA HONOR transmitting false identifiers
May 2021
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June 2021
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Source: Member State.
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Storyboard of DPRK-flagged vessel CHANG PHYONG transmitting false identifiers

The CHANG PHYONG was reported by the Panel spoofing as the Sri Lanka-flagged QIUHAI in
Ningbo-Zhoushan waters in March 2021%°. The vessel returned to the same waters by June 2021, trans-
mitting on the same falsified identifiers.

June 2021

Delivered Coal to the Ningbo-Zhoushan Area, China

[ DPRK-flagged MV CHANG PHYONG (IMO: 9338981), Spoofing as Sri Lanka-flagged “QIUHAI" (IMO: Not Reported),
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119°8/2021/777, Annex 34.
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March 2021
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Source: (map) Windward, annotated by the Panel, (satellite imagery) Member State.
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Storyboard of DPRK-flagged vessel PU HAE (IMO: 9020601) transmitting false identifiers

August — September 2021

DPRK-flagged MV PU HAE (IMO: 9020601), Spocfing as Cambedia-flagged “PU HE™ (IMO: Not Reported),
Delivered Coal to Ningbo-Zhoushan Area, China
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The Panel had previously tracked the DPRK-flagged PU HE, transmitting on falsified identifiers in
Ningbo-Zhoushan waters in February 2020 before sailing towards the DPRK. The vessel appeared back
in the Ningbo-Zhoushan area in May 2020 before sailing back towards the DPRK and repeating the
voyage in June 2020.
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June 2020
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Source: Windward, annotated by the Panel.

The Panel sought China’s assistance in providing information concerning each of the above-mentioned
vessels’ presence in Chinese waters, the identifiers under which they were transmitting, their cargo, any
ship-to-ship transfers conducted in Chinese waters with the type and amount of cargo offloaded, the
identities of the receiving vessels along with the entities and individuals that owned and operated the
receiving vessels, the end destinations of the offloaded coal cargo, along with shipping documentation
and financial transactions.

China replied that “There is no record of port calls in China for ASIA HONOR, CHANG PHYONG,
and PU HAE in 2021.”

Source: The Panel.
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Annex 58: DPRK vessels exporting coal and subsequently arriving at various Chinese ports,
2021

The Panel had reported*?° on the DPRK vessels’ export of coal via ship-to-ship transfers in Ningbo-
Zhoushan waters and their subsequent loading of humanitarian aid cargo at Longkou port en route back
to Nampo port. In 2021, other DPRK vessels continued to conduct similar round-trip voyages to export
DPRK-origin coal in Ningbo-Zhoushan waters before calling at Chinese ports elsewhere, in apparent
contravention of OP 9 of resolution 2097 (2017).

The following DPRK-flagged vessels are suspected to have exported DPRK origin-coal in Ningbo-
Zhoushan waters and subsequently called at various Chinese ports, notably Longkou port and Laizhou
port, between the months of August and October 2021. They included the following vessels:

DPRK-flagged vessels that transitioned from Ningbo-Zhoushan waters to Longkou port:

Q) SU RYONG SAN (IMO: 9016430) (see also annex 51);
(i)  PHO PHYONG (IMO: 8417962);

(iii)  SAMIJIN 8 (IMO: 8810578);

(iv) KANG HUNG (IMO: 9340257); and

(v)  UN HA (IMO: 8310281)

DPRK-flagged vessels that transitioned from Ningbo-Zhoushan waters to Laizhou port:

(vij TO MYONG (IMO: 9162318); and
(vii) NORTHERN LUCK (IMO: 9061227)

The Panel sought China’s assistance in providing information concerning each of the above-mentioned
vessels’ presence in Chinese waters, the identifiers under which they were transmitting, their cargo, any
ship-to-ship transfers conducted in Chinese waters with the type and amount of cargo offloaded, the
identities of the receiving vessels along with the entities and individuals that owned and operated the
receiving vessels, the end destinations of the offloaded coal cargo, the ports areas where the vessels
subsequently arrived at to load cargo along with the financial or other transactions involved.

China, in response to another letter on the presence of the vessels in Ningbo-Zhoushan waters carrying
DPRK-origin coal dated, responded that “There is no record of port calls in China for vessels KUM YA,
HOE RYONG, FLOURIHING[sic], Ml YANG 5, NORTHERN LUCK, RYO MYONG, PEAK HAK
SAN[sic], BOUN 1, JANG AN, TONG SAN 2, TAE DONG GANG 9 and TAE DONG GANG 3 in 2021.
For vessels ZAl ZHOU 2, TO MYONG, SAM JIN 8, NAN DAE CHON, KANG HUNG and UN HA, they
entered Yantai port empty-loaded, and left the port after loading chemical fertilizer, pesticide and other
agricultural supplies.” On the PHO PYONG, China responded that the “PHO PHYONG entered Yantai
port empty-loaded in September 2021 and left the port by loading general cargo in November 2021.”

120.§/2021/777, paras. 100-101 and S/2021/211, paras. 58, 63-64.
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Ningbo-Zhoushan — Longkou port, China

PHO PHYONG (IMQO: 8417962)

The DPRK-flagged PHO PHYONG departed Wonson, DPRK in early August 2021. Commercial AlIS
tracking information showed the vessel arrived in Ningbo-Zhoushan waters by 9 August 2021, where
the vessel was observed on satellite imagery on 17 August laden. By 28 August, PHO PHYONG had
offloaded its coal cargo in the same waters. The vessel then proceeded to Longkou port, China, by 16
September 2021.

The PHO PHYONG had been recommended by the Panel for designation for ship-to-ship transfer on
24 October 2018 in violation of paragraph 8 of resolution 2371 (2017)*2L.

DPRK-flagged M/V PHO PHYONG (IMO: 8417962) Dellvered Coal to the

Ningbo-Zhoushan Area, China and Loaded Cargo in Longkou, China
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began broadcasting AIS
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09 August MV PHO PHYONG
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121.§/2019/691, paras. 20 and 22 (c), and annex 5.
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1T AUGUST 2021 UPRKlagged MV PHO PHYONG (IMO: 8417962) Delivered Coal 1o the
Nmgbo-Zhoushan Area, Chana
J50:37 N 12224441 E) S0:50:52 N 122:42:46 E

Source: © 2021, DigtalGlobe

DPRK-flagged MV PHO PHYONG (IMO: 8417962)
Outhound frem Longkou Part, China

AT-IEA2N 120:16:12E

Source: Member State, (top inset map) Windward.

22-01569 302/433



S/2022/132

SAMJIN 8 (IMO: 8810578)

The DPRK-flagged SAMJIN 8 last transmitted on its own identifiers in April 2017. The vessel trans-
mitted on a Comoros-associated MMSI prior to changing its identifier to SAMJIN 8 on 28 October
2021.

SAMIIN 8 has been the subject of past Panel reports when it was investigated for exporting DPRK-

origin coal in Ningbo-Zhoushan waters in 2020, along with vessel’s ownership and management his-

tory'?2,

o

‘Lost’ transmission
12 November 2021

28 Ociober 2021 0023

[name cnanged trom samzin & to saming
[ Jcat sign cnanged: trom D6A2203 to HMLN
« Destnation changed. from WSB DPR KOREA to LK CN!

122.§/2020/840, paras. 57-59 and annex 24.
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05 OCTOBER 2021

DPRK-flagged MV SAM JIN 8
(IMO: 8810578)
Ningbo-Zhoushan Area, China
30:4T:19 N 122:43:5TE

Source. © 2021, DigitalGlobe

Source: (top) Windward, annotated by the Panel, (bottom) Member State.
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KANG HUNG (IMO: 9340257)

The DPRK-flagged KANG HUNG sailed towards Longkou port area by 9 October 2021 and was
moored pier side by 25 October 2021. The vessel transmitted back at Nampo’s West Sea Barrage
quarantine area by 5 Nov 2021.

KANG HUNG was flagged under the DPRK as of May 2020 and was reported sold to an undisclosed
buyer in July 20182, The vessel had also transmitted on its historical Jamaica-associated MMSI.

05 OCTCEER 20

DPREflagyed MV KANG HUNG
(IMO: 2340257)
NingbosZhoushan Area, Thina
I0ATI26 N 1224426 B

Sowrce § 301, Digkaiilaze

123 THS Markit.
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; Wiars -
Time 25 October 2021 16:14 - '

M| Speed Okn

| Heading 322

3 Navigation Status Moored

A\ Dark activity end’

05 November 2021
Speed 0 kn

%

= KANGHUNG
‘ 09 October 2021 22:57
() MMSI changed from 339300880 to 445151000

6 November 2021
KANG HUNG at West Sea Barrage, DPRK

Source: (top satellite imagery) Member State, (bottom), Windward, Google Earth and IHS Markit Sea-
web, annotated by the Panel.
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UN HA (IMO: 8310281)*

*The DPRK-flagged UN HA arrived by 26 September 2021 in Ningbo Zhoushan waters and was ob-
served on satellite imagery on 5 October 2021. The vessel then proceeded to the Bohai Sea area by 18
October 2010 where it loitered off Longkou port until November 2021. It appeared the vessel may not
have entered port and may have conducted ship-to-ship activity outside of port.

JUN HA
General Cargo Ship

=]

DPRE Nagoed MV UN HA
(IMO: 8310281)
Ningbo Zhoushan Area. China
AR 2T N1224TORE

Source: IHS Markit Seaweb, annotated by the Panel (inset satellite imagery, Member State).
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Ningbo-Zhoushan — Laizhou port, China

The following two DPRK-flagged vessels transitioned to Laizhou port, China, following their presence
in Ningbo-Zhoushan waters, based on commercial maritime tracking information.

The DPRK-flagged TO MYONG was in Ningbo-Zhoushan waters by early October 2021 where it
transmitted on different identifiers. The vessel dropped AIS signal on 9 October before retransmitting
on 30 August as it sailed up the Yellow Sea towards Laizhou port. TO MYONG transmitted it was
berthed pier side by 27 October 2021, before sailing out a day later.

TO MYONG was the formerly Sierra Leone-flagged KLAUSEN aka RI HONG, prior investigated by
the Panel for exporting DPRK-origin coal in Ningbo-Zhoushan waters in 2020, along with vessel’s
ownership and management history!?*. See also paragraph 90 of the main text and annex 50a. The Panel
had recommended the R HONG aka TO MYONG for designation pursuant to paragraph 11 of resolu-
tion 2375 (2017).

TO MYONG (IMO: 9162318)

X
-~ R o

TOMYONG
Tine 24 October 2021 07:38

Speed 0 kn
Heading 297

TO MYONRG
00 Oclooer 2021 0420

() MMS! changec rom 351222000 b 445064000 ——70 ¥

DPRK.Magged MV TO MYONG
(IMO: 9162318)
Negbo Zhoushan Area, Ching
J0:86:50 N 12240221 E

05 OCTOBRER M2t

Source: (top) Windward, annotated by the Panel, (bottom) Member State.

124 .§/2020/840, paras. 57-59, 79 and annex 24; S/2021/211, paras. 70-72 and annex 38.
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NORTHERN LUCK (IMO: 9061227)

The DPRK-flagged NORTHERN LUCK transmitted AlS signal on 8 October 2021 as it sailed towards
Laizhou port, China. Prior to this, the vessel was at Dalian port on 10 July 2021 before it dropped AIS
transmission for three months. NORTHERN LUCK transmitted it was berthed pier side by 11 October
2021, before sailing out two days later.
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Time 13 October 2021 22.07
Speod 2.1 kn
] Heading 270

NORTHERN LUCK
Time 11 October 2021 17:47
Speed 0 kn

Heading 29)

Navigation Status At Anchor

r~ —
/—\w/”\/; "Dark activity start’
\ 15 October 2021 09:26
)
v | . NORTHERN LUCK
' ' Time 08 October 2021

RIHERANEZ

05 OCTOBER 2021

DPRK-flagged M/V NORTHERN LUCK
(IMO: 9061227)
Ningbo-Zhoushan Area, China
30:46:36 N 122:42:56 E

Source: (top) Windward, annotated by the Panel, (bottom) Member State.
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Annex 59: DPRK-flagged TAE PHYONG 2 (fka MING ZHOU 6) (IMO: 8602763)

The Panel continued to track the DPRK-flagged TAE PHYONG 2 (previously MING ZHOU 6) on
maritime databases.

As earlier reported'?®, the DPRK acquired the vessel by late May 2020 following its sale for scrap by a
Chinese company in May 2019. TAE PHYONG 2 was sold by Ningbo Shipping Co. Ltd on 14 May
2019 to a Chinese national, Su Jianpo through Zhousan Yige Ship Auction Co. Ltd. Su also signed a
scrap steel ship sale contract with Ningbo Shipping Co. Ltd.

The DPRK is suspected to have acquired the vessel following a joint venture agreement with the DPRK-
based Jinmyong Trading Corporation and the China-based Dandong Economic Cooperation Border
Maritime Processing Company in November 2019. A second DPRK-based company, Mulgil Trading
General Corporation, which has overseas offices in Dandong, China according to the same Member
State, helped to facilitate the acquisition. A number of Chinese nationals are suspected to be involved
in the acquisition and deliverance of the vessel to the DPRK.

China responded that'?® “In May and June 2019, the registration of ownership and nationality certifi-
cate[s] of ‘Ming Zhou 6’ and ‘Fu Xing 12’ were cancelled, respectively. Since then, there has been no
record of these vessels entering or leaving Chinese ports.”

The Panel continues to investigate the vessel’s transition to the DPRK-flagged TAE PHYONG 2 and
the individuals and entities involved in the process. The Panel continued to seek information from China
on the outstanding queries with regards the vessel’s sale and purchase, individuals, entities and alleged
joint venture with the DPRK.

Vessel voyage - Nampo - Longkou - Nampo

AIS data indicated that the vessel departed Nampo, DPRK, on 9 August 2021 for Longkou, China. The
vessel berthed in two separate locations within the same port area in Longkou: between 13 to 21 August
2021 and between 21 to 26 August 2021, indicating a possible export and import of different cargos at
the different berths. The Panel obtained satellite imagery showing the vessel with bagged cargo in its
holds on 21 August 2021 (see figure 59-1). TAE PHYONG 2 was back at Nampo by 27 August 2021.

TAE PHYONG 2 was also at Longkou port earlier in the year in March 2021 (see figure 59-2).

125 §/2021/211, paras. 70-72, and S/2021/777, paras. 80 and 102, and annex 39.
126 §/2021/211.
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Figure 59-1: DPRK-flagged TAE PHYONG 2 at different berths at Longkou port, China, August 2021

DPRK-flagged MV TAE PHYONG 2 Loading Cargo
Longkou Port, China
ITA2BN 1201857 E

A, Bagoes cargo in holds
8. Bagoed cango on Fucks © be loaded

DPRK-flagged TAE PHYONG 2 (IMO: 8602763)
West Sea Barrage, DPRK
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Figure 59-2: DPRK-flagged TAE PHYONG 2 Storyboard, February to March 2021

TAE PYONG 2
Time 06 March 2021 20:21
Speed 0.2 kn

Heading 039

Navigation Status At Anchor
Lat/Long 37.664, 120.309

22-01569

TAE PYONG 2
18 May 2021 16:20
« Destination changed from NAMPHO to HAEJU

ERNAE

A, 'Dark activity start’

05 February 2021 06:38
Speed 8.4 kn
Heading 241

"Dark activity end’
04 March 2021 00:34
Speed 10.3 kn
Heading 348
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19 February 2021 — TAE PHYONG 2 laden near Ningbo-Zhoushan

DPRK flagged MV TAE PHYONG 2 (IMO: 8602763) Laden

Near Ningbo-Zhoushan, China
02148 N 1222027 E

Souwrce: © 2021, DigitalGlebie

DPRK-flagged MV TAE PHYONG 2 (IMO: $602763) Loading Bagoed Carge
Longkou Port, Ching
ITFNSZN120:18:29E

Source: Windward, IHS Markit, Google Earth, annotated by the Panel, (satellite imagery) Member
State.
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The Panel sought China’s assistance in providing information concerning the cargo(s) exported by TAE
PHYONG 2 to Chinese port(s), the cargo(s) loaded onto the vessel, along with shipping documentation
and financial or other transactions involved. China responded that the “TAE PHYONG 2 entered Yantai
port empty-loaded in March and August 2021 respectively, and left the port by loading fertilizer and
other agricultural supplies in the same month.”*?’

Source: The Panel.

127 The TAE PHYONG (IMO: 9018751) and TAE PHYONG 2 (IMO: 8602763) are two different
DPRK-flagged vessels. The Panel requested information on the TAE PHYONG 2 in this
instance. The TAE PHYONG’s last AIS transmission on commercial maritime databases was
in May 2021. The Panel prior investigated the TAE PHYONG’s (former GREAT WENSHAN)
transition under the DPRK fleet in 2020, the vessel’s subsequent and repeated transportation
of DPRK-origin coal for export in Ningbo-Zhoushan waters, and its last known Chinese
entities that owned and operated the vessel before it became DPRK -flagged (see S/2020/840,
paras. 52-56, and S/2021/211, paras. 63-64).
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Annex 60: QUN RONG XIANG (IMO: Not reported, MMSI: 413213290)

According to a Member State, the China-flagged QUN RONG XIANG (MMSI: 413213290) delivered
DPRK-origin coal to Qinzhou port, China by 23 March 2021. The coal it transported was reported to
have been transferred onto the QUN RONG XIANG by ship-to-ship transfer from DPKR vessels lo-
cated in its vicinity on or around 14 March 2021 in the Ningbo-Zhoushan area, China (see figures 60-1

and 60-3).

Figure 60-1: Storyboard of China-flagged QUN RONG XIANG delivery coal, Qinzhou port, China,

March 2021

China-flagged M/V QUN RONG XIANG (IMO: Not Reported, MMSI: 413213290)

Delivering North Korea-Origin Coal to Qinzhou Port, China
MARCH 2021

Vessal timelne

© On 14 March 2021 at 0158 UTC, QUN RONG XIMNG

updated its draft in AIS o ndicate ¢ had offficeded cargo Nimgbo-Zhoushan area

QUN RONG XIANG laaded Narth Korea.orgin coal via ship-to-ship transior
on 14 March, and was observed anchored wilh that coal on 16 March

On 15 March at 10:43 UTC, QUN RONG XIANG updated
fts draft in AlS to ndicate it had loaded cargo

QUN RONG XIANG anchared outside of Fuzhou Port, China, for
lass than four hows on 17 March without offfoading any cargo

© QUN RONG XIANG berthed at Qinzhou Pord, China, on 22 March

— \Jessel track per AIS

Ginzhou Fort

Source: Member State.
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On 15 March 2021, the vessel was observed near three DPRK-flagged vessels just west of Caiqi Island,
within Ningbo-Zhoushan Port (see figure 60-2).

Figure 60-2: QUN RONG XIANG in proximity of three DPRK vessels, Ningbo-Zhoushan, 15 March
2021

China-flagged and DPRK-Nlagged Vessels Carrying North Korean Coal
Near Ningbo-Zhoushan, China
J0AT:0IN 1224451 E

DPfecAsgged LANG UN
IMO 8022200}

DFRY Sagged NAM DAE CHON
(IMO: 9138630)

CriN-flagpes CUN RONG XUNG
(VIASE 412 133290)

Source: £ 071, DigtaGlobe

Source: Member State.

Prior to arriving in Ningbo-Zhoushan waters:

- The DPRK-flagged JANG UN (IMO: 8822260) loaded coal at Nampo Port on 16 February. The Panel
has reported on the vessel’s exports of DPRK-origin coal to Chinese waters dating back to 2018.
- The DPRK-flagged KUM SONG 7 (IMO: 8739396) loaded coal at Taean Port, DPRK, on 14 February
2021.
- The DPRK-flagged NAM DAE CHON (IMO: 9138680) loaded coal at Nampo Port, DPRK, on 10
February 2021. The Panel has reported on the vessel’s exports of DPRK-origin coal dating back to 2018.
The Panel’s information based on AIS tracking data, port analysis and information from past maritime
investigations, is overall consistent with the data and information of the coal suspected to have been
imported by HKGF. Based on the Panel’s port analysis, on 22 March 2021, the QUN RONG XIANG
berthed at Qinzhou Port’s Legou Terminal, (see figure 60-3). The vessel, which sails a domestic route,
registered a draft change of 7.0 to 4.0 the same day at Qinzhou port area, indicating an offload of cargo.
The vessel made a number of other domestic port area calls since that date.
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Figure 60-3: QUN RONG XIANG at Qinzhou port, China, 22 March 2021

Yar”

Source: Windward, annotated by the Panel; Google Earth (inset satellite imagery as representative of
the port location not by actual date; AIS signal overlay as on 22 March 2021).

The Panel sought China’s assistance including, inter alia, confirmation of the Chinese vessel’s identi-
fiers, information on the vessels’ activities during and around the dates of the investigative period,
relevant shipping and customs documentation as it relates to the vessels’ cargo, entities and individuals
that owned and operated the vessels, and those that imported the coal cargo.

The Panel additionally sought confirmation of the presence of the DPRK-flagged vessels, the identifiers
these vessels were transmitting, and information concerning any ship-to-ship transfers and / or cargo
off-loaded from these vessels in Chinese territorial waters, shipping documentation and financial trans-
actions, and any resulting actions taken.

China responded that ““The investigations into ... QUN RONG XIANG are still underway, and we do
not have information to share at the current stage.”

Source: The Panel.
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Annex 61: Networks

The Panel’s investigations into the sale of the SU RYONG SAN (IMO: 9016430) to the DPRK, data-
points drawn from previous Panel investigations, publicly available information and information ob-

tained, indicated that HongKong Great Fortune Development Co. Limited (£ S&(E) #(X)E &
BR 227]) (hereafter “HKGF”), a Hong Kong-incorporated entity was engaged in the following sanc-
tions violation activities:

A) Vessel sale — involvement in the transition of the then Dominica-flagged vessel CJK OSAKA
to DPRK-flagged vessel SU RYONG SAN (IMO: 9016430)

HKGF was listed as the last owner and operator of the vessel sailing as CJK OSAKA, before it was re-
flagged under the DPRK in October 2020, sailing as SU RYONG SAN.

The Panel additionally obtained information that HKGF is alleged to have invested in DPRK ships
(either through joint maintenance, operation, or other associations).

B) Import of DPRK-origin coal from a DPRK entity

HKGEF is alleged to have imported into China of a total between 100,000 to 200,000 metric tons (MT)
of DPRK-origin coal from the DPRK entity Yonggwang Furniture and Building Materials Corporation
o3 33777 A 3| A} (Yonggwang Furniture Building Materials Corporation) aka <3 4713 3] A}
(Yonggwang Furniture Joint Venture Company) — hereafter “Yonggwang”.

C) Shipments importing DPRK-origin coal on DPRK-flagged vessels

The Panel has been tracking DPRK vessels engaged in the export of DPRK-origin coal primarily
through ship-to-ship transfers in Ningbo-Zhoushan waters?®. “Yonggwang” was alleged to have agreed
to ship the following to HKGF, based on information obtained from a Member State:

- DPRK-origin coal aboard the DPRK-flagged JANG UN (IMO: 8822260)%°;

- DPRK-origin coal aboard the DPRK-flagged KUM SONG 7 (IM0:8739396)**; and
- DPRK-origin coal aboard the DPRK-flagged RYON HWA 3% (IMO: 8312227).

All these ships have been known to off-load their coal cargo via ship-to-ship transfers in Ningbo-
Zhoushan waters to Chinese coastal vessels.

While commercially available AIS data indicated the JANG UN and KUM SONG 7 had not transmitted
on their AIS profiles in several years, these vessels were nonetheless captured on satellite imagery in
March 2021 in Ningbo-Zhoushan waters near the QUN RONG XIANG, a Chinese cargo vessel

128 See Sectoral and Maritime section of Panel reports. Latest Panel report is issued as S/2021/777.
129 Containing approximately 20,000 MT of DPRK-origin coal, valued at $88 per MT.

130 Containing approximately 5,000 MT of DPRK-origin coal.

131 Containing approximately 6,000 MT of DPRK-origin coal.
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investigated by the Panel in 2020. The Panel had withheld the said vessel’s identifiers and case write
up in view China’s response not to include information related to the vessels, to avoid interrupting its
investigations and law enforcement®®2,

The Panel also sought China’s assistance, inter alia, into the Chinese entities and individuals arranging
the DPRK-origin coal to be transferred to the QUN RONG XIANG. China responded to the Panel in
2021 that it was conducting its investigations and did not have information to share then. Further to the
Panel follow up enquiry on the status of China’s investigations, China responded in 2022 that it had no
information on the QUN RONG XIANG.

According to commercial AlS tracking platforms, the RYONG HWA 3 had transmitted in various Chi-
nese port areas in 2021. The vessel was reported to have offloaded DPRK-origin coal in Ningbo-
Zhoushan waters, including in May 2020 (see figure 61-1). It was back in the same waters in August
2021 and was observed to have run aground in Ningbo-Zhoushan a month later in September 2021 (see
figure 61-2).

Figure 61-1: RYONG HWA 3 in Ningbo-Zhoushan, 7 May 2020, and at Longkou port, 27 March 2021
May 2020 at Ningbo-Zhoushan, China

WV RYON HWA 3 Underway
Nemar Nngbo-Znousher, China
J0ASIEN 1226200 F

132.§/2021/777, paras. 96-98.
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March 2021 at Longkou port, China

o4
Source: (top) Member State and (bottom) the Panel.

Figure 61-2: RYON HWA 3 outside Nampo, DPRK in August 2021 and grounded, Ningbo-Zhoushan,
China in September 2021

DPRX flagged MV RYON HWA 3 (IMO: 8312227) Ladaon,

Underway - Outbound
Outside Nampo Lockgate, North Korea
38:41:15N 125:01:04E
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18 September 2021
Coordinates: 30.2719,122.2819

.........

¢ rev
Source: (top) Member State, (bottom) Maxar Technologies, annotated by the Panel.

C) Barter trade in exchange for DPRK-origin coal

In exchange for the above-mentioned coal shipments, HKGF reportedly agreed to pay an advance pay-
ment and to send two shipments of fertilizer to the DPRK. The Panel notes that payment via barter is
a common sanctions evasion tactic in order to avoid funds transferred recorded in the international
financial system. The DPRK is further known to operate a ledger system whereby it can continue to
procure items abroad, including for its prohibited missile and nuclear programs.

These shipments were conducted in two parts; one was to be transferred to the DPRK-flagged TAE
YANG (IMO: 8306929), with the remaining amount transferred to another vessel before 25 March
2021.

The Panel’s previous investigations show that the TAE YANG transported DPRK-origin coal for export
and has also not transmitted on its AIS profile in years. The vessel has also been known to spoof other
vessel identifiers in attempts to obfuscate its identity. TAE YANG was reported in 2019 MTR as having
off-loaded coal on 25 Oct 2019 via ship-to-ship transfer to Lighter “D”**3, The said DPRK-origin coal
was off-loaded at Qisha port, China, by 17 December 2019 and was recommended by the Panel for
designation.

TAE YANG was formerly operated by Hua Heng Shipping Limited, which also formerly operated a
number of DPRK vessels, including the KO SAN, which the Panel had reported as transporting DPRK-
origin coal to Ningbo-Zhoushan waters and proceeding to pick up humanitarian aid cargo at Longkou
in 2020. Hua Heng Shipping is associated with L1 Anshan, an individual affiliated with Ocean Maritime
Management Company Limited (OMM)**4, Ocean Maritime Management Company (OMM), inter alia,

133.§/2019/691, paras. 20, 22 (d).
134.§/2016/157, S/2017/150.
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had played a key role in arranging the shipment of concealed cargo of arms and related material on-
board the CHONG CHON GANG (IMO: 7937317) from Cuba to the DPRK in July 20133,

D) Export of UNSC-restricted and banned items to the DPRK

HKGEF is also alleged to have engaged in sanctioned activities with the DPRK in 2019 and 2020, in
which it had reportedly sold and shipped items, including steel, fuel, and transportation- and construc-
tion-related vehicles.

The Panel has demonstrated in its reports a continuation of unreported refined petroleum illicitly
shipped to the DPRK. The Panel is also aware that the transfer of banned items and equipment including
vehicles have been exported to the DPRK onboard China-flagged costal barges in 2020.

The Panel sought extensive information from HKGF including, inter alia, the company’s business ac-
tivities, beneficial and shareholder information, associations with other entities of interest including
DPRK linkages, shipping documentation, vessel ownership and sale, cargo and maritime trading infor-
mation as it relates to the Panel’s investigations.

The Panel sought China’s assistance on information on the presence of all of the above-mentioned
vessels in Chinese territorial waters, including the DPRK vessels, SU RYONG SAN and the grounding
of RYON HWA 3, along with information Chinese authorities possess of the status of the vessel and
investigations conducted into the vessel’s off-loading of coal, the receiving vessels involved in the ship-
to-ship transfer of the coal cargo, and the entity(s) and individual(s) engaged in the procurement process.
The Panel also sought assistance on HKGF and its incorporation, the registered owner a Chinese na-
tional, Mr Li, and the beneficial owners behind the entity along with any companies also registered in
mainland China. The Panel also sought updates on the China-flagged coastal barge QUN RONG
XIANG that was within the vicinity of the DPRK-flagged vessels in March 2021, the entities and indi-
viduals associated with the QUN RONG XIANG, those that imported the DPRK-origin coal into China,
and outcome of its authorities’ investigations.

HKGF has yet to respond.

135.§/2014/147, S/2015/131, S/2016/157.
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On HKGF, China responded:
(12) OC.380

The Chmese side has no mformation of Hong Kong Great Fortune
Development Co_Ltd at the moment.

China has on many occasions openly retterated 1ts solemn position
agamst shap-to-shup transfers and 1ts conunitment to cracking down on such
violation of provisions i accordance with law, which atself serves as a
deterrent to such activities. As far as we know, the DPRK-related ships
coming to China are loaded with agriculmural supplies and daily grocenes,
which are necessary for the DPRK to develop its agnculture and ensure
people’s livelihood. Some countries are obsessed with monitorng the

DPRK's normal activities, yet refuse to make more efforts to break the

stalemate i peace talks and promote the political settlement of the Pemmnsula
issue. Tlus 1s like putting the cart before the horse. We hope the Panel will
have a clear understanding m this regard, and not focus on the trvial wlile
evadmg the nuportant

At the same time, China noted with concem that the Panel have simply
copied nformation provided by some mdividual countries without
vertfication. Such mformation, which 1s senously out of date and maccurate,
cannot offer any basis for meamngful mvestngatnon. If the mformation that
could not be fully venfied are included by the Panel into the reporr, it will
only politicize technical issues. affect its cooperation with China, and even
undermine its own credibility. We hope the Panel will be more prudent and
responstble m carrving out its mandate, and not mclude such mformation n

1S report.

Source: The Panel.
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Annex 62: List of HS codes the Panel applies for the monitoring of sectoral ban

Below 15 the list of HS codes assigned for each category of goods under sectoral ban by relevant UM Security
Council resclutions. Thizs hst supersedes S/20138/17] annex 4 as amendsd by 3/20187171/Corr]l. See
hitps- e un ors‘securitveouncil zanctions1 71 E'prohibited-itams for the complate list of prohibited goods
and Implement Assistance Motas.

a. [tems prohibited from being esported to the DPREE

X
Ttem HS Codes Description Resolutions
Condensates 2709 | Oils; petroleum oils and oils obtained from bituminous | Para. 13 of
and natural minerals res. 2375
gas liquids 2711 | Petroleum gases and other gaseous hydrocarbons (2017)
Industrial 84 | Nuclear reactors, boilers, machinery and mechanical | Para. 7 of res.
machinery appliances; parts thereof 2397 (2017)

85 | Electrical machinery and equipment and parts thereof; sound
recorders and reproducers; television image and sound
recorders and reproducers, parts and accessories of such

articles
Transportati 86 | Railway, tramway locomotives, rolling-stock and parts | Para. 7 of res.
on vehicles ! thereof: railway or tramway track fixtures and fittings and | 2397 (2017)

parts thereof; mechamical (including electro-mechanical)
traffic signaling equipment of all kinds

87 | Vehicles; other than raillway or tramway rolling stock, and
parts and accessories thereof

88 | Aircraft. spacecraft and parts thereof ?

89 | Ships, boats and floating structures

Iron, steel Chapters 72-33 Para. 7 of res.
and other 72 | Iron and steel 2397 (2017)
metals

73 | Articles of iron or steel

74 | Copper and articles thereof

75 | Nickel and articles thereof

76 | Aluminum and articles thereof

77 | Reserved for possible future use

78 | Lead and articles thereof
79 | Zinc and articles thereof
80 | Tin and articles thereof

81 | Other base metals; cermets; articles thereof

82 | Tools, implements, cutlery, spoons and forks, of base metal;
parts thereof of base metal
83 | Miscellaneous articles of base metal

' Purzuant to parzgraph 30 of resehstion 2321 {2014} md parazraph 14 of resclution 2387 (2017}, State: shall prevent the direct or mdirect
supply, sale or franster to the DPRE, through their terrtories or by their nationals, or using their flag veszels or aircradt, and whether or not
arignating in their territories, of new helicopters, new and wsed veszels, poept as approved in advance by the Committes on a case-by-caze
Irasis,

* Bzl mot apply with respect to the provizion of spare parts nesded o mairtain the safe operation of CEFE conenerrial civilian passenger aircradt {oor-
rently consisting of the followins airoradt medal: and types: An-24R0FV, An-142-100B, 1180, T-620.0, Tu-1348-3, To-154B, To-204-1008, and Tu-
204-300.

22-01569
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b.  Items prohobited from bemg mmported from the DPEE

Item HS5 Codes Description Bezolutions
Coal 2701 | Coal; briguettas, ovolds and =similar zolid fusls manu- Para. 8 of
factured from coal 2371 (2017
Irom Ore 2601 | Iron orez and comcentrates, meluding roasted ron pyri-
tes
Iron Chapter 71 | Iron and stee] products (T201-72219]
Iron and Steel Chapter T3 | [ron and stee]l products (T3I01-7326)
products
Gold 261690 | Gold ore: and concentrates Para 30 of
7108 | Gold (incl. put plated), unwrought, semi-manufactured | 2270 (2016)
forms or powder
T10811 | Gold powder, unwrought
710812 | Gold in other unwrought forms
710813 | Gold in other semi-manufactured forms
710820 | Monetary zold
Titaninm 2614 | Titanium ores and concentrates
Vanadium 2615 | Vanadium ores and concentrates
Eare Earth 2612 | Uranium or thorium ores and concentrates [261210
Minerals and 261220]
2617 | Ores and concentrates, [Wezol coda 261790 - Other
Ores and Concentrates]
2805 | Alkal: metals atc.. rare-earth metals ete., mercury
1844 | Radicactive chamical elamentz & i1sotopes ate.
Copper Chapter 74 | Coppar and articles thereof (T401-7419 Para. 28 of
2603 | Copper ores and concentrates 2321 (2018)
Zinc Chapter 79 | Zinc and arficles thereof (7901-7207)
2608 | Zinc ores and concentrates
Nickel Chapter 75 | IMickel and articles thereof (7201-7208)
2604 | Mickel ores and concentrates
Silver 2616100 | Silver cres and concentrates
T106, 7107 | Silver unwrought or semi manufacturad forme, or in
powdered forms; baze metals clad with silver, not fur-
ther worked than semi-manufacturad
7114 | Articles of goldsmiths or silversmiths’ wares or parts
thereof, of silvar, whether or not plated or clad with
other precions metal
Seafood (incl Chapter 3 | Fizh and crustaceans, molluscs and other aquatic imver- | Para. 9 of
fizh, ernata- tebrates (0301-0308) 23712017
ceans, mol- 1603 | Exfracts and juicesz of meat, fish or crustaceans, mol-
luzks, and luscs or other aquatic invertebrates)
other aguatic 1604 | Preparad or prezserved fish; caviar and eaviar substitutes
invertebrates prepared from fish ezzs
in all formsz) 1605 | Crustaceans, molluscs and other aguatic invertebratas,
prepared or preserved
Lead Chapter T8 | Lead and articles tharaof (TEO1-TE06) Para. 10 of
23712017
Lead ore 2607 | Lead ores and concentrates
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Textilez (in- Chapters S0- Para. 16 of
cluding but 63 23752017
not limited to £0 | S:ilk, including yarns and woven fabrics thereof
fahrf:;la-ud =1 | Woel, fine or coarze ammal harr, including varns and
E:ill‘:?:n:l;:r woven fabrics thareof; Horsehair vam and woven fabne
loted vl £21 | Cotton. mcloding varns and woven fabrics tharsof
pleted appa £} | Vegetable textile tibers nazoi; Yamms and woven fabrics
productz) of vegetable textile fibers ne=oi and paper
24 | Manmade filaments, including varns and woven fabrics
thereof
55 | Manmade staple fibers, including varns and woven fah-
rics tharaof
26 | Waddmg, falt and nonwovens; Special varme; Twine,
cordaze. ropes and cablas and articlas thersof
£7 | Carpetz and other textile floor covering
28 | Fabnes; special woven fabrice, tufted textila fabrics,
lzce, tapestries, trimmings, embroidery
59 | Textile fabrics; impregnated, coated, covered or laminated;
Textile articlaz of a kind sustzble for mdustnal use:
60 | Enmted or crocheted fabries
61 | Apparsl and clothing accessories; knitted or crochetad;
62 | Apparsl and clothing accezsories; mor knitted or cro-
chated:
63 | Textiles, made up articles; sets; womn clothing and wern
temtile articles: razs
Agricultural 07 | Vegetables and certain roots and tubers; adibla Para. § of
products resolution
08 | Fruat and nutz, edible; peel of ciirus fruit or melons 2307 (2017
12 | il zeeds and oleaginouws fruits; miscellansous: grains,
zeeds and frut, industrial or medicmal plants; straw and
foddar
Machinery 84 | Nuclear reactors, boilers, machinery and mechanical zp- | Para. 6 of
pliances; parts thereof reaolution
Electrical 8% | Electrical machinery and equipment and parts thereof; 2397 (2017)
eguipment Sound recordesrz and reproducarz; televizion imaze and
sound recorders and reproducers, parts and zccezzories
of such arficlesz
Earth and 215 | Szlt; sulphur; earths, stone; plastering materials, lime
stone includ- and cement
ing magnesite
and magneszia
Wood 44 | Wood and articles of weood; wood charcoal
Veszelz 89 | Ships, boats and floating structures

c. For paragraphs 4 and 5 of resclution 2397 (2017), the Panel wses the following HS codes. The Pansl notes that
annuzl caps are placed for the oo tems below.

« HS 2709 : crude o1l [cap: 4 million barrels or 525,000 fons |
o IS 2710, H3 2712 and 2 2713 : refined petroleum products [ cap: 300,000 bamels ]

22-01569
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Annex 63: Comparative table of bilateral trade with DPRK: Jan-Sept 2021!%¢

As of January 2022
* Unit : Thousand USD
Trade Volume w/ DPRK Restricted HS Code Trade w/ DPRK
No. Member State (MS MS's Repl
MS) Export Import Export Import Y
to from to from
1 Armenia, Republic of 0 18 12:2 gggz ;5121; Lr;g:fg:raocryiﬁiﬁ:?eir;;z;?;—
»Rep goods / origin of items are ROK
3(HS Code 85)
and Japan
22(HS Code 61)
1(HS Code 63)
2 Barbados 200 951 581(HS Code 84)
274(HS Code 85)
3 Belgium 0 203 15(HS Code 73)
4 Belize 14 14(HS Code 84)
5 Benin 0 41 “gtg;ns% ?ppllcable /
6 Bolivia, 0 20 Nothing Applicable /
Plurinational State of No cases
) . 5(HS Code 84)
7 Bosnia and Herzegovina 0 16 4(HS Code 85)
Brazil,
8 Federative 564 97 539(HS Code 2710) 2(HS Code 61)
Republic of
Technical mistake in the customs
9 Bulgaria, Republic of 0 4 1(HS Code 85) declaration / items imported from
ROK
10 | Cabo Verde, Republic of 0 110 Hgtzg‘sge?pp"“b'e /
1 Cambodia, Kingdom of 453 61 41(HS Code 72) Investigations underway
actual country the goods origi-
12 Canada 0 52 2(HS Code 72) nated from was the ROK, and was
inaccurately reported to ITC
13 Chile 36 0 “gtg;nsge ?ppllcable /
2442(HS Code 50) Silk (HS Code 50) is raw material
19(HS Code 62) not textile / Ferroalloys (HS Code
China 2229(HS Code 2710) 11388(HS Code 72) 72) is different from iron and iron
1| Beori's Republic of 151,739 33,595 48(HS Code 2712) 7(HS Code 85) ore / Women's Clothing (HS Code
pies Rep 3292(HS Code 2713) 62) and Electrical Equipment (HS
Code 85) are from ROK, mistak-
enly declared
136 See para. 126 of the main text.
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Trade Volume w/ DPRK Restricted HS Code Trade w/ DPRK
No. Member State (MS MS's Repl
S) Export Import Export Import e
to from to from
3(HS Code 73)
1(HS Code 52)
15 Colombia, Republic of 21 84 8(HS Code 56)
2(HS Code 61)
36(HS Code 84)
16 | Costa Rica, Republic of 2% 240 Hgtgg‘sge:\pp"cab'e /
17 | Croatia, Repubiic of 0 16 16(HS Code 87) Eﬁ;’:ﬂ‘;“;&” JCke Ll
. Country code input error /
18 Denmark, Kingdom of 0 99 5(HS Code 59) Country of origin was ROK
19 | Ecuador 0 13 mgtg”s%’s'\pp"cab'e /
20 | ElSalvador 0 817 38(HS Code 84)
due to declarants inability to differ-
21 | Eswatini, Kingdom of 0 12 ;E:g 8832 21; entiate between DPRK and ROK/
supplier was ROK
- 562(HS Code 72)
Ethiopia,
22 Federal Democratic 267 1,049 25017(52_': g;ddeegzg))
Republic of 59(HS Code 85)
332(HS Code 72)
. 2(HS Code 84) 169(HS Code 73)
| A er o e 43(HS Code 72) 9(HS Code 55)
15(HS Code 60)
24 | Finland, Republic of 0 6 \oting Applicable I
%5 | Georgia 0 1 RS /
% Germany, 16 1 Nothing Applicable /
Federal Republic of No cases
27 | Greece 2 0 “gﬂ;;nsge;:ppllcable /
28 Hungary 0 1 1(HS Code 85) Country code input error
Interpret UNSCR does not prohibit
5(HS Code 73) )
29 | Indonesia, Republic of 0 259 39(HS Code 84) [C’E('feK%X/"m:;Emzs“ggmj
S0(ti5 Code 85) trade items underway
Supplier was UK company
30 Italy, Republic of 0 6 1(HS Code 84) (UK : could not identify any im-
ports from the DPRK)
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Trade Volume w/ DPRK Restricted HS Code Trade w/ DPRK
No. Member State (MS MS's Repl
S) Export Import Export Import e
to from to from
1(HS Code 84) Encoding errors / goods were des-
| DGR i v 9(HS Code 85) fined for the ROK
. 1(HS Code 84)
32 Madagascar, Republic of 0 176 3(HS Code 63)
i~ . 4(HS Code 84)
33 Namibia, Republic of 0 6 2(HS Code 85)
Netherlands,
34 Kingdom of the 413 33 1(HS Code 52)
35 | Niger 0 66 62(HS Code 85)
36 | Poland, Republic of 116 85 H"th'"g Applicable
0 cases
Authorities have not confirmed the
37 Romania 0 1 1(HS Code 73) transfer of iron and steel products
from DPRK
38 Russian Federation 0 2 1(HS Code 84)
Data inaccurate / items under HS
39 | Seychelles, Republic of 0 1156 Tagh e 1) Code 72, 84, 85 have been im-
11(HS Code 84)
ported
40 | Slovak Republic 0 6 H‘)thi"g Applicable /
0 cases
7(HS Code 56)
# | South Africa, Republic of 61 39 ?g:g ggg: ggi 7(HS Code 84)
16(HS Code 85)
1(HS Code 58)
) 231(HS Code 84) 40(HS Code 84)
42| Spain 256 68 2(HS Code 85) 26(HS Code 85)
1(HS Code 63)
Some declaration forms were mis-
. . 19(HS Code 84) filed as the country of destination
& | Ul gy ek 7 A e 12(HS Code 85) and origin toffrom the DPRK, but
are now amended
41(HS Code 72) Inadvertent errors during
10(HS Code 73) declaration / country of origin
44 | Turkey, Republic of 49 538 45(HS Code 84) .
was other countries such as
212(HS Code 85) the ROK
187(HS Code 55)
United Kingdom of Great 5(HS Code 73) Inaccurate submission of country
45 | Britain andNorthern Ire- 0 1536 1503(HS Code 84) code / all trade confirmed to be
land 9(HS Code 85) with the ROK
, ) 13(HS Code 84)
46 Zambia, Republic of 1085 5585 1085(HS Code 84) 19(HS Code 85)
Total 157,040 47,765
329/433
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Annex 64: Country Codes

‘Country Codes’ are officially referred to as UN/LOCODE®’ when it comes to trade activities.
UN/LOCODE is used to identify locations in a unique and unambiguous way for international trade.
It is a five-character code system in which the first two-character is for country/territory code based
on 1SO 3166-1 and the last-three code represents the location.

ISO 3166-1 is maintained by the ISO 3166 Maintenance Agency (MA). A request for a new code or a
modification is usually submitted by Governments to the MA. Then a ballot will be conducted by the
MA to decide whether to approve the request.

UN/LOCODE directory is updated every six months, which includes over 100,000 entries. It is im-
possible to ensure data quality without knowledge and expertise from the country concerned.

A UN/LOCODE Focal Point Network was created by encouraging Governments to nominate a Na-
tional Focal Point (NFP). These NFP’s work to validate all requests for his/her country. This is to
avoid that wrong code location are entered into the database.

There are no NFPs either for the DPRK or the ROK.

137 See https://unece.org/trade/cefact/unlocode-code-list-country-and-territory for
details.
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Annex 65: Glocom Case

In 2017, the Panel stated that Glocom was a Malaysia-based company which advertised and sold ra-
dio communications equipment for military and paramilitary organizations.

Glocom is a front company of the Democratic People’s Republic of Korea company Pan Systems
Pyongyang Branch (Pan Systems Pyongyang), operated by the designated Reconnaissance General
Bureau (KPe¢.031), the country’s premier intelligence agency. %

The Panel continues its investigation on Glocom since 2017. Glocom’s new product categories have
increased.™ Since 2017, the Panel has communicated several times with the Malaysian authorities on
Glocom issues and has taken note of the declaration by Malaysia’s police chief that local firms linked
to Glocom were being “struck off”” and that authorities were doing all they could to “comply with in-
ternational regulations with regards to related sanctions.”

According to information from a Member State, Pan Systems Pyongyang continues to operate, and
utilizes a number of front company names when purchasing radio components for the production of
military radios in order to evade sanctions and disguise the true destination and purchaser of the com-
ponents.

The Panel’s investigation continues.

138 §/2017/150, paras. 77,79 and 85.

139 Glocom offered seven radio systems in February 2020, but that number had increased to 11
in February 2021. The company added another military radio system to its webpage in July 2021.
Likewise, new command and control products have appeared on the Glocom website in 2021, as
well as new radar systems and battlefield accessories.
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Annex 66: Reply of Uganda

PERMANENT MISSION OF THE REPUBLIC OF UGANDA TO THE UNITED NATIONS

UG ANDA HOUSE

336 EAST 45" STREET
MEW Y OORE, MY 1001 T-348%
MEPLIBLIC OF AGANDA Ted: (ZLZ] 345400 1

Fauo [Z1Z] GET-4517

E-mait admin@ugandauncy com

Our Reference: UN-NY/TECH/ 38

26 July 20221

pear QD

I wish to refer to your letter Rel. 5/AC.49/2021/PE/OC.8]1 dated 28 May
2021 regarding the Panel’s investigations arising from the documentary “The Mole:
Undercover in North Korea®.

Thiz is to inform you that investigations by the relevant government
agencies are still ongoing, though delayed due to lockdown measures to mitigate
the COVID-19 pandemic in Uganda.

The Government of Uganda reiterates its cooperation with the Panel and as
soon as the investigations are completed, the Committee will be updated,

Please accept the assurances of my highest consideration.

Ambassador Adonia Aychare
Permanent Representative

Coordinator ol the Panel of Experts established

pursuant te Security Council Resolution 1874 [2009)
Mew York
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REPUBLIC OF UGANDY

Our Reference: UN-NY/TECH/ 38
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PERMANENT MISSION OF THE REPUBLIC OF UGANDA TO THE UNITED NATIONS

UGANDA HOUSE
136 EAST 45 STREET

Tel: (217) B48-i11 10
Fax: |F1%] BAT4517

13 September 2021

—

1 wish to refer to your letter Ref. $/AC.49/2021/PE/OC.81 dated 28 May

2021, regarding a documentary *The Mole: Undercover in North Korea”.

The investigations are still ongoing, however, a preliminary investigations

report has been issued by the Government of Uganda as follows:

1.

The documentary (video) was downloaded and analyzed, showing four
Ugandans who appeared therein identified as Magala Moses who is former
Senior Government Valuer, Muzoora Jude who is a real estate agent,
Nagimesi Bob who is a lawyer and Twine Warren, a former Court Bailiff
and a representative of the Island owner. They were summoned to help
with the investigations.

Communication between Magala Moses and a representative of the
“Norwegian Royal Family® a one Bjarte M. Tveit was retrieved and
analysed.  Another communication between Muszoora Jude and a
representative of the “Norwegian Royal Family” a one Bjarte M. Tveit was
retrieved too and analyzed.

. Tt is established that the land referred to is called Buziri Island in Buvuma

District situated on Block 66 Plot 1 owned by Fredrick Ssempebwa, who
instructed Twine Warren to look for buyers in 2017,

_ Twine Warren contacted Muzoora Jude (real estate agent) to look for

buyers. Muzoora then through a website www privateislandine.com that
does online marketing for different Islands, uploaded the details of Buziri
Island on the website in order to get potential buyers.

. Muzoora Jude through a website, wuww. privateislgndic.com connected

Larsen Ulrich a Norwegian National who had expressed interest in buying
the Island, He was willing to physically visit Uganda with a team to
inspect the Island.

NEWYRE. MY 1000 T- 1480

£-miil: sdim r@ugandaunny com
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Larsen Ulrich came to Uganda with his tcam as potential buyers and held
meetings in Uganda in August 2017 in Serena Hotel Kampala. They
introduced themselves to be from the Norwegian Royal Family, during the
meetings with Magala Moscs, Muzoora Jude, Nagimesi Bob (Counsel) and
Twine Warren. Larsen Ulrich and his team visited the Island and had
cameras that they used to take photographs all the time.

Larsen and his team expressed interest in buying the Island, but nothing
was documented during the meetings. Nagimesi Bob was tasked to
finalize the documentation.

. Larsen Ulrich and his team promised to come back to Uganda, which

promise has not been fulfilled. They never revealed their true identity and
intentions.

It became clear that Ulrich Larsen joined an organisation called the
Danish Friends of North Korea and later an International Organisation
called Korea Friendship Associations (KFA). He is the ‘Mole’ undercover
operative within the 'KFA’, who was working with Bjarte M. Tveit and
others on an undercover investigation into sanctions breaking by the
Government of North Korea.

Please accept the assurances of my highest consideration.

Pt
Ambassador Adonia Ayebare
Permanent Representative

- G
Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009)

New York

22-01569
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Annex 67: “The Mole” and Cambodia

The Panel continued to investigate the documentary film “The Mole: Undercover in North Korea” re-
leased in October 2020, which suggested that international arms dealers from the Democratic Peo-
ple’s Republic of Korea and nationals of a European country discussed a quotation for weapons and
how to complete an arms sales contract during meetings in Phnom Penh in 2017.

The documentary suggested that the arms sales were never realized.** Upon the first response from
Cambodia, the Panel continued to ask Cambodia to provide more detailed and specific information. It
has yet to receive a reply.

140°.5/2021/211, para. 90.
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Annex 68: Military Cooperation with the DPRK

Bolivarian Republic of Venezuela

The Panel continued to investigate possible military and technological cooperation between the Boli-
varian Republic of Venezuela and the DPRK.

According to a media report, the President of the National Constituent Assembly of the Bolivarian
Republic of Venezuela signed a series of agreements pledging military and technological cooperation
during a visit to the Democratic People’s Republic of Korea in September 2019.

In response to the Panel’s enquiry, the Bolivarian Republic of Venezuela replied that: [The Bolivarian
Republic of Venezuela] expresses its serious concern at the decision of the Panel to initiate an official
investigation on the basis of information from ‘a media report’; namely, one single source ... particu-
larly taking into account the fact that there is no single agreement between [the Bolivarian Republic
of Venezuela] and the DPRK on military and technological cooperation”. *#*

The Panel continues to request further clarifications from the Bolivarian Republic of Venezuela but
has not yet received a reply.

Somalia

According to reporting by the Panel on Somalia dated 28 September 2020 (S/2020/949), four 60 mm
mortar rounds were fired by Al-Shabaab on 17 February 2020 in the direction of the United Nations
compound within Aden Adde International Airport.

Based on an analysis of the tail fins, the Panel noted that the mortars had been produced by multiple
manufacturers. The Panel further noted one had characteristics consistent with a 60 mm HE type 63
mortar round manufactured in the Democratic People’s Republic of Korea.*** The Panel continues to
request further clarifications from Somalia and has yet to receive a reply.

141°S/2021/211, para. 94.
142.§/2021/211, para. 93.
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Annex 69: Judgement Summary on Chan Han Choi 43 (North South Wales Supreme Court,
Australia)

Judgment Summary

Supreme Court
Mew South Wales

E v Choi (Mo 10) [2021] NSWSC 891

Adamson J

Following his plea of guilty to an amended indictment, Chan Han Choi, aged 62, was
convicted of two offences involving breach of sanctions imposed against the Democratic
People’'s Republic of Korea (Morth Korea). Count 1, which related to brokering services
provided by Mr Choi to entities in North Korea with respect to the sale of Morth Korean military
equipment and the purchase of Indonesian petroleum products, was an offence against s
27(1) of the Charter of the United Nations Act 1945 (Cth). Count 2, which related to the sale
of Morth Korean coal to entities in Indonesia, was an offence against s 16(1) of the
Autonomous Sanctions Act 2077 (Cth). The maximum penalty for each offence is 10 years’
imprisonmenmnt.

Mr Choi was sentenced to a term of imprisonment for a total of 3 years and 6 months. His
sentence commenced on 16 December 2017, which was the day of his arrest. He spent
almost 3 years in gaol on remand before he was released on sitrict conditions of bail to enable
him to prepare for his trial, which commenced on 3 February 2021. As the sentence has now
expired, no non-parole period was specified.

Mr Choi's plea of guilty to a fresh indictment was entered a week after his trial by jury had
commenced. The original indictment presented at the commencement of the frial included
two charges that he had provided services believing or suspecting on reasonable grounds
that the services would or may assist in a weapons of mass destruction program. These
charges were withdrawn and were not included in the fresh indictment to which Mr Choi
pleaded guilty.

Mr Choi was born in South Korea, where he qualified as a civil engineer. He migrated to
Awustralia in 1987 and became an Australian citizen in 2001. He pleaded guilty on the basis
of agreed facts which included that none of the transactions had concluded. Some
transactions were deferred because of concems arising from increased international
surveillance of sanctioned trade with North Korea following missile testing by North Korea in
August 2017. Others did not go ahead by reason of Mr Choi's arrest on 16 December 2017.

Adamson J stressed the importance of the criminal law in punishing and deterring breaches
of sanctions by individuals whose conduct would otherwise undermine the international
pressure which the sanctions were designed to exert. However, her Honour noted that Mr
Choi's conduct was confined to a few transactions which did not go ahead. Further, the
military equipment which he had brokered was limited to Man-Portable Air Defence systems,
which are small surface to air missiles, and Tactical Inertial Measurement Units, which are
used by objects in flight for military and civilian purposes. Adamson J rejected the Crown's

143 Chan had contacts with Sudan’s Military Industry Corporation, an associate of
Sudan Master Technology Engineering Company which was involved in missile
military cooperation projects with DPRK’s Korea Mining Development Trading
Corporation (KOMID) (S/2019/171, para. 84).
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submissions that Mr Choi was involved in providing brokering services for inter-continental
ballistic missiles. Her Honour considered that the documents discovered when a search
warrant was executed at Mr Choi's home in Eastwood, Sydney were the result of his interest
in Morth Korea's military capability and were not related to his brokering service.

Although Mr Choi had, at times, professed a close relationship with Kim Jong-Un, Adamson
J held that these statements were, as Mr Choi admitted in his evidence, false and were a
product of his tendency towards grandiosity. Adamson J accepted that Mr Choi was contrite
and that his prospects of re-offending were low.

Adamson J found that Mr Choi had two motives: he wanted to help the people of North Korea,
against whom he believed international sanctions operated unfairly, as well as to earn money.

Source: New South Wales Supreme Court Caselaw website.
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Annex 70: New Investigation Results on Mercedes Benz Vehicles Supplies !4

The Italian company European Cars & More (with which the Panel have had correspondence concern-
ing the transit of two Mercedes-Benz S-Class 600 Sedan Long Guard VR9 vehicles in 2018 from It-
aly) have informed the Panel in 2021 that it also sold in 2018-2019 three other vehicles- Mercedes
S600 Guard, a S650 Maybach and a S600 Pullman to LS Logistica & Spedizioni S.R.L.C. - the same
company that was involved in illegal delivery of the first two Mercedes Guard vehicle.!'*’

European Cars & More informed the Panel about the “complaint of termination of movement with
PRA of January 10, 2020”, meaning, that Italian registration authority deregistered these three cars.

However, there are no more details available concerning further movement of these cars. See annex
71 for European Cars & More’s reply.

Italy has informed the Panel that these three cars were resold “within and outside Europe” and their
location was not determined.

Italy further replied to the Panel’s enquiry: “...verifications made through Italian Customs Agency
databanks reveal no customs operation that can be traced back to the vehicles in question. Further
verifications have been initiated...”.

144 For previous investigation results see S/2021/211, para. 155; S/2019/691.
145°§.2021/777, paras. 145-156.
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Annex 71: European Cars & More’s reply

22-01569

Avv.Paola Zulli

Patrocinante dinanzi aile Magistrature Superiori
Via Pietro Pollidori n°4 - 66034 Lanciano {CH)
tel. 0872.711778 pers. 339-6086512
p.iva: 02138420696 - c.f: ZLLPLA77A55E43527

zullipaola@gmail.com
zullipaola@pec.giuffre.it

Lanciano, 15 december 2021

via e-mait to [

via mail to |

Subject: S/AC.49/2021/PE/OC.58 -
S/AC.49/2021/PE/OC.259

ocs:

We are writing to respond to your latest communications of March 30, 2021 and
of September 30, 2021 in which you request us to cooperate by providing
information and documentation relating to other vehicles sold to Logistics &
Shipping LS. This request is based on information that we have provided to the
Panel in previous communications, in a spirit of cooperation and total openness
to the facts.

With the purpose to cooperate with you in the best possible way, as we have
done from the beginning, we would like to try to better understand certain
passages of the matter that concerns us.

In order to be able to better comprehend the whole issue, in fact, we have taken
the liberty of making a reconstruction of the Reports published by the United
Nations Security Council Panel of Experts Established Pursuant to Resolution 1874
(2009) between August 30, 2019 and March 3, 2021, analysing the contents and
the photos reported therein. This is also to realize the reasons for the
unreasonable commercial blockade imposed on us by the Daimler Group, formally
linked to contractual matters and based on information that we provided to the
Panel in a spirit of cooperation.

Right from the start (Report $/2019/691 dated August 30, 2019), Daimler
confirmed to the Panel that the images shown to them “were of vehicles
produced by the company, with modifications by another party” (images that
we probably have not seen, because the one shown in your communication dated
April 29, 2020, was “for demonstration purposes only”). And it immediately
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withdrew from all responsibility, stating that “it had complied with all relevant
applicable embargoes and did no business with the Democratic People’s Republic
of Korea”.

We believe, therefore, that we need to better comprehend whether the reality
of the facts, as reported by you, may not have been misled, unconsciously or
otherwise, by the indications given to the Panel by Daimler.

In fact, from what we have read, it would seem that we have somehow been
caught up in the middle by Daimler. And that to a certain extent it seems willing
to let us to fulfil the role of “sacrificial victim” for the whole affair, leaving the
other parties involved unscathed. Indeed, in subsequent reports it does not
appear that any further information is being requested from Daimler.

This leads us to believe that the indications provided by the Daimler Group may
perhaps be somewhat obstructive to the reality of the facts and to the
reconstruction of the whole affair, aiming more to keep the company unharmed
than to pursue the truth of the facts.

We would therefore like to ask you for more information on the Panel's
relationship with Daimler, so that we can Cooperate constructively in the
objective reconstruction of the matter.

We reiterate, in any case, our willingness to collaborate with the Panel for a
faithful reconstruction of the truth of the entire matter under investigation.

But, we have another huge problem that arises from your investigation: for
months our transfers from Italy to foreign countries have been blocked by the
Bank of America due to internal policy.

Since the activity of European Cars & More srl is mainly focused on exports and
imports, | ask the Panel to definitively clarify the extraneousness of my Client
extraneousness to the investigation on trade relations with North Korea, and to
communicate it to the institutions, including Bank of America, in the next seven
days.

Kind regards,

22-01569
341/433
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Annex 72: Images of Mercedes-Benz SUV used by DPRK
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Source: The Panel?
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Source : NK News.
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Annex 73: Investigation on KOMID-related Cases

Kil Jong Hun

The Panel has received information from a Member State that there is an ongoing relationship be-
tween Equatorial Guinea and KOMID. As of 2021, this relationship includes potential Equatoguinean
procurement of items from KOMID, including shipments of defence and/or military technology items.

According to the information, Kil Jong Hun, who also goes by the name Ri Yang Chun, is a KOMID rep-
resentative based and operating in Equatorial Guinea. Kil travels using a DPRK diplomatic passport. The
Panel asked Equatorial Guinea about these issues but has yet to receive a reply.

Ri Hyong Thae

The Panel is investigating a DPRK national, Ri Hyong Thae, who is believed to continue to travel in-
ternationally in connection with arms-related activity and in the company of other individuals desig-
nated by the 1718 Sanctions Committee. Ri has served with KOMID and KOMID-associated compa-
nies in Cuba, Iran and Malaysia in the past, and travelled widely using the DPRK diplomatic pass-
ports. The Panel requested further information about Ri from the United Arab Emirates and received a
copy of Ri’s passport (see annex 74 or Ri’s passport copy).

A Member State informed the Panel that Ri arrived and departed Singapore on the same day in June

2004 under passport number 554132407 and that there were no travel record to the passport number
827310102.
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Annex 74: Passport Copy of Ri Hyong Thae
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Annex 75: List and Copies of Sok Kha’s Passports

Passport List
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Passport Copies
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Annex 76: Company Extract of C.H. World Travel Co., Ltd.

Company Extract
General Delails
Comparny Nuster: 00008002
Compory Mo (inkhmar). 8 sHTSERE oo
Comgany Nawe (isEngish):  CHWORLD TRAVEL CO. LTD.
Comgany Type: Provae Lendog Company
Comgany S Regivared
ncoporation Date: T3-\hay- 2008
Auregswaton Dale VA-2016
Busress Aciries:
Buarass Onpave: 791 Traves agency and tout opar ke Rchvilies
Main Busness Acheres 79110 Travel agancy acteities( 1)
Dusress Otjective 791 Traved agoncy and loor Gperaitr Achvilies
Main Busress Acteies 79120 Toor operalor activies(2)
Busress Gtjectve 759 Omher seservation sernce and relaind acheln
M= Busress Acneel 73900 Otrer servee and 4
Bugeess Otjecive 511 Passenger alr kanspert
Main Bue S0P ak
Buzress Objecive 532 Suppant actvities dor Fansportation
Main Butrets Aot S2202 55w e ol =d waybls
Buseess Oujecive T3 Asvensing
Maiz Butewss At ! (1)
Busrest Oaecive £29 Busness Sppot Sorvico acivbes ne.c
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Shom Par Vaka
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Addess
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Charman el the Board of Yes
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Pagelei2
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The validation code for this Rusiness Extradt ks MOC-TI329678. To check the validity of this docsment enter hlps:iwavtusineseraghtration mocgohianbedis-br
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Source: The Panel (provided by Cambodia).
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Annex 77: Bronze statue blueprints under construction by the Mansudae Overseas Project

Group of Companies in Cotonou, Benin and satellite imagery

1) Excerpt of the blueprints
According to multiple media reports, the MOP is partnering with the Government of Benin to build a bronze statue
in Cotonou, using obfuscated identification to evade sanctions. The Panel obtained information indicating that

the bronze statue is 30 meter in height. One of the Korean-language blueprints of the bronze statue “Ama-

zone Monument” shows that the builder is “Republic of Benin, Ministry of the Living Environment and

Sustainable Development” and a contractor is “Chongryong International Development” (see below).
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Source: VOA.
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2) Satellite imagery of the bronze statue (6°20'57"N 2°24'28"E)

Satellite imagery suggests that the statue was installed between June and September 2020. The Panel wrote to Benin request-
ing information on the entities involved in the construction of the statue. Benin replied to the Panel that there is no relation-
ship between the entity and Benin (see reply from Benin). Investigations continue.*® It seems that the structure surrounding
the statue was not removed as of December 2021.

Construction area

January 2, 2020 February 7, 2020 June 13, 2020

September 8, 2020 November 30, 2020 December 14, 2020

June 12, 2021 December 12, 2021

Source: Planet Labs Inc.

146 Construction of bronze statues in Benin is also concerns possible violations of resolutions on
overseas workers (S/2020/840, para. 105 and annex 45).
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3) Reply from Benin

L2 Bénin a pris note des résolubions’ adopiees par ke Consail de Sécurnité des
Nations Unies sur 'a Républque populaire démocratque de Corde (RPDC) suile aux
activids mendes par ce pays pour déveiopper des armes nucléaires 2t des missiles
balisiques en violation du droit ntemational

L@ Bénin eppuie fermement ces résolutions, y compris 1@ régime des sancuons
que celies-¢i onl mis en place

Conformémant aux orientations de sa poliigue exténeurs, le Bénin promeut la
non-prolfération auciéaire dans loutes les régions du monde. || a ratifié Je Traité sur la
non-prolfération des armes nuckéaires qu'il considére comme un des Plkres ousenbels
du régime internaticnal du désarmement et de la non-proliiération nucléaloes

En outre, e Bénin est Parte au Traité de Pelindaba Jui crée une zone exempte
d'ammes nucldaires en Afnque et depuss le 25 seplembre 2018, a signé ‘e Traté sur
I'interdiction des armes nucibaines adoplé: & New York le 07 juillet 2017. Le 22 octobre
2020, 'Assemblés nationale du Bénin 2 autorisé ia ratification de ce Trailé

Le Gouvernement du Bénin soutient fermement toules les inltistives des
Natons Unies ftendant 3 ia création dans toutes les régions du monde de rones
exemptas d'armes nucéares. A ce tire. le Bénin ancourage la mise en ceuvre de la
dacsion de cragton de kadita zone au Moyen-Onent et reafime, dans chacune de
ces interventions aux Nations Unies, son soulien 3 @& lenue dune Conférence
intarmaticnale pour y parvenir

Le Bénin & exprimé 3 pusisurs reprises se farme conviction que lNobjachf d une
paix durable et de ia dénuciéansation de la péninsule corfenne doit £tre atieint par
des voes pacifiques.

Le Bénin es! |'un ces rares pays &fncains a coparrainer chagus annce les
resolutions des Nations Unies sur 1a stuation des Droits de 'Homme en RPDC auss:
pien a New York (3% Commssion de I'Assembiée générale dee Nations Unies) qu'a
Genéve (Conseil des Droits da N'Homme)

S'agissant. en pariculier des présumées aclivilés au Bénin ¢e "Mansudae
Overseas Project Group of Companias™, les investigations mendes par l'ensembie des
Servces nationaux compétents concluent @ [inexistence de relalicas antre ce
groupement d'entrepnises de drot nord-coréan et ke Bénin

Toutefols, le Bénin s'engage A poursuivre les investgations au sujet des
activités ce ce groupamant et @ prendre les dispositions appropriées en vue de
prévaenin of d'empécher que d'éventuslies activités dudt groupament scient menses
sur son lemiloire

Le Benin reaffirme son ferme apoul au régIme des sanclions imposees i la
RPDC ot s'engags & continuer leut mise en uvie avec ngueur & vigilance

Fak a Cotonou, ie 23 décambre 2027

' Risolutions 1718 {2006} ; 187¢ {20034 - 2024 (3913) ; 2270 (2026} : 2331 {201€) : 2356 (2017); 31371 (2017
[PERE alaE T ol

Source: The Panel.
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Annex 78: DPRK workers in China

According to a Member State information, DPRK entities were working with entities located in China to employ

DPRK nationals at several locations and fields including construction sites, factories, and IT from 2020 to 2021.
Most of the contracts were to hire several hundred DPRK workers and some of the contracts were expected to
dispatch additional employees. Details of each case are below.!?

1) Factory workers
Following entities in China employed DPRK workers as of mid-2020. Most employed between 100-400 DPRK

workers, although several of these entities employed still higher numbers of laborers from DPRK.

Jilin Military Garment Co., Ltd (Z 84S & ]SS A
Jilin Sangbok Clothing Co., Ltd (Z & ZAMH=EQ ST AL
Helong Kusong Clothing Co., Ltd (StE SRS A
Yanbian Pros Clothing Co., Ltd (AHZZEAEZ 3BT A})
o., Ltd (OF2 & (Z M%) RetSAD

China Aulbon (Clothing Production)
Jilin Rangdon Clothing Co., Ltd (ZE & =5
Helong Hyesang Clothing Co., Ltd (2}& 3|4
Pacific Clothing Co., Ltd (Ef B ¥=EFotSAD

Chongyon Clothing Co., Ltd (¥ SRS AD

u @)
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rot
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2) Construction workers

DPRK entity Korean Namgang Construction General Corporation (aka DPRK Ryongrim Overseas Construction
Company) was working with a Chinese entity Xinzhexing Labor Resource Co, Ltd (" RERZEh#1iEkAH&E
JREPR/AT]) to dispatch between 500 and 20,000 DPRK nationals to Zhongshan City and Dongguan City of
Guangdong Province and Yangtze River Delta in April 2021.

Another DPRK entity Korean Namgang Construction General Corporation (aka DPRK Ryongrim Overseas Con-
struction Company) was working with a Chinese entity PRC Tong Sin Communication Technology Co, Ltd (&
EB(E 1B R/A F) to dispatch more than 200 DPRK nationals to Beijing and Heibei Province in June 2021.

3) IT workers
DPRK entity Mangyongbong International Trade and Economic Development Corporation (President: Yun Kuk
Nam) was working with Dandong Junxing Science and Technology Co Ltd (fIZRMi & £FHZHE R/ F]) to send

147 One expert is of the view that this information needs to be further corroborated.
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DPRKIT workers to work in China around October 2020. These workers would likely remain employed for several
years. The information indicates that the UN-designated DPRK entity, the Munitions Industry Department
(KPe.028) (see figure 70-1) facilitated the establishment of this relationship.

Figure 70-1: Excerpt from the List established and maintained pursuant to resolution 1718 (2006)

KPe. 028 Mame: MUMNITIMS SJDUSTRY DEFARTRERT

Ak.a. a} Military Supales Indusmy Departnent b) MIC Fk.as ~a Address: Pyongyang,
Cernocratic Peooly's Republic of Korza Listed omi 2 Mar, 2014 (arencas o @ Jul, 20718
Qther infarmation: The Munitdors Iedas ey Deparbmenl s el in kew asoscts ol the
JPREs migsle program B s respongible Tor cvesseeing the develomrent of T BPRSS
bsllistz rrossiles, inzlud g tne Taepe Deng-2The MIC averzees the OPRK s weapoens
procucton and RE&D programs, incluc g the OPRA's ballistic missie program. Tas Sscend
Ezoromic Committes and the Second Acadermy of Matural Sciencas - also designased in
S| FOOL - fre submrding e foothe KO Toe BAIN in
tre KNGS soad-rronie ICERL The MID averasss the BPRL's nuclesr arogram. The Mucksar
\Wzapons natiute is subordinate ta the MIDL

BRI s s woc ke 1o devislon

Source: https://www.un.org/securitycouncil/sanctions/1718/materials.

4) Other cases

DPRK company Korea Changsaeng Trading Corporation was working with Dandong Jinsheng Electronics Co.,
Ltd (FIR$EEEE 7B R/ &) concerning the provision of at least 150 DPRK workers in Dandong, China, by Oc-
tober 2020, with an additional 200 workers planned to be dispatched in 2021. Information indicates that this

relationship could be structured as a joint venture or cooperative entity.

Another DPRK entity Korean Tangun Trading Corporation was working with Heilongjiang Province Rixin Foodstuffs
Company, Ltd (5, T& H{E 8 5B IR/ &) to bring several hundred DPRK workers to China to work for foodstuff plant
in January 2020. The information indicates that Korean Tangun Trading Corporation is the UN designated entity
(KPe.008) (see figure 70-2)

Figure 70-2: Excerpt from the List established and maintained pursuant to resolution 1718 (2006)

KPe.DDE Mame: XOREAM TAMEURN TRADIMG CORPOIRAT OM

Adea. na Fk.a: na Address: Pyongyvang, Demozratc Pecple's Republiz of Korea Listed
on: 16 Jul. 2039 Other information: Korea Tangun Trading Corporstion is subocdiname to
LERW s Bacand Acacssy of Waturel Scierces ancd = primarily responsiale Sor the
procarement of commedities ane technokg s W support DPER'S detanss sessarch 20l
ceveloprmern orograrms, includine, ool ool leeiled o, Wnd 0 ane delivery syslem programs
aned procurcrmerd, inchdi rabrials that are cordralleo or probibies anoer relesant
rultilsters| conTol regires,

Source: https://www.un.org/securitycouncil/sanctions/1718/materials.
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Annex 79: Possible Joint/Cooperative entity between DPRK and China

According to information provided by another Member State, DPRK entity Koryo Commercial Bank

Ltd (=REp2E4R1T) agreed to establish a joint venture with Shenyang Dawoo Sealant Construction Ma-
terial Co. Ltd (JhPHZ ASE=HE 5 EHE BRZAF]) mainly for the production and sale of soybean oil in
2019. The information suggests that the construction of an office was completed in Pyongyang and the
soybean production plant was under construction in Nampo, DPRK. The Member State assessed that
soybean oil is for civilian purpose, but it also could be supplied to munitions factories where the oil is
used for weapons manufacturing.

According to information obtained by the Panel:

Name of joint venture entity:

PYONGYANG HWASHIN JOINT CORPORATION (EZEFEEESTT)
Address: Jyonjin-dong, Rangrang district, Pyongyang city (EMHZREXIEEIER)
Party of DPRK side:

KORYO COMMERCIAL BANK LTD (B EER2IRTT)

Party of Chinese side:
SHENYANG DAWOO SEALANT CONSTRUCTION MATERIAL CO., LTD
(PSS RELE=RERPMEBIRAE)

Address: No.258, Kunshan-Xilu, Yuhong District, Shenyang City, Liaoning
Province, PRC (EZEEEEH T X ELLFAR 258 2)

Shareholder: GIL GYEONG-GAP (F=H (ZZ 7))

Category of business:

Production and sales of various food, Operation of wharf, Operation of sales facility
(in Pyongyang, Nampo, Wonsan) , Operation of stores (light industry products,

food, sales of electric and electronics, clothes manufacturing

Registered capital: 6,726,720,000 won (56,056,000 Euro)

Approval: No. 107-39 (5 October, 2018)
Duration: 40 years (until October 2052)
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Annex 80: Reply from China

7. Workers (0C.306)

Jilin Military Garment Co., Ltd and the other 8 garment companies
mentioned in the Panel’s letter only have their English and Korean names.
Since China’s business registration system uses only the Chinese language,

we cannot conduct comparison and verification. China has been strictly

7

implementing relevant provisions on migrant workers from the DPRK. Their
working permits have all expired before the deadline set by the Security
Council resolutions.

We did not find Korean Namgang Construction General Corporation
sending migrant workers to China. In fact, since February 2020, for the sake
of pandemic prevention and control, the DPRK has set strict restrictions on
people entering and leaving the country. It is impossible for the DPRK to
send migrant workers to China since then. Some information of so-called
“violation of resolution” is not consistent with the actual situation amid the
raging pandemic. The Panel should be more disceming,

As for the 99 DPRK migrant workers repatriated by-in 2019,
according to China’s exit and entry records, all of them have left China.
Before the start of the pandemic, China was an important transit for
people-to-people exchanges between the DPRK and other countries,
especially in 2019, when all DPRK workers repatriated by other countries
returned to the DPRK via China. If the Panel requires China to verify every
time it gets some new information, it will be a huge burden of work. It is

also by no means the obligation of the Chinese Government.

Source: Member State.
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Annex 81: List of IT workers Equatorial Guinea

According to a Member State, at least 13 DPRK IT workers (see below) are located and working in Malabo
and Oyala, in Equatorial Guinea. The Member State assessed that these IT workers arrived in Equatorial Guinea

between 2018 and 2019. No response has yet been received to the Panel’s request for further information.

DPRK IT workers reportedly located in Malabo, Equatorial Guinea :

e RiMun Song

e Pak Myong Song
e Kim Kuk Song

e Kim Hyon Chol
e Kim Kwang Chol
e RiTae Yong

e Ryu Jong Hyok

DPRK IT workers reportedly located in Oyala, Equatorial Guinea :

e Pak Tong Hyon
e RilJong Hyok

e Kang Thae Ho
e Cha Sung Hyon
e An Kuk Chol

e Kim Sun Hyok

Source: Member State.
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Annex 82: Information about DPRK restaurants in the Lao People’s Democratic Republic

The Panel has continued its investigations into the current status of the DPRK -related restaurants in Laos. Based on infor-

mation received from a Member State, and the Panel’s corroboration, at least four restaurants and one night market (see

figure 82-1 and 82-2) in Laos seems to have continued to operate even after the applicable measures towards the closure of

the restaurants and repatriation were taken by the Laotian authorities in 2020. The Laotian Government has already provided

the Panel in July 2020 with the details of 28 DPRK nationals who had departed Laos from Wattay International Airport during the

period between 2017 and the second half of 2019. 8

Nevertheless, open-source information suggest that restaurants are open and active, and that DPRK nationals have been

working in Laos as waitresses and dance performers after these repatriations and after the December 2019 repatriation

deadline. The list provided by the Laotian Government does not include female DPRK nationals and the Panel has requested

clarification in view of the current information reported by the Member State to Laos in September 2021. Investigations

continue.

Figure 82-1: List of Restaurants and Night Market

No Restaurant City Latitude Longi-
tude

1 | That Luang Pyongyang Restaurant Vientiane 17.9734  102.6325

2 | Paektu-Hanna Restaurant Vientiane 17.96619 102.62825

3 | Vang Vieng Pyongyang Restaurant Vang Vieng 18.91901 102.44885

4 | Vang Vieng Night Market Vang Vieng 18.92347 | 102.44866

5 | Koryo Restaurants Luang Prabang  19.87404 102.12883

148 §/2020/840, para. 133.
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Figure 82-2: Location of the Restaurants and Night Market

City: Vientiane ; 2 - :

Google Earth

City: Vang Vieng

. Mang Vicrg MPyongyong Hosteurent

5. Karyo Rectaurante
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\’r - -_. »
€=\

Google Earth

September 2021

Source: Google Earth, annotated by the Panel.
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Annex 83: Information about the Russian Federation

According to Member State information, the DPRK official Kim Ju Sok, a Moscow-based official representative of DPRK’s
Ponghwa General Corporation, facilitated several contracts to send DPRK nationals to work in agricultural and construction
activities in Russia between 2020 and 2021.

The same Member State reported that Kim collaborated with the general director of the DPRK Uljibong Cooperation Corpo-
ration, Yun Kuk Nam,'# and contracted with a Russian company SMU-07, LLC to send a maximum of 100 DRPK na-
tionals to construction projects in and around Moscow in June 2020. Kim Ju Sok also collaborated with DPRK company
Korea Rungra-888 Trading Corporation to send at least 60 trainees to a Russian company Stroy Servis, LLC in July 2020.
These trainees would receive training at vegetable greenhouses in the Moscow area and would receive 500 US dollars for
participating in this program. The program was planned to run for several years and additional DPRK trainees were to be
dispatched.

The Russian Federation replied to the Panel that “No information is available regarding his (Kim Ju Sok) activities in viola-
tion of Security Council resolution” and informed the Panel that “Both construction companies mentioned in the enquiry —
SMU-07, LLC, which is not registered at the indicated address, and Story Servis LLC — ceased operations this year. No
information is available regarding their contacts with nationals of the DPRK.”'*° Information provided to the Panel indicates
that Kim was involved in another contract in sending DPRK nationals to Russia and investigations continue.

Figure 83: Kim Ju Sok’s DPRK Overseas Worker Supply Activities
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MIL07, 1K Uljibong Cooperation Corporation
I
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Stroy Servis Korea Rungra-888 Trading Corporation

00 bnlwes
My 2020

Source: The Panel.

149 According to the information of Member State, Yun Kuk Nam was the director of
Mangyongbong, a Korean general trading company and left Russia in December 2019.

150 A Member State provided the Panel with the address of SMU-07, LLC. Its address is
identical to the address described in the document obtained from ET'PIOJI.
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Annex 84: Information about Koryo Restaurant in Viet Nam

According to a Member State, DPRK nationals remaining in Viet Nam continued to work at the “Koryo Restaurant”
in 2021. The Panel’s past report,'>! a think tank report,'3? and corporate registry in Viet Nam show that Koryo Res-
taurant is associated with Mudo Vina Co., Ltd which remains active and its legal representative is DPRK national Kim
Jong Gil. Moreover, open-source information suggests that the Koryo restaurant sells art products including paintings
produced at Mansudae Art Studio, which is a violation of paragraph 3 of resolution 2371 (2017). Viet Nam has yet to
reply to the Panel’s enquiry.

1) Corporate registry of Mudo Vina Co., Ltd.
The address of its head office (underlined in red) is identical to the former address of Koryo Restaurant (see 2)).

DEPARTMENT OF PLANNING AND SOCIALIST REPUBLIC OF VIETNAM
INVESTMENT OF HA NOI ERO lndrp_cn_dcm:c Pedohnadot _-“fl’_ﬂm
BUSINESS RECGISTRATION OFFICK

BUSINESS REGISTRATION CERTIFICATE
LIMITED LIABILITY COMPANY WITH ONE MEMBER
Enterprise Code: 0105844459
First registration: day 26 month 03 year 2012
Amendment registration for the time(-s): §, day 15 monzh Of year 2016
1. Enterprise name
Enterprise name in Vietnamese: CONG TY TNHH MUDO VIET NAM
Enterprise name in foreign language: MUDO VIEITNAM COMPANY LIMITED
Enterprise name in abbreviation: MUDO VINA CO,, LTD
2. Address of head office
. i 4 £y >

Giay, Ha Ngi, Vieram

Tel: Fax:
Email: Website:
3. Charter capital 6210900000 VND

In words: Six billion two hundred ten million nine hundred thowsand VND
(tweong duamg 300.000 USD - Ba trim rgan dé ia My)
4. Name of owner

Qne or more e Pt bt dar thes b 1!, located st Anfo_productainndibe_ong
5. Legal representative

* Name:  KIM JONG GIL Gender: Nam

Position Tdng gidm dbe

Date of birth: 04/08/1973  Ethnic background: Nationality:North Korea

ID type: Hg chiéu meioe ngodi

ID card No.: 654333308

Date of issuance:  08/08/2014  Place of issuance: B¢ Ngogi giao Triéu 1ién

Contact address: 86 7, Lo 138 pho Trung Hoa, Khu dé thi Trung Yén, Phuong Trung
Hoag, Qudn Cau Gidy, Thanh phé Hea Ngi, Vigi Nam

Resident address: Gyong Hung-Dong, Botonggang dist, Pyongyang City, Korea, Dem.
Rep.

HEAD OF BUSINESS REGISTRATION OFFICE

(Sigmanere, Seal and Full name)

Thiag cn wtn Supe bt sult of Co er 32 Bge qubc o v Sirg <y doanh rghadp vae thn difm 22:2) sghy 27552021
Thoi didm yéu chu Sieyg tie: 02:58 ngiy JR0M2).

The legal representative is Kim Jong Gil, a DPRK national.
Source: Vietnamese National Business Registration Portal.

151:.§/2019/171, annex 74 (p. 331).
152 C4ADS, https://www.c4reports.org/dispatched.
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Address of Koryo Restaurant

The Panel’s past report and the photo of the business card of Koryo Restaurant. The address is indicated by the

red dotted line.

Koryo restaurant

Hanoi

No.61 Trung Hoa City, Trung Yen Urban Area, Phuong Trung
Hoa, Cau Giang Paper, Hanoi

fpm e e e e e e e ————————

Previous Address: No.7, Lot 13b, Trung Hoa City, Trung Yen{

Urban Area, Phuong Trung Hoa, Cau iang Paper, Hanoi |

[ o B ) o

Source: The Panel, S/2019/171, p. 332.

i ——— —

Source: Naver.

2) The excerpt of corporate registry of Mudo Vina Co., Ltd
Corporate registry shows that its business activities are “Restaurants and mobile catering services” (underlined in red).

II. THONG TIN VE NGANH, NGHE PANG KY KINH DOANH

Nha hang va céc dich vu dn udng phuc vu luu dong

Chi tiét: Dich vy phuc vu an udng

Ngdnh, nghé
chua khép ma
voi H¢ thong
nganh kinh té
Viét Nam

Source: Vietnamese National Business Registration Portal.
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3) A photo of a receipt from Koryo Restaurant
The receipt is dated on 15 December 2020.

Source: Google.

4) Excerpt of video footage of the Koryo Restaurant
The video footage was uploaded in February 2021, with restaurant workers wearing masks and using hand sani-

tizer, suggesting that the footage was filmed after COVID-19.

Source: Youtube.
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5) Information about Mansudae Art Studio

Media report about art from Mansudae Art Studio sold at Koryo Restaurant. A restaurant employee says “The art
is from the famous Mansudae Art Studio in Pyongyang. These works were directly created by people’s artists and
are famous’. The employee also explains about the price of paintings and says “This is about 1,400 US dollars. A
piece of embroidery is more expensive and could be two thousand dollars. The smallest is 500 US dollar. If you

really want to buy it, we can give you a small discount”. (See the part surrounded by red dotted line)

HIE " SeHAS, HXH thd Ll
A .. 2o 23 2 o Al

J|X: fAfSE, 2T
2019316 1230 2H

HIEE 511=0]2] Bt S0t AP0 [ HXH CHP Q! Lol FEALS] 20| Tolis|n R
= AHH0| VOA FXiE S5t HIRGLICE 212{0| £|ci 23 F240fl FSh=d|, XIXq 2ito|
2h= X|1Ho| LigtgLICh BX|8} 2| X2t RELICE

SHcOJo] PIX|TH S DA AGY, HE 220 03] D|2EE S0| H AL,

SO YU DrATH AEAD AT 2S0(210), BOIA X7 Jpet Boj F0/243

HrgL
........................... -

[54: FHU(ESNE)] "S2| WY Voo YAl KY2 0. AU &2HS0| |
A oh= Lo | Lot i
X 20179 R4 QHRE|i= DhO BAARE XHHEA OS2 X3 b UBLICE BY
O| X|f Che 21 2toiM HMZHE D|gE0l MIEFHSE §24H HZA0| Hof=|D 1= ALIC
Hof F2U OB ES U0 EXAL SO CHE0IA U0 AT E U2 Aol X E
& 8|28 STt 2t M2 53 § SRV CIERaLH
2 AP UIF A 2 Yel= Wofl F UA=C, 55 £0I12] D244l 253 350
FE 83 AMUSLICL
FOHXE2E LEEFLEE 4Ol A FHLH TS TH= WAL 2 T2} O|RX|DY, | B EFME
WS A FYUHS| 4FYLC

hanps o Vwe b archove oapfeet T DN EGATI2 s ww e wiokenta comkence e s po BRI 261 [Ex)
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202503022 55 R REYD AN Y N JE W 24 Y Bef A E | Ve of America - Korean

3Hc0[2] ®Et AP ‘N 2A Y FUHO| YCHYEARM HZE 0| IYE &
0|3 Ut

39 1A 30|of w2} PRAKIT CHFE 012 13 Z2{oiA 23 22 Ato|L|ct.

[3]: BYHSHHZ)] "0/21 $ 13400 (2] HE BLICH. $ S012 2 o HpL|ch
4 =21 28 EIIXIE SfoF ELICH MY A 2 S00HO0II. WM AIACHH E3ML o
oIt £ $ Q&LICE”
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Annex 85a: Panel enquiry to China (finance)

United Natlons Yy Nations Unies

||r-.|.lu|.1.|||r||'-\.a-.|r-.r e NEW YORE, BHY 1001y
#0 kL2 B3 E0§§ « FAX: 41 20 #6131 2063
UMITED NATIONS SECURITY COUNCIL PAMEL OF EXPERTE ESTARBLISHED
PURBSUAMNT TO RESOQLUTION 1BF4 [200%)

nererencel SIAC. 497202 1/PEOC.260
4 Owtober 2021

Excellency,

I have the honour to write to You with regard to ongoing efforts of the Panel of Experts established
pursuant to United Nations Security Council resolution 1874 (2009) o gather, examine and analyse
information regarding the implementation of the measures imposed on the Democratic People’s Republic
of Korea (DPRK) by Secuniy Council resolutions 1718 (20061, 1874 (2009), 2087 (20137, 2064 (2013},
2270 (2016), 2321 {2016, 2356 (2017), 2371 (2017), 2375 {2017y and 2397 (2017}, in particular incidents
of non-compliance.

The Panel is conducting an investigation into several illicit ship-to-ship transfers, which resulted in
refined petroleum delivery to the DPEK in violation of relevant UN sanctions. As part of this investigation,
the Panel 15 also investigating possible violations of, inter alia, paragraph 32 of resolution 2321 {2016) and
paragraph 36 of resolution 2270 (2016), which prohibit the provisioning of financial services, directly or
indirectly, that could contnbute to DPRK sanctions evasion activities.

According to information obtained by the Panel, four Hong Kong- registered companies (annex A)
transferred more than USD 45 million from sccounts held at Ching-based banks, to Sino Global Trade Co
Lid for the purchase of gasoil which was transferred to the DPREK via the vessel Diamond 8. These
transactions occumed between September 2009 and August 2020 (annexes B and C). In paying for the
transfer of this gasodl to DPREK, these companies are acting in violation of the resolutions detailed above.
Given that the Panel intends to detal the findings of its investigation in the next report, the Panel would be
grateful for the following information:

®  Please provide the beneficial ownership information for each company in annex A, to include
shareholders, directors, and managers;

®  Please provide financial records, including all deposits, incoming and outgoing wire transfers for
each account held by the companies in annex B and C. Please provide a detailed description of the
actions taken by your national authorities to ensure that the DPRE is no longer benefitting from
illicit payments through the Hong Kong-based companies in annex A;

®  Please provide a detailed description of the actions taken by your national authorities to ensure that
the companies in Annex A, as well as the banks listed in Annex B, are no longer providing financial
services, directly or indirectly, to DPRE entities;

Paragraph & of Secunty Council resolution 2569 (2021) urges all Member States and other
interested parties to cooperate fully with the Panel of Experts, in particular by supplyving any information
at their disposal. The Panel would welcome any other information that you might consider relevant o its
work as mandated by the Security Council in this regard. In addition, the Panel would hike to assure you

! For previous Panel reporting on the [Mamond £, see paragraphs 14 and 21 of 5/2020/151, paragraphs 25,
30-31 of 52020840, and paragraph 4% of S2020:211. The Panel has also reported on the Diamond # in the 2021
mid-term report, 5/2021/777, which 15 not yet published at the time of drafting,

H.E. Mr. Zhang Jun

Permanent Representative of the People’s Republic of China
to the United Nations

MNew York
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that any information you may consider confidential can be handled accordingly and used solely for the
Security Council and the 1718 Commuittee.

Given the importance the Panel attaches to this investigation, we would be most grateful for any
information (o be supplied within six weeks of the date of this letter. Please reply by email to the Panel at
dppa-poe | B74imun.org. Should you wish to discuss this request, or any follow-up matters, please contact

Please accept, Excellency, the assurances of my highest consideration.

Coordinator of the Panel of Experts established
pursuant o Security Council Resolution 1874 (2009)

Annexes:
Annex A: Hong Kong Registered Compames
Annex B: Summary of Financial Transactions and Accounts
Annex C: Bank Transfer Receipts, September 2009 to August 2020

[E%)
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Annex A: Hong Kong Registered Companies

The following Hong Kong-registered companies remitted payments to Sino Global between September
2019 and August 2020 for the purchase of gasoil, subsequently delivered to DPRK in transactions involving

the vessel Diamond 8:

Name Company Number
Hong Kong Stu Group Company Limited 2401566
Wanhr Trading Limited 2782517
Yield Gold Limited 1500069
Zfullboto Co., Limited 2792449
369/433
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Annex B: Summary of Financial Transactions and Accounts

Aggregated totals of bank slips from September 2019 to August 2020,

Remitter Remitting Bank

Hong Kong Stu Group Company Limited $4,312,419.00
Wanhr Trading Limited 56,990,000.00

Yield Gold Limited $22 544 239.00

$2 801 876.00

51,206 264.00

Ffullboto Co Ltd 36,344 23500

$852,836.00
Total $45,051,869.00
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Annex C: Bank Transfer Receipts, September 20019 to August 2020

371/433

Annex C of the Panel’s original letter to China contained 70 pages of
bank transfer receipts from the four companies listed in Annex B to
Sino Global for the purchase of gasoil. For the sake of brevity in this
report, the Panel includes in this annex ten of those receipts. The
Panel has redacted for this report (both from Annexes B and C of the
original letter) the names of the remitting banks. Those redactions
were not made in the original Annex to the Panel’s letter to China.

)
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Annex 85b: China’s response to Panel enquiry

China responded as follows to the Panel’s letter:

“After investigation, China finds no involvement in DPRK-related activities or trade of refined petro-
leum products by the four Hong Kong companies mentioned in the Panel’s letter. Relevant banks also
find no possible DPRK-related transactions with the clues provided by the Panel. We have full reason
to question the credibility of the information sources. It is not the first time for some individual countries
to unilaterally take illegal actions based on lies and false evidence. We hope the Panel will be more
discerning.”
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Annex 86a: Panel enquiry to UAE (finance)

383/433

United Nations

VAETEES » SILGE

UNITED HMATIONS SECURITY COUNCIL L F EXPFPER
FPURBSUANT TO RESOIL 3 M (2D 0%)

arreenere o AC 492021/ PE/OC .61
14 April 2021

Excellency,

I have the honour to write to you with regard to ongoing efforts of the Panel of Experts
established pursuant to United Wations Security Council resolution 1874 (2009) to gather, examine
and analyze information regarding the implementation of the measures imposzed on the Democratic
People’s Republic of Korea (DPFREK) by Security Council resolutions 1718 (2006), 1874 (2009,
2087 (20133, 2094 (2013), 2270 (20167, 2321 (2016). 2356 (2017, 2371 (2017, 2373 (2017} and
2397 (2017, in particular incidents of non-compliance.

The Panel iz investigating possible viclations of, imfer alia, paragraph 32 of resclution
2321 (20168) and paragraph 36 of rezsolution 2270 {2016), which prohibit the supply of financial
zservices, directly or indirectly, that could contribute to DPEE sanctions evasion activities. The
Panel has cbtained information that suggests that “Grace Way General Trading LLC" and
“Zeeshan Bashir Building Materials Trading LLC"— two Dubai-registered companies—
facilitated payments at the behest of “Jiangxi Hailian Petrochemical Co., Ltd” (annex A) to
“Golden Luxury Corp™ in or around October 2018, The purpoze of these transactions was for the
purchaze of petroleum products, which were ultimately delivered to the DPEK. In its efforts to
gather reliable and wverifiable information, the Panel would be grateful for your assistance in
zupplyving the following mformation:

&  All corporate registration and beneficial ownership information for “Grace Way General
Trading LLC” and “Zeeshan Bashir Building Materials LLC” (see annex B for company
particulars);

& Al financial accounts held by the aforementioned companies for the last five years; and

&  Allincoming and outgoing wire transfers for the last five years—to include sender/receiver
details and wire transfer notes.

Paragraph 6 of Security Council resolution 2569 (2021) urges all Member States and other
interested parties to cooperate fully with the Panel of Experts, in particular by supplying any
information at their disposal. The Panel would welcome any other information that vou might
consider relevant to its work as mandated by the Security Council in this regard. In addition, the
Panel would like to assure you that any information vou may consider confidential can be handled
accordingly and used solely for the Security Council and the 1718 Committes.

H.E. Mrs. Lana Zaki Nusseibeh

Permanent hizzion of the United Arab Emirates
to the United MNations

Mew York, NY
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Given the importance the Panel attaches to this investization, we would be most grateful
for any information to be supplied within one month of the date of this letter. Please reply by email

to the Panel at dppa-poel 874@un org. Should vou wish to dizcuss this request. or anv follow-up

Please accept, Excellency, the assurances of my highest consideration.

Coordinator of the Panel of Experts establizshed
pursuant to Security Council Resolution 1874 (2009

Annexes:
Annex A: Payment Instroctions
Annex 2: Company Particulars

22-01569 384/433



S/2022/132

Annex A: Payment Instructions
Figure 1. Payment instructions from “Jiang Xi Hai Lian™ to “Golden Luxury Corp.”
IBBREBCIERAS

To: SENMLN

A2 B RIWZEESHAN BASHIR BUILDING MATERIALS TRADING WekR
GRACE WAY GENERAL TRADING LLCIR IR 42 B) {0 3 4 BRI 9020 20, 930881

TERRGRCTAMLE

10/19/2018

ew Transaction Detalls - Telegraphic Transier
Transaction Date 20-Oc-2018
Transaction Reference GO00S
System Reference 10063189
Debit Account 3708290221602
Account Name GRACE way

Spedal Instructions to the Bank
Total Indicative Debit Amount  USD 455,000.00
Beneficary

Charges
enelxlary
Si No Beneficiary Pay Amount Indicative Rate Indicative Amount
1. GOLDEN LUXURY CORP USD 455,000.00 1 USD 455,000.00
Beneficairy Address: NO224 HE 1ST RD ZHONGZMENG DIST KEELUNG CITY202 TAIWAN
Beneficairy Bank: D8S BANK UTD -
Account Number / IBAN: 00054685788
Bank Address: TAIPEL 101 TOWER 28F - B: NO. 7 NA NA TAIWAN,, Talwan
Payment Detadls: PAYMENT FOR GARMENT
Transaction Type:
Payment Type:
Notify by Email: Yang26563358omad. com
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Annex B: Company Particulars

Source: UAE MNational Economic Fegister (https./chls economy. gov.ae/Search By BM.aspx)

Name

Est.Date | Bus. License. Number Responsible Manager
(local)
Grace Way General Trading LLC* 16/10/2016 | 768113 Cai Zhi Yang
Zeeshan Bashir Building Materials Trading LLC 18/09/2018 | 814492 Zeeshan Bashir Ahmad
Ding Sheng General Trading LLC** 05/1172014 | 720242 i Tong

* There iz a second Dubai-based company with a sinular name: “Grace Way Trading LLC” (BL 779761). The Panel does not believe that this

company 15 invelved in the aforementioned transactions.

#% The Panel notes that Ding Sheng General Trading shares a phone number with Grace Way General Tradmg LLC.

22-01569
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Annex 86b: UAE Reply to the Panel’s letter in connection with UAE entities linked to payments
made to Golden Luxury Corp

! a Sla Na__Sas T
Bubomal ) B pnd ) Sl e BAT
L) P
g 9o

PERMANENT MISSION OF THE
UNITED ARAB EMIRATES

TO THE UNITED NATIONS
NEW YORK

Ref: 2021/1598
17 December 2021

I
Further to letter reference S/AC.49/2021/PE/OC.61 (dated 14 April 2021) from the

Coordinator of the Panel of Experts established pursuant to Security Council Resolution 1874
(2009), T am pleased to share the following information on behalf of the concerned authorities in
the United Arab Emirates:

Information on Grace Way Company General Trading LLC

¥ Commercial License No. 768 115; x
Activity license: General trading;
¥ Operated by Kai1 Zhiang, national of China, passport No. E12435700, as

Director of the company; ¥ Bank transfers were observed from Dubai Islamic Bank

account of Grace Wayv Company General Trading LL.C to GOLDEN LUXUEY CORP,
valued at a total of AED 116 million distributed over 70 transfers in the past five years.

Panel of Experts established pursuant to
Security Council resolution 1874 (2009)

PERMANENT MISSION OF THE
UNITED ARAB EMIRATES

TO THE UNITED NATIONS
NEW YORK

Zeeshan Bashir Building Materials LLC

Tel: +1 2712 371 0480 + Faxz +1212 371 4923 » 315 East 46th Street, 7th Floor, New York, NY 10017, USA
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x Commercial License No. 814492; x Activity license:
building materials trading;
x Zeeshan Bashir Bashir, national of Pakistan, passport No. CJ3840062, as a manager;

x Bank transfers were observed from the Emirates NBD Bank account belonging to the
Zeeshan Bashir Building Materials LLC to GOLDEN LUXURY CORP, valued at a
total of AED 329 million distributed over 205 transfers in the past five years.

Please accept the assurances of my highest consideration.

Mohamed Abushahab
Ambassador
Deputy Permanent Representative
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Annex 87: The pathways of the impact of the international sanctions regime and the COVID-19 epidemic
on the health system of the DPRK

The figure illustrates the tendency of commercialization of healthcare and growth of inequality in access to
healthcare as the result of economic decline and other factors.

“Deepening marketization of healthcare practices without a supplementary social safety system seems to
exacerbate the inequality of healthcare access between different socioeconomic groups in the DPRK, es-
pecially during the COVID pandemic crisis.”

Dissolution of the
Soviet Union

COVID-19 Jockdown -
Without enough global aid

¥ Lumted finance

) . HEALTH FINANCE
Loosening of governmental J  Lack of financial supports to
control - ~ e > ) ph)\maus
‘ e
5
Limited Global health aids REGULATION
of Essential Medicine PAYMENT
-~ _Leak of Essential X Increasing absence of doctors £ <
"« Medicines | in public sector -~

‘Unofficial payment
/

"7 Unauthorized 4

private dual practice »  BEHAVIORS

Distort the service delivery
system <

ANIZATION, -| -

Unofficial Health Market

under not well-functioning

socialist health system Fadeati 3ot Cughesh an0

self-treatment
“y ¥
SES Disparity?«
3 EFFICIENCY
> _
ACCESS
QUALITY

Source :
https://mailchi.mp/nautilus/napsnet-special-reportcovid-19-and-the-dprk-health-system-
implications-for-an-inter-korvean-biomedical-cluster-cooperation-and-ctr?e=cd46d00c05
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Annex 88: Some factors of UN sanctions’ influence (S/2020/151, para. 209)

There can be little doubt that United Nations sanctions have had unintended effects on the hu-
manitarian situation and aid operations, although access to data and evidence is limited and
there is no reliable methodology that disambiguates United Nations sanctions from other fac-
tors, including unilateral sanctions regimes and domestic socioeconomic factors within the Dem-
ocratic People’s Republic of Korea. Nevertheless, the latest United Nations sanctions could exac-
erbate an already difficult situation in the country for those employed in sectors directly or indi-
rectly affected by sanctions, as well as potentially disrupting supplies of necessities to the civil-
ian population. The unintended consequences of sanctions on the humanitarian needs of the
civil population might include the following:

e The disappearance of, or a decrease in, sources of livelihood for those employed in industries
affected by United Nations sanctions and for repatriated overseas workers; this effect may be
up to hundreds of millions of dollars, based on rough estimates.

e Anincrease in social marginalization as the elites respond to both United Nations and other
sanctions by increasing control over scarce resources, including the “new market economy”, in
some cases channelling these resources to purposes other than the needs of the population.

e Continued shortages of agricultural equipment and lack of fuel, exacerbating already low
levels of mechanization in agriculture, which can limit harvest windows and compound food
insecurity caused by adverse environmental conditions and mismanagement of domestic
resources.

e Increases in the disruption of medical supply chains, which can significantly impact the
chronically underfunded and inadequate health-care system in the Democratic People’s
Republic of Korea.

e The collapse of the United Nations banking channel and the subsequent lack of access to
consistent and reliable financing jeopardizes supply chain operations and results in projects
being suspended or stopped altogether. It has also created risky situations for humanitarian
personnel.

e Financial institutions and private-sector entities continue to refrain from transactions tied to a
high-risk jurisdiction. Moreover, some financial institutions draw no distinction between
United Nations and unilateral sanctions. This affects the humanitarian operations in the
Democratic People’s Republic of Korea of the United Nations and other organizations, to
include increased costs.
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Annex 89: Question of Panel’s survey to NGOs

In its efforts to examine and report to the 1718 Committee and the Security Council on unintended
humanitarian impacts of UN sanctions, the Panel would be grateful for your responses to the following
questions:

1) What is your assessment of the impact of UN sanctions on the humanitarian situation in the DPRK and how
has that impact changed over time? What have been the effects of the restrictions related to the COVID-19
pandemic on the economic and humanitarian spheres, and in what way have these restrictions influenced the
overall humanitarian situation? If possible, please include information or examples that support your
assessment;

2) Please provide detailed information and data on whether your organization experienced reductions in
operational capacity due to issues related to quarantine measures in the DPRK and / or implementation of
UN sanctions. Such impacts might include:

a) cost and speed of the response,

b) “operational” problems (i.e. access to beneficiaries and quality of assistance),

c) staffing and partnerships (i.e. in-country staff and implementing partners),

d) perceptions (i.e. how humanitarian organizations are perceived in the areas they operate),
e) Safety,

f)  self-restraint and “de-risking”

3) If your operations require humanitarian exemption approvals from the 1718 Committee, has the approval
process met your needs? The Panel notes that the Committee adopted amendments to the humanitarian
exemption approval process in November 2020, including expedited consideration of certain requests. What,
if anything, could be further improved in the exemption process, or in the implementation of UN sanctions,
to better meet your operational needs and objectives?

4) Could you propose ways in which humanitarian and UN sanctions actors might enhance mutual
understanding of each other’s objectives and methodologies?
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Annex 90: Statements from NGOs regarding UN sanctions

The following quotes have been compiled from the responses to the Panel’s survey to NGOs.
NGO 1

“Sustained border closure has had a profound negative impact on the flow of supplies, which
the DPRK population heavily relied on to supplement the government efforts.”

“an already weak health system has been further weakened due to lack of medicines, supplies and sup-
port, that would translate into higher risk for the already vulnerable population because of reduced coun-
try capacity in managing diseases/health issues”

“As part of emergency measures introduced against COVID-19 in DPRK, strict movement
restrictions were applied. International staff as well as the government seconded national
personnel in international agencies were confined to the capital and not allowed to leave

Pyongyang.”

“...the prolonged sanctions has resulted in the country’s health system remaining weak. The initiatives
needed to strengthen and develop the health system were not taking place, as the focus to supporting
health was only geared towards responding to emergencies and humanitarian crisis such as during floods
and typhoons. As a result, the health sector lacks the resources to develop

strategies that would have been able to prevent and mitigate shocks and emergencies such

as the COVID-19 pandemic.”

“... as per UN sanctions applicable in DPRK, the lack of a banking channel has been

severely impacting the availability of in-country cash to support operations and programme
implementation. Overall, due to absence of international staff in the country (owing to the closure of
borders due to COVID-19) and the lack of sufficient cash (owing to UN sanctions), [NGO] programme
implementation and operational capacity has been severely impacted causing over 60% budget alloca-
tions to remain unutilized during the last two years.”

“the sanctions committee has been helpful in facilitating expeditious clearances with regard to COVID-
19 related equipment and supplies.”

“INGO] also appreciates the fact that the exemptions may now be provided
for a period longer than 6 months, (up to 18 months) for instance when the applicant provides
a well-founded justification such as transportation delays related to a pandemic. This
development is very helpful and welcome”.
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NGO 2

“In the current situation of the country’s self-imposed border closure and self-imposed import re-
strictions, we deem that the UN sanctions currently do not have a major direct effect on the humanitarian
situation.”

““...the humanitarian impact of the DPRK’s self-isolation because of COVID-19 is going to be severe
and threatens to undo some of the progress made in areas such as food security, nutrition and health”

“The restricted movement of people is a concern especially for those requiring medical treatment, be it
for chronic conditions, severe acute malnutrition (children) or tuberculosis. The supply of medical equip-
ment and drugs is another concern. None of the international humanitarian actors that used to support
the country’s health system has been able to import and distribute any goods since June 2020. Schools
have been closed for extended periods, leading to a lot of missed classes, and possibly also to children
missing out on food hand-outs that are usually provided at schools.”

“The COVID-19 pandemic preventive measures taken by the DPRK Government have strongly affected
the ability of the NGO, the UN system and other international actors to deliver humanitarian goods and
assistance.”

“In some cases in the past, the approval process [for exemption] was lengthy and required a lot of infor-
mation to be collected. However, there has been a significant improvement in the approval process for
humanitarian exemptions in the course of the last 2 years. We are satisfied with the procedures, and
highly appreciate the extension of the validity of the exemptions from six months to one year. We further
appreciate the improvements to the exemption process made through Implementation Assistance Notice
No. 7. We welcome the joint call to work together to sustainably resolve the banking channel. This matter
has further increased in urgency, as cash-carry in the current situation is not a feasible option”.
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NGO 3

“In addition to the above challenges (looming stock-out of [medicine] which has short shelf-life, the
long transit time, the difficulty in communicating with the Government, the need for conducting addi-
tional quality assurance of the supplies prior to the distribution) the increased quarantine period to 90
days entails unexpected costs such as high fees for port storage, demurrage and additional freight and
electricity expenditure while the reefer container remains in the vessel”

“Despite repeated requests ...to MFA counterparts, no indication has been received from DPRK au-
thorities on whether additional exemption will be granted for the import of life-saving commaodities.
[NGOY] has therefore decided to suspend any further procurement of supplies to the DPRK until a formal
authorization is provided for future procurement. [NGO] had to either cancel most of its procurement
in 2020 or re-allocate the supplies to others... to remain cost-effective and reduce demurrage and stor-
age fees.”
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NGO 4

“INGO] receives little support from donor funded projects and maintains personnel and offices mainly
at its own costs. The cash reserves in the country are largely used up, so that [ NGO] might consider
closing its operations completely until a reopening of the borders.”

“... humanitarian actions in DPRK must aim at strengthening the resilience of the food system to avoid
crisis before their inception. Therefore, field support might combine humanitarian assistance but also
developmental characteristics. However, the overall target remains to improve the diet, health and well-
being of the most vulnerable groups which still suffer from malnourishment and short supply of WASH
and health items.

An improvement would be an option to transfer money to DPRK to support the management of our
activities and avoid costly travel”
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NGO 5

“In light of the near complete border closure by DPRK related to covid prevention measures, any sanc-
tions related challenges are essentially secondary (or moot) at this point since shipments of humanitar-
ian goods are not yet being permitted by the DPRK government to transfer.”
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NGO 6

“The access and communication barriers imposed by the COVID 19 situation as well as the lack of
secondary data from other sources make impossible for (NGO) to propose an analysis of the humani-
tarian situation evolution in regards with the current pandemic.”

“INGO]’s operational capacity has been decreasing from the moment DPRK decided to impose strict
quarantine measure in January 2020,...”

“New rules imposed by DPRK in February 2020, which were:
- No international flights and no entry visa issuance (making impossible the supply of
cash and the rotation of international staff)
- Strict limitation of humanitarian equipment and material imports
- No access to the field for expatriate teams
These additional restrictions made impossible for [NGO] to keep implementing its projects within ac-
ceptable quality and integrity standards, forcing the organization to suspend all its activities.”

“INGO] however decided to maintain its Pyongyang office opened to avoid losing its capacities to
redeploy and relaunch its project when it will be possible. It should be noted that this decision to main-
tain this limited presence is not without budgetary consequences... Indeed, certain support running costs
must be maintained, but they are not fully eligible for our financial partners and [NGO] will not be able
to pay these costs with its own funds if the situation continues over time. Moreover, considering the
impossibility to send cash to DPRK in the absence of international staff movement, [NGO] has therefore
been accumulating debts since the suspension of its operations. ...In terms of future operational capac-
ity, the restart of [ NGO] ’s activities in the country will imply a mission revitalization period (restart
the coordination with the KECCA,; relaunch discussion for designation of national staff; clean up lia-
bilities; sending back international staffs to the country; assessing the situation of each suspended pro-
jects and restart the contact with farms and partners; importing the material and equipment blocked at
the border; etc.)”

“Even though the COVID 19 related restrictions on importations decided by DPRK are responsible for
this situation, it has to be mentioned that (NGO) currently has materials and equipment ...blocked at
the border since January 2020. (NGO) has no choice since then to request extension of the exemption
granted for this purchase to ensure it is still valid when the border reopens.”

“Additional extension of projects will probably be needed, inducing costs that were not initially
planned; [NGO] coordinating with its financial partners and will propose adjustments to its projects
once the situation will have been reassessed.”

“Despite the exemptions that are granted to the funds dedicated to humanitarian operations, it is com-
mon that banks delay or block the supply of cash, leading to additional administrative work on [NGO]
side to unblock the situation...Since the sanctions have come to force, a drop in the number of suppliers
applying for the tenders [NGO] open in the frame of the procurement of goods and equipment. This
decrease in the potential supplier diversity has a direct impact on prices competitively, goods and equip-
ment quality.”
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“The exemption process provoked some delays during the first months after its implementation since
the different stakeholders (...customs, NGOs, UNSC) had to adapt to this new regulation... [NGO]
would recommend the following actions:
o the extension of the 6-month validity period granted for each exemption..... The current restriction on
imports linked to the COVID 19 situation is a good example of this constraint: as mentioned previously,
[NGO] had to request extension of the exemption due to the fact that the goods and equipment covered
by the granted exemption are still blocked at the border”
e It might be interesting to think about possible solutions regarding the supply of cash constraints due to
financial sanctions.
e Strengthen the link with authorities to facilitate the customs clearance process
e Make fast tracks when it comes to 1) amendment justified in terms of quantity 2) renewal in the event of
expiration”.
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NGO 7

“...food shortages must have worsened after [NGO] departure from the country, when the population
was already suffering from malnutrition especially in the countryside”.

“Concerning quarantine measure in DPRK

The closing of the country had important financial consequences for [NGO]. Whilst the projects’ activ-
ities as well as the HR costs are suspended, other running costs (office and guesthouse rent and mainte-
nance, vehicle maintenance and insurance and salaries for KECCA liaison officer, driver and cleaning
lady) continue to be borne monthly by [NGO] These costs are not fully eligible for support by funding
partners and [NGO] is not in a position to pay the entirety of these costs with its own funds. Thus
[NGO] has accumulated major debts... which would eventually slow down [NGO] resumption of ac-
tivities when the country’s borders reopen ...”

“The lack of contact with people inside the country precludes maintaining relationships with local part-
ners, understanding their current situation, and beginning negotiations for the future”.

“International, European and national sanctions imposed on DPRK are entirely respected by [NGO).
On two different occasions however, the imposed...sanctions prevented the general functioning of the
organization, thus hindering the implementation of all activities:
e [NGO] still owns a bank account with the FTB (Foreign Trade Bank). This account is no longer in use:
no transactions are done to and/or from this account, but a small sum of money ...is still retained on it.
This account is however kept open in the event that banking channels to DPRK would be re-authorized
by the UNSC Sanctions Committee in the future.
o [NGO] has an insurance contract with KNIC, despite the company being blacklisted. Vehicle insurance
being mandatory and KNIC being the only entitled insurance company in the country, ...
PROBLEMS
...additional administrative workload: the administrative work related to sanction compliance
slightly increases the workload of project managers and the Country Director. The legal expertise
required to understand the information involved in the sanction mechanisms and the absence of a
direct channel for resident INGOs to communicate with the UNSC Sanctions Committee has, on
some occasions, proven detrimental to other tasks and responsibilities
Major delays in the deliveries:.... These delays resulted in major impacts on project’s implementa-
tion (and on the population’s well-being), such as the suspension of the transportation of food to
children institutions and the lack of vegetable intake by children due to the insufficiency of winter
production because of the absence of the procured pipes to be used for the construction of green-
houses. All in all, these delays are estimated to have affected up to 30,000 to 45,000 beneficiaries,
mostly children.”

“Reduction of the number of suppliers answering tenders: several major suppliers stopped submitting
offers...”

“Delays on project implementation: each slight modification of technical specification must be notified
to the UNSC SC, which appears to increase the planned duration of the action. As so, some activities
have been delayed and no-cost extensions have been requested to donors for some projects due to the
duration extension of the purchase procedures.”
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“In order to further improve this mutual understanding (NGO) has two suggestions:

22-01569

The first suggestion concerns the interaction within the UN sanctions actors. July 2021 exchange meeting
with the ..panel of experts from UNSC SC allowed us to better specify our needs and constraints. Such
an initiative should be repeated regularly, especially when the borders are reopened.

The second suggestion proposed by (NGO) concerns the communication regarding the UNSC SC
resolutions against the DPRK. If the UNSC SC resolutions are amended or if new resolution passes,
exchange workshops to introduce them and better integrate humanitarian specificities and exemption
needs/processes would be an interesting development for mutual understanding between NGOs and UN
sanctions actors.”
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NGO 8

“The current situation in the Democratic People’s Republic of Korea (DPRK) remains dire and has been
exacerbated within the past two years by the COVID-19 pandemic. The country currently finds itself
on the verge of an economic and humanitarian crisis, resulting from a variety of factors, including
draconian COVID-related restrictions and a fragile food and nutrition situation. The DPRK is taking
advantage of the pandemic to tighten controls and oppress the North Korean people. The DPRK con-
tinues to impose severe restrictions on basic freedoms to contain the spread of the virus.”

“...all of these three factors potentially preventing a great famine [market access, information flows,
more freedom to farming] have been undermined. First, under the pretext of COVID prevention, the
DPRK leadership has cracked down on markets and cross-border trade. Second, under the same pretext,
the DPRK leadership has cracked down on information getting into and out of the country and applied
harsh judicial and extra-judicial punishment to North Korean nationals involved in such information
exchanges. Third, natural disasters (flooding) have negatively impacted agricultural output and implic-
itly the food security of North Koreans. Consequently, the likelihood of a humanitarian emergency
erupting in the DPRK is higher now than it would have been pre-COVID.”

“the DPRK has imposed strict COVID-19 border control measures since January 2020, which are likely
having a humanitarian and human rights impact on ordinary North Koreans, regardless of UN sanctions
measures...”

“it is not currently possible to discern whether UN sanctions measures are also having an impact on the
North Korean people, or whether there is a causal relationship between UN sanctions measures and the
humanitarian situation on the ground in the DPRK...”

“Based on anecdotal information,[by a source in Dandong]..., [NGO] believes that North Koreans,
already highly vulnerable to food insecurity, may be dying due to the precarious food situation in the
DPRK.”

“We assess that this dire situation is likely attributable to the North Korean leadership’s policies, in-
cluding strict border controls for almost two years, rather than the “unintended impact of sanctions
measures.” If there is a causal relationship between sanctions and the precarious food situation, it re-
mains to be verified and should be investigated through on-the-ground factfinding by the UN and hu-
manitarian organizations, in cooperation with the DPRK.”

“...some perspective on whether UN sanctions measures may have an unintended impact. Generally,
raw minerals are exported from the DPRK to the PRC. Processed products, such as construction mate-
rials or machinery, are purchased again at high prices from the PRC... Due to sanctions, it is highly
probable that there are difficulties with importing essential materials for key industries... Simply put,
the sanctions against the DPRK will result in a shortage of fuel, machinery, construction materials, and
more. This shortage of essential materials for these key industries can deal a blow to the North Korean
leadership. The North Korean leadership’s financial power will be reduced due to the sanctions against
the DPRK, as is the intent, which will hurt the sustenance of the regime. In other words, sanctions
against the DPRK are a serious problem for its leadership because they can have a significant impact
and damage its sustenance.”
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“...it is in the DPRK’s interest to have sanctions lifted, and Kim Jong-un is signaling this to the inter-
national community without taking responsibility for his policies that are causing the dire humanitarian
situation. ... the overall economic situation in the DPRK is difficult enough for Kim Jong-un to publicly
mention the ‘second March of suffering’ (or the ‘Arduous March’). Atypically, he did not hide the
situation and disclosed the difficulties the country faces. The reason for this messaging—one that was
intentionally provided to the international community—is to assert the necessity of lifting sanctions
against the DPRK by arousing public opinion in the international community that the DPRK is in a
serious humanitarian crisis and desperately needs help from the international community. In other
words, it is up to the international community to choose whether to just watch the North Koreans die of
starvation or lift sanctions against the DPRK. However, the status of the fundamental reason why sanc-
tions are in place, i.e. the DPRK’s nuclear and missile program development, remains unchanged.”

“In fact, there are voices that advocate for the lifting of sanctions in general against the DPRK because
of the humanitarian crisis in the DPRK. This exacerbates the idea that sanctions are hurting the North
Korean people. However, that perspective often lacks a factual understanding of the situation, beginning
with the goods that are not allowed to be exported or imported by the DPRK as previously discussed.
This thinking also serves to promote politically motivated agendas to call for an easing or cessation of
DPRK sanctions measures.”

“INGO] recommends that:

...UN bring people from different sectors and disciplines together to tackle the complex issues of a
humanitarian crisis in the DPRK, the DPRK’s obligations to its people and the international community,
and the UN sanctions regime. Representatives from civil society organizations, including humanitarian
aid organizations and human rights organizations, the banking sector, United Nations officials, medical
professionals, and DPRK officials, if possible, should hold open discussions and share information and
perspectives to enhance and promote understanding.

...Special Rapporteur on the situation of human rights in the DPRK and representatives of the Office
of the United Nations High Commissioner for Human Rights [should]be allowed unimpeded access
inside the DPRK... Their visits would be opportunities to assess the impact of COVID-19 on aspects
focused on human security in general, including the nutritional and health insecurity of vulnerable
groups in the Democratic People's Republic of Korea. Such visits could serve as a precursor to concep-
tualizing and designing a comprehensive, sustainable, and inclusive approach to facilitate a more com-
prehensive dialogue, cognizant of the human security needs of the people of the DPRK, their human
rights situation, and a United Nations Human Rights Up Front approach.

... To ask organizations requesting sanctions exemptions for additional, specific information on the in-
tended locations of the disbursement of humanitarian aid as well as its beneficiaries. This would facil-
itate a better understanding for external monitoring of humanitarian aid and allow a more accurate de-
termination as to whether the aid will be delivered in areas where the most vulnerable North Koreans
reside.”

22-01569 402/433



S/2022/132

NGO 9

“...the unintended impact of sanctions on the civilian population would be difficult to gauge accurately,
given the restricted access of international and non-governmental organizations and experts to the coun-

try,”

“... the unintended effects of sanctions on the work of international organizations and NGOs have been
well documented (see UN and specialized agency reports and the information compiled by the National
Committee on North Korea, https://www.ncnk.org.) Every effort should be made to resolve unneces-
sary restrictions on humanitarian relief to the civilian population.”

“...consideration of the sanctions issue would be well to be more broadly framed. The General Assem-
bly resolution [A/C3/76/L.27]*® calls on the United Nations system ‘as a whole’ to address the human
rights situation in the country ‘in a coordinated and unified manner’... The government’s diversion of
its resources to nuclear weapons and missiles at the expense of the needs and welfare of the civilian
population are repeatedly raised by the General Assembly and Security Council. Although the DPRK
has often put forward that sanctions are the main issue to be addressed by the international community,
government-imposed restrictions, as noted above, on the civilian population in response to the covid-
19 pandemic, and even earlier as a means to control and punish elements of the population, are also
essential to examine. These restrictions directly impact food insecurity, severe hunger, malnutrition,
widespread health problems and other hardship for the population as well as the human rights of the
population”.

153 https://undocs.org/pdf?symbol=en/A/C.3/76/L.27
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NGO 10

“The current greatest concern in the DPRK is the economic decline, which includes food shortages from
COVID-19 border closings. The DPRK economy was already in a vulnerable state due to sanctions, but
now it is in a critical state.”

“It has been nearly impossible to transport goods inside the country, with there being only a few excep-
tions in the past two years. People have not been able to enter the DPRK since the borders were closed
at the end of January 2020.”

“Recent information suggests that rice prices have doubled. A kilogram of rice used to cost 4 to 5 RMB,
and currently it is 7.5 to 9.5 RMB per kilogram. Cooking oil is also 2 to 3 times higher in price. The
central government is rationing food to ensure equal distribution throughout the country. Rice is ra-
tioned at 200 g per meal per person, which allows for a daily allotment of 600 g of rice per person. An
individual is allowed to purchase 20 days’ worth of rice at a time, which totals to a 12 kg bag of rice.”

“Currently, food shortage is a primary concern. As long as the borders are closed, the nation’s economy
will also continue to decline. In addition, fertilizer needs to be imported for the sufficient production of
food. Unfortunately, in response to COVID, practically all imports and exports have been blocked due
to border closings.”

“UN Sanctions have posed additional hurdles to providing humanitarian assistance to the people of
DPRK. While we understand that the process of receiving UN sanctions exemptions has improved sig-
nificantly, we have not been able to test it ourselves due to the lack of shipments since North Korea’s
COVID-related border closure.”

“We believe that the pandemic has likely deteriorated the humanitarian situation inside the country.
However, since we have not been able to visit the country since the end of 2019, and because of the
limited flow of information from inside the country, it is difficult to provide examples or supporting
data. Given the drastic decrease in food and other imports from China, coupled with a virtual cessation
of all international assistance (provided by the UN and INGOs), not to mention the natural disasters
that negatively impacted harvests, we can surmise that the people of North Korea are in increased need
of food and medicines, especially the vulnerable populations.”

“Prior to the COVID pandemic, global sanctions had already aggravated the humanitarian situation in
the DPRK. Please refer to the comprehensive report entitled, “The Human Costs and Gendered Impact
of Sanctions on North Korea” published in October 2019, for details on the direct impact sanctions have
had on the DPRK.”

“The amendments to the humanitarian exemption approval process in November 2020 were helpful.
Unfortunately, apart from U.N. sanctions, the problem with U.S. sanction exemptions remains. The
most difficult of these approvals is the U.S. Treasury License. In addition, approval for Special Valida-
tion Passports from the Department of State has been inconsistent. Therefore, even though the U.N.
exemption process has improved, the problem with sanctions remains because organizations usually
need to obtain U.S. licenses before even applying for a U.N. exemption.”
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“The U.N. needs to create permanent exemptions for humanitarian organizations, including a “white-
list” for medical and agricultural equipment. This will make it unnecessary for humanitarian organiza-
tions to even apply for exemptions and allow them to adequately provide pandemic, medical, and agri-
cultural relief to the DPRK. In the midst of not only a global pandemic but also a food security crisis,
it is crucial that humanitarian aid is unhindered and received in a timely manner in the DPRK”.
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NGO 11

“It could potentially be helpful to humanitarian actors for UN Sanctions actors to explain in more detail
why certain commodities (for example 'metal goods', including clearly humanitarian items such as med-
ical goods, agricultural goods, or clean water goods) are being sanctioned in such a blunt way, and
without more nuance? Perhaps with dialogue between the two sides, there could be tighter targeting of
UN sanctions to only affect the truly problematic dual use items, leaving the broader categories of goods
needed for various humanitarian purposes greenlighted, and outside the bounds of required action by
the UN Sanctions Committee ...”
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NGO 12

“Obviously, the biggest issues were in 2017-2018 as [NGO] were trying to navigate both the new UN
sanctions, and the new Treasury sanctions (which the UN is not concerned about) - but now the real
snags and confusion caused by both of those issues (and the time it took to work out a "process" for
review/approval of exemptions/licenses) have largely been resolved and/or the process made more clear
with time. Yes, it has resulted in a lot more time-consuming work for [NGO], but the process is now
doable, and somewhat more predictable.”

““...the approval process since 2019/2020 has been much more responsive to [ NGO] needs. Other than
providing a blanket exception (rather than requiring exemption applications) for certain approved hu-
manitarian projects/organizations - which would be really helpful, the more nimble response by the
Committee and their greater flexibility on granting extensions, etc. has been very helpful.”
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NGO 13

“.. the absence of a banking channel allowing for the conveyance of operating funds by the international
aid community into the DPRK has devastating implications for the neediest of its citizens.”
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Annex 91: Information on humanitarian operations in 2021

WHO informed the Panel that “Two shipments containing essential medicines for non-communicable

diseases, tuberculosis and malaria prevention reached Nampo seaport respectively on 7 August 2021

and 2 September 2021 and are since then placed in a 90-days quarantine”. United Nations Population
Fund (UNFPA) informed that “the UNFPA’s refer container was loaded onto vessel on 01 September
2021.”
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Annex 92: Additional information on export entries provided by Thailand

With regards to its trade between 2018-2020, Thailand previously informed the Panel that 12 export
entries with the DPRK as the destination had been withdrawn.™* During this reporting period, Thai-
land has provided subsequent information to the Panel regarding several export entries, which were
withdrawn due to mistaken use of KR/KP country codes. The local companies involved, Inter Rim
Company Limited, authorized by Fujikura Electronics (Thailand) Co., Ltd. and EIC Semiconductor
Co. Ltd., had been exporting its goods to the ROK, not the DRPK (see figures 92-1 and 92-2).

Figure 92-1: Inter Rim Company Limited / Fujikura Electronics (Thailand) Co., Ltd.

PERMANENT MESSION OF THARLAND
TO THE UNITED NATIONS
136 TAST 30 ST NEW YORX. NY 10016

No. 56101/26 o0

The Permanent Mission of Thailand to the United Nations presents its
compliments to the Panel of Experts established pursuant to Security Council
Resolution 1874 (2009) and, with reference to the midterm report on the work of the
Panel of Experts (S/2021/777), has the honour to transmit herewith additional
information on export entries, which appear in Annex 52 of the said report, for the
Panel of Experts’ kind perusal.

The Permanent Mission of Thailand to the United Nations avails itself
of this opportunity to renew to the Panel of Experts established pursuant to Security
Council Resolution 1874 (2009) the assurances of its highest consideration

Permanent Missi

a

imited Nations,

Panel of Experts established pursuant to Security Council Resolution 1874 (2009),
NEW YORK.

154.§/2021/777, para. 123 and annex 52.
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Additional Information to supplement the Panel of Experts
established pursuant to UNSC resolution 1874 (2009)’s
midterm report on the work of the Panel of Experts (S/2021/777)

The Royal Thai Government has received additional information on
export entries as previously requested by the Panel from Inter Rim Company Limited
and wishes to convey the following information:

1. The Ministry of Foreign Affairs of Thailand received a letter with
supporting documents from Inter Rim Company Limited, authorized by Fujikura
Electronics (Thailand) Co., dated 24 December 2021 explaining the withdrawal of
two export entries, with regard to the shipments of goods mentioning the DPRK as
reflected in the Panel’s midterm report dated 8 September 2021.

2. As the midterm report mentioned the two misfiled export entries, Inter
Rim Company Limited is concerned that the information may cause significant
damage to the Company and its associates (Attachment 1). The Company has
contacted the Department of Customs of Thailand to verify the cancellation of the two
export entries and provided proof of evidence to support its case. (Attachments 2-3)

3. As mentioned in the midterm report, mistaken usage of country
codes, in which the country code for the DPRK (KP) is entered wrongly in the place
of the country code for the ROK (KR), the actual trade partner, is frequently cited as
a problem. This is also the case for Thailand. Since Inter Rim Company Limited has
shown its good faith and openly shared its concerns, it would be highly appreciated if
the Panel could undertake actions that will reflect the aforementioned information at
the earliest opportunity in order to avoid misunderstanding and unintended
consequences for the Company concerned.

* % % ok k % %k % %
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413/433

December 24, 2021

Subject: Clarification of information about the export of the Customs Department and submit the
request to delete the information from the UN system

Dear Director-General, International Organization
Attachment:

1. Books at Kor. 0506/21699 Referring to the cancellation of outgoing goods In case of manifestation,
the destination country is moved on December 23, 2021, 1 issue.

2. Copy of the book from the United Nations Security Council dated 8 September 2021, 6 pages

3. The copy of the output product at the Customs Department has already been canceled
N0.012163039810 dated 12-03-2563 1 set and A0231630405508 dated 23-04-2563 1 set

4. Copy of the new outbound goods that produce the number. A0121630315425 dated 12-03-2563 and
A0231630407861 dated 23-04-2563 1 set

According to Inter Rim Company Limited, authorized by Fujikura Electronics (Thailand) Co.,
Ltd. has operated the export customs clearance. According to the leaves A0121630309810 dated 12-03-
2563 and A02316305508 Dated 23-04-2563 while checking the product with the customs authorities
Check the destination country in both product leaves In the form of 2 cases. Accurate, the destination
country must be South Korea (KR), therefore filed a request for cancellation of both products and the
customs clearance. Output product A0121630315425 Dated 12-03-2563 and A0231630407861 dated 23-
04-2563 and export products to South Korea until complete completion the status of the shape of the
product in the customs system appears. The status is 0409 (has already exported the product to foreign
countries).

After the delivery of goods to South Korea Is complete The Company has examined the Era
of the United Nations Security Council dated 8 September 2021. Get a system number that has been
canceled in the system of the customs system. Beth 2 are A01216303810 and A02316305508. The sender
name Is Fuji Kura Electronic (Thailand) Co., Ltd. is the sender of North Korea. Which according to the facts
did not deliver such products to North Korea in any way In order to obtain accuracy in such cases, the
company therefore has a letter requesting courtesy to the Director-General of the Customs Department.
In crder to check the export of the product of the two outbound products that have the correct facts The
Director of the Director of the Customs Department has a notification of the audit results back to Fujikura
Electrenic (Thailand) Co., Ltd. according to the books at Kor. 0506/21699 on the cancellation of the
outbound product. In case of detecting the arrangement of the destination country, the error dated 23
December 2021, in the notice that 2nd cutput products, No.012163039810 and A0231630405508 That
shows the destination country as North Korea has been the Customs Conduction of exports And have a
new export To South Korea According to the output product leaf AD121630315425 dated 13-03-2563 and
A0231630407861 dated 23-04-2563

22-01569
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According to the detalls mentioned above, Fujlkura Electronics (Thalland) Co., Ltd. wishes
to ask for help from the Ministry of Foreign Affairs to coordinate with the United Nations Security Council.
To delete the output data that appears in the account at the United Nations Security Councll, the issue of
the Issue of September 8, 2021, to the company. In order to reduce the problem and obstacies In the
trade and business that affects Fujikura Electronic (Thailand) Co., Ltd.

Please be Informed accordingly. Ask for help this time.
Sincerely

Managing director
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22-01569

At. Kor Kor. 0506/21699
December 23", 2021

Subject the cancellation of the export declaration In case of declaration of destination
country inaccurate
To Managing Director of Fujikura Electronics (Thailand) Co., Ltd.

Reference Fujikura Electronics (Thailand) Co., Ltd. letter dated on December 9™, 2021.

Reference Fujikura letter to ' request for reconfirmation of No. A0121630309810 and
A0231630405508in order for Fujikura to use this confirmation to explain to the United Nations
Security Council.

Thai customs at Bangkok airport (service unit 2) would like to confirm that export entries
A0121630309810 and A0231630405508 had been cancel from export. The cargo had been
exported successfully under export entries A121630315425 and A0231630407861 instead.

Please be informed accordingly.

Best regards

Director of the Customs Bureau Suvarnabhumi Airport Acting on behalf of the Director-General
of the Customs Department ‘
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Figure 92-2: EIC Semiconductor Co. Ltd.

URGENT

PERMANENT MISSION OF THAILAND
TO THE UNITED NATIONS
138 EAST 39™ ST, NEW YORK, NY 10016

No. 56101/33

The Permanent Mission of Thailand to the United Nations presents its
compliments to the Panel of Experts established pursuant to Security Council
Resolution 1874 (2009) and, with reference to the former’s Note No. 56101/26 dated
13 January B.E. 2565 (2022) transmitting additional information on export entries,
which appear in Annex 52 of the midterm report on the work of the Panel of Experts
(S/2021/777), has the honour to enclose herewith Thailand’s further response to the
midterm report, in particular paragraph 123 and Annex 52 of the said report.

The Permanent Mission of Thailand wishes to underscore the urgency
of the request contained in paragraph 3 of the attached response, and request the
Panel of Experts to inform the Permanent Mission on actions it intends to take with
a view to addressing Thailand’s concerns as expressed in the attached response and
the aforementioned Note at the earliest opportunity.

The Permanent Mission of Thailand to the United Nations avails itself
of this opportunity to renew to the Panel of Experts established pursuant to Security
Council Resolution 1874 (2009) the assurances of its highest consideration.

Panel of Experts established pursuant to Security Council Resolution 1874 (2009),

22-01569
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Attachment

Thailand’s Response to the Panel’s Midterm Report dated 8 September 2021

Thailand wishes to provide additional information and emphasize the
following points with regard to the Panel’s midterm report dated 8 September 2021:

1. Similar to the case mentioned in the Permanent Mission of Thailand to
the United Nations’ MNote no. 56101/26 dated 13 January B.E. 2565 (2022),
the Ministry of Foreign Affairs of Thailand received a letter from EIC
Semiconductor Co. Ltd., whose name also appears in Annex 52 of the midterm
report, explaining their action regarding the misfiled export entry and providing
documents to support their case.

2. Thailand expresses its deep concern over the choice of language used in
paragraph 123 of the report referring to export to the DPRK. Upon the request of the
PoE, Thailand has shared, in good faith, all necessary information to reflect
transparency. However, the language used in the report appears to create a
misleading impression that the companies had an intention to engage in export of
prohibited items to the DPRK, which was NOT the case. The report has evidently
caused significant damage to the companies mentioned in Annex 52 and their
associates.

3. As mentioned in paragraph 117 of the midterm report, mistaken usage of
country codes, in which the country code for the DPRK (KP) is entered wrongly in
the place of the country code for the ROK (KR), the intended trade partner,
is frequently cited as a problem. This is also the case for Thailand. According to the
information from the Department of Customs, out of 12 export entries, 8 are
confirmed to be misfiled and the entries have been corrected, with the goods
subsequently exported to the ROK, their intended destination. The other 4 entries
were withdrawn, with goods returned. There were no traces or records of attempted
export to the DPRK and there were no trade transactions between Thailand and the
DPRK between January - September 2021.

In order to avoid misunderstanding and unintended consequences for the
companies concerned, Thailand requests the Panel to reflect the aforementioned
information at the earliest opportunity.

4. Thailand fully supports the Panel’s recommendation that the International
Organization for Standardization (ISO) look into possible measures to prevent
erroneous usage of country codes for the DPRK (KP) and the ROK (KR).

* k% %k ok k¥ % ¥

22-01569



S/2022/132

Annex 93: Consolidated list of recommendations

Procurement of illicit WMD-related choke-point commaodities

1.

The Panel recommends the designation of the following individual for his role in and support for the
country’s prohibited programme:

- Mr. O Yong Ho, currently based in Moscow as a DPRK diplomat, is involved in procuring items
connected to DPRKs ballistic missile programme through his support to the UN-designated
“Second Academy of Natural Sciences” (SANS) (aka “Academy of National Defence Science’
(ANDS)).

Maritimes

To Member States:

On vessel Identity laundering and AIS manipulation

2.

The Panel recommends that Member States and ship registries add to their ship circulars information
pertaining to detected cases of wvessel identity laundering or tampering, and ensure wide
dissemination, including to maritime authorities. Such information would include:

- Identifiers of ships in their registry that have transmitted cover identities;

- ldentifiers of ships in their registry that may have had their identifiers exploited by other vessels;
- Names of ship registrants whose vessels have transmitted fraudulent identifiers.

The Panel recommends that flag States and their recognized organizations keep verified records and
up-to-date time-stamped photographs of vessels they certify and flag, including for submission to the
International Maritime Organization (IMO) at regular intervals. These recorded images would
include:
- All permanent markings of the ship’s name and IMO number;
- Photographs of the ship at various angles;

Photographs of the ship’s engine, including its engine number.

The Panel recommends that the IMO consider the review of hardware and software security
standards for preventing the tampering of AlS transponders.

The Panel recommends that the IMO urge all flag States to ensure that the requirements for the
Continuous Synopsis Record (CSR) are complied with, including, for such information to be updated
accordingly on the IMO GISIS website.

On vessel onward sale

6.

The Panel recommends that sellers check that vessel sale information is reflected on the IMO GISIS
website on a timely basis.
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7. The Panel recommends that shipowners and managers undertake on-going in-house reviews on
sanctions compliance programs with the requisite training and resources.

On oil supply chain and free-on-board practice

8. The Panel reiterates that commodity trading companies and tanker fleets operating under their
jurisdictions and in those at-risk segments of the free-on-board market and/or engaging in ship-to-
ship transfer in the affected international waters adopt contractual language that includes effective
end-use delivery verification.

9. ThePanel recommends that commodity trading companies, tanker fleets and segments of the affected
free-on-board markets should review the AIS history and any known use of fraudulent identities of
all vessels that they intend to supply or receive products/commodities banned under the resolutions.

10. The Panel recommends that financial institutions include AlS screening and vessel due diligence risk
assessment clauses into letters of credit, loans and other financial instruments issued to commodity
traders involved in the oil and petroleum products industry in the affected areas.

11. The Panel recommends that financial institutions involved in commodity trading in affected areas
expand transaction monitoring programs to incorporate AIS screening for both client and
counterparty vessels.

On enhanced due diligence and data-sharing

12. The Panel recommends that flag States possess the requisite tools available to identify and investigate
suspected fraudulent use of MMSIs where it is detected and share the results of its investigation with
other maritime authorities, including with the Panel.

13. The Panel recommends that the IMO GISIS include information to indicate whether a vessel’s flag
registration is provisional or permanent as well as the effective date range.

14. The Panel recommends that ship owners, charterers and operators continue to enhance ‘know-your-
customer’ and ‘know-your-counterparty’s-vessel’ due diligence with regards ship-to-ship transfers.
During the transfers, time-stamped photographs, including verifiable ship identifiers and associated
transmitted AIS profiles, financial transaction records and other relevant crew details are recorded
for compliance purposes, and to be shared with law enforcement and the Panel of Experts where
necessary.
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To the Committee:

15. The Panel reiterates its recommendations of the following vessel for further designation under
paragraph 5 of resolution 2397 (2017) and recommends the vessel for designation under paragraph
14 of resolution 2397 (2017):
- UN HUNG (fka VIFINE) (IMO: 9045962), DPRK-flagged.

16. The Panel recalls its previous recommendations of the following vessels for designation under
paragraph 5 of resolution 2397 (2017) and further recommends their designation under paragraphs
5 of resolution 2397 (2017) and 11 of resolution 2375 (2017):
- DIAMOND 8 (IMO: 9132612), unknown-flagged
- NEW KONK (IMO: 9036387), unknown-flagged
- SUBBLIC (IMO: 8126082), unknown-flagged

XING MING YANG 888 (IMO: 8410847), unknown-flagged.

17. The Panel recommends the following vessel for designation under paragraph 11 of resolution 2375
(2017) and for designation under paragraph 14 of resolution 2397 (2017):
- SURYONG SAN (IMO: 9016430).

18. The Panel reiterates its recommendation of the following vessel for further designation under
paragraph 11 of resolution 2375 (2017):
- PHO PHYONG (IMO: 8417962), DPRK-flagged.

19. The Panel reiterates its recommendations of the following vessels for further designation under
paragraph 11 of resolution 2375 (2017) and for their designation under paragraph 14 of resolution
2397 (2017):

- TOMYONG, (fka Rl HONG / KLAUSEN) (IMO: 9162318), DPRK-flagged
- TAE P(H)YONG 2 (fka MING ZHOU 6) (IMO: 8602763), DPRK-flagged.

Trade and Customs
20. The Panel recommends appropriate measures to be taken by the International Organization for
Standardization (ISO) to prevent erroneous usage of country codes for DPRK and ROK (KP and KR

respectively).

21. The Panel recommends that Member States streamline their export and import control lists, using as
supportive material the informal list of prohibited commodities.

22. The Panel recommends that Customs authorities of Member States use the above-mentioned list for

information of their jurisdictions’ trading agents for due diligence purposes, particularly when
dealing with such commaodities in the vicinity of sanctioned jurisdictions.
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Implementation of Luxury Goods Ban

23.

24.

25.

The Panel recommends the Member States could consider updating their export control lists to
reflect their lists of prohibited luxury goods in a manner consistent with the objectives of resolutions
1718 (2006), 1874 (2009), 2094 (2013), 2270 (2016) and 2321 (2016), but avoiding unnecessary
broadening of their scope in order not to restrict the supply of unprohibited goods to the civilian
population nor have a negative humanitarian impact once trade restarts.

The Panel reiterates its recommendation that Member States encourage their business entities and
nationals exporting luxury goods to include a contractual provision to prevent transhipment to the
Democratic People’s Republic of Korea.

The Panel reiterates its recommendation that Member States and relevant organizations encourage
shipping and transportation companies to provide thorough systems for end-user checking, bearing
in mind the risk of trans-shipment, including ship-to-ship transfer and means of transport for
humanitarian cargo.

Unintended Impact of Sanctions

26.

27.

28.

29.

30.

The Panel recommends that the Committee review the responses of nongovernmental organizations
to the Panel’s survey and consider contacts with civil society to tackle the complex issues of a
humanitarian crisis in the DPRK to help substantiate future decision-making and to better assess
humanitarian aid needs.

The Panel underlines the urgency of concrete measures for re-establishing the banking channel.

The Panel appreciates the biannual briefings by the relevant United Nations agencies on the
unintended impact of sanctions and recommends that the Committee continue this practice.

The Panel recommends that the Security Council continue to address issues and processes that
mitigate the potential unintended adverse impacts of sanctions on the civilian population of the
Democratic People’s Republic of Korea and on humanitarian aid operations to benefit the country’s
vulnerable population and overcome the consequences of the COVID-19 pandemic.

The Panel notes the positive outcome of the Committee’s efforts to streamline the processes
and procedures for applying for humanitarian exemptions and recommends that the
Committee continue these efforts, taking into account the suggestions by humanitarian actors.
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