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AnnexX
Letter dated 3 September 2021 from t he
established purd8adt (a@W@d Bgsssceldu ttioont h e
President of the Security Council
The Panel of Experts established8pdrsuant to
(20Bprs the honour to transmit herewith, in accor
resol2ust6i9on, 20h&) mi dterm report on its worKk.

The report was provided to the Security Cou
pursuant t D7 Ir8 s(@2nw@3FB JoAu gu st 2021 and was <consid
Committee on 26 August 2021.

The Panel watledi apprfed he present l etter and t
to the attention of the members of the Security
the Council

Panel of Experts established
Security Coubh&74 (2609 ution
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Encl osur e

Letter dated 3 Augu 21 from the Pan
estabpusbkbeant t o817 é @mm&%@med to the
Chair of the Security Counci l Committee
resolluztli&n( 2006)

The Panel of Expert Seestabli Coeth@8plrseaoni ut 0o
(20bay the honour to transmit herewith, in accor
resol2ust6i9o n( 2ed® Inli)dt er m report on its worKk.

present

The Panel woul d appreciate it i f the
the Securit

t o t he attention of t he me mber s of
pur suant tlo7 1r8e s(02l0u0t6i)o n

Panel of Experts established
Security Coubh&74 (2609 ution
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as probably decreased. The Panel repeated
reviously active inbtuhestoppedybyWitthke td &

arvest
f t he

The

develop i ts nucl ear and ballistic mi
ontinent al ballistic mi ssil es or nu

her sanctioned commodities continued, b
I products reported to the Panel fell s
d finangadtailonisnvdkeesmdnstrated increasing
d the management and ownership struct
nctions. Mi suse of automatic identifi
mocratic Peopdrdas RKRemptubhiuedoff o Kacquire
ntinued to sell fishing rights in its wa

stitutions continued, as did téeeepuestaorc

venue streams. The import of Il uxury good
Korea all but halted.

iversities with scientific institutes a
plications in weapons of nmesls cdoersstirduecrts @
bertheft of -hbwndasndandheknowangi bl e trans

ng the reporting period, wadresemnitmrg t
I s the Democratic Peopl ebs

Republic of Kroarnegae theasltleidstd cn aem s s
¢c and guidance technologies, and
c mi ssil e and nucl ear i nfrastruct
gy pfogramenes over seas.

countryds blockade in respo#i®é
c has continued fundamentally t
cit and illicit, within, into a

e

to
o i
nd

t i mes efxrpooom t he Democratic Peopl 0s

u
Cc

S® " pcepy 03 o

ss by the Democratic Peoplebs Republ

State programmes. Oof ficials overse

Panel continued to fi nves tDiegreotce atth ec i
c of Korea in global cyberactivity

c means to be important iissues.

ements made by the Democratic Peopl
ng humani t aryi,analctrhiosuigsh itnh et hbel occdkuandt
means that the relative i mpact of s

in 2020 badly affected by floods,
Democratic Peopleds Republic of Kor

Panel continues to be grceotnesfturlu cttoi vteh

it wor k. However, Member State en
alf of the Panel s requests for
h the relevant parttesthesPadeh
on. Panel recommendations ari si
of each section and are consoli
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dntroducti on

1. I n paragraph 256®&f (Ra&shckl uSeicounri ty Council requ.
Panel of Experts establliBghe dt20 O@P3awwinde ttoo rtelse | u
Security oCQumindiele Gstablishedl7plu& s@®0606)t o resol
midterm report with fi ATdHen gmr easnedn tr erceopronretn dcad Vi edrns
period from 6 February to 3edsgRepuBBORd4d.offhi€oDe a
continued i ts border control s in response t o

(COV-LI1®) pandemic throughout the period (see anne

Recent activities related to the nt
mi sPiIrlobogr ammes

Nucl ear

2. The Panel continued to monitor t he ongoing
Democratic Peoplebs Republic of Kor ea. Al t hough
during the reporting period, activity continued

ongbyon site

According to a Member State, the external cons
ems to be complete. It assessed that i nstall a
ogress. Anot her Me mber State detected activit:
dhert i magery between December 2020 and Februar
sts had occurred. I n May 2021, a Member State
ectrical transformers on the eastern side of
t el l tseh oowrsa geearyst ruction activities in the are
actor, including the appearance of a circul ar
mber State assessed might be a shaft (see anne

®D®Q —>d®> " D

There have been no siMW(se)ofr eoapcetroart iaotn Yoofn gtblye
peri ment al nucl ear power pl ant since 2018. Vel
e reactor, whi ch a Member State assessed as p
rposes (see annex 4).

c o X -

The Panel observed activity at the radiochemi
1, a Member State has detected ther mal signal
ed ther mal pl ant and the reprocessing area, a
n i denrvteinfbierd St ates assessed that this sugges
el of operations at the facility (see annex E
ector Gener al of the International Atomic Ene
e Dirercatlori nGleinceat ed the possibility of a new r
mocratic Peopleds Republic of Korea (see anne
magery analysis, the Panel has observed the smo

- <O N

T O—TQO o ™M T T, ZTONOOTODTOW L
® >~ O o T O-"

The Panel obsearcveddsriadretsi iimoutshe Yongbyon centr |
ed the presence of a possible |liquid ni
2021 (see 7) . The Panel has r

k

a X ) corr
t aioki a possibée {angk aiteogat the plant, whi c

6/261

For the purpotstee ofgmipditbatim hri enmor t six experts are of the
i ncsli on of geographical desi gnotairdrys paoarn mairgnisfoiuerce empl o
matereadbt domply the expression of any opinion whatsoever
concerning the | egal status odutamytwiotoieexdgprely ,t st erfri t ory or
the Panel mai nt aisno tthheei ri nrcelsuesrivoant ioofn t hi s cl ause)

238 NorwWww. 38@eorth.org/ 2019/ 06/yongbyon0605129/
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the plant was operational. A Member State repor
observed on the side of the cooling units at the
was unknown.

Pyongsminumrmi ne and concentration plant

7. A Member State reported that the concentratio

activity has been observed through satellite im
possible expansion of sot¢atdedvatsd et he $hethaof i nhhy
pl ant (see annex 8), indicating the operation of
possible activity of railcars in the plant (see

unggyetest site

P
8. According to a Member sStattecasetdebbktiegiitmager:
site, possibly related to the maintenance of sit

Ot her sites

9. The Panel continues to monitolmanaaliegeides in t
clandestine uranium enrichmemtifhaoiulsi tvye.hiTlud aPa
activity there (see annex 10), although it was
the site has functions consistent with a uraniun
10.AccordingouocepernYomngnaaktommng i s lIbeédeved to be
in the nucl ear weaponization programme of t he L
Kor ea, including as a nbA |Meamb ewe aPptoantse sw aosr augnea bf |z
to confirm the usage of Yongdoktong as a nucl ea
someova&thi on activity at Yongdoktong and detected
storage area of the site (see annex 11). The Me
buil ding served to conceal the entrance to two t
equi pmeontnewl excavations have also been detected
The Panel al so corroborated the observation of t
excavations.

S/ 2021/@2dmMhe Bnternational Atomic Energy Agency has al so
reports.

4See OWWNy. cnn.com/ 2021/ 6k3o/r@2at pibthd ¢yeemg/doatohgar
site/index. ht ml

5This site is almbioghpl oeved det dberafioons in nuclear d
technology tests (svew&w. ArmscOCGohtrodwoWknlkcem/ archivel/ 1l
constracdomdmngng/

evVvi CcE
2111
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Figure |

Suspected nucl ear weapons storage facility in Y

Two rmr&xwavations have been detected in two vall e

125A16Nj27nE) and 3 km south (40AO0O0ONO1nN 125A18N
25

(40A01Nj51nN 1 A18Nj27nE), respectively.

22 Wiay 2021

30 Jan 2019

13 Mar 2017

&

16 Jul 2021 16 Jul 2021 16 Jul 2021

Sourckl anet Labs, 22 May 2021, .02®0do qUITeC,; 13» Marlcyh 2021, (
2017 30 January 2019; 4 December 2019. The coordinate
the Panel .
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tangible transfer of technology and activitie
mocratic Peopleds Republic of Kor ea

Further holpaofagbapuri tx3Xou(s®kr6)arnekulldn

d dr awi ng on reports produced by scientific
vestigating t he intangi bl e transfer of techn
mocratic Peopleds Republic of Korea in partici
ncermedadiviaced academic study i n composite s
l'ysis (both of which have industrial applicat
h nucl ear equi pment and ballistic mi ssil e

ortunity ftdhre Deimortriasgtic dcfeopl ebs Republic of
m joint wor k with other scientists and acad
ntified 11 scientific papers which were joint
Democratic Pkompeaobdan®Republbimbeofof Chinese un
h specific scientists of the DelnBojcratic Peop
invol ved. The Panel wrote to China to cl ari
a responded: efdTlheraa eimi chn @ xprhamigkeist, sci ent i fi
oi nt studi es bet ween Chinese universities

stigations continue int® several other joint

- = "D 00T — W

c
e
n
j
Ve

.The Panel has continued icthsangievse shtetgwaeea mnt hent
mocratic Peopleds Republicanfd Koteasandénavdise
d technical partnerships involving scientists
Korea. The Panel recei vedsacaecdiqtuiion als irrefl an matg
academic exchanges between Kim Il Sung Univer
donesia, the Syrian Arab Republic and Viet Nanm
the Kim 11 Sung Universitynewle bcsoiotpee r awhiivceh c |
reements with Kim 11 Sung University bet ween
iversities explained that the scope of their

w, |l anguage, tourism and education and identi
Rel5). The Panel awaits further responses fron

.The Panel also requested information from 11
aek University of Technol ogy (see annex 16)

iversitiedg, ewittherwltiuemently conducts exchanges
. The Russian Federation responded that the P
deration) did not have formal academic exchang
iversity of hBechndoelnatgyf i @mdd no violation concerl
guiries. The University of Trieste (ltaly) al
l ationship with Kim Chaek University of Techn
ceived a reply fromt@hiexahaegasdiwng humbiot &d&r Ki m
iversity and Kim Chaek University of Technol og
friendship with the universities in the DPRK
unci l resolutions. T heet err i ceanldll egyg erée | baet ti woenesrh i @h il
d the DPRK wuniversities is not only out of the
e needs of the people to carry out exchanges
ucationod (see annex 14). Il nvestigations contin
I'I'i stic missiles

.The ballistic missile programme of the Democr i
st momentum in the first half of 2021 compar e
en major deterrence and str i kDee ntoacpraabtiilci ty goal
opl eds Republic of Korea. However, the program

s/ 2021/ pdda. 1
“I'bi d. , par a. 1

3.
4.
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own both by the test |l aunch on 25 March of a
stem combining ballistic and guiyainge technol c
Member St a&aaedi bffot matappearance of two new ty
unched ballistic misslialregse amd ea coeawi hgpetalof ba
ssile at the | ast 2046/ @mddaq)ar Yrmpaaddietsi n, t he
mocratic Peopl eds Republic of Kor ea has cont
oduction infrastructure as wel|l as its ballist
e -pnroonl i f erati on eJtfotreass arfe Meingreirf i cant !l y red
ssibilities of proliferation by the Democrat.i

untry continuadetacompoehenhs dundl technol ogy ne
apons of mass destruction programme.

.The paeeoodofted ballistic missile test | aunches
e first seven mont hs of -r2aOn2gle (boanl el itsetsitc |maiusnscihl
comparison with previous years (4 ballistic t
sts 7)n HOWever, the ballistic mi ssile progra
mber States, gives the Democratic Peopleds Re
l'iver nuclear weapons now miniaturized to fit
.On 25 March 2Q@21,Meanbeaor dStnagt e s, the Democrat.i
public of Korea conducted nporbopeel It-eerstt d haaurntc hes
nge ball Pwittilk modisfiiled techaalegwheedtmda new
ansport erector | auncihveerl.y T haeu nntihsesdi |ferso nwear emislt
stallation in SdiunhaHamagoegl|l prdvimeceion (see
eratnge ballistic missiles | anded in the sea af
-Up manoeuvr e, accordingséee Bsalvlee a1l HMedbamn St at
d-218

gur e 11

orange ballistic missile |l aunches on 25 March

SourcBRodong Sinmun and Korean Central Tel evision.

10261

8Two experts expressed the view that the nature and techrt
Democratic Peopleds Rempubl2c2 bfw&roe emotonc 2&ar .

S/ 2021/ @2idex 12.

WYAccording to a Member State, the first missile was | aun
around 0723 hours from the @am@gaPraogwiumade Sondok, Sout h Hal

21-1094¢
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Tabl e 1

Launches and tests of missiltasclomolsggy eansd usaolinigd bfau & i

Democratic Peoplebs Republic of Korea in 2021

No . Report Korean
2019 di stan Report Central

No . this Date and Reported Itravel apogece Agency

in 21l aun (local) Reported ty Numblocation (kilom(kilorRemark classif
1st 18t 25 Mar. SRBM appe 2 Area of 600 60, T37th Newyp

0706 anbe t hERBN Sout h poss ballistacti
hour s andEL Hamgyon 100 mi ssilguide
or di spl ayec probabl l aunchmi ssi
the mili-t an area 2019 or
0704 anon 14 Jai del i mit iNewas |
hour s 2021 and S 0 umtehs t Newyp
as a pos: t hSeond ok Wheeletacti
S . ) TEL .
modi ficat militar gui de
enl ar ge me and in TTi me proje
previous|l n o retahs t bet wee
di spl ayec« the Yon| l aunch
t est e2d3 KI militar mi nut e
SRBWM airfiel .
iDepres
wi t h-up
trajec

SourcKWember States6 information and Panel 6s anal ysis.

Abbrevi a$RBMWMg asnhgoer tbal | i stic missil e; TEL, transporter erector
alf Korean Qgretnrcayl pNewsures of 26 March 2021 are genui ne; t he I
shown on previous |l aunch occasions to modify or falsify photo
bS/ 2021/ Rdnna. 18, figure 5Sadana02anpétes 194andaliRe anadnd annexe
This area was used sever arlantgiemebsa Ifloirs tliacu nntihs stiel set/s2 0daf@ hsBihedprotr t e «
S/ 2020/ 8408LDIyS/a2a0d2,0/ t1 &K1 e 3. The ’Sondok miIit’ary airfield is
the Yonpo military airfield at 39A48NO0O0NN 127A32Nj21nkE.

17 Regarding the new initesicloemt paeantdatd bal I1i0s tGcct
202>, Member State assessed that the engines with
t hrust of 170 tons and the shroud could contain
rentry vehicl e)?Asi@e hann dbe nas&resSedt & hat t his
intercontinent al babpesatcomakssmbdewas al fimouwmgh
assesses-axhat trassshpbrt erector | auncher did not
transport erector l auncher fromigmyficoamtry an
engineering achieovpemeati 6tonakapayl aadon
18.Regarding t he - eanh dPsulkkbgrtisersiorcep ed bal |l i sti c miss
presented in military parades &% MembOerober 202(
St ate asshkessPdkdihlawastgoap emran i o-np@ )| mockmpty
filamesned missile casing. According to another
di ameter of around 2 m would allow Y greater thr
than earlier PukgahksedPrgl®&odel s (se

s/ 202,Ja/nhlelx 10

2The new asrugpeeri ntercontinental ballistic missile (so far
Republic of Korea media) il1s6 ot ebnyp aorbasreirlvwerdubbed fAHwasong
Bs/ 2021/ &2index 11.

Y“However, the5 Pwokugludk shoontg f it the static test stand in Sin

21-10945 11/261
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19 . Activity and infrastructure deveillB8pPment conti ni
and bases related to the ball®asltticoumihssdtl ea prog
l ess intensive pal%®e rdeusep otnos et, h ea deVfIdBtnag et. o a Me
Deception measur es are continuously updated on
underground gall®dui ¢ £ dt horwonuvgehrss , ( usseerd f or mai nt el
and fuell irmmprgtehd ilqumg propell ant ballistic miss
cocneal ment and camoufl age.

20 .Despite #1t9s bC@W«Ikiade and sanctions i mplementat
Peopl ebs Republic of Korea has continued i ts [
components from overseas and t oprsoedeukc tosp ptoor t uni t |
its partnerig3( bectdwaras/ p&2rla. 26) . Representati v
Democratic Peopleds Republic of Korea overseas w
for the coumérgosnnegdsonfTinued to develop scie
cooperation with univér3iabheswselbroad (see paras.
Procurement of i-dfina sedsets t a nurdetlwesdagpcb hcso mmo di t i es

21 . According to Member St adfestr &dirreg ganompegpmieesse na
the Democratic Peoplebs Republic of Korea and t
Sciédrhidemcluding the Korea Mining DBaweél opment Tr
Saengpi l As s oc i®atwehdo Coarvpeortmgeeémnst uck overseas a
pandemic, have continued to import and export m
currency and to assist with the development of w
assessed that they aEastepbpecatunhgi st bsMcddaes t
Arab Republic and t he®olns Inei-nsiestidfee gdispbitdbgeofs)ran)
munitions agents are trying iEa@asstelAlsi weafghres in
Democratic Peopleds Republic of Korea is all ege
with stringent monitoring by the international

COVIID® oklkade by reorgaeilat ed i nst ittruatdieons (ne
organizations, etc.) and by -teomdpcttirmqpstferassact |
The Panel has not corroborated these assessments
|l arge size of the new missile (see annex 24).

B“Activity liinnkend utsat rtyhe ball i stic missiles programme (see
19: Nampo naval shiipynaned?2O0 BBd mepmbisdo.uzh2 G hi pyard, Februar
June 2021APymmegx oh@: March 16 factory ®&wtneemoti ve planto,

202adnnex 21: AKusong tank factoryo (fANo. 95 Factoryo); i

Sanum Dong scientific and balliiBlaichm28281] eanesreral8h col
Sinpo south shipyard, resumptionkofanmex cdhstBiucpd on of
south shipyard, buildings under construction at the st af
Factoryo, activity at a possible engine test stand.
BActivity in bases |inked to baltiistnicbsgisi@@gy amme (see ani
AKumc-hionmi ssile operatingibasée; opSfamngham baseo; and A St
airbaseo from April to June 2021.

"Listed as KPe. 021, the Academy of Nati onal Def ense Sci el
front companiecttiagkediwinth fadal liemf or mati on.
BKPe.OOChaaglwang Tr addmdg Ewtreromalti Bmonomi c Gener al Bur e a

(S/ 2019/ &®iex 32, par a. 6) .
BYAkBreenAPsaei ated Corporation.

2According to a Member State, one of thaendt woherepresentat.
Korea Mining DevelopmenttiheadshgmiCor Repabl oo of I ran, Ki
(aka Jong Chol Jin, born in 19Pp&motirasicsPeoptady in the
Republiciaf TEKbr an, with passport No. 10821043) , travel | ¢
Federation on 20 January 2020 using passport No. 108210
representative in the I|Islamic2R6pdBlic of Il ran, uses pa:
2AsSee, forSlexaP/lfedlMeBds0.7 ; SARA1anh8/72019/ 17 1lpg«nar .1

21-1094¢
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22.The Panel is investigatmngracpopeméeéht endtWwokek
that may be related to the nuclear and ballistic
Peopl ebébs Republic of Korea. According to a Membe
Trading, represented by Kim JengiDekj ndeagtulamly
materials wi-bhsedi cdmpauntsy Since January 2021,
Gener al Trading has placed at | east four order
including (among many others) 1Cr a48Nypai stainl e
of stainless steel can be used for aeronautical
of l-pbgapdll ed ballistic missile engines or the
Democratic Peopl ebs Republic of Korea 1is known
particularly for its ballistic missile programm
val ves, pumps and ball bearings. I nvestigation
continues

Ot her weapons of mass destruction programme

23.The Panel i s dmanl yrseicnegi viendf ofrrrmant a Member St at e
its assessment o f suspected other weapons of m a
Peoplebdbs Republic of Korea.

ISector al and maritime sanctions

24 .The continued border c¢cl| oXRerparbdfi ct bd Xemear atni
response t o1l 9t hppa n@GeWwW il appears to have signi fi
maritime trade in its import of refined petroleu
other commodities. The Panel Gagecohtcompgpldexts i
and deceptive shipping practices used by both t|
Korea and suspect vessels to evade sanctions, as
business and registration pr actsi cteos eenmapblloey ed by
these shipments to continue. Some of the |l atter
section of the present report on finance.

25 .0fficial figures of refined petroleum i mport s
extremely I ow, wénth ol yhe. pBr pietrt ecd annual C a |
bar#etsicially rJewloyrt2z@21b.y AniMember State asses
Democratic Peopleds Republic of Korea has i mport
half of 2021 than the &l sdtoassassiavngraget whcecr e
i mports wil/ mean t hat the Democratic Peopl eds

exceed the cap in 2021.

26011 icit imports of oil products to the Democr a
continuedr eddpoi nigng hperi od, although the Panel h a
on the issue. Despite the completion of a new

deliveries by foreign oil tankers have been rep
and althosdph tshainpsf ers of oi | product s have <con
particularly at night, they appear to have been
27 Many of the tankers named in the Panel 6s prev
oi |l product s directl ys tRepuhbel i2e noofcridoi €ea Peopha
conduct-edhispi pransfers of t hose product s wi t h

Democratic Peopleds Republic of Korea remain at

identities whil e moor ed i n nrge gliomall dceaoky darod i al

2Security Couk897 ¢(2@afptién
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e Recent and unassessedt®Mbmper State i

ac s
ct has been increasing since May 2021.

f [
a i vity

Deceptive shipping practices

28 Vessels of the Democratic Pesoplhpegts Repsklisc of
that have conducted sanctionable activities cont
automatic i dentAiléSi)gaal sni systeéeer to obfuscate th
evade detection. These activiahblees fralngiefdi efdr om
identifiers to sophisticated obfuscation technig

Vessel identity | aundering and swapping

29.The Panel continued its investiga®ions into cas
a technique iphysliciahg atherati on of a vessel (vec
a new International Mari ti me Organization (I MO)
subsequently and fraudulently sail as a differen
di fferent inaAd prDliel er iogd vessel A is l eft Vaceé
dat abases, enabling other suspecbneesmsa@lgs to use
evasion tactic has been used by sever al vessel s
to the Democr puibti Peopl Kbosr eRe The Panel consid
identity |l aundering as a sanctions evasion tech
vessels to continue to deliver illicitly refinec¢
Republic of Korea.

Subbaldiacahou 168

0O.ln November 2020, high resolution satellite
fl agSguebd(lIliMO No. 8126082)Hair achhsomd t 8 6 Bhsgh aa sB & yh,e
China (see figure |1 ISu.bbo@dnctoifnuMalr cohc c2at2 Io,n atl h &
transamiktdie Zh.ouTSHud ®hlaisc previously been recommend e
Panel for designation. The Panel asked China for
in Chinese waters and on thé&ulb bdarud ul emnt transn
i nformatigonfrroensudny ni nspections conducted. Chin
Subhbtiriacn s miHatii nZgh,oaua d&6@8r di ng to Chinads investiga
the two vessels has entered Chinese ports since

Bs/ 2021/ pdrnas. 31

14/261 21-1094¢
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Fi
uUun
Ch

gure |11
k n ofwna gSguebdbtlriacn s mi t tHanig Zahsp uShd&e6 8 ha Bay,
i na, 26 November 2020

Sourckemagery: APSavonedi babed: Wi ndward.

31.The identity of -ftlhegHpchke @hfa&EmM68theSea 238

(I MO No 8514045) was | aunder edAlipr offanuvwary 20189,
to be used to facilitate illicit refined petrol e
Republic of Korea. Panel investigati-ons showed t
l aunder |l i kely began as early as 2016, when the
wor k at a shipyard in Théialuadadira,i T ¢Ztheooumpli6e8t e t he
passed itself off aGhanag dXalBmaou ihl)tS evaess2sdet! |, t he
|l ¢f a shipyard in Ningde, Chi n@AThewhwe £s eilt was a
returned to the same port in Thailand from which
a ship licence wunder false pretences and sail ed
fl agSgmedddh Sea M2 No . 9870¥Ha21l) ZhWidtshe6t8henhavi ng
changed its appearanceAlapnrdofiitlee mwame , | eiftts varciaqitr
known s eaenwatdiicnrgs vess 8UlUbbtkoucehmpdsoyt Hesee annex 28a
more detail s).

32.The Psonwedht the assistance of Thailand in in
identity Smoaoutdh .Fehad h2an el is awaiting the respon
33.The Panel also traced the entities and indivi
vessel. Dovang 26089 Jar aHnasii tZ hoaw d lSodiodo t h h e
Seaw2”Pe owned and managed by Cheng Xin Shipping
Kong, China. A number of the vessels the Panel h
at the same NilhgdienMpohitisiogn@ir3d®B Noac 9021198), whi ch
was reported by the Panel as also involved in a
responses from these entities are contained in a
34.The Panel 6s previous i nvels&idgat ngn odf tthlee ve
Mousonsal3i2l8 ngmast h " 8emaol9ed similar entities and
Thailand responded that &oR0ennpgddga@he3d3suspect ec
%Unl ess otherwise staWeddwalttd, datmarandmei mesi bhcial i nte
platform, are recorded in Eastern Standard Ti me; al | dat
maritime tracking platforms are recorded in Universal Ti

B HS Markit.
®Us i AIgSr ancgkion commerci al maritime platfor ms.
7S/ 2021/ R2dnnas. 31
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i ts author|t|es had insufficient MOwisdeance t o con
328nd t he | undered identity i-examsnsaigl the unde
registraSrmootImf, avthe2h was suspected as a forger)
not been used for any shipments since its arriva
al so annex 28b) .

Billion(salioongdwBapgpe(xalSdun Fa

3501 n May 2021 a Member St Btidlimnm@EakWNebed 1t88he des

King3wédy MO9ONG@73%1sailing |aasgAgredida SMam)g dlai a
(I MO No. 8528864), following confirmation that t
when it entered a port of that Member State on 5
the Member St auet harl t egpeBidtel 0 on FfANB.he 18
transmissions in maritime databases showed that
the Mo-hpgatygPhawdn. FHowevE&huynbétsha egi stered | MO numbe
belonged in turfnl atghgpe¢gthvd i Mbnwaki d i sted as deregi
from the Mongolia ship registry in June 2021.
.;The Member Stateds investigations after i mpou
tail ShohbsFhaeengi ne, including the engine model,
il lions @Qbherl8supporting det ail s confirming t

cluded traces of physical mani pul ation of the
nual s and equi pment carried on board.

.The Panel repot i ed(solont higwBaw 201l rel ation to

W Y9 TOTTTW 3 TWmaW
0 SO PTOO TN 95— OO

s delivery of refined petroleum t9% the Democr
owing the vessel 6s designati on, the vessel 6:
di sgui skEi ndhswa(ytamern)her ship witbhhera different
fectively circumventing the shipbés designati ol
ctics, the vessel continued to operate undet e
signation, and in the process acttcieesed prohibi
d financi al payments (%ee annex 29a for more d
.The Panel Apéracedyahpe and ownership history in
vessel -liaduenndteirtiyng. Of f i Apa@ak sa@acodbidg preveodutsheg a:
Chi-nlaa gZgheed eSh gf r2c6m 2016 unt il it was flagged by I
However, photographic comparison of the vessels
di fferent appearances, identifying the two as di

to bEhéh8Shasgdweléeent (see figure | V).

16/261

2Therp ban was placed on 28 -Debtéembeér attlBd 2rf owi t bwi ng a sh

Democratic Peopledd aRRgyrealbY | GaoVPDoK®B8 @204) i n October
2017.

P®Accordofrfg ctiamal records,the ke siedOrsavgiadshited reaendd

nott BSshun Fa

s/ 201@ah®¥/72018/ 171/ Corr. 1
The United States of America Office of Foreign Assets Cc

incl udkeidn gtsbwea ya | i st of tanker s bélsiheivpe dt rtaon shfaevres ewigtahg e d
tankers of the Democratic Peopleds Republic of Kor ea.
21-1094¢
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Figure |V
Compar i sApeaxi d tAtheee Sheng 26

APEX/SHUN FA 1 LRSS Alleged Photo 2 of 2 of
Suspected KINGSWAY i APEX (fka ZHE SHENG 26)
Taken on 7 November 2018 ! ]

Source: FleetMon

ZHE SHENG 25

TAI ZHOU

S-o;rce: VesselFinder '*-.?:‘d : :‘

SourcEl eet Mon, Vessel Finder and Member State.

39 . Further investigations i Mgieccnadt BtiHad Ccom®wect i on
No. (& en sailing as tlhoec aKieng savdadyme Swiaay Td e c 0
document of compliance holding %loimptaendy,arJni t ed !
of fice adakr ssasneatbui l ding in KaohSuwygg City as t
MrChen is | isted as the direct-iomcornpdorsactleed s har e
Better Smart Ltd., thepesxwnee dndymaoager of the

21 HS Mar ki t.
33

21-10945 17/261
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40.The Panel wrotendoSHiappgphog Zheshtd., a Chinese
as the owrer Sdfe ntgbe2¥ong An Shippi-hgs&dn Bhd, a |
company that submitted registration documentatio
of Afpex and to Mr. Cheh hbmsglt. tDheekPamve respo
annex 29a for additional detail s) .

41 Mongolia responded with Sihnufno(rfkdgp 2 8n concerni |
showing that the vessel had changed ownership a
changes not upeae ad ®d ¥ Blbs pnpairnigt idomcumentation i st
East Il nvest ment l nc. , ApBe(tsteee mmaweixo 29 bg wn éArn oa th e
Hong Kong incorporated company, JoShuwealthy Trad
Fain October 2019. I mgalliat tMar i $séeme RAdmt hestMoat i
owner of Joy Wealthy, a Mr . Wan g, all eged that h
had conducted a ficheck on the vessel back in 20
probl em with Mongolla Shied.ReMri.stWayn gats ttahtaetd ptohize
iél am also a victim if the vesMeoingiosi proofed t
cancel $trewdnétsha egi stration on 2 June 2021 (see ant
Fraudulent transmissions to evade detection

42 . Severalflfogeedgnt ankers previously identified b
prohibited transfers of refined petroleum to th
Korea had their flag registrations cancelled bu
fraudulierernt AIf.$ eTfThsesoen deceptive tactics may =enab
approach ports to resupply, change crew or recei
43.The Panel believes that the various obfuscati
conceal thesrcobdseniitute sanctions evasion activi
taken against them, t h3edsees piiidtier ebceti ndge | di evfelraygog evde, s
continued to operate. The Panel notes that Vvesseé
are cormdiaderleedss and are therefore subject to thi
in whose territorial waters they are, as wel |l a
resol2udt9%i7on®2017)

Di amond 8

44 Maitime tracking data and satellite i magery
Di amofdM® No. 9132612) broadcast-fhggfedudul ent |
Chang Sthrwanr i@ i me mobile service identity No. 45
anchorage areaV)ChiTha Paeelfipgevéously reported
had canc®i bemodd h8egi stration in August 2020 duce
i nvol vement in sanctions vi ol ati on activities.
information concerningsmheswvessel 6s fraudul ent t
45 Mongolia confirmed t hat it hafdl argeggeids t er e d tr
Bonvdy M® No. 8 6 8Q2h9abn9g) Smhsut it h@&he same mari ti me mo
service identity number of 457222000 in Septe
registr aSdmptnemmer242020 due to ties with the Demo
of Korea (see anBenxv ®d¥at andambiAmipiftodd | en iint s
“Updated ownership changes were not recorded by | MO.

35
36

37

The Ilweatgstreorvi ded by Mongolbied dawtimhdriltei dy amae Panel .
Nomemocratic Peopl edd aRgrub Ivieassusdefl skt thimg del i vered refin
petrol elbmmoec rtaie ¢c Peopl eds Republic of Kor ea

It is stheupapgEkgaMeartbter s8toated z e, inspect and i mpound any
vessel within its ports wheretthihbéereevasseetewasenabbel gedul
in activities that violated the various Security Council
within the Member Stateb6s territorial waters.

21-1094¢
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September 2019 at Luoyuan Bay, Chi na. The Hong
Metro Ltd. hied oBrdi mcvaol yl Of8 emarncaeg i nf or mati on i ndi ca
connection between the individual who all egedly
f or Dtilmemonadn d8 Sur e Metr o Lt d. The Panel i s i NV e

associated networ k Dinarkdi g8 sn rmeltataedee to ntalmei ng a
(see pdraG.b&#l6ow) .

46 . The Panel asked China for information on the
actual identity and |l egitimacy -nefnttilmenedessel tr
Mongelsisaoci atedmaolairli ¢ i sne(rMMSle)landeabhytgcti ons take
against the vessel pur suant to the relevant Se

responded that ithese two vessels are of di ffer
them to transminhcas26a3a0h oeheher Sof the two ves
Chinese portso. The full responses of China on

respective maritime annexes.

47 .The Panel notes that annex 34 to the present
beemwikin to transmit fraudulent identifiers that

flag and that the deliberate manipulation of a

vesshellporsof il e can be detected through observati ol

Figure V
Di amonhndaBsmi €Chang S8b&man8ha Bay, Chi na, 2 May 20

. 2 May 2021
Coordinates: 26.438, 120.009

W

y .2(.12 1-05-02T03:01:10Z

2021-05-02T02:43: 1K e §021-05-02T02:52:55Z
021-05-02T02:29:24Z

> ? - Transmissions of CHANGSHUNS
®pLANET LABS 2021" . on 2 May 2021

SourcBl anet Labs and Member Stat e.

BonvoakREu (Shun 3)

48 . Th8onvo(yl MO No. 8714085) , a vessel reported b
delivered refined petroleum to the Democratic P
and 2020, was also managed by Sure Metro Ltd. un
owned by the Fai.t,h arrBrdiet iGsr-hoai¥pi slgtiedn el scamgpa ny,

and ren&me $htulmreo3 | owi ng the issuance of Panel 6s |
(S/202ah8/4A2D0/ 840Y Cotrme 1vessel came under the new
Chang Shipping®(kdk) a@mexLt3d) . This overall mo d |
ownership changes is consistent with the Panel &6
invol ved i n saycltde otnhsr ovu goH acwmenr schi p and/ or mana
that are not updated on maritime databases, ever
Panel i nvestigations further indicate that t he

¥See @4amds. oggl HI ack
¥ ( ) 7 «

21-10945 19/261
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Bonveyhale networkildiunrkagas sod®iiamedjifdowiBt h t he
instance, Lu Chang Shipping was aChlhand i sted as t
Shurn s&e preceding case). The Panel has yet to re
Shipping.

Xing Ming Yang 888

49.Th¥i Mg ng Ya(nigM® 8o . ‘A48 A7) raudul ent identit.y
HonddurlaasgMgedfmaar i ti me mobile service identity No.
2021, whil e also broadcasting the call sign 9LU
direct del Viileey M@ ebleel ¥04506b2) refl agged under
Democratic Peopleds Rep@®bhitioiyn Kiduw reTthhee n August

nand dfoiens not appear to be registered with | MO (:
have been recommkended kbesipeatiaore for the del i v
petroleum to the Democratic Peopleds Republic of
Locations frequented by direct delivery vessels
50.Maritime datebdbalsesiohigatell ite imagery and ir
by Member States indicate that many of the dir
proposed for designation by the Panel have rou:
returnednear waherport area in Ningde, the Dongy.i
Dao area, China, where thAle§i enalhserorhalvev enodonea ag
fraudul entl y. Bet ween Bwanrvcolyi admod mée@mBiclhh 2021, t he

Uni {a&kan )H4il MO@1RO8213) were anchored near Dongyi
t hNee w K(olnMkO No. 9036387)YukdTurm® Nesi goadosdl)

were anchored near Fuédan and Xiyang | sl and, res
previous reports, tkhretPareeé¢l viedgnwviebised st wesadiadit
and these recent sightings are not isolated inci
51.A Member State provided an additional i st of
Democratic Peoplebdbs Republic of &ormashivpssels t
teship transfers with Democffrhagge®eahpil pdsaRepotbhe
vessels of interest, in Chinese territorial wat e
repeated and routine presence inbitheseofwaters o
Kor-elaagged, Democratic Peapd edisatRedpudh d c s wd p ekcot
vessels known to have been involved in sanctions
with that 1ist of vessel s, including those menti
anih, and asked for i nformation on the vessel sbd
the vessels were transmitting and the wvalidity
vessel sd dat es, origin and destination and their
52 .Chnia responded that fAaccording to Chinese veri

be delivering refined petroleum products to the
ports since 20200.

Democratic Peopl efobaRgpdbtacgoAVEwERRES spoofing

20/261

53.Vessel s of t he Democratic Peopl ebs Republic
obfuscation techniqgues to mask their presence an
vessels of the Democratic Peoplebs Republic of
tranksinSitgnal s, those that do mainly transmit fra
i n Ni-zZhhgobbuos han waters in China, where they have ¢
Y nvestigations are under way.

M5/ 2021/ 211

25/ 2020/ 151

“Flag information updated by I MO in 2021.

21-1094¢
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cargo. Theskl Fmrafuidlud ,nt whi l e hiding vessel sb6 t i
i dent i fcioarbmeea cam | mar i ti me databases.

54.The data inconsistencies included transmissi
incompl ete ofr inconsi stent vessel dat a; mul tipl
mobile service identity or | &0 humbsmssseiven af st
unregistered | MO nuntbyepres ;i noffd mummal 1 ikoenl nys tvaernscsee,l t he
Democratic Peopl e-6¢ aBzgapidbafhilocM IfNoKo r8e6a6 4149) di d

not conceal its flag status whobiel éeérsaeswmiteéing
identity number and nad@dowldmni wadremrisveadda atarNihn @
(see figure VI).-ZWbukédasati theawveBNsprgbaohanged it
transmittedflaasggad Chiesael whil e retaining t he

Har vles iZhmeé Zwaoss daptured on satellite imagery on
ot her Democratic Peofpllzdge Repadd eélcs olf aKeomr ewi t h
figure VII). The Panel provided additional exam
ot hesrsevles of the Democratic Peoplebdbs Republic of
asked China for information on the activities o
Republic of Kor ea, the identifiers on which the
validi sg oflenhofiers, as well as the vessel sd de
their stated purpose in Chinese waters.

55 China responded that fAaccording to Chinabs ver
to be delivering coal to Lhinha i haee2dd®0entere
“For example, a cargo vessel transmittingrag a fishing ve

pl atfor m.

21/261
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Figure VI

Zali Zbdbuthe Democratic Peopleds Republic of Kor
vessel of the Democratic Peoplebds Republic of
Mar cAhp r i | 2021

20MARCH 20210224 UTC B DPRKflagged WAV ZAJ ZHOU 1 Spoofing as DPRK-flagged “HARVEST 1*
Near Zhoushan Archipslago, Ningbo-Znoushan Port, China
WAGRN 1IN E

) WS changed from 445678000 to 445783000
mcumummmum

1 Destnaton changad. from HAIPHONG 1o C.JX
[0 cranps rom N o 88
‘Lost ransinission Found yanemiseion

09 March 2021 10:32 . 11 March 2021 1049 » i

Speed 18 kn Spaed 08im |

Heading 189 Headng 28 |

: [

! 1
|

I

I

I

I

|

HARVEST 1 !

Tine 24 Mareh 2021 1523 !

Speed 05kn g

Heading 354 !

|E—— Navigaton Sttus Underway Using Engine

LatLong 30.175, 122564 —él

r/‘ T

Transit by DPRK-flagged M/V ZAl ZHOU 1 (IMO: 8664149) to Ningbo-Zhoushan Port, China
MARCH — APRIL 2021

S ) 100 200 hautcelliles.,

e . Projecton: Lamber! C
£ N. KOR. Sourse: Aubmated

e JS), Imagery
Boundary representafion is ot necessarly a

=P AlS-Verified tracks
= = Notional tracks

2) e

ZAI ZHOU 1 Laden at Anchor
Near Posan Ni Port, North Korea
38:52:286 N 125:33:1TE

1

8 March: ZAl ZHOU 1 departed North Korea
rl spoofing as North Korea-flagged “4457" on

- | Source: @ 2021, DigitalGlobe

L ZAI ZHOU 1 Laden at Anchor
Near Ma'an Liedao, Ningbo-
Zhoushan Port, China

AIS with MMSI: 445789000 and no IMO 30:40:49 N 122:46:26 E
8- 9 March: ZAI ZHOU 1 changed name in AIS
to North Korea-flagged “HARVEST 17 with 8 May: ZAI ZHOU 1
MMSI: 445789000 and IMO: 8664149 Y ) broadeasted in AIS
9- 11 March: In AIS, ZAI ZHOU 1 o j ) oo
changed to IMO: 8674268 N »y Ningbo-Zhoushan Port 4 April: ZAl ZHOU 1 broadcasted in
AlS as “HARVEST 1” using MMSI:
11 March: ZAI ZHOU 1 arrived at 445739000 and IMO: 8674268
‘ Ningbo-Zhoushan, China, based on AIS
23 - 2T March: ZAl ZHOU 1 broadcasted 20 April: ZAl ZHOU 1 broadcasted in AIS
in AIS as "HARVEST 1" using MMSI as China-flagged "HARVEST1" using
445789000 and IMO: 8674268 MMSI: 412369000 and IMO: 9664149
Febl M, ’h April ‘J M.
ebruary B arcl Ny ril . ay ]
et Broadeasting AIs: IR R i
Sourcwi ndward, annotated by thdMebrel Stmae.and satellit
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re Vv
Zai Zhadeth with coal alongsid vessels of the D
bl ic 2

of -KbopeahaNingbhyg 20

DPRK-flagged Vessels with North Korea-origin Coal
| Near Ma'an Liedao, Ningbo-Zhoushan Port, China
30:46:20 N 122:42:32E

Source: ® 2021, DigitalGlobe I
s  —

Sour ckBember State.

56 While these vessels can utilize physical evas
their names oOfr using fake maritime mobile servi
del i berate mani pul ation of aAls@raotfeid es hiinp otrydpeer o r
t o ochaftues i's detectable through observation.

Il ici®shspi pransfer areas

57.A Member State provided the foll owing graphic
where iltldkiip tshampsfers by vessels associated w
rel aot etdhet Democratic Peoplebdbs Republic of Kor ea
(see fllllg)JreTIVe |l argest concentration of activity
reporting by the Panel (middle circled area), Wi
2020 dt dpmtdmm circled areas).
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Figurle VI I

Shitpphi p transfer areas associated with the Dema
February 2019 to August 2020

NORTH KOREA: Assessed STS Transfer Locations 2019-2020

ASSESSED STS TRANSFER LOCATIONS 2019-2020

.‘
The graphic to the right depicts the assessed locations @
where vessels associated with North Korea have : . o ‘oo %
completed ship-to-ship (STS) transfers between February &, L A
2019 and August 2020. o o, %
. .‘
L
o a*
® o -
o
o
B
o o
| TS
g
*a o
. g
| 3
KEY ° {
@  Assessed STS Transter 2019
L L)
©  Assessed STS Transter 2020 [
 J
L J
Sour ckKlember St at e; circled annotation: the Panel .

Ot her modus opesanditipbpebatevagi ba
Gol d St ar

58.The Panel i's investigaftl ag@odidde (Std@:mer | y Came.
9146247) for all egedly-taeamdgpgitnrganisrdi ema | toif plreef gt
petroleum products wi t h Democ-f aaggredPeopl eds Re
Democratic Peopl eéass sPed wmhtleidc veefsskkdrsed n 2019 anc

annex 35 (a) for additional detail s).
59.According to a Qoelmbkdtaabéedt eef it hed petrol eum f
oi l ter mi nal at Yangpu, sHeairmaend ligl amd,t h@h iDneamo ca
Peopl eds Re p ufbllagdeadf JKor ¢GaM@ Bo. 8791667) in
mi-November and early December 2019. I n | ate Aug
showed the vessel once again at Yangput where it
in Ningde, Chi na, in November 2020. A port cl ea
Gol d hSatdarfraudul ently wutili zed |talp@ceadalrent i fi er s
Stas its cover identity (see annex 35 (b)) to er
v esse | was further recorded wunti|l its arrival of f
figluXe

21-1094¢



S/2021/77

21-10945

Al'S tranGoli g ssSOamt of*“ *Mae 2021

Thailand

B Cameroon

Mo 9146247 SOEUS AR
MMS! 613003401 DARKACTIVITY END
G AL Transmission were not received for 93d 21h 37m
Class Tanker
Subclass N/A A\ 'Dark activity start A\ 'Darkactivity end"
Length 112 metecs 01 February 2021 00:39 05 May 2021 23:17
Commercial  J&C Shipping Co Lid (Hoog Speed 7.9kn Speed 0 kn
Manager Koogl Heading 211 Heading 351
owr N/A
A Firstvisic BandaAcet OSSN
Entered Ombae Strait for the \
first time
A Firstvisic
Entered East Timor for the
first time
' Strait Passage
Ombae Strait BallkpSpon ’
1 EEZVisit Indonesia

East Timor Banjarmasin

Ambon

© Lost

12 days, East Timor Makassar 1 fpoce
21Q 7 Latest position report \
'y
Kupang
Sourcwi ndward, Googl e Earth, annot atAed bbuys t he Panel ; Ves

Defence and Space.

60 .Mongolia confirmed the pQcoevainswdtnarl | M@ gi str at.
No. 8351584 from 30 September 2020 to 11 Janual
excluded from its ship registirdy.asPrtihoer Ctha nraegi st
fl agZgheed YDuamBa Trade Co. Limited provided corpora
the regi st eQceedanowSDermsa oOffr ade Co. Limited uses th
Kong a“asr esmot her corporate servicengrovider the
Co. ,®(lhted eafter HAJIJ&C Shippingo), as well as ot her
ot her direct delivery vessels previously investi
61.J&C Shipping was the owner and operator of t |
suspect edevsaasnicotni oancst i vi ti es were conducted. The |
assessed that an entity of the Democratic Peopl e
Gener al Corporation, was al so invol ved i n hiri
unreported i mporolefumr pfriodeedt s to the Democratic
of Kor ea. The Panel wrote to China in September
presence of the suspect vessel i naskhiinngese water
fornformati on o nattihoen, v eisdseen téistsyl iogce ttarialnss,f es hi p

%As at June 2021.

“No commerci al tracking records of this vessel appear to
June 2021) wunder-filtaggedi giemalstChhitn®sne on mariti me databa
““Address: RoomCeE®QEC€/r 8L00/8 KHoacrkthart Road, Wan Chai, Hong Kon

48 A& f—
ay
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activities and cargo, and posing questions about
as the founding Director and shareffol der of J &
according to Hong Kong. c®eeg@ofriager a edi sorythecoe
from China.

Figure X
Response from ChiSnia vceol/G oSktdamaiShtdg rrtelge st er e d
owner information on J&C Shipping

(4) OC.233

The Chinese side did not find the vessel “Golden Star” staying in
waters off Yangpu port of Hainan. With regard to the Chinese national
Cheng Yuantai who was mentioned in the Panel’s letter as relevant to this
case, in fact, Cheng is a nearly 80-year-old farmer. He does farming at home
place all year long. There is no company under his name. He does not have
any certificate for exiting and entering Chinese borders, and has no relation
with any companies in Hong Kong SAR or DPRK vessels. China hopes that
the Panel does not readily believe information which 1s against facts.

SourckKember State.
Not &0l dew $Hsat he samé&ol dass laa tMiao Gaalsdn (S tNaGr e

No9146247), the vessel the Panel sought information on
62.To evade detection, vessel s operated by J&C
operandi including conducting nielslei dietrritamnsésfaérs
water s; of floading smaltsbhmpuopsesrafi 6onel tihdatrihg
from four to six hour s; keeping vessels outside
safety of the crew; and fatsnfiogatngnaofraedsesbkéen
name and | MO number to enter a Chinese port.
63.Subsequent Member State information indicated

Shipping directed these activities during t he
MrCheng commuruigchattelde trhesssagi ng application WeC
di fferent tel ephone ntuanbiep sogermrateiacrmhs .of the shiop

64.0 nvestigations by the Panel show that t he ac
consi stent with the modus o phearta nodwn eedmpd nody/ecdr by

managed vessels previously investigated by the P
footprint; establishing a shell company with a s
with the veskX¥albo(vegde fainglurtehe iuster yofs ecrovripcoer at e
providers as an added obfuscating | ayer, al |l wi
identity of the beneficial owner for sanctions e
65.The Panel asked China for information on the
Yangpu, t hiel |riecd esrhtisgpdi pr ansfers with the Democr a
Republic of Korea and Democnaatsioci BReep| sessBeépub
due diligence conducted by the relevant aut hor i

information pGol&lt dae¢d ployr tt hdea he validity of cor p

26/261

“Hong Kong corporate registry records showed a transfer
to a Russian individpaWwitMranYadidr@ser ninl dNakkhioy k a, Pri ma
Russian Federation, in April 2020.

21-1094¢
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ownership information provided by J&C Shipping,
investigations and/ dGroldetSamtri on rel ating to the

66.China respo@aledl h&atdaant ef he Yangmluer n20 1a3 eb WNto v

had not entered Chinese ports since that time. N
the alleged transfer of refined petroleum produc
Afpo-enhsry requesto had been su®aomnt tSetdart o Chinese
November 2020 and that the port clearance docum

fiOce&nhdid not enter G@Gdl dh ddStlamortt s,ntaenmd Chi nese po
under frauduOeean.id@t@n iJt&C oFShi pping,s:China state

The Hong Kong SAR company J&C Shipping, ment i
as the operator of Gol d Star, was cancell ed i
of this companyds import and expgpdratt etdr ade or
smuggling aicntai vhdpes . t ICat t he Panel does not
information which is inconsistent with facts.
67.The Panel also sought information from multip
Mongol i a, Pal au, the Russi anLeFsetdee raastsitolne, | ISi er r a
relevant current or former owning and/ or managi n¢
vessels, including Mr. Cheng Bin. Details of the

Ji Yuaalns o kChhoawnng )alLso n g

68.The for mer | yf | Saigkgrerdduad rs @ n &Onhhoawing )#Led nvgO

No. 9044140) was reported by a Member State to h

from Hong Kong to the Democratic Peopleds Republ

of &€l aS £ eMers Benz in September Bndé&ndctawowwer 2019
i

containers of unspecified el ectronic goods i n
shi pment of the luxury vehicle was reportedly f.
(H. K.) Company,édmt édlmendd Kommmany (see al so paras.
°The vessel sailed under the Mongolian flag as Chang Lon¢

it was deregistered

21-10945 27/261
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Figulre X
pment v olyiagYeuoaonf hehBPemocratic Peopl ebds
September to October 2019

Shi

Hong Kong While Obfuscating its Activity
17 SEPT - 30CT 2019

[ Note: At the time of the transt. CHANG LONG was Sierra Leone-flagged

Se- -

28/261

Republ

»
"x,.q&mm e o @ S
L
Hong Kong = =P Notional vessel track
—p Vessel track per AIS
SourckKember State.
69.0 nvestigations by the Panel into the voyages
November 2019 ghowaahsnt alaso theansmitting on anot
number, name lywhi 8®08 M0 1thle, case of the September
woul d have pleaceAd St hsei gsnmd o fo f the vessel i n Den
Republic of Korea waters. This is consistent wit
regarding thelipr¥Yusaenhhbe Démobeatic Peopleds Repult
on 28 September lI201BPh¢g skleS fdigaumal Xj umps, showing
MMSI was at two different | ocati odis Yaraonund t he s
was spoofing a vessel that operated | ocally in C
"This MMSI report enedtyr @neglocmggsted ®a20ing with the altern
At ai zhoaumx@unalnuyou ny u60230.
21-1094¢
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Figuite XI
Spoofed MMSInsrbys$mivyelsahnhmwi ng it in Democratic Pe
Korea water s, September 2019

AL IOULN WO
FOMND
Posans Sy rot recenel W 2 Jem

‘ 1ol v e s . Y nd Ve
2 Seunter 006H 30 Sepmmder 0 522 —’/

ATAIZHOUGNLUO

Seed P Spwed 77
Masang 217 s 4
5
vl
D:":'.'u.-lv--:“ - w
1 St B N Ot 0 N Time 30 September 2019 18:59
ot 40 vy 3¢ Sored 10
Heading 22)
Navgaten Suatus Unknown
Latlong 37,900, 122,984
. ATAZHOUXINLUO
Time 25 Septemmber 2019 0):46
Spees 1.7 kn
Headng 061
Nivgaton Status Unknown
LatiLong 36.818, 122.752
nes
SourcWwi ndwar d, annotated by the Panel.
70.Corporate registry records I|liste®# the direct
incorporated in bhe GUpate®dr Kt agdomnd Northern |
MrZhuang Ji xi ang, with an address in Fujian, Chi
for Jiyuan Shipping, Yunma Ti anl o%hgadl nternati on
al so served in the same <capacity with the enti:t
Siblings Ltd, which wer®r erpeogitsetde rbeyd tohven ePrasn ed f twvoe
viol ated sanctions.
71.The Panel sought the assistaacetbé& Ohibhad Mon
Kingdom and related entities. Addi tional det ail
provided in annexes 36 (a) to (c)
72.China confirmed the information provided to th
entity was regi st egdeadm iandt her oWn idteedd skinre i nfor
concerning the vesselds cargo (see para. 146) .
73 . Mongolia provided information and documentat:i

t hatJit hMuaadh been sol d by -rae gRespwhleidc cofmplmryea Kor
Mar i ne TGoa.n,s pLotrdt;K othog a nHoonrgpor ated company, Good

Limited (hereafter fiGood Jobo), on 26 July 2019
2The company was | isted as dissolved on 23 March 2021.
%The companyé6és address at United G25, Waterfront Studi os,
Uni Kedgdom of Gr eant IBerin alimelaaardd N appears to be an addr e
sever al companies that provide corporate secretary servi
%The vessels wefrleagigneedk yhlEmM@ibhgo 9015278)> and the then Toog
fl agAgseida Bl iMdg eNo . 9010022), respectively

21-10945 29261
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The vessel 6s shares were then transferred from
15 August 2e0el 9anfnoerx $316 ((se) ), just prliior to the r«
Y u aonf a |l uxury car to the Democratic Peopleds R«
month (see also paras. 68 and 146) . Mongol i a d
Chang ulhodreg i tg Wilbly,tkaéomel evant issued ship cer
2021 (see annex 36 (f)). Mongoliabés maritime cir
74.Sierra Leone provided the requested shipping d
t hlei Yrwaadn been debesbdpfremi stry on 3 April 2020
engagement with activities prohibited by the Sec
75.The United Kingdom responded that it was f ol
information regarding t hde rreevieervta mti tcho nmpoarnei edse taani c
due cour se.

Vessel acquisition

76 . Since®RiWd 9Democratic Peopleods Republic of Kore
t hrough t he addit i-folnaggfed f drame&rer f armeai gmar go Ve
contravention of the relevant United Nations re
indirect supply, osalvesasrl sramnsl and new to the D
Republic of Korea. A number of the vessels had b
years before being registered by the Democratic
they continued Itiovesraiinig ainldl itcriatd er,e fdiened petr ol eul
Peopl eds Republic of Korea and exporting coal |
Peopl eds Republic of Korea. I n a number of case:
same entities and fwvolreweéeg Ppaveéeynsipmilar to sal e
State has assessed sever al of the vessels as hav
Peopl ebébs Republic of Korea before being fl aggedc
Republic of Korea.

77 . Sever al of theseportsesed|l sy wehe Panel before thi
updated as Democrati c -fPleaogd eedd,s iRemlubdiincg otf h rkou geha
undi scl osed buyers. Some of the vessels were so
others were progpuydettr ohkensghThaéai fdll owing are e

vessels that were reflagged under the Democrat.i
registry in 2020.
Sin Phyyobomgmér | Wolon aJ}ero nags

78.The formerly REpabbedVooé sJemigavo Riso
Phyof¢ MO No. °58wBabss 1f2lla)gged under the Democratic P

of Korea in October 2020. As in the case of ot he
Panel to have come under the controb of the Demc
(such Eanst etrfper M@ e No. SOslébe3 3 B8dna 81. bel ow) , the fi
transmi ssWon Dbwaeasgdcrecorded in waters off Shidao
2Wuly 2019. Young Sung Global Co. Ltd (hereafter
as t hreediassttered owner, 0 p eWoaot oJre oahmgdr nbaon aigtesr of

ownership under the Democr aThce PRempuleldisc Refpubl i
Korea confirmed the deregistration of the vessel
reason of export.

30/261

According to maritime database records, more than a doze
added to the Democratic Peopleds Republic of Korea fl eet
% nformation updated by I MO in 2021.

Se®/ 2021/ Rdnna3. 71

Listed by | MO as the vessel 6s owner, manager and operat

21-1094¢
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arding to Young Sung Global, the ship sale w
was purchased by a Chinese entity. The shi
r conducted all the sale formalities with th
aPytp»0a Mr. Zhang Rusheng, on behalf of Deep
eafter fADeepika Shippingo), l'isted as the b
ping was also | isted as tSheen rldignMtler ed owner
No . 8 9 @3 7d8i)r,ect delivery vessel t hat has since
Democratic Peopleds Repukowaing oHdmwa®di andni s sai
Kor ea MyTomgdriynug Co . , the Democratic Peopleds Rep
t hSi n P h,y oanlgs 05 Soiwnn sP htiyHodd @ R o . ©®Ba8 1t7a0n0k7e)r, t hat t he
Panel has previously reported as having been ac
Republic of &fotrera time 2del9i,very of refined petrol
Peopl ebébs Republic of TKangduwmwhen isgaitliiomngs aso ntthien u e
annexes 38 (a) to (c) for more details.

80 .0t her vessels that became Demé6ctagead i c Peopl eb
i ncl udxeidn t(HadMO No . 76 366 3V0)l, BroenMngaedeadra n mex e s

37 (a) and (b)), and the Ming ZTheuPby 6hiO2No. 88
e annex 39).

—~
[%)]
(¢

Supply chain networks

81.The Panel continued Densodrnavteisct i Rgeact p loenbss i Retpou kbt It
Kor-ass ocHnatteerdqplrM@ eNo. 9153331), which has continu
originating from the Democratic Peopl eds Republ
documentation obtained by theoPabhké opdiatnoedofli
t heent er%Ddlsiean Taiyuan I nternational Shipping Age
maritime databases compared with those recorded
of the operator on shi ppilnogc ad cecdy nbeuditll adtisn®e N mat c h
associated with Vast Wi n Trading L0Ometed, t he f
Shun MO No. 8518780). The previous sole director
Ms. Gu Min, was also associatediwi {Sheethhe Panel 6s
annex 40) . I nvestigations continue.

¥Se®/ 2020/ 151

0Se®/ 2020/ 840

1 bi d

2| pbid., para. 55 and annex 32 (b).

21-10945 31/261
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Fishing rights transfers

820 nformati on provided

by a Me mber St ate t o t
Democratic Peoplebs Republ

ic of Korea continues

a third couneiry, opétawiog itm its territorial W e
document s, including fishing rights certificates
Democratic Peopl ebs Republic of Koreabs Korea |
(KPe. 048) were omttat medt riyn f2i0200i fg fl eets. A map
area for pefamd tgeudi dfelsihniensg for the fishing fleet:
Peopl ebébs Republic of Korea authorities were al s
(see annex 41). According to a Member State, ri o
Republic of Kaorpeear iwadt eorfs ffoourr t o fi ve mont hs had
around 200, 000 renminbi ($30,867) to 300,000 ren
83.The Panel continues to receive information, i
departur e, the MMSI si gamal sprdfv atthee enmeaddadles amd o
fishiimdhts transfer activities. Il nvestigations c
84 During the reporting period, the Panel wrote a
of the General Association of Koredms in China,
selling Democratic Peopl eods %Repubtld cWeosifhaKor ea
Peninsula Vessel Fuel Co. Ltd, which was involve
venture with a Democratic P&EhpInads eRep el i(seef
annex 42) that according to its investigation, n
on the alleged involvement of General Associati
Peninsula Vessel Fuel Co. Lt d. I nvestigations co

Mar i teixnpeorts from the Democratic Peopleds Republ
Coal exports by Democratic Peoplebs Republic of

85 From February to May 2021, a Member State as:
metric tons of coal ori gieroat Rremg ufol o m tolie KDe m@ac wa
exported by DemocraticfPagpkdbéanRepembiccaof cK®ee
Republic -cofnt Kot eead vess2hacusthoant haer eMi nignboat | es
431 hi p mMErhtes .Panel notes that thicoalstdumaitregl vol ur
t he -mmomutrh period was significantly | ower by aver
shi pment figures provided by t he -nsoamnteh Member St
tot al of at Il east 4.8 million metpioctteadns of <coa
in 636 shipments t% China (see annex 43).

86 However, the Member State has also assessed

Republic of Kor ea wassc aploei seexdp otrot sr eosfu nteo alla.r gSeat e | |
on 4 April 2021 captpdredd Rz phdbihaggeaifli KeBeal s

at Taean Port, Democratic Peoplebds Republic of k
coal (see annex 47). The Panel continues to moni

87.The export of coal shi pmentpsubfilriocm otfh eKoDreenao c r a
foll owed previously identified patterns: Den
fl agged and Democr at i c -dPeerotprl celdlse dReweaishd @ lcs ol a vkeo r
ated within the sAmmeusahraecna swanietrhsi;n tNienygbloave

32/261

BLiteral IVyL =% nfeob tihe Democratic Peopleds Republic of Kore
is a simplified map of an arearéa Wemecs awher eops &8ébs Re
a third country were permitted to fish under strict sur\
4See&/ 2021/ Rdrna. 54 and annex 32 (a).

| bid., para. 55 and annex 32 (b).
%] nf ormation as at May 2021.
“Twexperts expressed the view that the information in thi

21-1094¢
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inwol ved-tignhisphitpr ansfer s-fwaglgeldacge gbhvessel s; an
have broadcast fraudulent identifiers or have no
88.0 n a marked change from previously observed a:c¢
i mpoagticoal from the Democr at%nco Pseuocphl ebdasr gReesp u b | i
have been reported to the Panel as entering Dem
waters in 2021.

o}

89.The Panel continued to seek the assistance of
Democratic Peopleds Republic of Korea and Democr
l i nked vess«&houbhamMi wgber sl) ,(swkerfei gumey Xhave
continued to gathe-t ctho pe ¥ (@snasef e@mlss o vamneahi 94) .

90.A numbtehresd vessels have featured in previous
exporting coal in the same waters. Several of t
Korea vessels continued to remain in the same
figXrd°These aareassuubject to relevant port and oth
authorities that collect information on vessel a
Figurle XI I

Il lTustration of Democratfca®gegl and Remabltatiof
Peopl ebs Repwbslsioxc i aftsekKloNiagbgabed h a n Chi na,

5Apr il 2021

Positions of DPRK-flagged and DPRK-associated Coal Vessels
Ningbo-Zhoushan Port, China
5 April 2021

o5 KUM JIN GANG i | i TO MYONG
ENTERPRISE et | s MYONG SA SIM N UN BONG 2 W UN BONG 1

HORIZON STAR i | &k NAM DAE CHON
JANAM SAN &l | @il NEW DAWN
KWANG MYONG aiie

-
L ] ZAIZHOU 1

JINAM SAN &8 | &&& PUK DAE BONG
PUUN & | &l SURIBONG

“NWASONG
KO SAN
=
CHANG PHYONG wiide | &ie PHYONG AN
JANG UN il |4l RA SON 6
cuina ARSI R VetselTrafi Sanice
i DPRK-associated vessel
@ik DPRK-flagged vessel
GRANDHOPE“
.
JINLONG 1
Sourckember State.
8Se®/ 2020/ A&na8, S 2.1/ 211
®Se®/ 2021/ 211
“These iMyednuglella Sim Ni , EnterprisandKKwRingBatygpng, Puk Dace
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Fi gt ¥
Democr
Tr af fi

atic Peopl

e Reetp udil fi fce rod n tKk olre@a tviessse lnear Maj i
c Service a

s
ea, March and April 2021

DPRK-associated Vessels at Anchor with North Korea-ocigin Coal 23 MARCH 2021 DPRK-3330¢i3ted Vessels 3t Anchor with North Korea-ongin Coal
Near Zhufiapan D20, Ningdo-Zhoushan Port. Chima Near Maji Shan. Ningdo-Zhoushan Port. China
29:55:18N 1222600 € 0 30:38:29N 1223216 €

Sour cklember St ate.

91.The Panel asked China for information on eac
Republic of Korea vesseHe ipdersteinfti @ ms Cithn cheers ew hwiad
were transmittingt,ehhegitramashbersaoagndbcped in Ch
with the type and amount of cargo offloaded, t h
along with the entiti ensd aonpde ri antde dv itdhuea Irse ctehiavti nogw n
and the end destinations of the offloaded coal c
92.China responded as foll ows:
€10 vessels with | MO number did not enter Chin
Among theseKum WViesgre@GsnBosngb @i t teendt rpyor t
requests to Dalian and Yant ai respectivel vy, b
Regardi ng tées eltshewi tlhso uvt Il MO number, China ¢c
their information as China is not the flag st
93.The Panel has obtained i magery from a Me mb e
mar i time | aw enforcement patr alad Opeearoatriang ci n cl
Peopl eds Republic of Korea vessels on a number
Peopl eds Republic of Korea vessels were all repc
Chi nfelsegged vessels. The Panel askea China for
patr ol boats might possess on the identificatioc
Peopl ebdbs Republic of Korea vessel s, the vessels
any associatéd actions taken.
94 China responded as foll ows:
China att aacrhcees tiompoombati ng and regul ating i
activities. The patr ol and l aw enforcement
conducive to maintaining navigation order in v
and is also faithfully iewpleeamkeavang &é&euroibtly
Council r es otZihtoiuossrhsa.n MNvangehres i s a sea area wi
traffic of wvarious types of vessels. It i s co
“"One expert objects to the inehnfusi oementi9Bmopamaas on93 el at

34/261
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guard vessels t o be patrolling t-here. The ac
enfemeaent force concern its nati onal security.
respect the |l egitimate rights and interests o
in its report unverified information relating
whi ch wil Iseacfureictty .t heir
95.The Panel notes the concerns of China regardi |
and remains focused on the Democratic Peoplebs R
above. Confidential annex 45 contai.ns the i mager
Cargo vessels receiving coal originating from th
oKorea
96 .The Panel continues to investigate the usage
Republic  fdfaggede a es s el-fsl aogfg elda rbguel kChcianrago v essel
receive cdalhiwi a raamisgd er in ChTmesPamnelrisorial
investigating fwaggasesaohDoChiensaels reported by
to have | oaded coal from Demhblcaggéd Pespeledsi Rejy
Ni ngbhooushan wa-tearhs pvita asisifegr and to have delive
Chinese ports between February and April 2021.
Chi-associ ated MMSI, with one vessel having a reg
recei ved neagteelyl idteet ai l ing the voyages of the ves
ti me-tsshthiipp transfers, the presence of the Chines
coal in their holds, the Democratic Peoplebs Rep
the coatlet ainl s of the dates and times of the ves
Panel of the rfoluatgegse do fv etshsee ICsh,i nraeported draft <c¢hea
of Democratic Peopleds Republic of Korea vessel:
Al S, @amtd @nalysis where the Chinese vessels do
information provided by the Member State. This i
with a request for further information.
97 . China responded as foll ows:
Rel evant Chinesendauthiongtiegegeatriegati on and vert
do not have information to share at the curre]
still under way, China requests that the Pane
related t o these vessel it @amr uipttd ng epdrithn,adsan
investigation and | aw enforcement .
98.0 n view of the ongoing investigations by Chi na
has retained the information on the identifiers,
research intioed htehdti sawerd a&md imanage them. The Pa
the investigation by China in due course.
Export of <coal originating from the Democratic P
i mport of humanitari-anipavggaige a single round
99.The PamMelmband St ate observation indicated that
two dozen Democratic Peopleds Republic of Kor ec
outside Nampo Lock Gat e, Democratic Peopl ebdbs Rerg

become-ta rino nvge s sneel agrueaar aknsjeie f i gur e

”?See, forSlextip/lEkdnas.i668 and 65
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Figure XV

Democratic Peopl e 6éfsl aRgegpeudb | a ncd oD e nkoocrreaat i ¢ Peopl e
Koraasociated vessels at anchor outside Nampo L
Republic of Kor ea, after returning from ports a

DPRK-associated Vessels in Quarantine Outside Nampo Lock Gate, North Korea
As of 11 MAY 2021

KUMHO 1
TAE PHYONG Luec':(pv:'l srlAn 25 March 21
31 March 21 2 /
Z s /g
5 ’}'" 4 _/ m"f:m"m 3 CHONG DAN // /
/ \ 20 Apri 21 / THAESONGS / KAL MA
e \ NS e AL/ 6 May 21
- e\ ~ L - / /
\\ N \ temmr / / mgips:);"m
Lot 0 pe— pe
Rt gon \ e -/ J
\ /
NS e ‘ / /
e N Jmn\uuca 21 J;mls’z‘ln L o
— O\ 10 Apri 21 ./_,
— ‘ \ TAE PHYONG 2 7 /
*\ 17 Mareh 21 PAEK SONG § /
\ 19 Apri 21 /
ENTERPRISE /
oty 29 Apa 21 sl
- ‘ MIRAE 1
JASONG 2 K%M::u::g? P eapnz
27 Apnl 21
e~
VESSEL NAME
Date of arrival
Port of Origin:
& Dalian, China
Lianyungang, China
&= Longkou, China
N. KOR. &= Ningbo-Zhoushan, China
North Korean Port
& Unknown
SourceMember State.
100rchese Democratic Peopleds Republic of Korea Ve
i n China, based on Me mber State i nformati on. 5
Democratic Peopl eésl aRigewi A MO oNfo . KodrlelaD 2 36) t hat
were tracked by the Panel were reported to have
Democratic Peopl eds RezZphuobulsihca no fwaktoerresa bienf oNien gsbaoi |
Dalian port, Chi na, where the Member State stat
ai dol oXufl o/r i mport to the Democratic Peopleds R
figXWe. See annex 46 for more details.
“Port analysikoi wallscaheedheldant the Beiliang grain termin:
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Fig
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XV

Saxmorted coal and imported |ikely humanitarian car

KOSAN

03 July 2020 15:01
« Destination changed: from DAILIAN to CHONGJIN

© ETA changed: from 29 June 2020 08:00 to 12 July 2020 08:00
¥ Draft changed: from4to 7.5

1 (9110236)

30 May 2020 7:58:20 UTC
4| Draught: 7.4 , Speed: 6.8
Destination: Hungnam

81 (9110236)

28 Jun 2020 17:56:07 UTC
Draught: 7.4 , Speed: 8.7
Destination: Hungnam

(9110236)

3 Jun 2020 7:59:39 UTC
Draught: 7.9 , Speed: 7.2
Destination: Shanghai

Sour c 8neeab , I HS Mar kit annotated by the Panel; inset i magery: Wi
10IT.he Panel notes t hatcavweasgs ehlusmaanrid ap é rami tctaeady ot d
Democratic Peopleds Republic of Korea provided 't
sanctions evasion activities, pur suant to paragt
2397 (,20ilv)whi ch it is stipulated that Me mber S
i mpound vessels in their ports and may also do
jurisdiction in its territorial waters if the M
believe that the vessel was involved in activiti
by resdél utions.

21-10945
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See /1 3®2,1/Rdrnas .i688 and 63
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102Additional examples reported by a Member St at
and Panel investigations intkondae WDeawelrati c Peo
Song( 18O No. MO 0 3 GKBA3M O  No . 86T28 9 Phyamg 2

(for mer | yMiknngo wznh ofus MGO No . 8602763) that have si mi
coal originating from the Democratic Peopl ebds Re
andckpedd up humanitarian aid cargo at Chinese por
annex 46.

103rhe Panel sought assistance from China on th
Democratic Peoplebs Republic of Korea vessels ir
on iwhh vessels had offloaded <coal originating

Republic of Korea or other stasltitp otnrean c£foenrmod diin i e
Chinese territorial waters in 2021; any vessels
ori gi meotmi ntghef Democratic Peopleds Republic of K
humanitarian cargo at Chinese ports; and any bat
Peopl ebébs Republic of Korea coal exports in excha
China.

104L.hi naonrdeesdp as f ol |l ows:

Thae Song @&ntavwi nPhmoen g r 2d LongkKouwdedrt empty
and sailed to Nampo port afKerédhwadieng fertildi
Dalian Beil i-lacdggdedrdancae mpafyt after | oading rice
tdhse vessels smuggling coal within Chinese ter
for prohibiting t hem f-t omdeaednt andngl opdri hg €
humani tarian cargo.

Recommendati ons

On vessel identity | aundering and swap
10™Member St athép ardgi striesaaheulcd rcssaesupn
identified | aundered AI'S digital profiles used
against trading with such ships.

106Mhere there is suspicion about the validity o
and other relevant maritime authorities should
the history of such vessels entering 1its port
paragraph 9 203f9 7r e(s200l 1u7t)i o n

1001 ag registries should require al/l applicants
includ@eaaep photographs of the exterior (bow, st
their vessels where vessel identifiers are disp

108Member States hosati ngersvhiidpdyafgoeseitghressel s

should raise awareness of the risk of vessel s s
modi fications to obfuscate their identity i n
activities.

On infosmationg

10%.01 ag r esghiosutlrdi eesegul arly publish a |Iist of der e
website and in maritime circulars for the broad
110rrhe misuse of MMSI s is a trend affecting var
and ensure that t hrei eMdMSdrse orfotf | fargaucuwliesnt | vy usec
encour ages registries and Me mber States in whi
fraudul ent identifiers to investigate such vess
investigations, includi ng whietrlre tite rRdmdle,s itm
suspected sanctions evasion activities.
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On AI'S mani pul ati on
11 Member States shoul d monitor and investigat
suspect identifiers, particularly in waters whe
of Korea and DPemaopdreadts Rdpubkleidc voefs skdrseaar e know
to operate.
1121 ag registries should ensure dedicated pers
status of their registriesd fleet as part of t
contacting sdcdagsst tAlas ibnrfooar mat i on t hat is diffe
their registered profile.
113l assification societies should certify the
type A AI'S system on each vessel as part of
I nspecti dmsoks foouwul devi dence of multiple AIS syste
On beneficial ownership information
114T,he Panel reiterates its recommendation that
rel evant competent authorities t o di scl ose ber
rel ated It oemtliltileeggaseeking to register vessels
Member States with open registries should endea
contact information for each individual who ow
foreign entity el wimigesh ehelh heesasl a controllin
a financier of the enterprisenaker. aSsemi or ma
i nformati on shoul d be ma d e availabl e t o rel e
enf orcement, as wel |l as to tmpé emanedti dm faci
efforts.
Trade statistics and customs issues
11%Recorded foreign trade of t he Democratic Pe
plummeted from early 201290 menasrug £pon sRe ctod dEOV It D
exports inapP2®xrienmadcledd $156.9 million, around 3
figures. Tot al i mports amounted to $558.1 millio
in 2019 (see table 2). According to a Member St e
additional aadet i ol uedgalg the necessity for hea\
prices, higher prices for imports, increased in
financial operations, and "omplications in custo
Tabl e 2
Recorded trade ofpltéeddes DRenpwch laiti2 O02fRP ekbor e a, 2018
(Thousands of United States doll ars)

201 201 20z
Exports 352 473 156
| mports 2 327 2 726 558
Trade bal a (1 97. (2 25. (401

Sourckenterna€ennané Trade Map, accessed 6 July 2021.

“See annex 48 for the 2020 Democratic Peoplebs Republic

(HS Code) .
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l1160me trade operations restarted i n Mar ch 202
Republic of Korea authorities constffucted disinf
and made some exceptions to reopen the borders.

P OO0 Tk O UITTUFr TW®W TO0OFR ®OXMNORFL 53— 0"+ pRL 0

recorded in respect of

TSSO Q DO®DN ©9QD®5 S XOFT™HTPFL OSSO SSO0TTHEH O

2
m
h
n
0
a
2

on reintroduced (see annex 1).

Publicly available statistics, including thos
e Democratic Peopl ebdbs oRdp/ubal ipcarotf oKortehae, croeupnrt
reign trade and sometimes include erroneous da

which the country code for the Democratic Pe
tered wrongly in the pladéd cofoft lKKeorceamu n(tkrRy ,c d dce

tual trade partner, i s""Tthree gPuaennetl| ywrcoittee dt oa st hae
ternational Organization for Standardization r
response.

On the basis of Interdatomnmaadt Tomal Crade eda ta
which appeared to fall into sanctioned <categ
ates for i nformation on transactions with the
rea, as well as details @enoanyecasee of mgejodc
ported to or imported from the Democratic Peop
9g.he Panel also sought information from custom
their practical i mplementationenft d@nctions o
spect al |l cargoes to and from the Democratic

ize and dispose of them when prohibited items
nel s templ ate of enquiry).

Many Member States indicayedwinhb todeoDeemdctrrmad
opl eds Republic of Korea in 2020 and 2021, w h
d conformed with United Nations sanctions. Sen
nel about the results of i-ompbit agaei odeeof ca
nex 50 containing comparison dat a whi ¢ h, i
screpancies between international trade statis

Ir.he Panel found that c t o
| ement at rohi ift itomes, p a hough in sever al ca
Il 1l enge of determining whether certain items
/ or from the Democratic Peopleds Republic of
e commoditiestobhamontiherPahel i mpéementati on o
, Ssee annex 51.
0

us ms authorities of
|t

p
a
d
d
n
P

response t the Panel ds enquiry, China repl

main reason why the data of the I nternatf
ferent from Chinabége ofTfCi crieaglar fdisg uwcroemmiosii t h
duced in China apnadr tex paonrdt etdh etno tar atntsifred r e d

K as Chinese export to the DPRK, and they
This is inconsistent with the facitrs and the |
data in a timely way.

.n
h
i
r
=)

To —~+o

China al so stressed t hat there were no trans
the Democratic Peopl ebds F

123At the request of the Panel, Thailand providec
stiantg t he Democratic Peopl ebs Republic of Kor ez
subsequently been withdrawn, with the goods retu

40/261

“fiNorth Korea turnsl@idipsoirnf & cittioong GddekRDR © r to boost t

(NKewd ), April 202Htt Avali l abWwen lan-le owstewrangst poot nort h
i n-tovliai si nfceonit Hpoonotsrta d e /

"Se®/ 2021/2nMdex 41.
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exports included several consignments of el ectri
prohibictoeleéd S oup 85, but also perfumery items, v
sometimes difficult to deter mine.

128Bul garia informed the Panel of exports of nut:

l12%Singapore reconfirmed the inndlirpnrmentonofon t he
wine and juices and its disposal by Customs 1in
annex® 54) .

1248.n correspondence wi t h Uruguay, t he Panel e
prohibition for transfers conkegnedl nmat eni &l fich
as included 227@ ©28bB6ubUroguay had earlier suppo
other commodities |isted in annex 51%. The Panel
by ase tbhoa saisssi st Uruguayan customs authorities in
on planned exports and imports involving the Dem
The Panel stresses that the final decision is t

St at es, ubgugte satgsaitnhast Member States use as gui danc
HS code commodities (see annex 51).

12Guatemal a informed t he Panel t hat i n Decem
Admini stration indicated that its Regul atory Depg
the Central American Single Customs Declaration
t he validath oanndofdedxUGA ati ons containing the cod
Peoplebds Republic of Kor ea) . Further mor e, i nforr
and e xyt,ertntarl d u g h neAaduadnag e 8@ Mde dasnadn Cust oms)
bull etins, indicating that the code KP should n
(see anmex 55).

128G uyana informed the Panel that the Guyana RevVve
a ri slke pgydtiem in the Automated System for Custo

Management (ASYCUDA) Wor l d system sponsored b
Conference on Tr ade and Devel opment (UNCTAD) w
ann®&) .

129.he Panel i Nt erpdag atta vceo matnisad wesd &so wtf a toipethi ¢s anc
data provided by Member States in order to fla
investigate their cause.

130'he main goods exported iII egally from the De
Korea i ncl uedreadl sc,0 ailr,o nmi nsand nd textiles. Accor
in 2020, millions of metric tons of coal as well
were exported. By May 2021, the Democratic Peo
exported at | eass 364c0@a0 Mmhetei part a. 85) .

13IT.he Panel reviewed several Chinese | egal pr o
exports of coal , sand and zinc. Bet ween 30 Oct «
Chinese citizens conspired to samugglPeopdaldsor i gi
Republic of Korea into China. Payments were made
Lt d. and the coal was transferred to vessels be
Shipping Companyf oAn@hitmeseaede@emdtant s guilty of s
each receiving prison sentences and fines.

®l bid., para. 117.
®The Panel is seeking clarification.
80Semttps://wenshu.court.gov. cn/
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132Ano0ther court caseHaconFéaEnt hxdi thy smsgeling co
originating from the Democratic Peopleds Republ
Federation and then into China. TFhhees ecdo a | was al
Champion GI obal Trading Limited tod.Chifeng Shel
Chinese court records indi-cangpi nd&atadr selvad adl ©d
facilittadbkdp shiransfers of zZzinc powder originat:i
Peopl ebébs Republic of Korea in June 2019 involvin

(a jveinmttur e between the Democrbaasi ecd Plemopph aesdbasn Re p ub
Trading Corpor athiacrerdarnd atoimé ngreidmé Jlwo me ASdroic k
Corporation).

Recommendati ons

133.he Panel recommends t hat t he I nternati on
Stnadar di zati on |l ook i nto possi bl e measur es t o
country codes for the Democratic Peoplebs Repub
of Korea (KP and KR respectively).
134.he Panel recommends t hat Me mber States stre
i mport contr ol Il i sts, using as supportive mate
prohibited commodities (see annex 51).
135T.he Panel notes that Member States could stud
ASYCUDA system devel oped by UNOTM™SD (a comp.L
management system, now used i n mor e t han
https:// asycudamongten/ transactions with sancti
136.he Panel recommends that the cusd oms aut hori
t he anbeonvtei oned resources for the information of
agent s of t heir jurisdictions for due diligen
deal ing wi t h prohibited commodi ties i n rel ati
jurisdictions.

| VEmbragoes, designated entities and I
overseas workers
Embar goes
Cases related to the documentary The Mol e: Under
137T.he Panel continued to investigate some of t

documentBheg | Mol dndercover®lUigmnMdar trre pKoreela t hat th
investigation by relevant government agencies v
initially replied to the Panel-6p gqugastrgnbut has

China replied as foll ows:
Theocumentary mentioned in the | etter i s suspe
means, whi ch has under mined the authenticity
information, and it shal/l not be taken as a cr
Panel 6s invessiugaticoedi DPRK activities in vio
Council resolutions. The Panel should carry ol
i mparti al manner .

8Shen Zhong International Shipping (KPe.073) was designalf
commerci al mda@gkeano?2 the
2Se®/ 2021/ R2drna. 90 and annex 88.
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My anmar

138.he Panel repeated its earlier reqguest for i

cooperation between Myanmar and the Democratic

including ballistic missile cooperation since Oc

return of technicians from Myanmar and the Democ

to thectiwvesponm® countries.

l13Myanmar replied as foll ows:
My anmar Ar med Forces rempirms i temami t bedand i &
actively i mpl ementing i ts international |l ega
di sar mame+wptr odnd eman i oaf omasbedwsetpaosi on ( WMD:
as wel | as di sar mament of t he weapons proh
Humanitarian Law. My anmar Ar med Forces suppor
WMD s and i s fulfilling i ts international obl
| nt er naantd orneagli on al Legal i ns tprruomeinftesr amiitchn r e g a
to which Myanmar i s a party.

Uni ted Arab Emirates

140r.he Panel 6s i nvestiried attieans nidntvo dk@MisDconti nue
Hyong Thae continues to ntercdv eln iwretldrtmnatmsonal |y
activity cooperation between a number of countr
Republic of Korea and in the company of other in
Council Committee establ i3ghé&d (R 0oTohé) aPdnetlo reso
requested further information about Mr. Ri from

to receive a reply.

Mi suse of embassy properties

14TT.he Panel continued mMbsrahvesPiegaledns &EBEpubki

Kor ea Embassy property i n Sofi a and reqguested
concerning reports showing that Bulgarian compan
of t he ATerr a Resi denceo, whi ch o&pptehaer ed t o b
Ambassador (l ocated at No. 6, Andr ei Sakharov S
178%Bul garia responded that in February 2017, th
about the prohibition of the use of property o

Repubfl i Koroea Embassy for any purpose other t har
activities and had been urged to cease any suct
compani es AiTerr a Groupbo and AiTechnol ogicabo wer
menti oned addr esasdwinde dvetree tsdrmrminmgdtye their rent a

to comply with the sanctions regime. According
payments have since been made by these compani ¢
Republic of Korea Embassy (see annex 57).

| mpl ementation of | uxury goods ban

142T.he i mport of consumer goods, including I uxu
paragraph 8 (a)l7qiligdgi()20bbha)s egsdblfutuabhy stopped du
cl oesuof t he border s. Private business xchange
practi ceaxdil syt enrotn.

14Neverthel ess, media reports suggest t hat som
supplies (including fAcar tires andlparts, const
8¥Se®/ 2019/Adna.S/ RV 20dmdrla. 110.

%35e®/ 2021/ Rdrna. 110.
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supplies for Kim Jong Unodés family villa, l uxury
were illicitly transported by ships to Democr at
such as Nampo from a railway depot &t the border

Luxury vehicles

144he Panel continued its investigation of the
Democratic Peoplebdbs Repabbki MeocedeseduatirywoebBi «
2018 from Italy. European Cars e& iMorteh eS.2R.118 had

onward transit sale of the cars The company ad«
had also previously sold in 2017 an& 2018 three
Mer cedes S600 Guard, a S650 May bach and a S6
| deinf i cati on Number s WDD2221761A356488, WDD2 2
WDD2229761A38313%57Logistica & Spedizioni S.R.L.C.

p
c

company that had hadclaagolwehinclsens pipn n3h0 it &h.e TSh e
not received acoenpmaaoryse from this

145T.he Panel has approached Dai mler about the |
confirmed that the vehicles were produced by Dai
at the request of an Iltalian custonyer. Accordln(
the vehicles were registered in Italy wunti/l 207
outside Europebo; the | ocation of the vehicles h
continues its investigations, i®cluding with the
l46r.heanel received information frb@ms&@dMember St a
company Yee Fat MotihhradTradiidg t(@H.ekl. )t hlet  hi pment

automobile to the Democratic Peoyil edsamRepublic

(I MO No. 95004 4klndo@vma adgs) Ldrsgee al so par as. 68 and

Me mber State al so repor tCéda ntgh(@dmpréegna Niowg mbert & 19
Ji Y u ahna d transported t wo containers full of u
Democratic Peopl eds TRep Phalnied onMfr oKker gao t he rel e
China responded: APreliminary investigation foun
Hong Kong SAR company namely O6Yee Faté and the D
cargo <carrildeid YouyaCrtviersas el si quceopntdhu citmwnegst i gati on an
verification. o China further indicated: AThe de
Republic of Korea, and the owner of the vessel i
Yee Fat has yet to reply. The investigation cont
14mThe Panel continued its investigation of the

to the Democratic Peopledbs Republic of Korea. Ac
Overseas Group Foreign Econoffwvasandvoéokdi cal Co
an atdempitgment of |l uxury vehicles worth over $1
Lexus LX570 SUVs, to the Democratic Peoplebs Re
such vehicles reportedly arrived (allegedly from
in | ate S2@Q,t efmbreromward delivery to the Democrat
Korea. These transactions were reportedly facild.i
the Korea United Devel opment Bank of the Democr:
(KPe. 033), t heme@QrnedBankDearred op he Kor ea Kyongeul
Corporation. The Panel has not received any resp
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88

iCargo in fr ediognhgt Straatiino natt rDeamns por t eDAaiilyt NKNort h Korea b
3May 2021. Awavi ldabll ¢ nkt c o-inf et g ldiasnhd-schagnt gi oo
trans-porkdrdemat /
Se®/ 2021/ Rdniklsl.4 113

( ) , Addr ess: 28 Kam Tin Road, Yuen Long Distric
New Territories, Hong Kong, Chi na.
Located at No-l u55 Quwkg lo oNnagnsj hi anng , Jiangsu Province, Chi na.
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Ot her luxury goods

148.he Panel assesses that shipments to the Democ
of al cohol iwer beyweraxzdgeexst dsltlemwt ndmom early 2020 an
beverages became unavailabl e onRl9teleatiedt er nal m
restrictions.

14According to the information av®ihleable to the
Band of the State Affairs Commission of the Demo
recently started public use of -emhdatgrnaendd a sour c
pi ano, televised by of ficial Democratic Peopl e
statTlmhemst.ransfer of such luxury instruments to t
of Korea would contravene the obligation of Me m
Security Council resolutions given that the Cou
resollu7tli8on, 2Po6hHhi bited the direct or indirect su
Democratic Peopleds Republic of Korea of l uxury
asked the putative nfiaonrunfaatcitounr.er f or product in

commendati ons

or.he Panel reiterates ts recommendati on that
eir export control l'ists to reflect the [|ist
nsistent with the @oBL8ct{PBDPH) (20D@xs0l uti ons
0,22)70 (axn®@BR)l (2@a¥®) ding unnecessary broadeni

ope in order not to restrict the supply of u
pul ation nor have a negatei e akdiema reisttarritasn i mp
IThe Panel reiterates its recommendation that
eir busi ness entities and national s exporti
ntractual provision to prevent resale to the
rea.

Zrhe Panel reiterates it recommendati on that

S e
hi pping and transport
king consignees, bear

gani zations encour age
orough systems for che
i pment .

S
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Reconnai snsearmade B@e eau (KPe. 031)

153.he Panel continued i ts i nvestigation i nto
Democratic Peopl ebs Republic of Korea <cyberthr e
Nat i-doenssi gnat ed Reconnai®Ascacnocred i Giegn etroa | muBl utriepalue. me
reports and cybersecurity firms, Democratic Peorg
conducted attacks against defence industries aro
15During t he reporting period, medi a reported
cyberthreat actonndisagkedce oGemer eRlecBur eau of t h
Peoplebds Republic of Kor ea, conducted cyberatta
companies by approaching employeé®©tberthe companr
media reports stated t haKi mshuek yL a&raoruups, Grnooutph ean
cyberthreat actor closely Il inked t o t he Recon
®AKim Jong Unds new favorite band NKNeews 24 fruméd | uxury ir

2021. Avwwwabkeewst. or g /o2ulg2sle/ WOa6v/ckrid m e v a5 fe

| ux-imye-wmus-vicdeos/

NVSe®/ 2020/ 8dMDex 48, for nntae ssalnese dfe nteh@a|l RBwad eau and ot he
organizations in the cyberoperations of the Democratic I
®Sewww. br . de/ nac hr i-wehltte/nc/ ydbeegresgpei aolinaasgdeh e
ruestungskonzdrmneeSnabht) K2
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conducted cyberattacks against Russian defence,
sectorsidncyW@&rOcampai gn c¢c&PTree RPdimealdazhadleedl eo.

enquiries on*these incidents.

155T.he Panel al so continues to investigate the e\
Republic of Korea of sanctions through cyber mear
assets ttha oudpiedteldfectuaclcopdopegr ttya rAeports fro
cybersecurity firms and media reports, persisten
with the Democratic Peopl ebs Republic of Kor ea
phar maceuti cal compah9 esvadfEived Baowalp hOOAIt R d
these activities wi t h Me mber St ates and not es
procedures of the attacks match previously rep:«
Democratic Peoplebs Republic of Korea actors suc
cmpany told the Panel that the potenti al i mpact
evidence was found to indicate that the threat a
i mpl ement ed additional security measures to pr
syssem

Overseas workers

156r.he Panel continued its investigations into o0\
Peoplebds Republic of Korea. A Member State repot
Peopl ebébs Republic of Korea natioesnnabdsd hhddr emai n
continued to earn income in 2020 and 2021 in th
construction, el ectronics and agriculture, i n d
resol2udt9i7on 20he Panel continues its investigatio
157T.he Panel also obtained information from anotl
Souedst Asian countries, Democratic Peopl eds Rep
been operating after the repatriation deadline
investigating.

18.The Panel pr e%tihoauts Ityh rreeep omretdeidc al wor kers and t
from the Democratic Peoplebs Republic of Kor ea
Pichincha, Ecuador. Their contract was supposed
Ecuadfoorr mend t he Panel that applicable measures h
contracts of the workers and to repatriate the D
nationals. The Panel continues to monitor this ¢
Finance

58Based on its own investigations, information
pesmurce reporting, the Panel assesses that the

n the access by the Democratic Peoplebds Republ
nstitwtei oPrasn.el T al so not es t hat t he countryés i
ontinue to be concektasat &dAdi an WwWheteangdaboethbor
egistry processes underyniwnest -irmerc opnpd ¢ @achicree @ naf

-0~ — o0 r
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(in Russian).

®See annex 59 for related excerpts from the report by Ka:
“An feefct ed Member State informed the Panel that an invest
®fANorth-l Konked hackers targeted J&J, Rewdaeas in hunt for '

2DecembeAvad?awwwe reetut er s.-bemt ahonaloe-kdsea
cyber/kmaleitah-k a d ktear rsgjejt @ \da-iv 4 x 4 tocro vri edls e-ar c h
i dUSRBN1.UE

%$See/ 2020/ BdM0a. 129
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nci al i seiuttwntil gns.t hEomMemocratic Peopl eds |
inues to maintain and | everage networks of s
ion activities related to maritime sanctions
ry goods,andltiléetl aaboderi ng of virtual asset

— o 0o —

A.n ongoing Panel review of trade financing r
asion activities shows that the Democratic Peo
rgetranmnswparency jur i srdeigeitsitornys sfeorrviacersporGotnep | i
ilures by corporate service provider s, espe
agement, significantly contribute to the coul
il licit actiwviti

f

t es. | mMes Pumredl foanas ,t htathe tih
eficial owner s 0
t

several shell companies we
es, simpl e identity wverification checks reve
ers had no ties to the mar intoitme wiamdu sthrayt and,
ir identity had been used to register a shell

SE20 "< <O~

~oo0oT—Tg "0 r
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|l eged joint ventures in China

=
()]

Nccordingouocepemfor mati on and information pr
at e, the Democratic Peopl ebsj oRenpubvleinct uafe sKkor e
th -Bhsed compani es.

=wm

=
()]

n January 2021, the Panel began an investigal
g Company Limited, which allegedly signed

ationo with thé&t&KoseapiCihmpet eslysCemser
ar
d

s 0
>0~

e used to facilitate digital retail pay
AiAny items that are prohibited to expor
inese customs eved. ce{(eeanancexté2acfter atrlee
y to China and its reply) According to it
g Company Limited has held ties with the
6s Republic of Koreaesince 2017. l nvesti ga

—~ =
= 0]
OO T — O D N

T
® =~ >

=
()]
2
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(@]
o
-
o

ng to records obtained by the Panel, a
r-eased company, Choseon Xinxing I nf ormati o
soci®awinen,a 60 per c etna s esdh acceempiann ya (Gheienaannex
cording oo fndbmr matMember St at e, Choseon Xi nx
chnol ogy Trade Association is suspected to ha
part ment (KPe.028) % Investigations continue.

O-4>»> X
® Do wo

Overseas banking representatives

164.he Panel tomebshugatéeéooverseas Democratic Peo
Korea bank representatives. I n resp®nse to the o
a Member State relayed to the Panel t hat Adozer
continue to oper az®2 ®d camd peehiavibesd dao émdm st t hat
all eges that six Democratic Peoplebs Republic of
in the Russian Fe%ematimnl,Ln@2@&neéesi €H&mda,one in Si
The Me mber State fuethér castegd Bhastinghesewndi vi
represent and conduct financi al operations on be
“According to information previously provided to the Pane
Computer Center is subordinate to the Munitions I|Industry
the Panel ds most recent reportSie@20ngddbhiels2kbcoi 238 Computer
%®Company name in Chinese: .

®One expert objects to this paragraph because the content
Wses/ 202,11/ Rdniuls4.1 lasn0d annex 72.

MTwo experts object to the usage of wunverified informati
02 My | Li Hy un, who was convicted and sentenced in June 20:

21-10945 47/261


https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2021/211

S/2021/777

epublic of Korea banks simultaneously and that
that the banks have beemeshtb dowestThgat Pabhbksec
regarding overseas banking representatives.

Trade financing and maritime sanctions evasion

165According to anrdecswhs ergeupeonrtt medi a articles,
Group, which is headquxatretnesrievde ignl oSbianl g aoppoerrea tw iotnhs
engaged primarily in internaséanabumwhediesag)) ei i I
a key node in the illicit fuel procur ement act
public of Korea. Based donprtihoer aifnoweesnteingta toinoends ,r
nel initiated an enquiry into transactions r e
bsequt¢wmthi phitp ansf er b ef WeagRyuepdehre( II¥h@ N Naur u
90%8&a8AHES8) he -fulnakgigpeadmo fd M® No . )®admB 2®rl 2
und 1 May 2020 (UTC) and again on or around
l ation 209 7% e@2@ud)aongr aph2B850ft 20459l uti on

T TS OC Q9 O

0
o}
a.n April 2021, the Panel requested financi al
garding the activities of t ISaupWirassdamrGroup r el
mo.ndTBe Panel al so asked dfidri gelnarei fpircoacteisosne sa s
procedures of the Winson GMYQuwmp itte mietpilgyat e s
he Panel, the Winson Group noted its commit
ided a summary of its due dyi |Ipugte nicret oprocedu
e n 2018.

o}
a

A.n expl ai #tignhg pt hter asnhsif pS u p e beerdoi eaermo,WEdh e8
e WiGmoaum stated that its wholesale ¢
ormerly Super Gold Holdings-chacter ae
uperfrSamra Winson entity, Golden Shelte
hupert ctdekée very of gasoil from Winson Oil ( Wh
r-eeboar d Saisnios. Gl obal went on to sell portions
ompany named AZfull bot o [Rioamatal 68i nwch i &lho maolmi na't
o take detHiovkeirmgntsf ar Stwpéeh Sheaer

- " O3> T oo
[SRg )

t
v
c

R
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S
N
a
v
1
r
D
a
t
p
p
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t h
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S
t

f

c
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168\Vi nson representatives also reported to the Pe
due diligence screenings on Sino Global, finding
was Mr . Cween (QGhiahnd t hat t motcdmpamryl was any

48/261

seB| a@Gkl idEx posi ng Niosr tohi IKoprreoac ud,Rmmgat Ueit wedkServices

Il nstitute, 22 Mawwh. 2021 ; cauwgréisbeaabricendaptubl-i cati ons/ speci a
resour c essa npd sstjpoenaeiepdbo r &gcdklek p osmiomigohr - apfr oc ur-e me nt

net wor 8s 65 att sloeaways from investigaKbngNegwvert oil del i v
York Tim&s Mar ch 20w®ww. mwtaii heasb.l ceom/t2 02 in/oO-Z/h2 2/ wor | d/ wi nso
koreilankers. ht ml

This vessel is currently broken up.
The Pameprbviousl|ly Diexmarfnoern8deeds itghneat i on and further note
vessel is the | argest tanker to illicitly supply oil t o

For the Panel 6s PramondSBd O 20 hid rital. 2t022¥,/ 8 4 0

para®.9, Samd21/@edrla. 49

The Panel previWiunssloyn w3drootuep tion tMaey 2018 to highlight the

exploitation by the Democratic Peopleds Republic of Kor e
registries and the |

foreign national s, of fshore company

ev ars i of United Nations sanctions. The | et-ter also provid
omboardodo best practices.

WAs part of its sanctions compliance policy, the Wi nson (
due diligence on prespeéeafcilwaecsosmametrpamts cl auses in its
carries out appropriate risk management before entering

The Wi nson Group aéksnhoiwl etdrgaends ftehre. s hi p
YWwWi nson Oi l (Whol esal e) Pt e lotmp ains emar tl oaxcfattehde i Wi nSsi onng agproc

21-1094¢
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designat ed¥Ihtei tcioend rlaicgtss .f or gasoil between Win:
specifically note: AThe product of this contract
North Korean entity or any otbemn santbroWedsonbun
Group corporate officer, AWi nson was not invol ve
Gl obal to Zfullbot o, and/ or Zfullbotods nominat.
and an individual named Al ¥wo was the operator f
16 Howver, information obtained bweit hesd®danel show

the address No. 150 Chengobai Road, Fengshan Di st
of China, to register®TShHinn iGd otbhad g asme acdcreexs 6 41
a senio6GrWwWupsemployee for an | MO R(ippMG cati on for

No . 7908386i69h | isted the shipds owner as Spril
Li mi'*Bhe same employeeGabsp emadl|l aoWi nhenapplice
alongside a phone and fax number I[1¥%ked to Winso
170. review of soci al medi a records (see anne
af orementioned employee and Mr.re&€hisaciaale cl ose
medi a records obtained by t he Panel show that
relationships wi t h sever al individual s wh o occ
Shipping (Taiwan) Co. , Ltd. , Jiu Li Shuen Tradin
subst amtkisv,e tlhe Panel is continuing to investige
subsidiaries, as well as the owners and operator
WThe Panel was unable to identify any online profile, col
suggest the companyds invol vemnidntg iinndtihceatooirls ionfd uas tsrhye.l |
company thatptéei Canley haported.

Mzfullboto Co. Ltdg,(which was incorporated in January 20
footprint and | ists a Chines), naittilmnalr eesaiméan tCihaln addryeas

Shi shi City, Fujian Province, China.
2Court sredmorTdai wan Province of -€éiinaat ndomategoitmtat 1Chsiede

at this same address. The same court records also indic:
Keyeh (). Corporate records indicatie vtehsatt oanbei ndi vi dual
MrChi en al so operated a company from thi)s. address called
Further more, Mr . Chien was | i stean aci It healsaapecoumpanry for

|l ocated one floor below Wi nsiom IShifppueg TiTadwag) ( £&oWi ndd
organi zfatamn3 September 2018 to 11 February 2019.

BThAn Pdelgi vered oil to Nampo on two occasions in 2020.
WEor prior PaneAn rRgpaly/ t2i0Rg /@®driahe 46 (a) and annex 25. Sp
I nternational continues to |Iist the Winson Shipping (Tai
commerci al databases as its contact detail s.

BNow knowamng@sYuZhShi pping Co., Ltd (

%0ne expert expressed the view that after the company nal
Tai wan Province of Chinao.
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=
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Chien Chiw R e —— = \\ —
n Sino (.J Co. Lid IF U\LU/O-:’RYU) ; @
\” T ‘\\
No. 150, c-‘ Feaganan \\\ // Chen Jieyve (BB
Source: The Panel .
Virtual assets and virtual asset service provid
17According to information provi édedirlcye Member S
informati on, t he Panel assesses t hat t he De moc 1
continues t ophciosnhdiuncgt acspaepaas tg ntshe cryptocurrency
These phishing campaigns mak e heavy use of socCi
potenti al target s as wel | as ma k e initial cont a
Panel t hat the cyberactossi hglpudiahg yt useusargete
mass marketing platforms to send and track phis
l'inks to news artielaelsi coua)t dohmennittsi atemonont a
mal i ci ous fil es-badads pfaipluen g r ; p ¢ dand dicdacl ohki dn g
support personnel at cryptocurrency exchange hou
Recommendati ons
17 2T.he Panel notes t he October 2020 revi si on by
Force of Recommendation 1 and its Interpretive
coung ramrd private sector entities to Aidentify,
their proliferation financing ri sks (PF risk)o
no-nmpl ement ation or evasion of the targeted fin
t his r e q thier elfeennet!, rtecommends t hat al | Me mber St
sector entities revi ew t he recently published
Guidance on Proliferation FinaHlHcing Risk Assess

WAvail ahitltep sat/ /gwmviw.. foatgf/f medi a/ f at f/ dPrcalmefregrsd triegmrt s/ Gui da

Fi nanRiisAlgs esadMmdrntgati on. pdf
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VI Uni ntended i mpact of sanctions

173 .n pamagsapf Ii2897eg@Bbfe)dSrecurity Counci l rea
t hat United Nati ons sanctions were not intende
consequences for the civiild aRepplpaudsat Remu Ifi ct hee
Korea or to affect negatively or restrict those

and cooperation, food aid and humanitarian assi
Counci l resolutions and alye Ptrri enaged rtetsgto nisti bw d
and need to fully provide for the Ilivelihood nee
174nited Nations agenci go,veMamearn abt atrganazédt no
continue to characterize the humani tari an situ
Repduic of Korea as deteriorating. I'n April 2021
severity of the countryds economic situation, n o
is now getting tense as the agricultural sector

dutteo t he damage by®anyd htohoen sliatsuta tyiecar owas of f i ci al
as a nf o8whicah sofsfoi,ciBThidsatadmiuppioogn .coincided wi
unusual price volatility for many consumer comm
acsedgdo goods and services, panic buying and a f
of medi cal supplies and services. The Panel at
contributing to the deteriorating humanitarian

RepublKioc eaf

(a)Measur es rel ated to t-1h%, pirrecvlendii nogn bodr d@O@V
closures since January 2020 and the virtual ces:
in export earnings and strict |l i mssenbhnat he abil
goods;

(b)Continuing restrictions related to United N
reports, t he Panel assessed t hat t hese restric
i mportation of fuel, machinery andrgsypare parts,
security, ci vil transport, agricultur e, heal t h c
Panel is unable to make a quantitative assessmen
its relative impact has pr obablsyurdeesc,r etarsaevde Idue t
l'i mitations and i mport restrictions, the Panel d
sanctions i kely have had s 0ome unintended ef f e
negative humanitarian conseq%¥%ences after the bor

(c) Atmgt s to increase centralized control overt
l'i mitations on mar ket activity (for exampl e, re
BRemarks made by Kim Jong Un dur itnege tphlee sMom kiem sDu ®Par ty Ce
which is traditionally a period when the depletion of f ¢
Un admits food security i ssuNeKs MNeswip9a rAtuyg upslite n2uOn2 1e,v e nt Ki
avail asbwlwe ndthews. or g-p 2@ Retviebnt cqaf&fn 4mp tuga d mif o ® d
secursg swyes
YAiNorth Korea admits 6food crisis,MNKNews 290 alimne o be di st
202Av.ai | amwiwe n&ktnews . or g-k @ 0R2AMIOBE dh ossd s ati-dne
di str-ippopedati on/
2According to the information officially provided by the
it he production in 2018 was about 4.95 million tons, t he
experts estimate a food shortage N. aKomueaa dayys mithd i on
food productiyemardodéowTihe K@t &a, Herlkdldy 2021. Available at
http:// wwwO0l. koreaherald.com/view. php?2ud=20210714000330
21Two experts are of the view that there dcdard be | ittle dol
uni ntended effects on the humanitarian situation. Anot he
to support the assessment that sanctions have had an eff
Democratic Peopleds Republic of Korea.
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for
uanni tarian aid to the country proceeds unhinde

ods other than food), resulting in the |l oss o
tivities.

5Srrh@®anel continued to asse$8 phepdempacanaof t h
nctions on humanitarian operations within the
rea. I n May 2021, the Panel surveyed 38 Uni't
government al cagrahiedtfi omsexdmpti ons to the Se

mmi ttee establ i shedl7pludr sg2acedi6t)ber rdsoeatipnor
di 4 steley annexes 65 (1) to 65 (3) for a summar )

Responding organizations noted Ilittle or no
nduct humanitarian aid operationg?® since the b
st organizati onsconmtidyngenr sbmavel iand Il ack a
formati on, making independent monitoring i mpo:
vement for the few remaining personnel have w
icial ®asEdi 4 rdeasparency makes it increasingl
i ng. Organi zations are struggling to mainta
ing projects.

Q 5 —™
o Qo ~

respect to sanctionsd i mpact on humanitar
rgani zations are delays in receiving exen
g channel, which ultimately increases admi
s
t

2

nw -5 T
T OOmDCSc T+ X0

clearance; a decrease in the willingness
el aned items -rainsdk iorpge rbayt ifoinnsa n cdiea | i nstit

> 8o —

a

hed funding for operations. One organi za
d to understand the information involved
dofect channel for resident I NGOs to col
ns Committee has, on some occasions, pr o\
i bilities. o Complicated customs procedur e
or t svehda vtihneg prreocpeeir exemptions. Suppliers
d submitting of fers, specifically not i n.
Atcesding to another organization, the fse
prevented banktsr dosadtuimams tfaoi apapgmepl i es
vessels to enter ports in the Democratic Pe
Democratic Peopl ebs Republic of Kor ea
arian projects forcalhedeloaywd rtyaveahalppo nige
ted to both sanctions compliance and cust

t

® 5T
oOT —0 *+ 35

t1
nit
i bu

~30Va<~"0D0IS0n.as5g

= o

grrhe Panel recognizes the importance of human
om the pandemic and wunderscores the need

solutions. The exemption process, which has in
pandemic, shoul d be further streamlined an
derstandabl e.

commendati ons

gd.he Panel notes the usefulness of biannual br
tions agencies on the unintended i mpact of s
e Committee continue this practice.
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225e®/ 2021/ R2dnuls7.4 1]am3d annex 99 (a) for a summary of previ

2ZAccordin

25

g to one organization, measures i mposed by the |

have resultedoimesdischertoalggetofond ul ti mately affecting t
2gince 2018, the price of goods for humanitarian project:
per cent, ultimately putting pressure on the operati:H
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180r.he Panel reiterateseaser enseeda floies hu rtgheen t
banking channel

18IT.he Panel recommends that the Security Counci
and processes t hat mitigate t he potenti al uni
sanctions on the <civilian pdpWwlsatReopnubdfi ct lod D

Korea and on humanitarian aid operations to beil
popul ation and overcome t h1l9 cpanmsckegmien.ces of t he

INati onal I mpl ementation reports

Status of Member Stapéemeaparnti nmgodnunttelbasant

18 B.y 31 July 2021, 6 6 Me mber St at es had subr
i mpl ementati oB3DT (21T )Mteimdrer St az2xa5 on resol ut

(201795 Member Stasgésgs ¢é¢209M&Melmbteiro®t ates on reso
2321 (2@ah@Membar State20mMm redel6gptiitoen t he i ncreas
in overal!/l reporting, therpoetingt8&sathbhat (1LBe&, n
of which sepeedansnta memlueri tgyf Ctoluemc ¢ in 2019)
resol2u3t9i7o n(r2zemaz)ns significant.

18Feparately, the overall response rate by Memb:¢
about its investigaéenbnsand tkResréebpaonse0 paete of
individual s i s even |l ower . The Panel not es t h
individuals should abide by the relevant Securit
the Panel 6 enquiries in a timely manner.
Recommendati ons

1840r a consolidated I|Iist of recommendati ons, S ¢
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Annex 2: Li ght Wa+tEelre cReracctaolr t(rLawRs)f & rdme rod drh e
turbine generator

‘ Electrical transformers

Turbme generator

SourcePl anet23Labeel 021
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Annex 3: Construction activities in the area
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\\\ .

A circular structure

SurcePl anet23Labeel 0621
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AnneYehicle activities in the vicinity of

Sourcel anetl 8L aAps illnc2.021

5MW(e) Reactor

|

SOurcePl anet23Labeel 0621
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Annex 5: Radabohamorc wafliarnedd CGohadr mal
chi mney smoke

Radip"cﬂ}eﬁ\ical Laboratory
4

P

Coal—fired thermal‘plant

Shadow of the smoke

-
-

* \

Smoke from chimney
18 April, 2021

%

8 March, 2021 25 April, 2021

4
|

Shadow of the smoke

1 May, 2021 6 June, 2021 23 June, 2021
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AnneXYorngbyon Centrifuge Pl ant

Uranlum enrlchment facility

Sourcel anetl 8LaAps illnc2.021

Absence of the trailer

SourcePl anet23Labeel 0621
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Annex 8: Pyongsan Uranium Mine and Concentr al

Pyongsan Uranium Concentration Plant

Tailings pond

SOurcePl anet Labs Il nc. 13 June, 2021

Possible expansion of solid waste

Sourckl anet Labs | nc. Slavrc olRll®dnet20l2dbs | nc. Jun
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AnneXy®dngsan Uranium Mine and Concentration

.
Yellowcake production Iant

Surcel anet Labs 1 nc. 5 April, 2021

X =

Railcaf activities

o,

Railcar activities

Sourcel anet Labs |1 n@.0/ Aprom 2&®R 1t o 1®otMagygm,2021, 1
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Annex 10: Suspected uranium enrichment facil

Vehicle activities

Possible main facility

SSurcdl anet Labs 1 nc. 5 April, 2021
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Annex 11: Suspected nucl ear weapons storage f

New building

Sourceoogl e Eaoeh: January

Entrance of Tunnels

SOurce&ooglJeanEuwartyh :2019
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Annex 12: Panel 6s enquiry to the wu

of Technol ogy website

n

ver sit

United Nations @ Nations Unies

HEADQUARTERS - SIEGE NEW YORK, NY 10017
TEL.: #1212 963 1055 - FAX: =1 212 063 2013

UNITED NATIONS SECURITY COUNCIL PANEL OF EXPERTS ESTABLISHED
PURSUANT TO RESOLUTION 1874 (2009)

YOUR REFERENCE

3 June 2021

Dear Sir/Madam,

[ am writing to you with regard to ongoing efforts of the Panel of Experts established
pursuant to United Nations Security Council resolution 1874 (2009) to gather, examine and
analyse information regarding the implementation of the measures imposed on the Democratic
People’s Republic of Korea (DPRK) by Security Council resolutions 1718 (2006), 1874 (2009).
2087 (2013). 2094 (2013), 2270 (2016). 2321 (2016) and 2356 (2017). 2371 (2017). 2375 (2017)
and 2397 (2017), in particular incidents of non-compliance.

The Panel would like to request information on academic exchanges between -

B and the DPRK s Kim Chaek University of Technology (KCUT).. The

KCUT website, as of 28 May 2021, lists asthaving “international
friendship cooperation™ status with KCUT (Annex 1).

The Panel ismaking enquiries concerning scientific and technical partnerships with DPRK
scientists in academic fields covered by the relevant provisions of United Nations Security Council
Resolutions (below). The Panel seeks information to assess whether these partnerships have
involved joint studies which may have contributed, or continue to contribute, to the development
by the DPRK of technologies related to its WMD programme.

Paragraph 17 of resolution 2270 (2016). reinforcing paragraph 28 of resolution 1874 (2009)
which called for Member State vigilance. states that “all Member States shall prevent specialized
teaching or training of DPRK nationals within their territories or by their nationals of disciplines
which could contribute to the DPRK s proliferation sensitive nuclear activities or the development
of nuclear weapon delivery systems, including teaching or training in advanced physics, advanced
computer simulation and related computer sciences, geospatial navigation, nuclear engineering,
aerospace engineering, aeronautical engineering and related disciplines”. Furthermore. paragraph
10 of resolution 2321 (2016) clarifies that for the purposes of implementing paragraph 17 of

CC: Permanent Mission of China to the United Nations

21-10945
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resolution 2270 (2016) specialized teaching and training which could contribute to the DPRK’s
proliferation sensitive nuclear activities or the development of nuclear weapons delivery systems
includes, but is not limited to, advanced materials science, advanced chemical engineering,
advanced mechanical engineering, advanced electrical engineering and advanced industrial
engineering.

Moreover, in paragraph 11 of resolution 2321 (2016) the Security Council decided that all
Member States shall suspend scientific and technical cooperation involving persons or groups
officially sponsored by or representing the DPRK except for medical exchanges unless in specified
cases exempted by the 1718 Committee or in all other cases notified in advance to the Committee.

Furthermore, the Panel has concerns that if DPRK scholars have access to the internet,
libraries, and exchanges with other scholars, they may use this access to collect proliferation
sensitive information which could contribute to the DPRK’s WMD and ballistic missile
development or the enhancement of its military operational capability. The Panel also has concerns
that networks developed during overseas exchange programs may be used to facilitate the transfer
of intangible technology applicable to the DPRK’'s WMD programimne.

In addition, paragraph 8 of resolution 2397 (2017) requires all Member States to repatriate
to the DPRK all DPRK nationals earning income in their jurisdiction and all DPRK government
safety oversight attachés within 24 months from 22 December 2017 and to submit midterm and
final reports on repatriation. The Panel notes that paragraph 8 of resolution 2397 (2017) covers all
DPRK citizens who are eaming income, regardless of work authorization, visa category. and how
the pavment is labelled.

In connection with the above, and in its effort to gather reliable and verifiable information,
the Panel would be grateful for your assistance in providing the following:

1. Information on the current status of (|G -c:d:mic

exchange with Kim Chaek University of Technology.

(=)

. The total number of DPRK students who have studied at
since 2017, as well as the number of current DPRK students. Please
specify their degree programs (whether Masters, PhD, post-doctorate researchers,
etc.), fields of study and subject of their scientific collaborations, if applicable. Please
provide information on any scholarships or sponsorship they have received / are
receiving.

3. Confirmation if any DPRK scholars have been affiliated with
B :incc 2017. If so. please provide the Panel with the following
information:

3-1) A list of the DPRK scholars (name, affiliation, area of research. period of
affiliation) as well as copies of documents showing their source(s) of income
while in China including sponsorships (if applicable);

3-2) Information on whether any financial support, such as scholarships, for the

DPRK scholars are provided by (||| NG -

[

66/261
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3-3) Information regarding any non-financial resources provided by -

i < 1uding the use of facilities and access to databases

and IT.

Paragraph 6 of Security Council resolution 2569 (2021) urges all Member States and other
interested parties to cooperate fully with the Panel of Experts, in particular by supplying any
information at their disposal. The Panel would welcome any other information that you might
consider relevant to this issue.

Given the importance the Panel attaches to this investigation, we would be grateful for any
information to be supplied within six weeks of the date of this letter. As the Panel intends to report
on these matters in its next report to the Security Council, we would be grateful to receive a timely
response to ensure that your reply can be taken into consideration. Please send the reply to the

Panel at dppa-poel874@un.org.

Should you or your designated representative wish to discuss this request or any follow-
up matters, please contact the Panel through Mr* and Mr.

Yours Faithfully,

Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009)

Annex 1: Website of Kim Chaek University of Technology

["5)

Sourcéhe Panel
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summar i

Zi

ng specific scientific collaborat:i
Korea and Universities in China
g:itm gl;li::::ities Year | Journal or Subject Title and web reference Authors
Three-dimensional exact solution
. for the free vibration of thick func-
Composites Part .
Pyongyang .. tionally graded annular sector
it B: Engineering ; ;
University plates with arbitrary boundary
of b/?ecl.lam- 2019 Volume 159, 15 conditions
cal b.ngl- February 2019, _ _ Choe, Kwangnam - Pyongyang Univ Mech Eng, Dept
neering Pages 418-436 https://wwxj.r.smencec‘hv Light Ind Machinery Engn, Pyongyang 999093, DPRK;
rect.com/science/arti-
cle/abs/pii/S$1359836818329238
A general vibration analysis of
Institute of Composite Struc- | functionally graded porous struc-
Information tures ture elements of revolution with
Technology, 2019 general elastic restraints
University Volume 209, 1 Sok, Kyongjin - Univ Sci, Inst Informat Technol, Pyong-
of Sciences, February 2019, https://www.sciencedi- yang, DPRK;
Pyongyang Pages 277-299 rect.com/science/arti-
cle/abs/pii/S0263822318326035 —
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DPRK Chin
o Univ:':ities Year | Journal or Subject Title and web reference Authors
Kim, Kwanghun - Pyongyang Univ Mech Eng, Dept Eng
Machine, Pyongyang 999093, DPRK;
p A modeling method for vibration
yongyang . .
University Composite Struc- ana?ysw of cracked‘lammated com- | Choe, Kwangnam - Pyongyang Univ Mech Eng, Dept
of Mechan- cures posite beam of uniform rectangu- | y ;1 14 Machinery Eng, Pyongyang 999093, DPRK;
- al Engi lar cross-section with arbitrary
cal Engi-
. } & 2019 . boundary condition . . ) )
neering; Volume 208, 15 Kim, Sok - Chongjin Mine & Met Univ, Dept Informat
ji 2019, _ ; + .
I(\)dl'.mn?lm ,Eanlz‘:ri'z?-mo fittips:/forvi sciencedi: Eng, Chongjin 999091, DPRK;
ertleU . g rect.com/science/arti-
S cle/abs/pii/S0263822318325017
Choe, Kwangnam - Pyongyang Univ Mech Eng, Dept
Dynamic analysis of composite | [ joht Ind Machinery Eng, Pyongyang 999093, DPRK;
p Composite Struc- | laminated doubly-curved revolu-
yongyang . :
University fures t:m shell ;)a:ed 0:_ hlghert]t:rder Kim, Kwanghun B. - Pyongyang Univ Mech Eng, Dept
shear eformation eor:
of Mechan- 2019 Volume 225. 1 Oc- 7 Eng Machine, Pyongyang 999093, DPRK;
ol Engi- s
e _ng] tober 2019, https://www.sciencedi-
neering 111155 rect.com/science/arti-
cle/abs/pii/S0263822319306919
S . The effects of coupling mecha- | Ri» Kwangchol; Choe, Kwangnam -_Pyongyang Univ
Ki Ch k umposlte truc nisms on the d}rnamic ana]ysis of Mech Eng, Dept Light Ind Machinery Eng, Pyongyang
U'“f’ » rores composite shaft 999093, DPRK;
niversity 2019
of Technol- Volume 224, 15 : . . : ;
65 September 2019 https://www.sciencedi- Han, Poknam - Kim Chaek Univ Technol, Coll Ship &
111040 rect.com/science/arti- Ocean Technol, Pyongyang 999093, DPRK;

cle/abs/pii/S0263822318331763
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Authors

Choe, Kwangnam - Pyongyang Univ Mech Eng, Dept
Light Ind Machinery Eng, Pyongyang 999093, DPRK.

DPRK Chinese
; T Year | Journal or Subject Title and web reference
Institutes Universities
) Free vibration analysis of lami-
Composites Part : i ;
Pyongyang B: Engineeri nated composite elliptic cylinders
University HENgheeIng with general boundary conditions
f Mechan-
oL ecnan 2019 1 Violume 158, 1 L
ical Engi- . ) https://www.sciencedi-
] February 2019, X .
neering Pages 55-66 rect.com/science/arti-
§es o2 cle/abs/pii/S1359836818325332
Optimization of thermo-mechani-
Chemical Engi- cal properties of shape memory
neering Science polymer composites based on a
Kim Il Sung 2019 network model
University Volume 207, 2 No-

vember 2019,
Pages 1017-1029

https://www.sciencedi-

rect.com/science/arti-

cle/pii/S0009250919305846

Yun, Kumchol - Kim II Sung Univ, Fac Mech, Pyong-

yang, DPRK
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DPRK Chi
- Uni:j::ities Year | Journal or Subject Title and web reference Authors
Investigation of thermodynamic
) and shape memory properties of
Matenals &De- alumina nanoparticle-loaded gra-
sign . :
Kim Il Sung : phevs axide: (GO) relnforoed Yun, Kumchol;
University 2013 Volume 181, 5 No- naRocomposites
4 2019,
\1;?9]3; 0 https://www.sciencedi-
rect.com/science/arti- . .
cle/pii/S0264127519303648 Yun, Kumchol - Kim II Sung Univ, Fac Mech, Pyongyang
950003, DPRK
A closed form solution for free vi-
Bosngvaii Composites Part bration of orthotropic circular cy-
Uiaiv:r):sityg B: Engineering lindrical shells with general bound-
of Mechan- 2019 ary conditions
ical Engi- Volume 159, 15 Choe, Kwangnam, Pyongyang Univ Mech Eng, Dept
necting February 2019, | https://www.sciencedi- Light Ind Machinery Eng, Pyongyang 999093, DPRK;
Pages 447-460 rect.com/science/arti-
cle/abs/pii/S135983681832924X
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Annex

14: Reply Plamem China to t

he

8. University exchange (OC.162, OC.167-174)

The establishment of friendship with the universities in the DPRK
is not prohibited by the Security Council resolutions. The friendly
relationship like fsister colleged between Chinese and the DPRK
universities is not only out of the traditional friendship, but also meets
the needs of the people to carry out exchanges and cooperation in
culture and education.

China has aways been strictly implementing the relevant
provisions of the Security Council resolutions and maintaining strict
regulation over academic exchanges. There is no prohibited academic
exchanges, scientific research cooperation or joint studies between
Chinese universities with the DPRK. China hopes that the Panel will
work on the basis of the resolutions and the facts, and refrain from
expanding the interpretation of the resolutions.

In addition, when investigating relevant cases, the Panel should
engage with the Chinese side through the channel of the Chinese
Mission to the United Nations, instead of directly sending letters to
Chinese universities. China requests that the Panel, as a professional
body, does not include the universities in its report to avoid sending
any wrong signals.

Sourcé&he Panel
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Annex 15: Replies from fiSister

1)

Reply from Cuba

[ Transl ation from Spanish]

Universityo

2102605E.doex 1

Translated from Spanish
Permanent Mission of Cuba to the United Nations
Note No. 85/2021
New York, 24 February 2021
Sir,

Pursuant to the request for information from the Panel of Experts established pursuant to
Security Council resolution 1874 (2009) contained in note No. S/AC.49/2021/PE/OC.15, I have the

honour to convey the following information:

A framework cooperation agreement on academic and scientific exchange was signed
between Kim Il Sung University in the Democratic People’s Republic of Korea and the University of
Havana on 18 July 2014, and remains in effect until 2024. The agreement is fully in line with the

relevant Security Council resolutions.

Since the signing of the agreement, no activities have been undertaken between the two

universities.

There are no students from the Democratic People’s Republic of Korea on the Registry of

Graduates of the University of Havana for the period 2017-2020.

Unrelated to the agreement signed by the two institutions, four nationals of the Democratic
People’s Republic of Korea are currently enrolled in undergraduate studies at the University of
Havana. They are studying for bachelor’s degrees in law, social communication, English langnage
and tourism, and are relatives of diplomats of the Democratic People’s Republic of Korea accredited
in Cuba.

Coordinator of the Panel of Experts established

pursuant to Security Council resolution 1874 (2009)

21-10945

73/261

of



S/2021/777

2102605E.docx 2

Cuba is firmly committed to fulfilling its obligations under the Charter of the United Nations

and intemational law and thus strictly complies with Security Council resolutions.

Accept, Sir, the assurances of my highest consideration.

(Signed) Pedro Luis Pedroso Cuesta
Ambassador

Permanent Representative

Sourcéhe Panel
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(Original)

@

REPUBLICA DE CUBA
Mision Permanente ante s Naciones Unidas
15 Lexington Avenoe, New York, NLY. 10016

Nota No.85/2021

cormsoo [N

Atendiendo a la solicitud de informacién contenida en la nota
S/AC.49/2021/PE/OC.15, del Panel de Expertos establecido en virtud de la
resolucion 1874 (2009) del Consejo de Seguridad de las Naciones Unidas,
tenemos a bien trasladar la informacién siguiente:

Nueva York, 24 de Febrero 2021

La Universidad Kim |l Sung de la Republica Popular Democratica de
Corea y la Universidad de La Habana firmaron un Convenio Marco de
Colaboracién para el Intercambio Académico y Cientifico, el 18 de julio de
2014, con vigencia hasta el 2024. Dicho Convenio estd en plena
correspondencia con las resoluciones pertinentes del Consejo de Seguridad.

Se informa, ademas, que desde la fima del Convenio Marco de
Colaboracion para el Intercambio Académico y Cientifico no se han
desarrollado acciones entre ambas Universidades.

En el Registro Histérico de Estudiantes egresados de La Universidad de
La Habana, en el periodo 2017-2020, no figuran estudiantes de la RPDC.

Sr.
Coordinador del Panel de Expertos establecido
en virtud de la resolucion 1874 (2009) del Consejo de Seguridad

21-10945

75261



S/2021/777

En la actualidad, no vinculado al citado Convenio firmado entre ambas
instituciones, estan matriculados en estudios de pregrado en la Universidad de
La Habana cuatro (4) estudiantes nacionales de la RPDC, en las carreras de
Licenciatura en Derecho, Comunicacién Social, Licenciatura en Lengua
Inglesa y Licenciatura en Turismo. Son familiares de diplomaticos de ese pais
acreditados en Cuba.

Cuba estd firmemente comprometida con el cumplimiento de sus
obligaciones en virtud de la Carta de las Naciones Unidas y el Derecho
Internacional y en ese sentido cumple estrictamente con las resoluciones del

Consejo de Seguridad.

Aprovecho esta ocasion para trasladarie el testimonio de su mas alta

deracié
> i
\ 1)
o
(-3

\
8‘3 Pedro Luid Pedroso Cuesta
[ E
/ Representante Permanente

Sourcé&he Panel
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2) Reply frdmdWmiewsarasi t as

UNIVERSITAS INDONESIA e s e, s
Yeritas, Probitas, Qustitia "szmuuhu'nmu

Depok, 22 February 2021
Our Ref. :$-809 /UN2.SU/OTL.00.01/2021
Subject : Inquiry regarding education cooperation with Kim Il Sung University

Coordinator of the Panel of Experts established
Pursuant to Security Council Resolution 1874 (2009)

Dear Sir,

1. We have acknowledged the receive of written request from the Panel of Experts
(PoE) of the 1874 Sanction Committee with reference numbers of
S/AC.49/2020/PE/OC.477 dated 31 December 2020, which was addressed to
Universitas Indonesia (UI), requesting information regarding education
cooperation with the Kim Il Sung University (KISU).

2. As mentioned in the written request, we would like to inform that there have been
inaccuracies on the referred university where the correct one should be
Universitas Indonesia (Ul). Both Ul and the Kim Il Sung University (KISU), with
the support of the Ministry of Foreign Affairs of the Republic of Indonesia and
according to respective national regulations, have signed a non-legally binding
and Memorandum of Understanding (MoU) grade Agreement on Educational and
Scientific Exchange and Cooperation between KISU and Ul (“the Agreement”),
on 18 March 2015.

3. By its characteristic, the provisions of the Agreement are in general form and
stipulate non-binding rights and obligation between the parties, such as
implementation plan as well as financing scheme. The scopes of the agreement
are limited to joint research and education exchange program; participation in the
international symposium, conference, and training organized by the host
university; and administrative facilitation, where possible, for the visit of scholars
between the two universities.

4. Based on the said scopes, Ul and KISU are not ‘sister university’ and,
furthermore, no declaration has been made from our side in referring such
relations between both parties.

5. Under the Agreement, Ul and KISU initiated a socio-cultural program through
a public lecture on North Korean Language and Culture at the Faculty of Cultural
Studies of the Ul on 17 March 2015. Moreover, the representative of the Ul had
been participating as a member of delegation of a mission which facilitated by the
Ministry of Foreign Affairs of the Republic of Indonesia in May 2015. Since 2016
until today, no further program or activities under the Agreement has been
conducted or organized between Ul and KISU.

21-10945

77/261



S/2021/777

6. Therefore, considering the time of the conclusion of the Agreement in 2015 as
well as the scope of the cooperation conducted has been limited to socio-culture
program and, obviously, not related to contribute to the DPRK’s proliferation
sensitive nuclear activities or the development of nuclear weapon delivery
systems, the education cooperation between Ul and KISU should not be
considered as incompliance against relevant UNSCR, in particular the referred
UNSCR 1874 (2009); 2270 (2016); 2321(2016); and 2397 (2017).

7. We would like to reiterate our support to the implementation of relevant UNSC
resolutions on DPRK.

Sincerely yours,

€C:

1. The Ministry of Foreign Affairs of the Republic of Indonesia
2. Permanent Mission of the Republic of Indonesia to the United Nations

Sourcéhe Panel
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3)

Reply from Syria

THE PERMANENT MISSION OF THE SYRIAN ARAB REPUBLIC TO THE UNITED NATIONS
820 Second Ave., 15th Floor, New York, N. Y. 10017
Tel: (212) 661-1313
Fax:{212) 983-4439
E-malil: exesec. syria@gmail.com

PM2021/ S54F 24 February 2021

The Permanent Mission of the Syrian Arab Republic to the United Nations
presents its compliments to The Panel of Experts established pursuant to United
Nations Security Council resolution 1874 (2009) to gather, examine and analyse
information regarding the implementation of the measures imposed on the
Democratic People’s Republic of Korea (DPRK), and with reference to Note Verbal
No. S/AC.49/2020/PE/OC.476 of 31 December 2020, regarding the request of
information on academic exchange between Damascus University and the DPRK's
Kim il Sung University,

The Permanent Mission of the Syrian Arab Republic to the United Nations
has the honor to inform you with the following:

- There are four Korean Non Degreed students In the Faculty of Humanities
and Arts - Department of English Literature - at Damascus University, and they were
accepted under an agreement for scientific cooperation and academic exchange
between Damascus University and the DPRK's Kim il Sung University, signed on
04/21/2016.

The agreement includes: exchange of visits for faculty members, exchange of

students, publications, scientific documents and scientific research.

21-10945
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- There are four other Korean Non Degreed students, as children of Korean
diplomats who are serving at their country's embassy in Damascus, In the Faculty of

Humanities and Arts - Department of English Literature - at Damascus University,

The Permanent Mission of the Syrian Arab Republic to the United Nations
avails itself of this opportunity to renew to The Panel of Experts established pursuant
to United Nations Security Council resolution 1874 (2009) to gather, examine and
analyse information regarding the implementation of the measures imposed on the
Democratic People’s Republic of Korea (DPRK), the assurances of its highest

esteem and consideration.

Bassam Sabbagh
Ambassador
Permanent Representative

- The Panel of Experts established pursuant to United Nations Security Council resolution 1874 (2009) te
guther, examine and analyse information regarding the impl tion of the ¢s impaosed on the
Democratic People's Republic of Korea (DPRK).

Sourcé&he Panel
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4)

Reply from Vietnam

From: .

Sent: Monday, March 8, 2021 7:03 PM

To:

Cc:

Subject: FW: Info regarding Hanoi National University

Please register.

From

Sent: Monday, 08 March, 2021 6:53 PM
To:

cc: I

Subject: Info regarding Hanoi National University

oear (I

Ref: Communication S/AC.49/2020/PE/OC.475

We're sorry for this late reply, with which the updated information arrived when PoE Final Report this year was under
circulation already:

1. On 1 August 2012, Ha Noi National Universities signed an MoU with Kim Il Sung University.
However, then after, the two Universities did not have any cooperation on education, training, science research, or
student and staff exchange.

2. From 2017, Ha Noi National University did not have any cooperation, co-activities, did not receive any teachers,
researchers, experts or scientists from the DPRK.

In addition, there was not any sponsorship, finance support, or permit to access to database or information system of
Ha Noi National University.

3. Also from 2017, there have been 16 students from DPRK to study in Ha Noi National University, on languages such
as Vietnamese, English and Chinese.
These students paid by themselves for their studies.

Sincerely,

Permanent Mission of Viet Nam to the United Nations

Sourcéhe Panel

21-10945

81/261



S/2021/777

Annex 16: Alnternational Friendshipo universit
of Technol ogy

Kim Chaek University website

ckim Chaek University of Technol ogy websi , fA

Sour t e
http:// www. kut . edu. kp./ i(nadcecxe spshepd p2a5 eJ u med e2x0?2s1i )= 2 1
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