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  Note by the President of the Security Council  
 

 

 In paragraph 2 of resolution 2569 (2021), the Security Council requested the 

Panel of Experts established pursuant to resolution 1874 (2009) to provide a midterm 

report to the Council with its findings and recommendations. Accordingly, the 

President hereby circulates the report received from the Panel of Experts (see annex). 
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Annex 
 

  Letter dated 3 September 2021 from the Panel of Experts 

established pursuant to resolution 1874 (2009) addressed to the 

President of the Security Council  
 

 

 The Panel of Experts established pursuant to Security Council resolution 1874 

(2009) has the honour to transmit herewith, in accordance with paragraph 2 of Council 

resolution 2569 (2021), the midterm report on its work.  

 The report was provided to the Security Council Committee established 

pursuant to resolution 1718 (2006) on 3 August 2021 and was considered by the 

Committee on 26 August 2021.  

 The Panel would appreciate it if the present letter and the report were brought 

to the attention of the members of the Security Council and issued as a document of 

the Council.   

 

 

Panel of Experts established pursuant to 

Security Council resolution 1874 (2009) 
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Enclosure 
 

  Letter dated 3 August 2021 from the Panel of Experts 

established pursuant to resolution 1874 (2009) addressed to the 

Chair of the Security Council Committee established pursuant to 

resolution 1718 (2006) 
 

 

 The Panel of Experts established pursuant to Security Council resolution 1874 

(2009) has the honour to transmit herewith, in accordance with paragraph 2 of Council 

resolution 2569 (2021), the midterm report on its work.  

 The Panel would appreciate it if the present letter and the report were brought 

to the attention of the members of the Security Council Committee established 

pursuant to resolution 1718 (2006).  

 

 

Panel of Experts established pursuant to 

Security Council resolution 1874 (2009) 
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 Summary 

 During the reporting period, despite the countryôs focus on its worsening 

economic travails, the Democratic Peopleôs Republic of Korea continued to maintain 

and develop its nuclear and ballistic missile programmes. No test launches of 

intercontinental ballistic missiles or nuclear tests were reported. The Democratic 

Peopleôs Republic of Korea tested a new short-range ballistic missile combining 

ballistic and guidance technologies, and otherwise maintained and improved its 

ballistic missile and nuclear infrastructure. It continued to seek material and 

technology for these programmes overseas. 

 The countryôs blockade in response to the coronavirus disease (COVID-19) 

pandemic has continued fundamentally to impact the movement of people and goods, 

both licit and illicit, within, into and out of the country. 

 Maritime exports from the Democratic Peopleôs Republic of Korea of coal and 

other sanctioned commodities continued, but at a much reduced level. The import of 

oil products reported to the Panel fell substantially in the first half of 2021. Maritime 

and financial investigations demonstrated increasing sophistication by both vessels 

and the management and ownership structures supporting them in order to evade 

sanctions. Misuse of automatic identification systems continued; the fleet of the 

Democratic Peopleôs Republic of Korea continued to acquire vessels; and the country 

continued to sell fishing rights in its waters.  

 Access by the Democratic Peopleôs Republic of Korea to international financial 

institutions continued, as did the presence overseas of its workers earning revenue for 

use in State programmes. Officials overseas continued to feel pressure to develop 

revenue streams. The import of luxury goods into the Democratic Peopleôs Republic 

of Korea all but halted. 

 The Panel continued to investigate the involvement of the Democratic Peopleôs 

Republic of Korea in global cyberactivity and the collaboration of its academics and 

universities with scientific institutes abroad, focusing on studies with potential 

applications in weapons of mass destruction programmes. The Panel considers both 

cybertheft of funds and know-how and the intangible transfer of technology via 

academic means to be important issues.  

 Statements made by the Democratic Peopleôs Republic of Korea suggested a 

deepening humanitarian crisis in the country, although the blockade in response to 

COVID-19 means that the relative impact of sanctions on the humanitarian situation 

has probably decreased. The Panel repeated its survey of humanitarian organizations 

previously active in the country. With trade all but stopped by the blockade and the 

harvest in 2020 badly affected by floods, the current prospects of the wider population 

of the Democratic Peopleôs Republic of Korea are poor.  

 The Panel continues to be grateful to those Member States which constructively 

support its work. However, Member State engagement with the Panel remains patchy. 

More than half of the Panelôs requests for information are unanswered. The Panel will 

discuss with the relevant parties its ideas for improving responsiveness to the Panelôs 

investigation. Panel recommendations arising from the present report are contained 

at the end of each section and are consolidated in annex 66. 
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 I. Introduction 
 

 

1. In paragraph 2 of resolution 2569 (2021), the Security Council requested the 

Panel of Experts established pursuant to resolution 1874 (2009) to provide to the 

Security Council Committee established pursuant to resolution 1718 (2006) a 

midterm report with findings and recommendations.1 The present report covers the 

period from 6 February to 3 August 2021. The Democratic Peopleôs Republic of Korea 

continued its border controls in response to the ongoing coronavirus disease 

(COVID-19) pandemic throughout the period (see annex 1). 

 

 

 II. Recent activities related to the nuclear and ballistic 
missile programmes 
 

 

  Nuclear 
 

2. The Panel continued to monitor the ongoing nuclear programme of the 

Democratic Peopleôs Republic of Korea. Although there was no reported nuclear test 

during the reporting period, activity continued at sites related to the programme.  

 

  Yongbyon site 
 

3. According to a Member State, the external construction of the light water reactor 

seems to be complete. It assessed that installation of machinery is likely to be in 

progress. Another Member State detected activity inside the facility using infrared 

and other imagery between December 2020 and February 2021, suggesting that some 

tests had occurred. In May 2021, a Member State observed thermal activity around 

electrical transformers on the eastern side of the turbine generator (see annex 2). 

Satellite imagery shows construction activities in the area south of the light water 

reactor, including the appearance of a circular structure (diameter 3.5 m), which a 

Member State assessed might be a shaft (see annex 3).  

4. There have been no signs of operation of the 5 MW(e) reactor at Yongbyon 

experimental nuclear power plant since 2018. Vehicles have been observed close to 

the reactor, which a Member State assessed as possibly being there for maintenance 

purposes (see annex 4). 

5. The Panel observed activity at the radiochemical laboratory. Since February 

2021, a Member State has detected thermal signals on the bypass between the coal-

fired thermal plant and the reprocessing area, and signs of chimney smoke have also 

been identified. Member States assessed that this suggests the resumption of some 

level of operations at the facility (see annex 5). The Panel notes the statement of the 

Director General of the International Atomic Energy Agency on 7 June 2021, in which 

the Director General indicated the possibility of a new reprocessing campaign by the 

Democratic Peopleôs Republic of Korea (see annex 6). Through its own satellite 

imagery analysis, the Panel has observed the smoke from the thermal plant.  

6. The Panel observed continuous activities in the Yongbyon centrifuge plant. The 

Panel noted the presence of a possible liquid nitrogen tank trailer adjacent to the plant 

in April 2021 (see annex 7). The Panel has corroborated the observation of a think 

tank2 of a possible liquid nitrogen tank trailer at the plant, which might suggest that 
__________________ 

 1 For the purpose of publishing the present midterm report, six experts are of the view that the 

inclusion of geographical designations or signifiers employed in third-party primary source 

material does not imply the expression of any opinion whatsoever on the part of the Panel itself 

concerning the legal status of any country, territory or area or of its authorities (two experts of 

the Panel maintain their reservation as to the inclusion of this clause). 

 2 38 North; see www.38north.org/2019/06/yongbyon060519/.  

https://undocs.org/en/S/RES/2569(2021)
https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/1718(2006)
http://www.38north.org/2019/06/yongbyon060519/
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the plant was operational. A Member State reported that a metal structure had been 

observed on the side of the cooling units at the plant, but the purpose of that structure 

was unknown. 

 

  Pyongsan uranium mine and concentration plant  
 

7. A Member State reported that the concentration plant remains operational, and 

activity has been observed through satellite imagery analysis. The Panel found the 

possible expansion of solid waste in the tailings pond located to the south of the main 

plant (see annex 8), indicating the operation of the plant. The Panel also observed the 

possible activity of railcars in the plant (see annex 9).  

 

  Punggye-ri test site 
 

8. According to a Member State, satellite imagery has indicated activity at the test 

site, possibly related to the maintenance of site security.  

 

  Other sites 
 

9. The Panel continues to monitor activities in the vicinity of Kangson,3 an alleged 

clandestine uranium enrichment facility. The Panel observed continuous vehicular 

activity there (see annex 10), although it was unable to confirm that the building at 

the site has functions consistent with a uranium enrichment facility.  

10. According to open-source information,4 Yongdoktong is believed to be involved 

in the nuclear weaponization programme of the Democratic Peopleôs Republic of 

Korea, including as a nuclear weapons storage facility.5 A Member State was unable 

to confirm the usage of Yongdoktong as a nuclear warhead storage site, but noted 

some renovation activity at Yongdoktong and detected a newly erected building in the 

storage area of the site (see annex 11). The Member State assessed that this new 

building served to conceal the entrance to two tunnels used for possible transfers of 

equipment. Two new excavations have also been detected in two valleys (see figure I). 

The Panel also corroborated the observation of the Member State of the building and 

excavations.  

 

__________________ 

 3 S/2021/211, para. 8. The International Atomic Energy Agency has also mentioned the site in its 

reports. 

 4 See CNN, www.cnn.com/2021/03/02/politics/north-korea-satellite-images-yongdoktong-nuclear-

site/index.html.  

 5 This site is also believed to be for high-explosive detonations in nuclear device implosion 

technology tests (see Arms Control Wonk, www.armscontrolwonk.com/archive/1211166/new-

construction-at-yondoktong/).  

https://undocs.org/en/S/2021/211
http://www.cnn.com/2021/03/02/politics/north-korea-satellite-images-yongdoktong-nuclear-site/index.html
http://www.cnn.com/2021/03/02/politics/north-korea-satellite-images-yongdoktong-nuclear-site/index.html
http://www.armscontrolwonk.com/archive/1211166/new-construction-at-yondoktong/
http://www.armscontrolwonk.com/archive/1211166/new-construction-at-yondoktong/
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  Figure I  

  Suspected nuclear weapons storage facility in Yongdoktong 
 

Two new excavations have been detected in two valleys, 3 km west (40Á01ǋ44ǌN 

125Á16ǋ27ǌE) and 3 km south (40Á00ǋ01ǌN 125Á18ǋ01ǌE) of the main storage area 

(40Á01ǋ51ǌN 125Á18ǋ27ǌE), respectively. 

 

 

Source: Planet Labs, 22 May 2021, 0204 UTC; 16 July 2021, 0526 UTC. Google, 13 March 

2017; 30 January 2019; 4 December 2019. The coordinates of the site have been provided by 

the Panel. 
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Intangible transfer of technology and activities of universities of the 

Democratic Peopleôs Republic of Korea 
 

11. Further to paragraph 11 of Security Council resolution 2321 (2016) (see annex 12) 

and drawing on reports produced by scientific institutes, the Panel has been 

investigating the intangible transfer of technology involving scientists of the 

Democratic Peopleôs Republic of Korea in particular fields of activity. The Panel is 

concerned that advanced academic study in composite structures and vibration 

analysis (both of which have industrial applications but are essential in the design of 

both nuclear equipment and ballistic missile programmes) might present an 

opportunity for scientists of the Democratic Peopleôs Republic of Korea to benefit 

from joint work with other scientists and academic institutions. The Panel has 

identified 11 scientific papers which were jointly published in 2019 by institutions of 

the Democratic Peopleôs Republic of Korea and a number of Chinese universities in 

which specific scientists of the Democratic Peopleôs Republic of Korea (see annex 13) 

were involved. The Panel wrote to China to clarify the nature of these joint studies. 

China responded: ñThere is no prohibited academic exchanges, scientific cooperation 

or joint studies between Chinese universities with the DPRKò (see annex 14). 

Investigations continue into several other joint scientific papers.6  

12. The Panel has continued its investigation into academic exchanges between the 

Democratic Peopleôs Republic of Korea and overseas universities,7 and into scientific 

and technical partnerships involving scientists of the Democratic Peopleôs Republic 

of Korea. The Panel received additional information on its previous enquiries relating 

to academic exchanges between Kim Il Sung University and four universities in Cuba, 

Indonesia, the Syrian Arab Republic and Viet Nam, described as ñsister universitiesò 

on the Kim Il Sung University website, which claimed they had signed cooperative 

agreements with Kim Il Sung University between 2012 and 2016. These four 

universities explained that the scope of their exchange programmes was limited to 

law, language, tourism and education and identified no sanctions violations (see 

annex 15). The Panel awaits further responses from the remaining institutions.  

13. The Panel also requested information from 11 universities identified by Kim 

Chaek University of Technology (see annex 16) as ñinternational friendshipò 

universities, with which it either currently conducts exchanges or has previously done 

so. The Russian Federation responded that the Pacific National University (Russian 

Federation) did not have formal academic exchanges or cooperation with Kim Chaek 

University of Technology and had identified no violation concerning the Panelôs 

enquiries. The University of Trieste (Italy) also responded that it had no formal 

relationship with Kim Chaek University of Technology (see annex 17). The Panel 

received a reply from China regarding university exchanges with both Kim Il Sung 

University and Kim Chaek University of Technology, noting that ñthe establishment 

of friendship with the universities in the DPRK is not prohibited by the Security 

Council resolutions. The friendly relationship like ósister collegeô between Chinese 

and the DPRK universities is not only out of the traditional friendship, but also meets 

the needs of the people to carry out exchanges and cooperation in culture and 

educationò (see annex 14). Investigations continue.  

 

  Ballistic missiles  
 

14. The ballistic missile programme of the Democratic Peopleôs Republic of Korea 

lost momentum in the first half of 2021 compared to the pace of the last few years, 

when major deterrence and strike capability goals were achieved by the Democratic 

Peopleôs Republic of Korea. However, the programme remains coherent and dynamic, 
__________________ 

 6 S/2021/211, para. 13. 

 7 Ibid., para. 14. 

https://undocs.org/en/S/RES/2321(2016)
https://undocs.org/en/S/2021/211
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shown both by the test launch on 25 March of a new type of solid propellant missile 

system combining ballistic and guidance technologies, based on the Panelôs analysis 

of Member State information,8 and by the appearance of two new types of submarine-

launched ballistic missiles and a new type of super-large intercontinental ballistic 

missile at the last two military parades (S/2021/211, paras. 17ï20). In addition, the 

Democratic Peopleôs Republic of Korea has continued to adapt its industrial 

production infrastructure as well as its ballistic missile bases. Although sanctions and 

the non-proliferation efforts of Member States are significantly reducing the 

possibilities of proliferation by the Democratic Peopleôs Republic of Korea, the 

country continued to seek the dual-use components and technology needed for its 

weapons of mass destruction programme.  

15. The pace of reported ballistic missile test launches has significantly reduced in 

the first seven months of 2021 (one test launch of two short-range ballistic missiles) 

in comparison with previous years (4 ballistic tests in 2020; 13 tests in 2019; and 15 

tests in 2017). However, the ballistic missile programme, according to several 

Member States, gives the Democratic Peopleôs Republic of Korea the capability to 

deliver nuclear weapons now miniaturized to fit ballistic missile warheads. 

16. On 25 March 2021, according to Member States, the Democratic Peopleôs 

Republic of Korea conducted mobile test launches of two new solid-propellant short-

range ballistic missiles9  with modified technology from a new 5-axle wheeled 

transport erector launcher. The missiles were successively launched from a military 

installation in South Hamgyong Province10 in an easterly direction (see figure II). The 

short-range ballistic missiles landed in the sea after the completion of an awkward 

pull-up manoeuvre, according to several Member States (see table 1 and annex 18-1 

and 18-2). 

 

  Figure II  

  Short-range ballistic missile launches on 25 March 2021  
 

 

 

Source: Rodong Sinmun and Korean Central Television. 
 

__________________ 

 8 Two experts expressed the view that the nature and technology of the projectiles launched by the 

Democratic Peopleôs Republic of Korea on 25 March 2021 were not clear. 

 9 S/2021/211, annex 12.  

 10 According to a Member State, the first missile was launched around 0704 hours and the second 

around 0723 hours from the area around Sondok, South Hamgyong Province. 

https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/211
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Table 1 

Launches and tests of missiles or systems using ballistic missile technology and solid fuel propellant by the 

Democratic Peopleôs Republic of Korea in 2021 
 

 

No. test 

in 2021 

No. test 

2019 to 

this 

launch 

Date and time 

(local) Reported type Number 

Reported launch 

location 

Reported 

distance 

travelled 

(kilometres) 

Reported 

apogee 

(kilometres) Remark 

Korean 

Central News 

Agency 

classification  

          
1st  18th  25 Mar. 2021, 

0706 and 0725 

hours  

or  

0704 and 0723 

hours 

SRBM; appear to 

be the new SRBM 

and TELa 

displayed during 

the military parade 

on 14 January 

2021 and identified 

as a possible 

modification and 

enlargement of the 

previously 

displayed and 

tested KN-23 

SRBMb 

2 Area of Hamju, 

South 

Hamgyong, 

probably from 

an area 

delimited in the 

south-west by 

the Sondok 

military airfield 

and in the 

north-east by 

the Yonpo 

military 

airfieldc 

600 60, 

possibly 

100 

ï 37th 

ballistic 

missile 

launch since 

2019 

ï New 5-axle 

wheeled 

TEL 

ï Time 

between 

launches: 19 

minutes 

ï Depressed 

with pull-up 

trajectory 

New-type 

tactical 

guided 

missiles  

or  

New-type 

tactical 

guided 

projectiles 

 

Source: Member Statesô information and Panelôs analysis.  

Abbreviations: SRBM, short-range ballistic missile; TEL, transporter erector launcher. 

 a If Korean Central News Agency pictures of 26 March 2021 are genuine; the Democratic Peopleôs Republic of Korea has been 

shown on previous launch occasions to modify or falsify photographic images, presumably for propaganda purposes. 

 b S/2021/211, para. 18, figure 5 and annexes 11 and 12; and S/2020/151, para. 194, table 3 and annexes 58.1 and 59. 

 c This area was used several times for launch tests of short-range ballistic missiles, as reported by the Panel in S/2020/840 and 

S/2020/840/Corr.1, table 1, and S/2020/151, table 3. The Sondok military airfield is located at 39Á44ǋ17ǌN 127Á28ǋ07ǌE and 

the Yonpo military airfield at 39Á48ǋ00ǌN 127Á32ǋ21ǌE. 
 

 

17. Regarding the new intercontinental ballistic missile paraded on 10 October 

2020,11 a Member State assessed that the engines with gimbal nozzles could deliver a 

thrust of 170 tons and the shroud could contain three to four multiple independent 

re-entry vehicles (see annex 18-2).12  Another Member State assessed that this 

intercontinental ballistic missile was a ñnon-operational modelò, although the Panel 

assesses that its 11-axle transport erector launcher did not match any previously seen 

transport erector launcher from any country and would have been a significant 

engineering achievement to carry a non-operational payload.  

18. Regarding the new Pukguksong-4 and -5 submarine-launched ballistic missiles 

presented in military parades on 10 October 2020 and 14 January 2021,13 a Member 

State assessed that the Pukguksong-5 was a non-operational mock-up, an empty 

filament-based missile casing. According to another Member State, its very large 

diameter of around 2 m would allow a greater thrust due to a larger engine section14 

than earlier Pukguksong models (see annex 18-2). 

__________________ 

 11 S/2021/211, annex 10. 

 12 The new super-large intercontinental ballistic missile (so far unnamed in Democratic Peopleôs 

Republic of Korea media) is temporarily dubbed ñHwasong-16ò by observers. 

 13 S/2021/211, annex 11. 

 14 However, the Pukguksong-5 would not fit the static test stand in Sinpo south shipyard due to the 

https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/211
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19. Activity and infrastructure development continue in factories (see annexes 19ï25)15 

and bases related to the ballistic missile programme (see annex 26),16 although at a 

less intensive pace due to the COVID-19 response, according to a Member State. 

Deception measures are continuously updated on the bases through the use of 

underground galleries, bunkers, semi-buried drive-throughs (used for maintenance 

and fuelling the long-range liquid propellant ballistic missiles) and other means of 

concealment and camouflage.  

20. Despite its COVID-19 blockade and sanctions implementation, the Democratic 

Peopleôs Republic of Korea has continued its illicit efforts to procure specific 

components from overseas and to seek opportunities to transfer its own products to 

its partners (see paras. 21ï23 below and S/2020/211, para. 26). Representatives of the 

Democratic Peopleôs Republic of Korea overseas were under pressure to make money 

for the country's needs. The country continued to develop scientific and technical 

cooperation with universities abroad (see paras. 11ï13 above).  

 

  Procurement of illicit and weapons-of-mass-destruction-related commodities 
 

21. According to Member States, foreign representatives of trading companies of 

the Democratic Peopleôs Republic of Korea and the Academy of National Defense 

Science17  ï including the Korea Mining Development Trading Corporation18  and 

Saengpil Associated Corporation19  ï who have been stuck overseas during the 

pandemic, have continued to import and export munitions materials to earn foreign 

currency and to assist with the development of weapons. In particular, Member States 

assessed that they are cooperating with Middle Eastern countries (such as the Syrian 

Arab Republic and the Islamic Republic of Iran)20 on missile-related projects,21 and 

munitions agents are trying to sell weapons in Africa and South-East Asia. The 

Democratic Peopleôs Republic of Korea is allegedly seeking various means to deal 

with stringent monitoring by the international community and overcoming its own 

COVID-19 blockade by reorganizing its trade-related institutions (names, 

organizations, etc.) and by conducting transactions based on ship-to-ship transfers. 

The Panel has not corroborated these assessments. 

__________________ 

large size of the new missile (see annex 24). 

 15 Activity in industry linked to the ballistic missiles programme (see following annexes): annex 

19: Nampo naval shipyard, November 2020ïJune 2021; ibid.: Sinpo south shipyard, Februaryï

June 2021; annex 20: ñPyongsong March 16 factory automotive plantò, November 2020ïJune 

2021; annex 21: ñKusong tank factoryò (ñNo. 95 Factoryò); ibid.: ñNo. 112 Factoryò; annex 22: 

Sanum Dong scientific and ballistic missile research complex, FebruaryïMarch 2021; annex 23: 

Sinpo south shipyard, resumption of the construction of the pier/water break; annex 24: Sinpo 

south shipyard, buildings under construction at the static test stand area; annex 25: ñJanuary 18th 

Factoryò, activity at a possible engine test stand. 

 16 Activity in bases linked to ballistic programme (see annex 26): ñHoejung-ri missile baseò; 

ñKumchon-ri missile operating baseò; ñSangnam-ri missile operating baseò; and ñSunchon 

airbaseò from April to June 2021. 

 17 Listed as KPe.021, the Academy of National Defense Science controls a network of overseas 

front companies tasked with collecting scientific information. 

 18 KPe.001, aka Changkwang Trading Corporation and External Economic General Bureau 

(S/2019/691, annex 32, para. 6). 

 19 Aka Green Pine Associated Corporation. 

 20 According to a Member State, one of the two representatives of the 221 General Bureau and the 

Korea Mining Development Trading Corporation in the Islamic Republic of Iran, Kim Hak Chol 

(aka Jong Chol Jin, born in 1965, first secretary in the Embassy of the Democratic Peopleôs 

Republic of Korea in Tehran, with passport No. 10821043), travelled from the Russian 

Federation on 20 January 2020 using passport No. 108210148. Ha Won Mo, the other 

representative in the Islamic Republic of Iran, uses passport No. 108210147. 

 21 See, for example, S/2020/151, paras. 106ï107; and S/2019/171 and S/2019/171/Corr.1, para. 72. 

https://undocs.org/en/S/2020/211
https://undocs.org/en/S/2019/691
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2019/171/Corr.1
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22. The Panel is investigating a possible ñchoke pointò item procurement network 

that may be related to the nuclear and ballistic missile programme of the Democratic 

Peopleôs Republic of Korea. According to a Member State, Korea Machinery General 

Trading, represented by Kim Jong Dok, regularly places orders of sensitive industrial 

materials with third country-based companies. Since January 2021, Korea Machinery 

General Trading has placed at least four orders with these companies, for items 

including (among many others) 1Cr18Ni9Ti stainless steel (see annex 27). This type 

of stainless steel can be used for aeronautical purposes as well as for the fabrication 

of liquid-propelled ballistic missile engines or the casing of nuclear weapons. The 

Democratic Peopleôs Republic of Korea is known to pursue this type of steel, 

particularly for its ballistic missile programme. Other items in the orders include 

valves, pumps and ball bearings. Investigation into this procurement network 

continues.  

 

  Other weapons of mass destruction programme 
 

23. The Panel is analysing information received from a Member State concerning 

its assessment of suspected other weapons of mass destruction of the Democratic 

Peopleôs Republic of Korea.  

 

 

 III. Sectoral and maritime sanctions  
 

 

24. The continued border closure of the Democratic Peopleôs Republic of Korea in 

response to the COVID-19 pandemic appears to have significantly affected its 

maritime trade in its import of refined petroleum and its prohibited export of coal and 

other commodities. The Panel has continued its investigations into a range of complex 

and deceptive shipping practices used by both the Democratic Peopleôs Republic of 

Korea and suspect vessels to evade sanctions, as well as the deliberate obfuscation of 

business and registration practices employed by individuals and entities to enable 

these shipments to continue. Some of the latter practices are covered in the separate 

section of the present report on finance.  

25. Official figures of refined petroleum imports reported to the Committee are 

extremely low, with only 4.75 per cent of the permitted annual cap of 500,000 

barrels22  officially reported by mid-July 2021. A Member State assesses that the 

Democratic Peopleôs Republic of Korea has imported substantially less oil in the first 

half of 2021 than the historical average, while also assessing that increasing illicit 

imports will mean that the Democratic Peopleôs Republic of Korea is still likely to 

exceed the cap in 2021. 

26. Illicit imports of oil products to the Democratic Peopleôs Republic of Korea have 

continued during the reporting period, although the Panel has received little reporting 

on the issue. Despite the completion of a new oil terminal in Nampo, no direct 

deliveries by foreign oil tankers have been reported to the Panel during the period, 

and although ship-to-ship transfers of oil products have continued to take place, 

particularly at night, they appear to have been at a reduced level.  

27. Many of the tankers named in the Panelôs previous reports as having delivered 

oil products directly to the Democratic Peopleôs Republic of Korea or having 

conducted ship-to-ship transfers of those products with smaller vessels of the 

Democratic Peopleôs Republic of Korea remain at large, continuing to obfuscate their 

identities while moored in regional territorial waters and using local dockyard 

__________________ 

 22 Security Council resolution 2397 (2017), para. 5. 

https://undocs.org/en/S/RES/2397(2017)
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facilities. Recent and unassessed Member State information suggests that ship-to-ship 

activity has been increasing since May 2021. 

 

  Deceptive shipping practices  
 

28. Vessels of the Democratic Peopleôs Republic of Korea and other suspect vessels 

that have conducted sanctionable activities continue to manipulate or not to transmit 

automatic identification system (AIS) signals in order to obfuscate their activities and 

evade detection. These activities ranged from transmitting detectable falsified 

identifiers to sophisticated obfuscation techniques involving vessel identity swaps.  

 

  Vessel identity laundering and swapping 
 

29. The Panel continued its investigations into cases of vessel identity laundering,23 

a technique involving the physical alteration of a vessel (vessel A) in order to obtain 

a new International Maritime Organization (IMO) number under which vessel A can 

subsequently and fraudulently sail as a different vessel (vessel B), registered under a 

different flag. The original AIS profile of vessel A is left vacant on maritime 

databases, enabling other suspect vessels to use it. This complex and time-consuming 

evasion tactic has been used by several vessels involved in delivering unreported oil 

to the Democratic Peopleôs Republic of Korea. The Panel considers such vessel 

identity laundering as a sanctions evasion technique that directly enables suspect 

vessels to continue to deliver illicitly refined petroleum to the Democratic Peopleôs 

Republic of Korea.  

 

  Subblic as Hai Zhou 168  
 

30. In November 2020, high resolution satellite imagery showed the unknown-

flagged Subblic (IMO No. 8126082) transmitting as the Hai Zhou 168 in Sansha Bay, 

China (see figure III). As of March 2021, the Subblic continued occasionally to 

transmit as the Hai Zhou 168. The Subblic has previously been recommended by the 

Panel for designation. The Panel asked China for information on the vesselôs presence 

in Chinese waters and on the fraudulent transmissions by the Subblic and for 

information resulting from any inspections conducted. China responded that ñon 

Subblic transmitting as Hai Zhou 168, according to Chinaôs investigations, neither of 

the two vessels has entered Chinese ports since 2020ò.  

 

__________________ 

 23 S/2021/211, paras. 31ï36. 

https://undocs.org/en/S/2021/211
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  Figure III  

  Unknown-flagged Subblic transmitting as the Hai Zhou 168, Sansha Bay, 

China, 26 November 2020 
 

 

 

Source: Imagery: Planet Labs; AIS coordinates: Windward.24  
 

 

31. The identity of the then Sierra Leone-flagged Hai Zhou 168 (aka Smooth Sea 28) 

(IMO No. 8514045) was laundered in January 2019, enabling its vacant AIS profile 

to be used to facilitate illicit refined petroleum transfers to the Democratic Peopleôs 

Republic of Korea. Panel investigations showed that preparations for such an identity-

launder likely began as early as 2016, when the vessel underwent heavy modification 

work at a shipyard in Thailand. To complete the identity-launder, the Hai Zhou 168 

passed itself off as a newly built vessel, the Cheng Xin 1 (aka Smooth Sea 22), as it 

left a shipyard in Ningde, China, where it was allegedly launched.25  The vessel 

returned to the same port in Thailand from which it had originally departed, obtained 

a ship licence under false pretences and sailed a domestic route as the Thailand-

flagged Smooth Sea 22 (IMO No. 9870991). With the Hai Zhou 168 itself having 

changed its appearance and its name, its original AIS profile was left vacant for 

known sanctions-evading vessels such as the Subblic to employ (see annex 28a for 

more details). 

32. The Panel sought the assistance of Thailand in investigating the suspected 

identity fraud of the Smooth Sea 22.26 The Panel is awaiting the response of Thailand. 

33. The Panel also traced the entities and individuals that owned or operated the 

vessel. During the January 2019 transition, both the Hai Zhou 168 and the Smooth 

Sea 22 were owned and managed by Cheng Xin Shipping Co. Ltd., registered in Hong 

Kong, China. A number of the vessels the Panel has investigated have also appeared 

at the same Ningde shipyard, including the Mouson 328 (IMO No. 9021198), which 

was reported by the Panel as also involved in a vessel identity swap. Information and 

responses from these entities are contained in annex 28a. 

34. The Panelôs previous investigation of the vessel identity-laundering of the 

Mouson 328 sailing as the Smooth Sea 2927 involved similar entities and shipyards. 

Thailand responded that concerning the suspected fraud (S/2021/211, paras. 31ï36), 

__________________ 

 24 Unless otherwise stated, all dates and times on Windward, a maritime artificial intelligence 

platform, are recorded in Eastern Standard Time; all dates and times on satellite images and other 

maritime tracking platforms are recorded in Universal Time Coordinated (UTC). 

 25 IHS Markit. 

 26 Using AIS tracking on commercial maritime platforms. 

 27 S/2021/211, paras. 31ï36. 

https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/211
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its authorities had insufficient evidence to confirm connections between the Mouson 

328 and the laundered identity it was sailing under. Authorities were re-examining the 

registration of the Smooth Sea 29, which was suspected as a forgery. The vessel has 

not been used for any shipments since its arrival in Thailand in November 2019 (see 

also annex 28b). 

 

  Billions No. 18 (aka Kingsway) as Apex (aka Shun Fa) 
 

35. In May 2021, a Member State impounded the designated Billions No. 18 (aka 

Kingsway) (IMO No. 9191773) sailing as the Mongolia-flagged Apex (aka Shun Fa) 

(IMO No. 8528864), following confirmation that the vessel had disguised its identity 

when it entered a port of that Member State on 5 May 2021. In impounding the vessel, 

the Member State halted the further operation of the Billions No. 18.28  AIS 

transmissions in maritime databases showed that the vessel had been transmitting as 

the Mongolia-flagged Shun Fa. However, the Shun Faôs registered IMO number 

belonged in turn to the Mongolia-flagged Apex,29 which was listed as deregistered 

from the Mongolia ship registry in June 2021. 

36. The Member Stateôs investigations after impounding the vessel revealed that 

details of the Shun Faôs engine, including the engine model, matched those of the 

Billions No. 18. Other supporting details confirming the vesselôs true identity 

included traces of physical manipulation of the IMO number on the vessel, and other 

manuals and equipment carried on board. 

37. The Panel reported on the Billions No. 18 (aka Kingsway) in 2017 in relation to 

its delivery of refined petroleum to the Democratic Peopleôs Republic of Korea.30 

Following the vesselôs designation, the vesselôs identity was deliberately laundered 

to disguise the (then) Kingsway as another ship with a different IMO number, 

effectively circumventing the shipôs designation. Through such repeated deceptive 

tactics, the vessel continued to operate undetected for nearly three years, even after 

designation, and in the process accessed prohibited services such as flag registration 

and financial payments (see annex 29a for more details).31  

38. The Panel traced the Apexôs voyage and ownership history in investigating the 

vessel identity-laundering. Official records listed the Apex as sailing previously as the 

China-flagged Zhe Sheng 26 from 2016 until it was flagged by Mongolia in 2018. 

However, photographic comparison of the vessels from open sources shows markedly 

different appearances, identifying the two as different vessels and the Apexôs claim 

to be the Zhe Sheng 26 as fraudulent (see figure IV).  

 

__________________ 

 28 The port ban was placed on 28 December 2017 following a ship-to-ship transfer with the 

Democratic Peopleôs Republic of Korea-flagged Rye Song Gang (IMO No. 7389704) in October 

2017. 

 29 According to official records on the IMO website, the vesselôs name is registered as the Apex and 

not as the Shun Fa. 

 30 S/2018/171 and S/2018/171/Corr.1. 

 31 The United States of America Office of Foreign Assets Control shipping advisory of March 2019 

included the Kingsway on a list of tankers believed to have engaged in ship-to-ship transfers with 

tankers of the Democratic Peopleôs Republic of Korea. 

https://undocs.org/en/S/2018/171
https://undocs.org/en/S/2018/171/Corr.1
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  Figure IV  

  Comparison of the Apex and the Zhe Sheng 26  
 

 

 

Source: FleetMon, VesselFinder and Member State. 
 

 

39. Further investigations indicate a connection between the Apex and the Billions 

No. 18 (then sailing as the Kingsway) via a co-located address. The Kingswayôs 

document of compliance holding company, United Ships Maritime Corp,32 listed an 

office address at the same building in Kaohsiung City as that of Chen Chao-Jung.33 

Mr. Chen is listed as the director and sole shareholder of the Belize-incorporated 

Better Smart Ltd., the owner and manager of the Apex since July 2018.  

__________________ 

 32 IHS Markit. 

 33 .  
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40. The Panel wrote to Taizhou Zhesheng Shipping Co. Ltd., a Chinese entity listed 

as the owner of the Zhe Sheng 26, to Yong An Shipping Sdn Bhd, a Malaysia-based 

company that submitted registration documentation for Better Smart Ltd. as the owner 

of the Apex, and to Mr. Chen himself. The Panel has yet to receive responses (see 

annex 29a for additional details). 

41. Mongolia responded with information concerning the Shun Fa (aka Apex) 

showing that the vessel had changed ownership a few times, with these ownership 

changes not updated on maritime databases.34  Shipping documentation listed New 

East Investment Inc., as the previous owner of the Apex (see annex 29b). Another 

Hong Kong incorporated company, Joy Wealthy Trading Limited, purchased the Shun 

Fa in October 2019. In a letter sent to the Mongolia Maritime Administration, the 

owner of Joy Wealthy, a Mr. Wang, alleged that he had done no illegal business and 

had conducted a ñcheck on the vessel back in 2019 before buying, and there is no 

problem with Mongolia Ship Registry at that point of timeò. Mr. Wang stated that 

ñé I am also a victim if the vessel is proofed to be a sanction vesselò.35 Mongolia 

cancelled the Shun Faôs registration on 2 June 2021 (see annex 29c).  

 

  Fraudulent transmissions to evade detection 
 

42. Several foreign-flagged tankers previously identified by the Panel as conducting 

prohibited transfers of refined petroleum to the Democratic Peopleôs Republic of 

Korea had their flag registrations cancelled but continue to operate by transmitting 

fraudulent identifiers on AIS. These deceptive tactics may enable the vessels to 

approach ports to resupply, change crew or receive repair and maintenance services.  

43. The Panel believes that the various obfuscation methods used by vessels to 

conceal their identities constitute sanctions evasion activity. In the absence of action 

taken against them, these ñdirect deliveryò vessels,36 despite being deflagged, have 

continued to operate. The Panel notes that vessels sailing without a flag registration 

are considered stateless and are therefore subject to the maritime laws of the country 

in whose territorial waters they are, as well as to paragraph 9 of Security Council 

resolution 2397 (2017).37  

 

Diamond 8 
 

44. Maritime tracking data and satellite imagery from May 2021 showed the 

Diamond 8 (IMO No. 9132612) broadcasting fraudulently as the Mongolia-flagged 

Chang Shun 8 (maritime mobile service identity No. 457222000) in the Ningde 

anchorage area, China (see figure V). The Panel previously reported that Sierra Leone 

had cancelled the Diamond 8ôs registration in August 2020 due to the vesselôs 

involvement in sanctions violation activities. The Panel asked Mongolia for 

information concerning the vesselôs fraudulent transmission.  

45. Mongolia confirmed that it had registered the formerly Honduras-flagged 

Bonvoy 6 (IMO No. 8682969) as the Chang Shun 8 with the same maritime mobile 

service identity number of 457222000 in September 2020 and cancelled its 

registration on 24 September 2020 due to ties with the Democratic Peopleôs Republic 

of Korea (see annex 30a and b). The Bonvoy 6 last transmitted on its AIS profile in 

__________________ 

 34 Updated ownership changes were not recorded by IMO. 

 35 The letter was provided by Mongolia authorities and is held on file by the Panel. 

 36 Non-Democratic Peopleôs Republic of Korea-flagged vessels that have illicitly delivered refined 

petroleum to the Democratic Peopleôs Republic of Korea. 

 37 It is stipulated in the paragraph that a Member State should seize, inspect and impound any 

vessel within its ports where there are reasonable grounds to believe that the vessel was involved 

in activities that violated the various Security Council resolutions, and may do so for vessels 

within the Member Stateôs territorial waters. 

https://undocs.org/en/S/RES/2397(2017)
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September 2019 at Luoyuan Bay, China. The Hong Kong incorporated entity Sure 

Metro Ltd. historically managed the Bonvoy 6. Open-source information indicates a 

connection between the individual who allegedly procured refined petroleum cargo 

for the Diamond 8 and Sure Metro Ltd. The Panel is investigating additional 

associated network linkages related to the Diamond 8 from a trade financing angle 

(see paras. 165ï170 below).38 

46. The Panel asked China for information on the vesselôs identity, including the 

actual identity and legitimacy of the vessel transmitting on the above-mentioned 

Mongolia-associated maritime mobile service identity (MMSI), and any actions taken 

against the vessel pursuant to the relevant Security Council resolutions. China 

responded that ñthese two vessels are of different types, therefore itôs difficult for 

them to transmit as each other. Since 2020, neither of the two vessels has entered 

Chinese portsò. The full responses of China on maritime issues are contained in the 

respective maritime annexes.  

47. The Panel notes that annex 34 to the present report that shows that vessels have 

been known to transmit fraudulent identifiers that do not match their length, type or 

flag and that the deliberate manipulation of a stated ship type or vessel length in a 

vesselôs AIS profile can be detected through observation.  

 

Figure V  

Diamond 8 transmitting as Chang Shun 8, Sansha Bay, China, 2 May 2021  
 

 

 

Source: Planet Labs and Member State. 
 

 

Bonvoy 3 (aka Fu Shun 3) 
 

48. The Bonvoy 3 (IMO No. 8714085), a vessel reported by the Panel to have 

delivered refined petroleum to the Democratic Peopleôs Republic of Korea in 2019 

and 2020, was also managed by Sure Metro Ltd. until May 2018. The vessel was then 

owned by the Faith Trade Group Ltd., a British Virgin Islands-registered company, 

and renamed the Fu Shun 3. Following the issuance of Panelôs report of August 2020 

(S/2020/840 and S/2020/840/Corr.1), the vessel came under the new ownership of Lu 

Chang Shipping (HK) Co. Ltd.39  (see annex 31). This overall modus operandi of 

ownership changes is consistent with the Panelôs previous reporting, where vessels 

involved in sanctions violation cycle through ownership and/or management changes 

that are not updated on maritime databases, even when the vessel has been exposed. 

Panel investigations further indicate that the different entities involved with the 

__________________ 

 38 See also c4ads.org/black-gold. 

 39 ⌐ (  ) ᾢ῝◄. 

https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
http://www.c4ads.org/black-gold
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Bonvoy 3 share network linkages to individuals associated with the Diamond 8,40 for 

instance, Lu Chang Shipping was also listed as the owner and operator of the Chang 

Shun 8 (see preceding case). The Panel has yet to receive a response from Lu Chang 

Shipping.  

 

Xing Ming Yang 888 
 

49. The Xing Ming Yang 888 (IMO No. 8410847)41 used a fraudulent identity as the 

Honduras-flagged Vi fin (maritime mobile service identity No. 334191000) in May 

2021, while also broadcasting the call sign 9LU2843, formerly associated with the 

direct delivery vessel Vifine (IMO No. 9045962),42  itself reflagged under the 

Democratic Peopleôs Republic of Korea in August 202043 sailing as the Un Hung. The 

name Vi fin does not appear to be registered with IMO (see annex 32). All three vessels 

have been recommended by the Panel for designation for the delivery of refined 

petroleum to the Democratic Peopleôs Republic of Korea on multiple occasions.  

 

Locations frequented by direct delivery vessels 
 

50. Maritime databases, high-resolution satellite imagery and information provided 

by Member States indicate that many of the direct delivery tankers previously 

proposed for designation by the Panel have routinely either transited through or 

returned to waters near the port area in Ningde, the Dongyin Island area and Sando 

Dao area, China, where they either have not transmitted AIS signals or have done so 

fraudulently. Between March and April 2021, the Bonvoy 3, Diamond 8 and Rich 

United (aka Xin Hai) (IMO No. 9129213) were anchored near Dongyin Island, while 

the New Konk (IMO No. 9036387) and the designated Yuk Tung (IMO No. 9030591) 

were anchored near Fuôan and Xiyang Island, respectively (see annex 33a). In its 

previous reports, the Panel identified these direct delivery vessels within these waters, 

and these recent sightings are not isolated incidents.  

51. A Member State provided an additional list of vessels, including tankers of the 

Democratic Peopleôs Republic of Korea, vessels that have previously engaged in ship-

to-ship transfers with Democratic Peopleôs Republic of Korea-flagged ships and other 

vessels of interest, in Chinese territorial waters (see annex 33b). The Panel notes the 

repeated and routine presence in these waters of Democratic Peopleôs Republic of 

Korea-flagged, Democratic Peopleôs Republic of Korea-associated and suspect 

vessels known to have been involved in sanctions evasion. The Panel provided China 

with that list of vessels, including those mentioned above and included in annex 33a 

and b, and asked for information on the vesselsô activities, the identifiers on which 

the vessels were transmitting and the validity of those identifiers, as well as the 

vesselsô dates, origin and destination and their stated purpose in Chinese waters. 

52. China responded that ñaccording to Chinese verification é vessels suspected to 

be delivering refined petroleum products to the DPRK é have not entered Chinese 

ports since 2020ò. 

 

  Democratic Peopleôs Republic of Korea-flagged cargo vessels spoofing AIS profiles 
 

53. Vessels of the Democratic Peopleôs Republic of Korea employed similar 

obfuscation techniques to mask their presence and where they trade. While most cargo 

vessels of the Democratic Peopleôs Republic of Korea have been observed not to 

transmit AIS signals, those that do mainly transmit fraudulent identifiers, particularly 

in Ningbo-Zhoushan waters in China, where they have gathered to transfer their coal 
__________________ 

 40 Investigations are under way. 

 41 S/2021/211. 

 42 S/2020/151. 

 43 Flag information updated by IMO in 2021. 

https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2020/151
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cargo. These fraudulent AIS profiles, while hiding vesselsô true identities, are 

identifiable on commercial maritime databases.  

54. The data inconsistencies included transmissions with no ship dimensions; 

incomplete or inconsistent vessel data; multiple changes to transmitted maritime 

mobile service identity or IMO numbers over a short period of time; transmission of 

unregistered IMO numbers; or unlikely vessel-type information.44 In one instance, the 

Democratic Peopleôs Republic of Korea-flagged Zai Zhou 1 (IMO No. 8664149) did 

not conceal its flag status while transmitting on a different maritime mobile service 

identity number and name when it arrived at Ningbo-Zhoushan waters in March 2021 

(see figure VI). While still at Ningbo-Zhoushan, the vessel changed its identity and 

transmitted as a China-flagged vessel while retaining the same vessel name, 

Harvest 1. The Zai Zhou 1 was captured on satellite imagery on 3 May 2021 alongside 

other Democratic Peopleôs Republic of Korea-flagged vessels laden with coal (see 

figure VII). The Panel provided additional examples of fraudulent transmissions of 

other vessels of the Democratic Peopleôs Republic of Korea (see also annex 34) and 

asked China for information on the activities of vessels of the Democratic Peopleôs 

Republic of Korea, the identifiers on which the vessels were transmitting and the 

validity of those identifiers, as well as the vesselsô dates, origin and destination and 

their stated purpose in Chinese waters.  

55. China responded that ñaccording to Chinaôs verification, é most vessels alleged 

to be delivering coal to China é have not entered Chinese ports since 2020ò.  

 

  

__________________ 

 44 For example, a cargo vessel transmitting as a fishing vessel or vessels spoofing as an oil rig 

platform. 
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Figure VI  

Zai Zhou 1 of the Democratic Peopleôs Republic of Korea transmitting as another 

vessel of the Democratic Peopleôs Republic of Korea and on other vessel identifiers, 

MarchïApril 2021 
 

 

 

 

 

Source: Windward, annotated by the Panel; map and satellite imagery: Member State. 
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Figure VII  

Zai Zhou 1 laden with coal alongside vessels of the Democratic Peopleôs 

Republic of Korea, Ningbo-Zhoushan, May 2021 
 

 

 

Source: Member State. 
 

 

56. While these vessels can utilize physical evasion tactics such as painting over 

their names or using fake maritime mobile service identity or IMO numbers, the 

deliberate manipulation of a stated ship type or vessel length in an AIS profile in order 

to obfuscate is detectable through observation. 

 

Illicit ship-to-ship transfer areas 
 

57. A Member State provided the following graphic update on the assessed locations 

where illicit ship-to-ship transfers by vessels associated with sanctioned activities 

related to the Democratic Peopleôs Republic of Korea occurred from 2019 to 2020 

(see figure VIII). The largest concentration of activity remained consistent with past 

reporting by the Panel (middle circled area), with two new activity areas observed in 

2020 (top and bottom circled areas).  
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Figure VIII 

Ship-to-ship transfer areas associated with the Democratic Peopleôs Republic of Korea, 

February 2019 to August 2020 
 

 

 

Source: Member State; circled annotation: the Panel. 
 

 

Other modus operandi relating to sanctions evasion 
 

Gold Star  
 

58. The Panel is investigating the formerly Cameroon-flagged Gold Star (IMO: 

9146247) for allegedly engaging in multiple ship-to-ship transfers of refined 

petroleum products with Democratic Peopleôs Republic of Korea-flagged and 

Democratic Peopleôs Republic of Korea-associated vessels in 2019 and 2020 (see 

annex 35 (a) for additional details).  

59. According to a Member State, the Gold Star loaded refined petroleum from an 

oil terminal at Yangpu, Hainan Island, China, and transferred it to the Democratic 

Peopleôs Republic of Korea-flagged Kum Jin Gang 3 (IMO No. 8791667) in 

mid-November and early December 2019. In late August 2020, maritime databases 

showed the vessel once again at Yangpu, where it remained until departure for a port 

in Ningde, China, in November 2020. A port clearance document showed that the 

Gold Star had fraudulently utilized the identifiers of the Mongolia-flagged Ocean 

Star as its cover identity (see annex 35 (b)) to enter Ningde. No AIS signal from the 

vessel was further recorded until its arrival off the coast of Dili in May 2021 (see 

figure IX).  
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Figure IX 

Last AIS transmission of the Gold Star, Dili, May 202145 
 

 

 

Source: Windward, Google Earth, annotated by the Panel; vessel satellite imagery: Airbus 

Defence and Space. 
 

 

60. Mongolia confirmed the provisional registration of the Ocean Star with IMO 

No. 8351584 from 30 September 2020 to 11 January 2021, when the vessel was 

excluded from its ship registry. Prior to registration, the ship had sailed as the China-

flagged Zhe You 8.46 Dama Trade Co. Limited provided corporate registry services to 

the registered owners of Ocean Star. Dama Trade Co. Limited uses the same Hong 

Kong address47 as another corporate service provider that registered J&C Shipping 

Co., Ltd48 (hereafter ñJ&C Shippingò), as well as other providers that have registered 

other direct delivery vessels previously investigated by the Panel. 

61. J&C Shipping was the owner and operator of the vessel during the time the 

suspected sanctions evasion activities were conducted. The Member State has further 

assessed that an entity of the Democratic Peopleôs Republic of Korea, Mulgil Trading 

General Corporation, was also involved in hiring the vessel to engage in the 

unreported import of refined petroleum products to the Democratic Peopleôs Republic 

of Korea. The Panel wrote to China in September 2020, informing authorities of the 

presence of the suspect vessel in Chinese waters off Yangpu, Hainan Island, asking 

for information on the vesselôs location, identity details, ship-to-ship transfer 

__________________ 

 45 As at June 2021. 

 46 No commercial tracking records of this vessel appear to exist. The vessel is currently listed (as at 

June 2021) under its original Chinese-flagged registration on maritime databases. 

 47 Address: Room 19C, Lockhart Centre, 301-307 Lockhart Road, Wan Chai, Hong Kong, China. 

 48 ὰ ╤ . 
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activities and cargo, and posing questions about Mr. Cheng Yuantai, who was listed 

as the founding Director and shareholder of J&C Shipping from 2019 to 202049 

according to Hong Kong corporate registry records. See figure X for the response 

from China. 

 

Figure X 

Response from China concerning the Silver Star 1/Gold Star and registered 

owner information on J&C Shipping  
 

 

 

Source: Member State. 

Note: ñGolden Starò is the same translation as ñGold Starò in Mandarin. The Gold Star (IMO 

No. 9146247), the vessel the Panel sought information on, is under investigation. 
 

 

62. To evade detection, vessels operated by J&C Shipping employed modus 

operandi including conducting illicit transfers at night inside Chinese territorial 

waters; offloading small amounts of fuel during ship-to-ship operations that lasted 

from four to six hours; keeping vessels outside port to the detriment of the health and 

safety of the crew; and falsification of vessel identifiers, including using a fraudulent 

name and IMO number to enter a Chinese port.  

63. Subsequent Member State information indicated that a Mr. Cheng Bin of J&C 

Shipping directed these activities during the periods of investigative interest. 

Mr. Cheng communicated through the messaging application WeChat and used 

different telephone numbers for each of the ship-to-ship operations.  

64. Investigations by the Panel show that the activities of J&C Shipping are 

consistent with the modus operandi employed by other entities that owned and/or 

managed vessels previously investigated by the Panel. This included having no online 

footprint; establishing a shell company with a sole director with no reported dealings 

with the vessel (see figure IX above); and the use of corporate registry service 

providers as an added obfuscating layer, all with the purpose of hiding the true 

identity of the beneficial owner for sanctions evasion.  

65. The Panel asked China for information on the oil transferred from a terminal at 

Yangpu, the reported illicit ship-to-ship transfers with the Democratic Peopleôs 

Republic of Korea and Democratic Peopleôs Republic of Korea-associated vessels, 

due diligence conducted by the relevant authorities on the validity of identifier 

information provided by the Gold Star at port, the validity of corporate registry 

__________________ 

 49 Hong Kong corporate registry records showed a transfer of directorship from Mr. Cheng Yuantai 

to a Russian individual, Mr. Yuri Chernilovskiy, with an address in Nakhodka, Primorskiy Krai, 

Russian Federation, in April 2020. 
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ownership information provided by J&C Shipping, and any additional steps taken in 

investigations and/or detention relating to the Gold Star. 

66. China responded that the Gold Star had left Yangpu in late November 2019 but 

had not entered Chinese ports since that time. No information was available regarding 

the alleged transfer of refined petroleum products by the vessel. China stated that no 

ñports-entry requestò had been submitted to Chinese ports by the Ocean Star in 

November 2020 and that the port clearance document ñis fakeò. China also stated: 

ñOcean Star did not enter Chinese ports, and Gold Star did not enter Chinese ports 

under fraudulent identity of Ocean Star.ò On J&C Shipping, China stated as follows:  

 The Hong Kong SAR company J&C Shipping, mentioned in the Panelôs letter 

as the operator of Gold Star, was cancelled in March 2021. There is no record 

of this companyôs import and export trade or its involvement in DPRK-related 

smuggling activities. China hopes that the Panel does not readily believe 

information which is inconsistent with facts.  

67. The Panel also sought information from multiple parties including Cameroon, 

Mongolia, Palau, the Russian Federation, Sierra Leone and Timor-Leste, as well as the 

relevant current or former owning and/or managing entity or entities responsible for the 

vessels, including Mr. Cheng Bin. Details of the responses are contained in annex 35 (a).  

 

  Ji Yuan (also known as Chang Long) 
 

68. The formerly Sierra Leone-flagged Ji Yuan (also known as Chang Long)50 (IMO 

No. 9044140) was reported by a Member State to have conducted multiple shipments 

from Hong Kong to the Democratic Peopleôs Republic of Korea, including a shipment 

of an S-Class Mercedes Benz in September and October 2019 (see figure XI) and two 

containers of unspecified electronic goods in November of the same year. The 

shipment of the luxury vehicle was reportedly facilitated by Yee Fat Motor Trading 

(H.K.) Company, a Hong Kong-registered company (see also paras. 73 and 146).  

 

__________________ 

 50 The vessel sailed under the Mongolian flag as Chang Long from August 2020 to June 2021, when 

it was deregistered. 
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  Figure XI 

  Shipment voyage of the Ji Yuan to the Democratic Peopleôs Republic of Korea, 

September to October 2019 
 
 

 

Source: Member State. 

 

 

69. Investigations by the Panel into the voyages of the vessel in October and 

November 2019 showed that the Ji Yuan was also transmitting on another MMSI 

number, namely, 300800121,51 which in the case of the September 2019 shipment, 

would have placed the spoofed AIS signal of the vessel in Democratic Peopleôs 

Republic of Korea waters. This is consistent with the dates the Member State provided 

regarding the presence of the Ji Yuan in the Democratic Peopleôs Republic of Korea 

on 28 September 2019 (see figure XII). The AIS signal jumps, showing that the same 

MMSI was at two different locations around the same time, indicated that the Ji Yuan 

was spoofing a vessel that operated locally in Chinese waters (see annex 36 (a)).  

 

__________________ 

 51  This MMSI reportedly belongs to a 20-metre-long cargo vessel sailing with the alternating names 

Ataizhouxinluo and Guanyunyu60230. 
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  Figure XII  

  Spoofed MMSI transmissions by the Ji Yuan placing it in Democratic Peopleôs Republic of 

Korea waters, September 2019 
 

 

 

Source: Windward, annotated by the Panel. 
 

 

70. Corporate registry records listed the director of the Jiyuan Shipping Ltd,52 

incorporated in the United Kingdom of Great Britain and Northern Ireland, as a 

Mr. Zhuang Jixiang, with an address in Fujian, China. The listed corporate secretary 

for Jiyuan Shipping, Yunma Tianlong International Consulting Co. Limited,53  had 

also served in the same capacity with the entities Always Smooth Ltd and Good 

Siblings Ltd, which were registered owners of vessels54 reported by the Panel to have 

violated sanctions.  

71. The Panel sought the assistance of China, Mongolia, Sierra Leone, the United 

Kingdom and related entities. Additional details on the case and the responses are 

provided in annexes 36 (a) to (c). 

72. China confirmed the information provided to the Panel that the registered owner 

entity was registered in the United Kingdom and provided some information 

concerning the vesselôs cargo (see para. 146). 

73. Mongolia provided information and documentation on the vessel that showed 

that the Ji Yuan had been sold by a Republic of Korea-registered company, Korea 

Marine Transport Co., Ltd, to a Hong-Kong incorporated company, Good Job Trading 

Limited (hereafter ñGood Jobò), on 26 July 2019 for $1.1 million (see annex 36 (d)). 

__________________ 

 52  The company was listed as dissolved on 23 March 2021. 

 53  The companyôs address at United G25, Waterfront Studios, 1 Dock Road, London, 

United Kingdom of Great Britain and Northern Ireland, appears to be an address registering 

several companies that provide corporate secretary services. 

 54  The vessels were the then Togo-flagged Lucky Star (IMO No. 9015278) and the then Togo-

flagged Asia Bridge (IMO No. 9010022), respectively. 
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The vesselôs shares were then transferred from Good Job to Jiyuan Shipping Ltd on 

15 August 2019 for $1 (see annex 36 (e)), just prior to the reported delivery by the Ji 

Yuan of a luxury car to the Democratic Peopleôs Republic of Korea the following 

month (see also paras. 68 and 146). Mongolia deregistered the vessel, sailing as 

Chang Long under its flag, along with the relevant issued ship certificates on 14 June 

2021 (see annex 36 (f)). Mongoliaôs maritime circular is attached in annex 36 (g). 

74. Sierra Leone provided the requested shipping documentation and confirmed that 

the Ji Yuan had been deleted from its ship registry on 3 April 2020 in relation to its 

engagement with activities prohibited by the Security Council resolutions.  

75. The United Kingdom responded that it was following up on the requested 

information regarding the relevant companies and would revert with more details in 

due course.  

 

  Vessel acquisition 
 

76. Since 2019,55 the Democratic Peopleôs Republic of Korea has expanded its fleet 

through the addition of former foreign-flagged tanker and cargo vessels in 

contravention of the relevant United Nations resolutions that prohibit the direct or 

indirect supply, sale or transfer of vessels old and new to the Democratic Peopleôs 

Republic of Korea. A number of the vessels had been sailing without a flag for a few 

years before being registered by the Democratic Peopleôs Republic of Korea, when 

they continued to sail and trade, delivering illicit refined petroleum to the Democratic 

Peopleôs Republic of Korea and exporting coal originating from the Democratic 

Peopleôs Republic of Korea. In a number of cases, the vessels were managed by the 

same entities and followed a very similar ownership pattern prior to sale. A Member 

State has assessed several of the vessels as having been controlled by the Democratic 

Peopleôs Republic of Korea before being flagged under the Democratic Peopleôs 

Republic of Korea. 

77. Several of these vessels were reported by the Panel before they were belatedly 

updated as Democratic Peopleôs Republic of Korea-flagged, including through sale to 

undisclosed buyers. Some of the vessels were sold on ship auction websites, while 

others were procured through third-party brokers. The following are examples of 

vessels that were reflagged under the Democratic Peopleôs Republic of Korea ship 

registry in 2020. 

 

  Sin Phyong 5 (formerly known as Woo Jeong) 
 

78. The formerly Republic of Korea-flagged vessel Woo Jeong, also known as Sin 

Phyong 5 (IMO No. 8865121),56 was flagged under the Democratic Peopleôs Republic 

of Korea in October 2020. As in the case of other vessels previously reported by the 

Panel to have come under the control of the Democratic Peopleôs Republic of Korea 

(such as the Enterprise (IMO No. 9153331),57  see para 81. below), the final AIS 

transmission by the Woo Jeong was recorded in waters off Shidao, China, around 

27 July 2019. Young Sung Global Co. Ltd (hereafter ñYoung Sung Globalò) was listed 

as the last registered owner, operator and manager of the Woo Jeong prior to its 

ownership under the Democratic Peopleôs Republic of Korea.58  The Republic of 

Korea confirmed the deregistration of the vesselôs flag on 10 September 2019 for the 

reason of export. 

__________________ 

 55  According to maritime database records, more than a dozen tankers as well as cargo vessels were 

added to the Democratic Peopleôs Republic of Korea fleet in 2019 and 2020. 

 56  Information updated by IMO in 2021. 

 57  See S/2021/211, paras. 71ï72. 

 58  Listed by IMO as the vesselôs owner, manager and operator from June 2012 to October 2019. 

https://undocs.org/en/S/2021/211


 
S/2021/777 

 

31/261 21-10945 

 

79. According to Young Sung Global, the ship sale was sourced via brokers and the 

ship was purchased by a Chinese entity. The ship brokering firm that identified the 

buyer conducted all the sale formalities with the broker in China. The vessel was sold 

in July 2019 to a Mr. Zhang Rusheng, on behalf of Deepika Shipping and Trading Ltd 

(hereafter ñDeepika Shippingò), listed as the buyer. The Panel notes that Deepika 

Shipping was also listed as the registered owner and operator of the Sen Lin 01 (IMO 

No. 8910378),59  a direct delivery vessel that has since been flagged under the 

Democratic Peopleôs Republic of Korea and is sailing as Kwang Chon 2.60 In addition, 

Korea Myongryu Trading Co., the Democratic Peopleôs Republic of Korea owner of 

the Sin Phyong 5, also owns the Sin Phyong 2 (IMO No. 8817007),61 a tanker that the 

Panel has previously reported as having been acquired by the Democratic Peopleôs 

Republic of Korea in 2019, after the delivery of refined petroleum to the Democratic 

Peopleôs Republic of Korea when sailing as the Tianyou. Investigations continue. See 

annexes 38 (a) to (c) for more details. 

80. Other vessels that became Democratic Peopleôs Republic of Korea-flagged 

included the Xin Hai (IMO No. 7636638), renamed the Wol Bong San (see annexes 

37 (a) and (b)), and the Ming Zhou 6 (IMO No. 8829878), renamed the Tae Phyong 2 

(see annex 39). 

 

  Supply chain networks 
 

81. The Panel continued its investigations into the Democratic Peopleôs Republic of 

Korea-associated Enterprise (IMO No. 9153331), which has continued to export coal 

originating from the Democratic Peopleôs Republic in Korea in 2021. Updated 

documentation obtained by the Panel indicated different addresses for the operator of 

the Enterprise,62 Dalian Taiyuan International Shipping Agency Co. Ltd, provided to 

maritime databases compared with those recorded on shipping records. The address 

of the operator on shipping documentation matched a co-located building address 

associated with Vast Win Trading Limited, the former owner of the designated Jie 

Shun (IMO No. 8518780). The previous sole director of the vessel and shareholder, 

Ms. Gu Min, was also associated with the Panelôs investigations into the Jie Shun (see 

annex 40). Investigations continue.  

 

__________________ 

 59  See S/2020/151. 

 60  See S/2020/840. 

 61  Ibid. 

 62  Ibid., para. 55 and annex 32 (b). 

https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2020/840
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  Fishing rights transfers 
 

82. Information provided by a Member State to the Panel showed that the 

Democratic Peopleôs Republic of Korea continues to sell fishing rights to entities of 

a third country, allowing their operation in its territorial waters. Several official 

documents, including fishing rights certificates and insurance policies, issued by the 

Democratic Peopleôs Republic of Koreaôs Korea National Insurance Corporation 

(KPe.048) were obtained in 2020 from third-country fishing fleets. A map of a special 

area for permitted fishing63 and guidelines for the fishing fleets issued by Democratic 

Peopleôs Republic of Korea authorities were also obtained from these fishing fleets 

(see annex 41). According to a Member State, rights to fish in Democratic Peopleôs 

Republic of Korea waters for a period of four to five months had been purchased for 

around 200,000 renminbi ($30,867) to 300,000 renminbi ($46,301).  

83. The Panel continues to receive information, including on the possible ports of 

departure, the MMSI signals of the vessels and relevant private entities involved in 

fishing-rights transfer activities. Investigations continue. 

84. During the reporting period, the Panel wrote again to Choe Un Bok, Chairperson 

of the General Association of Koreans in China, who is believed to be involved in 

selling Democratic Peopleôs Republic of Korea fishing rights,64  and to Weihai 

Peninsula Vessel Fuel Co. Ltd, which was involved in the planning of a fishing joint 

venture with a Democratic Peopleôs Republic of Korea entity.65 China replied (see 

annex 42) that according to its investigation, no substantial evidence had been found 

on the alleged involvement of General Association of Koreans in China and Weihai 

Peninsula Vessel Fuel Co. Ltd. Investigations continue.  

 

  Maritime exports from the Democratic Peopleôs Republic of Korea 
 

  Coal exports by Democratic Peopleôs Republic of Korea vessels  
 

85. From February to May 2021, a Member State assessed that at least 364,000 

metric tons of coal originating from the Democratic Peopleôs Republic of Korea were 

exported by Democratic Peopleôs Republic of Korea-flagged and Democratic Peopleôs 

Republic of Korea-controlled vessels to the Ningbo-Zhoushan area in at least 

41 shipments.66 The Panel notes that this estimated volume of exported coal during 

the four-month period was significantly lower by average comparison with the 2020 

shipment figures provided by the same Member State, which estimated a 12-month 

total of at least 4.8 million metric tons of coal and other sanctioned minerals exported 

in 636 shipments to China (see annex 43).67  

86. However, the Member State has also assessed that the Democratic Peopleôs 

Republic of Korea was poised to resume large-scale exports of coal. Satellite imagery 

on 4 April 2021 captured 32 Democratic Peopleôs Republic of Korea-flagged vessels 

at Taean Port, Democratic Peopleôs Republic of Korea, with all but three laden with 

coal (see annex 47). The Panel continues to monitor the situation. 

87. The export of coal shipments from the Democratic Peopleôs Republic of Korea 

has followed previously identified patterns: Democratic Peopleôs Republic of Korea-

flagged and Democratic Peopleôs Republic of Korea-controlled vessels have been 

located within the same areas within Ningbo-Zhoushan waters; they have been 

__________________ 

 63  Literally named ñḶ▬‰̯⁵ò by the Democratic Peopleôs Republic of Korea authorities, this 
is a simplified map of an area in Democratic Peopleôs Republic of Korea waters where vessels of 

a third country were permitted to fish under strict surveillance. 

 64  See S/2021/211, para. 54 and annex 32 (a). 

 65  Ibid., para. 55 and annex 32 (b). 

 66  Information as at May 2021. 

 67  Two experts expressed the view that the information in this paragraph requires verification. 

https://undocs.org/en/S/2021/211
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involved in ship-to-ship transfers with large Chinese-flagged cargo vessels; and they 

have broadcast fraudulent identifiers or have not transmitted AIS signals at all. 

88. In a marked change from previously observed activity of foreign coastal barges 

importing coal from the Democratic Peopleôs Republic of Korea,68 no such barges 

have been reported to the Panel as entering Democratic Peopleôs Republic of Korea 

waters in 2021. 

89. The Panel continued to seek the assistance of China on the presence of multiple 

Democratic Peopleôs Republic of Korea and Democratic Peopleôs Republic of Korea-

linked vessels in Ningbo-Zhoushan waters (see figure XIII), where they have 

continued to gather to export coal via ship-to-ship transfers69 (see also annex 44).  

90. A number of these vessels have featured in previous Panel reports for illicitly 

exporting coal in the same waters. Several of the Democratic Peopleôs Republic of 

Korea vessels continued to remain in the same area over a period of time (see 

figure XIV).70 These areas are subject to relevant port and other governing maritime 

authorities that collect information on vessel activities.  

 

  Figure XIII 

  Illustration of Democratic Peopleôs Republic of Korea-flagged and Democratic 

Peopleôs Republic of Korea-associated vessels, Ningbo-Zhoushan, China, 

5 April 2021 
 

 

 

Source: Member State. 

__________________ 

 68  See S/2020/151, paras. 67ï68, and S/2021/211. 

 69  See S/2021/211. 

 70  These included Myong Sa Sim Ni, Enterprise, Kwang Myong, Puk Dae Bong and Su Ri Bong. 

https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/211
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Figure XIV 

Democratic Peopleôs Republic of Korea vessels at different locations near Maji Shan, China, Vessel 

Traffic Service area, March and April 2021 
 

 

 

Source: Member State. 
 

 

91. The Panel asked China for information on each of the Democratic Peopleôs 

Republic of Korea vessels present in Chinese waters, the identifiers under which they 

were transmitting, their cargo, any ship-to-ship transfers conducted in Chinese waters 

with the type and amount of cargo offloaded, the identities of the receiving vessels 

along with the entities and individuals that owned and operated the receiving vessels, 

and the end destinations of the offloaded coal cargo.  

92. China responded as follows: 

 é10 vessels with IMO number did not enter Chinese ports around 5 April 2021. 

Among these 10 vessels, Kum Jing Gang and Un Bong 2 submitted port-entry 

requests to Dalian and Yantai respectively, but in fact they did not enter ports. 

Regarding the other 16 vessels without IMO number, China could not check 

their information as China is not the flag state of these vessels. 

93. The Panel has obtained imagery from a Member State showing Chinese 

maritime law enforcement patrols operating in close proximity to several Democratic 

Peopleôs Republic of Korea vessels on a number of occasions. These Democratic 

Peopleôs Republic of Korea vessels were all reported to have offloaded their coal to 

Chinese-flagged vessels. The Panel asked China for information that the Chinese 

patrol boats might possess on the identification and activities of the Democratic 

Peopleôs Republic of Korea vessels, the vessels receiving the transferred coal, and 

any associated actions taken.71  

94. China responded as follows:  

 China attaches importance to combating and regulating illegal maritime 

activities. The patrol and law enforcement by Chinese coastal guard is 

conducive to maintaining navigation order in waters under Chinese jurisdiction, 

and is also faithfully implementing the obligations under relevant Security 

Council resolutions. Ningbo-Zhoushan waters is a sea area with very heavy 

traffic of various types of vessels. It is completely normal for Chinese coastal 

__________________ 

 71  One expert objects to the inclusion of information relating to law enforcement in paras. 93ï95. 
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guard vessels to be patrolling there. The activities of one countryôs law-

enforcement force concern its national security. China requests the Panel to 

respect the legitimate rights and interests of Member States, and not to include 

in its report unverified information relating to Chinese coastal guard vessels, 

which will affect their security. 

95. The Panel notes the concerns of China regarding the security of its coast guard 

and remains focused on the Democratic Peopleôs Republic of Korea vessels identified 

above. Confidential annex 45 contains the imagery provided by the Member State. 

 

  Cargo vessels receiving coal originating from the Democratic Peopleôs Republic 

of Korea 
 

96. The Panel continues to investigate the usage by the Democratic Peopleôs 

Republic of Korea-flagged vessels of large China-flagged bulk cargo vessels to 

receive coal via ship-to-ship transfer in Chinese territorial waters.72  The Panel is 

investigating two cases of China-flagged cargo vessels reported by a Member State 

to have loaded coal from Democratic Peopleôs Republic of Korea-flagged vessels in 

Ningbo-Zhoushan waters via ship-to-ship transfer and to have delivered that coal to 

Chinese ports between February and April 2021. Both vessels were transmitting a 

China-associated MMSI, with one vessel having a registered IMO number. The Panel 

received satellite imagery detailing the voyages of the vessels, including their night-

time ship-to-ship transfers, the presence of the Chinese vessels at port in China with 

coal in their holds, the Democratic Peopleôs Republic of Korea vessels that transferred 

the coal, and details of the dates and times of the vesselsô activities. Analysis by the 

Panel of the routes of the China-flagged vessels, reported draft changes, the proximity 

of Democratic Peopleôs Republic of Korea vessels where they were transmitting on 

AIS, and port analysis where the Chinese vessels docked are consistent with 

information provided by the Member State. This information was shared with China, 

with a request for further information.  

97. China responded as follows:  

 Relevant Chinese authorities are conducting investigation and verification, and 

do not have information to share at the current stage. Since the investigation is 

still underway, China requests that the Panel does not include information 

related to these vessels in its report, and avoids interrupting Chinaôs 

investigation and law enforcement. 

98. In view of the ongoing investigations by China into the named vessels, the Panel 

has retained the information on the identifiers, data and imagery of the vessels, and 

research into the listed entities that own and manage them. The Panel will update on 

the investigation by China in due course.  

 

  Export of coal originating from the Democratic Peopleôs Republic of Korea and 

import of humanitarian cargo in a single round-trip voyage 
 

99. The Panel and Member State observation indicated that as at 11 May 2021, over 

two dozen Democratic Peopleôs Republic of Korea cargo vessels were anchored 

outside Nampo Lock Gate, Democratic Peopleôs Republic of Korea, an area that has 

become a long-term vessel quarantine area (see figure XV).  

 

__________________ 

 72  See, for example, S/2021/211, paras. 58 and 65ï66. 

https://undocs.org/en/S/2021/211
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  Figure XV 

  Democratic Peopleôs Republic of Korea-flagged and Democratic Peopleôs Republic of 

Korea-associated vessels at anchor outside Nampo Lock Gate, Democratic Peopleôs 

Republic of Korea, after returning from ports and port areas in China, as at 11 May 2021 
 

 

 

Source: Member State. 
 

 

100. These Democratic Peopleôs Republic of Korea vessels have returned from ports 

in China, based on Member State information. Some of the vessels, such as 

Democratic Peopleôs Republic of Korea-flagged Ko San (IMO No. 9110236), that 

were tracked by the Panel were reported to have offloaded coal originating from the 

Democratic Peopleôs Republic of Korea in Ningbo-Zhoushan waters before sailing to 

Dalian port, China, where the Member State stated the vessel ñloaded humanitarian 

aidò on 1 July73  for import to the Democratic Peopleôs Republic of Korea (see 

figure XVI). See annex 46 for more details.  

 

 

__________________ 

 73  Port analysis indicated that Ko San was berthed at the Beiliang grain terminal in Dalian, China. 
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Figure XVI 

Ko San exported coal and imported likely humanitarian cargo in single voyage, May to July 2020 
 

 

 

Source: Sea-web, IHS Markit annotated by the Panel; inset imagery: Windward; satellite imagery: Member State. 
 

 

101. The Panel notes that vessels are permitted to carry humanitarian cargo to the 

Democratic Peopleôs Republic of Korea provided that they have not been involved in 

sanctions evasion activities, pursuant to paragraph 9 of Security Council resolution 

2397 (2017), in which it is stipulated that Member States shall seize, inspect and 

impound vessels in their ports and may also do so for any vessel subject to its 

jurisdiction in its territorial waters if the Member State has reasonable grounds to 

believe that the vessel was involved in activities, or the transport of items, prohibited 

by resolutions.74  

__________________ 

 74  See also S/2021/211, paras. 58 and 63ï64. 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2021/211
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102. Additional examples reported by a Member State containing satellite imagery 

and Panel investigations into the Democratic Peopleôs Republic of Korea vessels Thae 

Song 8 (IMO No. 9003653), Min Hae (IMO No. 8672897) and Tae Phyong 2 

(formerly known as Ming Zhou 6) (IMO No. 8602763) that have similarly offloaded 

coal originating from the Democratic Peopleôs Republic of Korea in Chinese waters 

and picked up humanitarian aid cargo at Chinese ports in a single trip are provided in 

annex 46. 

103. The Panel sought assistance from China on the activity of each of the 26 

Democratic Peopleôs Republic of Korea vessels in figure XV, including information 

on which vessels had offloaded coal originating from the Democratic Peopleôs 

Republic of Korea or other sanctioned commodities through ship-to-ship transfers in 

Chinese territorial waters in 2021; any vessels involved in the transportation of coal 

originating from the Democratic Peopleôs Republic of Korea that also picked up 

humanitarian cargo at Chinese ports; and any barter trade in sanctioned Democratic 

Peopleôs Republic of Korea coal exports in exchange for grain or other imports from 

China.  

104. China responded as follows: 

 Thae Song 8, Min Hae and Tae Phyong 2 entered Longkou port empty-loaded 

and sailed to Nampo port after loading fertilizers and pesticide. Ko San entered 

Dalian Beiliang port empty-loaded and left after loading rice. China did not find 

these vessels smuggling coal within Chinese territorial waters and had no reason 

for prohibiting them from entering ports empty-loaded and loading 

humanitarian cargo. 

 

  Recommendations 
 

  On vessel identity laundering and swap 
 

105. Member States and ship registries should issue up-to-date circulars on 

identified laundered AIS digital profiles used as cover identities, so as to caution 

against trading with such ships. 

106. Where there is suspicion about the validity of the identifiers of a vessel, port 

and other relevant maritime authorities should conduct the necessary checks of 

the history of such vessels entering its port jurisdiction waters, pursuant to 

paragraph 9 of resolution 2397 (2017). 

107. Flag registries should require all applicants seeking to join their registry to 

include up-to-date photographs of the exterior (bow, stern deck) and interior of 

their vessels where vessel identifiers are displayed. 

108. Member States hosting shipyards that service foreign-flagged vessels 

should raise awareness of the risk of vessels seeking physical alterations or other 

modifications to obfuscate their identity in order to engage in sanctionable 

activities. 

 

  On information-sharing 
 

109. Flag registries should regularly publish a list of deregistered vessels on their 

website and in maritime circulars for the broader shipping community. 

110. The misuse of MMSIs is a trend affecting various flag registries. To assist 

and ensure that the MMSIs of flag registries are not fraudulently used, the Panel 

encourages registries and Member States in whose waters vessels transmit 

fraudulent identifiers to investigate such vessels and to share the results of their 

investigations, including with the Panel, in particular where it relates to 

suspected sanctions evasion activities. 

https://undocs.org/en/S/RES/2397(2017)
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  On AIS manipulation 
 

111. Member States should monitor and investigate vessels that broadcast 

suspect identifiers, particularly in waters where Democratic Peopleôs Republic 

of Korea and Democratic Peopleôs Republic of Korea-linked vessels are known 

to operate.  

112. Flag registries should ensure dedicated personnel for monitoring the AIS 

status of their registriesô fleet as part of their due diligence efforts, including 

contacting ships that broadcast AIS information that is different from that in 

their registered profile. 

113. Classification societies should certify the existence of a single, functional, 

type A AIS system on each vessel as part of a periodic safety inspection. 

Inspections should look for evidence of multiple AIS systems. 

 

  On beneficial ownership information 
 

114. The Panel reiterates its recommendation that Member States require their 

relevant competent authorities to disclose beneficial ownership information 

related to all legal entities seeking to register vessels under their ship registry. 

Member States with open registries should endeavour to collect identifying and 

contact information for each individual who owns or exerts control over the 

foreign entity to which each vessel belongs, whether as a controlling shareholder, 

a financier of the enterprise, or a senior manager or decision-maker. Such 

information should be made available to relevant entities such as law 

enforcement, as well as to the Panel, to facilitate sanctions implementation 

efforts.  

 

  Trade statistics and customs issues 
 

115. Recorded foreign trade of the Democratic Peopleôs Republic of Korea 

plummeted from early 2020 in response to COVID-19 measures. Recorded total 

exports in 2020 reached approximately $156.9 million, around 33 per cent of the 2019 

figures. Total imports amounted to $558.1 million, around 20 per cent of the amount 

in 2019 (see table 2). According to a Member State, sanctions imposed considerable 

additional costs on legal trade (including the necessity for heavy discounts in export 

prices, higher prices for imports, increased insurance premiums, increased cost of 

financial operations, and complications in custom clearance).75  

 

  Table 2 

  Recorded trade of the Democratic Peopleôs Republic of Korea, 2018ï2020 

(Thousands of United States dollars) 
 

 

 2018 2019 2020 

    
Exports 352 611 473 550 156 867 

Imports 2 327 431 2 726 196 558 071 

 Trade balance (1 974 820) (2 252 646) (401 204) 

 

Source: International Trade Centre Trade Map, accessed 6 July 2021. 
 

 

__________________ 

 75  See annex 48 for the 2020 Democratic Peopleôs Republic of Korea trade statistics by commodity 

(HS Code). 
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116. Some trade operations restarted in March 2021 after Democratic Peopleôs 

Republic of Korea authorities constructed disinfection facilities for imported goods76 

and made some exceptions to reopen the borders. However, border restrictions were 

soon reintroduced (see annex 1).  

117. Publicly available statistics, including those compiled by the trade partners of 

the Democratic Peopleôs Republic of Korea, represent only a part of the countryôs 

foreign trade and sometimes include erroneous data. Mistaken usage of country codes, 

in which the country code for the Democratic Peopleôs Republic of Korea (KP) is 

entered wrongly in the place of the country code for the Republic of Korea (KR), the 

actual trade partner, is frequently cited as a problem.77  The Panel wrote to the 

International Organization for Standardization regarding this matter but has received 

no response.  

118. On the basis of International Trade Centre records on national trade data, some 

of which appeared to fall into sanctioned categories, the Panel asked 69 Member 

States for information on transactions with the Democratic Peopleôs Republic of 

Korea, as well as details on any cases of rejection of clearance or seizure of goods 

exported to or imported from the Democratic Peopleôs Republic of Korea.  

119. The Panel also sought information from customs authorities of Member States 

on their practical implementation of sanctions obligations, such as the requirement to 

inspect all cargoes to and from the Democratic Peopleôs Republic of Korea and to 

seize and dispose of them when prohibited items were found (see annex 49 for the 

Panelôs template of enquiry). 

120. Many Member States indicated no recorded trade activity with the Democratic 

Peopleôs Republic of Korea in 2020 and 2021, while others stated that transactions 

had conformed with United Nations sanctions. Several Member States informed the 

Panel about the results of investigations of cases of possible non-compliance. See 

annex 50 containing comparison data which, in many cases, demonstrate 

discrepancies between international trade statistics and national data.  

121. The Panel found that customs authorities of Member States observed the 

implementation of the prohibitions, although in several cases, they faced the 

challenge of determining whether certain items were prohibited from transfer to 

and/or from the Democratic Peopleôs Republic of Korea. For the list of restricted HS 

code commodities that the Panel uses to monitor the implementation of the sectoral 

ban, see annex 51.  

122. In response to the Panelôs enquiry, China replied as follows:  

 The main reason why the data of the International Trade Center (ITC) is 

different from Chinaôs official figure is that the ITC regards commodities 

produced in China and exported to a third-party and then transferred to the 

DPRK as Chinese export to the DPRK, and they adjust the trade accordingly. 

This is inconsistent with the facts and the ITC doesnôt update and correct their 

data in a timely way. 

 China also stressed that there were no transactions involving banned items 

recorded in respect of the Democratic Peopleôs Republic of Korea. 

123. At the request of the Panel, Thailand provided information on 12 export entries 

stating the Democratic Peopleôs Republic of Korea as the destination that had 

subsequently been withdrawn, with the goods returned. See annex 52. The attempted 
__________________ 

 76 ñNorth Korea turns airport into COVID-19 disinfection center to boost tradeò, NK PRO 

(NK News), 16 April 2021. Available at https://www.nknews.org/pro/north-korea-turns-airport-

into-covid-19-disinfection-center-to-boost-trade/.  

 77  See S/2021/211, annex 41. 

https://www.nknews.org/pro/north-korea-turns-airport-into-covid-19-disinfection-center-to-boost-trade/
https://www.nknews.org/pro/north-korea-turns-airport-into-covid-19-disinfection-center-to-boost-trade/
https://undocs.org/en/S/2021/211
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exports included several consignments of electrical goods (transformers, diodes) from 

prohibited HS code group 85, but also perfumery items, whose sanctionable status is 

sometimes difficult to determine.  

124. Bulgaria informed the Panel of exports of nutritional additives (see annex 53). 

125. Singapore reconfirmed the information on the seizure of a trans-shipment of 

wine and juices and its disposal by Customs in accordance with a court order (see 

annex 54).78  

126. In correspondence with Uruguay, the Panel explained that the sectoral 

prohibition for transfers concerned not only ñchemical, nuclear or biological material, 

as included in é resolution 2270 (2016)ò, as Uruguay had earlier supposed, but also 

other commodities listed in annex 51. The Panel is ready to provide advice on a case-

by-case basis to assist Uruguayan customs authorities in making their own decisions 

on planned exports and imports involving the Democratic Peopleôs Republic of Korea. 

The Panel stresses that the final decision is the prerogative of individual Member 

States, but again suggests that Member States use as guidance the full list of restricted 

HS code commodities (see annex 51). 

127. Guatemala informed the Panel that in December 2020, the Customs 

Administration indicated that its Regulatory Department had made improvements to 

the Central American Single Customs Declaration (DUCA) platform by prohibiting 

the validation of DUCA-D and declarations containing the code KP (the Democratic 

Peopleôs Republic of Korea). Furthermore, information was disseminated internally 

and externally, through news digests and Aduana Moderna (Modern Customs) 

bulletins, indicating that the code KP should not be used in declarations of imports 

(see annex 55).79 

128. Guyana informed the Panel that the Guyana Revenue Authority was introducing 

a risk profile system in the Automated System for Customs Data Entry, Control and 

Management (ASYCUDA) World system sponsored by the United Nations 

Conference on Trade and Development (UNCTAD) to flag transactions (see 

annex 56). 

129. The Panel intends to continue comparative analysis of open-source statistics and 

data provided by Member States in order to flag any possible discrepancies and 

investigate their cause. 

130. The main goods exported illegally from the Democratic Peopleôs Republic of 

Korea included coal, minerals, iron, sand and textiles. According to a Member State, 

in 2020, millions of metric tons of coal as well as possibly other sanctioned minerals 

were exported. By May 2021, the Democratic Peopleôs Republic of Korea had 

exported at least 364,000 metric tons of coal (see para. 85).  

131. The Panel reviewed several Chinese legal proceedings involving the illegal 

exports of coal, sand and zinc. Between 30 October and 3 November 2019, five 

Chinese citizens conspired to smuggle coal originating from the Democratic Peopleôs 

Republic of Korea into China. Payments were made to Fuzhou Tenghuang Trade Co. 

Ltd. and the coal was transferred to vessels belonging to Nanjing Feixiong Ocean 

Shipping Company. A Chinese court80 found the defendants guilty of smuggling, with 

each receiving prison sentences and fines.  

__________________ 

 78  Ibid., para. 117. 

 79  The Panel is seeking clarification. 

 80  See https://wenshu.court.gov.cn/.  

https://undocs.org/en/S/RES/2270(2016)
https://wenshu.court.gov.cn/
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132. Another court case concerned the vessel Hao Fan 281 illicitly smuggling coal 

originating from the Democratic Peopleôs Republic of Korea through the Russian 

Federation and then into China. The coal was allegedly sold by Hong Kong-based 

Champion Global Trading Limited to Chifeng Shenhua Material Trade Co. Ltd. 

Chinese court records indicated that several of the same co-conspirators had also 

facilitated ship-to-ship transfers of zinc powder originating from the Democratic 

Peopleôs Republic of Korea in June 2019 involving Unphung Joint Venture Company 

(a joint venture between the Democratic Peopleôs Republic of Korea-based Unphasan 

Trading Corporation and the China-based Liaoning Wellhope Agri-Tech Joint Stock 

Corporation). 

 

  Recommendations 
 

133. The Panel recommends that the International Organization for 

Standardization look into possible measures to prevent erroneous usage of 

country codes for the Democratic Peopleôs Republic of Korea and the Republic 

of Korea (KP and KR respectively).  

134. The Panel recommends that Member States streamline their export and 

import control lists, using as supportive material the Panelôs informal list of 

prohibited commodities (see annex 51). 

135. The Panel notes that Member States could study the possibility of using the 

ASYCUDA system developed by UNCTAD (a computerized customs 

management system, now used in more than 80 countries; see 

https://asycuda.org/en/) to monitor transactions with sanctioned jurisdictions. 

136. The Panel recommends that the customs authorities of Member States use 

the above-mentioned resources for the information of and usage by the trading 

agents of their jurisdictions for due diligence purposes, particularly when 

dealing with prohibited commodities in relation to trade with sanctioned 

jurisdictions. 

 

 

 IV. Embargoes, designated entities and individuals, and 
overseas workers  
 

 

  Embargoes 
 

  Cases related to the documentary The Mole: Undercover in North Korea 
 

137. The Panel continued to investigate some of the activities portrayed in the 

documentary film The Mole: Undercover in North Korea.82 Uganda replied that the 

investigation by relevant government agencies was still ongoing; and Cambodia 

initially replied to the Panelôs enquiry but has not responded to follow-up questions. 

China replied as follows: 

 The documentary mentioned in the letter is suspected to be made by illegitimate 

means, which has undermined the authenticity and credibility of relevant 

information, and it shall not be taken as a credible source of information for the 

Panelôs investigation into suspected DPRK activities in violation of Security 

Council resolutions. The Panel should carry out its work in a fair, objective and 

impartial manner. 

 

__________________ 

 81  Shen Zhong International Shipping (KPe.073) was designated on 30 March 2018 as the ship and 

commercial manager of the Hao Fan 2. 

 82  See S/2021/211, para. 90 and annex 88. 

https://asycuda.org/en/
https://undocs.org/en/S/2021/211
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  Myanmar 
 

138. The Panel repeated its earlier request for information concerning military 

cooperation between Myanmar and the Democratic Peopleôs Republic of Korea, 

including ballistic missile cooperation since October 2006, as well as evidence of the 

return of technicians from Myanmar and the Democratic Peopleôs Republic of Korea 

to their respective home countries.83  

139. Myanmar replied as follows: 

 Myanmar Armed Forces remains committed to the non-proliferation and is 

actively implementing its international legal obligations regarding nuclear 

disarmament and non-proliferation of the weapons of mass destruction (WMDs) 

as well as disarmament of the weapons prohibited under International 

Humanitarian Law. Myanmar Armed Forces supports the total elimination of 

WMDs and is fulfilling its international obligations under the following 

International and regional Legal instruments with regard to the non-proliferation 

to which Myanmar is a party. 

 

  United Arab Emirates 
 

140. The Panelôs investigations into KOMID-related individuals continued. Mr. Ri 

Hyong Thae continues to travel internationally in connection with arms-related 

activity cooperation between a number of countries and the Democratic Peopleôs 

Republic of Korea and in the company of other individuals designated by the Security 

Council Committee established pursuant to resolution 1718 (2006). The Panel 

requested further information about Mr. Ri from the United Arab Emirates. It has yet 

to receive a reply.  

 

  Misuse of embassy properties 
 

141. The Panel continued its investigation of the Democratic Peopleôs Republic of 

Korea Embassy property in Sofia and requested information from Bulgaria 

concerning reports showing that Bulgarian companies were still advertising the rental 

of the ñTerra Residenceò, which appeared to be the former residence of the 

Ambassador (located at No. 6, Andrei Sakharov Street, Mladost Quarter 1, Sofia, 

1784).84 Bulgaria responded that in February 2017, the Embassy had been informed 

about the prohibition of the use of property owned by the Democratic Peopleôs 

Republic of Korea Embassy for any purpose other than diplomatic and consular 

activities and had been urged to cease any such activities immediately. The local 

companies ñTerra Groupò and ñTechnologicaò were registered at the above-

mentioned address and were strongly advised to terminate their rental agreements and 

to comply with the sanctions regime. According to Bulgarian authorities, no rental 

payments have since been made by these companies to the Democratic Peopleôs 

Republic of Korea Embassy (see annex 57). 

 

  Implementation of luxury goods ban 
 

142. The import of consumer goods, including luxury goods (prohibited under 

paragraph 8 (a) (iii) of resolution 1718 (2006)), has virtually stopped due to the 

closure of the borders. Private business exchanges across the border became 

practically non-existent.  

143. Nevertheless, media reports suggest that some imported goods and luxury 

supplies (including ñcar tires and parts, construction and interior design materials, 

__________________ 

 83  See S/2019/171, para. 78, and S/2020/151, para.110. 

 84  See S/2021/211, para.110. 

https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2021/211
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supplies for Kim Jong Unôs family villa, luxury goods and other itemsò) for the elite 

were illicitly transported by ships to Democratic Peopleôs Republic of Korea ports 

such as Nampo from a railway depot at the border, where they were stored in trains.85 

 

  Luxury vehicles 
 

144. The Panel continued its investigation of the networks behind the supply to the 

Democratic Peopleôs Republic of Korea of two S-class Mercedes luxury vehicles in 

2018 from Italy. European Cars & More S.R.L had had an unknowing role in the 2018 

onward transit sale of the cars. The company additionally informed the Panel that it 

had also previously sold in 2017 and 2018 three further Mercedes luxury vehicles ï a 

Mercedes S600 Guard, a S650 Maybach and a S600 Pullman with Vehicle 

Identification Numbers WDD2221761A356488, WDD2229801A351655 and 

WDD2229761A333357 ï to LS Logistica & Spedizioni S.R.L.C., which was the same 

company that had had a role in shipping the S-class vehicles in 2018. The Panel has 

not received a response from this company.  

145. The Panel has approached Daimler about the latter three cars. Daimler has 

confirmed that the vehicles were produced by Daimler AG in Sindelfingen, Germany, 

at the request of an Italian customer. According to the Italian registration authority, 

the vehicles were registered in Italy until 2020, before being resold ñwithin and 

outside Europeò; the location of the vehicles has yet to be established. The Panel 

continues its investigations, including with the Italian customs authorities.86 

146. The Panel received information from a Member State that the Hong Kong-based 

company Yee Fat Motor Trading (H.K.) Ltd87 had facilitated the shipment of a luxury 

automobile to the Democratic Peopleôs Republic of Korea transported by Ji Yuan 

(IMO No. 9044140, also known as Chang Long) (see also paras. 68 and 73). The 

Member State also reported that in November 2019, the Chang Long (operating as the 

Ji Yuan) had transported two containers full of unspecified electronics to the 

Democratic Peopleôs Republic of Korea. The Panel wrote to the relevant parties. 

China responded: ñPreliminary investigation found no trade transactions between the 

Hong Kong SAR company namely óYee Fatô and the DPRK. Regarding the departing 

cargo carried by vessel Ji Yuan, China is conducting in-depth investigation and 

verification.ò China further indicated: ñThe destination of parts of the cargo is the 

Republic of Korea, and the owner of the vessel is a company in the United Kingdom.ò 

Yee Fat has yet to reply. The investigation continues. 

147. The Panel continued its investigation of the transfer of Toyota Lexus vehicles 

to the Democratic Peopleôs Republic of Korea. According to a Member State, Jiangsu 

Overseas Group Foreign Economic and Technical Cooperation, Ltd88 was involved in 

an attempted shipment of luxury vehicles worth over $1 million, including new 2020 

Lexus LX570 SUVs, to the Democratic Peopleôs Republic of Korea. A shipment of 

such vehicles reportedly arrived (allegedly from the United Arab Emirates) in Ningbo, 

in late September 2020, for onward delivery to the Democratic Peopleôs Republic of 

Korea. These transactions were reportedly facilitated by representatives in China of 

the Korea United Development Bank of the Democratic Peopleôs Republic of Korea 

(KPe.033), the Credit Development Bank and the Korea Kyongeun Trading 

Corporation. The Panel has not received any response to its requests for information.  

__________________ 

 85 ñCargo in freight train at Dandong Station transported into North Korea by boatò, Daily NK, 

31 May 2021. Available at www.dailynk.com/english/cargo-freight-train-dandong-station-

transported-north-korea-boat/. 

 86  See S/2021/211, paras. 113ï114. 

 87  ( ) , Address: 28 Kam Tin Road, Yuen Long District, Yuen Long District, 

New Territories, Hong Kong, China. 

 88  Located at No. 55, Zhongshan-lu, Gulou-qu, Nanjing, Jiangsu Province, China. 

http://www.dailynk.com/english/cargo-freight-train-dandong-station-transported-north-korea-boat/
http://www.dailynk.com/english/cargo-freight-train-dandong-station-transported-north-korea-boat/
https://undocs.org/en/S/2021/211
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  Other luxury goods 
 

148. The Panel assesses that shipments to the Democratic Peopleôs Republic of Korea 

of alcoholic beverages were practically non-existent from early 2020 and such 

beverages became unavailable on the internal market due to COVID-19-related 

restrictions. 

149. According to the information available to the Panel from open sources,89 the 

Band of the State Affairs Commission of the Democratic Peopleôs Republic of Korea 

recently started public use of what media sources believe to be a high-end grand 

piano, televised by official Democratic Peopleôs Republic of Korea television 

stations. The transfer of such luxury instruments to the Democratic Peopleôs Republic 

of Korea would contravene the obligation of Member States to implement relevant 

Security Council resolutions given that the Council, in paragraph 8 (a) (iii) of its 

resolution 1718 (2006), prohibited the direct or indirect supply, sale or transfer to the 

Democratic Peopleôs Republic of Korea of luxury goods (see annex 58). The Panel 

asked the putative manufacturer for product information. 

 

  Recommendations 
 

150. The Panel reiterates its recommendation that Member States streamline 

their export control lists to reflect the list of prohibited luxury goods in a manner 

consistent with the objectives of resolutions 1718 (2006), 1874 (2009), 2094 

(2013), 2270 (2016) and 2321 (2016), avoiding unnecessary broadening of their 

scope in order not to restrict the supply of unprohibited goods to the civilian 

population nor have a negative humanitarian impact once trade restarts. 

151. The Panel reiterates its recommendation that Member States encourage 

their business entities and nationals exporting luxury goods to include a 

contractual provision to prevent resale to the Democratic Peopleôs Republic of 

Korea. 

152. The Panel reiterates its recommendation that Member States and relevant 

organizations encourage shipping and transportation companies to provide 

thorough systems for checking consignees, bearing in mind the risk of trans-

shipment. 

 

  Reconnaissance General Bureau (KPe.031) 
 

153. The Panel continued its investigation into cyberattacks conducted by 

Democratic Peopleôs Republic of Korea cyberthreat actors linked to the United 

Nations-designated Reconnaissance General Bureau.90 According to multiple media 

reports and cybersecurity firms, Democratic Peopleôs Republic of Korea cyberactors 

conducted attacks against defence industries around the globe. 

154. During the reporting period, media reported that the Lazarus Group, a 

cyberthreat actor linked to the Reconnaissance General Bureau of the Democratic 

Peopleôs Republic of Korea, conducted cyberattacks against two German defence 

companies by approaching employees of the companies with fake job offers.91 Other 

media reports stated that the Lazarus Group and the Kimsuky Group, another 

cyberthreat actor closely linked to the Reconnaissance General Bureau, had 

__________________ 

 89 ñKim Jong Unôs new favorite band lives life of luxury in new music videosò, NK News, 24 June 

2021. Available at www.nknews.org/2021/06/kim-jong-uns-new-favorite-band-lives-life-of-

luxury-in-new-music-videos/. 

 90  See S/2020/840, annex 48, for the roles of the Reconnaissance General Bureau and other 

organizations in the cyberoperations of the Democratic Peopleôs Republic of Korea. 

 91  See www.br.de/nachrichten/deutschland-welt/cyberspionage-gegen-deutsche-

ruestungskonzerne,SJSDtK2 (in German). 

https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/2094(2013)
https://undocs.org/en/S/RES/2094(2013)
https://undocs.org/en/S/RES/2270(2016)
https://undocs.org/en/S/RES/2321(2016)
http://www.nknews.org/2021/06/kim-jong-uns-new-favorite-band-lives-life-of-luxury-in-new-music-videos/
http://www.nknews.org/2021/06/kim-jong-uns-new-favorite-band-lives-life-of-luxury-in-new-music-videos/
https://undocs.org/en/S/2020/840
http://www.br.de/nachrichten/deutschland-welt/cyberspionage-gegen-deutsche-ruestungskonzerne,SJSDtK2
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conducted cyberattacks against Russian defence, energy and information technology 

sectors in 2020 ï a cybercampaign called ñThreatNeedleò.92,93 The Panel has made 

enquiries on these incidents.94 

155. The Panel also continues to investigate the evasion by the Democratic Peopleôs 

Republic of Korea of sanctions through cybermeans by illegally acquiring economic 

assets through the theft of intellectual property. According to reports from 

cybersecurity firms and media reports, persistent threat actors known to be associated 

with the Democratic Peopleôs Republic of Korea conducted cyberattacks against 

pharmaceutical companies developing COVID-19 vaccines.95 The Panel corroborated 

these activities with Member States and notes that the tactics, techniques and 

procedures of the attacks match previously reported cyberattacks carried out by 

Democratic Peopleôs Republic of Korea actors such as Lazarus. One pharmaceutical 

company told the Panel that the potential impact of the threat was significant, but no 

evidence was found to indicate that the threat actor had been successful. The company 

implemented additional security measures to protect its information technology 

systems. 

 

  Overseas workers 
 

156. The Panel continued its investigations into overseas workers of the Democratic 

Peopleôs Republic of Korea. A Member State reported to the Panel that Democratic 

Peopleôs Republic of Korea nationals had remained in several countries and had 

continued to earn income in 2020 and 2021 in the fields of information technology, 

construction, electronics and agriculture, in direct contravention of paragraph 8 of 

resolution 2397 (2017). The Panel continues its investigations. 

157. The Panel also obtained information from another Member State that in several 

South-east Asian countries, Democratic Peopleôs Republic of Korea restaurants had 

been operating after the repatriation deadline in December 2019. The Panel is 

investigating.  

158. The Panel previously reported96 that three medical workers and three translators 

from the Democratic Peopleôs Republic of Korea were working in the Province of 

Pichincha, Ecuador. Their contract was supposed to end in May 2020 (see annex 60). 

Ecuador informed the Panel that applicable measures had been taken to terminate the 

contracts of the workers and to repatriate the Democratic Peopleôs Republic of Korea 

nationals. The Panel continues to monitor this case.  

 

 

 V. Finance 
 

 

159. Based on its own investigations, information provided by Member States and 

open-source reporting, the Panel assesses that there has been no appreciable decline 

in the access by the Democratic Peopleôs Republic of Koreaôs to global financial 

institutions. The Panel also notes that the countryôs illicit financial operations 

continue to be concentrated in East and South-East Asia, where opaque corporate 

registry processes undermine the compliance and know-your-customer procedures of 

__________________ 

 92  See www.kommersant.ru/doc/4538451 (in Russian); see also www.kommersant.ru/doc/4426131 

(in Russian). 

 93  See annex 59 for related excerpts from the report by Kaspersky. 

 94  An affected Member State informed the Panel that an investigation was under way. 

 95 ñNorth Korea-linked hackers targeted J&J, Novavax in hunt for COVID researchò, Reuters, 

2 December 2020. Available at www.reuters.com/article/us-health-coronavirus-north-korea-

cyber/north-korea-linked-hackers-targeted-jj-novavax-in-hunt-for-covid-research-

idUSKBN28C1UE. 

 96  See S/2020/840, para. 129. 

https://undocs.org/en/S/RES/2397(2017)
http://www.kommersant.ru/doc/4538451
http://www.kommersant.ru/doc/4426131
http://www.reuters.com/article/us-health-coronavirus-north-korea-cyber/north-korea-linked-hackers-targeted-jj-novavax-in-hunt-for-covid-research-idUSKBN28C1UE
http://www.reuters.com/article/us-health-coronavirus-north-korea-cyber/north-korea-linked-hackers-targeted-jj-novavax-in-hunt-for-covid-research-idUSKBN28C1UE
http://www.reuters.com/article/us-health-coronavirus-north-korea-cyber/north-korea-linked-hackers-targeted-jj-novavax-in-hunt-for-covid-research-idUSKBN28C1UE
https://undocs.org/en/S/2020/840
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financial institutions. Consequently, the Democratic Peopleôs Republic of Korea 

continues to maintain and leverage networks of shell companies to facilitate sanctions 

evasion activities related to maritime sanctions, trade transactions, the importation of 

luxury goods, illicit labour and the laundering of virtual assets.  

160. An ongoing Panel review of trade financing related to maritime sanctions 

evasion activities shows that the Democratic Peopleôs Republic of Korea continues to 

target low-transparency jurisdictions for corporate registry services. Compliance 

failures by corporate service providers, especially with respect to identity 

management, significantly contribute to the countryôs capacity to generate and hide 

its illicit activities. In several cases, the investigations by the Panel found that the 

beneficial owners of several shell companies were, in fact, proxy owners. In most 

cases, simple identity verification checks revealed that the purported beneficial 

owners had no ties to the maritime industry and, in some cases, were not aware that 

their identity had been used to register a shell company. 

 

  Alleged joint ventures in China 
 

161. According to open-source information and information provided by a Member 

State, the Democratic Peopleôs Republic of Korea continues to form joint ventures 

with China-based companies.  

162. In January 2021, the Panel began an investigation into Yongxiang International 

Trading Company Limited, which allegedly signed a contract referencing ñstrategic 

cooperationò with the Korea Computer Center97  to supply point-of-sale systems, 

which are used to facilitate digital retail payment processing (see annex 61). China 

replied: ñAny items that are prohibited to export to the DPRK will not be released by 

the Chinese customs even relevant contracts are signed.ò (see annex 62 for the Panelôs 

enquiry to China and its reply) According to its website, Yongxiang International 

Trading Company Limited has held ties with the central bank of the Democratic 

Peopleôs Republic of Korea since 2017. Investigations continue.  

163. According to records obtained by the Panel, a Democratic Peopleôs Republic of 

Korea-based company, Choseon Xinxing Information Technology Trade 

Association,98 owns a 60 per cent share in a China-based company (see annex 63). 

According to information from a Member State, Choseon Xinxing Information 

Technology Trade Association is suspected to have links to the Munitions Industry 

Department (KPe.028). Investigations continue. 99 

 

  Overseas banking representatives 
 

164. The Panel continues to investigate overseas Democratic Peopleôs Republic of 

Korea bank representatives. In response to the ongoing investigations by the Panel,100 

a Member State relayed to the Panel that ñdozens of DPRK bank representatives 

continue to operate around the world in 2020ò and provided a non-exhaustive list that 

alleges that six Democratic Peopleôs Republic of Korea bank representatives operate 

in the Russian Federation, 22 in China,101 one in Indonesia and one in Singapore.102 

The Member State further noted that in several cases, a single individual may 

represent and conduct financial operations on behalf of multiple Democratic Peopleôs 

__________________ 

 97  According to information previously provided to the Panel by a Member State, the Korea 

Computer Center is subordinate to the Munitions Industry Department (designated KPe.028). For 

the Panelôs most recent reporting on the Korea Computer Center, see S/2020/151, paras. 123ï125. 

 98  Company name in Chinese: . 

 99  One expert objects to this paragraph because the content needs further corroboration. 

 100  See S/2021/211, paras. 140ï141 and annex 72. 

 101  Two experts object to the usage of unverified information. 

 102  Mr. Li Hyun, who was convicted and sentenced in June 2020. 

https://undocs.org/en/S/2020/151
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Republic of Korea banks simultaneously and that there is no information to indicate 

that the banks have been shut down. The Panel continues to investigate these claims 

regarding overseas banking representatives.  

 

  Trade financing and maritime sanctions evasion 
 

165. According to a recent report103  and subsequent media articles, the Winson 

Group, which is headquartered in Singapore with extensive global operations and is 

engaged primarily in international wholesale oil trading and high-seas bunkering, is 

a key node in the illicit fuel procurement activities of the Democratic Peopleôs 

Republic of Korea. Based on the aforementioned report and prior investigations, the 

Panel initiated an enquiry into transactions related to the sale of gasoil and the 

subsequent ship-to-ship transfer between the then Nauru-flagged Super Star (IMO 

No. 9085388)104 and the unknown-flagged Diamond 8 (IMO No. 9132612)105 on or 

around 1 May 2020 (UTC) and again on or around 14 June 2020 (UTC) in apparent 

violation of resolution 2397 (2017) and paragraph 18 of resolution 2375 (2017).  

166. In April 2021, the Panel requested financial records and trade documentation 

regarding the activities of the Winson Group related to, inter alia, the Super Star and 

Diamond 8. The Panel also asked for clarification as to the due diligence processes 

and procedures of the Winson Group to mitigate sanctions evasion risks.106 In its reply 

to the Panel, the Winson Group noted its commitment to sanctions compliance and 

provided a summary of its due diligence procedures, which the company put into 

place in 2018.107 

167. In explaining the ship-to-ship transfers between the Super Star and Diamond 8,108 

the Winson Group stated that its wholesale customer, Sino Global Trade Co. Ltd 

(formerly Super Gold Holdings Inc., hereafter ñSino Globalò) time-chartered the 

Super Star from a Winson entity, Golden Shelter Limited. Sino Global then nominated 

the Super Star to take delivery of gasoil from Winson Oil (Wholesale) Pte Ltd, on a 

free-on-board basis.109  Sino Global went on to sell portions of this gasoil to a 

company named ñZfullboto Co. Ltdò, which nominated the Diamond 8 to Sino Global 

to take delivery via ship-to-ship transfer with the Super Star.  

168. Winson representatives also reported to the Panel that the Group had conducted 

due diligence screenings on Sino Global, finding that its sole shareholder and director 

was Mr. Chien Chih-wei ( ) and that the company was not listed on any 

__________________ 

 103  See ñBlack Gold ï Exposing North Koreaôs oil procurement networksò, Royal United Services 

Institute, 22 March 2021; available at www.rusi.org/explore-our-research/publications/special-

resources/project-sandstone-special-report-black-gold-exposing-north-koreas-oil-procurement-

networks. See also ñ5 takeaways from investigating covert oil deliveries to North Korea,ò New 

York Times, 22 March 2021; available at www.nytimes.com/2021/03/22/world/winson-north-

korea-oil-tankers.html. 

 104  This vessel is currently broken up. 

 105  The Panel has previously recommended the Diamond 8 for designation and further notes that the 

vessel is the largest tanker to illicitly supply oil to the Democratic Peopleôs Republic of Korea. 

For the Panelôs prior reporting on the Diamond 8, see S/2020/151, para. 21, S/2020/840, 

paras. 25ï39, and S/2021/211, para. 49. 

 106  The Panel previously wrote to the Winson Group in May 2018 to highlight the risks posed by the 

exploitation by the Democratic Peopleôs Republic of Korea of global oil supply chains, complicit 

foreign nationals, offshore company registries and the international banking system in the 

evasion of United Nations sanctions. The letter also provided due diligence guidance and ñfree-

on-boardò best practices. 

 107  As part of its sanctions compliance policy, the Winson Group specifically notes that it conducts 

due diligence on prospective counterparties, includes sanctions clauses in its contracts and 

carries out appropriate risk management before entering into any contract. 

 108  The Winson Group acknowledged the ship-to-ship transfer. 

 109  Winson Oil (Wholesale) Pte Ltd is part of the Winson group of companies, located in Singapore. 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2375(2017)
http://www.rusi.org/explore-our-research/publications/special-resources/project-sandstone-special-report-black-gold-exposing-north-koreas-oil-procurement-networks
http://www.rusi.org/explore-our-research/publications/special-resources/project-sandstone-special-report-black-gold-exposing-north-koreas-oil-procurement-networks
http://www.rusi.org/explore-our-research/publications/special-resources/project-sandstone-special-report-black-gold-exposing-north-koreas-oil-procurement-networks
http://www.nytimes.com/2021/03/22/world/winson-north-korea-oil-tankers.html
http://www.nytimes.com/2021/03/22/world/winson-north-korea-oil-tankers.html
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2021/211
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designated entities lists.110 The contracts for gasoil between Winson and Sino Global 

specifically note: ñThe product of this contract will not be sold to North Korea or any 

North Korean entity or any other sanctioned countries.ò According to a senior Winson 

Group corporate officer, ñWinson was not involved in the sale of cargoes from Sino 

Global to Zfullboto, and/or Zfullbotoôs nomination of DIAMOND 8 to Sino Globalò 

and an individual named ñIvyò was the operator for Zfullboto.111  

169. However, information obtained by the Panel shows that Mr. Chien Chi-wei used 

the address No. 150 Chengôai Road, Fengshan District, Kaohsiung, Taiwan Province 

of China, to register Sino Global (see annex 64).112 This is the same address used by 

a senior Winson Group employee for an IMO application for the vessel An Ping (IMO 

No. 7903366),113  which listed the shipôs owner as Spring Gain International 

Limited.114 The same employee also used a Winson Group email on the application, 

alongside a phone and fax number linked to Winson Shipping (Taiwan) Co., Ltd.115,116  

170. A review of social media records (see annex 64) suggests that the 

aforementioned employee and Mr. Chien are closely related. Furthermore, social 

media records obtained by the Panel show that Mr. Chien maintains close 

relationships with several individuals who occupy senior positions at Winson 

Shipping (Taiwan) Co., Ltd., Jiu Li Shuen Trading and Taishun Trading. Given these 

substantive links, the Panel is continuing to investigate the Winson Group and its 

subsidiaries, as well as the owners and operators of Zfullboto. 

 

__________________ 

 110  The Panel was unable to identify any online profile, contact information or other information to 

suggest the companyôs involvement in the oil industry. These are red-flag indicators of a shell 

company that the Panel has previously reported. 

 111  Zfullboto Co. Ltd (), which was incorporated in January 2019, has no online 

footprint and lists a Chinese national named Chen Jieyue (), with a residential address in 

Shishi City, Fujian Province, China. 

 112  Court records in Taiwan Province of China indicate that Chien Chih-wei, at some point, resided 

at this same address. The same court records also indicate that Mr. Chien uses the alias Chien 

Ko-yeh (). Corporate records indicate that an individual that the Panel believes to be 

Mr Chien also operated a company from this address called Fengxin Enterprise (). 

Furthermore, Mr. Chien was listed as the supervisor for Taishun Trading ï an oil sales company 

located one floor below Winson Shipping (Taiwan) Co., Ltd and Jiu Li Shuen Trading (a Winson 

organization) ï from 3 September 2018 to 11 February 2019. 

 113  The An Ping delivered oil to Nampo on two occasions in 2020. 

 114  For prior Panel reporting on the An Ping, see S/2021/211, para. 46 (a) and annex 25. Spring Gain 

International continues to list the Winson Shipping (Taiwan) Co., Ltd phone and fax number in 

commercial databases as its contact details. 

 115  Now known as Zheng Yu Shipping Co., Ltd (). 

 116  One expert expressed the view that after the company name, there is a need to insert ñlocated in 

Taiwan Province of Chinaò. 

https://undocs.org/en/S/2021/211
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Figure XVII 

Network behind the ship-to-ship transfer between Super Star and Diamond 8 
 

 

 

Source: The Panel. 
 

 

  Virtual assets and virtual asset service providers 
 

171. According to information provided by Member States, as well as open-source 

information, the Panel assesses that the Democratic Peopleôs Republic of Korea 

continues to conduct spear-phishing campaigns against the cryptocurrency industry. 

These phishing campaigns make heavy use of social media platforms to identify 

potential targets as well as make initial contact. One Member State relayed to the 

Panel that the cyberactors typically use targeting methods including the use of email 

mass marketing platforms to send and track phishing messages; the use of relevant 

links to news articles or attachments (non-malicious) to initiate contact; sharing 

malicious files via popular cloud-based file-sharing platforms; and cold-calling 

support personnel at cryptocurrency exchange houses.  

 

  Recommendations 
 

172. The Panel notes the October 2020 revision by the Financial Action Task 

Force of Recommendation 1 and its Interpretive Note (R.1 and INR.1) to require 

countries and private sector entities to ñidentify, assess, understand and mitigate 

their proliferation financing risks (PF risk)ò related to ñthe potential breach, 

non-implementation or evasion of the targeted financial sanctionsò. Pursuant to 

this requirement, the Panel recommends that all Member States and private 

sector entities review the recently published Financial Action Task Force 

Guidance on Proliferation Financing Risk Assessment and Mitigation.117 

 

 

__________________ 

 117  Available at https://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Proliferation-

Financing-Risk-Assessment-Mitigation.pdf.  

https://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Proliferation-Financing-Risk-Assessment-Mitigation.pdf
https://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Proliferation-Financing-Risk-Assessment-Mitigation.pdf
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 VI. Unintended impact of sanctions  
 

 

173. In paragraph 25 of its resolution 2397 (2017), the Security Council reaffirmed 

that United Nations sanctions were not intended to have adverse humanitarian 

consequences for the civilian population of the Democratic Peopleôs Republic of 

Korea or to affect negatively or restrict those activities, including economic activities 

and cooperation, food aid and humanitarian assistance, that were not prohibited by 

Council resolutions and also stressed that it was the countryôs primary responsibility 

and need to fully provide for the livelihood needs of its people. 

174. United Nations agencies, Member States and non-governmental organizations 

continue to characterize the humanitarian situation in the Democratic Peopleôs 

Republic of Korea as deteriorating. In April 2021, Kim Jong Un underscored the 

severity of the countryôs economic situation, noting that ñthe peopleôs food situation 

is now getting tense as the agricultural sector failed to fulfil its grain production plan 

due to the damage by typhoon last yearò,118 and the situation was officially described 

as a ñfood crisisò,119 which official data support.120 This admission coincided with an 

unusual price volatility for many consumer commodities, food shortages, a drop in 

access to goods and services, panic buying and a further decrease in the availability 

of medical supplies and services. The Panel attributes the following as factors 

contributing to the deteriorating humanitarian situation in the Democratic Peopleôs 

Republic of Korea: 

 (a) Measures related to the prevention of COVID-19, including border 

closures since January 2020 and the virtual cessation of consumer imports, declines 

in export earnings and strict limits on the ability to purchase food and other essential 

goods; 

 (b) Continuing restrictions related to United Nations sanctions: In its previous 

reports, the Panel assessed that these restrictions, such as limitations on the 

importation of fuel, machinery and spare parts, had unintended effects on energy 

security, civil transport, agriculture, health care, sanitation and hygiene. Although the 

Panel is unable to make a quantitative assessment of this impact and further notes that 

its relative impact has probably decreased due to the countryôs border closures, travel 

limitations and import restrictions, the Panel does assess that in the reporting period, 

sanctions likely have had some unintended effects and would continue to have 

negative humanitarian consequences after the borders are opened;121 

 (c) Attempts to increase centralized control over the economy and further 

limitations on market activity (for example, restricting domestic sales of consumer 

__________________ 

 118  Remarks made by Kim Jong Un during the Workersô Party Central Committee plenum in June, 

which is traditionally a period when the depletion of food stocks is at its lowest. See ñKim Jong 

Un admits food security issues as party plenum event kicks offò, NK News, 19 August 2021, 

available at www.nknews.org/2021/06/party-plenum-event-kicks-off-kim-jong-un-admits-food-

security-issues.  

 119 ñNorth Korea admits ófood crisis,ô says grain to be distributed to populationò, NK News, 20 June 

2021. Available at www.nknews.org/2021/06/north-korea-admits-food-crisis-says-grain-to-be-

distributed-to-population/.  

 120  According to the information officially provided by the Democratic Peopleôs Republic of Korea, 

ñthe production in 2018 was about 4.95 million tons, the lowest during the last 10 yearsò, and 

experts estimate a food shortage of around 1.3 million tons in 2021. See also ñN. Korea says its 

food production down to 10-year low in 2018ò, The Korea Herald, 14 July 2021. Available at 

http://www01.koreaherald.com/view.php?ud=20210714000330.  

 121  Two experts are of the view that there can be little doubt that United Nations sanctions have had 

unintended effects on the humanitarian situation. Another expert notes that there is no evidence 

to support the assessment that sanctions have had an effect on the humanitarian situation in the 

Democratic Peopleôs Republic of Korea. 

https://undocs.org/en/S/RES/2397(2017)
http://www.nknews.org/2021/06/party-plenum-event-kicks-off-kim-jong-un-admits-food-security-issues
http://www.nknews.org/2021/06/party-plenum-event-kicks-off-kim-jong-un-admits-food-security-issues
https://www.nknews.org/2021/06/north-korea-admits-food-crisis-says-grain-to-be-distributed-to-population/?t=1633547438837
http://www.nknews.org/2021/06/north-korea-admits-food-crisis-says-grain-to-be-distributed-to-population/
http://www.nknews.org/2021/06/north-korea-admits-food-crisis-says-grain-to-be-distributed-to-population/
http://www01.koreaherald.com/view.php?ud=20210714000330
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goods other than food), resulting in the loss of stimulus for individualsô economic 

activities.  

175. The Panel continued to assess the impact of the COVID-19 pandemic and 

sanctions on humanitarian operations within the Democratic Peopleôs Republic of 

Korea. In May 2021, the Panel surveyed 38 United Nations organizations and 

non-governmental organizations that applied for exemptions to the Security Council 

Committee established pursuant to resolution 1718 (2006), either directly or 

indirectly122 (see annexes 65 (1) to 65 (3) for a summary of responses).  

176. Responding organizations noted little or no improvement in their ability to 

conduct humanitarian aid operations since the border closures in January 2020.123 

Most organizations no longer have in-country personnel and lack access to 

information, making independent monitoring impossible. Continued restrictions on 

movement for the few remaining personnel have weakened relationships with local 

officials. This decreased transparency makes it increasingly difficult to seek new 

funding. Organizations are struggling to maintain overhead costs in the absence of 

ongoing projects.  

177. With respect to sanctionsô impact on humanitarian aid, the main areas of concern 

for the organizations are delays in receiving exemptions; the absence of a stable 

banking channel, which ultimately increases administrative costs and risks; delays in 

customs clearance; a decrease in the willingness of foreign suppliers; increased costs 

of humanitarian-related items and operations; de-risking by financial institutions; and 

diminished funding for operations. One organization noted: ñThe legal expertise 

required to understand the information involved in the sanction mechanisms and the 

absence of a direct channel for resident INGOs to communicate with the UNSC 

Sanctions Committee has, on some occasions, proven detrimental to other tasks and 

responsibilities.ò Complicated customs procedures create significant delays, despite 

the imports having received the proper exemptions. Suppliers to aid groups have 

stopped submitting offers, specifically noting the challenge with customs 

authorities.124 According to another organization, the ñsecondary boycottò measures 

have prevented bank transactions for payments for humanitarian supplies purchases 

and vessels to enter ports in the Democratic Peopleôs Republic of Korea and, as a 

result, Democratic Peopleôs Republic of Korea counterparts have given up on 

humanitarian projects for the country. Shipping and logistical delays have also been 

attributed to both sanctions compliance and customs enforcement.  

178. The Panel recognizes the importance of humanitarian aid as the country recovers 

from the pandemic and underscores the need for Member States to ensure that 

humanitarian aid to the country proceeds unhindered, consistent with the relevant 

resolutions. The exemption process, which has improved considerably since the start 

of pandemic, should be further streamlined and made more transparent and 

understandable.  

 

  Recommendations 
 

179. The Panel notes the usefulness of biannual briefings by the relevant United 

Nations agencies on the unintended impact of sanctions and recommends that 

the Committee continue this practice. 

__________________ 

 122  See S/2021/211, paras. 173ï174 and annex 99 (a) for a summary of previous survey responses. 

 123  According to one organization, measures imposed by the Democratic Peopleôs Republic of Korea 

have resulted in a shortage of domestic production, ultimately affecting the civilian population. 

 124  Since 2018, the price of goods for humanitarian projects has increased, sometimes by as much as 

25 per cent, ultimately putting pressure on the operating budgets of aid organizations. 

https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/2021/211
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180. The Panel reiterates the need for urgent measures to re-establish the 

banking channel. 

181. The Panel recommends that the Security Council continue to address issues 

and processes that mitigate the potential unintended adverse impacts of 

sanctions on the civilian population of the Democratic Peopleôs Republic of 

Korea and on humanitarian aid operations to benefit the countryôs vulnerable 

population and overcome the consequences of the COVID-19 pandemic. 

 

 

 VII. National implementation reports  
 

 

  Status of Member States reporting on the implementation of relevant resolutions 
 

182. By 31 July 2021, 66 Member States had submitted reports on their 

implementation of resolution 2397 (2017); 81 Member States on resolution 2375 

(2017); 95 Member States on resolution 2371 (2017); 90 Member States on resolution 

2321 (2016); and 107 Member States on resolution 2270 (2016). Despite the increase 

in overall reporting, the Panel notes that the number of non-reporting States (127, one 

of which served as a non-permanent member of the Security Council in 2019) for 

resolution 2397 (2017) remains significant. 

183. Separately, the overall response rate by Member States to the Panelôs enquiries 

about its investigations is less than 50 per cent, and the response rate of entities and 

individuals is even lower. The Panel notes that Member States, entities and 

individuals should abide by the relevant Security Council resolutions and respond to 

the Panelôs enquiries in a timely manner. 

 

 

 VIII. Recommendations  
 

 

184. For a consolidated list of recommendations, see annex 66.  

  

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2371(2017)
https://undocs.org/en/S/RES/2321(2016)
https://undocs.org/en/S/RES/2270(2016)
https://undocs.org/en/S/RES/2397(2017)
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Annex 1: COVID-19, Democratic Peopleôs Republic of Korea border measures 
 
DPRK maintained its COVID-19 blockade imposed in January 2020. Cross-border movement of people 
and trade remains generally forbidden. Flights and passenger rail services into and out of Pyongyang 
have been suspended, although there have been media reports of limited border crossing in the reporting 
period. The diplomatic presence in Pyongyang has continued to shrink as the few remaining missions 
have repatriated staff; international staff of UN agencies and non-governmental organizations have left 
the country. DPRK continues to declare to the WHO that the country remains free of the COVID-19 virus. 
 
In the reporting period, DPRK made a number of preparations, in the form of ñdisinfection centresò built 
near the border, to resume a measure of cross-border trade in March-April 2021, and there was a small 
rise in trade figuresat the time. The respite from a total blockade was brief, however, due to resumed 
fears of COVID-19 variants beyond DPRKôs borders and, according to media reports, 1 a ñgrave incidentò 
relating to COVID-19 protection measures in the country.    
 
Maritime exports of sanctioned commodities continued, at relatively low rates. Similarly, undeclared oil 
products were imported by sea, but at very low levels compared to previous years. 
 
The DPRK government has held emergency meetings and, unusually, has publicly admitted to an 
increasing economic crisis and associated food shortages in the country.  
 
DPRKôs COVID-19 blockade, which prevents repatriated DPRK nationals from entering their own  
country, causes practical difficulties for Member States in implementing paragraph 8 of resolution 2397 
(2017), even long after the deadline for that action has passed.  However, DPRKôs blockade also provides 
an opportunity for DPRK workers overseas to remain there, and to continue to earn wages which are 
likely to contribute to governmental programmes. The Panel continues to watch closely how Member 
States have addressed this issue.  
 
 

Source: The Panel 

 

  

 

 1. https://www.nknews.org/2021/06/grave-covid-19-incident-in-north-korea-prompts-politburo-

meeting-state-media/?t=1634861200262 



 
S/2021/777 

 

55/261 21-10945 

 

Annex 2: Light Water Reactor (LWR) - Electrical transformers on the eastern side of the 

turbine generator 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Planet Labs Inc. 23 June 2021 
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Annex 3: Construction activities in the area south of the LWR 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Planet Labs Inc. 23 June 2021 
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Annex 4: Vehicle activities in the vicinity of 5MW(e) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Planet Labs Inc. 18 April 2021 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Planet Labs Inc. 23 June 2021  
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Annex 5: Radiochemical Laboratory and Coal-fired thermal plant, and signs of 
chimney smoke 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

         Source: Planet Labs Inc.  
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Annex 6: Excerpt of IAEA Director General's Introductory Statement to the Board of Governors 

 

The Agency continues to monitor the nuclear programme of the Democratic People's Republic of Korea. 

Since my report to the Board of 3rd of September 2020, some nuclear facilities in the DPRK have 
continued to operate while others have remained shut down. There are indications consistent with internal 
construction activities at the experimental light water reactor (LWR). There are no indications of 
operation at the 5MW(e) nuclear reactor or of the production of enriched uranium at the reported 
centrifuge enrichment facility at Yongbyon. There are ongoing indications of activity at the Kangson 
location. 

The steam plant that serves the Radiochemical Laboratory has continued to operate since my last 
Statement to the Board in March. The duration of this operation is consistent with the time required for a 
reprocessing campaign at the Radiochemical Laboratory. It is not, however, possible to confirm that 
reprocessing is taking place. 

The DPRKôs nuclear activities remain a cause for serious concern. The continuation of the DPRKôs 
nuclear programme is a clear violation of relevant UN Security Council resolutions and is deeply 
regrettable. 

I call upon the DPRK to comply fully with its obligations under Security Council resolutions, to cooperate 
promptly with the Agency in the full and effective implementation of its NPT Safeguards Agreement and 
to resolve all outstanding issues, especially those that have arisen during the absence of Agency inspectors 
from the country. 

The Agency is intensifying its readiness to play its essential role in verifying the DPRKôs nuclear 
programme. 

 

Source: IAEA, IAEA Director General's Introductory Statement to the Board of Governors (7 June 
2021), https://www.iaea.org/iaea-director-generals-introductory-statement-to-the-board-of-governors-7-
june-2021Error! Hyperlink reference not valid. (Accessed on 11 July 2021) 
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Annex 7: Yongbyon Centrifuge Plant 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Source: Planet Labs Inc. 18 April 2021 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Planet Labs Inc. 23 June 2021 
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Annex 8: Pyongsan Uranium Mine and Concentration Plant 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

      Source: Planet Labs Inc. 13 June, 2021 
 

 

     Source: Planet Labs Inc. March 10, 2021                   Source: Planet Labs Inc. June 13, 2021 
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Annex 9: Pyongsan Uranium Mine and Concentration Plant 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Planet Labs Inc. 5 April, 2021 
 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
     

 

Source: Planet Labs Inc./ From top to bottom, 20 April 2021, 19 May 2021, 17 July 2021 
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Annex 10: Suspected uranium enrichment facility in Kangson 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

   Source: Planet Labs Inc. 5 April, 2021 
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Annex 11: Suspected nuclear weapons storage facility in Yongdoktong 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Source: Google Earth: January 2021 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Source: Google Earth: January 2019 
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Annex 12: Panelôs enquiry to the universities listed on Kim Chaek University  

of Technology website 
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Source : The Panel 
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Annex 13: Table summarizing specific scientific collaboration projects between institutes in the Democratic Peopleôs Republic of 

Korea and Universities in China 
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Annex 14: Reply from China to the Panel 

 

 

Source : The Panel 

 

 

  

6

pay dueattention to Chinaôs feedback.

8. University exchange(OC.162, OC.167-174)

The establishment of friendship with the universities in the DPRK

is not prohibited by the Security Council resolutions. The friendly

relationship like ñsister collegeòbetween Chinese and the DPRK

universities is not only out of the traditional friendship, but also meets

the needs of the people to carry out exchanges and cooperation in

cultureand education.

China has always been strictly implementing the relevant

provisions of the Security Council resolutions and maintaining strict

regulation over academic exchanges. There is no prohibited academic

exchanges, scientific research cooperation or joint studies between

Chinese universities with the DPRK. China hopes that the Panel will

work on the basis of the resolutions and the facts, and refrain from

expanding the interpretation of the resolutions.

In addition, when investigating relevant cases, the Panel should

engage with the Chinese side through the channel of the Chinese

Mission to the United Nations, instead of directly sending letters to

Chinese universities. China requests that the Panel, as a professional

body, does not include the universities in its report to avoid sending

any wrong signals.
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Annex 15: Replies from ñSister Universityò of Kim Il Sung University 
 

1) Reply from Cuba 
 

[Translation from Spanish] 
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Source : The Panel 
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(Original) 
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Source : The Panel 
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2) Reply from Universitas Indonesia 
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Source : The Panel 
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3) Reply from Syria 
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Source : The Panel 
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4) Reply from Vietnam 

 

 

Source : The Panel 
 

 

4) Reply from Vietnam 

 

Source : The Panel 
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Annex 16: ñInternational Friendshipò universities listed on the website of Kim Chaek University 

of Technology  
 

 Kim Chaek University website 

 
 

Source: Kim Chaek University of Technology website, ññInternational Friendshipò 

http://www.kut.edu.kp/index.php/page/index?si=21. (accessed 25 June 2021) 
 

  

http://www.kut.edu.kp/index.php/page/index?si=21

