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  Note by the President of the Security Council 
 

 

 In paragraph 2 of resolution 2515 (2020), the Security Council requested the 

Panel of Experts established pursuant to resolution 1874 (2009) to provide a final 

report to the Council with its findings and recommendations. 

 Accordingly, the President hereby circulates the report received from the Panel 

of Experts (see annex). 

  

 

 * Reissued for technical reasons on 5 May 2021. 
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Annex 
 

  Letter dated 2 March 2021 from the Panel of Experts established 

pursuant to resolution 1874 (2009) addressed to the President of 

the Security Council 
 

 

 The Panel of Experts established pursuant to Security Council resolution 1874 

(2009) has the honour to transmit herewith, in accordance with paragraph 2 of 

resolution 2515 (2020), the final report on its work.  

 The report was provided to the Security Council Committee established 

pursuant to resolution 1718 (2006) on 5 February 2021 and was considered by the 

Committee on 24 February 2021. 

 The Panel would appreciate it if the present letter and the report were brought 

to the attention of the members of the Security Council and issued as a document of 

the Council.  

 

 

Panel of Experts established pursuant to  

Security Council resolution 1874 (2009) 
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https://undocs.org/en/S/RES/1718(2006)
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Enclosure 
 

  Letter dated 5 February 2021 from the Panel of Experts 

established pursuant to resolution 1874 (2009) addressed to the 

Chair of the Security Council Committee established pursuant to 

resolution 1718 (2006) 
 

 

 The Panel of Experts established pursuant to Security Council resolution 1874 

(2009) has the honour to transmit herewith, in accordance with paragraph 2 of 

resolution 2515 (2020), the final report on its work. 

 The Panel would appreciate it if the present letter and the report were brought 

to the attention of the members of the Security Council Committee established 

pursuant to resolution 1718 (2006). 

 

 

Panel of Experts established pursuant to  

Security Council resolution 1874 (2009) 
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 Summary 

 During the reporting period, the Democratic Peopleôs Republic of Korea 

maintained and developed its nuclear and ballistic missile programmes, in violation 

of Security Council resolutions. It displayed new short-range, medium-range, 

submarine-launched and intercontinental ballistic missile systems at military parades. 

It announced preparations for the testing and production of new ballistic missile 

warheads and the development of tactical nuclear weapons. In addition, it produced 

fissile material, maintained nuclear facilities and upgraded its ballistic missile 

infrastructure. The country continued to seek material and technology for these 

programmes from overseas. There were no reported nuclear or ballistic missile tests. 

 In response to the coronavirus disease (COVID-19) pandemic, the Democratic 

Peopleôs Republic of Korea imposed border controls that severely limited the licit and 

illicit transfer of goods and movement of people. The Panel investigated the countryôs 

continued illicit import of refined petroleum, via direct deliveries and ship-to-ship 

transfers, using elaborate subterfuge. According to imagery, data and calculations 

received from a Member State covering the period from 1 January to 30 September, 

in 2020 these illicit shipments exceeded the annual aggregate 500,000-barrel cap by 

several times. 

 The Panel investigated cases of acquisition by the Democratic Peopleôs 

Republic of Korea of vessels and the sale of fishing rights and continued export of 

coal in violation of sanctions. The Panel notes that shipments of coal appeared to have 

been largely suspended since late July 2020. 

 The Panel investigated cases of transfers, through different channels, of other 

sanctioned commodities and goods. It continued investigations into access by the 

Democratic Peopleôs Republic of Korea to international banking channels, including 

through its own bank representatives overseas, joint ventures, shell companies and 

the use of offshore and virtual assets. It investigated cases related to the Mansudae 

Overseas Project Group of Companies and the Korea Paekho Trading Corporation 

and workers from the Democratic Peopleôs Republic of Korea earning income in 

sub-Saharan Africa. It also investigated other cases of such workers continuing to 

earn income overseas, including information technology workers dispatched by the 

Munitions Industry Department. 

 The Panel investigated malicious cyberactivities by the Democratic Peopleôs 

Republic of Korea in violation of sanctions, mostly led by the Reconnaissance 

General Bureau, including the targeting of virtual assets and virtual asset service 

providers, and attacks on defence companies. 

 The Panel updated information on alleged military cooperation, attempted 

violations of the arms embargo, illicit activities of designated entities, including the 

Korea Mining Development Trading Corporation, and the commercial use of the 

overseas diplomatic premises of the Democratic Peopleôs Republic of Korea. 

 The Panel reviewed information received from Member States and 

non-governmental organizations related to the unintended effects of United Nations 

sanctions. It also presents the results of its survey of international and 

non-governmental organizations on the effects of the COVID-19 pandemic and 

sanctions on aid operations. 

 The report includes recommendations to the Security Council, the Committee 

and Member States. 
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 I. Introduction 
 

 

1. In paragraph 2 of its resolution 2515 (2020), the Security Council requested the 

Panel of Experts established pursuant to resolution 1874 (2009) to provide the 

Security Council Committee established pursuant to resolution 1718 (2006) with a 

final report with its findings and recommendations. The Panel report covers the period 

from 4 August 2020 to 5 February 2021. The reporting period has coincided with the 

coronavirus disease (COVID-19) pandemic (see annex 1 for response measures taken 

by the Democratic Peopleôs Republic of Korea). 

 

 

 II. Recent activities related to the nuclear and ballistic 
missile programmes 
 

 

  Nuclear  
 

2. The Democratic Peopleôs Republic of Korea has continued its nuclear 

programme, including production of highly enriched uranium, construction of a light 

water reactor and maintenance of nuclear facilities. Several facilities underwent 

repairs in 2020, following damage by typhoons.  

3. The Panel observed plumes of steam at the uranium dioxide (UO2) Production 

Process Building in the uranium enrichment plant complex in Yongbyon. A cooling 

device was still removed (see annex 2).1  A Member State stated that the uranium 

enrichment facility in Yongbyon was operating. 

4. The Panel observed construction of new infrastructure as well as modernization 

of the buildings at the Pyongsan uranium mine complex (see annex 3). The Member 

State assessed that such construction and modernization and variation of volumes of 

waste piles indicate continuation of mining and the operation of processing plants. 

5. Construction of the light water reactor in Yongbyon is ongoing. The Member 

State informed the Panel that signs of electrical testing activities associated with the 

reactorôs internal construction were observed in October and November 2020. The 

Member State has not observed signs of water discharge, which could imply no testing 

of the cooling device during the reporting period.  

6. Signs of operation of the 5 MW (e) reactor have not been observed since late 

2018. Nevertheless, constant traffic has been observed in the vicinity of the reactor, 

which suggests ongoing maintenance of the reactor. The Member State assesses the 

5 MW (e) reactorôs production capability to be around 7 kg/year of plutonium and 

that the Democratic Peopleôs Republic of Korea could possess a total of 60 kg of 

plutonium. Satellite imagery indicates that typhoons damaged the Kuryong River 

dam, which controls water levels. Reconstruction was ongoing (see annex 4).  

7. Through satellite imagery, the Panel observed damage caused by typhoons and 

subsequent reconstruction of roads and bridges at the Punggye-ri test site. The 

Member State assessed that the presence of personnel showed that this site has not 

been abandoned.  

8. The Panel has been monitoring the facility in Kangson concerning its relation 

to the nuclear programme. The Member State stated that, based on imagery analysis, 

it was not able to confirm that Kangson was an enrichment facility (see annex 5). 

9. The Member State assessed, judging by the size of the missiles of the 

Democratic Peopleôs Republic of Korea, that it is highly likely that a nuclear device 

__________________ 

 1  S/2020/840 and S/2020/840/Corr.1, para. 3. 

https://undocs.org/en/S/RES/2515(2020)
https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
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can be mounted on the intercontinental ballistic missiles, and it is also likely that a 

nuclear device can be mounted on the medium-range ballistic missiles and short-range 

ballistic missiles. The Member State, however, stated it was uncertain whether the 

Democratic Peopleôs Republic of Korea had developed ballistic missiles resistant to 

the heat generated during re-entry (see para. 18).  

10. Several statements by the Democratic Peopleôs Republic of Korea concerning 

further development of its nuclear programme were reported from several national 

events of the Workersô Party of Korea (see annex 6, para. 17). 

11. The Panel continues research into ñchoke-point itemsò. In cooperation with a 

second Member State, the Panel has identified items which are not specifically listed 

as prohibited items in the relevant resolutions, such as vacuum equipment2  and 

computer control systems (see annex 7).  

12. Recent publications of Kim Il Sung University and Kim Chaek University of 

Technology include research related to nuclear programmes (see annex 8). This 

suggests that universities of the Democratic Peopleôs Republic of Korea continue 

research in academic fields which could contribute to the countryôs programmes 

related to weapons of mass destruction.  

 

  Intangible transfer of technology and activities of universities of the 

Democratic Peopleôs Republic of Korea 
 

13. Further to its previous investigation on the intangible transfer of technology3 

the Panel is considering information from a Member State regarding 161 cases 

identified by the Member State as joint research or studies or jointly published papers 

with scholars of the Democratic Peopleôs Republic of Korea since 2017 on topics 

which may include technologies prohibited from being transferred pursuant to 

relevant Security Council resolutions.  

14. The Panel has requested information from 37 universities identified by Kim Il 

Sung University as ñsister universitiesò with which it currently conducts academic 

exchanges or has previously done so. To date, nine universities had informed the 

Panel that they did not have academic exchanges or cooperation with Kim Il Sung 

University (see annex 9) and had identified no violation concerning the Panelôs 

enquiries.  

 

  Recommendations  
 

15. The Panel recommends that the Committee consider issuing a new list of 

weapons of mass destruction and ballistic missile-related items to which 

measures imposed in paragraph 8 (a), (b) and (c) of resolution 1718 (2006) apply.  

16. The Panel recommends that Member States exercise vigilance in screening 

international academic exchanges involving scholars of the Democratic Peopleôs 

Republic of Korea by verifying both subjects and sponsors to comply with 

paragraphs 10 and 11 of resolution 2321 (2016), paragraph 17 of resolution 2270 

(2016) and paragraph 8 (a), (b) and (c) of resolution 1718 (2006). 

 

  Ballistic missiles  
 

17. At the military parade marking the seventy-fifth anniversary of the Workersô 

Party of Korea in Pyongyang on 10 October 2020 (see figures 1 to 4), the Democratic 

Peopleôs Republic of Korea presented its most recent, updated and operational 

__________________ 

 2  For the attempt to pressure transducers, see S/2019/691, para. 43, and S/2019/171 and 

S/2019/171/Corr.1, para. 65.  

 3  See S/2020/151, paras. 201ï203. 

https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/RES/2321(2016)
https://undocs.org/en/S/RES/2270(2016)
https://undocs.org/en/S/RES/2270(2016)
https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/2019/691
https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2019/171/Corr.1
https://undocs.org/en/S/2020/151
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ballistic missile systems and unveiled a new intercontinental ballistic missile4 (see 

annex 10) and a new medium-range ballistic missile/submarine-launched ballistic 

missile (see annex 11). As the Panel has previously reported, the Democratic Peopleôs 

Republic of Korea has not only continued to develop and modernize its ballistic 

missile programme but has also increased its nuclear strike capability, as well as its 

ability to counter foreign missile defence systems (see annex 12) while safeguarding 

itself with its own new air defence system. Consistent with this, the report of the 

eighth congress of the Workersô Party of Korea, held in January 2021, declared that 

the tactical and strategic nuclear weapons and their delivery systems are the countryôs 

primary elements of deterrence.5  

18. The subsequent military parade on 14 January 2021 confirmed the developing 

capability of the Democratic Peopleôs Republic of Korea to deliver tactical and strategic 

nuclear weapons. A further variant submarine-launched ballistic missile6 and a new short-

range ballistic missile7 were unveiled (see figure 5 and annexes 11 and 12).  

19. In parallel with the ballistic missile system improvements revealed at the 

parades, the Democratic Peopleôs Republic of Korea continued to upgrade the 

industrial infrastructure related to its ballistic missile programme and its ballistic 

missile bases. The country has endeavoured to cultivate partnerships abroad for 

specific technological exchange and for the supply of components.  

20. The parades (see figures 1 to 5) showcased diversity and innovation,8 as well as 

the renewal of the missile arsenal, with solid-fuel missiles replacing liquid-propellant 

short-range ballistic missiles and medium-range ballistic missiles. They showcased 

the mobility of the different systems,9  which included the transporter erector 

launchers and also a submarine, currently under construction,10 capable of launching 

the submarine-launched ballistic missile Pukguksong-3, as well as probably the new 

Pukguksong-4 and Pukguksong-5 missiles (see annexes 11 and 15).  

21. The Panel has observed that the Democratic Peopleôs Republic of Korea 

continued to renovate its production infrastructure at the ñKusong Tank Factoryò, 

which is involved in the production of caterpillar track transporter erector launchers 

for the Pukguksong-2 and for other ballistic missile systems (see annex 13).  

22. Activities continued at the ñMarch 16 Factoryò automotive plant in the 

Pyongsong11  area, where the Hwasong-15 was assembled and launched in 2017. 

Earthworks were carried out to improve the communication routes at the site (see 

annex 14).  

23. At the Sinpo south naval shipyard,12 continuous activity since July 2020 at the 

secure boat basin could be related to the handling of submarine-launched ballistic 

missiles. There has been repair or upgrading of the dock in front of the entrance to 

__________________ 

 4  See S/2017/742, para. 7 and footnote 3. 

 5  According to the report of the Party Central Committee in January 2021: ñBy succeeding in the 

test-fire of the intercontinental ballistic missile óHwasong-15ô on November 29, 2017, the Party 

Central Committee declared with pride to the world the accomplishment of the historic cause of 

building a State nuclear force and the cause of building a rocket power.ò 

 6  The new submarine-launched ballistic missile identified as Pukguksong-5 was described by the 

Korean Central News Agency as ñThe worldôs most powerful weapon, submarine-launch ballistic 

missile.ò 

 7  The new short-range ballistic missile looked like an upgrade of the KN-23 mounted on a 5-axle 

wheeled transporter erector launcher. 

 8  See S/2020/151, paras. 194ï195. 

 9  See S/2020/840, paras. 10 and 13. 

 10  See also S/2020/151, para. 196; S/2017/150, para. 40; and S/2016/157, paras. 41ï44. 

 11  See S/2020/840 and S/2020/840/Corr.1, para. 15. 

 12  Ibid., para. 12. 

https://undocs.org/en/S/2017/742
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2017/150
https://undocs.org/en/S/2016/157
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
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the facility in which the Romeo-class submarine that could potentially be equipped 

with such missiles is believed to be under construction.13 This might be related to the 

preparation of the dock for an upcoming submarine launch. Similar activity was 

detected at the Nampo naval shipyard (see annex 15). 

24. Through satellite imagery, the Panel continued to observe work on the 

infrastructure of ballistic missile operating bases, including construction and 

logistical activities at such sites as the ñYusang-ri missile operating baseò,14  the 

ñKal-gol missile operating baseò15 and the ñHoejung-ri missile baseò16 (see annexes 

16 to 18).  

25. The Panel continued to investigate allegations concerning the cooperation 

between the Democratic Peopleôs Republic of Korea and the Islamic Republic of Iran 

on ballistic missiles. In its previous reports,17 the Panel reported on the continuous 

involvement of representatives of the Korea Mining Development Trading 

Corporation in the Islamic Republic of Iran and on technical cooperation between the 

two countries in this field. According to a Member State, the Democratic Peopleôs 

Republic of Korea and the Islamic Republic of Iran have resumed cooperation on 

long-range missile development projects (see annex 19). This resumed cooperation is 

said to have included the transfer of critical parts, with the most recent shipment 

associated with this relationship taking place in 2020 (see annex 19-1). In an interim 

reply of 21 December 2020, the Islamic Republic of Iran stated that: ñPreliminary 

review of the information provided to us by the Panel indicates that false information 

and fabricated data may have been used in investigations and analyses of the Panelò 

(see annex 19-2). 

26. The Democratic Peopleôs Republic of Korea has continued its illicit efforts to 

procure specific components from overseas (see annex 20 and S/2020/840 and 

S/2020/840/Corr.1, paras. 8 and 18 and annex 6) and to seek opportunities to transfer 

its own products to its partners (see annex 19-1). Moreover, it strove to develop 

scientific and technical cooperation with universities and laboratories abroad (see 

para. 13).  

 

  

__________________ 

 13  See S/2020/151, annex 60. 

 14  Aka ñMilchon-riò (39Á27'01"N 126Á15'35"E). 

 15  (38Á40'09"N 126Á44'14"E). 

 16  (41Á22'44.93"N 126Á54'38.16"E). 

 17  See S/2020/840 and S/2020/840/Corr.1, para. 101, and earlier reports, such as S/2019/691, annex 32, 

para. 6, and S/2010/571, para. 50. 

https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
https://undocs.org/en/S/2019/691
https://undocs.org/en/S/2010/571
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  Figure 1 

  11 newly developed ballistic missile systems featured at the military parade on 

10 October 2020, upgrading the tactical and strategic missile capability of the 

Democratic Peopleôs Republic of Korea,18 including the new super-large 

intercontinental ballistic missile19 (see annex 10), the Hwasong-15 

intercontinental ballistic missile and the Hwasong-12 intermediate-range 

ballistic missile  
 

 

 

Source: Korean Central Television (images), Member States and the Panel (text). 

__________________ 

 18  Regarding the exact number, one or more spare systems may have been kept out of the parade, 

available to replace a vehicle in case of a breakdown, a common practice in military parades (see 

annex 10). In the figures, ñroundsò describes the number of missiles on one transporter erector 

launcher and ñsystemò describes the system consisting of the missile and its transporter erector 

launcher. 

 19  The new super-large intercontinental ballistic missile is tentatively referred to as ñHwasong-16ò 

by observers. 
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  Figure 2 

  Military parade on 10 October 2020, including the short-range ballistic missile 

ñKN-24ò and the short-range ballistic missile ñKN-23ò20 (see annex 12) 
 

 

 

Source: Korean Central Television (images), Member States and the Panel (text). 
 

 

__________________ 

 20  The short-range ballistic missile was previously identified by the Korean Central News Agency 

as a ñnew type tactical guided weaponò (KN23), a ñtactical guided weaponò (KN24) and 

ñmultiple launch rocket long-range artilleryò (KN25). 
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  Figure 3 

  Military parade on 10 October 2020, including the new medium-range ballistic 

missile/submarine-launched ballistic missile Pukguksong-4, the medium-range ballistic 

missile Pukguksong-2 and the short-range ballistic missile ñKN-25ò (see annexes 11 

and 12) 
 

 

 

Source: Korean Central Television (images), Member States and the Panel (text). 
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  Figure 4 

  Military parade on 10 October 2020, including the short-range ballistic missile 

ñKN-25ò (see annex 12) 
 

 

 

Source: Korean Central Television (images), Member States and the Panel (text).  
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  Figure 5 

  New ballistic missile systems featured at the military parade on 14 January 2021, 

except for the intercontinental ballistic missile, including all short-range ballistic 

missiles exhibited at the 10 October 2020 parade, a new kind of short-range ballistic 

missile resembling the ñKN-23ò and a new submarine-launched ballistic missile, the 

Pukguksong-5 (see annexes 11 and 12) 
 

 

 

Source: Korean Central Television (images), Member States and the Panel (text). 
 

 

 

 III. Sectoral and maritime sanctions  
 

 

27. The Democratic Peopleôs Republic of Korea continues to engage in activities 

that are prohibited under and evade various Security Council resolutions. According 

to a Member State, at least 121 shipments of refined petroleum products were 

delivered to the Democratic Peopleôs Republic of Korea by the latter countryôs 

tankers, as well as other tankers,21 during the first nine months of 2020. None of the 

deliveries were reported to the Committee in accordance with paragraph 5 of 

resolution 2397 (2017).22 A table providing data on ship name, International Maritime 

Organization (IMO) number, arrival date and port, last known flag State and tonnage 

is contained in annex 21. 

28. The Member State has assessed that the volume of refined petroleum delivered 

to the Democratic Peopleôs Republic of Korea through these illicit shipments 

__________________ 

 21  These deliveries were procured mainly through ship-to-ship transfers. 

 22  China notified the Committee of deliveries of 5,043.33 tons of refined petroleum to the 

Democratic Peopleôs Republic of Korea in 2020. The Russian Federation notified the Committee 

of deliveries of 12,833.976 tons, a combined total of 17,877.306 tons.  

https://undocs.org/en/S/RES/2397(2017)
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(see figure 6 (a)) exceeded by several times the annual aggregate 500,000-barrel cap 

stipulated in that paragraph.23,24 

 

  Figure 6 (a) 

  Cumulative undeclared refined petroleum imports since January 2020 
 

 

 

Source: Member State. 
 

 

29. Several Member States assessed that the importation of oil-related products to 

the Democratic Peopleôs Republic of Korea possibly became larger in volume in 2020 

due in part to the acquisition of new and larger third country-flagged vessels. See 

figure 6 (b) for the calculated monthly imports and figure 6 (c) for the breakdown of 

monthly deliveries by vessel type.  

 

  

__________________ 

 23  In January 2021, the Committee agreed on rate formulas for the conversion of tons to barrels. 

Using these formulas, barrel calculations for deliveries of which the Committee has been notified 

will be recorded on its website in due course, as will barrel figures contained in any future 

notifications as they are posted. 

 24  See S/2020/840 and S/2020/840/Corr.1, footnote 14, and previous reports for methodology. The 

Member State has assessed that deliveries amounted to more than eight times the cap if the 

vessels were 90 per cent laden, nearly five times if 50 per cent laden and over three times if only 

33 per cent laden on delivery. 

https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
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  Figure 6 (b) 

  Calculated monthly imports  
 

 

 

 

  Figure 6 (c) 

  Calculated monthly refined petroleum imports by vessel type  
 

 

 

Source: Member State 
 

 

  Recommendations  
 

30. The Panel reiterates its recommendation that Member States report any 

known transfers of refined petroleum products to the Democratic Peopleôs 

Republic of Korea in full conformity with resolution 2397 (2017).  

 

https://undocs.org/en/S/RES/2397(2017)
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  Deceptive shipping practices and due diligence  
 

  Swapping of vessel identities: New Konk and Mouson 328  
 

31. A significant development the Panel has observed involved vessels that have 

conducted sanctionable activities and assumed the identities of other vessels, 

sometimes swapping identities with them through the use of fraudulent profiles, 

physical modifications and manipulation of automatic identification system 

transmissions. Unlike previous vessel identity fraud cases investigated by the Panel,25 

recent identity swaps demonstrated a greater level of sophistication in the way the 

vessels transitioned from one automatic identification system profile to another and 

the depth of the cover identities used. To raise awareness of identity swap techniques 

to facilitate due diligence and sanctions compliance, the Panel is highlighting the 

illustrative example of the Mouson 328 and the New Konk.  

32. The unknown-flagged New Konk (IMO No. 9036387) was previously identified 

by the Panel as transitioning from a feeder vessel conducting ship-to-ship transfers to 

a vessel delivering refined petroleum cargo directly to Nampo on multiple 

occasions.26 Based on the results of several lines of investigation, the Panel notes that 

the New Konk at some point in 2020 sailed as the M0uson [sic] and transmitted a 

maritime mobile service identity number formerly registered to the Mouson 328 (IMO 

No. 9021198) when the latter vessel was sailing under the flag of Palau, making such 

a transmission fraudulent (see figure 7).27  Panama confirmed that the vessel was 

deleted from its registry on 29 August 2020.28  

 

  Figure 7 

  ñMouson 328ò changing its identifiers in March 2020 
 

 

 

Source: Windward, annotated by the Panel.  
 

 

33. On 26 August 2020, high-resolution satellite imagery captured the vessel 

transmitting a maritime mobile service identity number (511444000) historically 

associated with Palau near Dongyin Island, China. Imagery analysis shows that the 

__________________ 

 25  See, for example, the case of the Yuk Tung (IMO No. 9030591) (see S/2019/171 and 

S/2019/171/Corr.1, paras. 5ï9). 

 26  See S/2020/151, para. 32, and S/2020/840 and S/2020/840/Corr.1, paras. 27ï28 and 62. 

 27  All times and dates reflected in the report on the Windward platform are Eastern Standard Time. 

 28  The Mouson 328 was flagged under Panama from May 2019 to August 2020. 

https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2019/171/Corr.1
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1


S/2021/211 
 

 

21-01647 18/419 

 

physical dimensions of the vessel were a close match with the New Konk29 (see figure 8). 

The New Konk last transmitted its assigned IMO number and maritime mobile service 

identity number in October 2019.  

 

Figure 8 

Vessel dimensions and physical comparison of satellite imagery, 26 August 202030  
 

 

 

Source: Maxar Technologies (left) and Member State (right). 
 

 

34. The Panel also traced the then Panama-flagged Mouson 328 as a vessel of 

interest when the vessel was recorded in May and June 2019 in the waters of the 

Democratic Peopleôs Republic of Korea before its automatic identification system 

signals were dropped.  

35. Additional investigations revealed an earlier attempt to launder the Mouson 

328ôs identity by registering the vessel under a new IMO number as the newly built 

Dominica-flagged Cherry 19 in late 2019.31  Maritime authorities subsequently 

withdrew the IMO number after the application documents were found to be 

fraudulent. In October 2020, the vessel was reportedly registered as the Thai-flagged 

Smooth Sea 29 based on fraudulent documentation of the Cherry 19, essentially 

removing the historical data of the vessel as the Mouson 328. The Panel wrote to 

Thailand to inform its authorities of the vesselôs location in Thailand and use of 

fraudulent documentation as a likely cover for the Mouson 328. Thailand responded 

that the Panelôs request for information was under consideration by its authorities.  

36. Once the Mouson 328 assumed its new fraudulent identity as the Cherry 19, this 

also allowed the New Konk to transmit the Mouson 328ôs identifiers without 

generating significant automatic identification system anomalies that would reveal 

the swap. The Panel continues to investigate other potential identity swap cases 

involving tankers linked to the Democratic Peopleôs Republic of Korea. Details of the 

Panelôs investigation and responses are available in annex 22, sections (a) to (c). 

__________________ 

 29  The New Konkôs dimensions are 112 metres long and 18.5 metres wide. The Mouson 328ôs 

dimensions are 107.5 metres by 16.5 metres. 

 30  All dates unless otherwise stated are given in Universal Time Coordinated (UTC). 

 31  Each vessel is assigned only one IMO number, which stays with the vessel throughout its 

lifespan. 
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  Vessel disguise  
 

  New Regent as the ñHang Yu 11ò  
 

37. Vessels of the Democratic Peopleôs Republic of Korea and other designated 

vessels continue to disguise their origin, requiring additional due diligence on the part 

of ship owners, operators and commodity traders.  

38. A designated vessel featured in previous Panel reports, the New Regent (IMO 

No. 8312497),32 utilized vessel disguise and fraudulent documentation in an attempt 

to receive refined petroleum through a ship-to-ship transfer with a Republic of Korea-

flagged vessel. In response to the Panelôs queries, the latter vesselôs owner stated that 

the vessel it had encountered was the Panama-flagged Hang Yu 11 (IMO No. 8694194) 

and due diligence had been carried out ñto make sure this vessel was equipped with 

all documents and we regarded this vessel to be a normal operation vesselò. The Panel 

has independently verified that no ship-to-ship transfer occurred.  

39. Several factors should have raised suspicions during the due diligence process 

concerning the Hang Yu 11 (actually the New Regent). These include the transmission 

of incomplete, as well as invalid, identifiers; physical differences between the Hang 

Yu 11 and the New Regent, which would have been evident from a photographic 

comparison; outdated ship documentation; and lack of due diligence in processing the 

request to purchase the petroleum cargo. Additional photographs obtained by the 

Panel show the embossed outline of the painted-over IMO number belonging to the 

New Regent (see figure 9). Publicly available information that showed the Hang Yu 11 

as having been involved in a salvage incident in February 201933  was separately 

confirmed by the owner of the actual Hang Yu 11, which was sailing as the Togo-

flagged Xin Sheng. Details and responses are contained in annex 23 (a) and (b).  

 

  Figure 9 

  Painted-over false identifiers to disguise the New Regent and its IMO number, 

30 June 2019 
 

 

 

Source: Member State. 
 

 

  Infinite Luck and Myong Ryu 1  
 

40. The Panel previously reported a ship-to-ship transfer between the Panama-

flagged Infinite Luck (IMO No. 9063811) and Democratic Peopleôs Republic of Korea 

tanker Myong Ryu 1 (IMO No. 8532413).34 Uniform Shipping, the registered owner 

of the Infinite Luck, responded through lawyers, providing ñevidenceò (see annex 24) 

__________________ 

 32  Designated on 16 October 2018. 

 33  A commercial maritime database platform registered an automatic identification system 

transmission gap for the Hang Yu 11 between February 2018 and April 2020. 

 34  See S/2020/840 and S/2020/840/Corr.1, para. 33 and annex 20. 

https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1


S/2021/211 
 

 

21-01647 20/419 

 

that ñInfinite Luck was deceived [into conducting] a prohibited fuel transferò with the 

Myong Ryu 1, which was disguised as a Chinese tanker, the Mingbo No. 5 (see figure 10). 

41. For its due diligence checks, Uniform Shipping ñwould ask for a photos of the 

receiving ship [é] to confirm the shipò. As an additional compliance measure, a 

ñbunker delivery receiptò signed by the receiving vessel ñalso prove[s] that Infinite 

Luck had no intention of engaging [in] illicit shipping practices with North Korea[n] 

vesselsò.  

42. The Panel has documented multiple cases of vessels of the Democratic Peopleôs 

Republic of Korea and other vessels disguising and passing themselves off as other 

vessels, along with other deceptive tactics to illicitly procure refined petroleum. 

Given the deliberate nature of the obfuscation employed, the Panel does not deem 

paperwork signed by the receiving vessels as sufficient to absolve supplier vessels of 

their responsibility. A combination of effective due diligence measures and controls 

is required for ship owners and relevant counterparties to prevent the risk of their 

involvement in sanctionable activities.  

 

  Figure 10 

  Photograph supplied by the Infinite Luckôs owner  
 

 

 

Source: The Panel.  
 

 

  Foreign-flagged and unknown-flagged vessels delivering to the Democratic 

Peopleôs Republic of Korea  
 

43. The continued illicit import of refined petroleum products by the Democratic 

Peopleôs Republic of Korea is enhanced by the inclusion of a growing number of 

former and current foreign-flagged tankers in its import regime. Use of these vessels, 

which have a larger carrying capacity and deliver their refined petroleum cargo 

directly to ports in the Democratic Peopleôs Republic of Korea, is more efficient than 
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the ship-to-ship transfers conducted by typically smaller tankers of the Democratic 

Peopleôs Republic of Korea with other smaller vessels at sea. During the observed 

time frame from January to September 2020, these vessels delivered directly to 

additional ports in the Democratic Peopleôs Republic of Korea, a departure from the 

concentration of past deliveries by such tankers at Nampo port.  

44. The Democratic Peopleôs Republic of Korea appears to be balancing 

coronavirus disease (COVID-19) precautions with its need to import refined 

petroleum products by utilizing its tankers to receive petroleum cargo through 

ship-to-ship transfers with foreign tankers directly outside of the Nampo lock gate. 

According to a Member State, since late July 2020, the country had likely prohibited 

all foreign vessels from entering Nampo port as part of its COVID-19 restrictions. A 

statistical representation of the concentration of vessels outside the Nampo lock gate 

observed by the Panel on satellite imagery is set out in figure 11.  

 

Figure 11 

Chart showing vessels outside the Nampo lock gate from May to September 2020  
 

 

 

Source: The Panel. 
 

 

45. The Democratic Peopleôs Republic of Korea has also augmented its petroleum 

imports through additional foreign-flagged vessels not previously featured in the 

Panelôs reports. These vessels join the list of previously featured former foreign-

flagged tankers that continue to deliver refined petroleum to the country. All of the 

vessels also recorded unaccounted for automatic identification system transmission 

gaps during the periods under investigation.  
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  Additional foreign-flagged vessels delivering refined petroleum to the Democratic 

Peopleôs Republic of Korea  
 

46. The number of foreign-flagged vessels delivering refined petroleum to the 

Democratic Peopleôs Republic of Korea increased in 2020.35 ,36  Sample satellite 

imagery from a Member State between May and October 2020, other instances of 

these vessels delivering refined petroleum to the Democratic Peopleôs Republic of 

Korea, details of the Panelôs investigations to date and responses obtained by the 

Panel are contained in annex 25, paragraphs (i) to (vi), and annex 25 (a) to (d). These 

vessels included:  

 (a) The An Ping (IMO No. 7903366), formerly Sierra-Leone flagged,37 was 

recorded berthed at Nampo on 8 July 2020 (see figure 12). The Panel requested 

information from Samoa and the current or former owning and/or managing entity 

responsible for the vessel based in Kaohsiung City, Taiwan Province of China (see 

annex 25 for relevant replies); 

 

  Figure 12 

  An Ping delivering refined petroleum at Nampo, 8 July 2020 
 

 

 

Source: Member State. 
 

 

 (b) The Heng Rong (IMO No. 7913098)38 was recorded on 6 August 2020 and 

on 23 August 2020 laden at the Nampo lock gate (see figure 13). It also conducted a 

ship-to-ship transfer on 15 August 2020 in the Yellow Sea; (see annex 25 for relevant 

replies); 

 

__________________ 

 35  All information in the present report relating to vessel flagging and the listed entities serving as 

the vesselsô registered owners, managers and operators is drawn from the IMO website and IHS 

Markit, unless otherwise stated. 

 36  As of December 2020 or January 2021. 

 37  The vessel was de-registered from the Sierra Leone flag registry on 2 July 2020, with a reason 

provided for the vesselôs sale and transfer. 

 38  The vessel was de-registered from the Sierra Leone flag registry on 7 October 2018. 
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Figure 13 

Heng Rong outside the Nampo lock gate, August 2020  
 

 

 

Source: Member State 
 

 

 (c) The Rich United (IMO No. 9129213) was unknown flagged when it was 

recorded delivering refined petroleum to Songnim on 13 June 2020 (see figure 14). 

The Panel requested information from the Cook Islands, Mongolia, Seychelles, China 

and the relevant current or former owning and/or managing entity or entities 

responsible for the vessel based in Singapore (see annex 25 for relevant replies); 

 

  Figure 14 

  Rich United delivering refined petroleum at Songnim, 13 June 2020  
 

 

 

Source: Member State. 
 

 

 (d) The then Mongolia-flagged Run Da (IMO No. 8511172) was recorded 

berthed at Nampoôs petroleum delivery pier on 1 May 2020 (see figure 15). The Panel 

requested information from Mongolia, the Philippines and the relevant current or 
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former owning and/or managing entity or entities responsible for the vessel based in 

Hong Kong, China. Mongolia deleted the vessel from its registry as of September 

2020 due to ñinfringement of trading areas and breach of United Nations embargoò. 

Subsequent information provided showed the vessel was sold in April 2020 to a 

company based in Fuzhou, China, without the knowledge of, or a request to 

de-register or re-register with, the flag registry and classification society (see 

annex 25 for relevant replies); 

 

  Figure 15 

  Satellite imagery of the Run Da at Nampo port, 1 May 2020 
 

 

 

Source: Member State (map provided by the Panel). 
 

 

 (e) The Xin Hai (IMO No. 7636638) was unknown flagged during the time 

the vessel delivered refined petroleum to Nampo on 1 September 2020.39 

Investigations continue;  

 (f) The Xing Ming Yang 888 (IMO No. 8410847) was recorded on 3 June 2020 

at Songnim and on 28 June at Nampo. The vessel, sailing unknown flagged since 

November 2018, was recommended by the Panel for designation for having engaged 

in a ship-to-ship transfer with the Mu Bong 1 (IMO No. 8610461) in 2018.40 The 

vessel was fraudulently transmitting a maritime mobile service identity number 

associated with the United Republic of Tanzania when it was near Luoyuan Bay, 

China (see figure 16). The Panel sought the assistance of China and the United 

Republic of Tanzania (see annex 25 for relevant replies). 

 

  

__________________ 

 39  The vessel was flagged under Sierra Leone until November 2019. 

 40  See S/2019/171 and S/2019/171/Corr.1, paras. 15ï17 and figure VII. 

https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2019/171/Corr.1
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  Figure 16 

  Xing Ming Yang 888 transmitting false identifiers in May 2020 and delivering 

refined petroleum at Songnim port in June 2020 
 

 

 

Source: Windward, annotated by the Panel (top); Member State (bottom). 
 

 

47. The above vessels share a number of common elements. All the vessels recorded 

gaps in automatic identification system transmissions, lasting from several days to 

several months, which coincided with the dates the vessels were in the Democratic 

Peopleôs Republic of Korea. These vessels also recorded unaccounted for gaps in their 

automatic identification system transmissions outside of these dates, indicating other 

possible illicit deliveries. Despite the majority of the vessels no longer registering a 

flag and having no updated ownership information on maritime databases, the vessels 

continued to trade in international waters, obtaining refined petroleum supplies for 

delivery to the Democratic Peopleôs Republic of Korea.  
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48. This aspect of outdated or not updated ownership information has been reported 

by the Panel in its investigations into previous vessels that directly delivered refined 

petroleum to the Democratic Peopleôs Republic of Korea.41  

 

  Foreign-flagged vessels that continued to deliver refined petroleum to the 

Democratic Peopleôs Republic of Korea 
 

49. The following (formerly) foreign-flagged vessels continued to deliver refined 

petroleum to the Democratic Peopleôs Republic of Korea between January and 

September 2020 (see annex 21). Most of these vessels have been de-registered by 

their last known ship registries (see annexes 26 and 27): 

 (a) Bonvoy 3 (IMO No. 8714085),42 formerly Sierra Leone-flagged; 

 (b) Diamond 8 (IMO No. 9132612),43 formerly Sierra Leone-flagged; 

 (c) Hokong (IMO No. 9006758), unknown flagged; 

 (d) New Konk (IMO No. 9036387), unknown flagged; 

 (e) Subblic (IMO No. 8126082), unknown flagged; 

 (f) Unica (IMO No. 8514306), unknown flagged; 

 (g) Yun Hong 8 (maritime mobile service identity No. 413459380), China-

flagged. 

50. A number of these vessels recommended for designation by the Committee have 

been observed by the Panel on commercial maritime databases within Chinese coastal 

waters.44 A Member State separately provided the Panel additional dates and locations 

of some of these vessels (see annex 28). The Panel also obtained information that 

indicated the continuation of a previously reported45  practice of suspect vessels 

moving into Chinese territorial waters, where they cannot be followed by foreign 

monitoring vessels.46 The Panel wrote to China, inter alia, seeking information should 

these vessels be detained at port or in its territorial waters.47 Regarding the vessels 

listed in annex 28, China replied that it could not investigate their activities based on 

limited information from the Panel, and could only confirm that those vessels had not 

entered Chinese ports. 

 

__________________ 

 41  See S/2020/151. 

 42  According to the Member State, the Bonvoy 3 referenced as the direct delivery vessel is the 

formerly Sierra Leone-flagged Bonvoy 3 with IMO number 8714085, not IMO number 8978784. 

The Sierra Leone Maritime Administration de-registered the vessel on 12 November 2019. The 

Panelôs expanded research into the Bonvoy 3 with IMO number 8714085, given the lack of 

tracking and other commercial information on the Bonvoy 3 with IMO number 8978784, showed 

sailing routes and network information that lined up to indicate the former as the concerned 

vessel. Investigations continue into both Bonvoy 3s. 

 43  The Sierra Leone Maritime Administration confirmed the cancellation of the vesselôs registration 

on 7 August 2020, as it had violated sanctions against the Democratic Peopleôs Republic of 

Korea. 

 44  Coastal waters refer to the 12 nautical mile territorial waters or waters within the 24 nautical 

mile contiguous zone. 

 45  See S/2020/151, annex 8. 

 46  Two experts are of the view that all information contained in the first three sentences of 

paragraph 50 can be further corroborated. They also believe that relevant Security Council 

resolutions do not grant any Member States the rights to follow and monitor. 

 47  See resolution 2397 (2017), para. 9. 

https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/RES/2397(2017)
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  Democratic Peopleôs Republic of Korea vessels delivering refined petroleum  
 

51. Formerly foreign-flagged tankers that have transitioned to Democratic Peopleôs 

Republic of Korea tankers48 and designated Democratic Peopleôs Republic of Korea 

tankers continued to deliver refined petroleum at various ports of the Democratic 

Peopleôs Republic of Korea (see annex 29 for details).  

 

  Facilitation of illicit supply of refined petroleum to the Democratic Peopleôs 

Republic of Korea  
 

52. The Panel continued its investigations into networks that facilitate the illicit 

supply of refined petroleum to the Democratic Peopleôs Republic of Korea through 

vessel- and entity-related linkages. T Energy International Co., Ltd. (T Energy), an 

entity with addresses at Zhongzheng District and at Taoyuan District,49  Taiwan 

Province of China, was involved as consignee of the refined petroleum cargo onboard 

the Viet Tin 01 (IMO No. 8508838), which made a port call at Nampo on and around 

26 February 2019.50 (An update from Viet Nam on the vessel is contained in annex 30.) 

The Panel has since opened investigations into additional cases of suspected 

involvement of T Energy in such procurement and/or suspected delivery through 

ship-to-ship transfers with Democratic Peopleôs Republic of Korea tankers. Drawing 

on information and documentation obtained from various Member States, entities and 

individuals, the Panel is investigating the extent to which the company has played a 

role in a network supporting illicit procurement of refined petroleum by the 

Democratic Peopleôs Republic of Korea, including the suspected facilitation and 

brokering of numerous ship-to-ship transfers with Democratic Peopleôs Republic of 

Korea-flagged vessels over the past several years. The Panel has attempted to contact 

T Energy but has yet to receive a response; faxes and emails to the company have 

been returned as undeliverable.  

53. A list of vessels reported by a Member State to have conducted ship-to-ship 

transfers, in association with T Energy, with Democratic Peopleôs Republic of Korea-

flagged tankers, along with details of the Panelôs investigations, including responses 

obtained, are contained in annex 31 (a) to (d).  

 

  Fishing rights transfer  
 

54. Based on a media report, the Panel submitted an enquiry to Choe Un Bok, 

Chairperson of the General Association of Koreans in China,51  who purportedly 

appeared to be arranging for the transfer of Democratic Peopleôs Republic of Korea 

fishing rights. The Panel has not received a reply from Ms. Choe or the organization 

(see annex 32 (a)). 

55. The Panel obtained information that Weihai Peninsula Vessel Fuel Co. Ltd.52 

was involved in the planning of a fishing joint venture with an entity of the 

Democratic Peopleôs Republic of Korea (see annex 32 (b)). The Panel has not received 

a reply from the company.  

56. Multiple Member States provided the Panel with information which suggested 

continuation by the Democratic Peopleôs Republic of Korea of fishing rights transfer 

and obfuscation measures taken by fishing vessels (see annexes 32 (c) to (f)).  

 

__________________ 

 48  See S/2020/840 and S/2020/840/Corr.1, para. 26. 

 49  Addresses sourced from publicly available information and from a Member State. 

 50  See S/2020/840 and S/2020/840/Corr.1, paras. 39ï40. 

 51  In Chinese: . 

 52  In Chinese: . 

https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
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  Maritime exports from the Democratic Peopleôs Republic of Korea  
 

57. The Democratic Peopleôs Republic of Korea continued to export coal, along 

with other banned items, in violation of relevant resolutions (see para. 84 and 

annexes 34, 35, 36, 38 (a), 38 (b) and 39).  

 

  Maritime sanctions evasion methods  
 

58. Continued exports by the Democratic Peopleôs Republic of Korea have involved 

ongoing exports of coal to the Ningbo-Zhoushan area in China, the reliance on larger 

China-flagged coastal barges that directly export its coal to China and the acquisition 

by the Democratic Peopleôs Republic of Korea of additional vessels. Vessels of the 

Democratic Peopleôs Republic of Korea that exported its coal also loaded 

humanitarian cargo at various Chinese ports, indicating the acceptance at such ports 

of vessels previously engaged in suspected sanctioned activities.53  

59. Democratic Peopleôs Republic of Korea vessels also utilized a variety of 

techniques to obfuscate vessel tracking on maritime databases. These included 

manipulating flags, maritime mobile service identity numbers and ship types, such as 

by passing off such vessels as fishing vessels or tugboats. Some of the manipulated 

maritime mobile service identity numbers included those assigned to other legitimate 

vessels, creating inconsistencies when viewing automatic identification system 

tracks. The Panel further observed Democratic Peopleôs Republic of Korea vessels 

using ñthrowawayò maritime mobile service identity numbers54 that make tracking of 

the same vessels difficult (see also annex 33 on automatic identification system 

obfuscation).  

 

  Coal exports by Democratic Peopleôs Republic of Korea vessels  
 

60. According to the Member State, the Democratic Peopleôs Republic of Korea 

exported at least 2.5 million tons of coal from January through September 2020 in at 

least 400 shipments to Chinese territorial waters.55 Most of these shipments went to 

Chinaôs Ningbo-Zhoushan area, where Democratic Peopleôs Republic of Korea 

vessels continued to offload coal via ship-to-ship transfers. The Member State also 

observed increased vessel traffic during the course of 2020 around the Zhoushan 

archipelago.  

61. The Panel continued to seek the assistance of China concerning the presence of 

multiple Democratic Peopleôs Republic of Korea vessels in waters off Ningbo-

Zhoushan, where they continued to gather at a given point.56  Satellite imagery 

recorded over 40 Democratic Peopleôs Republic of Korea vessels and associated 

vessels at Ningbo-Zhoushan on 17 June 2020 (see figure 17; see also annex 34 for 

details of Democratic Peopleôs Republic of Korea vessels exporting coal to the 

Ningbo-Zhoushan area).  

 

__________________ 

 53  See resolution 2397 (2017), para. 9. 

 54  The Panel has documented cases of vessels with short-term maritime mobile service identity 

numbers that are only a few months old, along with other invalid identifiers, appearing in 

Ningbo-Zhoushan waters and transmitting again near or in the Democratic Peopleôs Republic of 

Korea, and has shared some of the information with China. 

 55  Two experts are of the view that this information can be further corroborated. 

 56  See S/2020/840 and S/2020/840/Corr.1, para. 46; S/2020/151, para. 69; and S/2019/691, para. 19. 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2019/691
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  Figure 17 

  Member Stateôs graphic representation of Democratic Peopleôs Republic of Korea 

vessels on 17 June 2020 at Ningbo-Zhoushan, China57  
 

 

 

Source: Member State. 

Note: Satellite imagery was provided by the Member State for each of the vessels featured above. 
 

 

62. The Panel sought information from China on all the above-mentioned vessels, 

including those shown in figure 17, with regard to their reported coal cargo, ship-to-

ship transfers conducted with these vessels in Chinese waters and identifiers of the 

receiving vessels and of their ownership. China replied that ñfor the ten DPRK 

vessels, namely óAsia Honorô, óMyong Sinô, óPaek Hak Sanô, óKum San Pho 3ô, 

óFlourishingô, óSam Jin 8ô, óJang Jin Gangô, óSu Songô, óEnterpriseô and óXing Ming 

Yang 888ô, there is no record of these vessels entering or leaving Chinese portsò. It 

noted that ñChina is not the flag State of the above vessels, and has no further detailed 

informationò. 

 

  Export of Democratic Peopleôs Republic of Korea coal and import of 

humanitarian cargo  
 

63. The Panel continued its investigation into ongoing violation of sanctions by the 

Tae P(h)yong (IMO No. 9018751; formerly known as Great Wenshan) in Chinese 

waters.58 The Panel tracked the vesselôs sailing route, which included its presence in 

the Democratic Peopleôs Republic of Korea on 8 June 2020 and its return on 12 June 

for a few days to the Ningbo-Zhoushan area, where it had previously been in May, 

followed by a port call at Longkou, China, before returning to Nampo by 1 July 2020. 

__________________ 

 57  Two experts are of the view that this information can be further corroborated. 

 58  See S/2020/840 and S/2020/840/Corr.1, paras. 52ï56. 

https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1


S/2021/211 
 

 

21-01647 30/419 

 

Satellite imagery subsequently obtained from a Member State provided information 

on the vesselôs cargo, which involved coal loaded at Nampo exported to waters in 

Ningbo-Zhoushan and humanitarian aid cargo imported at Longkou for the return trip 

to Nampo. The Tae Pyong was back in Ningbo-Zhoushan by mid-August before 

returning to Nampo the same month (see figures 18 (a) and 18 (b)). The Tae Pyongôs 

activity of exporting coal originating in the Democratic Peopleôs Republic of Korea 

on multiple separate occasions, and in the above case proceeding to port to pick up 

humanitarian cargo, make it liable to relevant sanctions provisions.59  

64. At least 11 other Democratic Peopleôs Republic of Korea-flagged vessels have 

conducted similar voyages exporting coal and importing humanitarian cargo on the 

same voyage, according to the same Member State. In response to the Panelôs letters 

of enquiry concerning the Tae Pyongôs activities, its cargo and information on its last 

known Chinese ownership, as well as information on other Democratic Peopleôs 

Republic of Korea vessels possibly conducting similar voyages, China replied that 

the ñDPRK-flagged vessel óTae Pyongô did not make [a] port call to Zhoushan port in 

2020ò. 

 

Figure 18 (a) 

The Tae Pyong in Ningbo-Zhoushan waters, June and August 2020 
 

 

 

 

__________________ 

 59  See resolution 2375 (2017), para. 11, and resolution 2397 (2017), para. 9. 

https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2397(2017)
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  Figure 18 (b) 

  The Tae Pyong exporting coal and importing humanitarian cargo on a round-trip voyage 
 

 

 

Source: Member State. 
 

 

  Cargo vessels delivering coal originating in the Democratic Peopleôs Republic 

of Korea 
 

65. Larger China-flagged cargo vessels conducted ship-to-ship transfers with 

Democratic Peopleôs Republic of Korea vessels in the Ningbo-Zhoushan area and 

subsequently delivered coal originating in the Democratic Peopleôs Republic of Korea 

at various Chinese ports/port waters, according to a Member State.60  The larger 

capacity of such vessels allows more cargo to be transported per voyage compared 

with the previously observed smaller lighters that were utilized in such transfers. It 

also allows for the further delivery of the coal cargo from the ship-to-ship transfer 

location. Examples included the Shun Jin Bao (maritime mobile service identity 

No. 413704010) delivering coal to Bayuquan (see figure 19), the Huade16 (maritime 

mobile service identity No. 413249920) delivering coal to Guangzhou and the 

Xinjinyue (maritime mobile service identity No. 412501560) delivering coal to 

Caofeidian. Details, including additional imagery, are contained in annex 35. The 

Panel sought information on the said cargo vessels, inter alia, concerning the ship-to-

ship transfers conducted with Democratic Peopleôs Republic of Korea vessels and on 

the origin and destination of the offloaded coal cargo.  

  

__________________ 

 60  See also S/2020/151, para. 72. 

https://undocs.org/en/S/2020/151
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66. China replied that the above-mentioned vessels ñsailed between Chinese 

domestic ports during the time frame mentioned in the Panelôs letters, and performed 

regular reporting and approval procedures. The Chinese Customs strictly examined 

the certificate of origins of their cargo, and no evidence of any activities violating the 

resolutions was found. After further examining the logbook of these vessels, the 

possibility of making port calls to DPRK ports during domestic voyages was also 

excluded. If the Panel has additional evidence, China hopes that the Panel could 

provide it.ò  

 

  Figure 19 

  Shun Jin Bao delivering coal originating in the Democratic Peopleôs Republic 

of Korea in Bayuquan, China 
 

 

 

Source: Member State. 
 

 

  Coastal barges delivering coal originating in the Democratic Peopleôs Republic 

of Korea and other items 
 

  Coal originating in the Democratic Peopleôs Republic of Korea  
 

67. China-flagged coastal barges were observed by a Member State operating in 

considerable numbers in the Democratic Peopleôs Republic of Korea in late May 

2020, with 52 barges observed on the Taedong River or at anchorage just outside the 

Nampo lock gate. Figure 20 illustrates some of the coastal barges outside the Nampo 

lock gate in June 2020. China-flagged coastal barges61 made at least 155 shipments, 

__________________ 

 61  These barges are the same type of self-propelled barges featured in the Panelôs report of March 

2020 (S/2020/151) that delivered banned commodities to China. 

https://undocs.org/en/S/2020/151
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exporting approximately 1.63 million tons of coal from the Democratic Peopleôs 

Republic of Korea to China, according to the same Member State.62,63 

 

  Figure 20 

  Cluster of China-flagged coastal barges, Nampo lock gate, June 2020 

(main cluster 38Á42 42" N 124Á59 04" E) 
 

 

 

Source: Member State (top photo); Planet Labs Inc. (remaining photos). 1 June 

2020, 02.08 UTC; 5 July 2020, 01.40.35 UTC; 22 July 2020, 02.36 UTC 

(Planet Labs north-oriented images). Annotation by the Panel. 
 

 

__________________ 

 62  Two experts are of the view that this information can be further corroborated. 

 63  The Panel shared a list of 65 China-flagged coastal barges assessed by the Member State to have 

conducted probable coal export from the Democratic Peopleôs Republic of Korea during the 

period between May and September 2020. 
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68. As with the Panelôs past reporting on self-propelled barges of Chinese origin 

that loaded coal in the Democratic Peopleôs Republic of Korea and delivered to ports 

in China,64 such barges do not always transmit automatic identification system signals 

nor do they appear to have IMO numbers, indicating that they were essentially meant 

for coastal trade. The Panel observed the Chenggong 66 (maritime mobile service 

identity No. 413663365) transmitting as a cargo vessel departing Nantong, China, in 

June 2020. The vessel appeared to have sailed on at least one occasion to Nampo 

before returning to Chinese waters, following a similar route to that used by self-

propelled barges in 2019. The Panel wrote to China seeking information on the 

vesselôs type, origin and cargo. The Panel subsequently obtained satellite imagery 

from a Member State of the Chenggong 66 (see figure 21), as well as other identified 

China-flagged coastal barges transporting coal from the Democratic Peopleôs 

Republic of Korea to China. China replied that there was no valid information found 

based on the provided maritime mobile service identity numbers for the list of 65 

Chinese-flagged barges mentioned (see annex 36 for details).  

 

  Figure 21 

  Voyage route of the Chenggong 66, June and July 2020 
 

 

 

Source: Windward (top), annotated by the Panel; Member State (bottom). 
 

 

__________________ 

 64  See S/2020/151, paras. 59ï66. 

https://undocs.org/en/S/2020/151
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  Equipment and items  
 

69. According to the Member State, China-flagged coastal barges also exported to 

the Democratic Peopleôs Republic of Korea vehicles, heavy machinery and 

equipment, the supply, sale and transfer of which are prohibited under paragraph 7 of 

resolution 2397 (2017). Seven such barges were captured on satellite imagery 

between May and July 2020 in the Nampo port area (see annex 37). One of the barges, 

the Cheng Hong 28/Changhong28 (maritime mobile service identity No. 413180911), 

which likely unloaded petroleum, oil and lubricant tanker railcars onto a pier at 

Nampo in May 2020, also loaded coal originating in the Democratic Peopleôs 

Republic of Korea at Nampo in June, and arrived with its cargo by 21 July 2020 near 

Yangjiaogou, China. The Panel sought the assistance of China in obtaining 

information on the activities of these barges and the results of any investigations 

conducted into these vessels (see figure 22). China replied that it ñattaches great 

importance to smuggling activities through ship-to-ship transfers involving the 

DPRK, and relevant Chinese authorities have made great efforts in this regard. China 

has repeatedly and openly reaffirmed its solemn position against smuggling activities 

through ship-to-ship transfers and its determination to combat these activities in 

accordance with law. This in itself is a deterrence to relevant activities.ò  

 

Figure 22 

Export by the Cheng Hong 28 of prohibited tanker railcars and import of prohibited coal 
 

 

 

Source: Member State.  
 

 

  Illicit vessel acquisitions in 2019 and 2020  
 

70. The Panel reported the Su Ri Bong (aka Fu Xing 12/Pu Zhou) (IMO No. 8605727), 

Tae P(h)yong (IMO No. 9018751) and Sam Jin 8 (IMO No. 8810578) as cargo vessels 

flagged by the Democratic Peopleôs Republic of Korea in 2019 and early 2020.65  A 

Member State assessed that the Democratic Peopleôs Republic of Korea had 

additionally acquired several vessels,66 although these have not been confirmed to be 

officially flagged67 under its fleet. Examples included the then Togo-flagged Enterprise 

__________________ 

 65  See S/2020/151 and S/2020/840. 

 66  Other likely illicitly acquired vessels continue to be investigated by the Panel. 

 67  Recorded with IMO. 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2020/840
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(IMO No. 9153331), the formerly China-flagged Ming Zhou 6 (IMO No. 8602763) and 

the previously reported unknown-flagged Ri Hong (IMO No. 9162318).68  

71. The Panelôs investigations indicate that the above vessels, whose last registered 

owners were listed in China,69  were also last recorded on commercial maritime 

databases near Chinese ports before automatic identification system transmissions 

were dropped. The vessels next appeared either in the Democratic Peopleôs Republic 

of Korea (Enterprise, Ming Zhou 6, Tae Pyong and Su Ri Bong) or in Ningbo-

Zhoushan waters in the vicinity of other Democratic Peopleôs Republic of Korea 

vessels (Ri Hong and Sam Jin 8). All these vessels conducted several exports of coal 

originating in the Democratic Peopleôs Republic of Korea in Chinese waters based on 

satellite imagery and/or automatic identification system transmissions.  

72. According to a Member State, the Ming Zhou 6 was acquired by a joint venture 

between China and the Democratic Peopleôs Republic of Korea that had been set up to 

transfer the vessel to the latter country. Like the former Fu Xing 12 (IMO No. 8605727), 

the Ming Zhou 6 was reported as having been sold by a Chinese company for demolition 

in May 2019.70 China replied: ñIn May and June 2019, the registration of ownership 

and nationality certificate[s] of óMing Zhou 6ô and óFu Xing 12ô were cancelled, 

respectively. Since then, there has been no record of these vessels entering or leaving 

Chinese ports.ò The Panel continues to investigate the Ming Zhou 6 through its 

suspected joint venture ownership. Details on the Enterprise and updates on the 

Ri Hong are contained in annex 38 (a) and (b).  

 

  Supply chain networks  
 

73. The Panel continues its investigations into the individuals and entities 

facilitating the export of coal originating in the Democratic Peopleôs Republic of 

Korea. Documentation obtained by the Panel showed 17,415 tons of anthracite coal 

was loaded onboard the Glory Taizhou (IMO No. 9641015)71 at Nakhodka, Russian 

Federation, on 12 August 2017 and delivered to Changxingdao, China, in September 

2017. K.W.B Resources Limited,72 which is incorporated in the British Virgin Islands 

and whose director was a Yantai-based individual, Wang Jianbo, was involved in the 

initial transportation of the coal from Nampo to Nakhodka using the then Palau-

flagged Jian Fu (IMO No. 8306890),73  as well as the subsequent delivery to 

Changxingdao (see figure 23). China replied that the Glory Taizhou had declared to 

customs in Dalian that the origin of the coal was the Russian Federation and requested 

evidence that the coal had originated from the Democratic Peopleôs Republic of 

Korea. The Russian Federation has yet to reply. 

 

__________________ 

 68  Sierra Leone flagged the vessel in April and de-registered the vessel on 17 November 2020, 

following the expiration of the provisional certificate of registration. 

 69  Mainland China and Hong Kong business addresses were listed. 

 70  http://nbmc.com.cn/download.jsp?id=832. 

 71  Panama provided information consistent with the voyage route of the Glory Taizhou that the 

Panel identified. 

 72  In Chinese: ₥ Ὲ . 

 73  Palau provided information on the Jian Fu (now broken up), with an automatic identification 

system gap consistent with the identified investigative period. 

http://nbmc.com.cn/download.jsp?id=832
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  Figure 23 

  Documents showing the trans-shipment of coal originating in the Democratic 

Peopleôs Republic of Korea at Nakhodka 
 

 

 

Source: Member State. 
 

 

74. Other Chinese entities, XinXin Green Work Research & Development Co. Ltd. 

and Taizhou Yifeng Transportation Co. Ltd., were also involved in the illicit 

procurement of coal originating in the Democratic Peopleôs Republic of Korea, based 

on information from a Member State. Details are contained in annex 39.  

 

  Omission in petroleum transfer notification 
 

75. The Panel enquired of the Russian Federation about the possible omission of 

617.742 tons from the notifications to the Committee regarding the transfer of 

petroleum products to the Democratic Peopleôs Republic of Korea between 2018 and 

2019, based on a record of transfers the Panel obtained.74 

 

  Recommendations  
 

  To the Committee  
 

76. The Panel recommends the designation of the following vessels for violation 

of paragraph 5 of Security Council resolution 2397 (2017):  

 ï An Ping (IMO No. 7903366), formerly Sierra Leone-flagged  

 ï Heng Rong (IMO No. 7913098), unknown-flagged  

 ï Rich United (IMO No. 9129213), unknown-flagged  

 ï Run Da (IMO No. 8511172), formerly Mongolia-flagged  

__________________ 

 74  The data made available to the Panel contained records on transfers of approximately 32,982.625 

tons of petroleum during 2018 and 2019 by 10 companies of the Russian Federation. This is 52.5 per 

cent of the amount of petroleum transferred to the Democratic Peopleôs Republic of Korea between 

2018 and 2019 (62,709.116 tons) of which the Committee was officially notified. The Panel 

confirmed that the two data sets clearly matched most of the cases. The Panel also notes that the 

Korea Ungum (Yngum) Corporation, a front company of the designated Foreign Trade Bank 

according to a Member State, was importing petroleum products during this period. See para. 141 for 

other activities of Ungum. 

https://undocs.org/en/S/RES/2397(2017)
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77. The Panel recommends the designation of the following vessel for violation 

of paragraph 5 of resolution 2397 (2017), and reiterates its recommendation for 

designation of the vessel for violation of paragraph 11 of resolution 2375 (2017):  

 ï Xing Ming Yang 888 (IMO No. 8410847), unknown-flagged  

78. The Panel continues to recommend the following vessels for designation in 

further violation of paragraph 5 of resolution 2397 (2017):  

 ï Diamond 8 (IMO No. 9132612), formerly Sierra Leone-flagged  

 ï Hokong (IMO No. 9006758), unknown-flagged  

 ï New Konk (IMO No. 9036387), unknown-flagged  

 ï Subblic (IMO No. 8126082), unknown-flagged  

 ï Unica (IMO No. 8514306), unknown-flagged  

 ï Yun Hong 8 (maritime mobile service identity No. 413459380), China-flagged  

79. The Panel recommends the designation of the following vessels for violation 

of paragraph 11 of resolution 2375 (2017):  

 ï Enterprise (IMO No. 9153331), formerly Togo-flagged  

 ï Ri Hong (aka Klausen) (IMO No. 9162318), formerly Sierra-Leone flagged  

 ï Tae P(h)yong (IMO No. 9018751), Democratic Peopleôs Republic of Korea-

flagged  

 

  To Member States, on best practices with regard to the activities of the 

Democratic Peopleôs Republic of Korea  
 

  On due diligence measures related to the evasion of sanctions  
 

80. The Panel recommends that Member States continue to foster industry-

wide awareness of the challenges posed, including new tactics in sanctions 

evasion by culpable individuals, and relevant steps to mitigate these risks. This 

can be disseminated in the form of industry-wide advisories and circulars.  

 

  On due diligence measures related to ship-to-ship transfers  
 

81. The Panel recommends that parties engaged in ship-to-ship transfers of 

refined petroleum in areas where such illicit transfers are known to occur 

authorize the ship captain or an assigned crew member to send an email to the 

relevant flag registry providing notification of the event, ship identifiers (name 

and IMO and maritime mobile service identity numbers) of the vessel involved, 

the material and volume of the transfer, the date and time of the start and stop 

of the transfer and the location of the transfer. 

82. The Panel recommends that relevant counterparties in the maritime supply 

chain consider implementing controls that allow for proper verification-of-origin 

checks for ships that conduct ship-to-ship transfers, particularly in areas where 

illicit transfers are known to occur. Such steps could include requirements for 

complete, accurate shipping documentation, including bills of lading that identify 

the origin and destination of cargo and copies of export licences, where applicable.  

83. The Panel recommends that Member States exercise vigilance to identify 

and prevent the illicit operation of vessels obtaining Democratic Peopleôs 

Republic of Korea fishing permits, which may use various method to obfuscate 

their activities and identities.  

 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2375(2017)
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  Trade statistics of the Democratic Peopleôs Republic of Korea  
 

84. Recorded foreign trade of the Democratic Peopleôs Republic of Korea75 

plummeted in 2020 due to the border closure measures taken to prevent COVID-19. 

During the first nine months of 2020, the countryôs total exports reached only about 

9.2 per cent of the total exports in 2019 (see table).  

 

  Table 

  Recorded trade of the Democratic Peopleôs Republic of Korea, 2019 and 2020 

(January-September) 

  (Thousands of United States dollars)  
 

 

 2019 2020 (Jan.ïSep.) 

   
Export 447 351 41 115 

Import 2 725 394 310 452 

 Trade balance (2 354 508) (269 337) 

 

Source: International Trade Centre Trade Map (accessed 15 December 2020). 
 

 

85. The Panel continued to analyse trade data of the Democratic Peopleôs Republic of 

Korea from published trade statistics to investigate trade conducted in violation of 

relevant resolutions.76  Border closure measures notwithstanding, statistics indicate 

many instances of the Democratic Peopleôs Republic of Korea trading items such as 

machinery, electrical equipment and iron, in violation of relevant resolutions, in 2020.77  

86. The Democratic Peopleôs Republic of Korea also traded prohibited items which 

did not appear in international or national trade statistics databases.78 According to a 

Member State, the Democratic Peopleôs Republic of Korea exported at least 4.1 million 

tons of coal and possibly other prohibited minerals to China between January and 

September 2020 (see annexes 34, 35, 36, 38 (a) and (b) and 39) and also imported 

prohibited items such as machinery using barges that originated in China in 2020 (see 

para. 69 and annex 37).79 These trades did not appear in trade statistics databases.  

 

  Possible online trade of prohibited goods 
 

87. The Panel investigated activities of a Chinese company, Dandong China-DPRK 

Information Co., Ltd.80  for its continued operation of an e-commerce platform 

(www.hcein.com). The company website (see figure 24) states its mission as the 

facilitation of trade and investment between China and the Democratic Peopleôs 

Republic of Korea, and includes prohibited goods such as machinery, electrical 

equipment and vessels as items it deals with.81 The company has yet to respond to the 

__________________ 

 75  These figures are based on the International Trade Centre Trade Map, which reflects customs 

data reported by Member States. 

 76  See annex 40 for the full list of Harmonized System codes the Panel uses to monitor 

implementation of the sectoral ban. That annex supersedes annex 4 of S/2018/171 and 

S/2018/171/Corr.1. 

 77  See annex 41 for the Panelôs detailed methodology and full details regarding the Panelôs enquiries 

and responses from Member States. The Panel notes that not all responses from Member States 

contained adequate information for the Panel to conclude that the recorded trade was not 

conducted with the Democratic Peopleôs Republic of Korea. 

 78  For the cases mentioned in the present paragraph, the Panel checked the ITC Trade Map and the 

General Administration of Customs of the Peopleôs Republic of China websites. 

 79  Two experts are of the view that this information can be further corroborated. 

 80  In Chinese: Ҹқ Ḥ Ὲ . 

 81  The website was still active as at 5 January 2021. Prohibited items are shown in red boxes. 

http://www.hcein.com/
https://undocs.org/en/S/2018/171
https://undocs.org/en/S/2018/171/Corr.1
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Panelôs request for information on its clients, the operation of the website and any 

business deals such as trade and investment generated from its activities. 

Investigations continue.  

 

  Figure 24 

  Website of Dandong China-DPRK Information Co., Ltd.  
 

 

 

Source: www.hcein.com, annotated by the Panel. 
 

 

  Implementation of ban on imports and exports 
 

88. The Panel sought information from customs authorities of 35 Member States on 

the status of implementation of obligations under relevant resolutions between 2018 

and 2020. This included the obligations to inspect all cargos to and from the 

Democratic Peopleôs Republic of Korea and to seize and dispose of them when 

prohibited items were found, pursuant to paragraph 18 of resolution 2270 (2016) and 

paragraph 20 of resolution 2397 (2017).  

89. The Panel found that Member States observed implementation of the 

prohibitions.82 However, Member States occasionally faced the challenge of having 
__________________ 

 82  One Member State provided information on 12 cases of export entries mentioning the 

Democratic Peopleôs Republic of Korea as the country of destination that had subsequently been 

withdrawn, with the goods returned. 

http://www.hcein.com/
https://undocs.org/en/S/RES/2270(2016)
https://undocs.org/en/S/RES/2397(2017)
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to determine whether certain items were prohibited from transfer to and/or from the 

Democratic Peopleôs Republic of Korea. There was a case of rejection of customs 

clearance without sufficient grounds, involving the seizure of medicine exported to 

the Democratic Peopleôs Republic of Korea, which is not prohibited. At the same time, 

a Member State exposed inaccurate understanding of relevant resolutions by 

maintaining that its imports from the Democratic Peopleôs Republic of Korea were 

permissible because the items ñdid not turn out to be chemical, nuclear or biological 

material, as included in é resolution 2270ò.  

 

 

 IV. Embargoes, designated entities and individuals, and 
overseas workers  
 

 

  Embargoes 
 

  Cambodia 
 

90. The Panel noted that the documentary film The Mole: Undercover in North 

Korea, released in October 2020, suggests that international arms dealers from the 

Democratic Peopleôs Republic of Korea and nationals of a European country 

discussed a quotation for weapons and how to complete the arms sales contract during 

meetings in Phnom Penh in 2017. The documentary suggests that the arms sales were 

never realized. In response to the Panelôs enquiry, Cambodia replied that: 

 The documentary aims to attack North Korea é. Cambodia did not identify any 

signs related to the arms trade in Cambodia é the documentary video does not 

have clear basis and evidence that corroborate the arms trade since the 

production of this documentary is imaginative, fictional and appealing to the 

audience to earn money or for other purposes. (See annex 43; see also para. 151 

and annex 88).  

For a case concerning Uganda in relation to the documentary, see annex 88. 

 

  Nigeria  
 

91. The Panel continued to investigate the foiling of an arms-smuggling plot by a 

national of the Democratic Peopleôs Republic of Korea in Czechia, another State 

member of the European Union and Nigeria.83  According to a Member State, a 

national of the Democratic Peopleôs Republic of Korea, Hong Yong Su, was in Nigeria 

in January 2020. The Member State assumed Mr. Hong to be, or to have been 

previously, a member of Democratic Peopleôs Republic of Korea military intelligence 

and of the Reconnaissance General Bureau (KPe.031). The Member State also 

suspects Mr. Hong of acting on behalf of Haekumgang Trading Co., which is assessed 

to be a procurement arm of the armed forces of the Democratic Peopleôs Republic of 

Korea to be active in Africa, as well as on behalf of the Korea Hyoksin Trading 

Corporation (KPe.006). Nigeria replied that ñthe Nigeria Immigration Service (NIS) 

has no record of Mr. Hong Yong Su in its database and that investigations have 

revealed that the Haekungaan Trading Corporation is neither domiciled nor 

operational in Nigeriaò (see annex 44).  

 

  Russian Federation and Hungary  
 

92. According to a Kommersant article of 8 August 2020, the Federal Security 

Service of the Russian Federation successfully prevented the smuggling of military 

equipment by Vladimir Lyubishin in August 2016. Konstantin Moskal, his assistant 

Denis Fedosov and Mr. Lyubishin planned to smuggle to the Democratic Peopleôs 

__________________ 

 83  See S/2020/840 and S/2020/840/Corr.1, paras. 74ï77. 

https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
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Republic of Korea five heading/vertical stabilizers designed to work as part of 

vertical, pitch and heading information systems of the main and reserve channels of 

combat aircraft navigation systems, along with other military aircraft accessories. 

Mr. Lyubishin and his son, who were detained in Hungary at the request of the United 

States of America in November 2016, were extradited to the Russian Federation in 

August 2018. Russian courts sentenced Mr. Lyubishin to one year and five months in 

prison, and Mr. Moskal to three years and six months, with a fine of 500,000 roubles. 

In response to the Panelôs enquiry, the Russian Federation replied as follows (see 

annex 45): 

 In September 2016, Mr. Pak Zen Un, a representative of Sonkwang, the North 

Korean foreign trade company, illegally purchased a batch of spare parts for 

MIG-29 aircraft from citizens of the Russian Federation, Vladimir 

Vyacheslavovich Lyubishin and Konstantin Viktorovich Moskal, with the intent 

of smuggling them to North Korea with Mr. Lyubishinôs assistance é In June 

2017, the Investigative Department of the Federal Security Service of the 

Russian Federation initiated criminal proceedings against the elder 

Mr. Lyubishin for planning to smuggle military equipment to the Democratic 

Peopleôs Republic of Korea é Mr. Lyubishin pleaded guilty and provided 

testimony incriminating Mr. Pak Zen Un in the organization of the illegal 

shipment of Russian-made military equipment abroad. 

Hungary also replied to the Panelôs enquiry (see annex 46).  

 

  Somalia  
 

93. According to the final report of the Panel of Experts on Somalia dated 

28 September 2020 (S/2020/949), four 60 mm mortar rounds were fired by 

Al-Shabaab on 17 February 2020 in the direction of the United Nations compound 

within Aden Adde International Airport. Based on an analysis of the tail fins, the Panel 

noted that the mortars had been produced by multiple manufacturers. The Panel 

further noted one had characteristics consistent with a 60 mm HE type 63 mortar 

round manufactured in the Democratic Peopleôs Republic of Korea. The Panel 

continues to request further clarifications from Somalia and has yet to receive a reply. 

 

  Bolivarian Republic of Venezuela  
 

94. The Panel of Experts established pursuant to resolution 1874 (2009) continued 

to investigate possible military and technological cooperation between the Bolivarian 

Republic of Venezuela and the Democratic Peopleôs Republic of Korea. According to 

a media report, the President of the National Constituent Assembly of the Bolivarian 

Republic of Venezuela signed a series of agreements pledging military and 

technological cooperation during a visit to the Democratic Peopleôs Republic of Korea 

in September 2019.84 In response to the Panelôs enquiry, the Bolivarian Republic of 

Venezuela replied that: 

 [The Bolivarian Republic of Venezuela] expresses its serious concern at the 

decision of the Panel to initiate an official investigation on the basis of 

information from óa media reportô; namely, one single source é particularly 

taking into account the fact that there is no single agreement between [the 

Bolivarian Republic of Venezuela] and the Democratic Peopleôs Republic of 

Korea on military and technological cooperation (see annex 47).  

The Panel continues to request further clarifications from the Bolivarian Republic of 

Venezuela but has not yet received a reply. 

 

__________________ 

 84  See S/2020/151, para. 112. 

https://undocs.org/en/S/2020/949
https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/2020/151
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  Yemen  
 

95. The Panel continued its investigation into two cases concerning Yemen. The 

first case concerns a Yemeni cooperation project with the defence industry of the 

Democratic Peopleôs Republic of Korea. The second case concerns a project deal for 

the supply of military equipment from the Democratic Peopleôs Republic of Korea.85 

For the first case, Yemen replied that: 

 [T]he so-called Zakaria Yahya Al-Shami ... is an affiliate of the Houthi militia 

and does not represent the Government of Yemen in any capacity, therefore, his 

actions and attempts to establish military cooperation with the Democratic 

Peopleôs Republic of Korea (DPRK) are a clear violation of Security Council 

resolutions [on] DPRK.  

For the second case, Yemen replied that: 

 The Houthi militia embassy in Damascus and the so-called Al-Qanis do not 

represent the Government of the Republic of Yemen. Further, the actions of 

Al-Qanis, including the signing of a protocol with a Syrian arms dealer called 

óHussein Al-Aliô in order to import military equipment into Yemen, are in clear 

violation of the Security Council resolutions [on] DPRK (see annex 48).  

96. The Panel continued its investigations into several previously reported cases 

related to the Democratic Republic of the Congo, Eritrea and Myanmar (see annex 49).  

 

  Cash and gold smuggling  
 

97. Concerning the Iranian individuals suspected of involvement in the smuggling 

of gold and cash by the Democratic Peopleôs Republic of Korea,86 the United Arab 

Emirates stated in 2020 that those individuals were residing in Dubai, United Arab 

Emirates. A Member State stated that the nationals of the Democratic Peopleôs 

Republic of Korea involved in the smuggling often travelled using Emirates Airlines. 

The Panel has been requesting information from the airline but has yet to receive a 

substantive response (see annex 51).  

 

  Textiles and artwork  
 

98. The Panel investigated possible violation of the embargo and asset freeze 

requirements of relevant resolutions. Travel agencies were advertising visits to the 

Mansudae Art Studio and prohibited products. Transfers of the Mansudae Art Studioôs 

artwork for exhibitions were reported. The Paekho Art Studio was involved in the 

construction of statues overseas (see annex 52).  

 

  Textiles 
 

99. Chugai Travel Co. Ltd.87  advertised Korean dress for foreign tourists in 

Pyongyang. Chugai stated itself to be the Japanese general agency of Air Koryo88 and 

the Korean International Travel Company. The Panel has yet to receive a substantive 

response from Chugai (see annex 53).  

 

  Artworks and an artist working overseas 
 

100. Young Pioneer Tours advertised visits to the Mansudae Art Studio. On its 

website, it had previously stated that tourists could visit the studio, purchase artworks 

__________________ 

 85  Ibid., para. 113. 

 86  S/2020/840 and S/2020/840/Corr.1, para. 78 and annex 30. 

 87  Japanese name: . 

 88  See S/2017/150, paras. 148ï151. 

https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
https://undocs.org/en/S/2017/150
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and ship them overseas. Young Pioneer Tours replied to the Panel that the content 

uploaded in 2020 had been ñoverlooked by managementò and that it had arranged 

visits via the Korean International Travel Company (see para. 99).89 It also noted that 

although about 40 visits had been arranged between 2017 and January 2020, it was 

not aware of any artwork purchases (see annex 54).  

101. On its website, Koryo Studio is selling artworks it commissioned to artists in 

the Democratic Peopleôs Republic of Korea, along with the artworks of a Mansudae 

artist. To the Panel, Koryo Studio replied that the oil paintings sold on the website 

had been painted before 2009. It also stated that it ñworked with the animation artist 

who is living in PR China (an employee of one of animation studios in Pyongyang 

[with] absolutely no connection with Mansudae Art Studio)ò. The Panel requested 

further details concerning this national of the Democratic Peopleôs Republic of Korea 

earning income overseas (see annex 55).  

 

  Mansudae Art Studio artworks  
 

102. It is reported that in the Republic of Korea, in 2019 and 2020, several artworks 

of artists affiliated with the Mansudae Art Studio were displayed at art exhibitions 

arranged by the Institute for Unification Education, a subsidiary organ of the Ministry 

of Unification, and the K Mecenat Network.90  The Panel received replies to its 

enquiries (see annex 56).  

103. It is reported that artwork of Kim Cheong Hee, director of the handcraft division 

of the Mansudae Art Studio, was displayed at an exhibition held at the National 

Assembly of the Republic of Korea in 2019, co-hosted by the Culture, Sports and 

Tourism Committee of the National Assembly, the One Korea Global Campaign 

organizing committee91  and the Korean Fine Arts Association.92  Kimôs work was 

reported to have also been displayed in the Republic of Korea in 2018, at an exhibition 

co-hosted by organizations that included the Korean Fine Arts Association and the 

One Korea Global Campaign organizing committee. The Associationôs response is 

contained in annex 56. 

 

  Statues  
 

104. Congo Aconde SARL was involved in projects to build several statues in the 

Provinces of Lualaba and Haut-Lomami, Democratic Republic of the Congo, from 2018 

to at least late 2019. Based on the information seen by the panel, the Panel considers 

Congo Aconde SARL to be a front company for the State-run Korea Paekho Trading 

Corporation, which exports artwork, including statues created by the Paekho Art Studio 

(see paras. 133, 147 and 149 and annex 57). 

 

  Recommendations  
 

105. The Panel recommends that Member States should exercise vigilance in the 

inspection of cargo, including the luggage of individuals traveling to or from the 

Democratic Peopleôs Republic of Korea, as required in accordance with paragraph 13 

of resolution 2321 (2016) and paragraph 18 of resolution 2270 (2016).  

106. The Panel recommends that Member States exercise vigilance concerning 

the transfer of artworks of the designated entities to comply with the asset freeze 

requirements of relevant resolutions. 

__________________ 

 89  The phone number provided in the reply was +850-218-111, ext. 8375. 

 90  In Korean: K- . 

 91  In Korean:  . 

 92  In Korean: . 

https://undocs.org/en/S/RES/2321(2016)
https://undocs.org/en/S/RES/2270(2016)
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107. The Panel recommends designation of the Korea Paekho Trading 

Corporation and the Paekho Art Studio.  

 

  Drones 
 

108. The Panel investigated the transfer of drones93  to the Democratic Peopleôs 

Republic of Korea, which were observed during the military parade conducted in 

Pyongyang on 10 October 2020, as a violation of resolution 2397 (2017). The drones 

were identified as Mavic 2 Pro type, manufactured by SZ DJI Technology Co. Ltd.94 

in 2018 or later. The company has yet to respond to the Panelôs enquiry.  

 

  Figure 25 

  Mavic 2 Pro drones observed during the 10 October 2020 military parade  
 

 

 

Source: Rodong Sinmun and YouTube, annotated by the Panel.  
 

 

  Misuse of embassy properties  
 

  Romania  
 

109. The Panel requested an update and additional information from Romania about 

the lease of the embassy property of the Democratic Peopleôs Republic of Korea to 

IMA Partners SRL.95  Romania replied that one of the two buildings located at 

28-36 Soseaua Nordului, 1st District, Bucharest, within the perimeter of the Embassy 

of the Democratic Peopleôs Republic of Korea, is still used by IMA Partners SRL, 

although the lease contract stated that the lease agreement between the two mentioned 

entities had been terminated as at 10 November 2017. At the same time, 44 legal or 

natural persons entered into a sub-lease agreement with IMA Partners SRL, which 

between 1 January 2018 and 30 June 2020 IMA collected a total rent equivalent to 

$653,700 (see annex 58). Romania assured the Panel, however, that no transactions, 

involving either cash or bank transfer, had been recorded between IMA and the 

Embassy of the Democratic Peopleôs Republic of Korea during the aforementioned 

period.  

 

  Bulgaria  
 

110. The Panel asked Bulgaria for information concerning data showing that a 

Bulgarian company, the Terra Group, was still advertising the rental of the ñTerra 

Residenceò, which appeared to be the former residence of the Ambassador of the 

Democratic Peopleôs Republic of Korea (located at 56, Andrei Sakharov St., Mladost 

quarter 1, Sofia, 1784), and that a rental by a company called ñLora Cateringò was 

__________________ 

 93  The Harmonized System code for drone is 85. See S/2020/151. 

 94  www.nknews.org/pro/north-korea-likely-violated-sanctions-with-military-parade-drone-from-china. 

 95  The case was previously investigated by the Panel (see S/2020/840 and S/2020/840/Corr.1, para. 85). 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2020/151
http://www.nknews.org/pro/north-korea-likely-violated-sanctions-with-military-parade-drone-from-china
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
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advertised as being located at that address.96 Bulgaria requested more time for the 

required investigation97 due to the COVID-19 pandemic. No follow-up information 

has been received.  

 

  Implementation of luxury goods ban  
 

111. Due to restrictions by authorities on overseas purchases of consumer goods,98 

the import of luxury goods (prohibited under paragraph 8 (a) (iii) of resolution 1718 

(2006)) in 2020 was greatly limited and became sporadic. Private smuggling has also 

virtually stopped.  

112. The Panel continued previous investigations of imports of luxury automobiles, 

having also received reports of recent attempts to deliver new luxury cars made in 

Germany or Japan to the country.  

 

  Mercedes-Benz  
 

113. The Panel continued its investigation of the case of the illegal importation into the 

Democratic Peopleôs Republic of Korea of two Mercedes-Benz S-Class 600 Sedan Long 

Guard VR9 vehicles,99 which, as confirmed by a Member State, were sold by European 

Cars & More SRL to LS Logistica & Spedizioni SRL in Hong Kong and transported 

from Italy to the Netherlands, where two local companies were involved with the 

logistical handling of the subsequent export from Rotterdam. European Cars & More 

SRL cooperated with the Panel and, in its reply of 20 October 2020 and previous 

correspondence, provided detailed information. This included information that European 

Cars & More SRL previously sold a number of other luxury vehicles (Mercedes S600 

Guard, S650 Maybach and S600 Pullman) to LS Logistica & Spedizioni SRL (see 

annex 60).  

114. The Panel is concerned that, in the absence of any information on the end users, 

it is possible that the vehicles mentioned in annex 60 ended up in the Democratic 

Peopleôs Republic of Korea, where the leadership widely uses similar cars, some of 

which have appeared recently (see, for example, annex 61). The Panel has continued 

its efforts to contact and obtain information from LS Logistica & Spedizioni SRL, but 

has never received a response. The Panel has also requested additional information 

and documentation from European Cars & More SRL. The investigation continues.  

 

  Toyota  
 

115. The Panel obtained new evidence of Lexus vehicles100  being used in the 

Democratic Peopleôs Republic of Korea, notably by the leader of the country, for 

example, in August 2020 during an on-site inspection in North Hwanghae Province 

(see annex 62). The manufacturer informed the Panel that the vehicle concerned 

appeared to be a gasoline-powered Lexus LX 570 with left-hand drive, a version 

produced by Toyota since July 2017 at its plant in Yoshiwara, Japan, which is exported 

primarily to the United States, China and Canada. However, Toyota was not able to 

specify the market in which the depicted Lexus LX 570 was sold.  

 

__________________ 

 96  See www.terraresidence.com and www.evepla.com/BG/Sofia/100084117957/Lora-Catering 

(accessed 30 December 2020). 

 97  The case was previously investigated by the Panel (see S/2020/840 and S/2020/840/Corr.1, para. 86). 

 98  A decision was reportedly taken in April 2020 by the authorities of the Democratic Peopleôs 

Republic of Korea to limit imports of ñnon-essential goodsò, including many food items, textiles 

and electronic goods (Jeong Tae Joo, ñN. Korea announces all ótrivialô imports restricted until 

end of the yearò, Daily NK, 23 April 2020). 

 99  See S/2020/840 and S/2020/840/Corr.1, para. 92. 

 100  For preceding investigation outcomes, see S/2020/840 and S/2020/840/Corr.1, para. 93. 

https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/RES/1718(2006)
http://www.terraresidence.com/
https://www.evepla.com/BG/Sofia/100084117957/Lora-Catering
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
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  Alcohol and other luxury goods  
 

116. According to information available to the Panel, shipments to the Democratic 

Peopleôs Republic of Korea of alcoholic beverages were irregular and decreased due 

to COVID-19-related restrictions.  

117. Singapore informed the Panel that a trans-shipment of wine was seized by its 

authorities on 31 January 2020. According to the relevant documents, the shipment 

was supplied to ñSangmyong General Trading Corporationò, previously (in 2012ï2013) 

identified by the Panel as an entity violating the ban on the import of luxury goods 

from Japan.101 On 25 August, a Singaporean court order was issued under a relevant 

national law for the shipment to be forfeited to Singapore Customs for disposal (see 

figure 26).  

 

  Figure 26 

  Court order by Singapore  
 

 

 

Source: The Panel. 
 

 

118. Singapore informed the Panel that SINSMS Pte Ltd. (previously investigated by 

the Panel) director Lim Cheng Hwee had been sentenced to two monthsô 

imprisonment for supplying prohibited alcohol102 worth $562,082 to the Democratic 

Peopleôs Republic of Korea between 2013 and 2018; his wife, Leng Ooi, had been 

fined; and the company had been fined 30,000 Singapore dollars (see annex 64).  

119. The Panel obtained information on a problem relating to the admissibility of 

export of sporting equipment, especially with regard to determining possible 

corresponding Harmonized System codes for what is considered ñrecreational sports 

equipmentò. The Panel considers that in general the definition of ñluxury goodsò 

which are not specifically set out in the sanctions list falls within national legislation.  

120. In this regard, the Panel recalls that the Committeeôs Implementation Assistance 

Notice No. 3, issued in 2011 and updated on 20 January 2017, notes, in its para. 4 iv) 

that: ñCare should be taken not to restrict the supply of ordinary civilian use goods to 

the wider population of the Democratic Peopleôs Republic of Korea nor have a 

negative humanitarian impact on the countryò.  

__________________ 

 101  See S/2012/422, para. 79. 

 102  Chad OôCarroll, ñSingaporean company director jailed for selling alcohol to North Koreaò, 

NK News, 14 December 2020. Available at www.nknews.org/2020/12/singaporean-company-

director-jailed-for-selling-alcohol-to-north-korea. 

https://undocs.org/en/S/2012/422
http://www.nknews.org/2020/12/singaporean-company-director-jailed-for-selling-alcohol-to-north-korea
http://www.nknews.org/2020/12/singaporean-company-director-jailed-for-selling-alcohol-to-north-korea
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  Recommendation  
 

121. The Panel recommends that Member States streamline their export control 

lists to reflect the list of prohibited luxury goods in a manner consistent with the 

objectives of resolutions 1718 (2006), 1874 (2009), 2094 (2013), 2270 (2016) and 

2321 (2016), avoiding unnecessary broadening of their scope and taking care not 

to restrict the supply of ordinary civilian-use goods to the wider population nor 

to have a negative humanitarian impact.  

122. The Panel reiterates its recommendation that Member States encourage their 

business entities and nationals exporting luxury goods to include a contractual 

provision to prevent resale to the Democratic Peopleôs Republic of Korea.  

123. The Panel reiterates its recommendation that Member States and relevant 

organizations encourage shipping and transportation companies to provide 

thorough systems for checking consignees, bearing in mind the risk of 

trans-shipment.  

 

  Munitions Industry Department (KPe.028)  
 

124. The Panel continued to investigate the activities of a national of the Democratic 

Peopleôs Republic of Korea, Ma Tong Hyok,103  allegedly a key information 

technology manager from the country based in Dalian who was directly involved in 

bringing information technology workers from the Democratic Peopleôs Republic of 

Korea who are subordinate to the designated Munitions Industry Department to 

China.104 Based on information from a Member State, the Panel sought information 

from Dalian Runguang Science and Technology Co., Ltd.,105 which the Member State 

alleged was fully aware that it was working with Ma and information technology 

workers from the Democratic Peopleôs Republic of Korea and laundering money on 

behalf of the country. The Panel has yet to receive a reply from the company.  

 

  Reconnaissance General Bureau (KPe.031) 
 

125. The Panel continued its investigation into cyberattacks conducted by 

Democratic Peopleôs Republic of Korea cyberthreat actors subordinate to the 

Reconnaissance General Bureau, such as Lazarus and Kimsuky. A clear trend in 2020 

was that the countryôs cyberactors were conducting attacks against defence industries 

around the globe.106  

126. The Panel sought further information on cyberattacks against the defence 

industry of Israel based on publicly available information. A cybersecurity firm 

assessed this type of attack as the ñmain offensive campaign by the Lazarus groupò 

in 2020 and estimated that Lazarus operates ñdozens of researchers and intelligence 

personnel to maintain the campaign globallyò.107  According to the report, the 

attackers not only attempted to illegally access military technology108 but also sought 

to exfiltrate information that could be used for financial gain. After approaching 

__________________ 

 103  According to the Member State, Mr. Ma and the teams of Democratic Peopleôs Republic of Korea 

information technology workers under his oversight were in China as of late January 2020. 

 104  See S/2020/840 and S/2020/840/Corr.1, para. 110. 

 105  In Chinese: ᾣ Ὲ . 

 106  Three Member States expressed similar views in public or to the Panel. The Panel previously 

reported on similar attacks in S/2020/840 and S/2020/840/Corr.1, para. 117. 

 107  See www.clearskysec.com/wp-content/uploads/2020/08/Dream-Job-Campaign.pdf. The Panel 

notes that there have been media reports on similar cyberattacks against European defence 

companies. 

 108  The United States also analysed the malware used by Democratic Peopleôs Republic of Korea 

cyberactors and pointed out that the target information was ñkey military and energy technologiesò. 

See https://us-cert.cisa.gov/ncas/analysis-reports/ar20-232a. 

https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/2094(2013)
https://undocs.org/en/S/RES/2270(2016)
https://undocs.org/en/S/RES/2321(2016)
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
http://www.clearskysec.com/wp-content/uploads/2020/08/Dream-Job-Campaign.pdf
https://us-cert.cisa.gov/ncas/analysis-reports/ar20-232a
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targeted employees by impersonating human resources officers at prominent defence 

and aerospace companies, using fake accounts on a popular business-oriented social 

media site,109 the attackers sought to increase their credibility through live telephone 

conversations or text messages and then sent email attachments containing malware 

to the targets. The cybersecurity firm assessed that the attacks succeeded in infecting 

ñseveral dozen companies and organizationsò and illegally accessed classified data, 

but the precise extent of damage has not been made public. The Panel requested 

further information from Israel.110 Investigations continue.  

127. In August 2020, the United States identified a new cyberthreat group, 

ñBeagleBoyzò, an element of the Reconnaissance General Bureau that has likely been 

active since 2014, and attributed the 2016 heist of Bangladesh Bank to this group in 

a public cybersecurity threat alert.111 According to the document, the BeagleBoyz had 

attempted to steal nearly $2 billion since at least 2015 through a ñFASTCashò ATM 

cash-out scheme and attacks against Society for Worldwide Interbank Financial 

Telecommunication (SWIFT) terminals and the servers hosting the payment systems 

of financial institutions. The BeagleBoyz also attacked cryptocurrency exchanges by 

illegal remote access, including through the use of job application-themed spear-

phishing emails. The Panel notes that its investigations into cyberattacks against 

financial institutions and cryptocurrency exchanges described in S/2019/691 

(paras. 57-68 and annex 21) correspond to the activities of the BeagleBoyz and further 

notes that the suspected ringleader of a 2016 scheme involving illegal ATM 

withdrawals using hacked credentials from a South African bank fled from Japan to 

the Democratic Peopleôs Republic of Korea immediately after the attack. The reply 

of Japan is contained in annex 66.  

128. Cyberattacks against the Panel and Committee members continued.112  In 

October 2020, a Panel expert received a phishing email spoofed as being from a 

United Nations employee which contained a malicious link (see figure 27). In this 

regard, the expert independently identified the Internet protocol address through 

which the email was sent as having previously been used by Kimsuky (a.k.a. 

Thallium) and Konni, another cyberthreat group widely associated with the 

Democratic Peopleôs Republic of Korea.113  

 

__________________ 

 109  Other cybersecurity firms also reported on similar activities by Democratic Peopleôs Republic of 

Korea cyberthreat actors throughout 2020. See www.mcafee.com/blogs/other-blogs/mcafee-

labs/operation-north-star-a-job-offer-thats-too-good-to-be-true. 

 110  The Government made a public statement that it had thwarted attacks from Lazarus. See 

https://mfa.gov.il/MFA/ForeignPolicy/Pages/Defense-Establishment-thwarts-cyber-attack-

targeting-defense-industries-12-August-2020.aspx. 

 111  See https://us-cert.cisa.gov/ncas/alerts/aa20-239a. 

 112  The Panel confirmed that one delegate of a member of the Security Council had also received the 

same phishing email that Panel experts received in 2020 (see S/2020/840 and S/2020/840/Corr.1, 

para. 120). 

 113  Multiple cybersecurity firms point to the high degree of similarity between Konni and other 

Democratic Peopleôs Republic of Korea cyberthreat groups such as Kimsuky and APT37. A 

Member State also shared information with the Panel which referred to the activities of Konni as 

a threat actor of the Democratic Peopleôs Republic of Korea. For open-source information, see 

https://blog.talosintelligence.com/2017/05/konni-malware-under-radar-for-years.html, 

https://blog.alyac.co.kr/3390, https://unit42.paloaltonetworks.com/unit42-new-konni-malware-

attacking-eurasia-southeast-asia and https://unit42.paloaltonetworks.com/unit42-nokki-almost-

ties-the-knot-with-dogcall-reaper-group-uses-new-malware-to-deploy-rat. 

https://undocs.org/en/S/2019/691
http://www.mcafee.com/blogs/other-blogs/mcafee-labs/operation-north-star-a-job-offer-thats-too-good-to-be-true
http://www.mcafee.com/blogs/other-blogs/mcafee-labs/operation-north-star-a-job-offer-thats-too-good-to-be-true
https://mfa.gov.il/MFA/ForeignPolicy/Pages/Defense-Establishment-thwarts-cyber-attack-targeting-defense-industries-12-August-2020.aspx
https://mfa.gov.il/MFA/ForeignPolicy/Pages/Defense-Establishment-thwarts-cyber-attack-targeting-defense-industries-12-August-2020.aspx
https://us-cert.cisa.gov/ncas/alerts/aa20-239a
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
https://blog.talosintelligence.com/2017/05/konni-malware-under-radar-for-years.html
https://blog.alyac.co.kr/3390
https://unit42.paloaltonetworks.com/unit42-new-konni-malware-attacking-eurasia-southeast-asia
https://unit42.paloaltonetworks.com/unit42-new-konni-malware-attacking-eurasia-southeast-asia
https://unit42.paloaltonetworks.com/unit42-nokki-almost-ties-the-knot-with-dogcall-reaper-group-uses-new-malware-to-deploy-rat
https://unit42.paloaltonetworks.com/unit42-nokki-almost-ties-the-knot-with-dogcall-reaper-group-uses-new-malware-to-deploy-rat
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  Figure 27  

  A phishing email sent to a Panel expert in October 2020  
 

 

 

Source: The Panel. 
 

 

129. The Panel reiterates its view that cyberattacks, both past and ongoing, against 

such United Nations bodies as the Committee and the Panel, which are mandated to 

monitor the implementation of United Nations sanctions, amount to sanctions 

evasion, considering the persistent and highly disruptive nature of the attacks.  

 

  Democratic Peopleôs Republic of Korea nationals earning income overseas 
 

130. The Panel further investigated nationals of the Democratic Peopleôs Republic of 

Korea earning income overseas. Several Member States informed the Panel that many 

of the countryôs nationals were still employed in the construction, art, health, sport, 

catering and information technology fields, and that one of the methods used by these 

workers was entry on tourist or student visas. A Member State stated to the Panel that 

COVID-19 had ñfacilitatedò nationals of the Democratic Peopleôs Republic of Korea 

remaining in third countries due to border closure. The Panel notes that the national 

laws of several countries allow for nationals of the Democratic Peopleôs Republic of 

Korea to earn income under certain circumstances. The Panel investigated both new 

findings and reported cases.114  

 

  Football players  
 

131. Qatar informed the Panel of the termination of Han Kwang Sonôs contract and 

his departure from Qatar in January 2021.115  Several players have joined national 

teams of the Democratic Peopleôs Republic of Korea since 2017 while affiliated with 

Japanese teams. One of those players transferred to a team of the Republic of Korea 

in 2019. Replies from Member States are contained in annex 67.  

 

__________________ 

 114  S/2020/840 and S/2020/840/Corr.1, paras. 126ï138. 

 115  Ibid., para. 126. 

https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
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  Medical workers  
 

132. Nigeria provided information about a bilateral health and medical agreement, as 

well as Democratic Peopleôs Republic of Korea workers, mainly working in medical 

facilities, whom it planned to deport (see annex 68).  

 

  Construction workers  
 

  Democratic Republic of Congo  
 

133. Documents obtained by the Panel suggest that Pak Hwa Song, Hwang Kil Su 

and Congo Aconde SARL workers could be subject to repatriation requirements, as 

they are earning income overseas (see paras. 104, 147 and 149).  

 

  Senegal  
 

134. The Panel continued investigating construction workers affiliated with Corman 

Construction & Commerce SUARL.116 Internal financial records indicate that Corman 

Construction was sending revenue to the Embassy of the Democratic Peopleôs 

Republic of Korea (see annex 69; also see paras. 143ï146).  

 

  Restaurant and hotel workers  
 

135. A Member State stated that nationals of the Democratic Peopleôs Republic of 

Korea were working in restaurants and hotels overseas in 2020.117  

 

  Exit to a third country  
 

136. Georgia replied to the Panel that there were no nationals of the Democratic 

Peopleôs Republic of Korea in the territory under its control and that it did not have 

information on the Panelôs enquiry regarding the exit of Democratic Peopleôs 

Republic of Korea workers from the Russian Federation to Abkhazia (see 

annex 71).118 

 

  Recommendation  
 

137. The Panel recommends that Member States continue to exercise vigilance 

in screening the visa and residency status of nationals of the Democratic Peopleôs 

Republic of Korea in order to prevent the circumvention of the obligations 

contained in the resolutions.  

 

 

 V. Finance 
 

 

138. The Panel assesses, based on information provided by Member States, 

information obtained by the Panel and open-source reporting, that the Democratic 

Peopleôs Republic of Korea continues to access international financial systems 

through joint ventures, offshore accounts, shell companies, virtual asset service 

providers (e.g. cryptocurrencies) and overseas banking representatives. The illicit 

revenue generated from sanctions evasion activities and laundered through these 

networks both directly and indirectly supports the countryôs weapons of mass 

destruction and ballistic missile programmes. These networksô obfuscation methods 

__________________ 

 116  See S/2020/151, para. 144. 

 117  The Panel investigated workers from the Democratic Peopleôs Republic of Korea in the 

restaurant in the Magnolias Pattaya Boutique (4/6 M.9 Maprachan Reservoir, Tambon Pong, 

Amphoe Banglamung, Chonburi, Thailand). The reply of Thailand is contained in annex 70. 

 118  See S/2020/151. 

https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2020/151
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and techniques continued to exploit those Member States with lax or minimal 

financial oversight, rules and regulations.  

139. Consistent with its previous reporting, the Panel continues to observe and 

investigate individuals and companies linked to the Democratic Peopleôs Republic of 

Korea that, to facilitate sanctions evasion activities related to maritime sanctions, the 

importation of luxury goods, illicit labour and the laundering of proceeds related to the 

theft of virtual assets, predominantly target and use financial institutions in China.119 

Moreover, corporate service providers continue to facilitate, both wittingly and 

unwittingly, the sanctions evasion activities of the Democratic Peopleôs Republic of 

Korea.  

 

  Overseas banking representatives  
 

140. The Panel continued its investigations into overseas banking representatives. A 

review of a Member Stateôs February 2020 legal proceedings suggests that Han Jang 

Su120 continued to control bank accounts in the Russian Federation after the Russian 

Federation informed the Panel that ñit has taken all measures under Russian national 

legislation to implement the relevant resolutions of the Security Councilò regarding 

Mr. Han (see annex 72). Similarly, the same legal proceedings indicate that 

representatives of the Foreign Trade Bank of the Democratic Peopleôs Republic of 

Korea continued to operate or control China-based accounts after China indicated that 

it had notified the Panel that it had ñtaken corresponding measures in accordance with 

the requirement of the resolutions [and] closed all the representative offices of the 

Democratic Peopleôs Republic of Korea financial institutions in China in 2016, and 

all of the relevant representatives in China have left Chinaò (see annex 72). The Panel 

continues to investigate these differences. 

141. Separately, according to one Member State, the Foreign Trade Bank, through a 

front company, has facilitated the sale and export of musical instruments to a company 

of the Russian Federation since 2017.121 The same Member State conveyed to the 

Panel that, in August 2019, the alleged Bankôs front company, the Korea Ungum 

Corporation,122  and the Bankôs affiliated company, the Unha Daesong Trading 

Company, contracted for $2 million worth of musical instruments and parts through 

the representative of the bankôs alleged front company, who has also acted as the 

Bankôs representative in Khabarovsk, Russian Federation. (See annex 73 for a list of 

banks and account numbers for Ungum and Unha Daesong.123)  

 

  Illicit revenue generation and banking in sub-Saharan Africa  
 

142. The Panel found significant and ongoing financial activity related to illicit 

labour networks operating in sub-Saharan Africa. Although the Panel continues to 

investigate these cases, evidence indicates that entities linked to the Mansudae 

Overseas Project Group of Companies (KPe.050),124 as well as another entity of the 

Democratic Peopleôs Republic of Korea, Korea Paekho Trading Corporation, have 

facilitated illicit labour and access to international financial systems. In several cases, 

__________________ 

 119  Two experts are of the view that this information can be further corroborated. 

 120  See S/2020/151, para. 177, and S/2019/171, para. 125. 

 121  The Panel does not assess that the exportation of musical instruments is a likely violation of 

sanctions but is investigating the matter as a possible violation of paragraph 33 of Security 

Council resolution 2270 (2016), and possibly other Council resolutions. 

 122  According the Member State, the Korea Ungum Corporation is also known as the TS Ungum 

Corporation, the Korea Yngum Corporation and the Korea Ungum Company. 

 123  Two experts considered that there is no evidence or available investigative materials to suggest 

these two companies are front companies for the Foreign Trade Bank. 

 124  On 5 August 2017, the Security Council designated the Mansudae Overseas Project Group of 

Companies (KPe.050) (see resolution 2371 (2017), annex II). 

https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2019/171
https://undocs.org/en/S/RES/2270(2016)
https://undocs.org/en/S/RES/2371(2017)
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these companies specifically targeted development grants and loans, as well as 

foreign direct investment earmarked for municipal projects.  

 

  Senegal  
 

143. In September 2019, the Panel initiated an investigation into press reports125 of 

entities with suspected links to the Mansudae Overseas Project Group of Companies 

that continued to operate in Senegal. The Panel assesses that Corman Construction is 

a front company for the Mansudae Overseas Project Group of Companies and 

continues to generate revenue for the Democratic Peopleôs Republic of Korea in 

violation of paragraph 18 of resolution 2375 (2017), paragraph 8 of resolution 2397 

(2017) and paragraph 8 (d) of resolution 1718 (2006).  

144. Furthermore, the Panel notes that although Senegal submitted a national 

implementation report to the Committee on 21 December 2017 (S/AC.49/2018/1), 

stating that its national authorities had taken appropriate action against the Mansudae 

Overseas Project Architectural Group, which was based in Senegal, and that they had 

refused to issue entry and short-stay visas or to renew previous visas for its 

Democratic Peopleôs Republic of Korea workers, the managers, directors and 

employees of the company did in fact continue to conduct business in Senegal. The 

Panel also highlights that it had conveyed information at its disposal regarding the 

companyôs name change to ñCorman Construction Commerceò in its letter to Senegal 

of 29 October 2019.126 Finally, the Panel assesses that several Senegalese companies 

that signed contracts with Corman Construction did so with knowledge of the 

relationship between Corman Construction and the Mansudae Overseas Project 

Architectural Group.  

145. On 21 December 2017, the Permanent Mission of Senegal informed the Chair 

of the Committee that ñthe competent Senegalese authorities have taken measures 

against the North Korean company Mansudae Overseas Project Architectural Groupò 

and that ñ[t]he Government of Senegal has systematically refused to issue entry and 

short-stay visas to or renew previous visas for the companyôs North Korean workers. 

Owing to these measures, the company cannot continue to carry out its activities.ò127  

146. According to documents obtained by the Panel, Corman Construction registered 

as a Senegalese company on 22 June 2017 (see annex 74), approximately six months 

before Senegal notified the Panel that it had taken measures against the Mansudae 

Overseas Project Architectural Group. Through an analysis of contracts and financial 

records obtained by the Panel, it is evident that Choe Song Chol and Im Song Sun, 

known nationals of the Democratic Peopleôs Republic of Korea linked to the company, 

continued to manage several construction projects in Dakar and to receive payments 

on contracts awarded to both that company and Corman Construction. These included 

construction projects for SCI Adja Seneba (see annex 75) and Patisen (see annex 76) 

and at Diamniadio Lake City (see annex 77) development project. The Panel also 

notes that Corman Construction has and may continue to maintain financial accounts 

at Banque Atlantique and Banque Sahelo-Saharienne (see annex 78). The Panel has 

yet to receive a reply from Senegal.  

 

__________________ 

 125  See Ham Ji-ha and Kim Seon-myung ñDespite UN sanctions, North Koreans at work in Senegalò, 

Voice of America, 24 September 2019, available at www.voanews.com/africa/despite-un-

sanctions-north-koreans-work-senegal. 

 126  In its March 2020 final report, the Panel highlighted an ongoing investigation into the Mansudae 

Overseas Project Group of Companies in Senegal-SUARL and identified several individuals 

associated with the company (See S/2020/151, para. 144). 

 127  See S/AC.49/2018/1, annex. 

https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/AC.49/2018/1
http://www.voanews.com/africa/despite-un-sanctions-north-koreans-work-senegal
http://www.voanews.com/africa/despite-un-sanctions-north-koreans-work-senegal
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/AC.49/2018/1
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  Democratic Republic of Congo  
 

147. In or around February 2018, Pak Hwa Song and Hwang Kil Su, both nationals 

of the Democratic Peopleôs Republic of Korea (see annexes 79 and 80), registered the 

company ñCongo Aconde SARLò in Lubumbashi (see annex 81) for the purpose of 

facilitating construction projects in Lualaba, Haut-Lomami and Haut-Katanga 

Provinces. Some of these projects are suspected to be violations of United Nations 

sanctions, including violations of paragraph 29 of resolution 2321 (2016).128  

148. Shortly after establishing Congo Aconde SARL, Mr. Pak and Mr. Hwang opened 

United States dollar-denominated accounts at a Lubumbashi branch of a bank 

headquartered in Cameroon (see annex 82).129 Three additional individuals associated 

with Congo Aconde SARL also opened accounts at the same bank: Han Kyong Ho, 

Ri Yong Gwang and Rim Chol (see annex 83).130  According to financial records 

obtained by the Panel, between February 2018 and September 2020, the accounts 

belonging to Congo Aconde SARL and its associates had approximately $407,800 in 

deposits and approximately $408,145 in withdrawals.131  

149. According to documents obtained by the Panel, in February 2019 the city of 

Lubumbashi awarded Congo Aconde SARL a contract to perform construction 

services (see annex 85). On 18 April 2019, Mr. Pak requested a bank guarantee 

release, related to the aforementioned contract award, from the account of Congo 

Aconde SARL at Afriland First Bank (see annex 86). 

150. The Panel notes that Mr. Hwang Kil Su is known to have been involved in 

construction-related projects in Cameroon, which the Panel is currently investigating. 

The Panel is also investigating similar activities linked to the Korea Paekho Trading 

Corporation and its affiliates throughout Rwanda, Nigeria and Ghana.  

 

  Joint ventures and cooperative entities 
 

  Korea Narae Trading Corporation  
 

151. In its 2020 midterm report, the Panel highlighted the attempts by the Korea 

Narae Trading Corporation and its representatives, including Alejandro Cao de Benos, 

to establish a joint venture in violation of relevant United Nations resolutions132. The 

Mole: Undercover in North Korea portrays members affiliated with the Korea 

Friendship Association and the Korea Narae Trading Corporation attempting to 

__________________ 

 128  Local media reports indicate that Congo Aconde SARL constructed monuments in Haut Lomami, 

which were unveiled in January 2019 (see annex 84). A news article also describes Congo Aconde 

SARL as a ñSouth Koreanò company, which is incorrect. See ñOvert affairs: how North Korean 

businessmen busted sanctions in the Democratic Republic of Congoò (The Sentry, August 2020), 

available at https://thesentry.org/reports/overt-affairs. See also ñArtful dodgers: new findings on 

North Korean sanctions-busting in the Democratic Republic of Congoò (The Sentry, January 

2021), available at https://cdn.thesentry.org/wp-content/uploads/2021/01/ArtfulDodgers-

TheSentry-January2021.pdf. 

 129  In response to the Panelôs enquiry about the financial activities of Congo Aconde SARL, one 

financial institution described its due diligence procedures, which included cross-referencing 

names and passport numbers against United Nations designation lists. The financial institution 

explained that Messrs. Pak Hwa Song and Hwang Kil Su are not designated entities. They also 

provided the Panel with documentation that the two men had signed an acknowledgment that the 

accounts would not be used for prohibited activities, inter alia, sanctions evasion. 

 130  After the release of the aforementioned report (see footnote 129), the financial institution closed 

all accounts associated with Congo Aconde SARL in September 2020, according to a bank 

representative. 

 131  According to the financial institute: ñWe have not carried out any money transfer operations 

abroad from the companyôs accounts and we have not received any money transfers from abroad 

to CONGO ACONDE SARLò. 

 132  See S/2020/840 and S/2020/840/Corr.1, para. 151 and annex 57. 

https://undocs.org/en/S/RES/2321(2016)
https://thesentry.org/reports/overt-affairs
https://cdn.thesentry.org/wp-content/uploads/2021/01/ArtfulDodgers-TheSentry-January2021.pdf
https://cdn.thesentry.org/wp-content/uploads/2021/01/ArtfulDodgers-TheSentry-January2021.pdf
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
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engage in activities related to sanctions evasion, including possible arms sales and 

possible illicit oil sales (see annex 88). The Panel continues to investigate the claims 

made in the film and would welcome the cooperation of its director and producers.  

 

  ñHanne Ulaan LLCò  
 

152. In December 2020, Mongolia provided the Panel with details of an internal 

investigation into activities related to sanctions evasion. According to Mongolia, Choi 

Chon Gon, a resident and citizen of the Russian Federation, travelled to Mongolia in 

January 2019 for the purpose of setting up the company ñHanne Ulaan LLCò and 

establishing bank accounts. The companyôs corporate registration documentation was 

also forwarded to an address in Moscow that matches that of the Embassy of the 

Democratic Peopleôs Republic of Korea. Documents included a ñwage report of the 

company and the payment receipt for the membership of the Mongolian Chamber of 

Commerce and Industryò, according to Mongolia. Based on these financial activities, 

Mongolian authorities have preliminarily assessed Hanne Ulaan LLC to be a 

Democratic Peopleôs Republic of Korea front company for the purpose of evading 

sanctions. Furthermore, Mongolian authorities have taken decisive action to freeze 

approximately $13,800 in bank accounts linked to Hanne Ulaan LLC and Mr. Choi 

(see annex 89). 

 

  Korea Surim Trading Corporation  
 

153. According to a Member State, the Democratic Peopleôs Republic of Korea 

continues to establish joint ventures and cooperative entities with Chinese companies 

for the purpose of evading sanctions. One such company, Korea Surim Trading 

Corporation, is alleged by the Member State to have established a joint venture with 

China Zhejiang Province Qianwan Ecological Environment Co. Ltd. for hog farming 

and sand and gravel excavation in Sinuiju, along the Yalu River. According to the 

same Member State, the Korea Myohyang General Corporation is actively involved 

in the facilitation of the joint venture. The Panel has requested information from 

entities involved in related transactions (see para. 55 and annex 32 (b)) but has yet to 

receive a reply.  

 

  Korea Puhung Trading Company  
 

154. In its 2020 midterm report, the Panel described the activities of Kim Su Il, a 

Munitions Industry Department operative alleged to continue to operate in Viet Nam 

(see annex 90).133 In response to the Panelôs request for information, Viet Nam noted 

that Mr. Kim, who no longer has a work permit and has terminated his activities, 

opened a bank account at a bank based in Viet Nam in 2017 and closed the account 

on 8 January 2018. From 2017 to 2018, there were three transactions. The first was 

an incoming wire from the ñKorea Puhung Trading Companyò in the amount of 

$5,000. The second and third transactions were cash withdrawals on 4 August 2017 

and 8 January 2018, respectively, totalling $5,000. Viet Nam also informed the Panel 

that the Korea Puhung General Trading Corporation had opened accounts 

denominated in Vietnamese dong and United States dollars at a bank based in 

Viet Nam on 10 April 2017. Viet Nam stated that the accounts had been closed on 

21 July 2020. 

 

  MCM International Trading Company Limited 
 

155. Through the course of an investigation into possible sanctions evasion activities, 

the Panel found a joint venture or cooperative entity operating in Thailand. According 

__________________ 

 133  Ibid., para. 115. Viet Nam has replied to the Panel that it has not found any links between Mr. Kim 

and the Munitions Industry Department, or any sanctions violations. 
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to corporate records, the MCM International Trading Company Limited was 

registered in November 2015 and remains active (see annex 91).134 Records list the 

companyôs director as Min Myong Chol. The Panel has requested additional 

information from Thailand.  

 

  Cyberactivities against financial institutions  
 

  Virtual assets and virtual asset service providers  
 

156. The Panel continued its investigations into cyberactivities of the Democratic 

Peopleôs Republic of Korea that target financial institutions, virtual assets and virtual 

asset service providers. Based on a review of publicly available information and 

information provided by Member States, the Panel continues to assess that 

cyberactors linked to the Democratic Peopleôs Republic of Korea continued to 

conduct operations against financial institutions135  and virtual currency exchange 

houses in 2020 to generate revenue to support its weapons of mass destruction and 

ballistic missile programmes. According to one Member State, the total theft of virtual 

assets by the Democratic Peopleôs Republic of Korea, from 2019 to November 2020, 

is valued at approximately $316.4 million.  

157. In its midterm report, the Panel noted the countryôs efforts to launder stolen 

virtual assets (i.e. cryptocurrencies) through Chinese brokers to acquire fiat 

currency.136  An analysis of cryptocurrency transactions shows that the country 

continues to target over-the-counter virtual asset brokers, especially those located in 

China. The Panel also notes that peer-to-peer services and those that do not collect 

ñknow-your-clientò information, including over-the-counter exchange services, 

present a growing target for Democratic Peopleôs Republic of Korea cyberactors.  

158. A Member Stateôs August 2020 court proceeding137 outlines further activities 

undertaken by the same China-based individuals to launder proceeds from a July 2019 

and a September 2019 hack, which resulted in the theft of approximately $272,000 

and $2.5 million, respectively.138  These hacks involved the theft of alternative 

cryptocurrencies, such as Proton tokens, PlayGame tokens and IHT Real Estate 

Protocol tokens. According to one Member State, the Democratic Peopleôs Republic 

of Korea would fence the stolen bitcoins through over-the-counter brokers, based in 

China, at a discounted rate. The brokers then would convert the virtual assets into 

more stable cryptocurrencies, such as ethereum or bitcoin, an obfuscation method 

known as ñchain-hopping.ò  

__________________ 

 134  Documentation obtained by the Panel suggests that MCM International is not located at the 

address listed in the corporate registry. 

 135  Based on an open-source report, the Panel is investigating alleged attempts by the Democratic 

Peopleôs Republic of Korea to hack a financial institution in Chile. In response to the Panelôs 

request for information, the national authorities of Chile stated that ñthe Office of the Public 

Ministry in Chile Specialized Unit for Money-Laundering [and] Economic and Organized Crimes 

has indicated that the criminal investigation initiated in connection to the cyberattack against 

[the bank] is still a non-formalized investigationò. The Panel continues its investigation. 

 136  See S/2020/840 and S/2020/840/Corr.1, annex 56. 

 137  According to court records, United States authorities were able to link the brokersô Internet 

protocol addresses to the same Internet protocol addresses used by the Democratic Peopleôs 

Republic of Korea to facilitate the hack of two previous cryptocurrency changes. See 

www.justice.gov/opa/pr/united-states-files-complaint-forfeit-280-cryptocurrency-accounts-tied-

hacks-two-exchanges. 

 138  According to the same Member State and information obtained by the Panel, one of the China-

based individuals accused of laundering the Democratic Peopleôs Republic of Korea stolen 

cryptocurrency had registered an account at a virtual currency exchange house mere hours before 

the country conducted its July 2019 attack. 

https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
http://www.justice.gov/opa/pr/united-states-files-complaint-forfeit-280-cryptocurrency-accounts-tied-hacks-two-exchanges
http://www.justice.gov/opa/pr/united-states-files-complaint-forfeit-280-cryptocurrency-accounts-tied-hacks-two-exchanges
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159. The Panel is investigating a hack against a cryptocurrency exchange that 

occurred in September 2020. The hack resulted in approximately $281 million worth 

of cryptocurrencies stolen from the exchange. Preliminary analysis, based on the 

attack vectors and subsequent efforts to launder the illicit proceeds, strongly suggests 

links to the Democratic Peopleôs Republic of Korea. Transactions on the blockchain 

related to the hack also appear to be related to a second hack in October 2020, which 

resulted in the theft of approximately $23 million. According to sources familiar with 

both hacks, the attackers exploited ñdefiò protocols, i.e., smart contracts that facilitate 

automated transactions.  

 

  Information technology freelance platforms  
 

160. According to one Member State, the Democratic Peopleôs Republic of Korea 

continues to generate illicit revenue by exploiting freelance information technology 

platforms. The countryôs information technology laborers can evade due diligence 

and know-your-customer protocols by largely employing the same obfuscation 

methods used to access the global financial system, i.e. providing false identification, 

using virtual private network services and establishing front companies based in Hong 

Kong. According to one companyôs internal investigation based on the Panelôs 

enquiry, most accounts linked to the Democratic Peopleôs Republic of Korea operate 

from locations in China.139 To avoid scrutiny, these accounts will often go ñoff-siteò 

after establishing contact with potential customers, i.e. those looking to hire 

information technology services. The company also noted a trend whereby users 

linked to the Democratic Peopleôs Republic of Korea will target information 

technology freelance platforms with lower levels of security or less rigorous due 

diligence procedures.  

161. Through an ongoing investigation into joint ventures, the Panel identified one 

such information technology labour network operating in Jilin, China. According to 

information obtained by the Panel, the user in question was linked, via a Chinese 

phone number and Internet protocol addresses, to four additional accounts.140  The 

user also supplied a Chinese national identification number and photograph, both of 

which are likely fraudulent. Over the course of a year, the account in question 

generated approximately $1,050 (with an average transaction of $200). The Panel is 

continuing to investigate this network, among others, but specifically notes dangers 

facing information technology freelance platforms in meeting compliance obligations 

and unintentionally facilitating access by the Democratic Peopleôs Republic of Korea 

to international payment systems.  

 

  Recommendations  
 

162. The Panel notes the reliance by the Democratic Peopleôs Republic of Korea 

on corporate service providers to facilitate its sanctions evasion activities and 

encourages Member States to continue to address opaque corporate registration 

rules and regulations that may afford anonymity to sanctions evasion activities.  

163. The Panel recommends that Member States conduct enhanced due 

diligence on contractors and subcontractors for development projects, especially 

those in sub-Saharan Africa that involve municipal loans, grants or foreign direct 

investment.  

__________________ 

 139  See S/2020/840 and S/2020/840/Corr.1, annex 47. 

 140  The Panel has linked at least two of these usernames and email addresses to two separate 

information technology freelance platforms. 

https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
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164. The Panel recommends that Member States work with freelance 

information technology companies to promote and enhance sanctions compliance 

implementation capacity and capability. 

165. The Panel recommends Choe Song Chol and Im Song Sun for designation 

by the Committee.  

166. The Panel recommends Pak Hwa Song and Hwang Kil Su for designation 

by the Committee. 

 

 

 VI. Unintended impact of sanctions  
 

 

167. In paragraph 25 of resolution 2397 (2017), the Security Council reaffirmed that 

United Nations sanctions ñare not intended to have adverse humanitarian 

consequences for the civilian population of the Democratic Peopleôs Republic of 

Korea or to affect negatively or restrict those activities, including economic activities 

and cooperation, food aid and humanitarian assistance, that are not prohibited by 

[Security Council] resolutionsò and also stressed that it is the countryôs ñprimary 

responsibility and need to fully provide for the livelihood needsò of its people. 

168. United Nations agencies, Member States and non-governmental organizations 

describe the evolving humanitarian situation in the Democratic Peopleôs Republic of 

Korea as dire and rapidly deteriorating. The combination of the COVID-19 pandemic, 

environmental disasters, sanctions and the mismanagement of social and economic 

policies have exacerbated food shortages,141 led to price spikes and panic buying and 

further limited the availability of medical supplies and services.142  

169. Given these factors, in addition to the scarcity of accurate data, the Panel is 

unable to make a quantitative assessment of the unintended consequences of United 

Nations sanctions143 but notes that during the reporting period sanctions likely had 

unintended effects affecting civilian population. 

170. According to two Member States, the unintended consequences of United 

Nations sanctions were as follows:  

 Å Limitations on fuel imports negatively influenced energy security,144 production 

of electricity,145  civil transport and agriculture, and resulted in ecological 

problems like deforestation  

 Å Constraints on agricultural resources, e.g. transportation services, imports of 

machinery and production of fertilizers, led to reduced food ñavailabilityò146  

__________________ 

 141  A Member State conveyed to the Panel that the public distribution system quota as of October 

2020 had been reduced to 545 grams. 

 142  See annex 98 for the statement of the Special Rapporteur on the situation of human rights in the 

Democratic Peopleôs Republic of Korea on the humanitarian crisis in that country. 

 143  Two experts have different views on this. 

 144  According to research materials (http://nautilus.org/wp-content/uploads/2020/08/Refined-

Products-Balance-Thru-July-22-2020-SR-PDF.pdf), imported fuel is predominantly used in the 

civilian sector (see annex 97). 

 145  According to the Member States: ñAmid growing scarcity of hydrocarbons in the country, many 

thermoelectric power stations suspended their operationò. 

 146  According to the Member States: ñUnable to use the fuel-consuming farming equipment, Korean 

farmers are forced back to implement less effective methods (up to using draught cattle and 

manual labour)ò. 

https://undocs.org/en/S/RES/2397(2017)
http://nautilus.org/wp-content/uploads/2020/08/Refined-Products-Balance-Thru-July-22-2020-SR-PDF.pdf
http://nautilus.org/wp-content/uploads/2020/08/Refined-Products-Balance-Thru-July-22-2020-SR-PDF.pdf
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 Å The health care, sanitation and hygiene spheres were negatively affected by 

import restrictions on medical equipment and its supplements147  

 Å Sectoral sanctions caused an estimated loss of at least 200,000 jobs, resulting in 

a disappearance of income and a rise in hidden unemployment 

 Å The repatriation of workers has led to the loss of income and adverse 

socioeconomic conditions. Such workers were mostly sent to do construction 

work in remote mountainous regions, practically without pay, and some faced a 

debt crisis because of the abrupt termination of their earnings.  

171. Two additional Member States reported to the Panel that their analyses indicate 

that the trajectory of economic mismanagement of the Democratic Peopleôs Republic 

of Korea, including ñwhite elephantò projects and the diversion of resources, not 

sanctions, has been the primary driver of agricultural declines, food insecurity and 

inadequate health and medical services. The Member States further noted the following:  

 Å The Democratic Peopleôs Republic of Korea continues to prioritize the stability 

and continuity of the Kim family regime over all other national priorities, 

including health and medical services and food security  

 Å The vast majority of the income that nationals of the Democratic Peopleôs 

Republic of Korea earn abroad is retained by the State-owned enterprises that 

employ them, so the regime is the primary beneficiary of their labour. 

Additionally, any ñsocial benefitò derived from overseas workers is hampered 

by strict living conditions that are controlled and monitored; 

 Å Agricultural and enterprise reforms were publicly launched months after Kim 

Jong Un took power in 2012 and rolled back almost immediately afterwards, 

nearly five years before the Security Council unanimously implemented sectoral 

sanctions and bans on overseas workers in 2017  

 Å The Democratic Peopleôs Republic of Korea has politicized humanitarian 

assistance. It is only accepting aid in areas that the Korea Workersô Party 

considers a priority, and it is only accepting aid from countries that do not pose 

an ideological problem for the regime or demand procedures that minimize 

diversion. Moreover, the aid has ñalmost certainlyò been diverted to meet the 

needs of the leadership, ultimately reducing the incentive for meaningful 

economic reform.  

 Å The regime has focused all its energy on hastily building a showcase hospital in 

the heart of the capital city. Construction was started, apparently, without a 

comprehensive plan for even completing the building and was rushed to meet 

an artificial political deadline, which was not met.  

172. To assess the impact of the COVID-19 pandemic on humanitarian operations 

within the Democratic Peopleôs Republic of Korea, the Panel surveyed 38 organizations 

in May 2020 and followed up with each organization in October 2020. These included 

both United Nations organizations and non-governmental organizations that applied for 

exemptions, either directly to the Committee or through a Member State or the United 

Nations Resident Coordinator in the Democratic Peopleôs Republic of Korea. As of 

January 2021, the Panel had received 11 replies.148 Annex 99 (a) includes a summary of 

the responses. 

__________________ 

 147  The Member State notes that ñhealth-care problems grow out of import restrictions on medical 

equipment and its supplements related to coercive measures and of a deficit of foreign currency 

due to export restrictionsò. 

 148  Response to the Panelôs enquiry was optional and has no bearing on the exemption approval 

processes. (For suggestions from non-governmental organizations, see annex 99 (b)). 
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173. United Nations agencies and non-governmental organizations informed the 

Panel that significant reductions in personnel and operational capacity had occurred 

due to border closures and international and domestic travel restrictions.149 Several 

organizations have had to suspend both implementation and monitoring efforts. In 

many cases, humanitarian aid is no longer reaching the target populations.  

174. Several responses highlighted the burden of additional costs incurred due to 

having to store items requiring climate control, such as medicine, and other supplies 

at the border.150  Some organizations noted secondary effects due to less reliable 

supply chain and logistics channels, creating longer lead times. One organization 

explained how its procurement lead times had increased significantly, to more than 

eight months.151  Organizations have also experienced increased competition with 

regard to finding available shippers and freight forwarders, further compounding the 

problem. Finally, several respondents noted that the continued lack of a stable banking 

channel, coupled with the border closures and a lack of international flights, had 

created severe cash flow problems, which would likely result in reduced humanitarian 

efforts and possible fiscal reprogramming for the next year.  

 

  Recommendations  
 

175. The Panel recommends that the Committee review the responses of 

non-governmental organizations to the Panelôs survey to help inform future 

decision-making and to better assess humanitarian aid needs and impact (see 

annex 99).  

176. The Panel notes the importance of the arrangements for re-establishing the 

banking channel.  

177. The Panel notes the usefulness of biannual briefings by the relevant United 

Nations agencies on the unintended impact of sanctions and recommends that 

the Committee continue this practice. 

178. The Panel recommends that the Security Council continue to address issues 

and processes that mitigate the potential unintended adverse impacts of 

sanctions on the civilian population of the Democratic Peopleôs Republic of 

Korea and on humanitarian aid operations to benefit the countryôs vulnerable 

population and overcome the consequences of the COVID-19 pandemic. 

179. The Committee should continue to streamline the processes and procedures 

for applying for humanitarian exemptions. 

 

 

 VII. National implementation reports  
 

 

  Status of Member States reporting on the implementation of relevant resolutions  
 

180. As at 5 February 2021, 66 Member States had submitted reports on their 

implementation of paragraph 8 of resolution 2397 (2017), 81 Member States on 

paragraph 17 of resolution 2397 (2017), 95 Member States on resolution 2375 (2017), 
__________________ 

 149  As of December 2020, only two international United Nations humanitarian staff members and 

nine ambassadors remained in Pyongyang. 

 150  China noted that: ñThe Chinese customs authorities have established standard operational 

procedure and working method, and actively solved problems during customs clearance of 

humanitarian goods to the Democratic Peopleôs Republic of Koreaò, despite contrary statements 

from NGOs (see annex 93). 

 151  The Committee has accelerated the exemption process for humanitarian assistance by adopting a 

two-day decision-making procedure in response to COVID-19 (see implementation assistance 

notice No. #7, available at www.un.org/securitycouncil/sites/www.un.org.securitycouncil/files/ 

ian7_updated_30nov20_2.pdf). 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2375(2017)
http://www.un.org/securitycouncil/sites/www.un.org.securitycouncil/files/ian7_updated_30nov20_2.pdf
http://www.un.org/securitycouncil/sites/www.un.org.securitycouncil/files/ian7_updated_30nov20_2.pdf
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90 Member States on resolution 2371 (2017), 107 Member States on resolution 2321 

(2016) and 115 Member States on resolution 2270 (2016). Despite the increase in 

overall reporting, the Panel notes that the number of non-reporting States (127, 1 of 

which served as a non-permanent member of the Security Council in 2020) for 

resolution 2397 (2017) remains significant.  

 

  Recommendations  
 

181. The Panel recommends that Member States submit their reports in full 

conformity with resolutions 2371 (2017), 2375 (2017) and 2397 (2017).  

 

 

 VIII. Recommendations  
 

 

182. For a consolidated list of recommendations, see annex 100.  

  

https://undocs.org/en/S/RES/2371(2017)
https://undocs.org/en/S/RES/2321(2016)
https://undocs.org/en/S/RES/2321(2016)
https://undocs.org/en/S/RES/2270(2016)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2371(2017)
https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2397(2017)
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Annex 1:  COVID-19, Democratic Peopleôs Republic of Korea border measures 
 
The Democratic Peopleôs Republic of Korea responded rapidly to the emergence of the COVID-19 
pandemic with border closures, internal controls and  quarantine measures (see S/840/2020, Annex 
1). All international flights remained suspended throughout the current reporting period. Passenger 
rail services also remained suspended. Occasional and limited cross-border  deliveries of goods and 
cargo by road and rail were recorded. Maritime deliveries to the refined petroleum facility at Nampo 
continued. Maritime container shipments were occurring at the start of the reporting period but were 
largely suspended shortly afterwards. Outward coal shipments continued at reduced levels. There 
was almost no movement of people into or out of the country. Diplomatic missions, UN agencies  
and non-government organisations were permitted to repatriate staff but were unable to bring staff 
into the DPRK.   
   
Source: The Panel.  
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Annex 2: Yongbyon nuclear complex  
(1)  Plumes of steam observed in uranium enrichment plant complex on 14 July, 18 

September, and 22 September 2020. 

 

Source: Planet Labs Inc. 14 Jul. 2020, 02:17 UTC 

 

Source: Planet Labs Inc. 18 Sep. 2020, 02:12 UTC 
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Source: Planet Labs Inc. 22 Sep. 2020, 02:54 UTC 

 

(2) A cooling device at the uranium enrichment facility remained removed (see para. 3, S/2020/840) 

 

Source: Planet Labs Inc. 12 Dec. 2019, 02:47 UTC, and 20 Dec. 2020, 02:45 UTC 
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Annex 3: Uranium mine and processing plant in Pyongsan  
 

Pyongsan uranium mine and plant were damaged by typhoons in the summer of 2020. However, 

satellite imagery suggests its operation was continuing as of late 2020. Furthermore, satellite 

imagery suggests the leakage of a waste pipeline over the Ryesong River. The waste tailings contain 

heavy metal and acid and are highly toxic, which could cause local adverse environmental impact.  

 

(1) Construction and modernization of the building 

Source: Planet Labs Inc. 27 Nov. 2020, 04:54 UTC and 14 Apr. 2020, 02:21 UTC  
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(2) Leak of waste pipeline                                                                                                                            

Source: Planet Labs Inc. 27 Nov. 2020, 04:54 UTC; 14 Nov. 2020, 01:59 UTC; 30 Oct. 2020, 05:05 UTC; 

20 Sep. 2020, 02:19 UTC; Google Earth: 23 Mar. 2019. 
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Annex 4: Impact of typhoons at the dam of Kuryong River in  

Yongbyon 
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Source: Planet Labs Inc. 8 Jul. 2020, 02:47 UTC; 5 Sep. 2020, 05:10 UTC; 18 Sep. 2020, 02:12 UTC; 

9  Oct. 2020, 02:15 UTC; 17 Oct. 2020, 02:18 UTC; 23 Oct. 2020, 02:15 UTC; 20 Dec. 2020, 02:45 UTC 
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Annex 5: Suspected uranium enrichment facility in Kangson  
 

The Panel is continuing monitoring the facility for its possible connection with the nuclear program 

in Kangson (figure). Several assessments have been stated. The IAEA has stated that ñif the Kangson 

complex is a centrifuge enrichment facility, this would be consistent with the Agencyôs assessed 

chronology of the development of the DPRKôs reported uranium enrichment programò.1 An analysis 

was published concerning one possibility that the facility is not a uranium enrichment facility but 

could be another type of facility related to the uranium enrichment programme, such as a workshop 

for production and testing of centrifuge components.2  

 

Figure: Suspected uranium enrichment facility in Kangson 

 

Source: Planet Labs Inc. (Skysat Collect, 4 Dec. 2020, 02:57 UTC) 

 

 

  

 

 1 IAEA, 1 September 2020, GOV2020/42-GC(64)/18. 

 2 38 North, https://www.38north.org/2020/12/kangson201217/ 



S/2021/211 
 

 

21-01647 72/419 

 

Annex 6: Statement by Chairman Kim Jong Un concerning DPRKôs nuclear weapon 

program 

On 11 October DPRKôs state media reported ñCongratulatory note to Supreme Leader of Party, 

Nation and Armed Forces, Kim Jong Unò by several committees of Workers Party of Korea, State 

Affairs Commission, Presidium of the Supreme People's Assembly and Cabinet  of the Democratic 

Peopleôs Republic of Korea dated on 10 October 2020. In the note they expressed the commitment 

to ñébuilding strong military power by strengthening the political ideological and military technical 

power of the revolutionary force in all directions, and brighten the country as a world class military 

power, by massively strengthening defence capability centred around nuclear force in both quality 

and quantity.ò  

On 9 January 2021, DPRKôs state media reported in Mr. Kim Jong Unôs report on the work of the 

Central Committee of the Party presented at Eighth Congress of the Workers Party of Korea in 

January 2021, Mr. Kim Jong Un stated the Central Committee ñcarried out the great cause of 

building a state nuclear forceò, and a plan to develop tactical nuclear weapons are presented.  It was 

also reported that in the closing remarks of this Eighth Congress, Mr. Kim Jong Un stated that ñ[the 

country] must further strengthen the nuclear war deterrent while doing our best to build up the most 

powerful military strength.ò   
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Annex 7: A Member Stateôs information on dual use choke-point items used for nuclear 

fuel cycle which are not listed as items to which measures imposed in paragraph 8(a), 

8(b) and 8(c) of resolution 1718 (2006) should apply   
 

(1) Insulated gate bipolar transistors (IGBTs) 

Fast-switching electrical components are necessary in several power applications, including 

frequency changers. Four or more IGBTs are critical components in modern multi-phase 

frequency changers (inverters, converters, motor drives). 

(2) Programmable logic controllers (PLSs) 

 Modern process control systems incorporate industrial computer technology for control 

rooms. PLCs contain the programmed software that operates instrumentation such as 

frequency changers and valves. 

(3) Roots vacuum pumps, rotary vane vacuum pumps 

Vacuum equipment is required in many nuclear fuel cycle facilities. Roots pumps are 

commonly employed as a booster pump for several types of forepumps (such as rotary vane 

pumps).  

(4) Pressure transducers, micromanometers 

Many nuclear fuel cycle processes require precise pressure measurement. Corrosion resistant 

pressure transducers are used for centrifuge enrichment cascade instrumentation. 

Micromanometers are also used as ancillary instruments to monitor operations.  

(5) Epoxy resin and associated hardeners, monel welding rods 

Epoxy resins and associated hardeners are used to form composite structures and protect 

centrifuge rotors from exposure to corrosive uranium components. Monel welding rods are 

used to weld corrosion resistant nickel-alloy materials.        

Source: Member State and the Panel 
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Annex 8: Examples of research topics on two DPRK university websites 
 

1. Kim Il Sung University academic journal Vol. 66, No. 2, 2020 

(1) Study on Neutron Detector with Lithium-6 Sensor  

 Pak Su Il ,Ko Myong Son and Kim Song Jin  

(abstract)  

In this paper we manufactured a thermal neutron sensor with compound contained    Lithium-

6, constructed a thermal neutron detector with this sensor and ZnS(Ag) scintillator, and 

evaluated its detection efficiency. The thermal neutron detection efficiency of Lithium-6 sensor 

is 14%.  

Keywords: neutron detector, scintillator, radiation detector 

(2) Improvement of Some Characteristics in Nuclear Reactor Internal Vibration Measuring 

Instrument  

 Ri Kum San, Ro Kwang Chol  

(abstract)  

In order to realize normalization of analysis results for various type of accelerators sensors 

with sensitivity 10Ќ1000mV within acceleration range of 1Ќ50g, we have enabled gain of 
the charge amplifier to be regulated 0Ќ60dB.  

 

Applying on-line USB communication and microprocessor PIC18F4550 and converting 

measuring device into NI-VISA device, we have increased communication rate up to 12Mbps 

and normalized nuclear reactor internal vibration measuring.  

In addition, by using powerful digital signal processing function of LabVIEW, we have 

improved reliability and realized multifunction and on-line in measuring and analyzing of 

nuclear reactor internal vibration.  

Keywords: vibration measuring, nuclear reactor internal vibration 

(3) A Method of Discriminating Seismic Wave and Explosive Wave in a Digital Seismic Analysis  

Pak Chi Bong, Jong Kyong Su and Kim Yong Il 

(abstract)   

We suggested a method to determinate seismic wave and explosive wave, which were based 

on the power spectra mean frequency ratio and the linear discriminant analyze.  

Keywords: seismic wave, explosive wave 

 

Source: Kim Il Sung University website, www.ryongnamsan.edu.kp/univ/ko/research/journals 

(accessed 4 January 2021) 

 

  

http://www.ryongnamsan.edu.kp/univ/ko/research/journals


 
S/2021/211 

 

75/419 21-01647 

 

2.  Publication by experts affiliated with Kim Chaek University of Technology 

 

(1) Determination of geological strength index of jointed rock mass based on image processing 

 

Kunui Hong (Faculty of Mining Engineering, Kim Chaek University of Technology),  

Eunchol Han (School of Engineering and Science, Kim Chaek University of Technology), 

Kwangsong Kang (Faculty of Mining Engineering, Kim Chaek University of Technology) 

 

(abstract)  

 

The geological strength index (GSI) system, widely used for the design and practice of mining 

process, is a unique rock mass classification system related to the rock mass strength and 

deformation parameters based on the generalized Hoek-Brown and Mohr-Coulomb failure cri-

teria. The GSI can be estimated using standard chart and field observations of rock mass block-

iness and discontinuity surface conditions. The GSI value gives a numerical representation of 

the overall geotechnical quality of the rock mass. In this study, we propose a method to deter-

mine the GSI quantitatively using photographic images of in situ jointed rock mass with image 

processing technology, fractal theory and artificial neural network (ANN). We employ the GSI 

system to characterize the jointed rock mass around the working in a coal mine. The relative 

error between the proposed value and the given value in the GSI chart is less than 3.6%. 

 

Keywords: Jointed rock mass, Geological strength index (GSI), Image processing Fractal 

dimension, Artificial neural network (ANN) 

 
Source: Kim Chaek University of Technology website,  

http://www.kut.edu.kp/index.php/page/index?si=25http (accessed 4 January 2021) 

 

(2)  Papers published in KUT International Conference for the 70th foundation anniversary 

 

1) The Stability Estimation of Rock Mass Surrounding Tunnel by Strength Reduction FEM 

 

Jong Tok Yong, Jang Ui Jun 

 

2) 3D Numerical Modeling for Tunnel in Anisotropic Rock by FEM 

 

Hwang Ryong Hyon1, Ri Yong Il 

 

3) Intelligent Back Analysis of Geotechnical Parameters for Soft Rock Mass Surrounding 

Tunnel using Grey Verhulst Model 

 

Han Un Chol, Hong Kun Ui  

 
Source: Kim Chaek University of Technology website, 

http://www.kut.edu.kp/index.php/page/index?si=54 (accessed 4 January 2021) 

 

 
 

  

http://www.kut.edu.kp/index.php/page/index?si=25http
http://www.kut.edu.kp/index.php/page/index?si=54
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Annex 9: ñSister Universityò listed on the website of Kim Il Sung University 
 

1)  Kim Il Sung University website 

 

 
Source: Kim Il Sung University website, ñSister Universityò 

www.ryongnamsan.edu.kp/univ/en/education/sister_university. (accessed 11 December 2020) 
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2) Panelôs enquiry (a letter sent to a university)  
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Source: The Panel 

  



S/2021/211 
 

 

21-01647 80/419 

 

(3) Replies from universities received by by 4 February 2021  

University of Belgrade  
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Freie Universitªt Berlin  
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Institut national des langues et civilisations orientales (Inalco) 
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Comenius University in Bratislava 
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University of Tirana 
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Sofia University St. Kliment Ohridski 
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Universidad Aut·noma de Santo Domingo (UASD)  
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Cairo University (Egypt) 
 

[Translation from Arabic] 

           3 February 2021 

Sir, 

I write in reference to your letter dated 5 January 2021 (S/AC.49/2021/PE/OC.14). I have the honour to note 

that the relevant Egyptian agencies have reported the following: 

I. With regard to the cooperation agreement between Cairo University and Kim Il Sung University: 

1. The agreement in question was signed in July 2011. It has not been implemented since it was signed. No 

student or research exchange has been carried out under it (please find annexed the text of the agreement in 

the three languages). 

2. Article 8 of the agreement states that it shall be valid for three years and automatically renewable for an-

other three years only. The agreement would therefore have expired in July 2017. 

II. With regard to faculty members or academic researchers from the Democratic Peopleôs Republic of Ko-

rea affiliated with Cairo University since 2017: 

There are no faculty members or academic researchers who are nationals of the Democratic Peopleôs Re-

public of Korea currently affiliated with Cairo University, nor have there been any affiliated since 2017. 

 Accept, Sir, the assurances of my highest consideration. 

 

Mohamed Edrees 

Ambassador 

      Permanent Representative of Egypt to the United Nations  
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 (Original) 
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(annex: English text only) 
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The University of Algiers I (Algeria) 

 

Source: The Panel 
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Annex 10: A new ICBM system3 was revealed in the military parade of 10 October 

2020 in Pyongyang, televised by KCTV  
 

   

In the wake of the Hwasong-15 ICBM (KN-22)4, the four new ICBMs5 presented on their new Transporter 

Erector Launcher (TEL) were probably genuine missiles not mockups according to a Member State, though 

the new ICBM has never been tested in flight. They are longer and have a larger diameter6 than the Hwa-

song-15, which is 20.5m in length and 2.5m in diameter, and is theoretically capable of flying over 13,000 

km (see S/2018/171 para.10). All of the new ICBMs were transported on eleven axle TELs (see figure 10-

1).  

According to several Member States, the new ICBMôs warhead capacity appears to have increased, either 

for accommodating a larger payload or for deploying multiple reentry vehicles (MRV or MIRV)7, although 

this remains to be confirmed.  

The new ICBM has two liquid fuel propulsion stages. According to a Member State, its mass at takeoff will 

be around 105 tons. It is likely to be able to deliver a 1,700 kg payload mass (estim.) at a range of approx-

imately 14,000 kilometers eastward and 10,500 km westward. Following the example of Hwasong-15, this 

new missile can reach the whole of Europe and the United States, but with a more threatening payload.  

Concerning the 1st stage motorization, four nozzles under protection cover are recognizable, against two 

mobile nozzles of the Hwasong-15. These four nozzles may indicate the use of two DPRK versions of the 

twin-combustion chamber RD-250 engine, which would imply the use of two turbo pumps. (see S/2018/171 

para.14-15) 

According to a Member Stateôs assessment, the TEL with 11 axles (the greatest number of axles for a 

transporter of this kind)  is manufactured in the DPRK, providing greater carrying capacity than the 9 axle 

TEL for the Hwasong-15, which was derived from the six WS51200 off-road trucks imported by DPRK  

in 2011 as vehicles for transporting timber (see S/2013/337 paras. 52-58). 

 

  

 

 3 Using the term "system", the Panel describes the system consisting of the missile and its TEL; 

 4 Regarding the exact number of the entities one spare or more systems may have been kept out of the parade to be available to replace 

a possible breakdown of a vehicle. This practice is common in military parades. According to a rigorous  photo-analysis by NK-

NEWS/NK-PRO website on the 26 November 2020, there was a fifth Hwasong-15 intercontinental ballistic missile (ICBM) that was 

not seen in initial state media coverage of the parade. This practice of bringing an extra vehicle for each group, meant to fall in line 

in case of a problem, is common at North Korean military parades (https://www.nknews.org/pro/new-photo-reveals-extra-standby-

icbm-at-north-koreas-military-parade/?t=1610062338850) 

 5 The new super large ICBM (so far unnamed by the DPRK) is temporarily dubbed ñHwasong-16ò by observers. 

 6 The measurement assessment of the ICBM-TEL system was calculated from the KCTV pictures by various experts: 

- see  ñNorth Korea showcases worldôs largest mobile ICBMò Janeôs Intelligence Review, 03 Dec 2020 available from 

https://customer.janes.com/Janes/Display/FG_3805327-JIRThe measurements of the new ICBM are a length of 25.2 m 

and a diameter of 2.73m within plus or minus 5% 

- The measurements of the eleven axle TEL are a length of around 29.5m and a width of around 4m. 

- see ñDoes Size Matter? North Koreaôs Newest ICBMò,38 North, 21 October 2020, available from 

https://www.38north.org/2020/10/melleman102120/The measurements of the new ICBM are a length between 24 and 

25m and a diameter between 2.4 and 2.5m. 

- Its mass, fully fueled, is somewhere between 80,000 and 110,000 kg. 

 7 MRV: multiple reentry vehicle; MIRV: multiple independent reentry vehicle, 
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Figure 10-1: The new ICBM revealed in the military parade of 10 October 2020 in Pyongyang 

 

Source: KCTV 

 

  



S/2021/211 
 

 

21-01647 96/419 

 

Annex 11: a new MRBM/SLBM Pukguksong-4 was revealed in the military parade of 10 

October 2020 in Pyongyang broadcast by KCTV as well as a new SLBM Pukguksong-5 in the 

military parade of the 14 January 2021 

    
The four Pukguksong-4 were introduced as ñunderwater strategic ballistic missilesò and thus probably a 

new type of SLBM8. It is assumed to be a modified type of which the size has been enlarged (diameter 

close to 2m) compared to the Pukguksong-1 and Pukguksong-3 (diameter between 1.5m and 1.7m) (see 

S/2020/151 para.197 annex 58.7; S/2017/742 annex 4).  

Due to the shroud dimension, the Pukguksong-4 may contain several reentry vehicles such as MIRV though 

this remains to be confirmed. According to a Member State, its maximal range is estimated to be between 

3,500 and 5,400 km for payloads of 1,300 kg and 650 kg respectively. This is an improvement in 

comparison with the Pukguksong-3 (max. range close to 2,500km). Moreover, to reduce the weight of the 

casing from the first Pukguksong missiles, composite fibre may have been used in the structure of the outer 

coating as the filament patterns are visible on the black cylinder surface shown by KCTV images. (see 

figure 11-1 and S/2019/171 para. 5) 

Currently, no operational North-Korean submarine appears to be able to launch the Pukguksong-4 although , 

on 23 July 2019, the Democratic Peopleôs Republic of Korea presented a submarine under construction in 

the building of the Sinpo south shipyard potentially capable of carrying ballistic missiles (see S/2020/151 

para. 196, annex 60) 

The four Pukguksong-5 in the 14 January 2021 military parade were introduced by KCNA as ñThe world's 

most powerful weapon, submarine-launch ballistic missile...ò9 The design of the Pukguksong-5 seems 

longer than the Pukguksong-4. The cone of its shroud seems more elongated. This new SLBM is expected 

to have a greater range and warhead carrying capacity than the Pukguksong-4 (See figure 11-2) 

 

  

 

 8 DPRK printed ñPKS-4ʛò and ñPKS-5ʛò 

 9 KCNA: ñThe submarine strategic ballistic missile, the worldôs strongest weapon, entered the square in succession powerfully 

demonstrating the might of the strong revolutionary army with military and technological upperhand of the world,ò 
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Figure 11-1: A new MRBM/SLBM Pukguksong-4 was revealed in the military parade of 10 Octo-

ber 2020 in Pyongyang 

 

Source: KCTV (Image), The Panel (Text) 
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Figure 11-2: New MRBM/SLBM Pukguksong-5, larger than Pukguksong-4, was revealed in the 

military parade of the 14 January 2021 in Pyongyang (yellow dotted line marks the shroud of 

Pukguksong-4) 

 

Source: KCTV (Image), The Panel (Text) 
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Annex 12: Three types of SRBM missile were exhibited during the military parade of 10 

October 2020 in Pyongyang broadcast by KCTV 

These missiles were identified as the short-range ballistic missiles KN-23, KN-24 and KN-25 (see 

S/2020/151, annex 59) which are solid fuel propelled, that the DPRK test-launched on numerous occa-

sions from 2019. Moreover, with their solid fuel propulsion, a distinctive feature of these new missiles is 

their use of depressed trajectory and irregular trajectory, which is the result of terminal phase manoeu-

vring, according to a Member State. (see S/2020/151, para 194; S/2020/840 para.11, annex 7).  

According to a Member State, all these missiles will eventually replace the liquid fuel Scud family ballis-

tic missiles such as so-called Rodong, Scud, Musudan types that appeared in past DPRK military parades 

but not in this last one on 10 October 2020 (see Parade of April 2017, S/2017/742 Para.8). They symbol-

ize the renewal of the DPRK ballistic threat through the ongoing modernization of its BM capability. (see 

S/2019/171 annex 84) 

Except for the new super large ICBM, all BMs presented in this parade have been test-launched including 

ñPukguksong-2ò, ñHwasong-12ò and ñHwasong-15ò in 2017 ( see S/2018/171 para.7, 9) as well as three 

different types of SRBM after May 2019.  

The military parade showed that, as previously reported by the Panel, the SRBM could be launched from 

wheeled and or caterpillar track TELs. 

¶ Nine KN-25 Super large multiple rocket launcher wheeled and 4 rounds10 systems 

¶ Nine KN-25 Super large multiple rocket launcher caterpillar track and 6 rounds systems 

¶ Nine KN-25 Super large multiple rocket launcher wheeled and 5 rounds systems 

¶ Eight SRBM KN-23 wheeled and 2 rounds systems   

¶ Eight SRBM KN-23 caterpillar track and 2 rounds systems 

¶ Nine SRBM KN-24 caterpillar track and 4 rounds systems  

According to a Member State, the DPRK appears to be enhancing operational employment efficiency by 

diversifying types of TEL and the number of rounds of the super-large multiple rocket launcher such as 4, 

5 (new) and 6 rounds (see figure xx3-1) following a trend confirmed in 2019 (see S/2020/151 para.194 

and S/2020/840 annex 7) 

Six new SRBM sytems (2 missiles mounted on 5 axle wheeled TEL) in the second military parade on 14 

January 2021 have a design close to the KN-23 (see above). But the SRBM seems to be longer and possi-

bly wider. If it is confirmed, this new SRBM is expected to have a greater range and warhead carrying 

capacity than the KN-23 (See figure xx3-2) 

 

  

 

 10 Using the term 'rounds' the Panel describes how many missiles are mounted on one TEL for launch from that TEL 
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Figure 12-1: Three types SRBM KN-25, KN-23, KN-24 were exhibited during the military parade of 

10 October 2020 in Pyongyang, broadcast by KCTV 

  

Source: KCTV (Image), Member States and Panel (Text)  


