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Letter dated 2 March 2021 from the Pane|
pursuant t 87 és @pboBEmsmed to the Preside
the Security Council

The Panel of Experts established8pdrsuant to
(200Apshe honour to transmit herewith, in accor
resol2ustliSoni 20bhe) final report on its work.

The report was provided to the Security Cou
pursuant eslodd i @20 0% )February 2021 and was consi
Committee on 24 February 2021.

The Panel woul d appreciate it if the present
to the oft ttema imenmbers of the Security Council an
the Council

Panel of Experts established
Security Coubh&74 (2609 ution
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Encl osur e
Letter dated 5 Febrwuary 2021 from the P
established purd8adt (a@W@d Bgsssceldu ttioont h e
Chair of the Security Counci l Committee
resolluztli&n( 2006)
The Panel of Experts established8pdrsuant to
(200%R)s the honour to transmit herewith, in acc

resol2ustliSoni 20he) final report on its work.

The Panel woul d fappmree iraetses nit l etter and the r
to the attention of the members of the Securit
pur suant tlo7 1r8e s(02l0u0t6i)o n

Panel of Expertanestablished
Security Coubh&74 (2609 ution
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Summary

During t he reporting peri od, t he De moc
mai ntained and developed prtesgmamrmesa,r iamdyv il
of Security Council resol-nange, .-rmgndg eudni s p
submalradmreched and intercontinental bal li st
It announced preparations for Itilsd i te antiisrsg
warheads and the development of tactical I
fissile materi al, mai nt ai ned nucl ear faci
infrastructure. The country contihased to
programmes from overseas. There were no re

I n response to the cdrmPgn pwinrdiesni i, s ¢ ehxee D
Peopl ebébs Republic of Korea imposed border
illi cit transfer of goods and movement of pe
continued illicit i mport of refitedhimpetr ol
transfers, using el aborate subterfuge. Ac
reei ved from a Member State covering the p
in 2020 these illicit shipmentbBaexeledamp b
sever al ti mes.

The Panel i nvestigated cases o f acqui s
Re pluibc of Korea of vessels and the sale of
coal in violation of sanctions. The Panel
been | argely suspended since |l ate July 202

The Panel i nv etsrtd msaft eerds ,c atshersouvogfh di ff er e
sanctioned commodities and goods. It cont
Democratic Peoplebs Republic of Korea to i
through its own bank, repiresenvtatiuves, oséae:y
the use of of fshore and virtual assets. |t

Overseas Project Group of Companies and t
and workers from the Demoacrmred i earPreiomd eidsc

suPaharan Africa. It also investigated ot Hh
earn income overseas, including informaticgg
Munitions I ndustry Department.

The Panel investéegatedvimailesi bowst cgbDem
Republic of Korea in violation of sanct.i
Gener al Bureau, including the targeting o
providers, and attacks on defence compani e

The eHanupdated information on alleged 1
violations of the arms embargo, il licit ac
Korea Mining Devel opment Trading Corporat
overseas dipkemafi thpr ®mmocratic Peopl ebds

e

The Panel revi ewed information receiv
no-government al organi zations related to th
sanctions. It al so presentsnt eheatrieomnumllt s
no-government al organi zati onsl9o np atnhdee me fcf eacr

sanctions on aid operations.

The report includes recommendations to
and Member States.
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| .l ntroducti on

1. I n paragraph 25dfs i(t29 hAree sScelcwtriiarny Counci | requ
Panel of Experts est ablli87hde d(t@pOu@ suvaind e ttoher es ol
Security Counci l Committee &%flablwistbhé la pur suant
final report with its f ngs and recommendati o

i ndi
from 4 Avutgawsi RéEOROuary 2021. The reporting perio
coronavirus ¢€dli9s)e apsaend(eQOMWlI O see annex 1 for respolt
by the Democratic Peopleds Republic of Korea).

| l Recent activities rballdtiesd itco t he n
mi sPiIrlobogr ammes

Nucl ear

2. The Democratic Peopl ebds Republic of Kor ea h
programme, including production of highly enrich
water reactor and mai ntenance of nucl ear facil i
repairs iwirdg20damégéeél by typhoons.

3. The Panel observed pl umes (oUfpPsrtoedaunc tatont he wur a
Process Building in the uranium enrichment pl an:
device was stildl t e mbevrebde r( sStea taerunssxmit2e)yd. t hat t h
enrichment facility in Yongbyon was operating.
4. The Panel observed construction of new infrast
of the buildings at the Pyongsan uranium mine cC¢
State assecvendttrhuatt i mcltand moderni zation and val
waste piles indicate continuation of mining and
5. Construction of the 1 ight water reactor in Yo
State informed obheePaotefi tAhttesginsg activities
reactoroés internal construction were observed i
Member State has not observed signs of water dis
of the cooling dretviincge pdeurriiondg. t he r epo

eactor h a
s been ot
he react
to be ai

6. Signs of operation of the 5 MW (e) r
2018. Neverthel ess, constant traffic ha
which suggests ongoing maintenances of he
5MW ( e) reactoroés production capability

t hat the Democratic Peoplebs Republic of Kor ea
pl utoni um. Satellite imagery indicates that typ
dam,cwhc¢ontrols water | evels. Reconstruction was
7. Through satellite imagery, t he Pamael observed
subsequent reconstruction of-riroadst apndteédridbges
Me mber St ate has paesedcd cteh aotf tper sonnel showed t ha
been abandoned.

8. The Panel has been monitoring the facility 1in
to the nuclear programme. The Member State state
it was nohf abmet hat cKangson was an enrichment f a
9. The Me mber St at e assessed, judging by t he S

Democratic Peoplebs Republic of Kor ea, that it i

1S/ 202@ah84ADP020/ 840 £Lroar . 3.
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can be mounted damlt tbealilrtsdri comtiisrsdn e s, and it i
nucl ear device can breammpeu nbtaeld iosnt itdheemgnedii luems and
ballistic missiles The Member Stat e, however,

Democratic Peopledsh®&epdévVekcopédKballistic missi
the heat genenatrtrgd(deri pgrme 18) .

10.Several statements by the Democratic Peopl ebs
further devel opment of its nucl earonmrmogr amme we
events of the Workersd Party of Korea (see annex
11.The Panel continueporesentemsontbnficbogReratio
second Member State, the Panel has identified it
as prohibntedeitreheviant resoluti dmesd such as v
computer control systems (see annex 7).

12 Recent publications of Kim |1 Sung University
Technology include research related to nuclear
suggests that universities of the Democratic Pe
research in academic fields which could contrio6k
related to weapons of mass destruction.

I ntangi ble transfer ofubhiecénsi bggsaofl wkeivitie
Democratic Peopleds Republic of Kor ea

13.Further to its previous investiga’tion on the
t he Panel i s considering i nformati on from a Me
identified by tdientMermbseerarScthatoer asst ydi es or joint |
with scholars of the Democratic Peoplebs Republ
whi ch may include technol ogi es prohibited from
relevant Security Council resol utions.

14.The Panel has requested information from 37 wu
Sung University as fisister uni versitieso with w
exchanges or has previously done so. To dat e, n
Panel y haitdthet have academic exchanges or <coop
University (see annex 9) and had identified no
enquiries.

Recommendati ons

15.The Panel recommends that the Committee cons
wapons of ma s s destructreolnhaterdd ilkkeaeaelmsi stto ¢ whmi sh
measures imposed in paragraghl® (@@a)Pp060)b) and (c
16.The Panel recommends t hias e Meimpielra B¢t aties e®xmree
international academic exchanges involving scho
Republic of Korea by verifying both subjects ‘
paragraphs 10 an2d3 2111 (o2fp & 6epsgorl aupth 01872 700f r es ol ut i c
(20a6y paragraph 8 (a),17yh3 a8d06r) of resoluti
Bal |l i steisc mi ssi l

17 .At the military par-faidfet maarkn inwge rtshaer ys eovfe ntthye W
Party of Korea in Pyongyang on 10 October 2020 (
Peopl eds Republic of Korea presented i ts mo st

2For attempt t o P/redlsu/ried rtar. A rads3d Waaehddsl, see

t he
S/ 2019/
5Se®/ 202

171p L&oar . 5.
,O/ A&rne2s0.3.201
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l¢i mtesile systems and unveil ed*asemrew interco
nex 10) and-rangewbanleldi sitmi d amins hielde /bsad H masrtii ice
ssile (see annex 11). As the Panel has previou
publKocr emaf has not only continued to develop a
ssile programme but has also increased its nu«
ility to counter foreign missile defence syste
sel f owht mewt air defence system. Consistent Wi
ghth congress of the Workersd Party of Kor ea,
e tactical and strategic nuclear weapons and t
i marysebemeeterrence.

.The subsequent military parade on 14 January
pability of the Democratic Peoplebés Republic of
clear weapons. A fauhbbkbedvaidhddsa smdbwmash mret

nge bal Twesrtei cunnviesislielde (see figure 5 and annexes

I n parall el with the ballistic missile syste
rades, the Democratic Peopl eds Republic of K
dustri al infrastructure related to its ballis
ssile aouens.ryThheas endeavoured to cultivate p
ecific technological exchange and for the supp

.The parades (see figures 1 to%a%s) wehHdwaassed di v
e renewal of t hseolhiude bi mesar b e spatoeppeldaltahnntg | i qui
ecratnge bal l i sti c -rmainsgse | beasl lainsdt inte dnmiusnsi | es . The
e mobil ity of tlhwéh i dh f fiemrcd utdedy sthemst,r ansport e
unchers and al so @&rs wclhmasfdraumatbiloanr,afe nltd ywn wwmidn g
e sudmamiched baPukguk3s 0 nagss swiellel as probably th
k g ukds cafhgdk g u kbs oomigssi | es (see annexes 11 and 15)

.The Panel has observed that t Ker ®amocr atic |
ntinued to renovate its production infrastruc
ich is involved in the production of caterpil!/l
r PuRguk2soaamngd f or other ballistic missile syste
Activities continued at t he iMar ch 16 Fact o
onglaormga, where-16hevadwasocregnbl ed and | aunched
rthworks were carried out to improve the comm
nex 14)

At thesoSutnponav&®tosthi pyausl,activity since July

cure boat basin could be ¢tlealuantcende dt ob attHd shamrd ]l
ssil es. There has been repair or upgrading of

8/419

‘Se®/ 2017/ gd4ra. 7 and footnote 3.

SAccording to the report of the Party Central Committee |
t efstre of the intercontinébdbabnbbboRembBolmi sshkePaHwgasor
Central Commi ttee declared with pride to the world the :
building a State nuclear force.and the cause of building
5The new sludbumachendke bal Hesti tigemksearsgvBeskdescribed by the
Korean Central NewsGBAgestcy paseii Tlhé -lweeuardpabhn , b aslulbinsatriicn e

mi ssile. o

"The newasnlgeerthbal | i stic missile RB8okednt mkde @anaupgrade of
wheettrealnsporter erector | auncher.

8Se®/ 2020/ A&nB1s9.5.19 4

°Se®/ 2020/ Bd40as. 10 and 13.

See N23®020/ 18518/ 2049 GiaérOa S/LmM;1eadidT4es. 41

1Se®/ 2026ah84AD020/ 840p Loar . 15,

21 pijid., par a. 12.
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the facihitwnhei-cRloamkesocsubmarine that could potent.
with such missiles is bélThesethigbtbeeundéntednsno
preparation of the dock for an upcoming submar.i
detected at It hsehiNpymprod n(asveae annex 15).

24 . Through satellite i magery, t he Panel conti nt
infrastructure o f bal listic mi ssil e operating
|l ogistical activities-rat misch | sietdgshreatsi ndpebdsxu
i Kalo | mi ssi |l e Yamear athien giiHooams) aidiiqlsee eb aasnence x e s

16 to 18)

25.The Panel continued to investigate allegatio
bet ween the Democratic Peoplebds IRepafbllircamf Kor e
on ballistic missilshe IPhanietls rperpeovritoeuds orne ptolret sg c
i nvol vement of representatives o f t he Kor ea

Corporation in the I slamic Republic of I ran and
tw countries in this field. According to a Memb
Republic of Korea and the I slamic Republic of I
|l om@ange missile devel opment projects (see annex
sai d tionchawvdeed the transfer of critical parts,

associated with this relationk)hi plnt a&n nigntpdraicm i
reply of 21 December 2020, the | sl amic Republ o
revi ew foofr mahtei dm provided to us by the Panel i nd
and fabricated data may have been used in invest
(see a®@@pex 19

26 . The Democratic Peopleds Republic of Korea has
procure specific components $F 202 a/n84 0 eas (see
S/ 2020/ 840g&Lr0ag.. 18 and 18 and annterxamyf earnd t o se
its own products to -L}js PMareoees, (Beestnoeg 8
scientific and technical cooperation with unive
par a. 13) .

BSe®/ 2020/d/Bdex 60.

“AKka A Mirliooh (o818 A2 2Z 8AR)S5.

5(38A4012060/84N4" 14" E) .

®(41A22' 44.93"N 126A54' 38.16"E).

"Se®/ 2028h8/4D020/ 8,400 &Croa.r . 101, and Sd 2011{9¢ &é®MnepoBRs, such a

para. S8 20dmwdpara. 50.

9/41¢
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gure 1
newly devel ope
October 2020,

f eelaltiusrteidc ami & shiel eni d yi Staams par
pgrading the tactical and str
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a
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d
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n
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¢ New ICBM
¢ 4 ICBM systems
e 11 axle wheeled TEL

* ICBEM
Hwasong-15

e 4 ICBM systems
(possible five see
footnote below)

® 9 axle wheeled TEL

e See $/2020/840 annex
11, Fig. 11-1,

e See $/2020/151 para.194,
annex 65-66,

e See $/2019/171 para.173,
annex 4,

e See S/2018/171 para.l, 7-
10, Tab.1, Fig. IT

¢ IRBM
Hwasong-12

e 6 IRBM systems

e 6 axle wheeled TEL

o See $/2020/840 annex 12
Fig 12-11

e See $/2019/171 para.174,
annex 84, para 1 fig. 1.2,
sect.4

e See $/2018/171 para.7
Tab.1. Fig.1. para. 12,

e See $/2017/742 para. 7-8
Tab.1, Fig 3, para.11-13

SourckKorean Central Television (images), Member States @
®Regarding the exact number, one Or more spare systems m;
available to replace a vehicle in case of a breakdown, ;
annex 10). I'n the figures, fesuodsondescanbpertbée euebe
|l aunchfsly sadea@s cri bes the system consisting of the missile
l auncher.

®The new asrugpeeri ntercontinental bal |l i BHtwiacsdmbégs si |l e i s tenta
by observers.
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as a fnew
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| a

-t hegehbat | i s€ B3 sneies sanlnee xii KIN2 )

Central

stic
tactical
rnacnhg er oacrkteitl

mi ssil e

KN-24

9 SRBM systems
caterpillar track TEL

2 rounds

See S/2020/840 para.11,
Tab.1, annex 7

See S/2020/151 para.194,
Tab.3, annex 59

KN-23

8 SRBM systems
caterpillar track TEL

2 rounds

See S/2020/151 para.194,
Tab.3, annex 58.1, annex
59

KN-23

8 SRBM systems

4 axle wheeled TEL

2 rounds

See S/2020/151 para.194,
Tab.3, annex 58.1, annex
59

Tel evision

gui ded
I | eor nygo

wa s

(i mages) ,

weapono

(KN25) .

Me mber

previously
(KN23), a

St ates

identified
itacti
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Figure 3
Military
mi ssil e/ d
mi s Piulke u k-
and 12)

SourckKorean

par ade

3 oamgd

| R
P Bo-Il- B

Central

on 10

Tel evision

sLbBo

Mise®i

New Pukguksong-4
4 SLBM systems

6 axle wheeled semi-
trailer

Pukguksong-2

6 MRBM systems
caterpillar track TEL

See $/2020/151 para.194
annex 58.7

See $/2019/691 annex 32
sect. 4

See $/2019/171 annex 84
sect. 4-5

See $/2017/742 para.7-10

KN-25

Super-large multiple
rocket launcher

9 SRBM systems

4 axle wheeled TEL

5 rounds

See $/2020/840 para.11,
Tab.1. annex 7

See $/2020/151 para.194,
Tab.3. annex 59

(i mages) ,

Me mber

Octobew ah@20 bailndlsudicng
whimarhierde b alPluik gtuik-&,0migh 8 i-rireerdg eu nb a |l | i
t-hangbobal

st

benekKHs

St ates
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SourckKorean

= T ( 4 .
7] (./’;‘

<

Central

Tel evi si

on

KN-25

Super-large multiple
rocket launcher

9 SRBM systems
caterpillar track TEL

6 rounds

see $/2020/840 para.ll,
Tab.l1, annex 7

see S/2020/151 para.194,
Tab.3, annex 59

KN-25

Super-large multiple
rocket launcher

9 SRBM systems

4 axle wheeled TEL

4 rounds

see $/2020/840 para.ll,
Tab.1, annex 7

see $/2020/151 para.194,
Tab.3, annex 59

(i mages) ,

Me mber

St ates
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Figure 5

New ballistic missile systems featured at the m
except for the intercontinentalanigal biadti ctinics si
mi ssiles exhibited at the 10 Oecrtaonbgeer b2a0l210i sptairca d
mi ssil e resenkb3 o nagn d hae nfiekwdl usnucbhneadr ibnael | i st i ¢ mi ss

u
Pukguksoihgee annexes 11 and 12)

New Pukguksong-5
e 4 SLBM systems

6 axle wheeled semi-

trailer

e New SRBM
resembles KN-23

6 SRBM systems

5 axle wheeled TEL

2 rounds
SourckKorean Central Television (images), Member States &

| I ISect or al and maritime sanctions

27.The Democratic Peoplebdbs Republic of Korea <con
that are prohibited under and evade various Sec.tl
to a Member Stat e, at |l east 121 shipments of r
del i ver edmotcor atthe Peopl eds Republic of Korea by
tanker s, as we?duraisn go tthheer ftiarnskte rmsi,ne mont hs of 2
deliveries wer e reported to t he Commi ttee i n 8
resol2u3t9i7zon®A01t aple providing data on ship name, |
Organization (1 MO) number, arrival date and port
is contained in annex 21.
28.The Member St at & hhea sv od sustees soefd rtelfatned petrol eu
to the Democratic Peopl ebs Republic of Kor ea t

uwed matienhiyp tthrraonusgfhe rssh.i p

h e Coo,nOmdi BtotBeSe ooff rdeefliinveedr ipeest roofl eum t o t he
eds Republic of Korea in 2020. The RussiI
a combin@d7 td0&alt s

’These detiegepies
2China notified t
Democratic Peopl
of del iv2e8 3 2ts® D86,

14/419 21-01647
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(seegure 6 (a)) exceeded by s
stipulated i#*that paragraph.
Figure 6 (a)

Cumul ative undecl ared refined

e v ébraalr etli

ey t he

an

petrol eum i

mports

Cumulative Refined Petroleum Imports Since January 2020

ﬂﬂﬂﬂﬂﬂﬂ

January February

Cumuative Total at 33% Laden (B

March Apr

BL) Cumuletive Total at 50% Laden (BBL)

May June luly August Seprember

Cumuletive Total at 90% Laden (BBL)

Sour cklember

Sever al

State.

Me mber

St at es

Democratic

Peopl ebs

part
6o

t o

t he

assesestadedhaptr odliet smpaor

Republic

of

Kor ea

possib

t he
i ver.i

cal

acqui si tfilaggefd wmewsahd.| Sege
cul ated monthly imports and fi
es

y del by

vessel

type.

2l'n January 2021, the Committee agreed on rate formulas |
Using these formul as, barrel calculations for deliveri e:
willrekm®erded on its website in due course, as wi || barre
notifications as they are posted.

Se®/ 2020h84DPO020/ 840 Cotrmotle 14, and previous reports for
Member State has assessed that deliveries amounted to ma
vessels were 90 per cent | aden, nearl yifiovalti mes if 50
33 per cent | aden on delivery.
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Figure
Cal cul

6 (b)
ated monthly i
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Monthly Refined Petroleum
Imports Since January 2020
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Deceptive shipping practices and due diligence

Swapping of vMNevw eHlonmidbeairstoint i38:

31 Asignificant development the Panel has observ
conducted sanctionabl e activities and assumed

someti mes swapping identities with them through
physical madidf i mabhi pakati on of automatic i dent
transmissions. Unl i ke previous vess®@l identity f
recent identity swaps demonstrated a greater | e
vessels transittd mateidc firdeam toinfei caaut i on system prof
the depth of the cover identities used. To raise
to facilitate due diligence and sanctions compl
il lustrativeMoanga ngpH & Ntelive Ko @ k

32.The wun-khaoNeewd KolnMkO No. 9036387) was previous]l
by the Panel as transitioningeshrpmtanahetdes VvVess
a vessel delivering refined petmudlIte prhe cargo d
occastiBasme.d on the results of several Ilines of in
t hdkew Kaothksome point i MO2AGRSI clai aed Bsandmitted
maritime mobile service idenMbugonuvBO8r for merly
N09021198) when the |l atter vessel was sailing un
a transmission fr &WPdhawnlaeanmat comndd rfmiegurtehai) .t he ve:
deleted from its re®istry on 29 August 2020.

Figure 7
iIMousomm TAh&ngsnogdenti fiers in March 2020

T— e A

—

by
o

%Se®/ 202
2ZAltli mes and dates reflected in the report on t
2Theousonva3ds28 | agged under Panama from May 2019 to August

SourcWwi ndwar d, annotated by the Panel.

33.0n 26 Augustrez®@2@ti bnglatellite i magery capt
transmitting a maritime mobile service identity
associ aPaldawindar Dongyin | sl andst h@hi néne | mager )
XSee, f o exampliek TadPOc Noe ONINHBA®NIHIhH B e

S/ 2019/

r
171p &iva s .. 1

O/ia&rla.S/2D,2@h@#A D020/ 840pL£Lrva8 . d2d 6 2.

he Wi ndwar
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physical dimensions of t heNewe sR8eslle evefrieg uar ec | 80)s.e ma
ThMew Koanskt transmitted its assigned | MO number &
identityOotumber P20O19.

Vessel di mensions and physical compBrison of satellit

N A
16 MAR 2020 M/ NEW KONK Delivering Refined Petroleum

26 August 2020 e Nampo, North Korea
Coordinates: 26.30855, 120.42624

38:42:56 N 125:22:02E

GW747955

LA S LA AT

Sourckaxar Technologies (left) and Member State (right).

34.The Panel al so tr-&t adMobutseo ntals3e2r 8 R aemsasmd of
interest when the vessel was recorded in May an
Democratic Peoplebds Republic of Korea before it

signals were dropped.

35.Additional investigations reveMouesdonan earlier
3208 identity by registering the vessel under a
Do mi Afilcaag@rear r y n 1 9 at ®Ma2r0ilt9i.me authorities Ssubsec
withdrew the | MO number after t he application
fraudulent. OLnt@Get okease20as repdrdtagdyleyd regi ster
Smooth ISeased®90on fraudul entCheaoa,ymelsds ani oal loyf t he

removing the historicdMbudanaIh& tPaemeVewseoltead ot
Thailand to infothmheivesaalthoriocaesi @d in Thail a
fraudul ent document at iMonu saosn a3 2l & ikleal nyd croevsepro nfdoerd t
that the Panel 6s request for information was und
36.OnceMbbeoms332i8Bned audulnemwt frdentity as the Chert
al so al | deve d Kiddnlet ran®Mmusondls828entifiers wi t hou
generating significant automatic identification
t he swap. The Panel contiinallesi dentiintvwe sswamt ea D¢
involving tankers |inked to the Democratic Peopl
Panel s investigation and responses are availabl

®ThHew Kenlkdi mensions are 112 metr éMoulsomge328d 18. 5 metres
di mensions are 107.5 metres by 16.5 metres.

°All dates unless otherwise stated are given in Universal
S'Each vessel is assimpread owvhliy hormsd alyMOwi th the vessel thr
l'i fespan.
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Vessel di sgui se

New Regeinithang Yu 110

37 Vessels of the Democratic Peopleds Republic o
vessels continue to disguise their origin, requi
of ship owners, operators and commodity traders.
38.A designated vesauesl Pfamatl urNedvoiRriH g Mt \nieo

N o 83%aublr)zed vessel disguise and fraudulent c
to receive refined-tpsehtirpolteruamm stfherro unwgiht ha as hReppub | i
fl agged vessel. | n reess,potnhsee |taot ttehre vPeasnsed [66ss qouverréd
the vessel it had e+ffdadtigesy eldu MALsSN o .h e8 6P%dnla9va)

and due diligence had been carried out it o make
all documents and we mergmald eadp @rhatsi ovre swsedsdlodo.beT|
has independent!| ytaokirp firandsthantr oocshi ed.
39.Several factors should have raised suspicions
concer rHianngg tYhaect Ll aNelwy REhgee Mhes d ei neclamdenitssi on

of incomplete, as wel |l as invalidHaindentifiers;
Yu ddd Nehw Regemti ch would have been evident fro
comparison; outdated ship documenngttbe; and | ac
request to purchase the petroleum cargo. Addi ti
Panel show the embossoevderoutMQ nneu nobfe rt hbee | poanignitnegd t
New Rédgert figure 9). Publicly aWKand aVu ell nf or mat
asaving been involved in a s%wavsagse pianrcaitdeel nyt i n
confirmed by the Hawgernuwfilthe wast sa&li | ing as the
fl agkdend Sheredg ail s and responses are contained in
Figure 9

Pai nawalr false identifiers to disguise the New
30 June 2019

Sour ckBember State.

finiaredyLouncgk Ryu 1

.The Panel previ otsslhyi pr etproarntsefdera bsshiween t he F
adogndd ni(tleM@Q uNkok. 9063811) and Democratic Peopl e
nMgong RWMOI1INo. 38Bn3i2f4olr3am .Shi pping, the registe
Itrhfei ni,t es hoct#ed through | awyers, providing Ae:

an
¥Se®/ 202@ah8ADP020/ 840p&Lwasr .33 and annex 20.

2Designated on 16 October 2018.
A commerci al maritime database platform registered an al

transmi ssi oHa ngga pi &f tolve eerheFebr uar y202.01 8 d April 20
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dtnffA niwaes Lduecckei ved [into conducting] a prohibi
ong ,Rwihilch was disguisbdMidngbo@Na&di fieger ¢ ah&er , t
.For its due diligence checks, Uni form Shippin
ceiving ship [ é] to confirm the shipo. As an
unker delivery rece

i pto signed by the receivi:i
ck hiandt elmnot i on of engaging [in] il licit shippin
ssel so.

.The Panel has documented multiple cases of vescs
public of Korea and other vessels disguising
sss,elal ong with other deceptive tact

ven the de berate nature of the ob
perwor k s

eionskebpl
required f
vol vement i

ics to ill
fuscati on
ed by the receiving vessels as suf

[ i
gn
ty. A combination of effective due o
0
n

rr ship owners and relevant counte
sanctionable activities.

—— "o Q<UD <roI- A~ zZ~
SO SO TDODDON ODCSCTOPR < I

Figure 10
Phot ograph sudumpliing & seb gowtcke

Mingbo No.5

Sourc€&he Panel.

Forefilgmgged anfdl agend wnessels delivering to the
Peopl ebds Republic of Korea

43.The continued illicit i mport of anefci ned petro
Peopl ebébs Republic of Korea is enhanced by the i
for mer and efulrargegnetd ftoarnekiegghs i n it s i mport regi me
which have a | arger carrying capacity and del.i
ditéyg to ports in the Democratic Peopleds Republ

20/419 21-01647
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the -tschlhiipp transfers conducted by typically smal/l
Peopl ebébs Republic of Korea with other smal er v
ti memef rfar om January to September 2020, these ve
additional ports in the Democratic Peoplebds ReplL
concentration of past deliveries by such tankers
44 . The Democratic Pefo pl|lKeoérse a Reappupbelaircs t o be bal
coronavirus d-18kape e ¢ £OWViIl ®n s wi t h its need t o
petroleum products by utilizing its tankers t o
shitwhip transfers with f or eiNamptoanlkoecrks gdaitree.ct | vy
According to a Member State, since | ate July 202
al |l foreign vessels from ent € mesNamprgd i poarst.  &As
statistical representation od N&ampaolnacektgattde on
observed by the Panel on satellite i magery is se
Figure 11
Chart showing vessels outside the Nampo | ock gate fro
40
Chart showing vessels outside Nampo lock gate from May to September 2020
35
30
25
20
15
10
5
0
2020-04-19 2020-05-09 2020-05-29 2020-06-18 2020-07-08 2020-07-28 2020-08-17 2020-09-06 2020-09-26 2020-10-16
The vessels outside Nampo lock gate were counted only on days when satellite images were available. Taking this into account, the
Panel assesses that the actual number is higher.
@ Daily number of vessels located at less than 20 km from the West Sea Barrage (without counting coastal barges)
Number with a length larger than 150 m
Number with a length smaller than 150 m
Number of coastal barges in area 38° 42" 44" N 124°59’ 08" E, One 190 m length barge almost continuously anchored in the area 38°42' 19" N 124°58' 28" E
Sourc€&€he Panel
45.The Democratic Peoplebdbs Republic of Korea has
i mports through-fhddgedowvalssetbeseingt previously f
Panel 6s reports. These vessels join the [|ist of
fl aggedt hatnkeosti nue to deliver refined petrol el
vessels also recorded unaccounted for aut omatic
gaps during the periods under investigation.

21-01647
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Additionbhl aggedi grssel s delivering refined petro
Peopl ebs Republic of Korea

46 . The number fobhgdedewvegssels delivering refined
Democratic Peopleods Republ #é&Saie IKsoarteeal |iiner eas e
i magery from a Member O6t ad®2 Ob,e t ovteleenr Marys taanndc e s

these vessels delivering refined petroleum to t
Kor ea, details of the Panel 6s investigations to
Pael are contained in annex 25, paragraphs (i) t
vessels included:

(a)ThAn PiindO No. 7903366beorier fiwabge i err a

recorded berthed at Nampo on 8 July 2020 (see
information from Samoa and the current or for me
responsible for the vessel based in Kaohsiung C
annex 25 for relevant replies);

Figure 12
An Pdelgi vering refined Jpudtyr 0210€200m at Nampo, 8

M/V AN PING Delivering Refined Petroleum
Nampo, North Korea
38:42:56 N 125:22:07E

Petroleum
delivery line

SB693481

Sour ckKember State.

(b)ThEdeng RbN@® No. *®whs30%F&prded on 6 August 20

on 23 August 2020 | aden at the Nampo | ock gate (
shitmhip transfer on 15 August 2020 in the Yell ow
replies)

SAL information in the present redoarnt irteileas i snegygr tion gv easss e |
the vessels6 registered owner s, managers and operators i
Mar kit unl ess otherwise stated.

%As of December 2020 or January 2021.

"The vessebgivaseded from tbhgi SteyranlL2odel y1 220, with a
provided for the vesselod6s sale and transfer.

%The vessebgiwaseded from the Sierra Leone flag registry ¢

22/419 21-01647
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Figure 13
Heng Bomhgi

de the& Namppq

MWT HENG RONG Laden Owtsiie
Nampo Lockgate

AUG 2020
SB.41:87N 124:87:60E
—

Sour ckKlember

reco
The
and

Figu

[Awgust 2020

SEAZIMN 12483078

St ate
(c)ThRBRi ch UnimMOe dNo . 9129213) was unknown fl agg:¢
rded delivering refined petroleum to Songni.l
Panel requested information from the Cook | s
t he rel evant cgrraenrmdt/ oor mhoameng owni nty or
responsi ble for the vessel based in Singapore (s

re 114

Wreiltievder i ng refined petroleum at Songni m, 1

Ri ch

M/V RICH UNITED Delivering Refined Petroleum
Songnim, North Korea
38:44:21 N 125:36:48E

Sour ckKember S

(d)The

bert
requ

21-01647

hed a
ested

tate.

t hen -f MamgBReeidi ®aMO No.

t
i

Nampo
nf orm

0s petrol eum

[
ation from Mongol i a, t h

8511172) was recol

del i very pi
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for mer owni ngnganedn/toirt ymaonrageinti ti es responsible f
Hong Kong, Chi na. Mongolia deleted the vessel f
2020 due to Ainfringement of trading areas and |

Subsequent informadi bhe pvessdbedwabowold in Apri
company based in Fuzhou, Chi na, without t he kr
dg egi st eregostere with, the flag registry and ¢
annz% for relevant replies);

Figure 15
Satelmager yRuwnf altch&Nampo port, 1 May 2020

1 MAY 2020

) M/V RUN DA Delivering Refined Petroleum
. Nampo, North Korea
38:42:54 N 125:21:59 E

Sourckember State (map provided by the Panel ).

(e)Th¥i n (HaMO No. 7636638) was unknown fl agged
t he vessel delivered refined petr &l eum to Nam
Il nvestigations continue;

(f)Th¥Xing Ming(lYM@gN®8888410847) was recorded on
at Songnim and on 28 June at Nampo. The vessel,
November 2018, was recommended by the Panel for
in atseship transMuwrBomig¢ MOtM8610464°Yhen 2018.
vessel was fraudulently transmitting a mariti me
associated with the United Republic of Tanzani a
China (see figure 16). The PanelUnsiotuegdh t the as
Republic of Tanzania (see annex 25 for relevant
®The vessel was flagged under Sierra Leone until Novembe.l
“See/201ah®/72019/ 17 1pLeus.dd8 figure VII.

24/419 21-01647
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Figure 16

Xing Mingt¥amgm888i ng false identifiers in May
refined petroleum at Songnim port in June 2020
XING MING YANG 888
::n :’?::v; < | 05May 2020 19:38
Call sign U298 A 1 @ MMSI changed: from 667001712 to 677001712
Length 118 maters
Commercial i Oirang i Shigging
Manager Mg iHcos Xaos)
owr NiA
Destination N
ETA 28 O X0 £
Drafe &4
Navwigation Status Unknoar
.'.. Path scoves
n
M/V XING MING YANG 888 Delivering Refined Petrole;m'
Songnim, North Korea
38:44:13 N 125:37:05E
e |
Cirers ]
SourcWwi ndward, annotated by the Panel (top); Me mber St at

47 . The above vessels share a numbreecofdedmmon el e

gaps in automatic identification system transmi
several mont hs, which coincided with the dates
Peopl ebébs Republic of Korea. These wWwessels also r
automatic identification system transmissions ou
possible illicit deliveries. Despite the majorit
flag and having no updated owner ssheagpselnd or mati on
continued to trade in international waters, obt
delivery to the Democratic Peoplebs Republic of

25/41¢
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48.This aspect of outdated or not wupdated owner st
by the Paresltiigmtito®isimnto previous vessels that

petroleum to the Democratlic Peopleds Republic of
Forefilgmgged vessels that continued to deliver r el
Democratic Peoplebs Republic of Korea

49 . Theol |l owi ng (f efrlnaegrgleyd) vfeosrseeilgsn conti nued t o de
petroleum to the Democratic Peopl ebs Republic

September 2020 (see annex 21) -r eMadsstt eofedt thbegse ve
their |l ast knoes ¢bep me@geses 26 and 27):

(a)Bonvgy MO No. “Bf7olr4n0de8r5l)y, Sfileaggped;eone
(b)Di amodM® No. “flo3r2neelr2l)y, Sfileagomed;eone
(c)Ho k o(nlgMO No . 9006758) , unknown fl agged;
(d)New KolnMkO No . 903638 0ged;unknown fl a
(e)SubiblliMkO No. 8126082), unknown fl agged;
(
(

f UniclaMO No. 8514306), unknown fl agged:;

g)Yun Homar i8momeée | e service identity No. 4134
fl agged.
50.A number of these vessels recomenemalwa for desi
been observed by the Panel on commerci al mar i tim
wat #AsMember State separately provided the Panel
of some of these vessels (see annext 28). The Pa
indicated the continuatipomcofca @ffresusepsky wep:
moving into Chinese territorial waters, where t
monitori ®fheeParkb. wrote to China, inter alia, s
these vessels be detained#Réegamdingrthe Vessdleg
|l isted in annex 28, China replied that it coul d
l i mitechat néo from the Panel, and could only conf

entered Chinese ports.

26/419

“1Se®/ 2020/ 151
2According to theBoNenobeefr2 rSetnacteed ashet he direct delivery

Ve
formerly SfiltagBwendemvgnneén | MO number 8714085, not | MO numbe
The Sierra Leone Marridgimet AArdend nti lfdmbae s o200 1deen TiHRe Nove

Panel 6s expandeBoneegpatch MOntha mblee 8714085, given the |
tracking and other comBmoewrvawyatldh ilnM® rnmuantbi eorn 8097 & 7h84 showe
sailing routes and network theof mameonashahel cnedeupeto
vessel. Il nvesti gatBiomwvsycdntinue into both

“The Sierra Leone Maritime Administration confirmed the
on 7 August 2020, as it had vi olpdteedds SRaempwatbildams odgai nst t
Kor ea.

“Coastal waters refer to the 12 nautical mile territorial
mil e contiguous zone.

$Se®/ 2020/ dmiex 8.

“Two expertswatbaofatheiwfiermation contained in the first
paragraph 50 can be further corroborated. They al so bel.
resolutions do not grant any Member States the rights t
"See reLBowt i(RMpATR. 9.
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Democratic Peoplebds Republic of Korea vessels de

51.For mer | yf Ifaogrgeeidgnt anker s that haveedsransitioned

Republic of ®ndedesnaghkatred Democratic Peopl ebs F
tankers continued to deliver refined petrol eum
Peopl ebébs Republic of Korea (see annex 29 for det
Facilitation of il licit supply of refined petro
Republic of Korea

52.The Panel continued its investigations into r
supply of refined petroleum to thbkr ®emlbcr atic P
ves-saamld ernetliattyed | i nkages. T Energy I nternational
entity with addresses at ZhongzZNTearngvabhi strict a
Province of China, was involved as consignee of
t hei et (I MOOMNO. 8508838), which made a port call
26 Febr urAyn 2u0pld9a.t e from Viet Nam on the vessel i
The Panel has since opened investigations i ntc
i nvol vefmeht Energy in such procurement and/ or su
shit@whip transfers with Democratic Peopleds Repul
on information and documentation obtained from v
i ndi vidualiss, itnhvee sRamgealt i ng the extent to which t
rol e in a net wor k supporting il icit procur eme
Democratic Peopl ebs Republic of Kor ea, i ncludin
brokering of-tshmpnafrer s hwipt h Democratic Peopl eds
Kor-elaagged vessels over the past several years.
T Energy but has yet to receive a response,; f ax
been returned as wundeliverable.

53.A lafstvessels reported by a MemBédipState to h
transfers, in association with T Energy, with De
flagged tanker s, along with details of the Panel
obt ai nendt,aiamed cion annex 31 (a) to (d).

Fishing rights transfer

54 Based on a media report, the Panel submitted
Chairperson of the General S>Awshsoocpwarntp @mt eodf|l yKor e
appeared to be arranging for the transfer of De
fishing rights. The Panel has not received a r ey
(see annex 32 (a)).

55.The Panel obtained indoulmatVesnsdallPaRueNei Gai Pt
was invol ved in thej opivnetnhuneg owithlklh dmnskeinbgty o |
Democratic Peoplebs Republic of Korea (see annex
a reply from the company.

56 Multiple Memberh&tRaresl pwiotvih dieWdf ar mati on whi c|
continuation by the Democratic Peopleds Republic
and obfuscation measures taken by fishing vessel

®Se®/ 202@ah8AD020/ 840 £Loar . 26 .

“Addr essosuersced from publicly available information and fro
0Se®/ 202@ah84AD020/ 840pp £648 .. 139

%' n Chinese: .

2 n Chinese:

21-01647 27/41¢


https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840/Corr.1

S/2021/211

Ma

57
Wi
an

Ma

58
on
Ch
by
De
hu
of

59
t e
ma
by
ma

O+t c + <L
oS w = o

o<O—o®o 0O
TO TO X O O

ar

61
mu
Zh
re
Ve
de
N i

ritime exports from the Democratic Peopleds R

.,The Democratic Peoplebs Republic of Korea <cor
t h ot her banned i tems, i n vi ol ati on of rel ev
n ex4e,s 35, 3 6b,) 3a8h d( a3)9,) .38 (

ritime sanctions evasion met hods

.Continued exports by the Democratic Peopl eds F
going exports Zfhoawsdlant mrtetae i Mi rChbma, the reli
i-hflaagged coadtialechdryg eesx ptorat i ts coal to China
the Democratic Peopleds Republic of Korea of
mocratic Peopl ebs Republic of Kor ea t hat e X
mani tarian car go antdivcaartiionugs tChei naecscee ppt carntcse, ait

vessels previously engagé&d in suspected sanct
.Democratic Peopl ebs Republic of Korea vessel
chniqgues to obfuscate vessel terlaucdke dn g on mar
ni pulating flags, maritime mobile service iden
passing off such vessels as fishing vessel s
ritime mobile service identity nmantbers include
ssel s, creating i nconsistencies when viewing
acks. The Panel further observed Democratic P

ing Athrowawayo mariti me®tmpati | neake rtvri accek ii dge na fi
e vemsels difficult (see also annex 33 on au
fuscation).

al exports by Democratic Peopleds Republic of
\According to the Member State, the Democratic
ported altl il emastor®s 50ofmicoal from January throug
ast 400 shipments t5%MoCshti noefs et hteesrer isthoirp nad n twsa t vea
i nads-ZNbuoghan ar ea, wher e Democratic Peopl ed
ssels continuadstheapopfhtoadséeak. virhe Member S
served increased vessel traffic during the <co
chipelago.

.The Panel continued to seek the assistance of
ltiple De mo c rpautbild c Peod p | kddrse aRevessel s in water
oushan, where they <conti fSead et bi gat hemagaty a
corded over 40 Democratic Peopleds Republic c
ssel s -AhoWNsma@gmoon 17 Juln7e; 2s0e2e0 a(lsseoe afningeuxr e3 4 f
tails of Democratic Peoplebs Republic of Kor ¢

ngzbhooushan area).

28/419

See reLB9wt i(RPATR. 9.

The Panel has documentetiecamsesaroti messsmebs | wi skershacetide
numbers that arelanl yala nfgewimadntohhsher invalid identifier
Ni ngbhooushan waters and transmitting again near or in th
Kor ea, and has shared some of the information with Chi n:
%Two experts are of athieornwiccawm ththeatf urhtirseri ndorrrmobor ated.
%Se®/ 202@ah8AD020/ 840 &S/ r2.04260,/ Ad&rla .S/ @D;1 9d Bdrla . 19.
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Figure 17
Member Stateds graphic representation of Democr
vessels on 1Ni ngZbhee u2®G2 0% atChi na
Concentration of North Korean and Chinese Vessels Evading Sanctions
17 JUNE 2020
MY(_)!(_GSIN
et
Ningbo-Zhoushan area
KM_qRNING
___ASIA BRIDGE L
Unidentified GO&I}-"O = floating ‘EIE'NAM ik
“Bmvessel  yoyysiap | cranes
~100m coastal barge s St
e KO SAN
~88m coastal barge R
&= Rvo SONG
___KWANGMVO"S
-
___SANJINS
L
KuM su 1 RYD SONG 2
Unidentified _‘_KANG GYE o ooy
~75m vessel faaay i “_IOLE STAR 1
- MUJIN 3
mm SONT KUuM soun‘ﬁ' Gk  HuADESS
' % ZAI ZHOU 1 SU SONG * VL:?'SAN :
E‘ _ SURIBONG @i China-flagged vessel
‘ g & DPRK-associated vessel
® & DPRK-flagged vessel
L
SourckKember State.
NoteSatellite imagery was provided by the Member State f
62.The Panel sought informat-imemtfoomdChesaebn, al
includislhgowr oisre figure 17, with regtaocod to their
ship transfers conducted with these vessels 1in
receiving vessel s and of their owner ship. Chi né
vessel s, Asnkaoned,Mydngd Baeek HakkuBmanSandé,Pho 3
Flour & Slaénn iJradd J idOnS uBaSioghmd e rop raksdea @@ Mi ng
Yang68388here is no record of these vessels entei
noted that ACHhitaaties nfott tdhealbdwe vessel s, and h:
informationo.
Export of Democratic Peoplebs Republic of Kor ea
humani tarian cargo
63.The Panel continued ts investigation Nt o on¢
Tae yWdqrd MO No. 9018751; Gfemame Mleyisrk a@lwinn easse
wat &flse Panel tracked the vesselods sailing route
t he Democratic Peoplebs Republic of Korea on 8 J
for a felwe dHdiyfslgdiwws htan ar e a, where it had previ ot
foll owed by a port call at Longkou, China befor
Two experts are of the view that this information can be
%Se®/ 202@6ah8ADR020/ 840p LEE.. 152
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Satellite imagery subsequently obtained

fro

on the vesseliftsvodarego,cowmhli cchoaded at Nampo

Ni ngbhooushan and humanitarian aid cargo

sy asge s

DPRK-flagged M/V TAE PYONG at Archor
Near Ningbo-Zhoushan, China

30:50:43 N1224421 E

30/419

¥See reLBI7Hti(RMPATR. 11,2208 (2@aTHEti 6n

i mpo

to Nampdae Thwasgback -Zmo WNs mgrbhdbygu snti dbef or e
returning to Nampo t hle8 s(aame amodnTtdr8 (Res)ea) gf i Tghuer e s
activity of exporting coal originating in

on multiple separate occasions, and i t he
humanitarian cargo, maikoensi tp rPivaibslieontso. r el

64 At l east 11 other Democr atliacg gReedo pvleesGsse | Rse phuabvlei
conducted similar voyages exporting coal i
same voyage, according to the samel de¢ mleers

of enquiry daecBysomgeg itvhid i es, its cargo and
known Chinese ownership, as wel|l as informat
Republic of Korea vessels possibly conduct
the ADPRBRKYgedTavee sPéyeadingh not make [a] port <cal
20200.

e 18 (a)

Piym nNdi-Ahgdbows han waters, June and August 2020

21-0164

evant
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Figure 18 (b)
The&ae Pgxmagrting coal and i mportingrhypmamniytagri a

DPRK-flaggedM/V TAE PYONG (IMO:9018751) Exported Coaland Imported Humanitarian
Cargoin Single Voyage: Overview
JUNE - JULY 2020

N. KOR. 0
i SYoneane /

JAPAN

<
eOn 16 June and 17 June, TAE
PYONG reported at least 19
positions in the Ningbo-
Zhoushan area.

== Coal exporl track oer AIS

Empty vessel frack par AlS

== Humanitarian cargo teck perAlS
<% Nblicnal coal exdort frack

Noticnal empty vessel track sk st
Sour ckKember State.
Cargo vessels delivering coal originating in th
of Kor ea

65. Larger-fiCaAggad cargo \wesgsehlisp ctornadnuscfteerds wi t h

Democratic Peoplebds Republi@ZhotisiKkenear easaals i
subsequently delivered coal originating in the D
at various /pfChrithnewat erosr,t saccor d¥Tnhge tloaraeMe mber :
capacity of such vessels allows more cargo to b
with the previously observed smaller Iighters 1t
al so allows for the further dtedghiiyperty amfsfteme <coa
| ocati on Ex am@Blhas iJri(onhauBdaebdi ntehemobi | e service i
No413704010) delivering coalHuaod é8taéyruiqtuiamme ( see f i
mobile service identity No. 413249920) del i ver
Xi nj i(nnyaurei t i me mobile service identity No. 4125
Caofeidian. Detail s, including additional i mage
Panebhsounformation on the said carftgo vessel s, i
ship transfers conducted with Democratic Peopl eb
the origin and destination of the offl oaded coal

0See N23020/Adrla. 72.
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China-flagged M/V SHUN JIN BAO (IMO: Not Reported, MMSI: 413704010) Loaded North
Korea-Origin Coal Near Ningbo-Zhoushan Area, China for Offload in Bayuquan, China

AUGUST 2020

o On 10 August at 08:16 UTC,
SHUN JIN BAO updated its
destination in AlS to "Zhou Shan”
and changed its draught status to
indicate it was empty.

Beijing

Q From 10 through 12 August, SHUN JIN BAO anchored at Hai
vanous locations within Zhoushan Port's Maji Shan Vessel Trafic
Senice (VTS) area, in close proximity to multiple North Korean
coal vessels. SHUN JIN BAO was observed on 12 August
partially loaded with North Korea-origin coal after conducting STS
transfers with M/V HORIZON STAR and M/V LUCKY STAR. On
12 August at 21:34 UTC, SHUN JIN BAO updated its draught in
AIS to indicate it loaded cargo and then departed the area.

0On 14 August at 13:54 UTC,
SHUN JIN BAO updated its
destination in AlS to"BQY," in
reference to Bayuquan Port, China.

©On 17 August, SHUN JIN BAO amived at Bayuquan Port and
offoaded coal on 18 August. At 07:17 UTC, the vessel updated

o its draught status in AlS to indicate it officaded cargo.
Bayuquan
CHINA
¥
- \/essel track per AIS
Maiji Shan (Znoushan) Vesse!
o Traffic Service area
C\ e 5L
Shanghai e "

9 Ningbo-Zhoushan Area

32/419

SourckKember State.
Coast al barges del i verDiempcaamali co rPiegiprd atbisn R eipru btl
of Korea and other items
Coal originating in the Democratic Peopleds Repu
67 . Chi-hlaagged <coastal barges were observed by a
considerable numbers in thef Dkavoea aitmn cl e® p Ma p s
2020, with 52 barges observed on the Taedong Ri vV
Nampo | ock gate. Figure 20 illustrates some of t
l ock gate in fuagged® 260 Fangtdain al alrl5gbeass hi pment s,
®These barges ar e -ptrhoep eslalneed tbyapreg eosf fseealtfur ed i n the Panel 6
2029/ 4020/ tukdt delivered banned commodities to China.
21-0164

66.China repl iacbdomehtit onehde vessels Afsail ed bet we
domestic ports during the time frame mentioned i
regular reporting and approval procedures. The
the certificate oafndorniogienvsi doefn cteh eoifr acnayr gaoc,t i vi t i e
resolutions was found. After further examining
possibility of making port calls to DPRK ports
excluded. | f the Panel Chiarsa aldadpes onhat evhdePPaee
provide it.o

Figure 19

Shun Jin Bao delivering coal originating in the
of Korea in Bayuquan, Chi na


https://undocs.org/en/S/2020/151
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ting approximately 1.63 million tons of CO
l'ic of Korea to China, %% cording to the san

Figure 20

Cluster-folfagpghei’chaco'astal barges, Nampo | ock gate
(macdclihust erd2"3 NAALZ2ZDHMUAS5 E)

[ e aneme | Chine-fagyed Coastal Barges at Ancror
Neoar Nampo Lock Gate, North Kossa
MATONIMNHME

[T ————

Jun 1, 2020

Jul 22, 2020

SourckKember State (top photo); Pl anet Labs I nc. (remaini
2020, 02.08 UTC; 5 Juldwl%02®m,2001.0£20.33%5 Uuogrcc; 22
(Pl anet dbabentedth mages). Annotation by the Panel
2Two experts are of the view that this information can be
The Panel shared!| aglgiedt cofasgd &d Chiamlyye st he Member State toc
conducted probable coal export from he Democratic Peopl

t
period between May and September 2020

33/41¢
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68.As with the Panel 6prppetl eéepbatigrerg oh €bI hese
that | oaded coal in the Democratic Peoplebs Repu
in CHs wah barges do not always transmit automati
nor do they appear to have | MO numbers, indicati
for coast al trade. CAhédeg PaEamegalr6i@ b sner vmodb i tl lee ser vi ¢
identi tg6JNBd65U1IBransmitting as a cargo vessel de
June 2020. The vessel appeared to have sailed o
before returning to Chinese waters,- following a
propell ed balrhgee sPainmel 2 O0wlr9.t e to China seeking in
vessel ds type, origin and cargo. The Panel subs
from a MembeChsSnaggmere6d@hgure 21), as well as ot
Chi-mlaagged coastattibnagrgesaltranem t he Democr at i
Republic of Korea to China. China replied that t
based on the provided maritime mobile service i
Chi nfels@gged barges mentidetedi [ spe annex 36 fo
Figure 21
Voyage roGhengdondhiedr@ and July 2020
A ez ! -
A\- I

!
=1 1
| China-flagged Coastal Barge “o:xsu;. in North Korea China-flagged ownco:l;-é:": l
Sourcwindward (top), annotated by the Panel; Member St at

34/419
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Equi pment and items

6 9. According to the -fMeanppbgeead Sctoaa set,alChbhhanrages al so ¢
t he Democratic Peopl ebs Republic of Kor ea veh
equi pment, the supply sale and transfer of whic
resol2a?9dn(20Slewv)en su

ch barges were <captured on
bet ween May and July 2020 in the Nampo port area
t hGcheng Hong 28(@henghmeg@8bileNper i 8e8i08&dad? i
which I|ikely wunloaded petrol eum, oi l and Il ubric
Nampo i n May 2020, al so |l oaded coal originatin
Republic of Korea at Nampo in June,aand arrived
Yangjiaogou, China. The Panel sought t he assi.:
information on the activities of these barges a
conducted into these vessels (see figure 22). C
i mpor ttaancsemuggl i ng act-t wihti ipe st rtamrsdegts gSmivpl ving
DPRK, and relevant Chinese authorities have made
has repeatedly and openly reaffirmed its sol emn
t hrougths Bihp ptransfers and its determination to
accordance with | aw. This in itself is a deterre

Figur 22

Export by the Cheng Hong 28 of prohibited tanker rai/l

~ > -

e N Tamer s China-flagged Coastal Barge CHENG HONG 28 (MMSI: 413180911) Delivered North Korea- |

ISA3 20N 125:24:25E Origin Coalto Yangjiaogou, China NORTH
JUNE - JULY 2020

Sour ckKMember St ate.

I'1T1icit vessel acquisitions in 2019 and 2020
70.The Panel SuepRir(tdedn gtXi eng 22 /(RWMOZMNou 8605727) ,

Tae P(bOb)MONNO. 9 (Bla&v 5Jlil)rM@nNo . 8810578) as cargo \
flagged by the Democratic Peoplebds®™®MRepublic of
Me mber State assessed t hat t he Democratic Peoj
additionally ac g®%iailrtehdo usgehv etrhaeles v ehsasvdeli snrog d bt o be

of ficialfupderaggedf|l eet. Exa+plaeEndicknrcdruidseed t he t |

5Se®/ 202@ah852020/ 840
0t her likely illicitly acquired vessels continue to be i
"Recorded with | MO.

21-01647 35/41¢
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(1 MO No. 9153331)-fl &bvg extho rZtheolO V6NC€hi 8@ 02763) and
the previousl y-fit apRge tHéodnMOn Noow® 162318) .

71.The Panel 6s investigations indicate that the &
owners were |®wvwsetreed ailns oChliansat, recorded on commer
dat abases near Chinese ports before automatic i
werepgprd. The vessels next appeared either in tfF
of KoEnetaer(pri se, , TMiengPgdohBagu Rd ) Bomgin Ningbo
Zhoushan waters in the vicinity of ot her Democr
v es skRil sHam&a mn J& Al | these vessels conducted seve
originating in the Democratic Peoplebds Republic
satellite imagery and/or automatic identificatio
72.According to a Mienngb eZvheoSut atceggui trleed by a joint v
bet ween China and the Democratic Peoplebs Republ
transfer the vessel to EFheXil@ygM@2Nac.oudadrsy721) ke t
t hMing Zhvaaws & eported as having been sold by a Chin
in May®ChOin%. replied: #Aln May and June 2019, the
and nationalitwWinoegr ZéhfoauBudot &j @ pwaRe 6cancell ed,
respeciinvceel yt. hen, there has been no record of th

Chinese ports. o The PaneMimonEZhbue®dghoitismvestioc
suspected joint ventur Entoevingemdsshda pd atDest aoh st loea t
RiHonagr e coint aameelx 38 (a) and (b).

Supply chain networks

73.The Panel continues i ts investigations into
facilitating the export of coal originating 1in
Kor ea. Document ati om howteadi nlerd 40y ttloensParfelant hr a
was | oaded Gdmbhoa rTdiMOheNo . %G 4 INmkShodka, Russian
Federati on, on 12 August 2017 and delivered to C
2017. K. W. B Re®whircksi £iimadcerdporated in the Brit
and whose direobéasedwiasdiavivdoabi Wang Jianbo, was
initial transportation of the coal -from Nampo t
fl aghpiean (IFMO No. 8366 &d0)a,s t he subsequent del i
Changxingdao (see figurl o2r3y) . hatldtizihdoauc r @ ppé d edo t h a't
customs in Dalian that the origin of the coal wa
evidence that the <coal raad i or iPgiopd teédds fRre@ma bt h e
Korea. The Russian Federation has yet to reply.
8Si err af ILegpqed t he vesrseegli sitne rAegpd itlh ea nvde sdsee | on 17 Novembe
foll owing the expiration of the provisional certificate
®Mainland Chinabasdnkesagaddngsses were |isted.
®“http://nbmc.com.cn/download.jsp?id=832

“"Panama provided information c¢ oQlsoirsyt efndtiazvhidtuhe t he voyage |
Panel identi fied.

?ln Chinndse: EY .

“Palau provided Jind f mFowwt iboro kem tulpd , with an automatic id
system gap consistent with the identified investigative

36/419 21-01647
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Figure 23
Documents showihng memea tofarmoal or i
Peopl ebébs Republic of Korea at N a k

COMMERCIAL INVOICE

[NAME OF COMMOEITY: ANTHRAZIT COM.

foacna: wesuns quaan,

Sour ckKember State.

74 .0t her Chinese entities, XinXin Green Wor k Res:¢

and Tai zhou Yi feng Transportation Co. Ltd., we
procurement of coal originating in the Democrat.
on informatWMembdér ot at e. Details are contained i
Omi ssion in petroleum transfer notificati on

red of t he Russi an Feder ati on

75.The Panel enqui
from the notificationsf to t he Com

617. 742 tons
petroleum products to the Democratic Peoplebds Re
2019, based on a record ™ f transfers the Panel 0

Recommendati ons
To the Committee

76.The Panel recommends the desi gincaltaitoiononof t he f
of paragraph 5 of Sedmi7t f 20dunci | resol uti on

TAn PliInMO No. 7903366), fommgereldy Sierra Leone
THeng RoM® No. 79136698&)g,gewdnknown

TRi ch UYniMOe dNo . 9129 Z13A)g,geudn k nown

TRun (DaMO No. 8511172) flfooggreed |l y Mongol i a

74

The data made available to the Panel contained records ol
tons of petroleum during 2018 and 2019 by 10 companies o0
cent of the amount of petroleum transferred to the Democ!
2018 and 2019 ¢6B62whiHi0@h 1t b e tfGfaisoialtleyel hveatd? dai & Id

confirmed that the two data sets clearly matched most of

Korea Ungum (Yngum) Corporation, a front company of the
according to a Membpeat rSdlagrem pwacsduconpsordurmnigng this period.
other activiities of Ungum

37/41¢
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77.The Panel recommends the designation of the f
of paragraph 53 27F (r26&6tod)unteéiother ates its recommen
designation of the vessel for 23789 a(t201In7 )of par a

TXing Mhgg8%8%8 (I MO No. 8f 41 1a0g8gde7d) unknown

78.The Panel continues to recommend the foll owir
further violation of 28887adqr&dfir)5 of resoluti on

iDi amoodM®& .N 9132612), forfmeadgyedi erra Leone
'Ho k o(nlgMO No . 9006 A4 8&)g,gewdn k n own

'New KOInNMO No. 903638 7a)g,gewnknown

 SubDb(lliMO No. 812668 2a)g,geuwdn known

'Uni claMO No. 85143%0d6e)g,geuwdnk nown

'Yun Hdmpard8 tbimeemeervice identi-ftlyadNwed 41345938

79.The Panel recommends the designation of the f
of paragraph 2B76f (R&4dNhuti on

TEnt er(plrM@ eNo . 915333 1f)l,adgigperdner |y Togo
T Ri Hoalga Kl(d uvsCe M)o . 9162318)Leommer héralgygedi err a

iTTae P(h) MoOndlo. 9018751) , Democratic Peopl eds
fl agged

To Member States, on best practices with regard
Democratic Peopleds Republic of Kor ea

On due diligence measures related to the evasion
80.The Panel recommends that Member- States <cont
wi deewar eness of t he chall enges posed, i ncludin
evasion by culpable individual s, and relevant s

can be di sseminated-windet haed vfiosrom iocefs iamddu sctirryc ul ar

On due di |l i greenlcaet enele-@tbou psehsirpansf er s

81.The Panel recommends t hatte hpiap tti rean sefnegrasg eaf i n
refined petroleum in areas where such il licit
authorize the ship captain or anl atscsitghheed cr ew
relevant flag registry providing notification o
and | MO and maritime mobile service identity nu
the materi al and volume of the transfer, t he da
of ethransfer and the | ocation of the transfer.
82.The Panel recommends that relevant counterpar
chain consider i mplementing contordoorlisgitnhat all ow
checks for shipsg ethhgot tgamdaubceti ssuHiap |l 'y in areas
il licit transfers are known to occur. Such st ej
compl et e, accurate shipping documentati on, i ncl |
the origin and destinati on eosf, cwahregroe aanpdp |ciocpaibelse .c
83.The Panel recommends that Me mber States exer
and prevent t he il icit operation of vessel s
Republic of Korea fishing permits, whi ch may us
their activities and identities.

38/419 21-01647
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Trade statistics of the Democratic Peoplebds Rep

84 Recorded foreign trade of t he D@mocratic Pe
pl ummeted in 2020 due to the bordeffi9cl osure mea:
During the first nine months of 2020, the count:
9.2 pert heeatopamaflt s in 2019 (see tabl e)
Tabl e
Recorded t reandoec roaft itchePeDopl ebs Republic of Korea,
(Jantwweaermpyt ember)
(Thousands of United States doll ars)
201 2020 i6éa

Export 447 41
I mport 2 T72E¢ 310

Trade bal ance (2 35. (269
Sourlcnet ernati onal Trade Centre Trade Map (accessed 15 De
85.The Panel continued to analyse trade data of t
Korea from published trade statistics to invest
relevasnol FBoodsr cl osure measures not withstandir
many instances of the Democratic Peopleds Republ
machinery, electrical equipment and “"ron, in viol
86 . Tk Democratic Peopleds Republic of Korea al so
did not appear in internation®lccordnagi 6owala trac
Member State, the Democratic Peoplebs Republic ol
t onfs @oal a

nd possibly other prohibited mineral :
September 2020 (see annexes 34, 35, 36, 38 (a)
prohibited items such as machinery wusing barges
para. ®M®exPBIitréase trades did not appear in trade s

Possible online trade of prohibited goods

87.The Panel investigated activitiDPRRKf a Chines:e
I nf or mati o%Af o0do.i,t sLtadaoant i nuedo nonpeerrcaet i wina toffo r ann e
(www. hce)n. Tbhee company website (see figure 24) ¢
facilitation of trade and investment bet ween Ct
Republic of Kor ea, gonods$ nsluote sasprmalcihb intee d/ el
equi pment and vesselTsheascompeamsy ihtasdeyadts two trhe.s p ol

®“These figures are based on the International Trade Cent
data reported by Member States.

®“See annex 40 for ntilke df WSlyls tleins tc oadfe sHarhmo Panel uses to mo
i mpl ementation of the sectoralShahlafthal annex super sed:¢
S/ 2018/ 171/ Corr. 1

"See annex 41 for the Panel s detailed methodology and fu
and responses from Member States. The Panel notes that n
contained adequate infor mathieonr efcoorr dtehde tPaandeel waos cnoontc | ud e
conducted with the Democratic Peoplebds Republic of Korea
“For the cases mentioned in the present paragraph, t he Pz
Gener al Administration of Custwembsiofeshe Peopleds Republ
®Two experts are of the view that this information can be
8] n Chiges &: BT .

88The website was stild]l active as at 5 January 2021. Pr ohi
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Panel 6s request for information on its <clients,
busi ness deal s such as ratade faodtd i hegesacmeinvti t
Il nvestigations continue.
Figure 24
Website of DOPRKnNn g n€Cloirmati on Co. , Lt d.
i i LB T aw BEAEW: N S0 (B BEOD A2 BENN HANENE wERi
B & O e HBAZER RO EAN
www.hcein.com BETNAN By Ax
P BB RAENER MERE WEaE BN AH
] I RN GESH | BHER | BHES | B0k | H0~2 | GREE | GRLE | SRS | AR | BRES | XPNE | RHET | FERA
BRI BREMS | MBAE | hEE | BEAS | S8HK | G802 | BR%E | BARE | BOAN | SAEE | BEREK | TL8 | K802 | SA6A8
0 XHALHEDEF GEE D PNERBRFHS “EH
- BEERRREHEEHSTE cEHSHORFEANE - BESENFRUSYHA - SHNENESURERSN
NN RRE - S WA R e c AYEAVREI LRSS - SESXUETFRNA S
- WEKE Ay RAR cEEEHNATERERY - NTEIMSPARGRR - BEAFERRAREER
CERLIREERNTES - A EASETRARE 2005 -2018 HENREBEHDE  vu
s LR sMEERARREX”
RART BUGERAEEHNETRAR. TEFARER: PR Y WA ons
0 BEXETRE Orim Os e [mw | weng 2 nsme 3 nBmen
WiEER D EfsFheE
L 14 LR 8T e e 275 K £
THTBRREREAE ERMRm sz Le
9 EHAE AY AN 9 WNEE, G5V 9 WARIL-N RALERER RURMMLABYAT  ~HWEERARAS
9 ERARENARTEED 9 GREMENTEAu P BRATRTHA AR ARRNEHINRESN. ARECHTHANEN
DYRR T &8 aw L] ah nI Xt
BNON. WL AR GHRRET A
po i Sl 22 10 1 J _— —
o Lo & =
HEE | ASH | FX s | ey [wme | FTEMMMISATEZ0 . lviﬂﬂ&ﬁm’ﬁsm
BR | BB | W RK [22a TREwa CHESEARSREZRE
PSRN TT* B * MURES RS LRT
FHMN | RER | ANR BREK R | AFR HE | TR | Rk - RERBTRTY [l
LT R R T WAB | AMLIK | TAR nns  BRUENESHRSH -
e S [ = >
BITR | REBR | HR &RBu |mn’.== | | @ WBERESEE o
BiHAY | anax & | wAnE ENBREHEE ()
i il - BUBERRSNSHLN 0 8 2@
HER | ZES | 28 %ﬁtﬁ“—i&h— $ -
BNS | @il | wIsM 3.9 1E¢!i e RS LY b))
bR T <8y 120 WMHHSR kAR 1]
::}Ez HRRSHE ﬁ:EF:hﬁ?m!ﬁﬁ —— NN SHERE Y (3
> WRBH > BETA & © B8 202 FOHER LU &
RS | RAH | 2ER RiEE | A% | A1 ENERHOR ()
L. *EAe | an RN CBEERMAASNT 425 B 21
SRR AT
ﬁét:%k&t:% X | BN | B4
AV ER Fy
AERRE | AERRN e | FAT | 83 ZRRRNER SRR ERE ()
Sourwwew. hcej nacmont ated by the Panel
| mpl ement ati on of elxpmmrdamr i mports and
88.The Panel sought information from customs aut't
the status of implementation of obligations unde
and 2020. Thi s included the obligations to i ns
Dentor ati c Peopleds Republic of Korea and to sei
prohibited items were found, 2AatGu@ndla)c paragr a
paragraph 2@ 3®f7 r(e200ll7uyt i on

40/419

89 .The Panel found t hat Me mber St ates observec
prohi BiHtoiwens.r , Member States occasionally faced
20ne Member Stateoprowi d@dciaseser matiexport entries mentio
Democratic Peoplebdbs Republic of Korea as the country of

withdrawn, with the goods

returned.
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to determine whether ceorm atirnanstfeenrs twoe raen dp/roorh ifbri ot
Democratic Peoplebs Republic of Kor ea. There wa
cl earance without sufficient grounds, i nvol ving
t he Democratic Peopleds Repubkdc Af Kbeesamwhiici
a Me mber Stat e exposed i naccur ate under standin
maintaining that its imports from the Democrat:i
permi ssible because the items Adidlmogti ctaurn out
material, as included in €é resolution 22700.
Embargoes, des |gnated entities and
overseas workers

Embar goes

Cambodi a

90.The Panel noted thaTheda hMdoldeo:culthmaé maec gv dri | imn Nc
Kor,e®l eased in October 2020, suggests that i nte
Democratic Peopl ebds Republic of Kor ea and nat i

[
di scussed a quotation for weapons and how to com
meetings im iPlmmn2a0ml PenThe documentary suggests th
never realized. I n response to the Panel ds enqui

The documentary aims to attack North Korea é.
signs related to t hée tahremsd otcruandeen ti anr yC avmbdoedoi ad o e
have cl ear basi s and evidence that corrobor
production of this documentary is imaginative
audience to earn money or for ortaherl5plur poses.
and annex 88).

For a case concerning Uganda in relation to the
Ni geri a

91.The Panel continued to i nasvneusgtgilgiantge ptlhoet fboyi la n
nati onal of the Democratic Pieoplabdet RepuBtateof
member of the Europé@rccUmnidomgand Wi germba.r St at
national of the Democratic Peoplebs Republic of

in January 2020. The Member State assumed Mr .

prewisly, a member of Democratic Peoplebs Republi
and of the Reconnai ssance Gener al Bureau (KPe.
suspects Mr. Hong of acting on behalf of Haekumg
to be a paromuafemema ar med forces of the Democrat
Korea to be active in Africa, as wel |l as on bel
Corporation (KPe. 0O06) . Nigeria replied that fthe
has no record oSu Mrn iHosh gd aYytommlbgase and that i nve
reveal ed t hat t he Haekungaan Trading Corporati
operational in Nigeriad (see annex 44).

ssian Federation and Hungary

Accordi Kgmmer axatnitcl e of 8 August 2020, t he Fe
rvice of the Russian Federation successfully |
ui pment by VIadimir Lyubi shi i n August 2016

n .
nis Fedosov and Mrmuggubi sbintnhpl Demedcdrtaodi s Pe

no 1o
o N C

oo
D O

8Se®/ 202@ah84AP020/ 840 LG&F.. 17 4
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Republic of Korea five heading/vertical stabili
vertical, pitch and heading information systems
combat aircraft navigatioargystemsaftal angews o hi
MrLyubishin and his son, who were detained in Hu
St avesAmeni dN@evember 2016, were extradited to th
August 2018. Russian courts ardatfeincedmart hdyiumi s
prison, and Mr. Moskal to three years and six mo
I n response to the Panel dés enquiry, t he Russian

annex 45):

I n September 2016, Mr . P adkn kZveann gu,n ,t hae rNeoprrtehs e n

Korean foreign trade company, il legally purch
Ml & 9 aircraft from citizens of t he Russi a
Vyacheslavovich Lyubishin and Konstantin Vikto
of smuggltionNotrtdem Kor ea with Mr. Lyubishinés a
2017, the I nvestigative Department of the Fe
Russi an Federati on initiated criminal pr oce
MrLyubishin for pl anning ttoo stnhueg gDeemontirlaittiacr y
Peopl eds Republic of Korea é Mr. Lyubishin p
testi mony i ncPhakmeinnatm ngn Mthe organization of
shipment -mdd&®&umisi anhary equi pment abroad.

Hungary also replieg {eethanRarelblb6}.enqu

Somal i a

93.According to the final report o f t he Panel

28eptemberS/ 2020,/ 94D ur 60 mm mortar rounds wer
AlIShabaab on D20Feélr @« dorey d2rection of the United
in Aden Adde I nternational Airport. Based on
t hat the mortars had been produced by mu
r noted oneomaids tcehmatr awittelm i at 66s mm HE type
manufactured in the Democratic Peopl ebs

nues to request further clarifications fr om

wi t hi
noted
f rthe
r und
cont.i

O oc o —

B

o
<
<8}
—

an Republic of Venezuel a

4 The Panel of Experts estla8b74i s(b2e0dt%Pp)nuedant t o
[ estigate possible military and technologic
i of Venezuiet aPaopg!| ebe Remoklriac of Korea.
a report, the President of the National Co
i of Venezuel a signed a series of agr e
I gical cooperatdroant idarRPeqgplae s sReptlml it & eof
teffber r28pod®nse to the Panel ds enquiry, t h
ela replied that:

[ The Bolivarian Republic of Venezuel a] expres
decision of t he dfafniedi atlo iinnvietsitaitgeatdmmn on t h
information from 6a media reportd; namel vy, on
taking into account the fact t hat there is n
Bolivarian Republic of Venezueuball]i canodf t he Den
Korea on military and technological cooperati

The Panel continues to request further <clarifica
Venezuel a but has not yet received a reply.

42/419
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Ye men
95.The Panel continuedoi ttwoi mas®tsi gatnicoemr ni ng Yer
first case concerns a Yemeni cooperation projec
Democratic Peopleds Republic of Korea. The secon
the supply of military ®equoppméat Reptiml t beobDeKorce
For the first case, Yemen replied that
[ T] h-ealsloed ZakaShiaamiYa.h.y.a iAd an affiliate of th
and does not represent the Government of Yemer
actions and attempts to establish military ¢

Peopl ebds Kopeweldl i(DPRK) are a clear violation o
resolutions [ on] DPRK.

For the second case, Yemen replied that:

The Hout hi militia embasall QanDa mdecusovt and t |
represent the Government of et hectReopnusbhlafc of
AlQani s, including the signing efaldedrotocol W
O0Huss®@ilrn 6Alin order to import military equi pme
vi olation of the Security Council resolutions

96 . The eHancontinued its investigations into seve
related to the Democratic Republic of the Congo,

Cash and gold smuggling

97.Concerning the | raniannviondvievmednuta Iisn stuhsep escntuegdg |
of gold and cash by the Demdstchat iUni PedplAe @d Rep
Emirates stated in 2020 that those individuals
Emirates. A Member State statreat itchaReotphleedsati o
Republic of Korea involved in the smuggling ofte
The Panel has been requesting information from |

substantive response (see annex 51).

Textiles and artworKk

98 .The Panel investigated possible violation of
reqguirements of relevant resolutions. Tr avel ag
Mansudae Art Studio and prohibiAretd PtrodliucdGs. Tr a
artwork for exhibitions were reported. The Paek
construction of statues overseas (see annex 52).

Textil es

99 Chugai Travieddvea.ti ked. Korean dress for fore
Pyongyang.t eChh uigtasielsft at o be t he JapSanedse gener al a
the Korean I nternational Travel Company. The Pan
response from Chugai (see annex 53).

Artworks and an artist working overseas

100oung PiondegerfTosed waisits to the Mansudae A
website, it had previously stated that tourists

8| bid., .par a. 113

85/ 202@ah84AP020/ 840 Loasr .18 and annex 30.
8%Japanese name:

88Se®/ 2017/ A&08l1s5.1.148
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and ship them overseas. Young Pioneer Tours rep
upl oaded in 20200 khald bbye emma nfacgveentelnt 6 and t hat it
visits via the Korean | nter n8ltti oanlaslo Trroatveed tChoarnp a
although about 40 visits had been arranged betw
not aware of any amnedrX purchases (see a

10On its website, Koryo Studio is selling artwo
the Democratic Peopleds Republic of Kor ea, al onc
artist To the Panel, Koryo Studi ddsrieglied that
had been painted before 2009. It also stated tha
who is living in PR China (an employee of one o
[ with] absolutely no connection with Mansudae A
faumer details concerning this national of the De
earning income o%erseas (see annex 5

Mansudae Art Studi o artwor ks

102t repor d
ofar ti af fi a

i s at Republic of Korea,
sts
arranged by th
fi

t h in h e
ted with he Mansudae Art Studi
Il nstitute for Uni fication Educat

—_

e t
i t
e

of Uni cation, and %Tthee KaNMetenmaetceNeedomlplies
engesr{see annex 5

103t is reported that artwork of Kim Cheong Hee,
of the Mansudae Art Studi o, was di splayed at a
Assembly of t he RepubHdst eodf bKyo r$epaer itCau |220uld9e,, c o0
Tourism Committee of the National Assembl vy, t he
organi zi ng'amadmnmihtet ekeo rseAsrs 0 E i%Ké imdrst wor k was
reported to have also been displayed in the Repu
ceheted by organizations t hsAs siorcd laud eoch tamed K dree a
One Korea Gl obal Campaign organizing committee.
contained in annex 56.

Statues

10Longo Aconde SARL was invol swaedatiuesepi aj ects to
Provinces of -LoabhabDee naoncdr aHaiuct Republ i c of the Con
to at l east | ate 201VeemBalsye dt odhepg Breenléinf oo mat dens
Congo Aconde SARL to be a ufnr oKnotr ecao aipdaenkyh of ofr t he
Corporation, which exports artwork, including st

(see paras. 133, 147 and 149 and annex 57).

Recommendati ons

105T.he Panel recommends t hat Me mber States shoul
i nspection of car go, including the |l uggage of i
Democratic Peoplebs Republic of Korea, as requir e

of res23 2ult i@l ®pr agr aph 2128 0o f( 2r0els6ol ut i on

106r.he Panel recommends t hat Member States exer.
the transfver kef of the designated entities to co
requirements of relevant resolutions.

44/419
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10 Tm.he Panel recommends designati on of t he K
Corporation and the Paekho Art Studi o.

Drones

108.he Panel i nvaensstfiegrat @tdo d theeeetdde mocr at i c Peopl e
Republic of Kor ea, which were observed during t
Pyongyang o
i

n 10 October 2230®,7 d20Mréyn o3 ati on of
were identified as Mavic 2 Pro type% manufactur e
in 2018 or | ater. The company has yet to respond

Mavic 2 Pro drones observed during the 10 Octob

SourcBRodong Sinmun and YouTube, annotated by the Panel.

Mi suse of embassy properties

Romani a

109r.he Panel requested an updaRemamida aabowi onal [
the | ease of the embassy property of the Democr
I MA Part n®eRosma$iRla. replied that one of the two |
28 &Boseauvua Nordul ui, 1st District, Bucharest, wi
of the Democratic Peoplebdbs Republic of Kor ea, i
although the | ease contract stated that the | eas
entities had been terminated as at 10 November
narn all persons eheasedagnéeemantsuwi th | MA Partner
bet ween 1 January 2018 and 30 June 2020 | MA col
$653, 700 (see annex 58). Romania assured the Par
i nvol vi cmaséi torerbank transfer, had been recorde
Embassy of the Democratic Peoplebs Republic of

peri od.

Bul gari a

110r.he Panel asked Bul garia for information con
Bul gari amry, camgpa Terra Group, was still advertisi
Resi denceo, which appeared to be the former res
Democratic Peopleds Republic of Korea (|l ocated a

guarter 1, nShoftifagt 1la& 8rdgnt al by a company <call ed

®The Harmonized System Sc/o2d0e2 Of/olr51dr one is 85. See
“www. nknews . ok grilgiakell ybsa readiwii et sl i-pt aarr-d/d efnreecrh i. n a
%®The case was previbesPgBéRoeand/gAQ 20U/ H40p Croa.r . 85) .
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advertised as beindg’Bubgaread atqubatedddoessti me
required duestiogati®ormp@vdbB mi cup Nion ffoorl thaotwi o n
has been received.

| mpl ementation of | uxury goods ban

11MDue to restrictions by authoritiées on oversea
the import of | uxury goods (prohi bli7tle8d under par
(2006i))n 2020 was greatly | imited and became spor
virtually stopped.

112Trlhe Panel continued previous investigations o

having also received reports of recent attempt s
Germany or Japan to the country.

Mer c Bkensz

113rrhe Panel cowéeshugdti os of the case of the il]l
Democratic Peopleds RepubBbdenldassKé6ODbBaSeflahwbhokligr c
Guard VR9®wheihcihc,| eass, confirmed by a Member State,
Cars & More SRla té 9pSedlboazgiosntii SRL in Hong Kong a

from Italy to the Netherlands, where two | ocal
l ogi stical handling of the subsequent export fro
SRL cooperated with ItyheofPa2a@!| Oatmadbheri n20206 ared p
correspondence, provided detailed information. T&h

Cars & More SRL previously sold a number of othe
Guar d, S650 Maybach and S&O0pRWllzinam) SKRLLEseeqg
anngek) .

114T'he Panel is concerned that, in the absence of
it is possible that the vehicles mentioned in a
Peoplebds Republic of Korlega,uswlsersda miHerl eader s Isiof
which have appeared recently (see, for exampl e,

0

i

its efforts to contact and obtain information fr

has never received a r espeodn saed.diTthieo nRad n eiln fhoa smad li
d

an documentation from European Cars & More SRL.
Toyot a

115T.he Panel obtained new ¥bedegcasefl Lexushevel
Democratic Peopleds Republ i c tohfe Kkooruena,r yn o tfaobrl y
exampl e, i n Augusdgi t2e0 2i0n sdpuercitnigo nani nonNor t h Hwangh
(see annex 62). The manufacturer informed the I
appeared to-pmeveaedatsekiuse thanx7 0drwivteh laefvter si on
produced by Toyota since July 2017 at its plant i
primarily to the United States, China and Canad:
specify the market in which the depicted Lexus L

46/419

96

97
98

99

Sewww. terr ar eanwlwew.ceev.ecpolna. com/ BG/ So f-Cat/ lr0i0OOB 4117957/ Lor a
(accessed 30 December 2020) .
The case was previousl ySioRWd 8MI0gad 20/ &4 Optalrea .1P.&8BIH 1. ( see

A decision was reportedly taken in April 2020 by the aut
Republic of Korea teos sleinniitali ngpooordtssd ,o fi niicnfoundi ng many f ood
and electronic goods (Jeong Taled Jiomp o riitNs. rKeosr terai catnendo uwnrcteis
end of tDmd |ye a&IrBo Apr il 2020) .
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Al cohol axnudr yo tghoeard sl u

l116According to information available to the Pan
Peopl ebébs Republic of Korea of alcoholic beverage
to CONY Pl ated restrictions.

l117ingapore informedshhpmanebfttwaheawasansized
authorities on 31 January 2020. According to th
was supplied to ASangmyong Generali20Y&a)Ying Corpor
identitthedPadryel as an entity violating the ban c
from POmam®R5 August, a Singaporean court order w;q
nati onal l aw for the shipment to be forfeited toc¢

figure 26).

Fgure 26
Court order by Singapore

To the Officer of Singapore Customs:

Order in Terms

The Seized Goods be dealt with as the Director-General of Singapore Customs thinks
| fit, and in such a case the Director-General may direct that the Seized Goods be
destroyed or otherwise dealt with. ‘

The Seized Goods are:

(a) 1158 cases x 4 boxes x 3 litres of Dry Red Wine;
(b) 50 cases x 12 packets x 1 litre of Orange Juice;
i (c) 25 cases x 12 packets x 1 litre of Summer Pine Juice;
(d) 25 cases x 12 packets x 1 litre of Medly of Fruit Juice;
(e) 49 cases x 12 packets x 1 litre of Mango Juice; and
! (f) 25 cases x 12 packets x 1 litre of Secrets of the Valley Juice.

sl
ISExt

Sourc€®€he Panel .

118.ingapore informed the Panel that SI NSMS Pte L
t he Panel) director Lim Cheng Hwe e had been

i mprisonment pfohibup®¥Wwgbahlgofb62, 082 to the Democ
Peopl eds Republic of Korea between 2013 and 201
fined; and the company had been fined 30,000 Sin
119T.he Panel obtained infor meat iaodimiocsmsidipi olyl e r
export of sporting equi pment , especially wi th

corresponding Harmonized System codes for what i
equi pment 0. The Panel considers that in general
which are not specifically set out in the sanct.i
12d.n this regard, the Panel recalls that the Con
Notice No. 3, i ssued in 2011 andaupdatied von 20 J
t hat iCare should be taken not to restrict the

t he wider popul ation of the Democratic Peopl e6s
negative humanitarian i mpact on the countryo.

Wiseg/ 2012/ @p&1Ra. 79.

WCchad Carroll, ASingaporean company director jailed for s
NKNews 14 December 20020 .n KAN\@aWBI0O DWW/ 6 2d s D mpgapygr ean

di r ejcaidlrasree | Jail m gthood r-kt ohr. e a
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Recommendati on

12ThenkP&d recommends that Member States streaml.i

l' ists to refl ct the I st of prohibited | uxury

objectives D718 eElp/MW ) (@E0L0MHO ) (2207108 ) (andl 6 )

372 0,169voi di g unnecessary broadening of their
restrict the suppsley gofodsr dion arhy owvii Wdielri gogropul @
have a negative humanitarian i mpact.

o]
o]
22T’lhe Panel r erates its recommendation that l
u
r

—- —~+ N

—

siness entities and nationals exporting luxur
ovision to prevent resale to the Democratic Pe

Jrrhe Panel itsi recamenendati on that Member Stat
gani zations encour age shipping and transport
orough Ssystems for checking consignees, bea
asntsi pment

~~0opr TOR

= T DN

Munitions Industry Department (KPe. 028)

124.he Panel continued to investigate the activit
Peopl e Republic of Kalrleeag e dMy THonlge yHyiorkf,or mat
techno gy manager from the country based in Dal
bri i iiomf o em&dnol ogy workers from the Democr at
Kor O are subordinate to the designated Mu
Chi sed on information from a Member State, t
fro alian Rungeucamngo ISacg ¥Wn@loe. cahnldt kife , Me mber St at e

I d was fully aware that it was working wit

r S rom the Democratic Peoplebs Republic of

h the country.a TTheep | Brafelo mh a sh ey ecto ntpoa nrye c e

al
W 0
be

Reconnai ssance Gener al Bureau (KPe. 031)

125T.he Panel continued i ts i nvestigation into
Democratic Peopl ebds Republic of Kor ea cyberthr
Reconnai s s aBnucree aQe n esruaclh as Lazarus and Kimsuky. /
was that the countryébés cyberactors were conductdi
around t%e gl obe.

48/419

103

104

105

106

107

108

126T.he Panel sought further i nformation on <cybe
i ndustlirsy aef based on publicly available inform
assessed this type of attack as the fAmain offen:
in 2020 and estimated that Lazarus operates nAdo:
personnel nta hemaicmtmapia i®gMc cplradb anlgl ytoa t he report,
attackers not only attempted?bawatilall sgalsloywgaddcess
to exfiltrate information that could be used fc
According to the Member State, Mr . Ma and the teams of [
information technology workers luatderJ aniwsarowe2&2@.ht were
Se®/ 202@h8AR020/ 840p&Loar.110.

I'n Chi ne ®e: .
Three Member States expressed similar views in public ol
reported on sS/midd2a@ah&AR0a2c0k/s& 4 Gy Lo a . 117.

Sewww. cl ear s kyoed.emd m/upd oad3o@0DMAPd 0B Dy eefaPa n e |

notes that there have beantmedisa agapoarsts Eam opieminl are feynl
companies.

The United States also analysed the mal ware used by Demo
cyberactors and pointed out that the target information
Setett psgeftusi sa. geaw/proaaxld/zear 210y si s

21-01647
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targeted emplopeensgbhummperseeources officers at
and aerospace companies, usi ngrfialhe eadccowcmtas on
medi a®tshé eattackers sought to increase their cre
conversations mwmd thkra«n snestsagmai la attachments con
o the targets. The cybersecurity firm assesse
ral dozen companies and organizationso and
he preciseagxheht beétndamdge pbhblic. The Par
er infor Matnivoens tfirgoam ilosnrsa ecloont i nue.

August 2020, t he United St ates identi fie
|l eBoyzo, an el ement of the Rlexomenean ssance G
e since 20114, and attributed the 2016 hei st
l i c cyber d®Accucroirtdyi ntgh rteoa tt hael edrotc.cument, the Be
pted to steal nearly $2 billiAdM since at | ¢
scheme and attacks against Society for W
communication (SWIFT) terminals and the serv
st a

j

0
d

o ot
> ~+

.n
a
[
u
e
fu
e

financi al i n itutions. The BeagleBoyz al so

| epat eraccess, including thtbemedtpease of

i shing emails. The Panel notes that its inve:
nanci al institutions and cryspgt2dcd®r aOncy exch
abds8. and annex 21) correspond to the activitie
t es t hat t he suspected ringl eader of a 2016
thdrawals using hacked credenmiddpardrtoon a Sout
e Democratic Peopleds Republic of Korea i mmed:
Japan is contained in annex 66.

acks against the PanelhBnd Committee
r 2020, a Panel exlpespoorfeecde i avse db eai npgh i fsrhd m
ons employee which contained a malic
, the expert i ndependent | yt hirdeungthi f i ed t he
t he wemmas | hawaisngsemrtevi ousl y (&delna.used by
Thall i um) and Konni , another cyberthreat gr ouj
Democratic People®s Republic of Korea.

COFr O*SS5S—~""0T 0 409 2® L
>

109

110

111
112

113

on similar act i

Ot her cybersecurity firms al so rted
bygysbhgmtat ber

r
Korea cyberhhoeghoatw@®8mhtaBee. c
| abs/ omerrs th&joodbf ft ehra togpo etdb & r.u e
The Government made a public statement that it had thwa
https: / /MHAAY/.Fgoorve iidnW Pol i e€Ey/t Riabd etshhiDesfriésetstea ¢ k

tar g€l eif eignsdeu slt2A u @ £20t2 0 .. a s p X
Selettpselrftusi sa. gov2a¢as/ alerts/ aaz20

The Panekbdcohftrone delegate of a member of the Securit
same phishing email that P&hébD2@angePOR0r8461 Cedrih 2020
par a. 120) .

A

Mul tiple cybersecurity firms point to the high degree of
Democratic Peopleds Republic of Korea cyberthreat group:
Member State alsoishatéde iPamed mavthiem weferred to the ac
a threat actor of the Democrat-souPeepl ebdbsrRapubhicsek Kt

htpts:// bl og.talosintel-malgwamr ereacdbasylf e2a0rls/./ hOtsSmlk o n ni

https:/ /bl og.,htltyms:. /c/lourkirt/ 8BZ8.9@a |l ommd-W wmmeat| wwarrkes . com/ uni t 42
att aewhkirmgoiud taeessaqatdt t ps: / / unit42. pal omd kddimeotswor ks. com/ uni t
t i-telsken-avti tdilo g eraclalg e owp@e-WMmal whae piray
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https://unit42.paloaltonetworks.com/unit42-new-konni-malware-attacking-eurasia-southeast-asia
https://unit42.paloaltonetworks.com/unit42-new-konni-malware-attacking-eurasia-southeast-asia
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Fi re 27
A i shing email sent to a Panel expert in Octo

SC forecast for October

P = ‘ Repl ) Reply Al > Forward
° @un.org -(g outlook.com> ’

Dear|
Please find below link for the UNSC forecast for October.

http://un.securitycouncilreport.org/atf/cf/forecast?

United Nations

Sourc€&€he Panel

129.he Panel reiterates its view that cyberattac
such United Nations bodies as the Committee and
monitor t he i mpl ementati on of United Nati ons S

evasion, gcohei gerisnstent and highly disruptive r

Democratic Peopl eodnsatReapaablhsi kg oif n Kk@mme aover seas

130r.he Panel further investigated nationals of th
Korea earning ieveomé MeenbeeasStaPes informed the
of the countryds nationals were stildl empl oyed i
catering and information technology fields, and
wor kers was ermrsttuydeonn tvowsraisst AoMember State state
COVIID® had Afacilitatedod nationals of the Democr
remaining in third countries due to border <cl osl
| aws of sever adr cmatnitarn elss adfl otwhd& Democratic Peo
Korea to earn income under certain circumstances
findings and®™reported cases.

Football pl ayers

131Qatar informed the Panel of ¢bmrttaectmi amdi on o

his departure fromQetver ainplayeasy ha®@21joined

teams of the Democratic Peoplebds Republic of Kor
Japanese teams. One of those players transferrec
in 2019. Replies from iMembremeXSt@&aTes are containe

s/ 2026ah84AD020/ 840p £Lro@ls3.81126
151 pid. , par a. 126.
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Medi cal wor ker s

13Nigeria provided information about a bilateral
we l | as Democratic Peoplebs Republic of Korea wo
facilities, whom it planned to deport (see annex

Construction workers

Democratic Republic of Congo

13Documents obtained by the Panel suggest that
and Congo Aconde SARL workers could be subject
they are earning income overseas (see paras. 104
Senegal

134T.he Pcaoretli nued investigating construction worKk
Construction & ®bmmeroal SWARIanci al records indic

Construction was sending revenue to the Embass
Republic of Korad & o( sSeeilpibr)ax .6 944 3

Restaurant and hot el wor ker s

13%. Member State stated that nationals of t he D
Korea were working in restatfrants and hotels ove

Exit to a third country

1368Georgiead rtepltihe Panel t hat there were no nati
Peopl ebds Repub hteer raifn dkeayr é adasidc d mtatolit di d not ha
i nformati on on t he Panel 6s enquiry regarding t
Republic of Komed heworRluesrss afir dcdederati on t o Ab k
annexiye.

Recommendati on

137T.he Panel recommends that Me mber States cont |
in screening the visa and residency status of n
Republic obr Kere&aoiprevent the circumvention o
contained in the resolutions.

V.Fi nance

138.he Panel assesses, based on informati on pr
information obtainedgobmycetheepPanel ngndtbaent he D
Peopl ebs Republic of Korea <continues to access
through joinbhorwenaocesnt offsheld]l companies, vir
providers (e.g. cryptocurrencies) and overseas
revenue generated from sanctions evasion activi
net wor ks bot h di rewcpgpor tasn dt hien dd o wercttrl yo s weapon s
destruction and ballistic missile programmes. Tl

6se®/ 2020/ ddnna. 144.

The Panel i nkveersst ifgraotne dt hweo rDemocr atic Peopleds Republic o
restaurant in the Magnolias Pattaya Boutiqgque (4/6 M.9 M;:
Amphoe Bangl amung, Chonburi, Thail and) . The reply of The

18S5e®/ 2020/ 151
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and techniques continued to exploit those Memb

financi al oversight, rules and regul ations.
13onsistwan h i ts previous reporting, t he Panel
investigate individuals and companies I|linked to
Korea that, to facilitate sanctions evasion acti.i
i mpor t autxiuorny ogfoolds, il licit | abour and the | aunde
theft of wvirtual asset s, predominant¥ly target an
Mor eover, corporate service providers continue
unwi ttingly, the sanctions evasion activities of
Kor ea.

Overseas banking representatives

140r.he Panel continued oi toy eirswast ibaatkiionmgs r epr ese
review of a Member Stateds February 2020 | egal P
Sé#¥continued to control bank accounts in the Rus
Federation infor med tahd PRreemeslurtehsa tu niidietr hRauss sti aakne n
|l egislation to implement the relevant resolutior
Mr . Han (see annex 72) . Similarly, t he s ame I
representatives of t he ForceiReno pTireaddse RBeapnukb | o fc tohf
Korea continued to -bhperedtecwourtontafotlerChCmiana i n«
it had notified the Panel that it had fAtaken cor
the requirement of the recsoéntabpinee|[ahdijced osled
Democratic Peopleds Republic of Korea financi al
al |l of the relevant representatives in China hayv
continues to dinfvfeesrteemgcagse t hese
l41Separ,ataeclcyor ding to one Member State, the Fore
front company, has facilitated the sale and expo
of the Russian Fé&ddreatsiaome sMemtheer2 0Slt7a.t e conveyeoc
Panel that ,19i,n thAueg uasitl e2gled Bankbés front company,
Corpor*Z2andnthe Bankos affiliated company, t he
Company, contracted for $2 million worth of mu s i
t hreepr es eorft aathievebank®6s campenhgod hfarsonal so acted as
Bankdéds representative in Khabarovsk, Russian Fed

banks and account number s or Ungum and Unha Dae

52/419

l'1'licit revenue geneSahmaomnaAfirbaaking in sub
142ZT.he Panel found significant and ongoing fina
l abour net wor k sSachpaerraant iAnfgr iicrm.sWAB t hough the Pane
investigate these cases, evidence indicates theé
Over seasGrPrumj eocft CompafaeswélKIPea958h ot her entity
Democratic Peoplebs Republic of Kor ea, Korea Pa
facilitated illicit | abour and access to interna
®Two experts are of the view that this information can be
205e8/ 2020/ Adna.SNZTL19 Apadna. 125.

21The Panel does not assess that the exportation of musi c:
sanctions but is investigating the mautetyas a possible
Counci |l 230l (Ridd®) possi bly other Council resolutions
2According the Member State, the Korea Ungum Corporation
Corporation, thpoKatikeanYagdmt CGer Korea Ungum Company.
2Two experts considered that there is no evidence or avai

these two companies are front companies for the Foreign

20n 5 August 2017, thaeté&dctuhéetWMagGsesudael Odessgas Project (

Companies (KPe.OBGYl(¢$ea@anhmexollution

21-0164
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(0]

these compdnicad | gpeargeted devel opment grants
foreign direct investment earmarked for municipa

-

egal

n
3n September 2019, the Panel i n”pfated an inv
tities with suasmpeurcdaed OVverksedo Rrhej eMct Group o
at continued to operate in Senegal. The Panel

front company for the Mansudae Overseas Proj
ntinues to generate reeédasud®RepoblitheoDekKoreat.:
ol ation of paray3adpPh(2@hrodgmraepsio 1288t9970o nr es ol ut i o
Oanyd paragraph o8n7@ @) (@0D0BGésol ut
F
p
a
e

>S5S &~ O

urthermore, t he Panel notes t hat although <
l ementation report to t heS/ChCGnmii A)Yt,2e0180/nl 21 De
ting that its national authorities had taken
rseas Project Architectural Group, which was
refused etnat riyssatmedlayshor s§as or t o renew previous
Democratic Peopl ebds Republic of Korea workers,
empl oyees of the company did in fact continue t
Panel al so highhveghed itmfadr mat ihmamd &ato i ts di spos:

ange

9

S
1
e
t
a
c
v
(
1
i
s
0]

®m< 3K~ NTO

company6s name ch to ACorman Construction Co
of 29 Oc t*5mieral2l0oyl,9.t he Panel assesses that sever
t hat signed contractsg owi tdh d Cesromawii t @o nksntorwilce d g e
relationship between Corman Construction and t
Architectur al Group.

14%D.n 21 December 2017, the Permanent Mi ssion of
of the Committee that afutttheoré dempet ehratv eS d rmekgeal ensee:
against the North Korean company Mansudae Overse

and that #A[t]he Government of Senegal has syster
S hesrttay visas to or renew Opsr eNvoira uhs Kvoirseaasn fwoorr ktehres
Owing to these measures, the compan® cannot cont

14According to documents obtained by the Panel,
as a Senegalese company on 2matlehye 204 7mgrsttrs ann
before Senegal notified the Panel that it had t
Overseas Project Architectural Group. Through an
ecords obtained by the Panel, &So6ngsSewjdent th
nown nationals of the Democratic Peoplebdbs Repub
ontinued to manage sever al construction project
n contracts awarded to both that aodendpany and Co
onstruction projects foran®l@ti Agdjna (Semrelhanexe d 632
natbi amni adi o Lake City (see annex 77) devel opm
otes that Corman Construction has and may cont.i
t Bwen Atl antique -8abdaBaengone Sabelannex 78). The
et to receive a reply from Senegal

<Y >S90 00X

2See HAam &ind Kmym nSge omDespite UN sanctions, North Koreans
Voce of Ameri ca, 24 Sewwvwe.mboean vwsl.9c, o ra/wafirl iadd /ed eastpi t e

s anctnioacki chr evanrske ne g a |

26| n its March 202melf i miadhlIriegplotread drmeomPg@oing investigati on
Overseas Project GroufsUAfRLCampanidexntidi @adnesgaler al indi v
associated wit hS/t2h0e2 Oc/gindplaany 1(43te e

2se®/ AC. 49/ 281B¢é 1.
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https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/AC.49/2018/1
http://www.voanews.com/africa/despite-un-sanctions-north-koreans-work-senegal
http://www.voanews.com/africa/despite-un-sanctions-north-koreans-work-senegal
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/AC.49/2018/1

S/2021/211

W)
@

mocratic Republic of Congo

'—\
N

A.n or around February 2018, Pak Hwa Song

- 0O O
©® O —

cilitattiingn cpmadaijiueadtash ali omanit adht dlag &
ovinsSesne of these projects are suspected
nctions, including violaBicdng.2%0fl6paragrap

o

= n
N oo

Shortly after establishing Congo Aconde S

adquartered in C&ferreen a(dddéd i ommd x i ;d)i.vi d
h Congo Aconde SARL also opened accounts

©cxms TC
o~ ™0 >

posits and 4dBpilkdsivimab’@ it gwal s.

and

t he Democratic Peoplebdbs Republic of Korea (se
mpany fACongo Aconde SARLO in Lubumbashi (see

to b
h 29

ARL,

i ted St-déerpoemidmd tl ed account s at a Lubumbashi

ual s
at t

Yong Gwang and Ri m°AChkolr d{ ssge toanrMfdxmadg) al re
tained by the Panel, bet ween February 2018 an
l onging to RAngpgmndAddmdeasSAci a4 ®%,i8ma@ appr oxi mi

be

de

14According to documents obtained by the Panel,
Lubumbashi awarded Congo Aconde SARL a <contrac
services (see annex 85). On ab&@8nRKkpgiular 2060 86e Mr .
releaselated to the aforementioned contract awa
Aconde SARL at Afriland First Bank (see annex 86
150r.he Panel not es t hiast kMro wnHwaon ghakviel bSeuen i nvol
const rFruecltaitoend projects in Cameroon, which the Pail
The Panel is also investigating similar activiti
Corporation and its afNfigleratesandhiGhagrout Rwanda
Joint ventures and cooperative entities

Korea Narae Trading Corporation

151n its 2020 midterm report, the Panel highl i
Narae Trading Corporation Aaned aintdsr o eCaroe sdeen tBaetniovse,
to establish a joint venture in vidhation of rel
Mol e: Undercoverpoirnn rdyrst hmelbre s affiliated wit

Friendship Association and the Korea Narae

54/419

Tr a

2%Local media reports indicate that Congo Aconde SARL cons
which were unveiled in January QR&OdOri(ber @omegx MABaA9gndé ne
SARL as a fASouth Koreano company, which is incorrect. Se
businessmen busted sanctions in the Democratic Republic
avail abktesat / t hesentarfyf.aoii3gsler aps ot $i/Ao ¢ é ut dodger s: new fi
North Koredmnsgamgtioong he Democratic Republic of Congoo |
2021) , ahatpbabl écdnh. tbesentfypbogdwp 2021/ 01/ Artful Dodger
TheSehdanmwary2021. pdf

21 n response to the Panel 06s enquiry ablbutonere financi al ;
financi al institution described it sredfueer ednicliingggcnce proce
names and passport numbers against United Nations desi gl
explained that Messr s. Pak HwdeSogogated eéwhingi s TBhie wnr a
provided the Panel with documentation that the two men |
accounts would not be used for prohibited activities, i

WAfter the méebeaementdf(oshdred freqtontat e fli2@gdnci al i nstitution
al | accounts associated with Congo Aconde SARL in Septert
representative.

BlAccording to the financi al instiamdgfeer AdMee hatvieom®dt carri
abroad from the companyds accounts and we have not recei
to CONGO ACONDE SARLO.

25e®/ 202@0ah8AD020/ 840p&Lwasr . 151 and annex 57.

21-0164
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vities related to sanctions evasi
it oiletacest(seesanhnekn88rti gheeP
I m and would wel come the cooperati

(7]
(ORI 72 V)

nne Ul aan LLCO

.n December 2020, Mongolia provided the Panel
gati odrd aitretdo teoc tsiawicttiieosnsr evasi on. Accordin
n a resident and citizen of the Russian

(2]

2019 for the purpose of setting up the
hing bankyascoampgoer atTder egimptamat i on docu
w

- < O

a
b

nw  +*Toco< N Qo
O Cc S50

arded to an address in Moscow t hat mat
mo ¢
mp a
mme
ngo
mo ¢
nct
pr o
ee

o]

atic Peopleds Republic of Kor ea. Document ¢
y and the payment fr echeei pMo nfgoorl itahne Cnmeanmbbeerrs t
ce and I ndustryo, according to Mongol i a. B
i an authorities have preliminarily asses:!
atic Peoplebdbs Republic of &wadiandgront com
ons. Further mor e, Mongolian authorities h:
i mately $13,800 in bank accd&€hmwmts | inked t
nnex 89).

rea Surim Trading Corporation

According to a Member Stat e, the Democratic
ntinues to establish joint ventures and cooper

the purpose of evading sanctions. One such
oratioby ibBeaMémbed State to have establishe
a Zhejiang Province Qianwan Ecol ogical Envir
sand and gravel excavation in Sinuiju, al on
e Member Stathg,antghe&Gekheread Kyoporation is act
the facilitation of the joint ventur e. The F
tities involved in related transactions (see p
ceive a reply.

rea Pudhiumg CTompany

4 n its 2020 midterm report, t he Panel describ
nitions Industry Depeonhménueoperapeveateael i eg¥de
ee an¥lex r9els)ponse to the PanelN@asn rneoguweedst for i
at Mr . Ki m, who no | onger has a work per mit e
ened a bank account at a bank based in Viet N
8 January 2018. From 2017 to 2018, there wer

incoming wire from the fAKorea Puhung Tradi ng¢
, 000. The second and third transactions were
d 8 January 2018, respectively, totalling $5, 0
at t heuhionrge aGemer al Trading Corporation had
nomi nat ed in Vietnamese dong and Uni t ed St at
dlem on 10 April 201 7. Vi et Nam stated that th
uly 2020.

I nternatiopahy Tbaohi hgdCom

.hrough the course of an investigation into po
Panel found a joint venture or cooperative e

B pid., para. 115. Viet Nam has replied to the Panel that

and the Munitions Industry Department, or any sanctions

55/41¢
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he MCM Il nwas nati onal T
015 %4Redc orrednsa ilniss ta ctthiev e
n My ong Chol . The Pan

corporate records, t
gi stered in November 2
mpanyoés director as M
formation from Thail an

-0 = ~

i
d.
yberactivities against financi al institutions

i rtual assets and virtual asset service provide

56r.he Panel continued its investigations into ¢
eopl eds Republic of Korea thaassatrgeandiwvanciual
sset service providers. Based on a review of |
nf ormati on provided by Me mber States, t he Pa
yberactors linked to the Democratic Peopl eds

odnu c t operations aga ¥ mantd fviimamail alc uirmsetnictyu te xocnh
ouses in 2020 to generate revenue to support i
allistic missile programmes. According to one M
sskeyt st he Democratic Peopleds Republic of Korea,
s valued at approximately $316.4 million.

T T TSTOoOO0 T T, < 0O
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mi dterm report, the Panel noted the c¢
assets (i . e. crylpnokamrs emn oi easc)q ut I reo ufgiha
cny.anal ysi s of cryptocurrency transaction
es ttdoedbtampget wvwivetrual asset brokers, espec
The Panel -t @lexroc metred dthiwatta mphe drftod s &€ o | | ct

il i ent o i nfor mat-i Boeouni ec | uedxicnhgpangeerser vi C ¢
a growing target for Democratic Peopl eds
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Member Statebds Augu¥®¥tulORBGesofiuetst peoncaeti ag

aken bybasedsiamei Chdumwals to | aunder proce
September 2019 hack, which resulted in t
2.5 mil | i¥®Tnh e sree shpaeccktsi viemhmwol ved the theft
ocurrencies, such as Proton tokens, Pl ay Ge
col tokens. According to one Member State,
rea would fence tba# hedwdteanr bbntacloéms, thavadq!
, at a discounted rate. The brokers then w
stable cryptocurrencies, such as ethereum
ash ofpgph aaign 0
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134

135

136
137

138

ument ati on Poabnteali nseudg gheys ttsh et h a't MCM I nternational i's n

ress |listed in the corporate registry.

Based onsawnr o@emeport, the Panel is investigating all ege
pl 60s Republic of Koroema itno Cthadk .a |Ifni mamspioals ei rt ot itthwet i
ue for information, the national authorities of Chi
i s in Chile Splaumdadrziemdg Unand]f oEc dMoameiyc and Organi
i catedmat hatmvtelse i graitinon i nitiated in connection t

k]-fios matilzledai moemsti gati ond. The Panel continue

h8AD0O20/ 840dCoex . 36 .

g to court records, United States authorities we

addresses to the same I nternet protocol addr es

Repwic of Korea to facilitate the hack of two previous

WWW. j usti ce. gesvt/adi ppae/sprp/l-iac inkt@-@t ypt ocacaetnicyd

hactkwexchanges

According to the same Member State and i-nformation obt ai
based individuals accused of | aunderiongen he Democratic |
cryptocurrency had registered an account at a virtual C |
the country conducted its July 2019 attack.
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a.he Panel i sa imavektagatheg a cryptocurrency
in September 2020. The hack resulted in
currencies stolen from the exchange. F
ctors and eubsbdquéehtieftopteceedksaustdro
the Democratic Peoplebs Republic of Kor
o the hack also appear to be related to
in the thefltl ioofn.a pApcrcooxridmantge [tyo DU rmes f
s

——~»n o ==

ks, the attackers exploited fAdefi o proto
d transactions.
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formation technology freelance platfor ms

M.ccording to one Member PSotpteds t Rep Delmoc raft K
ntinues to generate illicit revenue by expl oi-t
atfor ms. The countryds information technol ogy
d kynooowu st o me r protocol s by mé amdpéluscampbdboying
thods used to access the g

i virtual private networ

According to one companybes Pahetl dal i nve
ry, most accounts | inke to the Democratic
| ocat i®Tmos aivmi@hisca.utiny, thesétaodcounts wi
establishing contact wi t h pbtenti al cust
rmation technology services. The company al
ed to the Democratic Peopl eds Republic o f
nology freelance platforms with | ower Il evel
genaoaeeproced

y

|l obal financi al syst
k services and estahb
a
d

- ® T35 "S5 O0WM®S OO oS
>
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IThrough an ongoing investigation into joint v
information t y | abour network oper:
rmation obtain e Panel, the wuser i n
e number and I n protocédThaddresses, t
al so supplied ese national identi fi ce
are Jlikely fraudulent. Over the course o
preadxiamately $1, 050 (with an average transa
u gat
c hn

e
e

h

r g

i nuing to investi e this networ k, among ot
ng information te ology freelance platform
un
nt

o0 > > —TmOo ™o
- T DO 0O = 35 0 =

ianltleyn tfiaocni | i t ating access by the Democrati
ernati onal payment systems.
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i
commendati ons

ZTrhe Panel notes the reliance by the Democrat.i
corporate service providers to facilitate i/
courages Member States to continue to address
| es and trheagtu Imaatyi oanfsf or d anonymity to sancti on:

~omor T

3r.he Panel recommends t hat Me mber St ates co
l' igence on contractors and subcontractors for
os e -Sanh asruabn Af ri ca t hatl oiamvso | e amurnsi coirpd or ei gr
nvest ment

O T o0 C OSSO o

N e R

¥Se®/ 2026ah8AD020/ 840dCoex . 47 .
“WThe Panel has |inked at |l east two of these usernames an
information technology freelance platfor ms.
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58419

164T.he Panel recommends t hat Me mber States w
information technology companies to promote and
i mpl ementation capacity and capability.

165.he Panel rfvyoemmemdgs Ch o | and I m Song Sun for

by the Committee.
l166T.he Panel recommends Pak Hwa Song and Hwang
by the Committee.
VI Uni ntended i mpact of sanctions

1674d7.n paragr aph 22359 70 f( 2rbebséo)l Suetciworni ty Counci |l reaff
United Nati ons sanctions Aar e not intended to
consequences for t he ceimwiclriaan cp oPpewlpdteibsn Refputbh ¢
Korea or to affect negatively or restrict those
and cooperation, food aid and humanitarian assi
[ Security Council]] resotl uitti oins ot ae@adcalisor wadg el B
responsibility and need to fully provide for the
168nited Nations agenci go,veMamezet aft atrganaradt no
describe the evolving humanietogrlieadrr <Rietpwatl iiaxcn oifn
Korea as dire and rapidly detesliQopatnidmegni cThe com
environment al di saster s, sanctions and the mism
policies have exac®lrebdattead [froioade Isshpiir hepsg@asnid pani c
further | imited the availab¥l ity of medi cal supp
16%Liven these factors, in addition to the scarc
unabl e to make a quantitative assessment of t he
Nat isoaamsc ¥*boams notes that during the reporting pert
unintended effects affecting civilian populati on
17RAccording to two Me mber States, t he unintend
Nations sanctions were as foll ows:

ALi mi t atfiueeds ianports negati vel*priondfulcuteinocned ener
of el e®ciwveiltyt,ransport and agriculture, and
problems | i ke deforestation

AConstraints on agricultural resources, e. g. t
machinery and production of fertIlizers, | ed

WA Member State conveyed to thetePmngeuottehaas tdfe Q@atbdber di
2020 had been reduced to 545 gr ams.

“25ee annex 98 for the statement of the Special Rapporteul
Democratic Peopleds Republic of Korea on the humanitari :

WTwexperts have different views on this.

“YWAccording to réasear ¢ hnmactoentueants/rugp/lwopads/ 2020/ 08/ Refined
ProdBet ahltrdw-RyY 02S0RPDF .)p,dfi mported fuel is predominantly
civilian sect.or (see annex 97)

“WAccording to the Member States: fHAAmid growing scarcity
thermoelectric poweropmdradgtiiommo.suspended their

YWAccording to the Member Stoantseusmi nigU rfaalrIine ntgo eugsue ptrheen tf, u eKlo
farmers are forced back to i mplement l ess effective metl
manual |l abour)o
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AThe health care, sanitation and hygiene sphert
i mport restrictions on medical equipment and i
Asector al sanesitomateausedsawmf at | east 200, 00
a di sappearance of income and a rise in hiddet
AThe repatriation of wor ker s has Il ed to the
socioeconomic conditions. Such wtoirkmer s were m
work in remote mountainous regions, practicall
debt crisis because of the abrupt termination
17ITwo additional Member States reported to the I
that theftreajomotmircy mi smanagement of the Democr at
of Kor ea, including fAwhite elephanto projects a
sanctions, has been the primary driver of agric

inadequate héabehvacesmedheaMember States furthei

AThe Democratic Peoplebds Republi of Korea cont

c
and continuity of the Kim fami/l
t

y regime over
including healthaaddfmedi saktuseétyices
AThe wvast majority of the income that nati ona
Republic of Korea ear n abmnoeadd einst erreptraisreesd thhyat
empl oy t hem, S0 t he regi me i s t he pri mary k
Addi tliyonalny #fAsoci al benefitdo derived from ove
by strict Iiving conditions that are controll
AAgricul tur al and enterprise reforms were publ
Jong Un took power i n s20 lizmneendd art ell lyeda flh ®@ackwaal
nearly five years before the Security Council
sanctions and bans on overseas workers in 201"
AThe Democratic Peopl ebs Republic of Kor ea he
assistance. titng saiodhliyn azacegps t hat the Korea
considers a priority, and it is only accepting
an ideol ogical problem for the regime or dem
di versi on. Mor eover, thheeai dli hastdadl mostmeeer t
needs of the | eadership, ul ti mately reducing
economic reform.
AThe regime has focused all its energy on hast:i
the heart of the capital a@iptpya.re@ohgtr wdttihommt
comprehensive plan for even completing the bu
an artificial political deadl i ne, which was n«
172To assess the i mp9%cpganodenihe oOWubmani tarian o
wi t hin t he oDpelneobcsr aRteipcu bHei ¢ of Korea, the Panel su
in May 2020 and followed up with each organizati
both United Nationgowvegamenatlionsgandzabdtnons t hai
exemptions, yeittohearhediCroananti tt ee or through a Membe
Nations Resident Coordinator in the Democratic |
January 2021, the Pa"Wahnbad9Beta)vedclhlhdesphi sami
the responses.
“The Member Statecamomeepr ohlae méihgroéwhout of i mport restrioc
equi pment and its supplements related to coercive measu.l

due to export restrictionso.
“Response to the Panel 6s enquirg easmppitomnappramdalhas no
processes. (For goggesmeons!|foogamorzati ons, see annex 9
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17
Pa
du
or

ma

17
h a

Pnit etdi oMas agenegioevserameénnalihn organizations i nf
nel that significant reductions in personnel €
e to border c¢closures and intefSaveoahl and do
gani zati dms slhusywenidladoth i mplementation and mo
ny cases, humani tarian aid is no |l onger reachi

KSever al responses highlighted the burden of E
ving to store ictoennsr ole,qusiuwcihngasc!|merdaitcei ne, and
he™B8omdeworgani zations noted secondary effec
y c¢chain and Il ogistics channel s, creating |
ned how its pr ocrueaesmed tsilgmidf itciametsl yh adt oi nnm
MoOnghei zations have also experienced incr
to finding available shippers and freight
m Finally, several respondents noted that
| , tchoutpHe dbaoarider closures and a | ack of i
d severe cash flow problems, which would I
s

p
p
g
g
0
a
e
f and possible fiscal reprogramming for th

Recommendati ons
175T.he Pamrebmmends t hat t he Commi ttee review
no-gover nment al organizations to the Panel s su
deci-mabinng and to better assess humanitarian al
annex 99).
176rrhe Panel not estthlee airmpaongtceanematlsbf ohi m@ t he
banking channel
17mT.he Panel notes the usefulness of biannual br
Nations agencies on the wunintended i mpact of S
the Committee continue this practice.
17.86he Panel recommends that the Security Counci
and processes t hat mi tigate t he potenti al uni
sanctions on the <civilian popul ation of t he De
Korea and on hunamittiarnisan oaibde nocepf i t the country
popul ation and overcome t h1l9 cpaamsckegmien.ces of t he
179hhe Committee should continue to streamline t
for applying for humanitarian exemptions

VI INational I mpl ementation reports
Status of Member States reporting on the i mpl emi
18 QAs at 5 February 2021, 66 Member St at es had

i mpl ement ati on of pax3axgnr aph@BIB7 )Mé mbersobuaies on

pa

ragraph 123®f7 rq@9dl7gMeimbrer St aB8& & 00ln7 )r esol uti on

149AS
ni

150Ch
pr
hu
fr

151Th

no
i a

60/419

0
t wday demdlsiimgn procedure i-In9 r(eseo nisep lteomeCrOtVd tbi on assi st a
rg

of December 2020, only two international Uni ted Nat.i
ne ambassadors remained in Pyongyang.

i na meott:edi The Chinese customs authorities have establi
ocedure and working method, and actively solved probl «
mani tarian goods to the Democratic Peopleds Republic
om NGOs (see annex 93).

e Committee has accelerated the exemption process for
tice No. #mww.awmaiolraghlseecautri tycouncil/sites/ www. un. o
n7 updated )30nov20_2.pdf
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Vi
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90 Member StatZ2e37ln(2E&0) Médmbenr St232k on resolu
(201 115 Member SR22t7rds (RMDEkGés aleuttihoen i ncr ease
overal/l reporting, the Pare@lorrnaotngs Stthaate st e 2y mi
which serveecrmanantnomeenb&ecworfity Council in 20
resol2udt9i7o nrzeOma7s)ns signi ficant.

Recommendati ons

18IT.he Panel recommends that Me mber States subn
confor mity wd2t3h/ 1r g 280V1lGrt)[am@B D) (2017)
Recommendati ons

18ZFo0r a consolidated |list of recommendations, s:¢
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Annex 2: Yongbyon nucl ear ¢ X
(1) Pl umes of steam observe ' ar dmilym d4®8r i c
September, and 22 September 2

Sourckl anet Labs
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Sourckel anet Labs I nc. 22 Sep. 2020, 02:54 UTC

remo:

iy

I —— >
12 December 2019~ = 20:December 208

Sourckl anet Labs | nc. 12 Dec. 2019, 02:47 UTC, and 20
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Annex 3: Uranium mine and processing plant i
Pyonagmsami unm ndi npel adnatmavwgeerde by typhoons in the sumn
satellite imagery suggests its operation was <co
i magery suggests the | eakage of a waste pipeline
heaviyameand acid and are highly toxic, whi ch <cou
(1) Construction and modernization of the buil di

27 November 2020

SourcPkl anet Labs 1| nc. 27 Nov. 2020, 04: 54 UTC and 14 A

21-01647 65/41¢
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(2) Leak of waste pipeld@

Pyongsan
uranium
concentrate
plant

Accumulation of waste

Waste Pipeline

Waste pond

27 Nov 2020

Leak of waste
}

N

14 Nov 2020 30 Oct 2020

20 Sep 2020

Sourckl anet Labs | nc. 27 Nov. 2020, 04:
20 Sep. 2020, ORa r1t9h :UT2C3 Msaoro.g 12e0 1 9 .
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Annex 4 : | mpacts adf t thyep h adaamm ofRi vEur yomg
Yongbyon

5 September 2020
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68419

.9 October.2029

Dam breach
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Annex 5: Suspected uranium enrichment facil i
The Panel is continuing monitoring the facility
in Kangson (figure). Several assessments have bec
compile®exa centrifuge enrichment facility, this wo
chronology of the devel opment of thelADPRKasyseépgoI
was published concerning one poamsiembirliicthynenhaf ath
could be another type of facility related to the
for production and testing of centrifuge compone
Figur e: Suspected uranium enrichment facility in

SourPcleanet Labs | nc. (Skysat Collect, 4 Dec. 2020, 02: ¢

I AEA, 1 September-GCq®®,)/G@BV2020/ 42
238 Ndhrtttilp,s: / / www. 38north.org/ 2020/ 12/ kangson201217/

21-01647 71/41¢
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Annex 6: Statement by Chairman Kim Jong Un c
program

On 11 October DPRKb&6s state media reported fACong!
Nation andcéAasmeldi moJong Und by sever al commi ttee
Af fairs Commi ssi on, Presidium of the Supreme Peo
Peopl ebs Republic of Korea dated on 10i Oméonber 2
to Aébuilding strong military power by strengther
power of the revolutionary force in al/l directio
power, by massivelypabirkehgyheanhgedebeouoanrdchaucl e
and quantity.o

On 9 January 2021, DPRKGs state media reported i
Centr al Commi ttee of the Party presented at Eig
January 2021, Mr . Kim Jong Un stated the Centr a
buil ding a state nuclear forceo, and a plan to d
al so reported that in thereaedo,siMrg. rkkimmrXkesng fUn hst
country] must further strengthen the nucl ear war
power ful military strength. o

72/419 21-01647
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Annex 7: A Member Stateods -poifotr matte msn wne dl ufad
fuel cycle which are not |l i sted as i1 tems to
8(b) and 8(c) of skesoldtappl $t718 (2006)

(DI nsul at ed gastteorbsi p(ollGBrTst)r ansi

Faswitching electrical components are necessa
frequency changer s. Four or mor e | GBhlTassear e c
frequency changers (inverters, converters, mo
(2)gPamwmmabl e | ogic controllers (PLSs)

Modern process control systems incorporate i
rooms. PLCs contain t he programmed software

frequency changers and valves.

(3Root s pampsm rotary vane vacuum pumps

Vacuum equi pment i s required i n many nucl ear
commonly employed as a booster pump for sever
pumps) .

(4)Pressure transducer s, mi cromanometer s
Manwyucl ear fuel cycle processes require precis
pressur e transducers ar e used for centri fu
Mi cromanometers are also used as ancillary 1in

B)Epoxynrasd associated hardener s, mo n e | wel din

Epoxy resins and associated hardeners are us:¢
centrifuge rotors from exposure to corrosive
used to weld aodorcktediogn maeeirsaast

Sour ckKember State and the Panel

21-01647 73/41¢
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Annex 8: Examples of research topics on two |
1. Kim |1 Sung University academic journal Vol
(1) Study on Neutrebn Seentseocrt or wi th Lithium
Pak Su 11 , Ko Myong Son and Kim Song Jin
(abstract)
I'n this paper we manufactured a thermal neutro
6 , constructed a ther mal neutron detector wi t
evaluated its detection effi ci emnfcylL i-@THdeainnshoerr ma |
i's 14%.
Keywor ds: neutron detector, scintillator, radi
( 2) | mprovement of Some Characteristics i n Nuc

Il nstrument
Ri Kum San, Ro Kwang Chol

(abstract)

I'n ordernaeomomaleiad d tzieon of analysis results for
with senkli@dOwmV ywiltOhi n ac Ke&lOgr, atwieo nh arvaen geen adfl ek
the charge ampl iKf6i0edrB.t o0 be regul ated O

Appl yi-lnigneonUSB communi caes oor afldC 1n8i Fc4r505p0r oa n d

measuring d¥lvs A edawnitomwe NIlwe have increased comm
and normalized nucl ear reactor internal vi brat
I n addi tion, by usi ng power f ul diEgM, t aMe shiagvrea |
i mproved reliability andimnealiinzemdeamuwlrti infgu nacntdi ¢
nucl ear reactor internal vi bration.

Keywords: vibration measuring, nucl ear reactor

(3) A Method of Discriminating Seismic Wave and

74/419

Pak Chi Bong, Jong Kyong Su and Kim Yong 1|1

(abstract)
We suggested a method to determinate seismic

on t he proaveme ampefctrequency ratio and the | inear
Keywor ds: seismic wave, explosive wave
SourckKim 1| Sung Uwwiw. erysointgyn awresbasni.teed,u. kp/ uni v/ ko/ res

(accessed 4 January 2021)
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Publication by experts affiliated with Kim |
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rmination of geological strength index of

of Engineering and Scienc

Ity of Mining Engineering, Kin
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g (Faculty of Mi ning Engineering,

—
—
QD
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o

i cal strength index (GSI) system,
s a unique ropekamadstal abesi foc&at imars
n parameters -Bracwnd aomduMehe hai &luir e
SI can be estimated using standard
s c an ttii muist.y Tshwer fGSde vadmue gi ves a
I geotechnical quality of the
GSI quantitatively wusing photog
h , fractal theory and art.i

BLOCD

O »w O
o o M pl
_.G)

M > QL
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erize the jointed rock mas

y
ct
he proposed valuet taaard 3 .h&%.gi

O

or ds: Jointed rock mass, Geol ogi cal stren
nsion, Artificial neur al net wor k ( ANN)

Ki m
[ [ w

Chaek University of Technology website,
ww. kut edu. kp/i d

n( daecxc. epshspe/ dp adg el/ai nnudaer xy? s2i0=2215)h t t

(2)

Papers published in KUT International Conf

1) T

Jon

2) 3

Hwa

3) |1

SourckKim Chaek Univer
http:// www. kut . edu. kp

Tun

Han

he Stability EstimationSofreRgtk ResscSuono
g Tok Yong, Jang Ui Jun

D Numeri cal Model ing for Tunnel i n Anisotr
ng Ryong Hyon1, Ri Yong ||

ntelligent Back Analysis of Geotechnical
nel u¥eé mlgu IGs te yMo d e |

Un Chol , Hong Kun Ui

ity of Technology website
(adeasphp/  payariuadex262 EH 4

21-01647
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Annex 9: ASi ster Universityo |isted on the

m || Sung University website

Z2E LI E %P7

KIM IL SUNG UNIVERSITY Education Research

Education . . .
Sister University

# Home /

Undergraduate Education

Graduate Education

Kim Il Sung University has many sister universities of the world such as Beijing University of China, with which it is conducting

Distance Education academic exchanges.
In-service Training The universities which were in the past and are at present sister universities of Kim Il Sung University are as follows.

International Education

Sister University fna

Guest Lectures Beijing University (chi Yanbian University (ch Nanjing University (China)
Jilin University (China) Haerbin Industrial University (cul Liaoning University (China)
Qingdao University of Science and Technology (China) Renmin University (China)
Fudan University (China) Shanghai University (Chinz) Hunan University of Education (China)
Tianjin University (China) Damascus University (syria) Hanoi State University (Vietnam)
State University of Mongolia (Mongelia) State University of Indonesia (indonesia)

Europe

Moscow State University (Russiz) Far Eastern Federal University (Russia)
Novosibirsk State University (Russia) Sakhalin State University (Russia)
Far Eastern State University of Marine Technology (Russia) Tirana University (Albania)
Humboldt-University Berlin (Germany) Free University of Berlin (Germany)
Sofia University (Bulgaria) National University of Oriental Language and Culture (France)
Belgrade University (the then Yugoslavia) Komenskiy University (the then Czechoslovakia)

Karel University (the then Czechoslovakia)

America
Havana University (Cuba) San Marco University (Peru) Panama University (Panama)
Honduras State Autonomous University (Honduras) Santo Domingo Autonomous University (Dominica)
Africa
Cairo University (Egypt) Somalia National University (somalia) Algiers First University (Algeria)

Sourckim 11 Sung University website, iSister Univers
www. ryongnamsan. edu. kp/univ/ en/ education/sister_univer

76419
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2) Panel 6s enquiry (a |l etter sent to a

u

n

i ver si

21-01647

United Nations @;} Nations Unies

HEADGQGUARTERE ~ SIEGE NEW YORK, KY 10007
TEL.Z +1 212 D&% 1035 » FAK® +1 212 R&3 2013

UNITED NATIONS SECURITY COUNCIL PANEL

F ExF
PUREUANT TOoO RESoLUTION 13 {20

T4

ERTS ESTABLISHED
a9])

REFERENCE

YOUR REFERENCE

Dear Sir/Madam

I am writing to you with regard to ongeing efforts of the Panel of Experts established
pursuant to United Nations Security Council resolution 1874 (2009) to gather, exanuine and
analyze mformation regarding the implementation of the measures imposed on the Democratic
People’s Bepublic of Korea (DPEK) by Security Council resolutions 1718 (2006), 1874 (2009),
2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016) and 2356 (2017), 2371 (2017), 2375 (2017)
and 2397 (2017}, in particular incidents of non-compliance.

The Panel would like to request information on academic exchanges bem-'eeu_
I oiversity and the DPRE s Kim I Sung University. The website of Kim Tl Sung University,
as of 11 December 2020, Lists Tniversity as a sister nmversity with which Kim Il
Sung University had previously conducted academic exchanges or is currently doing so (Annex).

The Panel makes enquiries concerning scientific and technical partnerships with DPEK
scientists in the academic fields covered by the relevant provisions of United Nations Security
Council Resclutions (below). The Panel seeks information to assess whether these partnerships
have involved joint studies which may have contributed. or comtine to contribute, to the
development by the DPRE of technologies related to its WMD programme.

Paragraph 17 of resolution 2270 (2016), which reinforces paragraph 28 of resolotion 1874
(2009} which called for Member State vigilance, states that “all Member States shall prevent
specialized teaching or traming of DPRK nationals within their territories or by their nationals of
disciplines which could contribute to the DPRK s proliferation sensitive muclear activities or the
development of nuelear weapon delivery systems. including teaching or training in advanced
physics, advanced computer simmlation and related comyputer sciences, geospatial navigation
nuclear engineering. aefospace engineering. asronautical engineering and related disciplines™.
Furthermore, paragraph 10 of resolution 2321 (2016) clarifies that for the purposes of
mplementing paragraph 17 of reschution 2270 (2016) specialized teaching and traiming which

77/141¢
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could contnbute to the DPRK's proliferation senstive suclear activities or the development of
suclear weapons delivery systems mcludes, but 15 not houted to, advanced matenals science,
advanced chenucal engmeenng advanced mechamcal enmneenng advanced electncal

engmeenag and advanced industnal engineenng

Moreover, paragraph 11 of resolution 2321 (2016) decades that all Member States shall
suspend scientific and technucal cooperation mvolving persons or groups ofically spoascred by

or representing the DPRK except for medical exchanges unless i specified cases exempted by the
1718 Comauttee or 1 all other cases notified m advance 10 the Comuuttee

Furthermore, the Panel has concerns that of DPRK scholars have access 10 the wmternet,
Ebranes, and exchange with other scholars, they may use thus to collect proliferation sensstive
mformation which could contnbute 1o the DPRK s WMD and ballistic nussile development or the
eshancement of its nulitary operaticnal capabality. The Panel also bas concerns that networks
developed durmng overseas exchange programs may be used to facilstate the transfer of wtangible
technology applicable to the DPRK's WMD program.

In addsticn, paragraph 8 of resolution 2397 (2017) requares all Member States to repatnate
to the DPRK all DPRK nationals eamung mcome m thew junsdiction and all DPRK government
safety oversight attachés withun 24 months from 22 December 2017 and to subnut audterm and
final reports on repatnation. The Panel notes that paragraph 8 of resolution 2397 (2017) covers all
DPRK citizens who are eamung mcome. regardiess of work authonzation, visa category, and how
the payment 13 labelled

In connection with the above, and m its effort to gather relable and venfiable wformation,
the Panel would be grateful for your asssstance 1 providng the followng:

1 Information o the current status of [ = versty s acadenuc exchange

with Kam [l Sung Unsversuty
2. The total sumber of DPRK students who have studied at Umsverssty
unce 2017, as well as the oumber of curvent DPRK students specify theu

degree programs (whether Masters, PhD, post-doctorate researchers etc), fields of
study and subject of thew scientific collaboraticns, if apphcable. Please provide
mformation on any scholarshaps or spoasorshup they have recerved / are recening

3. Coufirmation if any DPRK scholars have been affilisted wits NN
Unsveruty smce 2017 If so, please provide the Panel with the followmng wformation:

3-1) A lsst of the DPRK scholars (name, afibation, area of research, penod of
affiliation) as well as copses of documents showing thew sowce(s) of mcome

whule inchudmg sponsorshups (1f applicable).
3.2) on whether any Snancial such as scholarsbups, for the
mm.opw\\hdwﬁ;\m.d

3.3) Informaticn regarding any non-

[ versty. inchuding the use of facilities and access to databases and IT

resowrces provided Uy

78419
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Paragraph 5 of Secunity Council resolution 2515 (2020) urges all Member States and other
interested parties to cooperate fully with the Panel of Experts. in particular by supplying any
information at their disposal The Panel would welcome any other information that you might
consider relevant to this 1ssue

Given the importance the Panel attaches to this investigation. we would be grateful for any
information to be supplied within four weeks of the date of this letter. As the Panel intends to
report on these matters in its next report to the Secunty Council we would be grateful to receive
a tumely response to ensure that your reply can be taken into consideration. Please reply to the
Panel at

Coordinator of the Panel of I::xpens established
pursuant to Secunity Council Resolution 1874 (2009)

Annex: Website of Kim Il Sung University

Sourc®he Panel

21-01647 7941¢
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Replies from universities recei

Uni versity of Belgrade

ved

by

ad

UNIVERSITY OF BELGRADE

Address: Studentsks trg 1, 11000 Belgrade. Republic of Seraa
Tel:+38111 3207401; Fax: <381-11 2638518 E-mail: officebu drect by o 15

Coordinator of the Pancl of Experts
established pursuant 1o Security Council Resolution 1874 (2009)

Belgrade, January |3, 202

4

| am addressing you with reference 10 the letter sent to the University of Belgrade on
January 04, 2021, on behalf of United Nations Security Council Panel of Expents
(Reference S'ACA92021/PE/OC.12), with a request that the University of Belgrade
provide information on academic exchanges between University of Belgrade and the
DPRK’s Kim 1l Sung University.

As mentioned in the letter, the DPRK's Kim Il Sung University's website lists a
Belgrade University from the then Yugoslavia as a partner university

Please note that the University of Belgrade is a university from the Republic of Serbia
and that since 2017, the year of reference mentioned in the letter, the Rector, as the
University’s only legal representative as defined by the Statute of the University of
Belgrade, has not signed any agreements on cooperation or academic exchange with the
DPRK’s Kim Il Sung University. Consequently, there could not have been any student
or staff exchanges subject to such agreements. Therefore, with respect 0 questions |
through 3 of the Letter, the University of Belgrade has no information or records 1o
provide in this regard.

In addition, please let us stress that the University of Belgrade has not had any type of
cooperation, scientific, rescarch or other with the DPRK's Kim |l Sung University since

2017 until the present date

Please do not hesitate to contact us if the University of Belgrade may be of additional
assistance.

Sincerely Yours,

Rector

8071419

by
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Freie Universita2at Berlin
D P bkl of et
A gy D s el L il i
Free Lintssmibit B, SEL 1V - | it e e Aefea i B
Falrerresriber Diaslls 1- 18, 143585 Befin Koai ser s m e temr S1r. 16-18
14395 Barlis

In re: 5 AC.49/ 202 L/'PE/OC.4

1.

3.

Caordinator af the Panel of Experts established pursuant T“""F“" -

o Security Coundcil Resolutian 1874 | 3039

rln.dhi

United Mations
e fork, HY 10017

Bairb-Techen W E

Bairbeiar I

kLT

Thank you very much for your better from 4 Janwary 2021, PFl=ase find the answers
to your guestions below:

The listing of FLJA as a sister university on the website of the Kim Il Sung
Uniwersity iz misleading, sincz no formal agresment b=twsen both univer-
sities has been signed. So far, only Letters of Intent regarding cooperstion
in the fislds of hurnanities snd social sciences have been exchangad.
From 3 to 24 January 2020, 3 group of 12 students from Kim 1| sung Uni-
wversity sttended a Germian languags course within the framewaork of the
Freis Universitdt Berlin Intzrnational Summer and Wintsr University (Fi)=
Bigl program at FLUS, They wers accompanied by two professors from
their home university (pleass s=e the attached list for details). The visit
wias pregared in close cooperation with the German Foreign Office after
detziled consultation with the Gerrman ambassador to the DPRE, His Ex-
cellency [ 2! costs were borne by institutions from the Re-
|:+.|I:-Iii:-::-f Korea. During the whole tims, the students had no scosss o
FLE s WLAN or Intranet, no electronic devices were provided. Homework
and other assignments were all hand-written.

No DPRE scholars have been affilisted with FLIE since 2017,

wours sincerely,

Ml

ribar it wmw fu-beardisde

Beirfin, 31.1. 2001

21-01647
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nati onal des | angues et <ci vV

sations

inalco

Reference : SAC 49202 1/PEOCH
Panis, 18 January 2021

Dear MadamvDear Sir

In response to your letter regarding collaboration between Inalco and North Korean Kim 11
Sung University, we inform you that our collaboration ended in 2017. Since then, we did not
have any type of acedemic exchange or colloboration concerning rescarch, tochnical
partnership or education matter. We suspect a lack of updating in the Kim Il Sung website and
we will ask them to delete incomect information

We assure the Panel of Experts that we respect the measures imposed on the Democratic
People’s Republic of Korea (DPRK) by the Security Council resolutions and we do not intend
(o resctivate colloborstion will North Kores universities in the future.

Yours Faithfully

82/419

21-0164
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Comenius University in Bratislava

From:
Sent: Thursday, 21 January, 2021 5:04 AM

Subject: Kim Il Sung University

Dear,

| am writing you regarding the letter demanding information about students and scientists from Kim Il Sung
University who were or are at Comenius University in Bratislava. However, Comenius University in Bratislava
has no bilateral agreement with any North Korean University. Neither there exist faculty agreements.

So, the information about bilateral agreement with Comenius University in Bratislava published at the website
of Kim Il Sung University IS FALSE. We do not have any cooperation with them and do not host any of their
students or scholars.

Sincerely Yours,

21-01647 83/41¢
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Uni versSitgnatf

-

-

REPFUBLIC OF ALBANIA
UNIVERSITY OF TIRANA
DIRECTORATE OF INTERNATIONAL RELATIONS AND STUDENTS

No. /00 Prot lrana, ondy 01.2021

!

oordinator of the Panel of Experts established pursuant to Security Council

Resolution 1874 (2009)

Following the request send by the “Panel”, where Kim 1l Sung University has listed University
of Tirana as a sister university and has conducted academic exchanges since 2017, 1 would
kindly infom you that

I-University of Tirana does not have any institutional agreement with Kim 1l Sung University;

2~ University of Tirana has not done any academic exchange with Kim [l Sung University;

3- No student from DPRK has studied at Universaty of Tirana including current penod;

4 No DPRK student scholars has been affilisted with University of Timna since 2017 and
current penod;

Yours Fasthlully

Address: “Mother Teresa™ Square, Rectorate UT, Tirana, Tel: +355 4 2250066/ Fax + 554 2 %8

84/419
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Sofia University St. KI'i ment Ohri dski
COGMMCKM YHUBEPCHTET SOFIA UNIVERSITY
CB. KAMMEHT OXPMACKH" ST KLIMENT OMRIDSKI
PEKTOP RECTOR
Sofia, 27 Jansary 2021

21-01647

SRATAFMA CODMA 1504 VA LIAF OCBOSOM TIA 13
TIA I % YN K0T QALL ~I 2 MaM N
W UNT SOM ARG RBCTOR@GUN T SOF LA M

COORDINATOR OF THE PANEL OF EXPERTS

Subject Yowr reference SACI92021/PEOC 1]

In reference 10 your letier dated from 4° January 2021 and based on the internal
investigation conducted on the issues you ralsed, we would like 1o provide you with the
following clarifications:

1. Information on the current status of Sofia University's academic exchange with

Kim [l Sung University:
During the period considered (since 2017 until now ) Sofia University St. Kliment Ohridski
has not maintained any bilatcral relations with Kim [ Sung University. There is no evidence
in our archives for cither existing cooperation agreements or similar documents, or for any
form of academic exchange betwoen both institutions.

2. The total number of DPRK students who have studied at Sofia University since
2017, as well as the number of current DPRK students.
Information regarding students, citizems of the Democratic People’s Republic of Korea
(DPRK) that have been enrolled in bachelor programmes &t Soffa University St Kliment
Ohridski. Since 2017 until now Sofia University has provided education to 11 students under
consideration in your letter:

BULCARIA 1504 SOFA 1S TRMAR OSVOROINTEL MYD
PRONE I 0 S YO K200 PAX % ) saa i
WWW UNESORARG BRCTORGUNE SOTIA M
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e

COPMMCKM YHUBEPCHTET
LB KAMMEHT OXPMACKM®

PEKTOP

SOFIA UNIVERSITY
ST KLIMENT OHRIDSKI

RECTOR

No  Studest's  Programme Year of Curreat
degree | enrolment status
| Fulltime | European Unionand | chidofa | 20162017 Study
BA Stedent | European Integration diplomat suspended in
| (BA) N February 2017
2 Fulltime | European Unionand |  child of a 20162017 Study
BA Student | European Integration diplomat n
' (BA) October 2017
3  Full time European Union and child of a 20162017 Study
o ' zm-
BA Student ;E-up-m diplomat suspended in
| | (BA) July 2018
s [th | Euwropean Union and child of a 20162017 Study
BA Studert | European Integration diplomat suspended in
pa 2018
6  Full ime European Union and | child of a 201672017 Study
BA Student European Integration diplomat suspended in
(BA) July 2019
7 | Full time European Union and |  Program for 201672017 Compicted
BA Student European Integration | cooperation in program
| (BA) the field of requirements
cducation and in Junc 2020
culture before
between the graduation
Government of
the Republic of
| Bulgaria and
| the
‘ Government of
' 1 the DPRK
8 Fulltime  European Union and child of a 20182019 | Ongoing study
BA Student E-”TBAM diplomat
9  Full ime Ewropean Union and child of a 20192020 | Ongoing study
10 time | Ewopean Unionand | chiofa | 20192020 | Ongoing study |
BA Student ]Em)”du diplomat
11 Full time Psychology Program for | 2017/2018 Study
BA Student cooperation in suspended n

SRAIANMA CODMA 1304 BVA. LIAF OCROROWNM TIA 13
TEA 9% 2907 00 % %30 207 GARLC 199 2 e 0
WWW UNT SOFIASC RICTORGUNT SOFIAMG

BULGARIA 1504 SOFLA 13 TSAR OSVORODITEL MLVD
PRONE 9% 2 %7 3% % Y0 K200 FAX <199 2 8ea s 0
WWW UNT SOFIA BG RECTORGUNT SOTIA M

86/419

21-01647



S/2021/21

PMHCKM YHUBEPCHTET SOFIA UNIVERSITY
KAMMEHT OXPMACKM ST ALIMENT OHRIDSK

the field of October 2019

cducation and
Culture

between the
Government of
the Rt‘publh. of

Bulgana and

the

Government of

the DPRK

All bachelor students listed above have not received funding in the form of scholarships,
grants or other financial aid provided by Sofia University St Kliment Ohridski. Master or
doctoral students, citizens of DPRK. have not been enrolled at Sofia | niversity since 2017
3. Confirmation if any scholars have been affiliated with Sofia | niversity since
2017
We confirm that during the period under review there is no evidence of any scholars, citizens
of the Democratic People’s Republic of Korea, who have been affilisted with Sofia

Universaty

Yours faithfully

21-01647
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Cairo University (Egypt)

[ Transl ation from Arabi c]

3 February 2021

I write in reference to (YdWC.48Y 12012 1d PtEF DCH 1HAgnudr yhadk@
that the relevant Egyptian agencies have reported the

Il . With regard to the cooperation agreement between Ca

1. The agreement i nJ ug ue s2t0iloln was hsaisg meod ibreen | mpl ement
student or research exchange has been carried out wunde
the three | anguages).

2. Article 8 of the agr eemenhtr eset ayteeasr st haantd iatu t-sohmaaltli cbael |
other three years only. The agreement would therefore

[ With regard to faculty members or academi-c researc

rea affil irat &doiwietrtsi €Cygi since 2017:

There are no faculty members or academic res-earchers w

public of Korea currently affiliated with Cairo Univer
Accept , Sriaanceasheofasmyw hi ghest consideration.

Mohamed Edr ee!
Ambassador

Per manent Representative of Eg

21-01647 89/41¢
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(Original)

Permanent Mission of the Arab Republic I[ q Aadl paa dy) ppand dadlall Ladi
Of Egypt to the United Nations m | Saaldl aa) sal

304 East 44 Street / New York, NY 10017
Tel: {212) S03-0300 / Fax: (212) 949-5999

g g Agh 4303
i padl Y YA[N e Ry S/AC.A92021/PE/OC.14 ad) aSilad I 5 LENL

o Loy o] 88 dinal) 4 paal) cilgad) ol Ablal

g il S Aaala g 5 RUA daala oy o glasl i gy Lagh -3l
Aladd o iy alg dagh s e Al g alg Y00 gulg B ad) Ll EN) b Al

(DA iy SN al 8 5a) g gl a0 Jabs gl £l a)
ﬁw;Lﬁaiﬁa&ﬂﬁluﬁjﬂﬁuﬁ:ﬁhdg)qﬁ[i:.‘jLE‘ﬂE:;.AMHMIiEJ_T

OV il e Lglia say U (B

Luss Asgar o Gmapds) Gfaly gl gl il plise] asa g (g Lad sGl
1Y VY ple bl 5 alE) daslay oulials dgmll) 400 Ragall

Al el g8 435902 Yoy (a Cmeantls] Gialy gl ey, Alpgy pline ol s g ¥
VY ale dia B AN dealag Gl agilal) 23 o) Wil cplate

RERUE PRI AREH

CHAN2021/068/BH

| Aasns

daalall syl gal allall puca cugiia
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(annex:

o s e,

v

T ey, s, Sy g, ey T, ey, S, g ey, S

Agreement on Friendship, Exchange and
Cooperation in Fields of
Education and Scientific Research Between
Kim IT Sung University of the Democratic People s Republic of
Korea and
Cairo University of the Arab Republic of Egvpt

HRNAWERRR AN

Kim IT Sung University of the Democratic People s Republic
of Korea and Cairo University of the Arab Republic of Egypt
{herzinafter referred to as both Parties) desirous to develop friendly
relations and promote exchange and cooperation in the fields of
education, scientific research and training of mutual concern
between the two Parties in accordance with the " Agreement on
Cultural cooperation between the Government of the Democratic
People s Republic of Korea and the Government of the Arab
Republic of Egypt" have agreed as follows:;

Article 1 :-

Both Parties, in order to strengthen friendship and cooperation
between the two universities, shall establish friendly relations.

Article 2 :-

Both Parties shall exchange congratulatory letters and organize
various activities according to their given situations on the occasion
of the other s national holidays, and other commemoeative days of
the universities.

Article 3 :-
Both Parties shall exchange achievements and experiences gained in
the fields of education and scientific research.

Article 4 :-

Both Parties shall undertake joint research relative to the
issues of mutual concern and, if necessary, jointly organize
workshops and training course and exchange visits of experts.

P, T, g, S, e e e, e i e § e

P

e e e s 7w e e e e 5 . 7 . e 6 e 3 i e i e i i e 8 8 Y e e e e T i e e T

o Vo T, T W

s P i T Wi e Vi e My ey s P B Wy e e 5 S B

L‘"’-?—-k_—"-=-'4—""--1’-—-"‘1-:"’="".'l:l"_'l:l".l-_k—'-'—.'-'.-—ﬁ'.—.'11—"|'ﬁ\':‘.l;._=1_1e_|f_\-=t= (TP O O S

Engli sh

21-01647
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Article S :-

Both Parties shall encourage the students of Kim II Sung
University to study i Cairo University upon mutual agreement

Article 6:-

Both Parties shall exchange deleg
experiences and joint research, and the sending Party shall be

responsible for round-trip expenses and the receiving Party shall be

responsible for boarding and lodging, local transport and first aid

Article 7 :-

This Agreement may be altered by mutual written consent
of both Parties

Article 8 :-

The Present Agreement shall enter into force for a period of three
years on the day of signature by both Parties. It shall be renewed
for another three years unless written notice is given six months
before the termination by one of the Parties

Done in two copies each in Korean, Arabic and English
languages, all the texts being equally authentic.

President of President of

Cairo University

ations for the Purpose of sharing

Kim Il Sung University

VeV s T Virn Ve Vi W e W V™ - v P P

A R R v —

T T ——

92/419
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The

University of Algiers | (Al geri a)

) Adal) jiagall 4 i) jad) Ay ) ggandl
REPUBLIQUE ALGERIENNE DEMOCRATIQUE ET POPULAIRE

INFORMATION PROVIDED BY THE GOVERNMENT OF ALGERIA ON
ACADEMIC EXCHANGES BETWEEN UNIVERSITY OF ALGIERS AND THE
DPRK’S KIM II SUNG UNIVERSITY

Further to the request of the Panel of Experts established pursuant to the
United Nations Security Council Resolution 1874 (2009) to gather and
analyse information regarding the implementation of the measures imposed
on the Democratic People’s Republic of Korea (DPRK) by the Security Council
resolution 1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270
(2016), 2321 (2016), 2356 (2017, 2356 (2017), 2371 (2017), 2375 (2017)
and 2397 (2017), with regard to academic exchanges between University of
Algiers and the DPRK’s Kim II Sung University, the Government of Algeria
would like to convey the following:

1- The University of “Algiers I” does not conduct any action of cooperation
or exchange with DPRK'’s Kim II Sung University.

2- The information reported on the website of DPRK'’s Kim II University are
unfounded and seems to refer to the minutes (PV) of the meetings held
between the delegations of the two countries, signed in Pyongyang on
August 6, 2014, under which it was envisaged to encourage cooperation
between the two countries through inter-university twinning operations, in
particular between the University of Algiers II and DPRK’s Kim II Sung
University.

3- It is worth mentioning that this proposal remained a simple declaration
of intent and the twining operation was not implemented.

Sourc®he Panel

21-01647
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nnexAld®w | CBM3wastreenveal ed in the military
020 in Pyongyang, televised by KCTYV

In the wake of the Hwasontp ICBM (KN-22)¢, the four new ICBM3presented on their new Transporter
Erector Launcher (TEL) were probably genuine missiles not mockups according to a Member State, though
the new ICBM has never been tested in flight. They are longer and have a larger 8idraetére Hwa

song15, which is 20.5m in length and 2.5m in diameter, and is theoretically capable of flying over 13,000
km (see S/2018/171 para.10). All of the new ICBMs were transported on eleven axle TELs (seefigure 10
1).

According to several Member States, the new | CBMG6s
for accommodating a larger payload or for deploying multiple reentry vehicles (MRV or MI&t¥jough
this remains to be confirmed.

The new ICBM has two liquid fuel propulsion stages. According to a Member State, its mass at takeoff will
be around 105 tons. It is likely to be able to deliver a 1,700 kg payload mass (estim.) at a range-of approx
imately 14,000 kilometers eastward and 10,500 km westward. Following the example of Hd&asting

new missile can reach the whole of Europe and the United States, but with a more threatening payload.

Concerning the 1st stage motorization, four nozateder protection cover are recognizable, against two
mobile nozzles of the Hwasotidp. These four nozzles may indicate the use of two DPRK versions of the
twin-combustion chamber RR50 engine, which would imply the use of two turbo pumps. (see S/2018/171
para.1415)

According to a Member Statebds assessment, the TEL
transporter of this kind) is manufactured in the DPRK, providing greater carrying capacity than the 9 axle

TEL for the Hwasongl5, which was drived from the six WS51206ff-road trucks imported by DPRK

in 2011 as vehicles for transporting timber (see S/2013/337 paré8)52

he" Pyamnted m"descri bes the system consisting of
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the exact number of the entities one spare bpephhi
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not seen in initial stateTmesi pr eoviecagef obhritmegi paramd ext
in case of a probl em, i s common at North Koipéanewmeilitsrtaz yd
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The new super | arge | CBM (so far wunnameédlo6bdy btyh eo bDsPeR K/)e riss.
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Figure 10-1: The new ICBM revealed in the military parade of 10 October 2020 in Pyongyang

-

Source KCTV

21-01647 95/41¢
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Anne x aredw MRBM/SLBM Pukguksong4 was revealed in the military parade of 10
October 2020 in Pyongyang broadcast by KCT\as well as a new SLBMPukguksong5 in the
military parade of the 14 January 2021

The fourPukguksongt werei nt r oduced as fAunder water strategic
new type of SLBM. It is assumed to be a modified type of which the size has been enlarged (diameter
close to 2m) compared to tiRukguksongl andPukguksoneB (diameter between8m and 1.7m) (see
S/2020/151 para.197 annex 58.7; S/2017/742 annex 4).

Due to the shroud dimension, thekguksongl may contain several reentry vehicles such as MIRV though
this remains to be confirmed. According to a Member State, its maximal rargeriated to be between

3,500 and 5,400 km for payloads of 1,300 kg and 650 kg respectively. This is an improvement in
comparison with th@ukguksone3 (max. range close to 2,500km). Moreover, to reduce the weight of the
casing from the firsPukguksongnissiles, composite fibre may have been used in the structure of the outer
coating as the filament patterns are visible on the black cylinder surface shown by KCTV images. (see
figure 121 and S/2019/171 para. 5)

Currently, no operational Nortikorean submarine appears to be able to laundAukguksongt although,

b a

on 23 July 2019, the Democratic Peoplebds Republic

the building of the Sinpo south shipyard poi@lht capable of carrying ballistic missiles (see S/2020/151
para. 196, annex 60)

The four Pukguksong5i n t he 14 January 2021 mil it a@eworlglsar ade

most powerful weapon, submarihea unc h b al |%Thetdesign ahthéBukguksanes seems
longer than théukguksoned. The cone of its shroud seems more elongated. This new SLBM is expected
to have a greater range and warhead carrying capacity thRakbaksoned (See figure 1)

SDPREKrint e-dcé & PKrBd 588 KS
SKCNA: AThe submarine strategic ballistic missile, the wo
demonstrating the might of the strong revolotioharworml dyo

96/419 21-01647
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Figure 11-1: A new MRBM/SLBM Pukguksong4 was revealed in the military parade of 10 Octo
ber 2020 in Pyongyang

Filament-wound patterns are visible
on the black cylinder surface

Source:KCTV (Image), The Panel (Text)

21-01647 97/41¢
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Fi gur-2:
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Pukkuksong-5 (15 Jan 2021)

SourkeGT: VvV
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A n n e x Thie@ types of SRBM missile were exhibited during the military parade ofL.O
October 2020 in Pyongyang broadcast by KCTV

These missiles were identified the $ortrange ballistic missiles K23, KN-24 and KN25 (see
S/2020/151, annex 59) which are solid fuel propelled, that the DPRKtesthed on humerous oeca
sions from 2019. Moreover, with their solid fuel propulsion, a distinctive feature of these relesnss
their use of depressed trajectory and irregular trajectory, which is the result of terminal phase manoeu
vring, according to a Member State. (see S/2020/151, para 194; S/2020/840 para.1l, annex 7).

According to a Member State, all these missiddseventually replace the liquid fuel Scud family ballis

tic missiles such as smalled Rodong, Scud, Musudan types that appeared in past DPRK military parades
but not in this last one on 10 October 2020 (see Parade of April 2017, S/2017/742 Para 8)mbiud

ize the renewal of the DPRK ballistic threat through the ongoing modernization of its BM capability. (see
S/2019/171 annex 84)

Except for the new super large ICBM, all BMs presented in this parade have bédaurtelsed including
fiPukguksone? 0 , AHvaéoagd -OEbwasong017 ( see S/ 2018/ 171 pas
different types of SRBM after May 2019.

The military parade showed that, as previously reported by the Panel, the SRBM could be launched from
wheeled and otaterpillar track TELs.

1 Nine KN-25 Super large multiple rocket launcher wheeled and 4 réUsygistems
Nine KN-25 Super large multiple rocket launcher caterpillar track and 6 rounds systems
Nine KN-25 Super large multiple rocket launcher wheeled and Hsosiystems

Eight SRBM KN-23 wheeled and 2 rounds systems

= = =4 =4

Eight SRBM KN23 caterpillar track and 2 rounds systems
1 Nine SRBM KN24 caterpillar track and 4 rounds systems

According to a Member State, the DPRK appears to be enhancing opertigu@ment efficiency by
diversifying types of TEL and the number of rounds of the slgsge multiple rocket launcher such as 4,
5 (new) and 6 rounds (see figure x¥Bfollowing a trend confirmed in 2019 (see S/2020/151 para.194
and S/2020/840 annex 7)

Six new SRBM sytemsZ missiles mounted on 5 axle wheeled TEL) in the second military parade on 14
January 202have a design close to the KI8 (see above). But the SRBM seems to be longer and possi
bly wider. If it is confirmed, this new SRBM is expectechave a greater range and warhead carrying
capacity than the K3 (See figure xx2)

1%ysing the term '"rounds"’ the Panel describes how many miss
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Figure 12-1: Three types SRBM KN25, KN-23, KN-24 were exhibited during the military parade of
10 October 2020 in Pyongyang, broadcast by KCTV

Source:KCTV (Image), Member States and Panel (Text)
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