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  Note by the President of the Security Council  
 

 

 In paragraph 2 of resolution 2464 (2019), the Security Council requested the 

Panel of Experts established pursuant to resolution 1874 (2009) to provide a final 

report to the Council with its findings and recommendations.  

 Accordingly, the President hereby circulates the report received from the Panel 

of Experts (see annex). 
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Annex 
 

  Letter dated 26 February 2020 from the Panel of Experts 

established pursuant to resolution 1874 (2009) addressed to the 

President of the Security Council  
 

 

 The Panel of Experts established pursuant to Security Council resolution 1874 

(2009) has the honour to transmit herewith, in accordance with paragraph 2 of 

resolution 2464 (2019), the final report on its work.  

 The report was provided to the Security Council Committee established 

pursuant to resolution 1718 (2006) on 7 February 2020 and was considered by the 

Committee on 19 February 2020. 

 The Panel would appreciate it if the present letter and the report were brought 

to the attention of the members of the Security Council and issued as a document of 

the Council.  

 

 

Panel of Experts established pursuant to 

Security Council resolution 1874 (2009) 

  

https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/2464(2019)
https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/RES/1874(2009)
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Enclosure 
 

  Letter dated 7 February 2020 from the Panel of Experts 

established pursuant to resolution 1874 (2009) addressed to the 

Chair of the Security Council Committee established pursuant to 

resolution 1718 (2006) 
 

 

 The Panel of Experts established pursuant to Security Council resolution 1874 

(2009) has the honour to transmit herewith, in accordance with paragraph 2 of 

resolution 2464 (2019), the final report on its work.  

 The Panel would appreciate it if the present letter and the report were brought 

to the attention of the members of the Security Council Committee established 

pursuant to resolution 1718 (2006). 

 

 

Panel of Experts established pursuant to 

Security Council resolution 1874 (2009) 

  

https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/2464(2019)
https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/RES/1874(2009)
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  Report of the Panel of Experts established pursuant to 

resolution 1874 (2009) 
 

 

 

 Summary 

 In 2019, the Democratic Peopleôs Republic of Korea did not halt its illicit nuclear 

and ballistic missile programmes, which it continued to enhance, in violation of 

Security Council resolutions. It continued maintenance and construction of nuclear 

facilities, though it declared no nuclear tests and carried out no intercontinental 

ballistic missile launches. In 2019 it conducted 13 other launch tests, launching at least 

25 missiles, including new types of short-range ballistic missile and a new submarine-

launched ballistic missile. It continued to develop infrastructure and capacity for its 

missile programme. After February 2019, no progress was reported in the diplomatic 

sphere and, citing this, Pyongyang announced at the end of the year that it saw no 

reason to continue its self-declared moratorium on intercontinental ballistic missile 

launches. Despite its extensive indigenous capability, it uses illicit external 

procurement for some components and technology. 

 The Democratic Peopleôs Republic of Korea violates the resolutions through 

illicit imports of petroleum. Illicit imports of refined petroleum products have 

continued through ship-to-ship transfers and through direct deliveries by foreign-

flagged vessels. The Democratic Peopleôs Republic of Korea increased procurement, 

including through a notable increase in the number of these larger foreign-flagged 

tankers directly delivering to the country on multiple occasions. The Democratic 

Peopleôs Republic of Korea and foreign-flagged vessels and their owners continued 

elaborate evasion practices. The Panel of Experts established pursuant to Security 

Council resolution 1874 (2009) received a report from the United States of America 

containing imagery, data and calculations covering the period from 1 January to 

31 October 2019. According to these estimated calculations, the annual cap for 2019, 

as set by the Security Council, of the aggregate amount of 500,000 barrels of refined 

petroleum products was exceeded many times over. The Russian Federation and China 

requested more conclusive evidence to make a judgment. 

 The Democratic Peopleôs Republic of Korea continued to flout Security Council 

resolutions through illicit maritime exports of commodities, notably coal and sand. 

Such sales provide a revenue stream that has historically contributed to the countryôs 

nuclear and ballistic missile programmes. The Panel received imagery and information 

from a Member State showing numerous direct deliveries and ship-to-ship transfers of 

illicit coal and sand from the Democratic Peopleôs Republic of Korea to another 

Member State on self-propelled ocean-going barges (see section II). Vessels of the 

Democratic Peopleôs Republic of Korea also conducted ship-to-ship transfers of coal 

to larger bulk carriers, which then made such deliveries. The Panel observed the 

purchase of a vessel that was meant for scrap but was instead used to export coal from 

the Democratic Peopleôs Republic of Korea. The country also continued to earn 

income from the illicit sale of fishing rights.  

 The Democratic Peopleôs Republic of Korea continued to import luxury goods 

and other sanctioned items, including luxury vehicles, alcohol and robotic machinery. 

The countryôs trading corporations, often subordinate to the designated Munitions 

Industry Department or themselves designated entities, continued to participate in 

trade fairs within the country. These fairs may be used to expand networks for 

procurement and other prohibited trade related to weapons of mass destruction. 

https://undocs.org/en/S/RES/1874%20(2009)
https://undocs.org/en/S/RES/1874%20(2009)
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 The Democratic Peopleôs Republic of Korea continues to access international 

banking channels in violation of United Nations sanctions, mainly by using third-party 

intermediaries. It continued illegally to acquire virtual currencies and to conduct 

cyberattacks against global banks to evade financial sanctions. Designated entities 

such as the Reconnaissance General Bureau and the Munitions Industry Department 

are actively seeking to obtain fiat currencies and virtual assets by illicit means, the 

former through hacking and the latter by illicitly dispatching information technology 

workers abroad. 

 The Security Council, in successive resolutions, restricted and eventually 

prohibited the issuance of work permits to nationals of the Democratic Peopleôs 

Republic of Korea from 2017, noting that such nationals frequently work overseas for 

the purpose of generating foreign export earnings that the country uses to support its 

prohibited nuclear and ballistic missile programmes. In paragraph 8 of resolution 2397 

(2017), the Council required the repatriation to the Democratic Peopleôs Republic of 

Korea by 22 December 2019 of any nationals of the country who were earning income 

overseas. The Panel is investigating the countryôs nationals suspected of earning 

income overseas, irrespective of visa categories or the nature of the income; these 

nationals include specialists such as sports players, doctors and information 

technology workers, as well as manual labourers. At the time of writing, the Security 

Council Committee established pursuant to resolution 1718 (2006) and the Panel have 

received interim information on repatriation from about 50 Member States. All 

Member States are required to submit final reports on the implementation of paragraph 

8 of resolution 2397 (2017) by 22 March 2020. 

 The sanctions resolutions are not intended to have adverse consequences for the 

civilian population or to affect negatively the operations of humanitarian organizations 

in the Democratic Peopleôs Republic of Korea. United Nations sanctions may be 

assumed to have some unintended negative impact on the civilian population, although 

this is not precisely quantifiable and cannot readily be disaggregated from other 

factors, including domestic factors. Some negative impact was observed, nevertheless, 

including as a result of the continued absence of a banking channel. The Panel noted 

significant progress in reducing the processing time for humanitarian exemption 

requests submitted to the Committee. 

 The Panel recommends a series of designations and practical measures to provide 

the Security Council, the Committee and Member States with additional tools with 

which to address challenges and shortcomings in the implementation of the relevant 

resolutions. 

 

 

 

  

https://undocs.org/en/S/RES/2397%20(2017)
https://undocs.org/en/S/RES/2397%20(2017)
https://undocs.org/en/S/RES/1718%20(2006)
https://undocs.org/en/S/RES/2397%20(2017)
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 I. Introduction 
 

 

1. In paragraph 2 of its resolution 2464 (2019), the Security Council requested the 

Panel of Experts established pursuant to resolution 1874 (2009) to provide the 

Security Council Committee established pursuant to resolution 1718 (2006) with a 

final report with findings and recommendations. The present report covers the period 

from 3 August 2019 to 7 February 2020. 

 

 

 II. Sectoral and maritime sanctions 
 

 

  Tanker deliveries to the Democratic Peopleôs Republic of Korea 
 

  Direct deliveries and ship-to-ship transfers 
 

2. Reports to the Panel by several Member States, combined with the Panelôs own 

investigations, show increased imports as well as exports by the Democratic Peopleôs 

Republic of Korea of banned or restricted commodities. The country has continued to 

import refined petroleum through illicit ship-to-ship transfers and through illicit 

direct deliveries in violation of the resolutions. The procurement of refined petroleum 

products by foreign-flagged vessels sailing directly into Nampo, Democratic Peopleôs 

Republic of Korea, to deliver cargo (see S/2019/691) has increased considerably in 

terms of the frequency of deliveries and the number of vessels involved. The Marine 

Import Terminal at Nampo1 is the primary port to which foreign-flagged vessels 

deliver refined petroleum. The Panel continues to observe the evolution of the evasion 

and circumvention techniques used by the Democratic Peopleôs Republic of Korea 

and vessels acting on its behalf. 

3. The Panel received a report on 8 November 2019 from the United States of 

America containing updated data (covering the period from 1 January to 31 October 

2019) on tanker deliveries of refined petroleum products to the Democratic Peopleôs 

Republic of Korea. In some months between June and October 2019, the estimated 

deliveries by foreign-flagged tankers exceeded the deliveries made by tankers of the 

Democratic Peopleôs Republic of Korea (see figure 1 and annex 1). 

 

__________________ 

 1 A Member State has assessed the infrastructure at Nampo port ï which is outfitted with the 

necessary tanker unloading support, has substantial refined petroleum product storage facilities 

and is serviced by rail lines that enable the transit of refined petroleum products to petroleum 

demand centres throughout the Democratic Peopleôs Republic of Korea ï to be focused on 

receiving refined petroleum products. 

https://undocs.org/en/S/RES/2464%20(2019)
https://undocs.org/en/S/RES/1874%20(2009)
https://undocs.org/en/S/RES/1718%20(2006)
https://undocs.org/en/S/2019/691
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  Figure 1  

Proportion of Democratic Peopleôs Republic of Korea-flagged vs. 

foreign-flagged tanker deliveries in 2019 
 

 

Source: Member State, the Panel. 
 

 

4. The report of 8 November 2019 contains updates on the previous United States 

report on tanker deliveries of refined petroleum products to the Democratic Peopleôs 

Republic of Korea, a report that was dated 11 June 2019 and covered the period from 

1 January to 23 April 2019.2 The report of 8 November 2019 was compiled on the 

same basis as the 11 June 2019 report. According to the United States, as at 31 October 

2019, under the one-third laden scenario, these deliveries would have amounted to 

almost three times the total cap of 500,0003 barrels set in paragraph 5 of resolution 

2397 (2017). Under the half-laden scenario, the deliveries would have amounted to 

more than four times the cap and, under the fully laden scenario, they would have 

amounted to almost eight times the cap.4 

__________________ 

 2 See S/2019/691, paras. 2 to 4, footnotes 1 to 3, and annexes 1 and 2. 

 3 In paragraph 5 of resolution 2397 (2017), the Security Council does not specify what ratio should 

be used for the conversion rate for tons and barrels. Using the ton-to-barrel ratio indicated in 

paragraph 4 of the resolution in respect of crude oil (i.e. 7.61904762 barrels per ton), the Panel 

calculates that the total of the accumulated amounts submitted to the Committee by China and the 

Russian Federation would equal 408,575.756 barrels. Depending on the actual specific gravity of 

these refined petroleum products, which has not been recorded, the exact number of barrels might 

be higher or lower than that figure. Using this conversion rate gives a lower figure than when 

applying an industry standard ñproduct basketò conversion factor of 8.0 barrels per ton (BP, 

ñApproximate conversion factorsò, in Statistical Review of World Energy 2019). Approximate 

conversion factors for specific refined petroleum products range from 6.4 barrels per ton for 

residual fuel oil to 8.4 barrels per ton for gasoline. A couple of experts did not agree with the 

basis for the above conversion rates and calculations. 

 4 See S/2019/691, para. 3. The Panel recalls that the communication of 11 June 2019, provided by 

the United States and supported by 25 other co-signatories, included a request for the Committee 

to notify Member States that, on the basis of United States calculations, the cap on refined 

petroleum products had been breached, and to halt all subsequent transfers of refined petroleum 

to the Democratic Peopleôs Republic of Korea. The Russian Federation responded that it was 

premature for the Committee to make a conclusive decision on the matter, and China noted that it 

needed more evidence and information to make a judgment on the issue. 

https://undocs.org/en/S/RES/2397%20(2017)
https://undocs.org/en/S/2019/691
https://undocs.org/en/S/RES/2397%20(2017)
https://undocs.org/en/S/2019/691
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5. As of January 2020, pursuant to paragraph 5 of resolution 2397 (2017), the 

Russian Federation had submitted to the Committee an accumulated amount of 

30,886.328 tons of refined petroleum for export to the Democratic Peopleôs Republic 

of Korea up to the end of November 2019. China has submitted an accumulated 

amount of 22,739.24 tons for 2019. 

6. The Panel also received a communication dated 5 December 2019 from the 

Executive Director of the Maritime Administration of Sierra Leone addressed to the 

Chair of the Committee, a communication that included notification of deliveries of 

refined petroleum products by Sierra Leone-flagged vessels to the Democratic 

Peopleôs Republic of Korea5 (see annex 2). 

 

  Recommendations 
 

7. The Panel reiterates its recommendation that the Committee agree upon a 

single conversion rate between tons and barrels for refined petroleum products 

and specify the ton measurement referred to in Security Council resolution 2397 

(2017). 

8. The Panel recommends that the Committee publish the amounts of refined 

petroleum deliveries converted into barrels on receipt of any notification of such 

deliveries. 

9. The Panel reiterates its recommendation that Member States report in a 

timely manner any known transfers of refined petroleum products to the 

Committee, as required by resolution 2397 (2017). 

 

  Foreign-flagged vessels conducting direct deliveries 
 

10. According to a Member State, the addition of larger foreign-flagged tankers 

delivering to the Democratic Peopleôs Republic of Korea has expanded the illicit 

import of refined petroleum products. The Member State calculated that, in the first 

10 months of 2019, foreign-flagged tankers alone had made a total of 64 deliveries, 

amounting to between 560,000 and 1.531 million barrels of refined petroleum 

products6 (see figure 2 and annex 1). 

11. Foreign-flagged tankers have also made repeated port calls to deliver their 

cargo, with one vessel returning up to 15 times over a seven-month period. Such direct 

deliveries are assessed as being more efficient than ship-to-ship transfers conducted 

by tankers of the Democratic Peopleôs Republic of Korea with smaller vessels before 

returning to port. 

12. From its investigations, the Panel notes that some of the vessels conducting 

direct deliveries to the Democratic Peopleôs Republic of Korea changed ownership 

only months prior to such deliveries. In a number of these cases, the companies listed 

as the vesselsô registered owners were dissolved or struck off company registers. As 

a tactic to obfuscate information and make it more difficult to identify the real owner, 

__________________ 

 5 Shipments by the Sen Lin 01, Hokong, Vifine, Tianyou and Unica were included in the notification. 

None of the shipments was notified within 30 days. Additional unnotified shipments to the 

Democratic Peopleôs Republic of Korea were recorded for all these vessels, with the possible 

exception of the Vifine (in whose case the date of a shipment may have been misreported). 

 6 The above-mentioned range of associated delivery volumes is based on the lower (33 per cent 

laden) and upper (90 per cent laden) associated delivery volume scenarios provided by the 

Member State. 

https://undocs.org/en/S/RES/2397%20(2017)
https://undocs.org/en/S/RES/2397%20(2017)
https://undocs.org/en/S/RES/2397%20(2017)
https://undocs.org/en/S/RES/2397%20(2017)
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some of the vessels had not had their information updated in a specialized maritime 

database7 when they began conducting deliveries to the country. 

13. Some of the vessels that conducted direct deliveries have been recorded as 

falsely flagged based on International Maritime Organization (IMO) historical data.8 

Some foreign-flagged vessels, such as the Wan Heng 11 (IMO No. 8791667, currently 

operating as the Kum Jin Gang 3),9 the New Regent (IMO No. 8312497) and the 

Tianyou (IMO No. 8817007), which had previously been involved in ship-to-ship 

transfers with tankers of the Democratic Peopleôs Republic of Korea, have 

transitioned from the status of feeder vessels to that of delivery vessels. Details of the 

similarities shared by suspect vessels in terms of the vessel owners, operators and 

managers and the vessel profiles are provided in annex 3. 

 

  

__________________ 

 7 The company IHS Markit is the originating source for the International Maritime Organization 

(IMO) Ship Identification Number Scheme and is the sole authority with responsibility for 

assigning and validating these numbers. It is also the originating source for the IMO Unique 

Company and Registered Owner Identification Number Scheme, which it manages on behalf of 

IMO. 

 8 These vessels include the Vifine (IMO No. 9045962) and the Subblic (IMO No. 8126082). 

 9 The Wan Heng 11 (IMO No. 8791667), a former Belize-flagged tanker designated on 30 March 

2018 for engaging in a ship-to-ship transfer with the tanker of the Democratic Peopleôs Republic 

of Korea Rye Song Gang 1 (IMO No. 7389704), was reported to have conducted two more ship-

to-ship transfers with tankers of the Democratic Peopleôs Republic of Korea in January 2018. 
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Figure 2 

Examples of direct deliveries at Nampo by foreign-flagged vessels 
 

 

Source: Member State; Map: the Panel. 

Note: see annex 1. 
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 (i) Sen Lin 01 
 

14. The Panel notes that the Sen Lin 01 (IMO No. 8910378), which at the time was 

sailing under the flag of Sierra Leone,10 continued to directly deliver refined 

petroleum at Nampo, where it made a total of at least 15 separate port calls between 

January and July 2019.11 The Sen Lin 01 also appears to be using the facilities of the 

Democratic Peopleôs Republic of Korea (see figure 3 (a)), where it was dry-docked. 

A specialized maritime database showed the vessel with an automatic identification 

system gap of over 10 months, from December 2018 to October 2019.12 On 

13 November 2019, the Sen Lin 01 was recorded as being in the Democratic Peopleôs 

Republic of Korea (see figure 3 (b)).13 

 

Figure 3 (a) 

Sen Lin 01 at Nampo on 20 August 2019 

 
 

Source: Member State; Map: the Panel. 

Figure 3 (b) 

Sen Lin 01 in the Democratic Peopleôs Republic of Korea 

on 13 November 2019 
 

Source: Windward. 
 

 

15. Deepika Shipping and Trading Ltd. (hereafter Deepika Shipping) was listed as 

the registered shipowner, manager and operator14 from April 2018 on a specialized 

maritime database. The company was annulled in November 2019 by the Registrar of 

the Marshall Islands, where it was incorporated. Deepika Shipping had previously 

listed its address as ñcare of Circle Ocean International Shipping Limitedò,15 

incorporated in April 2015.16 The Panel has yet to receive a response from these 

companies. 

 

 (ii) Tianyou 
 

16. The Tianyou (IMO No. 8817007), which at the time was sailing under the flag 

of Sierra Leone,17 made at least four port calls between July and October 2019 at 

__________________ 

 10 The Sen Lin 01 sailed under the flag of Sierra Leone from November 2018 to October 2019 (IHS 

Markit, accessed on 28 November 2019). 

 11 The Panel has previously reported that the Sen Lin 01 had conducted 10 deliveries to Nampo (see 

S/2019/691, para. 10). 

 12 Windward (accessed on 2 December 2019). 

 13 Ibid. 

 14 IHS Markit (accessed on 28 November 2019). 

 15 IHS Markit (accessed on 7 June 2019). 

 16 Companies Registry (Hong Kong), Integrated Information System. Available at (accessed on 

27 November 2019). 

 17 The Tianyou was sailing under the flag of Sierra Leone from March to September 2018 (IHS 

Markit (accessed on 28 November 2019)). 

https://undocs.org/en/S/2019/691
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Nampo and delivered refined petroleum.18 The Tianyou was recorded on a specialized 

maritime database as not having transmitted an automatic identification system signal 

since December 2018, apart from a brief transmission on 11 April 2019.19 Prior to its 

direct deliveries, the vessel conducted ship-to-ship transfers with the Democratic 

Peopleôs Republic of Korea-flagged tanker Ji Song 6 (IMO No. 8898740) on 2 

January 2019 and with another Democratic Peopleôs Republic of Korea-flagged 

tanker, the Chon Ma San (IMO No. 8660313), on 31 March 2019. Tian You Shipping 

Limited20 (hereafter Tian You)21 is listed as the registered owner, with a Singapore-

registered company (hereafter management company-TY) listed on specialized 

maritime databases as its ñcare ofò address and as the vesselôs ship manager, operator 

and technical manager.22 

17. According to management company-TY, the Tianyou was sold on 10 May 2019 

to a Hong Kong-incorporated company (hereafter buyer-TY) (see annex 4).23 The 

vessel began making direct deliveries to Nampo two months after its sale. 

Management company-TY stated that, on the basis that the vessel had switched off 

its automatic identification system in August 2018 and on the basis of other 

complaints, it had ñsent a letter to owner requesting termination of our management 

services, because of Ownerôs uncooperative attitude as well as payment issueò.24 

Management company-TY stated the following: ñWe have discharged ourselves since 

the Ownerôs dishonoured our agreement.ò All communications related to the vessel 

were handled via the ownerôs representative, a Mr. Jiang. The Panel notes that, 

according to the Integrated Information System of the Companies Registry (Hong 

Kong), the seller, Tian You, was dissolved on 22 November 2019, and buyer-TY was 

dissolved on 22 November 2019.25 Management company-TY stated that it ñdid not 

have access to cargo fixture, shipping documents and shipping routesò and that ñthe 

later stage S&P we are not involved and we only got the documents from them after 

we requested a copyò. Tian You has yet to respond to the Panelôs enquiries. 

Investigations continue. 

 

 (iii) Vifine 
 

18. The Vifine, also known as Tealway FV, which at the time was sailing under the 

flag of Sierra Leone (IMO No. 9045962),26 made at least five port calls between May 

and July 2019 at Nampo and delivered refined petroleum.27 A specialized maritime 

database showed the Vifine began (re)transmitting an automatic identification system 

signal in July 2019, following a lengthy period of no transmission from November 

2016.28 Hongxin International Ship Management Co. Limited29 (hereafter Hongxin) 

__________________ 

 18 Member State information. 

 19 Windward (accessed on 28 November 2019). 

 20 In Chinese: . 

 21 Companies Registry (Hong Kong), Integrated Information System. Available at (accessed on 

22 November 2019). 

 22 Accessed on 28 November 2019. 

 23 The Panel sought clarification on the discrepancy between the numerical amount and the amount 

spelled out in parenthesis, ñUSD 200,000 (US one dollar)ò, as recorded in the bill of sale (see 

annex 4). 

 24 The Panel is awaiting the requested documentation on the date of termination of the ship 

management services provided by management company-TY. 

 25 Companies Registry (Hong Kong), Integrated Information System. Available at (accessed on 

31 December 2019). 

 26 The Vifine sailed under the flag of Sierra Leone from November 2018 to October 2019 (IHS 

Markit (accessed on 28 November 2019)). 

 27 Member State information. 

 28 Windward (accessed on 28 November 2019). 

 29 In Chinese: ӡ ῶת ԇᴻ. Incorporated on 18 March 2019 (Companies Registry 
(Hong Kong), Integrated Information System. Available at www.icris.cr.gov.hk). 

http://www.icris.cr.gov.hk/
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is listed on specialized maritime databases as the registered owner as well as the ship 

manager, operator and technical manager from May 2019,30 the same month in which 

the vessel began delivering refined petroleum at Nampo. Hongxin has yet to respond 

to the Panelôs enquiries. 

 

 (iv) Hokong 
 

19. The Hokong (IMO No. 9006758), which at the time was sailing under the flag 

of Sierra Leone,31 made at least six port calls between May and October 2019 at 

Nampo and delivered refined petroleum.32 All Sefety Ocean International Trading Co. 

Limited33 (hereafter All Sefety) is listed on specialized maritime databases as the 

registered owner as well as the ship manager and operator as of February 2019,34 with 

the vessel conducting direct deliveries to Nampo three months later. The company, 

incorporated in April 2018,35 also served as the previous registered owner of the 

Vifine, which directly delivered refined petroleum to Nampo. All Sefety has yet to 

respond to the Panelôs enquiries. 

 

 (v) Unica 
 

20. The Unica (IMO No. 8514306),36 which at the time was sailing under the flag 

of Sierra Leone, made at least five port calls between July and October 2019 at Nampo 

and delivered refined petroleum. 37A registered company in the British Virgin Islands 

(hereafter company-U) is listed on specialized maritime databases as the registered 

owner, ship manager, operator and technical manager.38 The company that holds the 

vesselôs document of compliance, Nuwanni International Ship Management Co. 

Limited39 (hereafter Nuwanni), incorporated in April 2018 and dissolved in July 

2019,40 had the same listed address as All Sefety. The British Virgin Islands authority 

has confirmed company-Uôs incorporation in October 2018 and has provided further 

information on the vesselôs ownership. Investigations continue. 

 

 (vi) Diamond 8 
 

21. The Sierra Leone-flagged Diamond 8 (IMO No. 9132612)41 delivered refined 

petroleum at Nampo on 27 October 201942 a month after it had registered under the 

flag of Sierra Leone and under a new owner. A company domiciled in Indonesia 

(hereafter management company-D8) is listed as the vesselôs ship manager and 

operator as of September 201943 and also serves as the ñcare ofò address of the 

Diamond 8ôs registered owner. Indonesia responded to the Panel that it is currently 

__________________ 

 30 IHS Markit (accessed on 28 November 2019). 

 31 The Hokong sailed under the flag of Sierra Leone from February 2019 to October 2019 IHS 

Markit (accessed on 28 November 2019). 

 32 Member State information. 

 33 In Chinese: ԅḠ╤═ ῏ῶ ԇᴻ. 
 34 IHS Markit (accessed on 28 November 2019). 

 35 Companies Registry (Hong Kong), Integrated Information System. Available at 

www.icris.cr.gov.hk (accessed on 27 November 2019). 

 36 The Unica sailed under the flag of Sierra Leone from October 2018 to October 2019 (IHS Market 

(accessed on 28 November 2019)). 

 37 Member State information. 

 38 IHS Markit (accessed on 28 November 2019). 

 39 In Chinese: ῄ ῶת ԇᴻ. 
 40 Companies Registry (Hong Kong), Integrated Information System. Available at 

www.icris.cr.gov.hk (accessed on 27 November 2019). 

 41 The Diamond 8 has sailed under the flag of Sierra Leone since September 2019 (IHS Markit 

database (accessed on 28 November 2019)). 

 42 Member State information. 

 43 IHS Markit (accessed on 28 November 2019). 

http://www.icris.cr.gov.hk/
http://www.icris.cr.gov.hk/
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conducting an investigation that involves an inter-agency process and that, in order 

to provide the Panel with the necessary information, further confirmation and 

supporting data from relevant agencies are still required. The results of its 

investigation will be conveyed in due course. 

 

 (vii) New Regent 
 

22. The Panel first reported in March 201944 that the New Regent (IMO 

No. 8312497) had conducted a ship-to-ship transfer with a tanker of the Democratic 

Peopleôs Republic of Korea. When the New Regent began directly delivering refined 

petroleum to Nampo,45 it was already de-flagged and faced a global port ban.46 Since 

then, the vessel has continued to deliver its cargo on at least two more occasions 

between May and July 2019.47 

23. According to an affidavit48 by a Mr. Tan, a Singapore-based ship broker for the 

New Regent, the vesselôs previous owner, Mega Glory Holdings Limited, sold and 

delivered the vessel to Fullberg Trading Develop Limited49 (hereafter Fullberg)50 at 

Kaohsiung in April 2018 (see para. 168 and annex 5). According to Mr. Tan, the new 

owner failed to update the vesselôs registration or to respond to further 

communication attempts by Mr. Tan and the previous owners following the vesselôs 

sale, with Mr. Tan reporting that he had subsequently lost all contact information 

related to the buyers after he changed his mobile phone in late 2018.51 Mr. Tan stated 

that he was contacted in his capacity as broker by a Mr. Yu, an interested party who 

was seeking to purchase the vessel and whom Mr. Tan had not known previously. Mr. 

Tan also stated that, to his knowledge, Mega Glory Holdings Limited had had no prior 

relationship with Fullberg. The Panel has requested further clarification and 

documentation from Mr. Tan, and is awaiting a response. Investigations continue. 

 

 (viii) Subblic 
 

24. The former Togo-flagged Subblic (IMO No. 8126082)52 made at least 10 port 

calls between June and October 2019 in the Democratic Peopleôs Republic of Korea 

and delivered refined petroleum.53 The vessel was registered as flag unknown two 

months before it began its direct deliveries.54 The Subblic, registered under a different 

name and sailing under a different flag, last recorded an automatic identification 

system transmission over two years ago, in October 201755. The vessel was recorded 

as falsely flagged under the Maldivian ship registry in December 2017.56 Milyan.R 

__________________ 

 44 S/2019/171, paras. 15 to 17. 

 45 S/2019/69, para. 10. 

 46 The vessel was designated by the Committee on 16 October 2018. 

 47 Member State information. 

 48 The affidavit and the related submitted documentation are held by the Panel. 

 49 In Chinese: Ѩ︣ ῏ὂṝῶ ԇᴻ. 
 50 Registered on the Integrated Information System of the Companies Registry (Hong Kong). 

 51 Mr. Tan stated the following in his affidavit: ñAfter the sale, however, the buyer refused to 

communicate with me about this matter. I replaced my cellphone at the end of 2018 due to 

system malfunction and lost all contacts and records with buyer. I am no longer in 

communication with buyer and I am very disappointed with how Fullberg Trading behaved after 

it received possession of New Regent.ò 

 52 The Subblic sailed under the flag of Togo from October 2018 to April 2019 (IHS Markit 

(accessed on 28 November 2019)). 

 53 The Subblic delivered its refined petroleum to Nampo, except on 24 August 2019, when it 

delivered to Hungnam, Democratic Peopleôs Republic of Korea. 

 54 Windward. 

 55 Ibid. 

 56 The Government of the Maldives confirmed that the vessel, known at the time as the Xin Yuan 

18, had been falsely registered under its flag (Mariyam Shaushath, ñMaldives assures MMSI 

number used by Xin Yuan 18 never registeredò, Public Service Media, 1 March 2018). 

https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2019/69
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Trade International Co. Limited57 (hereafter Milyan), is listed as the registered owner 

of the Subblic and as the vesselôs ship manager and operator since October 2018.58 At 

different stages, two Filipino nationals were listed as the director for Milyan.59 The 

company, incorporated on 26 March 2018 and dissolved on 26 July 2019,60 shared the 

same listed address as All Sefety (the registered owner of the Hokong), and had, as 

its document of compliance company, Nuwanni,61 which provided the same service 

to the Unica. 

25. The Subblic, under its former name, Xin Yuan 18, was reported by a Member 

State as suspected of having conducted a ship-to-ship transfer with the tanker of the 

Democratic Peopleôs Republic of Korea Chon Ma San on 24 February 2018.62 Xin 

Yuan 18 was sold on to Milyan. The Philippines authorities have provided the Panel 

with some information. Investigations continue. 

 

 (ix) Bonvoy 3 
 

26. The Bonvoy 3 (IMO No. 8978784) made at least two port calls between August 

and September 2019 at Nampo and delivered refined petroleum.63 The vessel has been 

recorded as flag unknown since April 2017,64 with its last registered owner, manager 

and operator listed as Bright Clear Global Ltd.-HKG.65 The Panel has received, from 

the authorities of Honduras, as the country of the vesselôs last flag registry, 

information including confirmation that the provisional patent of navigation issued to 

the vessel expired on 1 March 2016 and that the vessel was not authorized to navigate 

under the Honduran flag from that date onwards. Investigations continue. 

 

 (x) Yun Hong 8 
 

27. The Chinese-flagged Yun Hong 8 (maritime mobile service identity 

No. 413459380)66 made at least 10 port calls between February and October 2019 at 

Nampo and delivered refined petroleum.67 During that period, the Yun Hong 8 was 

also observed receiving, from other foreign-flagged vessels, refined petroleum 

assessed by a Member State as likely to be for delivery to the Democratic Peopleôs 

Republic of Korea. The Panel notes that the vessel was advertised for auction in June 

2018 under Ningbo Ship Trading Market Co. Ltd.68 The Panel wrote to the Chinese 

authorities for assistance. China responded to the Panelôs enquiries, stating that the 

serious lack of accuracy of the relevant information caused great difficulty for the 

__________________ 

 57 In Chinese: ◊ ῏ ῶ ԇᴻ. 
 58 Listed as ship manager and operator in IHS Markit (accessed on 28 November 2019). 

 59 Integrated Information System of the Companies Registry (Hong Kong). Available at 

www.icris.cr.gov.hk (accessed on 27 November 2019). 

 60 Ibid. 

 61 Listed as the Subblicôs document of compliance company from October 2018 to September 2019 

(IHS Markit (accessed on 28 November 2019)). The Panel notes that the shared listed address 

belongs to a corporate service registry company. 

 62 Japan, Ministry of Foreign Affairs, ñSuspicion of illegal ship-to-ship transfers of goods by Chon 

Ma San, North Korean-flagged tanker, and Xin Yuan 18, Maldivian-flagged tankerò, 24 February 

2018. 

 63 Member State information. 

 64 The Bonvoy 3 was last flagged under the flag of Honduras in April 2017 (IHS Markit (accessed 

on 28 November 2019)). 

 65 The company is no longer listed in the Integrated Information System of the Companies Registry 

(Hong Kong). 

 66 The Yun Hong 8, registered in several maritime databases (accessed on 13 November 2019) as 

Chinese-flagged, responded to a Mandarin hail and query conducted by a Member State 

recording a ship-to-ship transfer involving the Yun Hong 8 and another vessel on 23 October 

2019 (see para. 31). The Yun Hong 8 stated its home port as Zhongshan, Zhejiang, China. 

 67 Member State information. 

 68 See www.shipbid.net. 

http://www.icris.cr.gov.hk/
http://www.shipbid.net/
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Chinese investigation and made it even harder for China to conduct further 

investigations based on the current information. China hoped that the Panel could 

conduct its work as mandated in Security Council resolutions and faithfully help 

Member States better to implement resolutions. 

 

  Foreign-flagged vessels conducting ship-to-ship transfers to other foreign-

flagged vessels for deliveries to Nampo 
 

28. A Member State has assessed that some foreign-flagged vessels that delivered 

refined petroleum products directly to Nampo have also used ship-to-ship transfers to 

procure refined petroleum products on behalf of the Democratic Peopleôs Republic of 

Korea. The Panel notes that the supplier vessels involved in such ship-to-ship 

transfers may or may not have information on the true intended destination of the 

receiver vessel. The relatively new phenomenon of ship-to-ship transfers between 

foreign-flagged vessels in international waters followed by the delivery of illicit cargo 

directly to Nampo69 is a matter of serious concern. The additional obfuscation 

heightens the need for due diligence regarding the ultimate destination of the supplier 

tankerôs cargo. 

29. A Member State identified the following cases in which receiver vessels directly 

delivered refined petroleum to the Democratic Peopleôs Republic of Korea after 

obtaining cargo by ship-to-ship transfer: 

 

 (i) Yun Hong 8 and supplier vessel A 
 

30. In addition to making direct deliveries to the Democratic Peopleôs Republic of 

Korea (see para. 27), the Yun Hong 8 was photographed by a Member State receiving 

a ship-to-ship transfer from a Republic of Korea-flagged vessel (hereafter supplier 

vessel A) on 31 August 2019 in the East China Sea (see figure 4). The Yun Hong 8 

additionally received refined petroleum on at least three other occasions through ship-

to-ship transfers with supplier vessel A from July to mid-August 2019.70 The Panel 

notes that three of these four ship-to-ship transfers between supplier vessel A and the 

Yun Hong 8 were conducted within days71 of the latter vesselôs recorded port calls at 

Nampo. Supplier vessel Aôs registered owner assisted the Panel and provided all 

requested documentation72 (see annex 6). Investigations continue. 

 

  

__________________ 

 69 All the recorded foreign-flagged tanker deliveries on which information was provided by the 

Member State were made to Nampo, apart from a delivery made at Hungnam on 24 August 2019 

by the former Togo-flagged Subblic. 

 70 The three transfers with the Yun Hong 8 were conducted on 26 and 27 June and 16 August 2019. 

The four transfers to the Yun Hong 8 from supplier vessel A, including that of 31 August 2019, 

were recorded at a total of 4,731 tons of marine gasoil. 

 71 From July to mid-August, the transfers were made between four and eight days before the Yun 

Hong 8ôs port calls at Nampo, and the transfer of 31 August 2019 was made about a month 

before the next Nampo port call. 

 72 The owner submitted documentation and relevant photographs of the following, collected for the 

ownerôs due diligence and precautionary purposes: signed and dated bunker delivery receipts, 

pledge and confirmation of final destination from receiving vessel, confirmation of vessel 

registration, discharging reports for each transaction, confirmation of vesselôs certificate and 

nationality, photographs of flow meters, and copies of records of payment. 
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  Figure 4 

Ship-to-Ship transfer between Yun Hong 8 and supplier vessel A, 

31 August 2019 
 

 

Source: Member State.  
 

 

 (ii) Yun Hong 8 and supplier vessel B 
 

31. The Yun Hong 8 was photographed by a Member State receiving a ship-to-ship 

transfer from an Indian-flagged vessel (hereafter supplier vessel B) on 23 October 

2019 in the East China Sea (see figure 5). At the time, supplier vessel B was time-

chartered to CPC Corporation Limited, an entity with an address registered in Dubai, 

United Arab Emirates.73 In addition, supplier vessel B delivered refined petroleum to 

the Yun Hong 8 on four other occasions between September and mid-November 

201974 (see annex 7 (a)). The ship-to-ship transfers took place within days of the Yun 

Hong 8ôs recorded subsequent port calls at Nampo.75 Supplier vessel Bôs registered 

owner provided documentation and is assisting the Panel.76 The owner initially 

submitted that the transfer of 23 October 2019 had been conducted not with the Yun 

Hong 8 but with the Yun Hong 1877 (see annex 7 (b)). However, the owner 

subsequently clarified the Yun Hong 8ôs identity following a conversation with the 

__________________ 

 73  Supplier vessel B was on a long-term time charter to the CPC Corporation Limited, with a 

charter party agreement dated 5 August 2019. Supplier vessel Bôs owner informed the Panel that 

it would ñnot agree to work with the same Charterer or Persons connected with the Charterer in 

future, CPCC, Ltd.ò 

 74  The five transfers to the Yun Hong 8 were conducted on 28 September and 5 and 23 October 

2019, concluding with two transfers on 11 November 2019. 

 75  Three of the five transfers between supplier vessel B and the Yun Hong 8 were made in 

September and October 2019, while two were made after 31 October 2019, beyond the time 

frame of the information provided to the Panel by the Member State. The three transfers were 

made between two and six days before the Yung Hon 8ôs port calls at Nampo. A total of 

6,297.29 tons of gasoil with a sulphur content of 500 parts per million was recorded as being 

transferred to the Yun Hong 8 from supplier vessel B. 

 76  According to the owner, ñall operation matters have been handled between the Charterers to 

Owners and Owners to Master, with the charterers PICò (as sub-charterers) coordinating locally 

with the master of supplier vessel B. 

 77  The owner stated that the ship-to-ship transfer had been made to the Yun Hong 18 and not to the 

Yun Hong 8 as indicated in an email transaction and a bunker delivery receipt provided by the 

charterer. 
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vesselôs master.78 According to the owner, the sub-charterer provided the discharge 

instructions related to the cargo quantity, with further instructions provided by a 

Mr. Looi, the chartererôs representative on board. The charterer has yet to respond to 

the Panelôs enquiries. Investigations continue.  

 

  Figure 5 

Ship-to-Ship transfer between Yun Hong 8 and supplier vessel B, 

23 October 2019 
 

 

Source: Member State. 
 

 

 (iii) Vifine and New Konk 
 

32. A Member State photographed the Vifine, which at the time was sailing under 

the flag of Sierra Leone, conducting a ship-to-ship transfer with the New Konk79 (IMO 

No. 9036387) in the East China Sea on 19 June 2019 (see figure 6). The Vifine 

delivered refined petroleum on multiple occasions to Nampo (see para. 18). The 

Panelôs investigations show that the Vifineôs registered owner, Hongxin International 

Ship Management Co. Limited, and the New Konkôs registered owner, New Konk 

Ocean International Company Limited,80 share the same listed address.81 The two 

vessels also shared the same registered owner, ship manager and operator, namely, 

All Sefety, before their respective new ownerships in May 2019. New Konk Ocean 

International Co. Ltd. has yet to respond to the Panelôs enquiries.  

 

__________________ 

 78  According to the owner, the master, under pressure from the chartererôs representative on board, 

agreed ñthat she should paint her name as Yun Hong 18, so that he could report to his managers 

that this was not the Yun Hong 8ò, and instructed the vesselôs name to be logged accordingly in 

all documents. Elsewhere, the owners stated the following: ñYou will appreciate that the Master 

provided paint to Yun Hong 8 so that he could act contrary to our instructions relating to the risk 

of damage é and his actions did not relate to any concern on his part about a possible violation 

of sanctions.ò The Yun Hong 8 was reported to have collided with supplier vessel B during a 

transfer, and the vesselôs owners had denied further transfers to ensure safe vessel operation. 

Documentation of the incident was attached. The Panel notes that, at the same time, the master 

had already reported, on 20 October 2019, that a United States monitoring asset had ñalready 

taken 2 rounds of our vesselò. Subsequent warnings that sanctions were in place against the 

Democratic Peopleôs Republic of Korea and that ñany trade with vessels breaking sanctions is 

illegalò were broadcast ñevery few hoursò. Further ship-to-ship transfers were conducted on 

11 November 2019. 

 79  The New Konk sailed under the flag of Sierra Leone from April to October 2019 (IHS Markit 

(accessed on 28 November 2019)). 

 80  In Chinese: . 

 81  IHS Markit (accessed on 28 November 2019). The Panel notes that the listed shared address 

could be that of a company providing corporate registry services. 
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  Figure 6 

Ship-to-Ship transfer between Vifine and New Konk, 19 June 2019 
 

 

Source: Member State. 
 

 

  Ship-to-ship transfers involving tankers of the Democratic Peopleôs Republic 

of Korea 
 

33. According to a Member State, vessels of the Democratic Peopleôs Republic of 

Korea called at ports of the Democratic Peopleôs Republic of Korea at least 157 times 

to deliver refined petroleum products illegally procured via ship-to-ship transfers 

within the first 10 months of 2019 (see annex 1). These transfers violate Security 

Council resolutions and enable the country to evade sanctions on a significant scale. 

Many of these transfers employed obfuscation techniques previously identified by the 

Panel, including automatic identification system disablement, night transfers, the use 

of small vessels without IMO numbers, and vessel disguise.  

34. The Democratic Peopleôs Republic of Korea and actors acting on its behalf 

continue to advance, adapt and develop their evasion techniques to avoid the 

detection, identification and monitoring of activities prohibited by the resolutions. A 

relatively new practice involves vessels seeking to avoid tracking by moving into the 

territorial waters of Member States, knowing that they cannot be followed. Vessels 

observed by a Member State engaging in such activity during the period from 1 July 

to 30 September 2019 included vessels of the Democratic Peopleôs Republic of Korea, 

designated vessels and foreign-flagged vessels that conducted direct deliveries to 

Nampo, and foreign-flagged vessels that engaged in ship-to-ship transfers with other 

foreign-flagged direct delivery vessels or with tankers of the Democratic Peopleôs 

Republic of Korea (see annex 8).82 Such foreign-flagged vessels could also be relying 

on their non-Democratic Peopleôs Republic of Korea flag status to obtain bunkering 

and other supply services facilitating their illicit operations. 

__________________ 

 82  More vessels were reported, and the Panel is currently investigating these cases. 
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35. Examples of ship-to-ship transfers involving tankers of the Democratic Peopleôs 

Republic of Korea documented by several Member States include the following: 

 

 (i) Rui Hong 916 and Kum Un San  
 

36. The Rui Hong 916 (IMO No. 9058866),83 which at the time was sailing under 

the flag of Sierra Leone, conducted a ship-to-ship transfer with the Democratic 

Peopleôs Republic of Korea tanker Kum Un San (IMO No. 8720436) on 28 May 2019 

in the East China Sea. The vessel was listed on a specialized maritime database as 

having been sold to an undisclosed entity in January 2019.84 Shortly afterwards, in 

March 2019, the vessel was listed as registered under the Sierra Leone flag, under 

which it remained for three months. At the time of the transfer, the Rui Hong 916 had 

sought to conceal its identity by painting out the digit ñ9ò of its name on its hull and 

was not transmitting an automatic identification system signal. It conducted the 

transfer at night.  

37. The Panel traced the ownership of the Rui Hong 916 following the January 2019 

sale of the vessel through the vesselôs previous owner, who provided the Panel with 

documentation. The Panel was able to trace the vessel, which at the time was named 

Taiyo Maru No. 2 and which was sold in January 2019 to Toei Shipping Co. Ltd.85 

(hereafter Toei), the Japanese representative of Ruis (HK) Marine Co. Limited86 

(hereafter Ruis). This transaction was conducted through the sellerôs broker and the 

buyerôs broker. In the documents provided by the vesselôs previous owner, Toei is 

described as representing both the seller87 and the buyer.88 Ruis, the buyer, requested 

the previous owner of the vessel to state that Toei was the previous ownerôs 

representative in the memorandum of agreement. According to Toei,89 following the 

export of the Taiyo Maru No. 2, the vessel was actually in the possession of Fujian 

Yihe Shipbuilding Industry Co. Ltd., which carried out repair and maintenance on the 

vessel, after which it was sold on to the ñend buyerò, a Mr. Wang (see annex 9). 

Investigations continue. 

 

 (ii) Sea Prima and Saebyol  
 

38. The former Saint Kitts and Nevis-flagged Sea Prima (IMO No. 8617524) 

conducted a ship-to-ship transfer with the tanker of the Democratic Peopleôs Republic 

of Korea Saebyol (IMO No. 8916293) on 25 September 2019, a month after the vessel 

was recorded as flag unknown.90 Neither the Saebyol nor the Sea Prima transmitted 

automatic identification system signals, including at the time of the ship-to-ship 

transfer.91 A Singapore-based company (hereafter management company-SP) is listed 

as the Sea Primaôs ship manager and operator as well as the ñcare ofò address for the 

vesselôs registered owner, a British Virgin Islands registered company.92 

Representatives of management company-SP replied that the vessel had been sold in 

July 2019 to a company with a registered address in Xiamen (hereafter buyer-SP) and 

delivered at Kaohsiung port (see annex 10). Thereafter, management company-SP and 

__________________ 

 83  The Rui Hong 916 sailed under the flag of Sierra Leone from March to June 2019 (IHS Markit 

(accessed on 22 October 2019)). 

 84  IHS Markit (accessed on 22 October 2019). 

 85  In Japanese: . 

 86  In Chinese: ( ) . 

 87  A memorandum of agreement dated 24 October 2018 includes references to Toei Shipping Co. 

Ltd. acting on behalf of the seller.  

 88  A shipping sale contract dated 25 October 2018 includes references to Toei Shipping Co. Ltd. as 

the buyer on behalf of Ruis (HK) Marine Co. Limited. 

 89  Email from Toei dated 5 November 2019. 

 90  IHS Markit (accessed on 25 November 2019). 

 91  Ibid. 

 92  Ibid. 



S/2020/151 
 

 

20-02046 22/266 

 

its registered owner ñceased to have any further involvement with, interest in, 

management or control of herò. Investigations continue.93  

 

  Figure 7 (a) 

Ship-to-ship transfers with tankers of the Democratic Peopleôs Republic of 

Korea: (left) Rui Hong 916 and Kum Un San; (right) Sea Prima and Saebyol 
 

 

Source: Member States; Map: the Panel. 
 

 

39. The Panel continues to observe the trend of tankers of the Democratic Peopleôs 

Republic of Korea conducting illicit transfers with unidentified vessels using 

subterfuge. 

 

 (iii) Bok Un 1/Myong Ru 1 and an unidentified vessel  
 

40. The Bok Un 1, assessed by a Member State as probably the tanker of the 

Democratic Peopleôs Republic of Korea Myong Ryu 1 (IMO No. 8532413), conducted 

a ship-to-ship transfer with an unidentified94 vessel, the Hua Shun 168 (  168), on 

27 October 2019 in the East China Sea (see figure 7 (b)). Panel investigations 

separately revealed that the Hua Shun 168 had conducted ship-to-ship transfers with 

supplier vessel B,95 whose owners have provided information to the Panel on these 

transfers, showing that at least some of the individuals and entities involved were also 

involved in arranging for the ship-to-ship transfers conducted with the Yun Hong 8 

(see para. 31). The Panel has previously recommended designating the Myong Ryu 1 

(see S/2019/171, para. 50). Investigations continue.  

 

  

__________________ 

 93  In response to the Panelôs further enquiries, management company-SPôs representatives provided 

additional information on the transaction process. 

 94  Unidentified as the vessel did not have an IMO number. 

 95  The transfers were observed on 25, 26 and 28 October 2019. The vessel was chartered by CPC 

Corporation Limited, with the sub-charterer providing the discharge instructions to the master 

and the charterers, with further instructions provided by a Mr. Looi, the chartererôs representative 

on board. 

https://undocs.org/S/2019/171
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  Figure 7 (b) 

Hua Shun 168 photographed on different occasions  
 

 

Source: Member States, the Panel.  
 

 

41. Examples of other such transfers are contained in annex 11. 

 

  Ship-to-ship transfers between tankers of the Democratic Peopleôs Republic 

of Korea 
 

42. The designated vessels of the Democratic Peopleôs Republic of Korea Chon Ma 

San (IMO No. 8660313) and Kum Jin Gang 3 (IMO No. 8791667) were photographed 

on 23 September 2019 conducting a ship-to-ship transfer (see figure 8), indicating 

that not all the countryôs tankers were returning to port to deliver their illicit cargo. 

 

  Figure 8 

Case of ship-to-ship transfer between tankers of the Democratic Peopleôs 

Republic of Korea 
 

 

Source: Member State. 
 

 

  Updates on vessels involved in sanctions evasion activities 
 

43. The Panel continued its investigations into the Viet Nam-flagged Viet Tin 01 

(IMO No. 8508838), which offloaded refined petroleum at Nampo in late February 

2019 (see S/2019/691, paras. 10 to 12), and the designated Shang Yuan Bao (IMO 

No. 8126070), which was involved in identity fraud and ship-to-ship transfers with 

the Paek Ma (IMO No. 9066978) and the Myong Ryu 1 (IMO No. 8532413), tankers 

of the Democratic Peopleôs Republic of Korea, on 18 May and 2 June 2018, 

https://undocs.org/S/2019/691
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respectively (see S/2019/171, paras. 16 and 17). Updates on the cases are contained 

in annex 12.  

 

 

  Recommendations  
 

 

  To the Committee  
 

44. The Panel recommends the designation of the following vessels for violation 

of paragraph 5 of resolution 2397 (2017):  

 ï Bonvoy 3 (IMO No. 8978784), flag unknown  

 ï Diamond 8 (IMO No. 9132612), Sierra Leone-flagged 

 ï Hokong (IMO No. 9006758), formerly Sierra Leone-flagged 

 ï Sen Lin 01 (IMO No.8910378), formerly Sierra Leone-flagged 

 ï Subblic (IMO No. 8126082), formerly Togo-flagged 

 ï Tianyou (IMO No. 8817007), formerly Sierra Leone-flagged 

 ï Unica (IMO No. 8514306), formerly Sierra Leone-flagged 

 ï Viet Tin 01 (IMO No. 8508838), Viet Nam-flagged 

 ï Vifine also known as Tealway FV (IMO No. 9045962), formerly Sierra 

Leone-flagged 

 ï Yun Hong 8 (maritime mobile service identity No. 413459380), Chinese-

flagged 

45. The Panel recommends that the following vessels be designated for 

conducting ship-to-ship transfers with vessels of the Democratic Peopleôs 

Republic of Korea in violation of paragraph 11 of resolution 2375 (2017): 

 ï Rui Hong 916 (IMO No. 9058866), formerly Sierra Leone-flagged  

 ï Sea Prima (IMO No. 8617524), formerly Saint Kitts and Nevis-flagged  

46. The Panel reiterates its recommendations that the following vessels of the 

Democratic Peopleôs Republic of Korea be designated for violating paragraph 11 

of resolution 2375 (2017):  

 ï Bok Un 1/Myong Ryu 1 (IMO No. 8532413), Democratic Peopleôs Republic 

of Korea-flagged  

 ï Mu Bong 1 (IMO No. 8610461), Democratic Peopleôs Republic of Korea-

flagged  

 

  To Member States, on best practices with regard to the activities of the 

Democratic Peopleôs Republic of Korea 
 

  On information sharing 
 

47. Member States with evidence should share with the relevant Member State 

authorities a list of vessels suspected of delivering petroleum products to the 

Democratic Peopleôs Republic of Korea in order for those authorities to conduct 

their own due diligence and deter vessels that facilitate imports of refined 

petroleum into the Democratic Peopleôs Republic of Korea.  

48. Member States should encourage ship owners, operators and charterers to 

incorporate into their due diligence practices available data from organizations 

https://undocs.org/S/2019/171
https://undocs.org/S/RES/2397(2017)
https://undocs.org/S/RES/2375(2017)
https://undocs.org/S/RES/2375(2017)
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that provide data such as ship location, ship registry information and ship 

flagging information, along with available information from the Committee.  

 

  On promoting transparency 
 

49. Member States should require their relevant competent authorities to 

disclose beneficial ownership information related to all legal entities seeking to 

register vessels under their ship registry. Member States with open registries 

should endeavour to collect identifying and contact information for each 

individual that owns or exerts control over the foreign entity to which each vessel 

belongs, whether as a controlling shareholder, a financier of the enterprise, or a 

senior manager or decision-maker. 

50. Member States with open registries should endeavour to collect identifying 

and contact information on vessel owners represented by a resident agent 

national, should there be no legal entity within the Member Stateôs jurisdiction.  

 

  On leveraging technology in support of effective implementation of maritime 

sanctions measures 
 

51. To avoid abuse of automatic identification systems, flag States and the 

maritime industry should consider technical solutions such as a ñsoft-lockò 

system to ensure transmission of valid vessel identification data, using a strictly 

controlled access code. 

52. Flag States and the maritime industry should consider developing and 

adopting electronic document management systems to enable rapid, on-site 

checks for authenticity, validity or cancellation (for sanctions reasons), using a 

mobile phone application or by accessing the flag State website online.  

 

  On promoting best practices in end-user certification 
 

53. Member States should consider adopting guidance measures for commodity 

traders, suppliers and brokering companies, measures pursuant to which 

certificates of ultimate origin and destination are required for commodities being 

sold, in order to apply ñknow your customerôs customerò due diligence measures.  

 

  Maritime trade in banned commodities from the Democratic Peopleôs Republic 

of Korea 
 

54. The continued violation by the Democratic Peopleôs Republic of Korea of 

commodity export bans not only flouts Security Council resolutions but serves to fund 

a revenue stream that has historically contributed to the countryôs prohibited nuclear 

and ballistic missile programs.  

55. Despite the coal ban imposed pursuant to resolution 2371 (2017), the illicit 

export of coal by the Democratic Peopleôs Republic of Korea increased in 2019. 

According to a Member State, the Democratic Peopleôs Republic of Korea exported 

3.7 million tons of coal between January and August 2019, with an estimated value 

of $370 million96 (see figure 9). Between May and August alone, the country was 

reported to have illegally exported at least 2.7 million tons of coal, an increase in 

volume of about 191 per cent compared to the first four months of the year, in which 

928,000 tons were exported. According to the Member State, most coal exports of the 

Democratic Peopleôs Republic of Korea, an estimated 2.8 million tons, were 

__________________ 

 96  The Member State supplying the information has estimated the value of coal based on a 

calculation of $100 per ton. 

https://undocs.org/S/RES/2371(2017)
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conducted via ship-to-ship transfers from Democratic Peopleôs Republic of Korea-

flagged vessels to Chinese local barges.97  

 

  Figure 9 

Illicit coal exports of the Democratic Peopleôs Republic of Korea between 

January and August 2019  
 

 

Source: Member State. 
 

 

56. The Panelôs research into satellite imagery98 of coal ports at Nampo and 

Songnim, Democratic Peopleôs Republic of Korea, in November and December 2019 

shows that coal vessels, including those of larger dimensions, continue to call at the 

coal terminal, indicating ongoing trade in coal exports (see annex 13).  

 

  Sanctions evasion methods 
 

  New developments 
 

57. The Panel identified new methods of sanctions evasion, including: the export of 

banned commodities transported on self-propelled barges over 100 metres in length 

undertaking ocean-going voyages; the use of larger foreign-flagged bulk carriers to 

deliver coal from Democratic Peopleôs Republic of Korea-flagged vessels as opposed 

to the transfer of coal to smaller, lighter vessels for delivery; and the suspected 

acquisition by the Democratic Peopleôs Republic of Korea of a bulk carrier, destined 

for scrap, to illicitly export coal. In addition, vessels associated with the trans-

shipment of banned commodities originating in the country have called at more ports 

along the Chinese coast, as reported by a Member State.  

 

__________________ 

 97  A couple of experts are of the view that this information can be further corroborated. 

 98  Cargo vessels were counted when satellite imagery was available through Planet Labs and when 

visibility was sufficiently clear. Calculation was based on a very conservative estimate. 
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  Voyage irregularities  
 

58. The Panel also continues to observe previously documented patterns of evasion, 

including indirect routing, detours, loitering and the use of false documentation when 

transporting commodities originating in the Democratic Peopleôs Republic of Korea. 

These tactics serve to obfuscate actual routes, conceal port calls and give the 

impression that the banned commodities were loaded in ports outside the country. The 

use of such tactics highlights the need for greater application of due diligence 

measures in confirming port call destinations as well as verification of relevant 

documentation related to commodity origins. The case of the Rui Jin (IMO 

No. 8919104) (see paras. 86 to 89) highlights how such tactics were employed and 

how its flag registry at the time, the Palau International Shipping Registry, took steps 

to track the vessel and determine its engagement in sanctionable activity. 

 

  Deliveries of banned commodities on self-propelled barges 
 

59. The Panel notes a new development in the illicit export of commodities from 

the Democratic Peopleôs Republic of Korea, namely, the use of self-propelled barges 

to transport millions of tons of banned commodities from the country.  

60. According to a Member State, the dimensions and configuration of the barges 

fit a specific type of vessel known as a self-propelled, ocean-going barge.99 These 

self-propelled barges can be identified by the low profile of their superstructure 

compared to that of a typical bulk carrier, and the lack of covers on the holds (see 

figure 10). The Democratic Peopleôs Republic of Korea is not known to possess such 

barges as part of its fleet. The Panel notes that these barges have maritime mobile 

service identity numbers but no IMO numbers.100  

 

  Figure 10 

Self-propelled barges carrying coal 
 

Source: Member State. 
 

 

61. A Member State reported that, since May 2019, self-propelled barges101 of 

Chinese origin have been engaged in loading coal from Nampo and Taean, 

Democratic Peopleôs Republic of Korea. These barges directly delivered to three ports 

in Hangzhou Bay, China. From May to August 2019, at least 540,000 tons of coal 

originating in the Democratic Peopleôs Republic of Korea was delivered in 47 

shipments. At least 37 different barges of Chinese origin were involved in exporting 
__________________ 

 99  The IMO Assembly recommends, in its resolution A.1117(30), the latest resolution adopted on 

the IMO Ship Identification Number Scheme, that ships, inter alia those of 100 gross tonnage 

and above, register an IMO number on a voluntary basis as a means to enhance maritime safety 

and pollution prevention and to facilitate the prevention of maritime fraud. 

 100  The IMO number of a vessel is unique and never assigned to another vessel. The maritime 

mobile service identity number is an assigned number provided by the vesselôs country of 

registration or flag Administration. 

 101  The Member State has assessed that these barges are almost certainly Chinese-owned and operated. 
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coal originating in the Democratic Peopleôs Republic of Korea from May to 

September 2019. The Member State has assessed that many of the barges that voyaged 

to the Yangtze River, China, delivered their cargo to facilities along the river.102  

 

  Coal shipments on self-propelled barges 
 

62. The following are examples of coal deliveries from June to November 2019:103  

 

  Xin Da Hai delivering coal originating in the Democratic Peopleôs Republic of 

Korea, June to August 2019 
 

63. The Xin Da Hai (maritime mobile service identity No. 413690886) loaded coal at 

Nampo on 18 July 2019, voyaged along the Yangtze River on 29 July 2019 and berthed 

at a coal pier along the river after offloading the coal (see figure 11 (a)). The Panel notes 

that, prior to its July 2019 voyage, the barge had also sailed to the Democratic Peopleôs 

Republic of Korea in June 2019 along a similar route (see figure 11 (b)), indicating 

that at least one repeated delivery voyage was made. No automatic identification 

system transmission was received from the Xin Da Hai from 1 July 2019.104  

 

Figure 11 (a) 

Xin Da Haiôs voyage carrying coal originating in the Democratic Peopleôs Republic of Korea, 

July to August 2019 
 

 

Source: Member State; Map: the Panel. 
 

 

  Figure 11 (b) 

Xin Da Haiôs voyage to Nampo, June 2019 
 

 

Source: Windward. 

__________________ 

 102  A couple of experts are of the view that the information in this paragraph can be further 

corroborated. 

 103  Member State information received in November 2019. 

 104  Windward (accessed on 17 November 2019). 
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  Snapshot of unidentified barges delivering coal originating in the Democratic 

Peopleôs Republic of Korea, July to October 2019105  
 

64. On the day barge A loaded coal at Taean, 19 July 2019, barge B, also loaded 

with coal, was observed outside Nampo lock gate. Barges A and B then undertook 

ocean-going voyages to the Yangtze River and anchored there with their cargo of coal 

from the Democratic Peopleôs Republic of Korea on 3 August 2019. On 1 September 

2019, barge C loaded coal at Nampo. It was subsequently observed with another 

unidentified barge, barge D, on 9 September 2019, transiting Nampo lock gate 

carrying coal. Barges C and D offloaded their coal via ship-to-ship transfer on the 

Yangtze River on 20 September 2019. Barge E loaded coal at Taean on 3 October 

2019, followed a similar route and offloaded coal on 9 October 2019. Figure 12 shows 

the cases described in paragraphs 62 to 64; such exports of coal originating in the 

Democratic Peopleôs Republic of Korea occur on a monthly basis. 

 

  

__________________ 

 105  Designators A, B, C, D and E are used for the unidentified barges. 
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Figure 12 

Voyages of self-propelled barges carrying coal originating in the Democratic Peopleôs Republic of Korea, 

July to October 2019  
 

Barges A and B  
 

 

 

Barges C and D 
 

 

 

Barge E 
 

 

Source: Member State; Map: the Panel. 

  Barge alpha directly delivering coal originating in the Democratic Peopleôs Republic 

of Korea, October to November 2019106  
 

65. Barge alpha, with empty cargo holds, undertook an ocean-going voyage to the 

Taedong lock gate on 22 October 2019 and was observed outbound with coal 

originating in the Democratic Peopleôs Republic of Korea visible in its cargo holds a 

__________________ 

 106  Alpha is the designator for the unidentified barge. 
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week later at a position near Nampo. Close-up photographs of the barge show its 

voyage, identity and cargo (see figure 13).  

 

  Figure 13 

Barge alphaôs voyage route carrying coal originating in the Democratic 

Peopleôs Republic of Korea, October to November 2019 
 

 

Source: Member State; Map: the Panel. 
 

 

  Barge bravo directly delivering coal originating in the Democratic Peopleôs 

Republic of Korea, November 2019107  
 

66. Barge bravo was observed loaded with coal originating in the Democratic 

Peopleôs Republic of Korea at Taean on 1 November 2019. On 4 November 2019, 

bravo undertook an ocean-going voyage through the Yellow Sea and was observed en 

route a day later along the Yangtze River (see figure 14). 

 

  

__________________ 

 107  Bravo is the designator for the unidentified barge. 
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Figure 14 

Barge bravoôs voyage route carrying coal originating in the Democratic Peopleôs Republic of 

Korea, November 2019  
 

 

Source: Member State; Map: the Panel. 
 

 

  Additional locations of ship-to-ship transfers of coal originating in the 

Democratic Peopleôs Republic of Korea 
 

67. Ship-to-ship transfers in the Gulf of Tonkin (see S/2019/691, para. 20) have 

decreased substantially in favour of increased deliveries to the Ningbo-Zhoushan and 

Lianyungang port areas in China. The increase reinforces the need for port and 

customs authorities to heighten scrutiny of vessels and their shipping documentation, 

and to impound any vessel suspected of transporting prohibited items. 

68. The use by the Democratic Peopleôs Republic of Korea of these locations, which 

are closer to its own ports than the Gulf of Tonkin, likely decreases the turnaround 

time for coal deliveries. This has the advantage for the Democratic Peopleôs Republic 

of Korea of making deliveries more cost-effective, and likely contributes to reducing 

the countryôs vesselsô exposure to scrutiny. The increase in the number of such 

activities around the affected port areas heightens the need for due diligence and 

countermeasures by the relevant authorities regarding prohibited cargoes exported 

from ports of the Democratic Peopleôs Republic of Korea. 

 

 (i) Continued ship-to-ship transfers with vessels of the Democratic Peopleôs Republic of 

Korea near Ningbo-Zhoushan 
 

69. Vessels of the Democratic Peopleôs Republic of Korea continued ship-to-ship 

activities in the Ningbo-Zhoushan area, in which, according to a Member State, 

multiple vessels of the Democratic Peopleôs Republic of Korea were observed at a 

given point in time. Figure 15 shows many vessels of the Democratic Peopleôs 

Republic of Korea at anchor near the Ningbo-Zhoushan area on 10 October 2019.  

 

https://undocs.org/S/2019/691
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  Figure 15 

Vessels of the Democratic Peopleôs Republic of Korea near Ningbo-Zhoushan 
 

 

Source: Member State. 
 

 

 (ii) Ship-to-ship transfers with vessels of the Democratic Peopleôs Republic of Korea 

near Lianyungang 
 

70. The Democratic Peopleôs Republic of Korea is also using the Lianyungang 

anchorage area to conduct ship-to-ship coal transfers. The number of vessels of the 

Democratic Peopleôs Republic of Korea anchored near Lianyungang (see 

figure 16 (a)) is indicative of the number of ship-to-ship coal transfers at a given 

point. Figure 16 (b) also shows how floating cranes are used to support these illicit 

ship-to-ship coal transfers.  
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  Figure 16 (a) 

Vessels of the Democratic Peopleôs Republic of Korea near Lianyungang 
 

 

Source: Member State. 
 

 

  Figure 16 (b) 

Use of floating cranes 
 

 

Source: Member State. 
 

 

 (iii) Ship-to-Ship transfer with vessels of the Democratic Peopleôs Republic of Korea in 

the Gulf of Tonkin  
 

71. The Panel is investigating a Viet Nam-flagged vessel, the Phuong Linh 269 

(maritime mobile service identity No. 574005969), suspected of delivering coal 

originating in the Democratic Peopleôs Republic of Korea to Qisha port, China, on 

multiple occasions. The vessel was operating from September 2018 to February 2019 

without a valid IMO number and without transmitting an automatic identification 

system signal.108 Investigations continue into the case (see annex 14). 

 

  Use of larger bulk carriers 
 

72. A new development of concern is the transfer of coal originating in the 

Democratic Peopleôs Republic of Korea from vessels sailing under that countryôs flag 

to larger foreign-flagged bulk carriers for delivery, rather than to smaller, lighter 

vessels as observed in the Panelôs previous report. The utilization of larger vessels, 

__________________ 

 108  Windward. The Phuong Linh 269 transmitted an invalid IMO number, 123456789. 
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with a carrying capacity two or three times that of the vessels of the Democratic 

Peopleôs Republic of Korea, suggests that much larger quantities of illicit coal can be 

trans-shipped on each voyage. According to information from a Member State, coal 

was transferred from vessels of the Democratic Peopleôs Republic of Korea and 

offloaded at Caofeidian, China, in September 2019 (see annex 15). 

 

  Vessel intended for scrap purchased to export illicit coal 
 

  Fu Xing 12 (IMO No. 8605727; maritime mobile service identity No. 413621000) 
 

73. The Panel is investigating a case of sanctions evasion in the purchase of a bulk 

carrier, the Fu Xing 12, that was intended for scrap but was used to export coal 

originating in the Democratic Peopleôs Republic of Korea. A Member State has 

assessed the vessel as having been acquired by the Democratic Peopleôs Republic of 

Korea with the intention of engaging in illicit commercial activities. The vessel is 

currently listed in a specialized maritime database109 as a vessel of the Democratic 

Peopleôs Republic of Korea, Su Ri Bong. The case is significant on several counts: 

the identifier manipulation and multiple identity changes throughout the vesselôs 

voyages; the purchase of a vessel that had been destined for scrap but that was 

transferred into active service to transport coal originating in the Democratic Peopleôs 

Republic of Korea; and the vesselôs suspected transition into a vessel of the 

Democratic Peopleôs Republic of Korea. This is one of several cases that the Panel 

has identified of vessels being acquired by new owners before transporting sanctioned 

cargo directly from the Democratic Peopleôs Republic of Korea.  

 

  Manipulation of vessel identifiers 
 

74. The Fu Xing 12 was advertised in Chinese commercial ship registry databases 

to be sold in June 2019 through Ningbo Shipping Co. Ltd., and was bought at a 

disproportionate price. Although the vessel was recorded on a maritime database as 

being broken up,110 it continued to operate and adopted a chameleon persona 

following its sale. After being dry-docked at a shipyard near Ningbo in July 2019, the 

vessel set sail on or around 14 August as the Sierra Leone-flagged Pu Zhou, headed 

for the Democratic Peopleôs Republic of Korea (see figure 17).  

 

  Figure 17 

Fu Xing 12 berthed at a shipyard near Ningbo/Fu Xing 12 at Nampo in October 2019  
 

 

Source: Member State; Map: the Panel. 

__________________ 

 109  Windward. 

 110  IHS Markit (accessed on 12 November 2019). 



S/2020/151 
 

 

20-02046 36/266 

 

75. According to a specialized maritime database, the vessel alternated its identity 

from August to November 2019, changing its call sign, maritime mobile service 

identity number and name on multiple occasions. During this period, the vessel was 

recorded as having sailed into Sinchang, Democratic Peopleôs Republic of Korea. It 

then emerged from Nampo on 9 November 2019, laden with coal from the Democratic 

Peopleôs Republic of Korea and identifying as the Chinese-flagged Hua Hai, but 

using a previously recorded maritime mobile service identity number, 413621000, 

belonging to the Su Tong Hai. It sailed back to Ningbo to deliver the coal using this 

identity on 13 November 2019. In all, the vessel manipulated its identifiers when it 

sailed from Ningbo to the Democratic Peopleôs Republic of Korea and back to Ningbo 

by employing two automatic identification systems on board, using four different ship 

names ï Fu Xing 12, Puzhou, Su Ri Bong, Hua Hai/Su Tong Hai111 ï and sailing under 

three flags (those of China, the Democratic Peopleôs Republic of Korea and Sierra 

Leone)112 (see figure 18 (a) and (b)). The Panel has requested information and is 

awaiting a response from the flag registry of Sierra Leone, under whose flag the vessel 

reportedly sailed. The British Virgin Islands authority confirmed that Honour Sail 

Ltd. (which is listed as the vesselôs owner, operator and manager on a maritime 

database)113 was incorporated in April 2019. Investigations continue.  

76. Although the Fu Xing 12ôs status was recorded as ñbroken upò on a maritime 

database,114 the fact that the vessel remains in active service suggests exploitation of 

its recorded inactive status for sanctions evasion.  

 

  Figure 18 (a) 

Fu Xing 12ôs identity manipulation 
 

 

Source: Windward. 

__________________ 

 111  Hereafter, the Panelôs references to the Fu Xing 12 refer interchangeably to all the various 

identities the vessel has employed since June 2019. 

 112  Member State information. 

 113  IHS Markit (accessed on 12 November 2019). 

 114  Ibid. The Panel notes that IHS Markit has updated the vesselôs status, which no longer reflects 

the vesselôs being broken up (IHS Markit (accessed on 29 January 2020)). 
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  Figure 18 (b) 

Fu Xing 12ôs voyage to load coal originating in the Democratic Peopleôs Republic of Korea 
 

 

Source: Member State. Source: Windward/Planet Labs. 
 

 

  Illicit vessel acquisition 
 

77. Under Security Council resolutions, the Democratic Peopleôs Republic of Korea 

is prohibited from procuring new or used vessels.115 In an announcement of the 

Fu Xing 12ôs public auction, it is recorded that the vessel was sold for 17 million yuan 

($2,474,167) in June 2019.116 The advertised book price of the vessel was 5.5 million 

yuan ($800,466). The Panel has received information regarding a company based in 

Taiwan Province of China that may have been affiliated with the vesselôs new owners 

or operators following the sale. Investigations continue. China responded that it is 

coordinating relevant authorities to investigate the cases.  

 

  Other shipments of coal originating in the Democratic Peopleôs Republic of Korea 
 

  Investigations into the supply chain networks 
 

78. The Panel continues its investigations into new as well as previously reported 

cases of trans-shipment of coal originating in the Democratic Peopleôs Republic of 

Korea, including coal transported on board the DN5505, the Dong Thanh and vessels 

that were issued a national port ban by a Member State for this activity. The following 

text and figures detail each type of evasion and sanctions violation.  

 

 (i) Coal originating in the Democratic Peopleôs Republic of Korea on the DN5505 
 

79. The Panel inspected a former Togo-flagged vessel, the DN5505 (IMO 

No. 8630708) (see figure 19),117 which entered the port of Pohang, Republic of Korea, 

on 4 February 2019, allegedly from Nakhodka, Russian Federation, and was 

subsequently detained by the authorities of the Republic of Korea in line with 

paragraph 9 of resolution 2397 (2017).118 The Russian Federation confirmed that there 

were no records of the vessel entering Russian ports during the periods of interest for 

the investigation of the coal shipment. Investigations continue into the voyages made 

__________________ 

 115  Resolution 2397 (2017), para. 14, and resolution 2321 (2016), para. 30. 

 116  According to the announcement, the vessel was sold to a Ms. Liu of Zhoushan. 

 117  Listed as flag unknown in July 2019 (IHS Markit (accessed on 7 November 2019)). 

 118  During the inspection, the Panel found that the vessel had remained in operational use in coal 

transportation and had continued navigation in October 2018. 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2321(2016)
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by the vessel in October 2018 and in February 2019, when coal suspected of 

originating in the Democratic Peopleôs Republic of Korea was exported.  

 

  Figure 19 

DN5505  
 

 

Left: the DN5505; middle: traces of coal on the deck; right: the cargo hold. 
 

Source: the Panel. 
 

 

 (ii) Coal originating in the Democratic Peopleôs Republic of Korea from the 

Wise Honest 
 

80. The Panel continues its investigations into the supply chain of the coal that 

originated in the Democratic Peopleôs Republic of Korea, was carried on board the 

Wise Honest (IMO No. 8905490) and was trans-shipped by the Viet Nam-flagged 

Dong Thanh (IMO No. 9180035) (see S/2019/691, paras. 24 to 29). A total of three 

certificates of origin were provided for the coal shipment to the Dong Thanh (see 

ibid., annex 9). Indonesia has confirmed to the Panel that a certificate of origin in 

which the coal is labelled as ñIndonesian coalò, and which was issued to the buyers 

that facilitated the trans-shipment, is not authentic (see annex 16). The Panel 

continues to investigate the financial transactions related to the illicit coal shipment.  

81. The Panel had tracked the coal on board the Dong Thanh and had been in touch 

with the vesselôs time charterer following the vesselôs inability to enter port with its 

cargo. Viet Nam informed the Panel that Vietnamese agencies had inspected the vessel 

and conducted investigations to establish the origin of the cargo and determine its 

outcome. The vessel and its full amount of cargo have been placed in custody pending 

a final decision in line with the relevant applicable Vietnamese laws.  

 

 (iii) Investigations of illicit coal in third countries 
 

82. In October 2019, four individuals and five companies were found guilty, by the 

District Court of Daegu, Republic of Korea, of involvement in prohibited coal exports 

by the Democratic Peopleôs Republic of Korea through Kholmsk, Russian Federation, 

in 2017 (see S/2019/171, para. 37). In addition, the District Prosecutorôs Office of 

Busan, Republic of Korea, is investigating six individuals and five companies 

suspected of having engaged in similar activities between December 2017 and June 

2018. The Republic of Korea shared the list of vessels it has placed under port entry 

ban due to their confirmed involvement in activities prohibited by relevant resolutions 

(see table 1). 

 

https://undocs.org/en/S/2019/691
https://undocs.org/en/S/2019/171
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  Table 1 

National port entry bans applied by the Republic of Korea since August 2018  
 

Vessel name IMO number Flag State Date of the national port entry ban 

    Hammer 

(formerly Sky Angel) 

9168441 Vanuatu  

(formerly Panama) 

11 August 2018 

Chen Yang 

(formerly Rich Glory) 

8649905 Sierra Leone 11 August 2018 

Ga Hong 

(formerly Shinning Rich) 

9596923 Togo 

(formerly Belize) 

11 August 2018 

Jin Long 8730986 Belize 11 August 2018 

Yu Yuana 9358694 Togo 18 August 2018 

An Quan Zhou 66 8742240 Unknown 

(formerly Panama) 

28 December 2018 

Tai Xin 9088598 Unknown 

(formerly Togo) 

28 December 2018 

Xin Yang 688 8657809 China 

(formerly Belize) 

28 December 2018 

Lucky Star  9015278 Unknown 

(formerly Togo) 

28 December 2018 

East River 9109952 Panama 28 February 2019 

 

Source: Member State, the Panel.  

 a Recorded on IHS Markit as broken up.  
 

 

  Export of sand originating in the Democratic Peopleôs Republic of Korea 
 

83. In December 2017, the Security Council, in its resolution 2397 (2017), banned 

the export of earth and stone (Harmonized Commodity Description and Coding 

System code 25), of which sand is a constituent; sand exports are therefore subject to 

the resolution. Chapter 25 of the Harmonized System includes the following: ñ25.05: 

Natural sands of all kinds, whether or not coloured, other than metal-bearing sands of 

Chapter 26.ò119 According to a Member State, a substantial sand-export operation 

from the Democratic Peopleôs Republic of Korea to China has been carried out since 

May 2019, with over 100 illicit shipments of sand originating in the Democratic 

Peopleôs Republic of Korea. Chinese-flagged and other foreign-flagged vessels were 

reported to have been loading sand in or near Haeju, Hwanghae Province, Democratic 

Peopleôs Republic of Korea, and in the Sinchang Workersô District, Pukchong County, 

South Hamgyong Province, Democratic Peopleôs Republic of Korea. According to 

the Member State, these shipments involved at least one million tons of sand and were 

worth at least $22 million.120,121 The sand originating in the Democratic Peopleôs 

__________________ 

 119  See World Customs Organization, ñSalt; sulphur; earths and stone; plastering materials, lime and 

cementò, in Harmonized Commodity Description and Coding System, 2017 ed.  

 120  The Member State supplying the information has calculated the value of the sand on the basis of 

an estimated price of $22 per ton. 

 121  A couple of experts are of the view that this information can be further corroborated. 

https://undocs.org/en/S/RES/2397(2017)
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Republic of Korea, obtained from river dredging, has been shipped to Chinese 

ports.122  

 

  Sand obtained from Haeju, Democratic Peopleôs Republic of Korea 
 

84. According to a Member State, in May 2019, more than 92 self-propelled barges, 

likely Chinese-flagged, loaded sand from offshore dredgers in the Haeju port area 

before sailing to Chinese ports.123,124 The Panelôs tracking of the coordinates and 

voyage route of the barges on a commercial satellite platform (see figure 20) 

corroborates the information provided. The number of vessels that have undertaken 

the voyage route as well as the amount of sand exported from the Democratic Peopleôs 

Republic of Korea is indicative of the coordinated and organized nature of the 

shipments undertaken.  

 

  

__________________ 

 122  A couple of experts are of the view that this information can be further corroborated. 

 123  The Panel has submitted a list of self-propelled barges with identifiers (name and maritime 

mobile service identity number) and the number of voyages that were likely involved in the 

export of illicit sand from Haeju, Democratic Peopleôs Republic of Korea, to China from April to 

June 2019, and has sought assistance in the investigations. 

 124  A couple of experts are of the view that this information can be further corroborated. 
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  Figure 20 

Self-propelled barges carrying sand originating in the Democratic Peopleôs 

Republic of Korea, 12 May 2019 
 

 

Source: (top) Member State, (bottom left and right) Planet; Map: the Panel. 

 * Main barge cluster [N 37.84Á, E 125.71Á; N 37.84Á, E 125.72Á; N 37.85Á, E 125.72Á; N 37.85Á, 

E 125.73Á]. 
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85. China responded that it attached great importance to the clues provided by the 

Panel in relation to the smuggling of sand originating in the Democratic Peopleôs 

Republic of Korea. The Chinese side, however, could not trace the related vesselsô 

voyage and was unable to confirm that the sand had been transported to Chinese ports. 

 

  Sand obtained from Sinchang, Democratic Peopleôs Republic of Korea  
 

86. The Panel investigated the Rui Jin (IMO No. 8919104), suspected of having 

delivered sand from the Democratic Peopleôs Republic of Korea to Ningbo on 

multiple occasions while sailing under the flag of Palau.125 Following its most recent 

undeclared voyage to the Democratic Peopleôs Republic of Korea in mid-November 

2019, the vessel, on its return, was detained in the Ningbo area on 3 December 2019 

under a notice issued by the Palau International Shipping Registry. The Rui Jin 

remained at anchor outside Ningbo port as at 12 January 2020, pending flag State 

inspection.126  

87. Optimum Peace Limited,127 the registered owner of the Rui Jin, acquired the 

vessel on 19 June 2019, with Basement Shipping Co. Ltd.128 as ship manager and 

operator. Since then, the Rui Jin has undertaken a series of voyages with a common 

pattern. After departing from port in China, the vesselôs automatic identification 

system has on each voyage ceased transmission for a considerable period. Satellite 

imagery during one of these periods indicates that the vessel travelled to Sinchang to 

load river sand. Once back in international waters, automatic identification system 

transmission resumed and the vessel voyaged to China to offload its cargo.129 

Optimum Peace Limited130 and Basement Shipping Co. Limited131 have yet to respond 

to the Panelôs enquiries. Investigations continue.  

88. On 25 November 2019, the Palau International Shipping Registry attempted to 

locate the Rui Jin following a lack of transmission since 18 November 2019 by the 

vesselôs automatic identification system and long-range tracking and identification 

system. The Registry contacted the port authority of Vladivostok, Russian Federation, 

the vesselôs last reported destination, and the authority indicated that the vessel was 

not there. At the same time, the Registry contacted the owners and managers of the 

Rui Jin, requesting that they provide the vesselôs location; they, in turn, claimed that 

the vessel was anchored in Vladivostok and that both its automatic identification 

system and its long-range tracking and identification system were out of order. This 

information concerning location was disproved by the Vladivostok port authority (see 

annex 17). On 2 December 2019, the Registry sent a prohibition of sailing notice to 

the Port State Control Committee of the Tokyo Memorandum of Understanding on 

Port State Control in the Asia-Pacific Region, an intergovernmental cooperative 

organization. On 3 December 2019, the Registry determined that the Rui Jin was at 

Ningbo, issued a flag State detention notice and revoked the vesselôs registration 

certificates on an interim basis (see figure 21). On 18 December 2019, the Registry 

__________________ 

 125  A Member State informed the Panel that the Rui Jin was suspected of offloading, in China, sand 

originating in the Democratic Peopleôs Republic of Korea in June, July and October 2019. The 

Panel was provided with images of the voyage routes and of the loading and offloading of sand 

for the vesselôs October delivery. 

 126  Information provided by the flag State. 

 127  Optimum Peace Ltd., 5/F, Dah Sing Life Building, 99-105 Des Voeux Road, Central, Hong Kong, 

China. 

 128  Basement Shipping Co. Ltd., Room 1302, 13/F Cheong K Building, 84-86 Des Voeux Road, 

Central, Hong Kong, China, incorporated on 2 January 2019 (Companies Registry (Hong Kong), 

Integrated Information System). 

 129  The Member State providing this information has estimated that one shipment of illicit sand from 

the Democratic Peopleôs Republic of Korea is worth approximately $595,503. 

 130  In Chinese: . 

 131  In Chinese: . 
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informed the owners and managers of the Rui Jin that it needed to perform a safety 

inspection in the light of the report that the vesselôs automatic identification system 

and long-range tracking and identification system had been malfunctioning, and to 

ensure that the vessel had not been involved in any unlawful activity. The Registry 

requested the Ningbo port authority to allow the vessel into port so that the inspection 

could be performed.132  

89. Palau provided the Panel with updated information indicating that, on 

21 January 2020, the Palau International Shipping Registry had held a hearing to 

address the Rui Jinôs purported sanctions violations and, based on evidence collected 

and a lack of communication from or appearance in court by the vesselôs owners, had 

deregistered the vessel in accordance with paragraph 12 of resolution 2397 (2017), 

effective immediately. The vesselôs new registered owner, Xiang Rui Shipping Co. 

Ltd.,133 under the name MIR (see annex 18), had attempted to register the Rui Jin 

under the flag of Sierra Leone. Following information received from the Registry on 

the vesselôs deregistration, Sierra Leone confirmed that the vessel was no longer 

registered under its flag.  

 

  Figure 21 

Imagery of Rui Jin at Sinchang and Ningbo  
 

 

Source: Member State; Map: the Panel. 
 

 

  Fishing rights transfer  
 

90. The Democratic Peopleôs Republic of Korea has continued to transfer fishing 

rights in violation of sanctions during the reporting period.134 A Member State has 

estimated that the revenue earned by the Democratic Peopleôs Republic of Korea from 

this activity was $120 million in 2018. Two other Member States provided the Panel 

with information including images of Chinese fishing vessels displaying fishing 

permit number plates of the Democratic Peopleôs Republic of Korea or with 

documents135 or interim certificates of registry of the Democratic Peopleôs Republic 

of Korea (see figure 22), observed in mid-2019.136  

  

__________________ 

 132  Letter of 18 December 2019, copied to the Panel, from the Palau International Ship Registry to 

the Minister of Public Infrastructure, Industries and Commerce of Palau. 

 133  In Chinese: . 

 134  See S/2019/171, paras. 47 to 49, and S/2019/691, paras. 30 and 31. 

 135  Valid from May to December 2019. 

 136  The fishing vessels interviewed and relevant companies, as stated in interviews, include  

59798,  9 ,  138, 51006, ў , ҍ , 

 and . 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2019/691
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  Figure 22 

Fishing vessels displaying fishing permit number plates (top), a fishing permit 

document (bottom left) and an interim certificate of registry (bottom right), 

photographed on one vessel  
 

 

Source: Member States. 
 

 

91. A Member State reported that, when interviewed, a crew member indicated that 

the price of a fishing permit for three months was approximately 400,000 yuan 

(approximately $57,594).137 Analysing reports and images from Member States, the 

Panel notes attempts by the vessels concerned to avoid neighbouring countriesô 

patrols by methods such as painting over the name of the ship and replacing it with 

another name, and receiving fishing licences in the fishing zone of the Democratic 

Peopleôs Republic of Korea. The Member State reported that the crews of multiple 

vessels claimed to have informed their authorities that they were sailing to the fishing 

zone of the Democratic Peopleôs Republic of Korea. In response to the Panelôs 

enquiry, China replied that, among the vessels on which the Panel had reported, 

several ships had carried incomplete numbers, as a Chinese ship is required to have a 

five-digit number in addition to the name. Nevertheless, it conducted research on 

ships, including possibly the ships reported by the Panel. It pointed out that some 

ships were operating solely in coastal areas of China and several other ships were not 

registered in the fishing vessel registration system. Furthermore, as an evasion tactic, 

__________________ 

 137  Exchange rate as at 7 January 2020. 
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vessels that engage in prohibited activities use fake or counterfeit identity. Therefore, 

it is very difficult to verify the information provided by the Panel. 

 

  Recommendations  
 

92. The Panel recommends that the Committee designate the Rui Jin (IMO 

No. 8919104) for violation of paragraph 6 of resolution 2397 (2017).  

93. To assist the efforts of Member States, the Panel reiterates its previous 

recommendation that a regional cooperative mechanism be established to share 

information on whether vessels actually docked at and loaded coal from the ports 

specified in their documents of cargo origin. Member States should establish a 

point of contact for that purpose.  

94. The Panel recommends that Member States take all necessary measures, 

including the enactment of legislation mandating appropriate action against all 

vessels found to have violated sanctions.  

95. The Panel recommends that Member States share with other Member 

States, the Committee and the Panel the list of vessels confirmed as involved in 

activities, or the transport of items, prohibited by relevant resolutions.  

 

  Trade statistics of the Democratic Peopleôs Republic of Korea 
 

96. Publicly available trade statistics do not reflect the totality of the external trade 

of the Democratic Peopleôs Republic of Korea or necessarily give an accurate 

indication of year-to-year increases or decreases. The Panel continues to analyse 

exports and imports that are conducted by the Democratic Peopleôs Republic of Korea 

and violate relevant Security Council resolutions; in doing so, the Panel uses 

published trade statistics based on Member Statesô customs data, as reported to the 

Trade Map of the International Trade Centre (ITC) or obtained through commercial 

global trade databases such as Global Trade Atlas.138 As a general trend, the recorded 

exports of the Democratic Peopleôs Republic of Korea dropped significantly in 2018, 

as four new resolutions adopted in 2017 came fully into force.  

 

  Table 2 

Trade of the Democratic Peopleôs Republic of Korea, 2016ï2018  

(Thousands of United States dollars) 

 2016 2017 2018 

    
Export 2 903 099 1 958 104 330 662 

Import 3 137 119 3 431 936 2 321 818 

 Trade balance (234 020) (1 473 832) (1 991 156) 

 

Source: ITC Trade Map, accessed on 14 December 2019. 
 

 

97. Where available statistics indicate trade in prohibited items, the Panel wrote to 

Member States for additional information and verification. The detailed results of the 

Panelôs enquiries are set out in annex 19. The data implies that, between April 2018 

and September 2019, the Democratic Peopleôs Republic of Korea likely earned tens 

of millions of dollars through illegal exports, not including the much larger volume 

__________________ 

 138  For the full list of items under sectoral ban, see annex 4 of S/2018/171 (partially amended by 

S/2018/171/Corr.1). This analysis does not include any exports and imports by the Democratic 

Peopleôs Republic of Korea of banned items that were undetected or unreported by Member 

States or in global databases or the Committee, or erroneously reported as trade with third 

countries other than the Democratic Peopleôs Republic of Korea. 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2018/171
https://undocs.org/en/S/2018/171/Corr.1
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of undeclared trade. The Panelôs investigation and information from Member States 

show that the Democratic Peopleôs Republic of Korea continues to illicitly export 

commodities such as coal, which does not appear in the international trade database 

(see paras. 54 to 56 and 78 to 82). Such exports could explain how the increase in the 

trade deficit in recent years has been partially offset. 

 

  Pyongyang International Trade Fair and activities of designated entities 
 

98. The Democratic Peopleôs Republic of Korea continued to host its biannual 

Pyongyang International Trade Fair. After the Panelôs recommendation that the Korea 

International Exhibition Corporation, the long-standing organizer of the event and an 

entity affiliated with the Ministry of External Economy of the Democratic Peopleôs 

Republic of Korea,139 be designated, a new organization named the Korea External 

Economic Relations Association has reportedly emerged as the new host since 2018, 

while the Corporation has continued its involvement. The number of exhibitors 

increased from just over 200 in May 2018 to over 401 in May 2019. A total of 360 

companies participated in the trade fair in September 2019.140 

99. The Panel notes that designated entities of the Democratic Peopleôs Republic of 

Korea have continued to participate in the Pyongyang International Trade Fair, 

affording themselves the opportunity to interact with both foreign and domestic 

exhibitors. Based on information from Member States,141 the Panel assesses the 

following designated entities as having continued to participate in all or some of the 

four Pyongyang International Trade Fairs held between May 2018 and September 

2019: Kangbong Trading Corporation (KPe.043), Pugang Trading Corporation (alias 

of KPe.038) and Kuryonggang Trading Corporation (alias of KPe.008). Other entities, 

such as Mirae Trading Co., Peace Motors Corporation and Sinhung IT Trading Co., 

which were reported to the Panel as companies subordinate to the Munitions Industry 

Department, have also participated in the trade fairs since at least May 2019.142 

100. The Democratic Peopleôs Republic of Korea held the International High-Tech 

Product Trade Fair from 2 to 6 September 2019. The Panel investigated two 

companies, which displayed, respectively, a three-dimensional printer143 

(Harmonized System code 84) and a drone (Harmonized System code 85). In response 

to the Panelôs enquiry, Weistek, the manufacturer of the printer, replied that, as it had 

numerous ñagents and dealersò, it could not verify how the product had been brought 

into the Democratic Peopleôs Republic of Korea. The Panel has yet to receive a reply 

from Guangdong Fexda, the manufacturer of the drone. 

101. While participation in a trade fair in the Democratic Peopleôs Republic of Korea 

is not in itself a violation of Security Council sanctions unless it involves the 

trans-border movement of prohibited items, financial transfers, or the involvement of 

designated individuals or entities, the Panel cautions that trade fairs may be used to 

expand networks for procurement related to weapons of mass destruction. The Panel 

__________________ 

 139 The Panel recommended the Korea International Exhibition Corporation for designation in 2017, 

given its role in assisting designated entities in the evasion of sanctions through the Pyongyang 

International Trade Fair and in providing a platform to transfer, sell or supply prohibited items to 

or from the Democratic Peopleôs Republic of Korea (see S/2017/150, para. 204). 

 140 Figures assembled from NK Pro and Korean Central News Agency articles between May 2018 

and September 2019. 

 141 See annex 30 for an updated list of trading corporations subordinate to the Munitions Industry 

Department (KPe.028) and their aliases. 

 142 The names of the trading corporations in Korean match the Member Statesô information. 

 143 Three-dimensional printing, also known as additive manufacturing, has applications related to 

weapons of mass destruction. 

https://undocs.org/S/2017/150
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observed advertisements for graphite products144 by two companies at a trade fair held 

in 2019 in the Democratic Peopleôs Republic of Korea. The Panel has yet to receive 

replies to its enquiries. 

 

 

 III. Embargoes, designated individuals and entities, and 
overseas workers 
 

 

  China 
 

102. The Panel investigated several advertisements and exhibitions of artwork of the 

Mansudae Art Studio (hereafter Mansudae), a designated entity of the Democratic 

Peopleôs Republic of Korea. Jinzhao Art Museum145 has been advertising Mansudae 

artists and their artworks on its website (see annex 20). The Panel has not received a 

reply from the museum. In December 2019, an art gallery, Tsi Ya Chai,146 held an 

exhibition of Mansudae artworks in Hong Kong (see annex 21). The art gallery replied 

to the Panel that ñwe did not purchase any paintings from the private collector or 

Mansudae Art Studio; and there was no transaction involved. All of the paintings will 

be returned to the private collector after the exhibition. We do not have any contact 

with any person from Mansudae Art Studio or North Korea. The exhibition agreement 

was signed with a PRC corporation, (Chinese name: ) owned 

by the private collector, Mr Jin Songhu.ò 

103. The Panel noted a media report, broadcast in November 2018, that showed that 

an exhibition hall selling Mansudae artwork continued operating within the 798 Art 

District, Beijing, under the name Mansudae Art Museum ( ), 

and that Ji Zhengtai, ñowner of the Mansudae Art Galleryò, was earning income from 

the sale of artworks acquired from the Mansudae Art Studio (see annex 21). China 

had previously reported that this museum had been closed in January 2018 (see 

S/2018/171, para. 89). In response to the Panelôs latest enquiry, China replied that 

ñBeijing Yuan Mansudae is the parent company of Mansudae Art Museum, and used 

to be a joint venture between China and the DPRK. It has been converted to a solely 

China-owned company in early 2018 in accordance with relevant Security Council 

resolutions and has ceased its business cooperation with the DPRK side. é As 

Mansudae Art Museum had been running for over 10 years and enjoyed prestige in 

China, it has not changed its signage in order to keep its features and maintain 

businessò (see annex 22). 

 

  Democratic Republic of the Congo 
 

104. The Panel continued its investigation into the involvement of the Democratic 

Peopleôs Republic of Korea in gold mining in the Democratic Republic of the Congo, 

and the provision of military training and arms sales by the Democratic Peopleôs 

Republic of Korea to the Presidential Guard of the Democratic Republic of the Congo 
__________________ 

 144 Not all graphite products are subject to sanctions. Nuclear-grade graphite, however, is itemized 

in the Nuclear Suppliers Group Part 1 Guidelines (as amended in International Atomic Energy 

Agency document INFCIRC/254/Rev.11/Part 1). Pursuant to paragraph 5 (b) of resolution 2087 

(2013), the items contained in that document are subject to the provisions of paragraph 8 (a), (b) 

and (c) of resolution 1718 (2006), as are the ballistic-missile-related items in the report of the 

Committee prepared in accordance with paragraph 21 of resolution 2094 (2013) and presidential 

statement S/PRST/2012/13 (see S/2014/253, annex). Consequently, the supply, sale or transfer to 

the Democratic Peopleôs Republic of Korea of nuclear-grade graphite is prohibited, as is the 

supply, sale or transfer to the country of fine-grain graphites that could be used for rocket 

nozzles and re-entry vehicle nose tips. Paragraph 27 of resolution 2270 (2016) may also be 

applicable. 

 145 Address: Building A, 128-5, Binjiang Middle Road, Dandong City, Liaoning Province, China. 

 146 Address: Cosco building, room 4614, 183 Queenôs Road Central, Hong Kong, China. 

https://undocs.org/S/2018/171
https://undocs.org/S/RES/2087(2013)
https://undocs.org/S/RES/2087(2013)
https://undocs.org/S/RES/1718(2006)
https://undocs.org/S/RES/2094(2013)
https://undocs.org/en/S/PRST/2012/13
https://undocs.org/en/S/2014/253
https://undocs.org/S/RES/2270(2016)
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(see S/2019/171, para. 68). The Panel wrote to Fouad Dakhlallah, who is suspected 

of violating Security Council resolutions by engaging with nationals of the 

Democratic Peopleôs Republic of Korea who were either working on behalf of entities 

designated by the Security Council or had been previously reported as being involved 

in prohibited arms-related activities in Africa and the Middle East (see S/2019/171, 

para. 67). The Panel has requested information from the Democratic Republic of the 

Congo on the above cases. 

 

  Eritrea 
 

105. The Panel continued its investigation into arms-related cooperation between the 

Democratic Peopleôs Republic of Korea and Eritrea. Eritech Computer Assembly & 

Communication Technology PLC (also known as Eritech or Etech), ñoperated by the 

Eritrean Defence Forcesò and co-located with ñAsha Golgol Military Technical 

Centreò, was identified as a recipient of arms and related materiel from Glocom, a 

company of the Democratic Peopleôs Republic of Korea supplying military 

communications equipment (see S/2018/171, para. 91, and S/2019/171, para. 70). The 

Panel also continued to investigate Kim Kwang Rim, a national of the Democratic 

Peopleôs Republic of Korea whom the Panel had previously reported to be the 

representative of the Green Pine Associated Corporation in Eritrea. Eritrea has not 

provided substantive information in its responses to the Panelôs repeated enquiries 

(see annex 23). 

 

  Islamic Republic of Iran 
 

106. The Panel continued its investigation of representative offices of designated 

entities of the Democratic Peopleôs Republic of Korea in the Islamic Republic of Iran, 

namely, the Korea Mining Development Trading Corporation (KOMID) and the 

Saeng Pil Trading Corporation (see S/2019/691, para. 34). A Member State informed 

the Panel that two KOMID-related individuals, Ha Won Mo and Kim Hak Chol, were 

currently in the Islamic Republic of Iran (see annex 24). In addition, the Member 

State noted that, since 2015, KOMID had adopted the new name ñ221 General 

Bureauò, which had replaced its previous name, ñMining Development Guidance 

Bureauò, used since the mid-2000s. 

107. In response to the Panelôs enquiry, the Islamic Republic of Iran replied that 

ñthere are no nationals of the DPRK registered to be residing in Iran other than their 

diplomatsò and that ñKOMID and Saeng Pil do not have offices or representatives in 

Iran.ò The Islamic Republic of Iran further stated that it had ñcarefully looked into 

the matterò but had ñnot hitherto observed any illicit activity. The activities of the 

DPRK diplomats accredited to the Islamic Republic of Iranò had been ñin conformity 

with Iranôs national regulations as well as the international obligations of the DPRKò 

(see annex 25). 

108. The Member State additionally informed the Panel on the ongoing gold and cash 

smuggling (see S/2019/171, para. 72), by officials of the Democratic Peopleôs 

Republic of Korea who are based in the Islamic Republic of Iran, between Dubai 

airport and Tehran airport ñthrough diplomatic channelsò since at least 2009. The 

Member State assesses two nationals of the Democratic Peopleôs Republic of Korea, 

Pak Sin Hyok and Ri Kuk Myong, both in the Economic and Commercial Section of 

the Embassy of the Democratic Peopleôs Republic of Korea in Tehran, as being 

current participants in this smuggling. The Member State further informed the Panel 

of multiple nationals of the Democratic Peopleôs Republic of Korea, including a 

former diplomat, who were or had also been involved (see annex 26). The same 

Member State identified three Iranian citizens in the United Arab Emirates who were 

suspected of involvement in this smuggling. The Panel has not received a reply from 

these three individuals. 

https://undocs.org/S/2019/171
https://undocs.org/S/2019/171
https://undocs.org/S/2018/171
https://undocs.org/S/2019/171
https://undocs.org/S/2019/691
https://undocs.org/S/2019/171
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109. In response to the Panelôs enquiry, the Islamic Republic of Iran replied that ñthe 

letter does not elaborate on the links of the alleged actions é with DPRK-related 

sanctions. é Your letter does not provide enough information and evidence for 

Iranian authorities to initiate an investigation and establish the necessary factsò (see 

annex 25). 

 

  Myanmar 
 

110. The Panel repeated its earlier request for documentation and other information 

concerning matters involving military cooperation between Myanmar and the 

Democratic Peopleôs Republic of Korea, including ballistic missile cooperation since 

October 2006, as well as evidence of the return of technicians from Myanmar and the 

Democratic Peopleôs Republic of Korea to their respective home countries (see 

S/2019/171, para. 78). The Panel has not received a response on these matters. 

 

  Sweden and Switzerland 
 

111. The Panel reviewed photographs of three white robotic machines manufactured 

by ABB Asea Brown Bovery Ltd. (hereafter ABB) at Thongchon Fish Processing 

Station, Democratic Peopleôs Republic of Korea. The photographs were first published 

by the countryôs State media on 19 November 2019 and were reportedly taken during 

a recent field guidance visit to the facility by Chairman Kim Jong Un (see figure 23). 

The Panel further noted that the State media reported the factory to be a newly built 

facility of the Korean Peopleôs Army. Switzerland replied to the Panel that ñthe model 

of the robotic arms is é the model IRB 660, they must have been produced at its 

factory in Shanghai, China between 17 April 2017 and November 2018ò, stating that 

among the several hundred machines of this model produced in this factory, most had 

been ñordered by Chinese-partiesò. Furthermore, ñABB could not identify any 

delivery of an IRB 660 model to the Thongchon Fish Processing Station or any other 

plant/company based in the DPRK. ABB notes, however, that there is a substantial 

secondary market for (used) robots é Typically, ABB is not involved in sales and 

purchases through the secondary market.ò Investigations continue. 

 

  Figure 23 

ABB robotics at Thongchon Fish Processing Station, broadcast on 

19 November 2019 
 

 

Source: Korean Central News Agency. 
 

 

https://undocs.org/S/2019/171
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  Bolivarian Republic of Venezuela 
 

112. The Panel is investigating military and technological cooperation between the 

Bolivarian Republic of Venezuela and the Democratic Peopleôs Republic of Korea. 

According to a media report, the President of the National Constituent Assembly of 

the Bolivarian Republic of Venezuela signed a series of agreements pledging military 

and technological cooperation during a visit to the Democratic Peopleôs Republic of 

Korea in September 2019, potentially in violation of Security Council resolutions. 

The Panel has requested information from the Bolivarian Republic of Venezuela. 

 

  Yemen 
 

113. The Panel continued its investigation into two cases concerning Yemen. The 

first case concerns a Yemeni cooperation project with the defence industry of the 

Democratic Peopleôs Republic of Korea, in which Major General Zakaria Yahya 

al-Shami signed a letter dated 13 July 2016 as Deputy Chief of the General Staff 

inviting a delegation from the Ministry of Military Equipment of the Democratic 

Peopleôs Republic of Korea and the Tosong Trading Corporation of the Democratic 

Peopleôs Republic of Korea to meet in Damascus ñto discuss the issue of the transfer 

of technology and other matters of mutual interestò. The second case concerns a 

project deal involving Naif Ahmad al-Qanis, who signed a protocol with a Syrian 

arms dealer, Hussein al-Ali, in Damascus for the supply of military equipment of the 

Democratic Peopleôs Republic of Korea. The Panel has requested information from 

Major General Zakaria Yahya al-Shami and Naif Ahmad al-Qanis, and has yet to 

receive any response (see S/2019/171, para. 97). The Panel has requested information 

from the Yemeni authorities. 

 

  Academy of National Defense Science 
 

114. The Panel obtained information from a Member State indicating that in May 

2019 Zhongguo Shenyang Yueli Decoration Co. Ltd.147 newly hired five workers of 

the Democratic Peopleôs Republic of Korea, affiliated with that countryôs Nam Dae 

Cheon Trade Co. Ltd., which is reported to be under the control of the designated 

Academy of National Defense Science (KPe.021) of the Democratic Peopleôs 

Republic of Korea. These two companies entered into a contract in April 2019 to 

arrange the recruitment of the five nationals of the Democratic Peopleôs Republic of 

Korea. Three of them are program developers and two are hardware developers, and 

the purpose of this contract is to develop artificial intelligence products, including 

both software and hardware. The Panel has yet to receive a reply from the company. 

 

  Reconnaissance General Bureau 
 

115. The Panel continued its investigations into sanctions evasion conducted through 

cybermeans by cyberactors of the Democratic Peopleôs Republic of Korea148 

controlled by the designated Reconnaissance General Bureau.149 In September 2019, 

__________________ 

 147 Zhongxin C5 Guoji Maoyi Tianci-jie 5 hao Hunnan-qu Shenyang-shi, Liaoning Province, China. 

 148 According to a Member State, the Reconnaissance General Bureau controls almost all 

cyberactors within the Democratic Peopleôs Republic of Korea, including the Lazarus Group and 

the Kimsuky Group. The Lazarus Group (also known as Guardians of Peace, Hidden Cobra, 

Whois Team, Zinc, etc.) has at least two identified subgroups, Bluenoroff and Andariel. 

Bluenoroff (also known as APT38 and Stardust Chollima) focuses on the generation of illicit 

income through cyberheists and the evasion of United Nations sanctions. Andarielôs main targets 

include foreign businesses, government entities and the defence industry. The Kimsuky Group 

(also known as Velvet Chollima) has been active since at least 2013 and is known for its attacks 

against targets of the Republic of Korea, including Korea Hydro and Nuclear Power. 

 149 See annex 27 for the organizational and command structure of the Reconnaissance General Bureau. 

https://undocs.org/S/2019/171


 
S/2020/151 

 

51/266 20-02046 

 

the National Cybersecurity Agency of France issued a public report150 on malicious 

activity (spearphishing) observed in August 2019 and targeted at five permanent 

missions of the ñmember countries of the United Nations Security Council (China, 

France, Belgium, Peru, South Africa)ò, pointing out the ñtechnical linksò found 

during the Agencyôs investigations ñbetween some infrastructure used during these 

attacks and technical elements reported in open-sources as being used by the 

following threat actors: Kimsuky and Group123ò. 

116. Another Member State informed that Panel that ña DPRK cyber actor associated 

with the Kimsuky cyber threat group posed as a foreign governmentôs representative 

to the UN in order to spearphish 38 email addresses of other foreign government 

representatives to the UNò, specifying that the targets included United Nations 

representatives of foreign Governments, all of whom were members of the Security 

Council at the time of the attack.151 

117. The Member State informed the Panel that it assessed cyberactors of the 

Democratic Peopleôs Republic of Korea, probably belonging to the Kimsuky Group, 

as being ñresponsible for a spearphishing operation targeting the UNSC 1718 

Committeeôs Panel of Expertsò, and as having prepared and tested spearphishing 

techniques to target the Committee in 2016 and 2017, preceding the October 2017 

campaign (see S/2018/171, para. 5). The Panel reiterates its view that attacks, both 

past and ongoing, against such United Nations bodies as the Panel and the Committee, 

which are mandated to monitor the implementation of United Nations sanctions, 

amount to sanctions evasion, considering the persistent and highly disruptive nature 

of the attack. 

118. Malicious activities against the Panel continue. In January 2020, a Member State 

informed the Panel that at least three experts were being targeted by cyberactors of 

the Democratic Peopleôs Republic of Korea. Investigations continue. 

119. The Panel noted reports that, in September and October 2019, the Indian Space 

Research Organization and the Kudankulam Nuclear Power Plant, India, received 

cyberattacks using DTrack malware,152 which was developed by the Lazarus Group. 

The Panel investigated the attacks as possible violations of the provisions of the arms 

embargo through cybermeans. Investigations continue. 

 

  Munitions Industry Department and overseas information technology workers 

of the Democratic Peopleôs Republic of Korea 
 

120. The Panel continued its investigation into illegal activities of the designated 

Munitions Industry Department (KPe.028), a policy and oversight organization for 

the nuclear and missile programmes of the Democratic Peopleôs Republic of Korea. 

__________________ 

 150 France, National Cybersecurity Agency, Credentials Gathering Campaign: Large Clusters of 

Malicious Infrastructure Targeting Government Bodies and Other Strategic Entities 

(2 September 2019). 

 151 In one instance, on 4 August 2019, cyberactors of Kimsuky Group of the Democratic Peopleôs 

Republic of Korea sent to at least eight official and personal email addresses associated with 

current or former members of the United Nations and the Security Council spearphishing emails 

that contained a file appearing to pertain to a briefing for the Council. The spearphishing email 

attachment was described as a ñconcept noteò for a Council briefing, scheduled for later in 

August 2019, entitled ñThe promotion and strengthening of the rule of law in the maintenance of 

international peace and security: international humanitarian lawò (see annex 28). 

 152 DTrack is a variant of ATMDtrack, which was used in a cyberattack by the Lazarus Group 

against the Indian bank Cosmos Bank in 2018 (see Kaspersky, ñDTrack: previously unknown 

spy-tool by Lazarus hits financial institutions and research centersò, 23 September 2019). A 

Member State informed the Panel that an Internet protocol address belonging to the Cosmos 

Bank had been communicating with five Internet protocol addresses believed to be command-

and-control servers for the Lazarus Group malware for a few months before the attack. 

https://undocs.org/S/2018/171
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As previously acknowledged by the Security Council in its resolutions 2270 (2016) 

and 2397 (2017), overseas workers of the Democratic Peopleôs Republic of Korea, 

including information technology workers, contribute earnings to the countryôs 

nuclear weapons and ballistic missile programmes. Most of the information 

technology workers overseas are employed by companies subordinate to the 

Department, in contrast to most of the countryôs malicious cyberactors, who are 

subordinate to the Reconnaissance General Bureau (KPe.031). 

121. By November 2019, according to a Member State, the Munitions Industry 

Department was suspected to have dispatched at least 1,000 information technology 

workers abroad for the purpose of revenue generation, often using subordinate entities 

or front companies. Because of their obfuscation techniques, however, the true 

number of information technology workers abroad and in the Democratic Peopleôs 

Republic of Korea is unclear. The workers used several methods to obtain freelance 

information technology work without revealing their identity, by setting up accounts 

on freelance developer platforms with unwitting clients around the world, especially 

in Canada, China, the Russian Federation, Serbia, Ukraine and the United States. 

According to a Member State, an average information technology worker overseas 

makes roughly $5,000 per month, of which about one third is channelled to the 

Democratic Peopleôs Republic of Korea, the rest being used to fund the expenses of 

the information technology workers and their operations. This would mean that the 

country has been earning about $1,700 per month from each overseas information 

technology worker, which amounts to $20.4 million per year.153 

122. According to information from Member States, some of the trading corporations 

subordinate to the Munitions Industry Department were newly found to be aliases of 

designated entities (see annex 30 and para. 99). 

 

  Korea Computer Center 
 

123. The Panel investigated two companies that are subordinates of the Munitions 

Industry Department and are operating in China. In Dandong, China, the Korea 

Computer Center154 has utilized the front company name of Dandong Haotong 

Commercial Trade Co. Ltd. The Chinese National Enterprise Credit Information 

Publicity System shows that the Dandong Haotong Commercial Trade Co. Ltd. was 

registered in Dandong in 2013 (see annex 31). It is stated in the company registration 

information that the company is in the business of wholesale and retail transaction 

and the import and export of items such as metal, chemical products, machinery, 

electronics and textiles. 

124. Another Member State informed the Panel that the stated representative of the 

Korea Computer Center in Yanbian, China, is Jong Song Hwa (date of birth: 

5 February 1970; passport No. 927220230 ♬Ἓ ). According to the first Member 

State, Mr. Jong has been working as the Chief Executive Officer of Yanbian Silverstar 

Network Technology Co. Ltd. (see annex 32), a company established by the 

Munitions Industry Department. 

125. In response to the Panelôs enquiry regarding the presence and activities of the 

Korea Computer Center in China, the role of Mr. Jong and the measures taken against 

him and the Center, China replied that the Panel had offered no concrete clues or 

__________________ 

 153 The information technology workers must also abide by certain rules that drive them to 

maximize their income. For example, information technology workers who do not earn at least 

$3,000 per month for an extended period are removed from their position (see annex 29). 

 154 According to another Member State, the Korea Computer Center belongs to the 313 General 

Bureau of the designated Munitions Industry Department and has been earning hard currency by 

dispatching information technology workers to multiple places in China, including Dandong and 

Yanbian. The representative of the Centerôs Yanbian office is Jong Song Hwa. 

https://undocs.org/S/RES/2270(2016)
https://undocs.org/S/RES/2397(2017)
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evidence and that China could not initiate any targeted investigation into the case 

based on the Panelôs fragmented information. Nevertheless, China is still 

coordinating relevant authorities to investigate the case. 

 

  Information technology workers in Viet Nam 
 

126. According to a Member State, the Munitions Industry Department has been 

dispatching information technology workers to Viet Nam for the purpose of revenue 

generation, including through subordinate entities such as the Korea Sobaeksu 

Trading Corporation (also known as the Korea Sobaeksu United Corporation), which 

was also involved in procurement for the nuclear programme of the Democratic 

Peopleôs Republic of Korea (see S/2019/691, paras. 41 and 42). 

127. According to the Member State, a Vietnamese company, the Albatross Company 

(also known as Albatross Co. Ltd.),155 has been working with information technology 

developers of the Democratic Peopleôs Republic of Korea who were assessed as still 

working in Viet Nam as of November 2019. Albatross worked with and sourced these 

information technology developers from at least two companies of the Democratic 

Peopleôs Republic of Korea that are related to the Munitions Industry Department: 

the Korea National Development Investment Company and the Korea Mangyongdae 

Computer Technology Corporation (hereafter Mangyongdae). Mangyongdae is 

assessed as collaborating with other entities of the Democratic Peopleôs Republic of 

Korea on information technology projects, and also with cyberactors of the 

Democratic Peopleôs Republic of Korea reporting to the Munitions Industry 

Department. Furthermore, the Albatross Company was among the 10 Vietnamese 

companies engaged in formal business relationships with a national of the Democratic 

Peopleôs Republic of Korea, Kim Yong Su,156 a shipping agent based in Ho Chi Minh 

City since at least 2014, who, according to the Member State, has extensive links to 

entities of the Democratic Peopleôs Republic of Korea that are related to weapons of 

mass destruction. Viet Nam replied that its authorities had not found any workers or 

information technology experts of the Democratic Peopleôs Republic of Korea 

working in the Albatross Company, and that Mr. Kim had entered Viet Nam in 2017 

and had left in July 2017. 

 

  Information technology workers in Nepal 
 

128. A Member State informed the Panel that, in late 2018, the Democratic Peopleôs 

Republic of Korea had sent nine information technology workers to the Yong Bong 

Chand IT Company,157 one of the nine companies operated by nationals of the 

Democratic Peopleôs Republic of Korea in Nepal. The Panel notes that a business 

directory entry for the Yong Bong Chand IT Company was posted 3 November 2019 

directly on an e-commerce website (see annex 33). Despite the alleged involvement 

of information technology workers of the Democratic Peopleôs Republic of Korea, 

the entry does not contain any reference to the countryôs presence, and as all the 

related business transactions can be done online without in-person meetings, 

customers may not be aware of that presence. The Panel views this as an example of 

how the countryôs information technology entities conceal their identity, leading 

customers unknowingly to contract with the countryôs information technology 

workers. Nepal provided the Panel with the information of seven nationals of the 

__________________ 

 155 Chief Executive Officer: Tuong Phi Bang; address: 131/6B Ton Dan, Ward 14, District 4, Ho Chi 

Minh City, Viet Nam; tax code/licence identity No.: 0313900312. 

 156 Date of birth: 9 February 1969; passport No.: 654435458 (date of expiry: 26 November 2019); 

title: Chief Representative of the Marine Transport Office of the Democratic Peopleôs Republic 

of Korea in Viet Nam. 

 157 House 16-A, Harmony Housing Colony, Tokha District, Nepal. According to the Member State, a 

Nepali citizen is the joint owner of the company. 

https://undocs.org/S/2019/691
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Democratic Peopleôs Republic of Korea who worked with the Yong Bong Chand IT 

Company and left Nepal in July 2019158 (see annex 34). 

 

  Overseas workers of the Democratic Peopleôs Republic of Korea 
 

129. During the reporting period, the Panel continued monitoring issues regarding 

overseas workers, including the implementation of the requirement that nationals of 

the Democratic Peopleôs Republic of Korea be repatriated by 22 December 2019 

pursuant to paragraph 8 of resolution 2397 (2017), as well as the prohibition of the 

provision of work authorizations pursuant to paragraph 17 of resolution 2375 (2017). 

Salient cases are highlighted in paragraphs 130 to 149 below. 

130. In addition to manual workers, nationals of the Democratic Peopleôs Republic 

of Korea have been earning income overseas, including as professional athletes and 

medical workers. Nationals of the Democratic Peopleôs Republic of Korea who are 

earning income and government safety oversight attach®s of the Democratic Peopleôs 

Republic of Korea159 (hereafter workers) have also resided overseas with visa 

categories other than working visas. In multiple cases, workers were not repatriated 

to the Democratic Peopleôs Republic of Korea but moved to a third country. The Panel 

notes that (specified exemptions aside) the repatriation requirement to the Democratic 

Peopleôs Republic of Korea applies to any nationals of the country who are earning 

income overseas (see annexes 35 and 36).160 Furthermore, in several cases, the 

companies arranging overseas labour are prohibited joint ventures or cooperative 

entities. 

131. As of December 2019, only about 50 Member States had submitted midterm 

reports due in March 2019. Of those reports, not all contained substantive information 

such as the actual numbers of repatriated workers161 and actions taken by Member 

States. 

 

  Soccer players in Europe 
 

132. Several nationals of the Democratic Peopleôs Republic of Korea were affiliated 

with soccer teams in Europe. For example, in Italy, Han Kwang Song joined the youth 

sector of Juventus Football Club in 2019,162 and Choe Son Hyok has been playing for 

Societ¨ Sportiva Arezzo since 2018. Pak Kwang Ryong has been playing for the 

Austrian club Sportklub Niederºsterreich St. Pºlten since 2017. All these players 

reportedly had contract terms extending beyond the due date for repatriation. While 

the Panel was awaiting the reply of Italy to its enquiry of September 2019, the Qatari 

team al-Duhail announced on 8 January 2020 that Mr. Han had newly joined the team 

from Juventus. In respect of Mr. Pak, Austria replied that its competent authorities 

had initiated the procedures necessary to revoke his residence and work permit and 

to issue a return decision based on the relevant laws. The Panel has yet to receive a 

reply from Italy or Qatar. 

 

  Medical workers in Asia and Africa 
 

133. According to several Member States, workers of the Democratic Peopleôs 

Republic of Korea, including about 20 medical staff who entered under a bilateral 

__________________ 

 158 Nepal also informed the Panel about three information technology workers affiliated to Himal 

Chilbo IT (see annex 34). 

 159 See resolution 2397 (2017), para. 8. 

 160 The Panel is investigating nationals of the Democratic Peopleôs Republic of Korea suspected of 

earning income overseas, irrespective of visa categories or the nature of the income earned. 

 161 The Panel further noted that multiple countries only stated the expiration of work authorizations 

and visas instead of the numbers actually being repatriated. 

 162 He had been playing for two other Italian teams since 2015. 

https://undocs.org/S/RES/2397(2017)
https://undocs.org/S/RES/2375(2017)
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S/2020/151 

 

55/266 20-02046 

 

medical cooperation arrangement, were present in Angola. The Panel has yet to 

receive a reply to its enquiries. 

134. In Mozambique, a media outlet reported that six medical doctors of the 

Democratic Peopleôs Republic of Korea, who were assigned to Pemba Provincial 

Hospital for medial cooperation, were prosecuted for setting up an illegal private 

clinic, allegedly using materials from the national health system of Mozambique.163 

135. The Panel investigated nationals of the Democratic Peopleôs Republic of Korea 

working at Ne-Koryo hospital in Nepal, closed in 2019. It has been reported that the 

Nepalese authorities did not renew the hospitalôs licence as 6 of its 10 staff, including 

doctors, had entered with tourist visas and had been working without authorization. 

Nepal provided information on its repatriation of seven workers of the Democratic 

Peopleôs Republic of Korea from Ne-Koryo hospital (see annex 34). 

136. The Panel recently obtained from a Member State information on medical 

workers of the Democratic Peopleôs Republic of Korea in Nigeria, information that 

has also been reported in the media. The Panel has yet to receive a reply to its 

enquiries. 

137. The Panel investigated a hospital network related to the Democratic Peopleôs 

Republic of Korea in Tanzania. Nationals of the Democratic Peopleôs Republic of 

Korea have been employed at Maibong Sukidar Medical Co. Ltd. (also known as 

Maibong Sukida Medical Co.), and are likely still to be working in this company and 

at six associated clinics.164 Furthermore, according to the public notice regarding 

work permits on the website of the Prime Ministerôs Office of Labour, Youth, 

Employment and Persons with Disability, about 40 work permits (including two 

possibly duplicated work permits for which applications were submitted using 

different spellings of the same individualsô names) for the workers of the Democratic 

Peopleôs Republic of Korea who are employed by Maibong Sukidar Medical Co. Ltd. 

were provided or renewed in 2019 (see annex 37). The Panel has yet to receive a reply 

to its enquiries. 

138. The Panel is investigating at least two medical practitioners of the Democratic 

Peopleôs Republic of Korea in Uganda as of 2017.165 The Panel has yet to receive a 

reply to its enquiries. 

 

  Restaurants of the Democratic Peopleôs Republic of Korea 
 

139. The Panel continues to investigate nationals of the Democratic Peopleôs 

Republic of Korea working at the countryôs restaurants overseas. The Panel requested 

information from Cambodia on named restaurants of the Democratic Peopleôs 

Republic of Korea in Cambodia.166 It replied that the restaurants had been shut down 

and the licences revoked (see annex 38). Cambodia also stated that there had been 

115 workers of the Democratic Peopleôs Republic of Korea in Phnom Penh and Siem 

__________________ 

 163 Club of Mozambique, ñMozambique: North Korean doctors arrested in Pemba on charges of 

setting up clandestine clinicò, 14 November 2019. 

 164 Magomenni Upendo, Maibong Sukida Temeke Municipal Council, Maibong Sukida Kinondoni 

Municipal Council, Maibong Sukida Ilemela Muncipal Council (also known as Maibong Sukida 

General Dispensary), Star and Maibong Sukida Dispensary. 

 165 Song Ung Hong, in the Ugandan Peopleôs Defence Forces, and Kim Yu Song, at the Kampala 

International University Teaching Hospital. 

 166 Such as Pyongyang Restaurant (National Route 6, Krong Siem Reap), Pyongyang (Koryo) 

Restaurant (300 Preah Monivong Blvd (93), Phnom Penh), Pyongyang Ariang Restaurant (215, 

32 Jawaharlal Nehru Blvd (215) Phnom Penh), Pyongyang Unhasu Restaurant (#10A, Street 315, 

Sangkat Beung Kok I, Khan Toulkork, Phnom Penh). 



S/2020/151 
 

 

20-02046 56/266 

 

Reap province. Cambodia also stated that all the workers of the Democratic Peopleôs 

Republic of Korea had been repatriated as at 22 December 2019. 

140. The Panel investigated workers, company management structures and money 

transfers of restaurants of the Democratic Peopleôs Republic of Korea in Nepal.167 

Nepal informed the Panel of 23 restaurant workers of the Democratic Peopleôs 

Republic of Korea who had left Nepal in 2019 (see annex 34). 

141. The Panel continues to investigate restaurants of the Democratic Peopleôs 

Republic of Korea in Thailand, including Haemaji Restaurant and Mokran Korean 

Restaurant (see S/2019/171, para. 154). It was reported in December 2019 that the 

Thai authorities had conducted an on-site investigation at Haemaji Restaurant and 

arrested seven workers of the Democratic Peopleôs Republic of Korea. The Panel has 

yet to receive a reply to its enquiries. 

 

  Mansudae Overseas Project Group, Korea General Corporation for External 

Construction and other entities related to the Democratic Peopleôs Republic of Korea 
 

142. The Panel continued its investigation into the activities of Mansudae New Tech 

Corporation Ltd. (hereafter Mansudae New Tech) and affiliated workers of the 

Democratic Peopleôs Republic of Korea, including those listed as directors, in 

Cambodia.168 This company has been involved in the construction and operation of 

the Grand Angkor Panorama Museum (see S/2019/171, para. 64). Cambodia replied 

that the Angkor Panorama Museum in Siem Reap province, established by an 

agreement between Mansudae New Tech and the Authority for the Protection and 

Safeguarding of Angkor and the Region of Angkor, had been shut down since 4 

December 2019, and that the assets of the Museum, including the building, were under 

the control of relevant authorities. Furthermore, Mansudae New Tech was 

deregistered on 30 December 2019. The Panel also noted the repatriation by 

Cambodia of workers of the Democratic Peopleôs Republic of Korea (see para. 139). 

143. The Panel requested information from Nigeria on the media-reported deportation 

in October 2019 of seven nationals of the Democratic Peopleôs Republic of Korea169 

who were possibly connected to the Korea General Corporation for External 

Construction (KOGEN/GENCO) or other State organizations. The Panel has yet to 

receive a reply. 

144. The Panel continued investigation into the activities of the ñMansudae Overseas 

Project Group of Companies in Senegal-SUARLò (hereafter MOP Senegal). MOP 

Senegal has been engaged in multiple construction projects in Senegal, including a 

public construction project and a factory for a major food processing company. Based 

on information obtained during its investigation, including that previously provided 

by Senegal, the Panel identified at least six nationals of the Democratic Peopleôs 

Republic of Korea who have worked as representatives of MOP Senegal.170 MOP 

Senegal may have changed its name to ñCorman Construction and Commerce Senegal 

Suralò. About 30 workers of the Democratic Peopleôs Republic of Korea who entered 

__________________ 

 167 Botonggang Restaurant and Bar, Himalayan Soje Restaurant, Minas Restaurant and Bar, 

Pyongyang Ogryugwan (Akugyan) Nepal and Pyongyang Arirang restaurant. 

 168 Including Kim Chol Song, Kim Sok Sam, Ri Chol and Ri Kyong Il. 

 169 Jo Sun Phil, Jang Sung Chol, Che Chun Hyok, Pak Yong Gon, Ri Yong Il, Ri Hak Su and Ri Tong 

Nam. 

 170 So Yong, Choe Song Chol, Sun Song, Kim Yong Su, Choe Song Il and Ri Won Chol. Mr. So, 

Mr. Choe Song Chol and Mr. Sun are the MOP Senegal representatives listed in the letter from 

Senegal dated 21 February 2017. Mr. Kim appears as general manager of MOP Senegal on the 

contract for a public construction project signed on 11 July 2013. Mr. Choe Song Il also appears 

on the same contract, but his position is not specified. Mr. Ri appears as Vice-President of MOP 

Senegal on the contract for factory construction signed on 24 May 2016. 

https://undocs.org/S/2019/171
https://undocs.org/S/2019/171


 
S/2020/151 

 

57/266 20-02046 

 

Senegal in January and February 2019 may currently be working for this entity. The 

Panel has yet to receive a reply to its enquiries. 

 

  Visa categories 
 

145. The Panel has received a report from a Member State alleging that 2,000 

nationals of the Democratic Peopleôs Republic of Korea recently entered China on 

visitor visas for the purpose of earning income. In response to the Panelôs enquiry, 

China replied that it ñcould not verify that 2,000 DPRK nationals entered China on 

visitor visa for the purpose of earning income, engaging in activities aimed at earning 

income in China by foreigners using tourist visa is illegal. If any party possesses hard 

evidence and provides information to China, it will deal with in accordance with law.ò 

146. According to statistics of the Russian Federation, there was a sharp increase in 

the number of tourist and student visas granted to nationals of the Democratic 

Peopleôs Republic of Korea in 2019 (see annex 39). In reply to the Panelôs enquiry 

on the matter, Russia stated that ñits final report will be provided in due courseò, in 

accordance with paragraph 8 of resolution 2397 (2017). 

147. Another Member State reported to the Panel that, in 2019, Shandong Guannuo 

Food Co. Ltd.171 had signed a new three-year contract with the Chosun Pusong 

Company of the Democratic Peopleôs Republic of Korea,172 hiring workers from the 

Democratic Peopleôs Republic of Korea for production and technical cooperation in 

the field of food processing, and that, by early November 2019, government safety 

oversight attach®s of the Democratic Peopleôs Republic of Korea for this project had 

arrived at the production site. According to the Member State, under the contract, the 

amount of remuneration is 5,000 yuan per month for managers, 3,500 yuan per month 

for deputy managers and 2,500 yuan per month for other workers. This contract 

includes coverage of the cost of repeated visa applications as workers exit and re-enter 

regularly in lieu of seeking to obtain official working visas. The Panel has not 

received a reply to its enquiries from this company. 

 

  Exit to third country 
 

148. According to information from a Member State and press reports,173 since 2018 

several hundred workers of the Democratic Peopleôs Republic of Korea have moved 

from the Russian Federation to Abkhazia, and transfers have been facilitated by 

individuals and entities in the Russian Federation. In response to the Panelôs enquiry, 

the Russian Federation replied that it had no data on the issue and that the Panel could 

ñapproach its authorities directlyò. The Panel has yet to receive a reply from Georgia. 

 

  Invited scholars 
 

149. The Panel noted several academic exchanges in 2019, including long-term 

exchange programmes hosted by academic institutes in Canada and China. The Panel 

enquired about the sponsorship of the programmes, especially the income earned 

overseas by nationals of the Democratic Peopleôs Republic of Korea during the 

programmes. In response to the Panelôs enquiry, a Canadian institute responded that 

the Canadian authorities were being consulted. China replied that two scholars of the 

__________________ 

 171 , Caoling qian village, Enanthem, Junan County, Linyi City, Shandong 

Province, China. 

 172 Registered address: 2 Bulgung Streel, Botonggang guyeok, Pyongyang; representative: Park 

Young Wook. 

 173 Washington Post, ñIn breakaway Abkhazia, a loophole for North Korean workers amid beaches 

and Soviet relicsò, 13 October 2019 (accessed on 10 January 2020). 
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Democratic Peopleôs Republic of Korea, newly invited to an institute, had entered for 

academic exchange, not for work. 

 

  Recommendations 
 

150. Member States should exercise vigilance in screening all categories of visa 

application by nationals of the Democratic Peopleôs Republic of Korea to prevent 

the entry of nationals of that country who are intending to earn income overseas. 

151. Member States, pursuant to paragraph 8 of resolution 2397 (2017), should 

submit in a timely manner reports containing complete information on 

repatriation to the Democratic Peopleôs Republic of Korea of all nationals of that 

country who are earning income. 

152. To enhance the efficiency of Member State implementation of reporting 

requirements, the Committee should consider issuing implementation assistance 

notices. 

 

  Implementation of luxury goods ban 
 

153. The Democratic Peopleôs Republic of Korea continues to circumvent the ban on 

luxury goods stipulated in paragraph 8 (a) (iii) of resolution 1718 (2006). The Panel 

notes that the measures to ban the import of such goods may carry more significance 

than the goodsô monetary value, as the ban affects the elites, which are responsible 

for the emergence of the issues that led to the imposition of sanctions. The Panel 

continues to observe the delivery of numerous items that can be classified as luxury 

goods (for example, luxury watches) to the Democratic Peopleôs Republic of Korea, 

including for retail purposes (see figure 24). The Panel finds that multiple entities, 

some designated, engage in the illegal imports of such items. 

 

  Figure 24 

Advertisements for luxury watch brands visible in Taesong Department 

Store, Pyongyang 
 

 

Source: Korean Central News Agency. 
 

https://undocs.org/S/RES/2397(2017)
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154. The Panel investigated several such cases, focusing on networks and supply 

chains. These cases demonstrate the ability of the country to obtain luxury goods, 

including vehicles, despite most manufacturersô compliance programmes174 that are 

intended to prevent trade with the Democratic Peopleôs Republic of Korea. 

 

  Mercedes-Benz 
 

155. The Panel continued its investigation of the case of the illegal importation of 

two Mercedes-Benz S-Class 600 Sedan Long Guard VR9 vehicles (see S/2019/691, 

para. 46) and has established that the vehicles were shipped from the factory in 

Germany to an Italian armouring company, European Cars & More, SRL, in February 

2018, and registered in Italy (see annex 40). However, in June 2018, cars with the 

same vehicle identification numbers were shipped by another Italian company with 

past contacts with the Democratic Peopleôs Republic of Korea, LS Logistica & 

Spedizioni SRL (using several forwarders and shippers), from Rotterdam, the 

Netherlands. The cargo was initially addressed to a company in Dalian, China, but 

later the consignees were changed twice, as the initial plan to transport the vehicles 

further by break bulk ship was not approved by the Dalian port authorities. As a result, 

the cars first went to Osaka, Japan (addressed to Zuisyo Co. Ltd.)175 and then, at the 

end of August 2018, were shipped to Busan, Republic of Korea. There they were 

loaded on the vessel DN5505 (the owner of which was Do Young Shipping Co.), 

which at the time was sailing under the flag of Togo (see paragraphs 81 and 82). The 

vessel left Busan on 1 October with the stated destination of Nakhodka but, soon 

afterwards, ceased transmitting its automatic identification system signal (resuming 

transmission only on 19 October at a nearby location). The Russian Federation 

recorded no arrival or departure of the DN5505 between October 1 and 19 in any of 

its Far East ports.176 Investigations continue. 

 

  Lexus 
 

156. Japanese-manufactured third-generation Lexus LX 570 vehicles (model 

produced since August 2017) were observed in the Democratic Peopleôs Republic of 

Korea in November 2019 in the presence of Kim Jong Un and his entourage. In 

response to the Panelôs enquiries, the manufacturer determined that the vehicles were 

LX 570 models with the Sports Package, as they had aero parts, a 5.7 litre engine and 

all-wheel drive. 

 

  Figure 25 

Lexus vehicles observed in the DPRK in 2018 and 2019 
 

 

Source: North Korea News. 
 

 

  Alcohol supplies 
 

__________________ 

 174 Including the compliance programmes of the manufacturers of the vehicles investigated. 

 175 Mr. Jo Seiken responded to the Panelôs enquiries and provided documentation. 

 176 The DN5505 was detained in February 2019 by the authorities of the Republic of Korea on 

suspicion of illegally transporting coal originating in the Democratic Peopleôs Republic of 

Korea. 

https://undocs.org/S/2019/691
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157. According to information received by the Panel, shipments to the Democratic 

Peopleôs Republic of Korea of alcoholic beverages ï whisky, cognac, brandy, vodka, 

wine and beer ï continued in 2019. Not all Member States classify the same alcoholic 

beverages as luxury goods (for example, vodka as well as beer are considered luxury 

goods under European Council regulation (EU) 2017/2062, but are not considered 

luxury goods in many other supplier countries). 

 

Figure 26 

Imported spirits in Taesong Department Store, Pyongyang, December 2019 

 

Source: North Korea News. 
 

 

158. The Panel continued investigating the export of vodka by Minsk Grape Wine 

Factory, Belarus (see S/2019/171, paras. 105 and 106), vodka that was seized by a 

Member State in 2018 en route to China, with the suspected final destination of the 

Democratic Peopleôs Republic of Korea and with intermediaries including Hongkong 

Jiaming Industrial Co. (see S/2019/691, annex 14) and a Singaporean company, Aspen 

Resources Pte. Ltd. (owner Sai Keong Cheang, also known as Jordan Cheang), as 

payer. In reply to the Panel, the producer of the vodka stated that, according to the 

contract, the consignee performs customs clearance at the point of destination 

(Dalian), and, under the contract, sale is restricted to the territory of China, without 

resale to other countries (see annex 41). The importer has not replied. 

159. The Panel investigated a shipment of ninety thousand 100-ml bottles of vodka 

from Niva Distillery Company Limited, Russian Federation, a shipment seized by a 

Member State on 21 February 2019 based on information that the cargo was 

ultimately destined for the Democratic Peopleôs Republic of Korea (see annex 42 and 

S/2019/691, annex 14). The consignee was listed as Manzhouli Kesheng Trade Co. 

Ltd., which promotes itself as a Russian food importer in Inner Mongolia. The 

Russian Federation replied that the shipment was made under free carrier terms to the 

port of Saint Petersburg, Russian Federation, and that the ownership was transferred 

upon receipt of the goods to the carrier on 19 January 2019. The Panel has not 

received a reply from the importer. Investigation continues.  

160. The Panel investigated two separate beer shipments from Baltika Breweries Co. 

of Saint Petersburg (see annex 43). The first shipment, consisting of 957 cases, was 

addressed to Hunchun Huihe Economic and Trade Co. Ltd. and was dispatched in 

April 2019. The second shipment, consisting of 3,100 cases, was shipped in May to 

Liaoning Pilot Free Trade Zone Yurong Warehouse Co. Ltd. Both shipments were 

seized en route in the port of Rotterdam by a State member of the European Union 

https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2019/691
https://undocs.org/en/S/2019/691
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(where beer is categorized as a luxury good) on suspicion that the Democratic 

Peopleôs Republic of Korea was the final destination (see annexes 44 and 45). The 

Panel contacted all the entities along these two chains of delivery, but so far only the 

Russian Federation has responded, explaining that the Security Council sanctions 

regime relating to the Democratic Peopleôs Republic of Korea does not ban the supply 

to the country of products of the brewing industry and that there are likewise no bans 

of this kind in Russian legislation. According to this information, Baltika Breweries 

never provided authorization for buyers in China to transport its products beyond its 

borders, in accordance with the contractual terms and conditions.  

161. According to information from Singapore, on 22 November 2019 a district court 

in that country fined and sentenced to imprisonment Ng Kheng Wah and Wang Zhiguo 

(for 36 and 12 months, respectively), and also imposed an S$880,000 fine on a local 

company, T Specialist International (S) Pte. Ltd. The defendants were found guilty of 

engaging in prohibited trade with the Democratic Peopleôs Republic of Korea, 

including supplying luxury items exceeding S$6 million (until 2017) to the Korean 

Bugsae Shop in the country, and of money-laundering.177 The court documents further 

revealed the companies and individuals involved in the cases, including Pinnacle 

Offshore Trading Inc. and Mars-Rock Offshore Trading (both registered in the British 

Virgin Islands); Li Ik and his son, Li Hyon, nationals of the Democratic Peopleôs 

Republic of Korea; and Sherly Muliawan, an Indonesian national who is the shipping 

manager and purchaser of T Specialist (see annex 46). The Panelôs investigation of 

T Specialist started in 2018.178 

162. According to the information from Singapore, a local company, Sun Moon Star 

(SINSMS) Pte. Ltd., an affiliate of Dalian Sun Moon Star International Logistics 

Trading Co., was charged in August 2019 with facilitating trans-shipments of wines 

and spirits as well as other luxury goods worth approximately S$665,000 to Nampo, 

at the alleged behest of Mun Chol Myong, a national of the Democratic Peopleôs 

Republic of Korea. Mr. Mun was arrested in May 2019 in Malaysia and, in December, 

a Malaysian court approved his extradition to the United States179 (see annex 47). The 

Panel has requested information from Member States.  

 

  Recommendations 
 

163. Member States should encourage their nationals exporting luxury goods to 

include a contractual provision to prevent re-sale to sanctioned jurisdictions. 

164. The Committee should prepare a more detailed list of prohibited luxury 

goods (where possible, with specific Harmonized System commodity codes) for 

consideration by the Council.  

165. Member States should harmonize their export control lists to reflect the list 

of prohibited luxury goods. 

__________________ 

 177  For the court sentence, see State Courts of the Republic of Singapore, Public Prosecutor v. Ng 

Kheng Wah, T Specialist International (S) Pte. Ltd. and Wang Zhiguo, Case No. [2019] SGDC 

249, Judgment, 22 November 2019. T Specialist devised a fraudulent invoicing financing scheme 

to steal $95 million from local banks. Between January 2014 and August 2016, Mr. Ng conspired 

with Mr. Wang to submit fictitious commercial invoices to five banks in order to secure loans. 

The five banks, believing the commercial invoices to be genuine, made payment of the invoice 

amounts to Pinnacle Offshore Trading Inc., the British Virgin Islands registered company owned 

by Mr. Wang. In order to launder the ill-gotten loans, a third company, Mars-Rock Offshore 

Trading, would ñround-tripò the money back into T Specialistôs accounts. 

 178  See S/2019/171, paras. 142 to 144 and annex 72. 

 179  See Asia Times, ñKL court: extradition in N. Korea money launderingò, 13 December 2019.  

https://undocs.org/en/S/2019/171
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166. Member States and relevant international organizations should encourage 

shipping and transportation companies to provide thorough systems for 

checking consignees, bearing in mind the risk of trans-shipment.  

 IV. Finance  
 

 

  Democratic Peopleôs Republic of Korea continues to evade financial sanctions 
 

167. Although Member States have made progress in implementing Security Council 

resolutions, the Panelôs investigations show that the Democratic Peopleôs Republic 

of Korea continues to access the international financial system and evade sanctions 

through both novel and well-documented methods. These methods include bulk cash 

and gold smuggling (see paragraphs 109 and 110), the use of offshore and joint 

ventures to hide beneficial ownership information, and the continued theft and use of 

virtual currencies such as Bitcoin to evade sanctions and fund global cyberattacks.  

 

  Democratic Peopleôs Republic of Korea continues to access global banking through 

shell and front companies  
 

168. To obfuscate payments, the Democratic Peopleôs Republic of Korea uses third-

party companies. The purchase of the maritime vessel the New Regent (see 

paragraphs 22 and 23), for example, involved a third-party company ï HK Xiang 

Long Trading Group Ltd. ï that was not mentioned in the purchasing agreement (see 

annexes 48 and 49).180 

169. In a similar investigation, which involved the export of luxury vodka, the owner 

of a human resources company, Aspen Resources Pte. Ltd., arranged for a payment of 

approximately $14,000 to the supplier, a Belarusian spirits manufacturer, on behalf 

of the buyer, Hongkong Jiaming Industrial Co. (see annex 41).181 In his reply to the 

Panel, the owner and director of Aspen Resources stated that the company does not 

engage in commercial trading activities and that the payment for the vodka was 

arranged at the request of an acquaintance who ñhas problems paying out from China 

due to currency controlsò.  

170. Evidence obtained by the Panel suggests that obfuscating beneficial ownership 

information through shell companies has also allowed the Democratic Peopleôs 

Republic of Korea to form joint ventures with unsuspecting foreign companies. In the 

course of its investigation, the Panel found that Dandong Haotong (a suspected front 

company of the Korea Computer Center (see paragraphs 123 to 125) had formed a 

joint venture with a Bulgarian-registered company (see annex 50). According to 

information provided by Bulgaria, TH Co. LLC (ʊʠ ɽʡʯ ʂʦ. ʆʆɼ) ï a Bulgarian 

company registered in October 2013 and deregistered in April 2019 ï had operated as 

a joint venture with Dandong Haotong.182 In early 2017, Bulgarian authorities 

undertook measures to ensure that nationals of the Democratic Peopleôs Republic of 

Korea connected with TH Co. OOD and Dandong Haotong had left Bulgaria. 

Investigation continues.  

 

  Financial activities of diplomatic and other personnel of the Democratic Peopleôs 

Republic of Korea  
 

__________________ 

 180  The purchasing agreement listed Mega Glory as the seller and Fullberg Trading Development 

Ltd. ( ) as the buyer. 

 181  The Panel highlighted Aspen Resources in its 2019 midterm report (see S/2019/691, annex 14). 

 182  According to the corporate registry of Bulgaria, the company lists its business as software 

development. The Bulgarian customs agency noted that TH Co. OOD has not conducted any 

import or export transactions within the last five years and is currently in liquidation status. 

https://undocs.org/en/S/2019/691
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171. The Panel continued to investigate diplomatic or official personnel of the 

Democratic Peopleôs Republic of Korea who act on behalf of the countryôs sanctioned 

financial institutions to establish illicit banking networks and provide the country 

with access to global banking systems (see annex 51). 

172. The Panel investigated reports that Jo Kwang Chol, an accredited member of 

the administrative and technical staff at the Embassy of the Democratic Peopleôs 

Republic of Korea in Austria since 2016, had engaged in sanctions evasion activities 

on behalf of the designated Foreign Trade Bank (KPe.047). According to information 

provided by Austria, Mr. Jo had attempted to gain access to Korea Ungum 

Corporationôs frozen accounts at an Austrian bank (see S/2019/691, para. 56 and 

annex 20). Austrian authorities froze the accounts in July 2015 owing to suspected 

money-laundering activity. At the time, the total balance was approximately 

$1,895,633.  

173. In February 2016, the Korea Ungum Corporation requested a cash withdrawal 

from the frozen accounts.183 Austrian authorities denied this request. On 9 January 

2017, the Embassy of the Democratic Peopleôs Republic of Korea requested the 

release of funds in order to pay an outstanding salary to Mr. Jo. According to Austrian 

authorities, Mr. Joôs labour contract with this Corporation was fabricated. 

Consequently, the bank rejected the Embassyôs request and the request was 

subsequently withdrawn. Austrian authorities concluded, however, that although 

Mr. Jo was the intended beneficiary, there was no evidence that he was directly acting 

on behalf of Korea Ungum Corporation or the Foreign Trade Bank. This case 

highlights the continued efforts of the Democratic Peopleôs Republic of Korea to 

exploit embassy personnel in order to access funds, including through the use of 

suspect documents.  

174. In its 2019 midterm report, the Panel highlighted the ongoing financial activities 

of Reconnaissance General Bureau agents, including Mr. Kim Sou Gwang, Ms. Kim 

Su Gyong, Mr. Kim Yong Nam and their respective family members (see S/2019/691, 

paras. 54 to 56). According to information provided to the Panel by a Member State, 

Ms. Kim Su Gyong was the Director of the International Relations Department of the 

Korean United Development Bank and was responsible for establishing clandestine 

financial networks throughout Europe in order to hide transactions between the 

Democratic Peopleôs Republic of Korea and the Islamic Republic of Iran, specifically.  

175. In April 2017, Mr. Kim Yong Nam, reported by a Member State to be an agent 

of the Fifth Department of the Reconnaissance General Bureau, closed his bank 

accounts in France (see ibid.). The remaining funds (approximately ú3,500) were 

transferred to overseas accounts (see S/2019/171, para. 126) held in the name of his 

wife, Ms. Kim Tcheul Hy. The Member State newly identified an account in a Russian 

bank.184 Consistent with its previous recommendations, the Panel notes that Member 

States are obligated to freeze the assets of all individuals working for or on behalf of 

the Reconnaissance General Bureau, to include accounts established in the names of 

family members.  

 

  Overseas bank representatives of the Democratic Peopleôs Republic of Korea 
 

__________________ 

 183  The Korea Ungum Corporation was designated by a Member State in August 2013 for acting as a 

front for the Foreign Trade Bank (see United States, Department of the Treasury, ñTreasury 

targets Russian bank and other facilitators of North Korean United Nations Security Council 

violationsò, press release, 3 August 2018). 

 184  The Panel requested further information from the Russian Federation on the status of the account 

in the Russian bank. The Russian Federation responded that, ñin order to investigate Mr Kim 

Yong Nam, the Russian Federation needs a stronger evidence of his involvement in the activities 

of the Reconnaissance General Bureauò. 

https://undocs.org/en/S/2019/691
https://undocs.org/en/S/2019/691
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176. The Panel continued to investigate the activities of financial institutions and 

representatives of the Democratic Peopleôs Republic of Korea operating abroad and 

notes that Member States must expel any individual determined to be working on 

behalf of or at the direction of a bank of the Democratic Peopleôs Republic of Korea.  

177. Following the Panelôs enquiries into Han Jang Su (see S/2019/171, para. 125), 

the Russian Federation informed the Panel that Mr. Han had left Russia in 2019.  

178. The United Arab Emirates informed the Panel that it had closed Kumgang 

General Trading Company on 19 April 2019 for ñviolations of Security Council 

resolutionsò. Investigation into the companyôs past activities continues. 

 

  Sanctions evasion by the Democratic Peopleôs Republic of Korea 

through cyberattacks  
 

179. Based on Member State and open source information, the Panel concludes that 

the Democratic Peopleôs Republic of Korea continues to perpetrate cyberattacks 

against financial institutions and cryptocurrency exchanges globally. These attacks 

have resulted in monetary losses and have provided illicit revenue for the country, in 

violation of financial sanctions. These attacks are low-risk, high-reward and difficult 

to detect, and their increasing sophistication can frustrate attribution.185 According to 

several Member States, jurisdictional concerns and the lack of legal frameworks can 

pose significant challenges to investigations and prosecution.  

180. In April 2019, the Democratic Peopleôs Republic of Korea hosted an 

international ñcryptocurrency conferenceò in Pyongyang. According to the 

conferenceôs website (see annex 52), ñinternational experts in the Blockchain and 

Crypto industry gathered in Pyongyang to share their knowledge and vision, 

established long lasting connections, discussed business opportunities and signed 

contracts in the field of Information Technologyò. According to a United States court 

document, Virgil Griffith, a United States national who attended the conference, 

stated that the organizer told him that ñduring his presentation, [he] should stress the 

potential money laundering and sanction evasion applications of cryptocurrency and 

blockchain technologyò.186 

181. The Panel notes that the Democratic Peopleôs Republic of Korea is becoming 

increasingly sophisticated in terms of its attack vectors against both financial 

institutions and cryptocurrency exchanges. According to an analysis by one 

cybersecurity research firm, a Lazarus-backed attack against one cryptocurrency 

exchange relied on a ñtrojanized cryptocurrency trading application, which had been 

recommended to the company over emailò.187 This pattern is consistent with social 

engineering tactics, techniques, and procedures highlighted by the Panel (see 

S/2019/691, para. 61). Notably, this hack by the Democratic Peopleôs Republic of 

Korea used a legitimate-looking website and company name ï Celas Limited ï to 

__________________ 

 185  The act of generating revenue with cybertools and obfuscating and laundering through 

cybermeans constitutes sanctions evasion. For previous Panel reporting, see S/2019/171, 

paras. 109 to 118, and S/2019/691, paras. 57 to 71. According to a Member State, actors of the 

Democratic Peopleôs Republic of Korea use cyberspace as an asymmetric means to engage in the 

theft of military technology in violation of an arms embargo; revenue operations; cyberblackmail 

and extortion campaigns; hacking for pay; and the movement of money. 

 186  Mr. Griffith has pleaded not guilty to violating United States sanctions. See Southern District of 

New York, United States of America v. Virgil Griffith, Case No. 19MAG10987, Complaint, 

21 November 2019. 

 187  See Kaspersky, ñOperation AppleJeus: Lazarus hits cryptocurrency exchange with fake installer 

and macOS malwareò, 23 August 2018.  

https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2019/691
https://undocs.org/en/S/2019/171
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distribute the malware-infected application.188 According to an archive of the website, 

Celas Limited ñproduces resilient client-server blockchain solutions for the enterprise 

marketò and listed its location as Cedar Springs, Michigan, United States (see 

annex 53). The application, Celas Trade Pro, executed a malicious update package 

when a user installed the application. The malware contained a ñfull-featuredò 

backdoor trojan, which allowed full control over the victimôs system and theft of the 

cryptocurrency.  

182. In a new development, in 2019, several security firms reported links between 

the Democratic Peopleôs Republic of Korea and an Eastern European cybercrime 

group known as the Trickbot Group. Trickbot is a set of malware tools originally 

developed in 2016 to target banking institutions. Trickbot actors recently developed 

an all-in-one attack framework, known as the Anchor Project. According to 

cybersecurity research firms, the Lazarus Group used Anchor Project tools to deploy 

malware. Specifically, researchers discovered PowerRatankba, a suite of malware 

tools developed by Lazarus that was delivered to victims via the Anchor Project.189 

This attack is significant because it represents the first known instance where 

Democratic Peopleôs Republic of Korea-linked cybergroups have partnered with 

non-state actors.  

 

  Recommendations 
 

183. The Panel reiterates its recommendation that the Committee clarify the 

definition of joint ventures and cooperative entities, contained in paragraph 18 

of resolution 2375 (2017).  

184. The Panel reiterates its recommendation that the Security Council consider 

explicitly addressing the Democratic Peopleôs Republic of Koreaôs evasion of 

sanctions through cybermeans if drafting additional sanctions measures in the 

future.  

185. The Panel recommends that all Member States exercise vigilance over their 

nationals who may be traveling to the Democratic Peopleôs Republic of Korea to 

provide training and advice on using virtual currencies and related technologies 

to evade United Nations sanctions.  

186. The Panel reiterates its previous recommendation that Member States 

ensure their legal and regulatory frameworks cover virtual assets 

(e.g. cryptocurrency) and virtual asset service providers (e.g. cryptocurrency 

exchanges).  

187. The Panel specifically highlights a recurring trend whereby Democratic 

Peopleôs Republic of Korea diplomats and their family members establish bank 

accounts for the purpose of United Nations sanctions evasion, and recommends 

Member States exercise enhanced vigilance.  

188. The Panel encourages Member States to implement the Financial Action 

Task Force (FATF) standards, with special attention given to measures associated 

with targeted financial sanctions related to proliferation and transparency and 

__________________ 

 188  The Kaspersky report indicated that the applications had been modified for different operating 

systems, including macOS, Windows and Linux. This was a possible first for the Lazarus Group 

and represents a leap forward in sophistication and intent. 

 189  PowerRatankba is thought to have been used in the December 2018 cyberattack by the 

Democratic Peopleôs Republic of Korea against the Chilean interbank network, Redbanc (see 

Vitali Kremez, ñDisclosure of Chilean Redbanc intrusion leads to Lazarus tiesò, Flashpoint, 

15 January 2019).  

https://undocs.org/en/S/RES/2375(2017)
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beneficial ownership of legal persons and arrangements (FATF Recommendations 

7, 24, and 25).  

 

 

 V. Recent activities related to the nuclear and ballistic 
missile programmes  
 

 

  Nuclear  
 

189. The Panel continues monitoring the ongoing nuclear-related activities of the 

Democratic Peopleôs Republic of Korea, such as activities in nuclear facilities and 

possible nuclear-related procurements.  

190. The Panel has not observed any indication of operation of the 5 MW (e) reactor 

in Yongbyon since the end of 2018. Although the period has been sufficient for 

discharge and refuelling, a Member State informed the Panel that discharge of fuel 

had not been confirmed.190 Operation of the steam plant at the radiochemical 

laboratory for reprocessing was not observed from satellite imagery.191 This suggests 

the longest interval between activities related to plutonium production campaigns 

since the second half of 2018.  

191. Several Member States indicated that construction of the Yongbyon light water 

reactor was ongoing. Construction of a building near the reactor and dredging along 

the Kuryong River192 were observed from satellite imagery (see annex 54). Satellite 

imagery also showed activities including the demolition of a building at the 

abandoned Yongbyon 50 MW (e) reactor (see annex 55).  

192. A Member State informed the Panel that it assessed the Pyongsan yellow-cake 

production plant as having been in operation in 2019. The Panel continues monitoring 

other nuclear-related sites. Operational activity at the test site in Punggye-ri was not 

observed (annex 56).193 

193. The Panel continues monitoring the nuclear programmes of, and procurement 

from overseas sources by, the Democratic Peopleôs Republic of Korea (see annex 57).  

 

  Ballistic missiles  
 

194. In 2019, the ballistic missile development programme of the Democratic 

Peopleôs Republic of Korea was characterized by its intensity, diversity and 

coherence. Progress was built on the programmeôs multi-year planning process, with 

2015 and 2017 as major milestones.194 As a result, the country now demonstrates the 

__________________ 

 190  According to a Member State, complete discharge required a reactor shutdown for approximately 

two months. Also, the previously observed operational cycle of the reactor was two years. 

 191  In September 2019, movements of containers were observed at the radiochemical laboratory, but 

the purpose is undetermined. 

 192  A Member State observed that the purpose of this activity could be to address accumulation of 

sand.  

 193  On 29 January 2020, the Korea Meteorological Administration of the Republic of Korea 

announced that it had detected a 2.5-magnitude earthquake at Kilju, Democratic Peopleôs 

Republic of Korea. It further stated that this was a natural earthquake consequent to the sixth 

nuclear test of the Democratic Peopleôs Republic of Korea. 

 194  The year 2015 was notable for the advances of the Democratic Peopleôs Republic of Korea in the 

field of short-range ballistic missiles and submarine-launched ballistic missiles (see S/2016/157). 

In 2017, the strategic intent of the countryôs weapons of mass destruction programme was 

revealed, with the tests of its most powerful nuclear device on 3 September 2017 and of its most 

powerful intercontinental ballistic missile, Hwasong-15, on 29 November 2017 (see 

S/2018/171, paras. 1 and 7 to 17). The Democratic Peopleôs Republic of Korea conducted no 

further missile launches until 4 May 2019, but the Panel has no evidence that it has decelerated the 

programme.  

https://undocs.org/en/S/2016/157
https://undocs.org/en/S/2018/171
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autonomous capacity to produce and launch different types of new solid-propellant 

short-range missiles,195 combining ballistic missile and guidance technologies, as well 

as a new-generation submarine-launched ballistic missile ï medium-range ballistic 

missile (see annexes 58 and 59). During the series of 13 launch tests between 4 May 

and 28 November 2019, the Democratic Peopleôs Republic of Korea launched at least 

25 missiles (see table 3 and annex 59), a frequency comparable with that of 2016, 

when more than 26 ballistic missiles were fired (see S/2017/150). 

__________________ 

 195  The new KN-23 short-range ballistic missile was launched eight times with two types of 

trajectory, depressed and depressed with pull-up. The pull-up is performed to extend the range. 

The new KN-24 short-range ballistic missile was also launched four times with two types of 

trajectory, depressed and depressed with pull-up. The new KN-25 short-range ballistic missile 

was launched at least six times between August and October 2019 with classical ballistic 

trajectories, and twice in November 2019 (see annex 59). 

https://undocs.org/en/S/2017/150
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Table 3 

Launches of ballistic missiles or systems using ballistic missile technology by the Democratic Peopleôs Republic of Korea in 2019 (see annex 58) 
 

 Date and time (local) Reported type Number 

Reported launch 

location 

Reported distance 

travelled (kilometres) 

Reported apogee 

(kilometres) Remark 

Korean Central News 

Agency classification 

         I. 4 May 0830 

and 1050 hours 

New SRBM (KN-23); 

same as II, III and VI 

2 Hodo Peninsula 

N 39Á24ǋ32.25ǌ, 

E 127Á31ǋ53.63ǌ  

(see annexes 

58.1 and 59)  

200-(?) 

(possibly 240 to 

400) 

50-(?) 

(possibly 40 

to 60)  

ï One launch probably 

not fully successful 

ï Four-axle wheeled TEL 

type 1a  

ï TBL: 2h20  

Tactical guided 

weapons 

 4 May MLRS 240 mm 

300 mm (KN-09) 

  70-240  Rockets were tested Large-calibre 

long-range 

multiple rocket 

launchers 

II. 9 May 1630 

and 1650 hours 

New SRBM (KN-23); 

same as I, III and VI  

2 Kusong area  

N 40Á01ǋ47ǌ,  

E 125Á13ǋ38ǌ 

420; 270  50; (?) 

Possibly 40 

Tracked TEL similar 

to T-72 tankb 

TBL: 20 minutes 

Long-range 

strike means 

III. 25 Jul. 0530 

and 0600 hours 

New SRBM (KN-23); 

same as I, II and VI 

2 Hodo Peninsula 

N 39Á24ǋ31ǌ,  

E 127Á32ǋ03ǌ 

430; 690 

 

50; 50  Wheeled TEL type 2c 

TBL: 30 minutes 

New-type 

tactical guided 

weapon 

IV. 31 Jul. 0510 

and 0530 hours 

New SRBM (possibly 

KN-23) or new MLRS 

(possibly 400 mm); 

same as V 

2 Wonsan/Kalma 

area 

250; 250 30; (?) Tracked- TEL TBL: 

20 minutes 

New-type large-

calibre multiple 

launch guided 

rocket system 

V. 2 Aug. 0300 

and 0320 hours 

New SRBM (possible 

KN-23) or new MLRS 

(possibly 400 mm); 

same as IV 

2 Hamhung area 

(possibly 

Yonghung area) 

220; (?) 25; (?)  KCNA pictures show 

blurry MRL image not 

verified as for this 

test; possibly tracked 

TEL TBL: 20 minutes 

New-type large-

calibre multiple 

launch guided 

rocket system 
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 Date and time (local) Reported type Number 

Reported launch 
location 

Reported distance 
travelled (kilometres) 

Reported apogee 
(kilometres) Remark 

Korean Central News 
Agency classification 

         VI. 6 Aug. 0520 

and 0540 hours 

New SRBM (KN-23); 

same as I, II and III 

2 Kwail airfield  

N 38Á24ǋ54.98ǌ, 

E 125Á1ǋ43.00ǌ  

450; 450 37; 37  Wheeled TEL type 2; 

the missile flew over 

DPRK territory from 

west to east  

TBL: 20 minutes 

(see annex 58.2) 

New-type 

tactical guided 

missiles 

VII. 10 Aug. 0530 

and 0550 hours 

New tactical missile 

similar to ATACMS 

(KN-24);d same as 

VIII 

2 Hamhung/ 

Hungnam  

N 39Á48ǋ44.32ǌ,  

E 127Á39ǋ49.68ǌ  

400; 400 

(possibly 430) 

48; 48 Tracked TELe (see 

annex 58.3) 

TBL: 20 minutes 

New weapon 

VIII. 16 Aug. 0800 

and 0820 hours 

New tactical missile 

similar to ATACMS 

(KN-24); same as VII 

2 Tongchon area 

N 39Á03ǋ33ǌ,  

E 127Á46ǋ44ǌ 

230; 230 30; 30  Tracked TELe 

TBL: 16 minutes 

(see annex 58.4) 

New weapon 

IX. 24 Aug. 0640 

and 0700 hours 

New MLRSf using 

ñsuper-largeò heavy 

rocket (600 mm, 

KN-25); same as X 

2 Sondok airfield  

N 39Á44ǋ37.05ǌ, 

E 127Á28ǋ23.79ǌ  

380; 380 97; 97  Eight-axle wheeled 

TELg 

TBL: 17 minutes (see 

annex 58.5) 

Super-large 

multiple rocket 

launcher 

X. 10 Sept. 0650 

and 0710 hours 

New MLRS using 

ñsuper-largeò heavy 

rocket (600 mm, 

KN-25); same as IX 

2 Kaechon airfield  

N 39Á45ǋ8.46ǌ, E 

125Á53ǋ59.06ǌ  

330; 330 50; 60 One flight test failedh 

Eight-axle wheeled 

TEL; KCNA picture 

of 31 Oct. launch was 

in fact from 10 Sept.  

TBL: 19 minutes (see 

annex 58.6) 

Super-large 

multiple rocket 

launcher 
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 Date and time (local) Reported type Number 

Reported launch 
location 

Reported distance 
travelled (kilometres) 

Reported apogee 
(kilometres) Remark 

Korean Central News 
Agency classification 

         XI. 2 Oct. 

0710 hours 

New SLBM/MRBMi 

Pukguksong-3 

Estimated potential 

range 1,700 km  

(see annex 58.7) 

1 Wonsan - 

Yonghung Bay 

450 910  Submerged barge  New-type 

SLBM 

Pukguksong-3 

XII. 31 Oct. New MLRSj using 

ñsuper-largeò heavy 

rocket (600 mm, 

KN-25) 

2 Sunchon airfield  

N 39Á24ǋ48ǌ,  

E 125Á53ǋ18ǌ 

370; 370 90; 90  Wheeled TEL  

TBL: 3 minutes 

Super-large 

multiple rocket 

launcher 

XIII. 28 Nov. New MLRS using 

ñsuper-largeò heavy 

rocket (600 mm, 

KN-25) 

2 Ryonpo area of 

Sondok airfield 

or Ryonpo 

airfield 

380; (?) 

(possibly 380) 

97; (?) 

(possibly 50) 

Wheeled TEL 

TBL: 30 seconds 

Super-large 

multiple rocket 

launcher 

 

Source: Member States, the Panel. 

Abbreviations: ATACMS, Army Tactical Missile System; DPRK, Democratic Peopleôs Republic of Korea; KCNA, Korean Central News Agency; MLRS, multiple-launch rocket 

system; MRBM, medium-range ballistic missile; MRL, multiple rocket launcher; SLBM, submarine-launched ballistic missile; SRBM, short-range ballistic missile; TBL, 

time between launches; TEL, transporter erector launcher. 

 a According to a Member State, the transporter erector launcher may have been inspired by a Russian Iskander. Both transporter erector launchers used a WS200 chassis. In 

the assessment of another Member State, ñthe caterpillar version is just a prototypeò and ñthe wheeled chassis that was used is new and could be derived from Belarusian or 

Chinese chassis. The organization or the design is inspired by Iskander TEL.ò 

 b According to a Member State, this tracked or caterpillar transporter erector launcher version could be just a prototype. 

 c According to a Member State, this wheeled transporter erector launcher type 2 could be a future operational version. 

 d The Panel notes that the system resembles such surface-to-surface missile systems as the Army Tactical Missile System or the King Dragon 300 (see annex 59). 

 e Built on the Pokpung-ho battle-tank chassis, which was designed in the Democratic Peopleôs Republic of Korea and resembles the T-62. 

 f Four launch tubes; ballistic missile trajectory not aerodynamic, but small canards attached. The rocket is a guided battlefield missile. 

 g According to a Member State, the eight-axle wheeled transporter erector launcher of KN-25 is based on the KN-23 chassis (stretched chassis) with an armoured cabin 

specifically designed in the Democratic Peopleôs Republic of Korea. 

 h Several Member States stated that one flight test had failed and crashed inland, but that the other had headed towards Alsom Island; three out of four tubes had been used. 

One tube could have been defective (a Korean Central News Agency photograph shows that the upper cap was off but that the missile had not been fired, as the bottom cap 

was still in place). 

 i The submarine-launched ballistic missile is the naval adaptation of the Pukguksong-2 medium-range ballistic missile, but with a different re-entry vehicle and payload 

section. 

 j The Korean Central News Agency picture of the 31 October 2019 launch is in fact a picture from 10 September 2019. What was fired on 31 October 2019 was a new large-

calibre canister-launched short-range ballistic missile, according to a Member State. 
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195. As well as the sustained pace of launches and the variety of launch locations 

(see table 3), 2019 saw the Democratic Peopleôs Republic of Korea enhance the 

industrial and operational dynamics of the programme, with new weapon systems 

brought almost to operational effectiveness, increased diversity of missile types and 

launchers, and augmentation of the medium-range ballistic missile and 

intercontinental ballistic missile types tested through 2017 (see S/2019/691, para. 80).  

196. On 23 July 2019, the Democratic Peopleôs Republic of Korea presented a 

submarine potentially capable of carrying ballistic missiles (called Sinpo-C by the 

United States, and possibly derived from the Romeo-class/type 033 submarine) under 

construction in the building of the Sinpo south shipyard (see annex 60). This would 

complete a major diversification of the ballistic missile programme.196 

197. A launch test was conducted, on 2 October 2019, of a new submarine-launched 

ballistic missile, identified as Pukguksong-3 (see annex 58.7), from a submersible 

platform in Wonsan Bay. According to Japan, the missile fell into the Japanese 

exclusive economic zone, the first such occurrence since 29 November 2017.197 This 

launch once again demonstrates the approach of simultaneous and interrelated 

development taken by the Democratic Peopleôs Republic of Korea, with a new type 

of submarine (see para. 196) and a new submarine-launched ballistic missile (see 

S/2016/157 and S/2019/691).  

198. In parallel with the development of new weapons systems, the Democratic 

Peopleôs Republic of Korea has continued to develop the infrastructure and 

production capacity for its ballistic missile programme. The Panel has observed the 

evolution or adaptation of different sites, including the Sinpo south shipyard (see 

annex 61), the Sohae satellite launching ground (see annex 62), the Chamjin military-

industrial complex (see annex 63), the No. 17 Explosives Factory in Hungnam (solid 

propellant production) (see annex 64) and the March 16th Automotive Plant in 

Pyongsong (see annex 65 and S/2019/171). Member States reported to the Panel on 

continuous activity observed on various ballistic missile bases (see S/2019/691).  

199. The recent missile engine tests on 7 and 13 December 2019 (the latter test, which 

lasted seven minutes, was claimed by the Democratic Peopleôs Republic of Korea to 

be a ñcrucial testò) were held following the renovation of the Sohae vertical engine 

test site (see annex 62). The tests may have been aimed at qualifying new 

intercontinental ballistic missile engines (liquid propellant) or checking existing 

engine batches (possibly solid propellant). Either way, they point to a new phase in 

the ballistic missile programme.198 

200. The need for high-specification consistency in the ballistic missile programme 

requires the Democratic Peopleôs Republic of Korea to maintain a constant supply of 

specific components identified by Member States as choke-point items (see 

annex 66). According to Member States, the Democratic Peopleôs Republic of Korea 

will continue to further enhance, from a technical standpoint, firstly solid propellant 

__________________ 

 196  The period from 2013 to 2014 was marked by the development of the experimental Gorae-class 

submarine launch platform named Sinpo-B by the United States (see S/2016/157, paras. 41 to 44, 

and S/2017/150, para. 40), followed by successive submarine-launched ballistic missile tests 

such as that on 8 May 2015 (missile with liquid fuel engine), followed by those on 23 April 

(solid fuel engine), 9 July and 24 August 2016, fired east of Sinpo, some from a submersible 

platform and others from the Sinpo-B submarine. 

 197  Japan further suggested the possibility that the missile had separated into two pieces (see Japan, 

Cabinet Secretariat, ñBallistic missile launch by North Korea (2)ò, press conference, 2 October 

2019 (available at https://www.kantei.go.jp/jp/tyoukanpress/201910/2_a2.html, webpage in 

Japanese), and S/2018/171, para. 9). 

 198  A couple of experts expressed the view that the nature of the projectiles launched by the 

Democratic Peopleôs Republic of Korea in 2019 and the nature of the ñcrucial testsò in December 

2019 were not clear. 

https://undocs.org/en/S/2019/691
https://undocs.org/en/S/2016/157
https://undocs.org/en/S/2019/691
https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2019/691
https://undocs.org/en/S/2016/157
https://undocs.org/en/S/2017/150
https://www.kantei.go.jp/jp/tyoukanpress/201910/2_a2.html
https://undocs.org/en/S/2018/171
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production (which involves mixing, mass production, casting and curing) and, 

secondly, precision and guidance systems (which involve high-precision control and 

miniaturized guidance control devices). Furthermore, the production and moulding of 

carbon or aramid fibre remain paramount.  

 

  Intangible transfer of technology  
 

201. At the same time, the search for technological solutions to manufacture 

components or overcome technical challenges inherent in the design, production and 

adaptation of weapon systems leads the Democratic Peopleôs Republic of Korea to 

seek knowledge and technical capability that its technicians and scientists lack. The 

countryôs long-term programme planning guides its strategy in prospecting for the 

intangible transfer of technology. Member States have identified needs of the 

Democratic Peopleôs Republic of Korea in relation to such transfer in several fields.199  

202. The Panel, on the basis of reports produced by scientific institutes and think 

tanks, has been conducting an investigation of international scientific collaborations 

involving scientists of the Democratic Peopleôs Republic of Korea in particular fields 

of activity (see para. 201 and annex 67). Furthermore, the Panel considers that, for 

the development of the weapons of mass destruction programme, in addition to direct 

blueprints or data, know-how for the operation of plants and laboratories is also 

important.  

203. In addition to seeking inward technology transfer, the Democratic Peopleôs 

Republic of Korea continues to be an outward source of proliferation of technology, 

conventional weapons and items for supply chains related to weapons of mass 

destruction. It is known for transferring blueprints. A Member State reported that it 

remains very active in the provision of services in the field of artillery rocket system 

improvement. Despite the constraints on missile sales, it continues to seek 

opportunities for defence materiel sales as well as blueprints and data. For example, 

the wheeled and truck transporter erector launchers for two of the short-range ballistic 

missile systems tested in 2019 were sand or tan coloured, possibly for marketing 

purposes.  

 

  Recommendations  
 

204. The Panel recommends that Member States exercise vigilance regarding the 

risk of sanctions violation through exchanges, including joint research with 

researchers and institutions of the Democratic Peopleôs Republic of Korea in 

sensitive areas.  

205. The Panel recommends that Member States be vigilant in monitoring 

intangible technology transfer, including the transfer of know-how.  

206. The Panel recommends that Member States exercise higher vigilance 

regarding the supply of items prohibited under relevant resolutions, and further 

emphasizes the importance of stringent export control by all relevant parties, 

such as producers, brokers and end users.  

 

 

__________________ 

 199  According to Member States, the Democratic Peopleôs Republic of Korea continued to be 

interested in the behaviour of advanced composite materials in special environments, and in 

aerospace-related technology, rocket- and missile-related technology, precision processing 

technology from advanced countries, and solar, wind and other clean energy technologies. 
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 VI. Unintended impact of sanctions  
 

 

207. According to paragraph 25 of resolution 2397 (2017), United Nations sanctions 

measures are ñnot intended to have adverse humanitarian consequences for the 

civilian population of the DPRKò or ñto affect negatively é the work of international 

and non-governmental organizations carrying out assistance and relief activities in 

the DPRK for the benefit of the civilian population of the DPRKò. 

208. The humanitarian situation in the Democratic Peopleôs Republic of Korea is 

grim and not improving. According to the Global Humanitarian Overview 2020 of 

the Office for the Coordination of Humanitarian Affairs, approximately 10.4 million 

people in the country ï over 40 per cent of the population ï need humanitarian 

assistance. Chronic food insecurity and the lack of access to life-saving medical 

essentials has had a profound impact on the most vulnerable populations in the 

Democratic Peopleôs Republic of Korea, in particular women and children.  

209. There can be little doubt that United Nations sanctions have had unintended 

effects on the humanitarian situation and aid operations, although access to data and 

evidence is limited and there is no reliable methodology that disambiguates United 

Nations sanctions from other factors, including unilateral sanctions regimes and 

domestic socioeconomic factors within the Democratic Peopleôs Republic of Korea. 

Nevertheless, the latest United Nations sanctions could exacerbate an already difficult 

situation in the country for those employed in sectors directly or indirectly affected 

by sanctions, as well as potentially disrupting supplies of necessities to the civilian 

population. The unintended consequences of sanctions on the humanitarian needs of 

the civil population might include the following:  

 Å The disappearance of, or a decrease in, sources of livelihood for those employed 

in industries affected by United Nations sanctions and for repatriated overseas 

workers; this effect may be up to hundreds of millions of dollars, based on rough 

estimates200 (see annex 68).  

 Å An increase in social marginalization as the elites respond to both United 

Nations and other sanctions by increasing control over scarce resources, 

including the ñnew market economyò, in some cases channelling these resources 

to purposes other than the needs of the population. 

 Å Continued shortages of agricultural equipment and lack of fuel, exacerbating 

already low levels of mechanization in agriculture, which can limit harvest 

windows and compound food insecurity caused by adverse environmental 

conditions and mismanagement of domestic resources (see annex 69).  

 Å Increases in the disruption of medical supply chains, which can significantly 

impact the chronically underfunded and inadequate health-care system in the 

Democratic Peopleôs Republic of Korea.  

 Å The collapse of the United Nations banking channel and the subsequent lack of 

access to consistent and reliable financing jeopardizes supply chain operations 

and results in projects being suspended or stopped altogether. It has also created 

risky situations for humanitarian personnel.  

 Å Financial institutions and private-sector entities continue to refrain from 

transactions tied to a high-risk jurisdiction. Moreover, some financial 

institutions draw no distinction between United Nations and unilateral 

sanctions. This affects the humanitarian operations in the Democratic Peopleôs 

__________________ 

 200  Estimates from the Bank of Korea (see https://www.bok.or.kr/portal/main/contents.do?menuNo= 

200091, webpage in Korean). 

https://undocs.org/en/S/RES/2397(2017)
https://www.bok.or.kr/portal/main/contents.do?menuNo=200091
https://www.bok.or.kr/portal/main/contents.do?menuNo=200091
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Republic of Korea of the United Nations and other organizations, to include 

increased costs.  

210. The Panel notes that the Committee has made significant progress in reducing 

the time taken to approve humanitarian exemption requests. In 2019, the Committee 

approved 38 exemptions for organizations and decreased the exemption approval time 

by 71 per cent (see annex 70). Considerable sanction-related challenges to 

humanitarian assistance nevertheless remain. Complicated procedures for exemption 

applications and delays in approval requests, as well as rapidly changing geopolitical 

contexts, may result in changes in lead times, delays in funding and modifications in 

the delivery of exempted humanitarian assistance.  

 

  Recommendations  
 

211. The Committee should continue efforts for the prompt resumption of a 

stable banking channel for humanitarian activities, including the identification 

of financial channels and institutions as possible alternatives for fund transfers.  

212. The Committee should continue the practice of biannual briefings by the 

relevant United Nations agencies on the unintended impact of sanctions on the 

civilian population and on their operations within the Democratic Peopleôs 

Republic of Korea.  

213. The Panel recommends that the Security Council continue to address issues 

and processes that affect the mitigation of the unintended adverse impacts of 

sanctions on the civilian population of the Democratic Peopleôs Republic of 

Korea and on humanitarian aid operations. 

214. The Committee should continue to discuss simplifying the exemption 

application and no-objection procedures for United Nations humanitarian 

organizations in the Democratic Peopleôs Republic of Korea. 

215. The Committee should work to streamline the procedure for applying for 

exemptions under the terms of Implementation Assistance Notice No. 7 and to 

simplify the application process to the extent possible, including by providing 

greater flexibility regarding the technical specifications of planned shipments, 

the parties involved and the frequency of requests and submissions.  

216. In order to help humanitarian organizationsô planning and budgeting 

processes, the Committee should publish detailed quarterly statistics on the 

exemption approvals and the approval process. 

 

 

 VII. Member State reporting 
 

 

217. As at 31 January 2020, 77 Member States had submitted reports on their 

implementation of resolution 2397 (2017); 92 Member States on resolution 2375 

(2017); 89 Member States on resolution 2371 (2017); 106 Member States on 

resolution 2321 (2016); and 114 Member States on resolution 2270 (2016).201 Despite 

the increase in overall reporting, the Panel notes that the number of non-reporting 

States (116, 4 of which served as non-permanent members of the Security Council in 

2019) for resolution 2397 (2017) remains significant.  

__________________ 

 201  See United Nations, Security Council Committee established pursuant to resolution 1718 (2006), 

ñImplementation reportsòhttp://s/ (accessed on 31 January 2020). The Panel notes that, since the 

adoption of resolution 2371 (2017), the submission of national implementation reports has 

become obligatory. 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2371(2017)
https://undocs.org/en/S/RES/2321(2016)
https://undocs.org/en/S/RES/2270(2016)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/1718(2006)
http://s/
https://undocs.org/en/S/RES/2371(2017)
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218. The Panel recalls that Member States are to submit their reports in a timely 

manner in accordance with paragraph 17 of resolution 2397 (2017).  

 

 

 VIII. Recommendations 
 

 

219. For a consolidated list of recommendations, see annex 73.  

 

https://undocs.org/en/S/RES/2397(2017)
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Annex 1: US Non-paper dated 8 November 2019 shared with the Panel 
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Annex 2: Communication dated 5 December 2019 from the Executive Director of Sierra 

Leone Maritime Administration addressed to the Chair of the Committee 
 

 

 

 

  


