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Nota de la Presidencia del Consejo de Seguridad

En el parrafo 2 de la resolucion 2407 (2018), el Consejo de Seguridad solicitod
al Grupo de Expertos establecido en virtud de la resolucion 1874 (2009) que le
presentara un informe final con sus conclusiones y recomendaciones.

Por consiguiente, la Presidencia transmite adjunto el informe recibido del Grupo
de Expertos (véase el anexo).

* Publicado nuevamente por razones técnicas el 12 de marzo de 2019.
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Carta de fecha 21 de febrero de 2019 dirigida a la Presidencia del
Consejo de Seguridad por el Grupo de Expertos establecido en
virtud de la resolucion 1874 (2009)

El Grupo de Expertos establecido en virtud de la resoluciéon 1874 (2009) tiene
el honor de transmitir adjunto, de conformidad con el parrafo 2 de la resolucion
2407 (2018), el informe final sobre su labor*.

El informe adjunto fue presentado el 1 de febrero de 2019 al Comité del Consejo
de Seguridad establecido en virtud de la resolucion 1718 (2006), que lo examind el 21
de febrero de 2019.

El Grupo agradeceria que la presente carta y su apéndice se sefialaran a la atencion
de los miembros del Consejo de Seguridad y se publicaran como documento del
Consejo.

(Firmado) Hugh Griffiths

Coordinador

Grupo de Expertos establecido

en virtud de la resolucion 1874 (2009) del Consejo de Seguridad

(Firmado) Olaf Andrieu
Experto
(Firmado) Dmitry Kiku
Experto

(Firmado) Stephanie Kleine-Ahlbrandt
Experta

(Firmado) Maiko Takeuchi
Experta

(Firmado) Jong Kwon Youn
Experto

(Firmado) Jiahu Zong
Experto

* La Sra.Yvonne Yew, octava integrante del Grupo de Expertos, fue nombrada por el Secretario
General el 18 de enero de 2019 y asumio sus funciones oficiales en Nueva York el 28 de enero
de 2019.
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Apéndice

Carta de fecha 1 de febrero de 2019 dirigida a la Presidencia
del Comité del Consejo de Seguridad establecido en virtud de
la resolucion 1718 (2006) por el Grupo de Expertos
establecido en virtud de la resolucion 1874 (2009)

El Grupo de Expertos establecido en virtud de la resolucion 1874 (2009) tiene
el honor de transmitir adjunto, de conformidad con el parrafo 2 de la resolucion
2407 (2018), el informe final sobre su labor*.

El Grupo agradeceria que la presente carta y su anexo se sefialaran a la atencion
de los miembros del Comité del Consejo de Seguridad establecido en virtud de la
resolucion 1718 (2006).

(Firmado) Hugh Griffiths

Coordinador

Grupo de Expertos establecido

en virtud de la resolucion 1874 (2009) del Consejo de Seguridad

(Firmado) Olaf Andrieu

Experto

(Firmado) Dmitry Kiku
Experto

(Firmado) Stephanie Kleine-Ahlbrandt
Experta

(Firmado) Maiko Takeuchi
Experta

(Firmado) Jong Kwon Youn
Experto

(Firmado) Jiahu Zong
Experto

* La Sra. Yvonne Yew, octava integrante del Grupo de Expertos, fue nombrada por el Secretario
General el 18 de enero de 2019 y asumio sus funciones oficiales en Nueva York el 28 de enero
de 2019.
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Informe del Grupo de Expertos establecido en virtud de la
resolucion 1874 (2009)

Resumen

4/364

Los programas nucleares y de misiles balisticos de la Republica Popular
Democratica de Corea siguen intactos y el pais continta desafiando las resoluciones
del Consejo de Seguridad mediante un aumento masivo de las transferencias ilegales
de productos derivados del petrdleo y carbon de buque a buque. Estas violaciones
hacen ineficaces las sanciones mas recientes de las Naciones Unidas al no respetar los
limites a la importacion de productos derivados del petroleo y petréleo crudo de la
Republica Popular Democratica de Corea, asi como la prohibicién de la importacion
de carbdn, impuesta en 2017 por el Consejo de Seguridad en respuesta a los ensayos
nucleares y de misiles balisticos sin precedentes de la Republica Popular Democratica
de Corea. Ademas de la informacion proporcionada al Grupo por varios Estados
Miembros sobre transferencias de buque a buque, un Estado Miembro indic6, ante la
pregunta de otro, que la Republica Popular Democratica de Corea ya habia adquirido
mas de 500.000 barriles de productos refinados derivados del petréleo en 2018. Sin
saberlo, los bancos y las compaifiias de seguros mundiales siguen facilitando los pagos
y proporcionando cobertura a buques involucrados en transbordos cada vez mayores,
multimillonarios e ilegales de productos petroleros de buque a buque, asi como un
numero creciente de transferencias de carbon de buque a buque e intentos de
transbordo.

La Republica Popular Democratica de Corea sigue violando el embargo de armas
y ha intentado suministrar armas pequeflas y armas ligeras y otros equipos militares a
los rebeldes huzies en el Yemen, asi como a Libia y el Sudan, a través de intermediarios
extranjeros, incluido el traficante de armas sirio Hussein al-Ali en el caso de los
rebeldes huzies. El Grupo continud las investigaciones sobre entidades y personas
designadas en Asia que adquirieron clandestinamente centrifugadoras para el
programa nuclear de la Republica Popular Democratica de Corea e intentaron vender
una amplia gama de equipo militar a grupos armados y gobiernos del Oriente Medio y
Africa. El Grupo investigd la participaciéon de la Repiblica Popular Democratica de
Corea en la extraccion de oro en la Republica Democratica del Congo, la construccion
de un campamento militar en Sierra Leona, la venta de derechos de pesca en las aguas
que rodean a la Republica Popular Democratica de Corea, asi como las actividades de
las entidades designadas y otras actividades prohibidas en todo el mundo. El Grupo
también investigd la adquisicion por la Republica Popular Democratica de Corea de
articulos de lujo de primera marca, como vehiculos Rolls-Royce, Mercedes-Benz y
Lexus. La empresa de transporte maritimo de contenedores mas grande del mundo
sigui6 transportando inadvertidamente articulos prohibidos que posteriormente fueron
incautados por los Estados Miembros.

Las sanciones financieras siguen siendo algunas de las medidas del régimen de
sanciones que se aplican de manera mas deficiente y se eluden activamente. Hay
personas facultadas para actuar como extensiones de las instituciones financieras de la
Republica Popular Democratica de Corea que operan en al menos cinco paises con
aparente impunidad. La Oficina General de Reconocimiento continua sus operaciones
financieras internacionales mediante la transferencia de fondos de cuentas cerradas en
la Union Europea a cuentas en instituciones financieras de Asia. Las operaciones
mundiales de Glocom y Malaysia-Korea Partners Group of Companies (MKP)
continuan a pesar de los informes anteriores del Grupo sobre sus actividades ilicitas y
muestran el uso continuo de empresas y particulares extranjeros para encubrir
actividades generadoras de ingresos para el régimen de la Republica Popular
Democratica de Corea. EI Grupo también investigd empresas que actuaban como
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posibles entidades cooperativas o empresas mixtas, algunas de las cuales estaban
registradas oficialmente como empresas mixtas y otras que ocultaban mas activamente
la indole de su colaboracidon con la Republica Popular Democratica de Corea. Varias
de estas entidades han violado también otras disposiciones de las resoluciones, en
particular manteniendo vinculos con entidades designadas. E1 Grupo también investigd
los avanzados ciberataques realizados por la Republica Popular Democratica de Corea
contra multiples Estados Miembros para eludir las sanciones financieras.

Los transbordos de buque a buque se realizan mediante técnicas de evasion cada
vez mas avanzadas. La mayoria de las empresas de comercio de productos basicos, los
bancos y las aseguradoras de ambito mundial y regional, cuyos esfuerzos de diligencia
debida son muy insuficientes, no tienen en cuenta la disimulacion de los buques
mediante el robo de su identidad y las falsas transmisiones del Sistema de
Identificacion Automatica (SIA). La manipulacion de las transmisiones del SIA de los
buques sigue siendo una caracteristica general de los transbordos ilegales,
contrariamente a las normas de la Organizacion Maritima Internacional (OMI) que
regulan la seguridad de la vida humana en el mar y que exigen que el SIA esté en
funcionamiento en todo momento. Esto pone de manifiesto el deficiente seguimiento
por parte de los Estados del pabellon. Ademas, los aseguradores no supervisan el STA
de los buques a los que prestan servicios y cobertura. Otros métodos de evasion
incluyen el camuflaje fisico de los petroleros de la Republica Popular Democratica de
Corea, ¢l uso de buques pequefios no registrados, el cambio ilegal de nombre y otras
formas de usurpacioén de identidad, los transbordos nocturnos y el uso de buques
adicionales para el transbordo. Ademas de evadir las sanciones, la Republica Popular
Democratica de Corea y su flota maritima violan sistematicamente la Convencién de
las Naciones Unidas sobre el Derecho del Mar, suelen participar en el uso de doble
pabellén y proporcionan un puerto seguro para los buques secuestrados. E1 Grupo
inspeccion6 buques incautados que se dedicaban al comercio de carbon prohibido y
documentd el blanqueo de la identidad de los buques, mediante el cual los propietarios
habian engafiado a la OMI para que les proporcionara nuevos numeros de
identificacion de los buques a fin de evitar que se repitieran las detecciones. El Grupo
determind que los puertos y aeropuertos de la Republica Popular Democratica de
Corea se utilizan para cometer violaciones generalizadas de las resoluciones, que van
desde las importaciones ilegales de petroleo y las exportaciones de carbon hasta el
contrabando de grandes sumas de efectivo por parte de nacionales de la Republica
Popular Democratica de Corea. Ademads, el Grupo determind que el pais utilizaba
instalaciones civiles, incluidos aeropuertos, para el montaje y ensayo de misiles
balisticos con el objetivo de prevenir eficazmente los ataques de “decapitacion”.

Los diplomaticos de la Republica Popular Democratica de Corea siguen
desempefiando una funcion clave en la evasion de las sanciones. Si bien algunos
Estados Miembros han limitado el numero de cuentas bancarias de las embajadas y los
diplomaticos del pais de conformidad con lo dispuesto en las resoluciones, estos
ultimos estan eludiendo esa disposicidon mediante el control de cuentas en diversos
paises, incluidos aquellos en los que no estan acreditados. Los diplomaticos de la
Republica Popular Democratica de Corea y los representantes de las entidades
designadas también eluden la congelacion de activos y el limite del nimero de cuentas
bancarias diploméaticas mediante la apertura de cuentas a nombre de familiares y
empresas ficticias y el establecimiento de cuentas en multiples jurisdicciones. Los
diplomaticos de la Republica Popular Democratica de Corea siguieron viajando con
una acreditacion falsa en sus pasaportes y también han facilitado los intentos del pais
de exportar ilegalmente grandes cantidades de carboén mediante el transbordo para
disimular el origen.

Los Estados Miembros, los organismos de las Naciones Unidas y las
organizaciones humanitarias han expresado su preocupaciéon por el hecho de que, a
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pesar de las disposiciones de exencion que figuran en las resoluciones y de los
esfuerzos del Comité, los organismos de las Naciones Unidas y las organizaciones
humanitarias siguen tropezando con dificultades a la hora de atender a las necesidades
esenciales para la vida de las poblaciones vulnerables de la Republica Popular
Democratica de Corea.

En el presente informe se formulan una serie de recomendaciones respecto de la
designacion y otras medidas practicas para prestar asistencia a los Estados Miembros
y al Consejo de Seguridad en la tarea de hacer frente a los problemas y las deficiencias
existentes.
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I.

I1.

Introduccion

1.  En el parrafo 2 de la resoluciéon 2407 (2018), el Consejo de Seguridad solicitd
al Grupo de Expertos establecido en virtud de la resolucién 1874 (2009) que
presentara al Comité un informe final con sus conclusiones y recomendaciones. El
presente informe abarca el periodo comprendido entre el 2 de febrero de 2018 y el 1
de febrero de 2019%.

Sanciones sectoriales y maritimas

2.  La transferencia de productos derivados del petréleo de un buque a otro por
parte de buques con pabellon extranjero que utilizan pabellones de conveniencia es
uno de los principales métodos de evasion de las sanciones por parte de la Republica
Popular Democratica de Corea. Esas transferencias han aumentado en alcance, escala
y complejidad, y se estan investigando mas de 50 buques y 160 empresas asociadas.
Los informes presentados al Grupo por los Estados Unidos de América, el Japon, el
Reino Unido de Gran Bretafa e Irlanda del Norte y la Republica de Corea, asi como
las propias investigaciones del Grupo, muestran que los transbordos ilicitos de
productos derivados del petroleo de buque a buque se aceleraron considerablemente
en 2018. El 30 de marzo, el Comité designd a 27 buques y 21 entidades, sobre todo
por transbordos de petroleo de buque a buque. EI 16 de octubre, el Comité designd a
otros tres buques.

3. El 6 de julio de 2018, los Estados Unidos informaron al Grupo de que la
Republica Popular Democratica de Corea habia violado el limite maximo de petroleo
estipulado en la resolucion 2397 (2017), afirmando que entre el 1 de enero y el 30 de
mayo de 2018 algunos buques petroleros de la Republica Popular Democratica de
Corea habian hecho escala en los puertos de la Republica Popular Democratica de
Corea en un minimo de 89 ocasiones probablemente para entregar productos
derivados del petroleo refinados adquiridos ilegalmente por medio de transbordos de
buque a buque, “y de que hay que poner freno a esas ventas dado ya que, en nuestra
opinion, se ha infringido el limite maximo fijado en la resolucion 2397 (2017) del
Consejo de Seguridad”. El 30 de julio de 2018, el Grupo recibié una nota verbal de
la Federacion de Rusia en la que se solicitaban aclaraciones sobre la proyeccion
presentada por los Estados Unidos. La Federacion de Rusia también informo al Grupo
de que el limite no habia sido oficialmente alcanzado segin los numeros de que se
habia informado al Comité y, por lo tanto, no habia motivos para suspender la venta
de productos refinados derivados del petroleo por parte de la Republica Popular
Democratica de Corea. El 17 de septiembre de 2018, los Estados Unidos informaron
al Comité del Consejo de Seguridad establecido en virtud de la resolucion 1718 (2006)
de que “entre el 1 de junio y el 18 de agosto se han producido al menos 59 entregas
adicionales desde buques petroleros a la Republica Popular Democratica de Corea,
con lo que el total de las entregas de 2018 ascendera al menos a 148, todas ellas en
puertos norcoreanos, para descargar productos derivados del petroleo refinados
adquiridos a través de transbordos de mercancias de buque a buque prohibidos por las
Naciones Unidas”. Los Estados Unidos proporcionaron algunas iméagenes (figura 1X)
y presentaron al Comité tres hipdtesis que “dejan claro que la Republica Popular
Democratica de Corea ha obtenido mucho mas que los 500.000 barriles que esta

[N

Los ciberataques contra el Grupo siguieron obstaculizando su capacidad de informar sobre la
aplicacion de las sanciones de conformidad con su mandato (véase S/2018/171). Ademas, el
Grupo sefiala que la divulgacion no autorizada de las deliberaciones del Comité y de los
informes internos y actividades del Grupo son perjudiciales.

2 En el anexo 1 figura una lista de los puertos de entrega, junto con una estimacién moderada de
los volimenes entregados.
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autorizada a adquirir en 2018” (anexo 2)3. En una comunicacion al Comité de fecha
21 de septiembre, la Federacion de Rusia declaré que “la informacion fragmentaria
presentada por los Estados Unidos sobre los casos de presuntos transbordos ilegales
de productos derivados del petrdleo refinados de buque a buque a buques de la
Republica Popular Democratica de Corea, asi como el resultado de la modelizacion
informatica de los Estados Unidos, son insuficientes para que el Comité pueda tomar
la decision de interrumpir completamente la exportacion de petroleo refinado a la
Republica Popular Democratica de Corea antes de que finalice el presente afio ... y es
necesario que el Grupo de Expertos del Comité 1718 lleve a cabo una investigacion
exhaustiva y presente las correspondientes conclusiones” (véase el anexo 3).

4.  Sibien el Grupo no tiene pruebas definitivas para llegar a la conclusion de que
se ha incumplido el limite maximo, desde septiembre de 2018, ha obtenido sin
embargo pruebas de la mayor frecuencia de los transbordos de buque a buque y una
transferencia prohibida sin precedentes de productos derivados del petrdleo, a saber,
57.623,491 barriles por valor de 5.730.886 dolares. La investigacion del Grupo sobre
este transbordo revela el caso mas avanzado de usurpacion de identidad de buques
relacionado con la Republica Popular Democratica de Corea hasta la fecha, y pone de
relieve nuevas técnicas de evasion de sanciones que han derrotado los esfuerzos de
diligencia debida del principal comerciante de productos basicos de la region, asi
como de los bancos de los Estados Unidos y Singapur, que facilitaron el pago de los
carburantes, y de una importante compaiiia de seguros del Reino Unido, que brindd
cobertura de proteccion e indemnizaciones a uno de los buques en cuestion. El caso
también pone de relieve, una vez mas, la precariedad extrema de la presentacion de
informes, supervision, vigilancia y control sobre los buques por parte de los Estados
del pabellon de conveniencia, bajo cuya jurisdiccién aparentemente navegan. Estas
fallas demuestran ademas como la Republica Popular Democratica de Corea y las
redes delictivas transnacionales con las que se asocia pueden operar libremente dentro
de las cadenas mundiales de suministro logistico® y pudieron ocultarse a la vista en
aguas internacionales durante mas de ocho meses después de que se designara a uno
de los propietarios de los buques para la congelacion de activos y la prohibicion de
viajar.

El impostor de Panama

5. El 11 de noviembre de 2018, un Estado Miembro informé de una presunta
transferencia ilegal de buque a buque realizada el 28 de octubre de 2018 en la que
estaban implicados el Yuk Tung (Nam. de la OMI: 9030591)5, designado para la
prohibicidon de entrada en todos los puertos del mundo y retirada del pabelldn el 30
de marzo de 2018°, asi como el Ocean Explorer (Nim. de la OMI: 9388792) (véase
la figura I).

3 En lo que respecta a las diferencias entre los datos presentados por los Estados Unidos de
América en julio y septiembre en la columna “Delivery Volume if 33 % Laden”, parecen
deberse a la aplicacion de una féormula distinta (+3 para la presentacién de julio y x0.33 para la
presentacién de septiembre) y que las cifras después de la coma se limitan a dos digitos.

4 En su informe final de 2018, el Grupo declaré que la Republica Popular Democratica de Corea
“esta ya incumpliendo las resoluciones mas recientes y recurre para ello a cadenas mundiales de
abastecimiento de petréleo, a la complicidad de nacionales extranjeros, al registro de empresas
en el exterior y al sistema bancario internacional”, a ese respecto, el Grupo sefialé que “Los
margenes de utilidad a que da lugar, junto con el hecho de que buena parte de los sectores del
petroleo, maritimo y financiero de que se trata estan en el extranjero, hacen necesario que la
diligencia debida del sector privado, el intercambio de informacion y la autovigilancia sean
mucho mayores”. (S/2018/171, resumen ejecutivo).

® El nombre “Maika” habia sido pintado sobre el Yuk Tung, junto con un namero falso de la
OMI.

¢ El propietario del buque, Yuk Tung Energy Pte. también estaba designado para la congelacién
de activos y la prohibicién de viajar. “Security Council 1718 Sanctions Committee adds 22
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Figura [
Yuk Tung y Ocean Explorer, el 28 de octubre de 2018
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Fuente: Un Estado Miembro.

6. Lainvestigacion del Grupo determiné que, por lo menos a partir del 22 de mayo
de 2018 en el mar de China oriental, el Yuk Tung se dedicé a la “usurpacion de
identidad” de buques, transmitiendo falsamente su identidad a través de su Sistema
de Identificacion Automatica, como un buque supuestamente de pabellon panamefio,
llamado Maika, utilizando el nimero de identificacidon de la de la OMI 9033969, y
alterando también su curso y destino’. Al mismo tiempo, el buque Hika®, legalmente
autorizado y registrado con el numero 9033969 de la OMI, con pabellén de las
Comoras, estaba anclado fuera de Lomé, en el Golfo de Guinea, a mas de 11.000 km
(véase la figura II).

~

©

Entries to its Sanctions List, Designates 27 vessels”, SC/13272, 30 de marzo de 2018. Véase
https://www.un.org/press/en/2018/sc13272.doc.htm.

Los registros del pabellén expiden nimeros de Identidades del Servicio Movil Maritimo
(ISMM). Estos no son dnicos y pueden duplicarse. Cuando un bugue cambia de pabellén, su
numero de ISMM puede asignarse a otro buque. Esto da lugar a una “usurpacion de identidad”,
ya que uno o mas buques aparecen en dos lugares al mismo tiempo. Véase: Maritime
Intelligence, “Understanding AIS (Automatic Identification System)”, 10 de marzo de 2017.
Puede consultarse en https://maritimeintelligence.informa.com/resources/product-
content/understanding-the-automatic-identification-system.

En su altimo viaje el nombre del Hika fue cambiado por Mahika en las transmisiones del SIA.
Este cambio de nombre significaba que la tripulacion del Yuk Tung solo tendria que cambiar
una letra “h” para dar a entender que el Mahika se habia convertido en el “Maika”. El Grupo
esta investigando una posible colusion entre los propietarios del Hika y el Yuk Tung, que antes
de la designacion del Yuk Tung se dedicaban a actividades comerciales similares en Africa
oriental y Asia.
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Figura II
El Yuk Tung, también conocido como Maika, empieza a usurpar la identidad

del Hika, después cambiada a Mahika
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Fuente: Windward.

7. Las plataformas de inteligencia maritima comercial, los radares de buques, las
bases de datos maritimas especializadas y la informacion sobre el desguace de buques
muestran que el engafio continué durante los meses de junio a noviembre de 2018.
Mientras que el Yuk Tung operaba con un numero de la OMI falsamente transmitido
antes y durante el transbordo de buque a buque de octubre, el buque por el que se
hacia pasar, el Hika, hizo su tltimo viaje desde el Golfo de Guinea a los astilleros de
desguace de Chittagong en Bangladesh®, donde quedé varado para el desguace el 9
de octubre de 2018 (véase la figura III).

9 Anexo 8, informacidon sobre el desguace de buques.
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Figura II1

Transmision falsa del SIA del Yuk Tung entre agosto y octubre; los dias 28 y 29
de octubre de 2018; viaje final del Hika del 24 de julio al 9 de octubre de 2018 a
Chittagong (de izquierda a derecha, en el sentido de las agujas del reloj)
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........... -
Fuentes: Sea Searcher, el Grupo, Windward.
8. Las imagenes anteriores muestran como el Yuk Tung transmitié una sefial del

SIA, cuya desactivacion ha sido documentada en informes anteriores del Grupo como
indicador de riesgo de transbordos ilegales de buque a buque y de las actividades
maritimas de la Republica Popular Democratica de Corea®®. Este subterfugio mds
sofisticado tuvo éxito, ya que la falsa difusion del nimero de la OMI del Hika por
parte del Yuk Tung no activod alertas por parte de los Estados del pabelldn, las
plataformas comerciales de inteligencia maritima u otros proveedores de servicios
maritimos.

Disimulacion fisica y documentacion falsa

9. El ultimo elemento de la operacion de engafio fue la disimulacion fisica y la
documentacion falsa. Esta actividad parece haber sido cuidadosamente planificada,
ya que el Yuk Tung y el Hika eran Gnicos en apariencia: buques gemelos idénticos
construidos el mismo afio por el mismo armador de acuerdo con las mismas
especificaciones de disefio y con exactamente el mismo perfil, tonelaje y
equipamiento. El analisis de las imagenes facilitado por otro Estado Miembro muestra
que, después de su designacion de marzo de 2018, el Yuk Tung fue camuflado
fisicamente con la abreviatura “YT” que se retir6 del circulo pintado de la chimenea
del buque, y el nombre y el nimero de la OMI de la popa del buque se modificaron
para que fueran el del Maika (véase la figura IV). El Yuk Tung también obtuvo un

12/364
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La transmisién ininterrumpida del SIA por buques contratados se ha convertido en un requisito
para una minoria de las empresas de comercio mundial de productos basicos, cuyas oficinas
regionales se concentran principalmente en Singapur. Estas empresas ocupan una posicion clave
en las cadenas mundiales de suministro de petréleo y productos derivados del petréleo para los
mercados de transbordo de buque a buque de Asia oriental, principalmente a través de contratos
en régimen de franco a bordo.
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certificado de registro falso de Guinea Ecuatorial (véase la figura V) !'. Los
documentos de registro falsos'?, las transmisiones falsas del SIA y los engafios fisicos
empleados por el buque, proporcionaron la cobertura necesaria para engafar a
cualquiera de las escasas medidas actuales de diligencia debida y de cumplimiento
activo aplicadas por la mayoria de los comerciantes de productos basicos a nivel
mundial y regional. Estas medidas engafiosas no provocaron alertas por parte de los
bancos mundiales y regionales, que sin querer facilitaron las multiples transacciones
financieras asociadas a este transbordo, asi como de los aseguradores y
reaseguradores que ofrecian proteccion e indemnizacion y seguros de casco.

Figura IV
Analisis de imagenes del Yuk Tung

Reference 1

:

Probable YUK TUNG
IMO: 9030591

' : OCEAN EXPLORER
YUK TUNG - IMO: 9030591 | ) A i ‘ IMO: 9388792

Logo Pr

. Itis highly likely that elements of the vessel had been repainted between 1 jan 18 (Reference 4) and 28 Oct 18
(Reference 1). ne logo stack had and nge
stern of the vessel

Itis highly likely that the vessel identified alongside the OCEAN EXPLORER (IMO: 9388792) is the YUK TUNG
(IMO:9030591).

Reterence 1
© Copyright of Francisco Reference 4:
Silva — Marine Traffic.com hetps /s

Fuente: Un Estado Miembro.

1

1

=

)

El pabellén de conveniencia de Guinea Ecuatorial tiene un historial deficiente en la notificacion
de registros de buques o de tonelaje anual a la Organizacién Maritima Internacional (OMI) y no
ha respondido a las preguntas del Grupo sobre si el documento es una falsificacion o si fue
expedido con pretextos falsos.

Segun el falso registro de Guinea Ecuatorial para el “Maika”, alias Yuk Tung, el propietario del
buque era Virtue Base Development Ltd, de las Seychelles. Virtue Base Development tiene una
direccion postal con Vanguard Shipping Safety Management en la ciudad de Kaohsiung. El 3 de
diciembre el Grupo se dirigié por escrito a Vanguard, solicitando que diera cuenta de su papel
en el establecimiento de Virtue Base Development, asi como de otros cuatro buques de pabellon
extranjero sospechosos de estar implicados en transbordos ilegales a veces multiples de buque a
buque que se remontan a 2017. Vanguard respondi6 que habia establecido Virtue Base a
peticion del “Sr. Lai”, con quien ya no estaba en contacto. En cuanto a los demas buques de
pabellon extranjero que realizaban transbordos de buque a buque, Vanguard afirmé que en dos
casos era Unicamente el administrador del buque, no el responsable de la carga, que en otros
casos la documentacion habia sido falsificada, que otros casos eran objeto de un litigio y que
uno de los buques que participaba en el transbordo de un buque a otro en realidad era chino y no
navegaba bajo el pabellon de la Republica Popular Democratica de Corea (véase el anexo 6).
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Figura V

Certificado de matricula falso del Maika o Yuk Tung
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Fuente: el Grupo.

Cadenas de productos basicos e intermediacion del Yuk Tung

10. Las cadenas de comercio y de intermediacion de productos basicos que
participaron en el transbordo por valor de 5.700.000 ddlares al Yuk Tung son similares
a las transacciones multimillonarias documentadas en informes anteriores del Grupo*®.
El principal comerciante de petrdleo de la region, Hin Leong, acordé suministrar
productos derivados del petroleo a otro cliente conocido, Yuantai Fuel Trading,
también registrado en Singapur. Yuantai habia sido contactado por personas que
afirmaban actuar en nombre de Golden Luxury Corporation, una entidad registrada
en Belice que aparentemente estaba domiciliada en la Provincia China de Taiwéan 4.
Golden Luxury proporciond posteriormente a Yuantai documentacion que sugeria que
sus clientes para la transferencia eran una entidad con sede en los Emiratos Arabes
Unidos, Zeeshan Building Materials Trading LLC. Estos documentos no han sido
verificados y no se han proporcionado registros bancarios de apoyo u otra
documentacion creible o independiente para verificar el uso final real de la carga. El
Grupo se dirigio por escrito a Golden Luxury Corporation, pero no recibid respuesta
(véase el anexo 5) Hin Leong y Yuantai han cooperado desde entonces con el Grupo
proporcionando plena transparencia. El 10 de diciembre de 2018, Hin Leong declaré
que “han cesado las operaciones de transbordo de buque a buque y hemos retirado
nuestros buques del mar de China oriental”, asi como de otra zona afectada®®.

13.5/2018/171, parrs. 71 a 73.
14 La direccidn facilitada por Golden Luxury Corporation en su documentacion parece estar en el
astillero de CSBC Corporation en la ciudad de Keelung (véase el anexo 4) Yuantai proporciono
documentacion financiera verificable de forma independiente para justificar su papel y sus

declaraciones sobre Golden Luxury Corporation.

15 Correspondencia archivada.
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Consecuencias de las sanciones para los contratos “franco a bordo”

11. Es probable que esos incidentes siguen produciéndose por dos razones. Las
medidas de engafio adoptadas por el Yuk Tung derrotaron todos los mecanismos de
cumplimiento de las sanciones relacionados con la Republica Popular Democratica
de Corea adoptados por los comerciantes de productos basicos, asi como por sus
bancos, aseguradoras y buques asociados. En segundo lugar, la esencia de la
definicion juridica de los contratos “franco a bordo” en los mercados de Asia Oriental
es que la responsabilidad por la carga se transfiere del vendedor al comprador cuando
el producto es bombeado a través de una tuberia desde las barandillas de un buque al
otro durante el transbordo de un buque a otro. Sin embargo, la designacion por el
Comité del Consejo de Seguridad establecido en virtud de la resolucién 1718 (2006)
de buques para la prohibicion de entrar en todos los puertos y la cancelacion de la
matricula, junto con la designacion de algunos de los propietarios de esos buques,
significa que la responsabilidad por los transbordos ilicitos no termina con el hecho
de que su producto cruce la barandilla si el Comité o los Estados Miembros
determinan que esos transbordos han violado las sanciones. Estos contratos franco a
bordo especificos para el mercado de Asia Oriental pueden perder su legalidad y el
concepto de “franco a bordo” ya no es valido si se considera que la parte que transfiere
la carga ha violado las medidas contenidas en las resoluciones. Por ejemplo, tanto el
Yuk Tung como sus propietarios fueron designados en marzo de 2018 tras un
transbordo realizado en enero al Rye Song Gang 1. Si bien Hin Leong ha demostrado
que era una parte involuntaria a través de su divulgacion completa y transparente, el
Grupo observa que Hin Leong no aplicod las “mejores practicas” sugeridas por el
Grupo para la verificacion de la entrega a los usuarios finales, que figuraban en una
carta enviada a la empresa el 10 de mayo de 2018 (véase el anexo 7). La investigacion
continua.

Recomendaciones

12. Los Estados Miembros y las organizaciones internacionales pertinentes
deberian velar por que las empresas mundiales y regionales de comercio de
productos basicos y las flotas de petroleros que operan bajo su jurisdiccion y en
los sectores de riesgo del mercado franco a bordo y/o que se dedican a la
transferencia de buque a buque en las aguas internacionales afectadas adopten
un lenguaje contractual que incluya una verificacion eficaz del uso final de las
entregas.

13. Los Estados Miembros y las organizaciones internacionales pertinentes
deberian velar por que las empresas comerciales de productos basicos y las flotas
de petroleros mundiales y regionales que operan bajo su jurisdiccion, asi como
los segmentos de los mercados afectados del sistema franco a bordo, evalien los
antecedentes sobre la utilizacion del SIA de todos los buques a los que se
proponen suministrar productos prohibidos en virtud de las resoluciones.

Frecuencia de los transbordos ilegales de buque a buque: ejemplo de un periodo
de 66 dias

14. EI 30 de noviembre de 2018, un Estado Miembro proporcion6é al Grupo
imagenes de buques petroleros de la Republica Popular Democratica de Corea y de
pabelldn extranjero que realizaban transbordos de buque a buque en un periodo de 66
dias entre el 2 de junio y el 9 de agosto de 2018, e imagenes de algunos buques que
realizaban actividades ilicitas en dias consecutivos. Los buques identificados incluian
el Ji Song 6, el Myong Ryu 1, el An San 1, el Yu Phyong 5, el Sam Jong 2 y el Nam
San 8. En varios casos, los transbordos se efectuaron en buques mas pequefios y
desconocidos en el mar de China oriental (véase la figura VI).
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Figura VI
Buques petroleros de la Republica Popular Democratica de Corea realizan
transbordos de buque a buque con naves desconocidas, junio-agosto de 2018
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YU PHYONG 53 haRem

Fuente: Un Estado Miembro.

15. Se llevaron a cabo tres transbordos documentados con la participacion de
grandes buques de pabellén extranjero: el Shang Yuan Bao (Num. de la OMI:
8126070), el New Regent (Num. de la OMI : 8312497) y el Xing Ming Yang 888
(Num. de la OMI: 8410847) (véase la figura VII).

Figura VII
Buques petroleros de la Republica Popular Democratica de Corea realizan transbordos de buque
a buque con buques de pabellén extranjero

Fuente: Un Estado Miembro.

Registros de pabellones de conveniencia

16. El Shang Yuan Bao ya habia sido investigado por el Grupo por un transbordo
anterior de buque a buque en relacion con el buque petrolero Paek Ma de la Republica
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Popular Democratica de Corea en el que se habia cometido un fraude de identidad de
los buques el 18 de mayo de 2018 (véase el anexo 13, parr. 4). En agosto de 2018, el
Grupo se dirigi6 por escrito a Panama, como Estado del pabelldon de conveniencia del
Shang Yuan Bao durante los transbordos realizados el 18 de mayo y el 2 de junio de
2018, asi como en relacion con el New Regent el 7 de junio de 2018. En su respuesta
del 2 de noviembre de 2018, Panama declaré que el Shang Yuan Bao fue “retirado del
registro mercantil panamefio el 6 de septiembre” y que para el New Regent “el
proceso de retirada” comenz6 “el 4 de septiembre” (anexo 9). El 16 de agosto de 2018,
el Grupo se dirigio por escrito a Sierra Leona, el Estado del pabellon de conveniencia
del Xing Ming Yang 888. Sierra Leona no ha respondido a las numerosas preguntas
del Grupo.

Propietarios, armadores y gestores

17. El Grupo investigd a los propietarios, armadores y gestores de los buques. En
cuanto a un transbordo de buque a buque el 18 de mayo de 2018 con la participacion
del Shang Yuan Bao, Jui Zong Ship Management de la Provincia China de Taiwan
respondié afirmando que el primer transbordo fue “un gran malentendido” y que su
buque suministraba agua potable a través de las mangueras utilizadas para el
transbordo de productos derivados del petréleo (véase el anexo 10). En su respuesta
del 15 de octubre de 2018 con respecto al segundo transbordo de buque a buque del
2 de junio de 2018, Jui Zong no proporciono la documentacion solicitada, y se limitd
a declarar que “la Oficina de Investigacion del Ministerio de Justicia esta
investigando este caso, y creemos que confirmaran nuestra inocencia” (véase el anexo
11). Por lo que se refiere al New Regent, ni el operador del buque, ni el propietario
registrado, ni el administrador han respondido a las preguntas del Grupo!®. Con
respecto al Xing Ming Yang 888, Hongkong Qi Hang International Shipping
Management Co. Ltd respondié en nombre del propietario y operador de Hong Kong
aportando la misma justificacion que la utilizada por Jui Zong Shipping Management
Co. para el Shang Yuan Bao (véase el anexo 12). El Grupo les recordé la prohibicion
de todos los transbordos de buque a buque con la Reptblica Popular Democratica de
Corea en virtud de la resolucion 2375 (2017).

Perfiles de los buques

18. Los buques Shang Yuan Bao, Xing Ming Yang 888 y New Regent tienen un
perfil similar al de la mayoria de los buques de pabellon extranjero que participan en
transbordos ilegales de buque a buque o de los que se ha transferido combustible a la
Republica Popular Democratica de Corea. El perfil de estos buques es el de petroleros
costeros, de productos y de uso general que operan en puertos situados a menos de
600 millas nauticas de las zonas previamente identificadas en el mar de China
oriental®. Estos buques suelen navegar bajo la jurisdiccion de Estados con pabellones
de conveniencia en los que las normas de cumplimiento de las sanciones son
inexistentes o deficientes, y que fueron utilizados con frecuencia por buques
controlados por la Republica Popular Democratica de Corea durante el periodo 2011-
2017. Se trata, por lo general, de buques mas antiguos que obtienen una puntuacion
baja en las inspecciones de seguridad del control por el Estado rector del puerto o que
han sido multados por contaminacién por parte de los Estados rectores del puerto o

1

o

El operador y administrador del bugue es Ocean Grow International Ship Management
Consultant Corporation de la Provincia China de Taiwan. Panama comunicé que el propietario
inscrito, Mega Glory Holding Ltd. esta registrado en las Islas Virgenes Britanicas (véase el
anexo 9). La empresa también estaba registrada en Hong Kong (China) como propietaria del
New Regent y otros tres buques.

7 Estos buques son relativamente pequefios, con un peso muerto de entre 5.000 y 20.000
toneladas.
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los Estados riberefios. Han sido asegurados o reasegurados por compaifiias de
proteccion e indemnizacion registradas en Europa, Norteamérica y Asia Oriental. Las
practicas de la industria maritima que tradicionalmente han protegido a los
beneficiarios finales de posibles responsabilidades ambientales y fiscales contribuyen
a ocultar la identidad de los extranjeros que, en Ultima instancia, pueden haberse
beneficiado de los transbordos de combustible prohibidos a buques de la Republica
Popular Democratica de Corea?®,

Buques petroleros y redes de intermediacion de la Republica Popular
Democratica de Corea y buques con pabellon extranjero

19. En noviembre de 2018, un Estado Miembro informé al Grupo de que la
Republica Popular Democratica de Corea estaba utilizando aproximadamente 23 de
sus buques petroleros para realizar transbordos prohibidos de productos derivados del
petroleo de buque a buque. El Estado Miembro indico que los seis buques siguientes
son los mas activos y representan el 50 % de todos los transbordos: el An San 1, el
Chon Ma San, el Sam Jong 2, el Yu Son (Yuson), el Kum Un San y el Saebyol (Chong
Rim 2)'°. En otra comunicacion presentada al Comité de fecha 4 de octubre de 2018,
el Estado Miembro proporcion6 imagenes de dos buques petroleros de la Republica
Popular Democratica de Corea, el Sam Jong 2 y el Ji Song 6, realizando transbordos
ilegales de buque a buque con buques desconocidos el 12 de septiembre y el 24 de
mayo de 2018, respectivamente (véase la figura VIII).

Figura VIII
El Ji Song 6 (arriba) y el Sam Jong 2 (abajo) realizando transbordos ilegales
de buque a buque el 12 de septiembre y el 24 de mayo de 2018

- \
FUEL HOSE
ol

JI SONG 6

UNKNOWN

Fuente: Un Estado Miembro.

20. Otros buques petroleros de la Reptblica Popular Democratica de Corea
documentados en los transbordos de buque a buque son el Myong Ryu 1, el Yu Phyong

18 Con frecuencia se asigna la condicion de “propietario registrado” de un Gnico buque a una
sociedad extranjera ficticia establecida en territorios como Belice, las Islas Virgenes Britanicas,
Hong Kong, China, las Islas Marshall o las Seychelles.

19 Esta cifra se refiere al nimero, no al volumen.
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5, el Nam Sam 8 (véanse los parrs. 14 a 17 y las figuras VI y VII), el Yu Jong 2, el
Rye Song Gang 1 y el Paeck Ma (véase el anexo 13). Ademas de los actos de
incumplimiento, estos buques suelen recurrir a la usurpacion de identidad y otras
actividades contrarias a la Convencion de las Naciones Unidas sobre el Derecho del
Mar y las reglas de la OMI.

Redes de intermediacion de la Republica Popular Democratica de Corea

21. Ennoviembre de 2018, un Estado Miembro informé al Grupo de que las oficinas
de los representantes bancarios de la Republica Popular Democratica de Corea en el
extranjero concertaban acuerdos para organizar transbordos de buque a buque con
ayuda de intermediarios de terceros paises. Segin el Estado Miembro, una persona
conocida es Ko Il Hwan?® (11 22h), representante del banco designado Korea
Daesong Bank, con sede en Shenyan (China). El Grupo investigo previamente la
oficina de representacion de Korea Daesong Bank en Shenyang??, y a Ko Il Hwan en
particular, por procesar los pagos en nombre de Daedong Credit Bank. Daesong Bank
ha utilizado al menos dos nombres falsos para ocultar su identidad en sus actividades
relacionadas con la navegacion: AN SMAAZA (F8 &f % &~ R 2)y

ZUUEREAN BHEHEEAKRELTD HHESEHAKRES D2

22. El Estado Miembro mencion6 a varias empresas conocidas y utilizadas por
dichos intermediarios. Una de ellas es Gudzon Shipping Company LLC, empresa con
sede en la Federacion de Rusia. E1 22 de junio y el 18 de noviembre de 2018, el Grupo
se dirigi6 por escrito a Gudzon y a su empresa afiliada, Primorye Maritime Logistics
Co. Ltd. (PML Co. Ltd.), en relacion con el transbordo de productos derivados del
petréleo de su buque Patriot al Wan Heng 11 (véanse los anexos 13 y 14), asi como
con dos transbordos de buque a buque a los petroleros Chong Rim 2 y Chon Ma San
de la Republica Popular Democratica de Corea el 22 de agosto de 2018%. En sus
cartas, el Grupo solicité informacion sobre los intermediarios que participan en esos
envios (véase el anexo 14). El Grupo aun no ha recibido respuesta.

Métodos de comunicacién para los transbordos de buque a buque

23. Las investigaciones del Grupo demostraron que WeChat, una aplicacion de
mensajeria, medios sociales y pago movil, es el principal medio de comunicacion para
los transbordos de buque a buque en el mar de China oriental y el mar Amarillo, y
que en esa plataforma se utilizan diversas técnicas para ocultar las actividades. En al
menos un caso investigado por el Grupo, se comunicaron las coordenadas geograficas
en lugar de la identidad de un buque. Ademas, el buque receptor transfiriéo por WeChat
a un buque de abastecimiento una fotografia que muestra los tltimos cuatro digitos
de un billete de renminbi para autenticar el buque receptor antes del transbordo de
combustible. Un proveedor de petrdleo y propietario de buques extranjero que
particip6 en un intento de transbordo de buque a buque relacionado con la Republica
Popular Democratica de Corea en 2018 informé al Grupo de que los intermediarios
que se comunicaban por WeChat le habian pedido que desconectara el sistema de

20
2.
2.

N -

23

Fecha de nacimiento, 28 de agosto de 1967, niUmero de pasaporte PS927220424.

S/2017/150, péarrs. 225, 227 y 230.

Véase el anexo 43. Para obtener informacion més detallada sobre Korea Daesong Bank,
incluidos otros nombres falsos que utiliza, véase también el anexo 42.

El Grupo no recibié imagenes probatorias de los transbordos notificados. Un Estado Miembro
inform6 de que los transbordos ocurrieron a mediados de enero de 2018. Segln una
comunicacién del 28 de septiembre de la Federacién de Rusia, la propiedad y el uso del Patriot
fue transferida el 5 de julio de 2017 a PML Co Ltd con arreglo a un acuerdo estandar de
arriendo a casco desnudo. Desde entonces, Gudzon Company LLC no ha participado en las
operaciones comerciales del buque y, por consiguiente, no habria podido dar instrucciones en
enero de 2018 para la carga de productos derivados del petréleo y su posterior transbordo a
buques de la Republica Popular Democratica de Corea.
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identificacion automatica de su buque al menos en dos ocasiones en 2017. Los
intermediarios actuaban en nombre de los buques de la flota pesquera con el fin de
evitar la posible deteccion de la pesca ilegal en las zonas de proteccion pesquera de
China. Estos intentos de mantener las actividades en secreto no se limitan a la
plataforma WeChat, sino que complican los esfuerzos para investigar y rastrear a los
intermediarios que actiian en nombre de la Republica Popular Democratica de Corea.

Puertos de la Republica Popular Democratica de Corea: centros de
actividades ilegales

24. Un Estado Miembro proporciond imagenes de algunos puertos de la Republica
Popular Democratica de Corea, en particular Nampo, como centros de operaciones
para actividades presuntamente ilegales. Ademas de imagenes que ponen de relieve
la constante utilizacion del puerto de Nampo para cargar las exportaciones prohibidas
de carbon de la Republica Popular Democratica de Corea (véanse los parrs. 31 a 34y
el anexo 15), un Estado Miembro proporciond imagenes que muestran el uso
generalizado de la Terminal Maritima de Importacion en Nampo por buques
petroleros cuyas actividades ilegales de transbordo de buque a buque se han
documentado. Las imagenes muestran cémo se utilizan las tuberias submarinas
conectadas a las boyas de descarga para transferir combustible de los buques a las
terminales del complejo portuario de Nampo (véase la figura 1X).

Figura IX
Terminal Maritima de Importacion en el Puerto de Nampo: un centro
para los transbordos ilegales de buque a buque
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Fuente: Estado Miembro, Mapa: El Grupo.
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Visita de estudio de funcionarios portuarios de la Republica Popular
Democratica de Corea a Singapur

25. Las violaciones flagrantes como estas solo pueden ocurrir con el pleno
conocimiento y la cooperacion de los funcionarios portuarios de Nampo. El 12 de
octubre de 2018, un Estado Miembro informé al Grupo de que “puede haber habido
una violacién de las sanciones en Singapur” en relaciéon con un proyecto de
capacitacion cientifica o técnica entre la Republica Popular Democratica de Corea y
Singapur que incluia una visita de estudio al puerto de Singapur por funcionarios
portuarios de Nampo. En su carta a Singapur, el Grupo sefialdo las violaciones
sistémicas de las resoluciones que tenian lugar en Nampo y observo también que,
segun varios de los informes anteriores del Grupo, el puerto era también el lugar de
exportacion o importacion de diversos contenedores de transporte incautados por los
Estados Miembros y que, segun se determind, contenian articulos de la Republica
Popular Democratica de Corea o destinados a ella que infringian las disposiciones de
las resoluciones, entre ellas las medidas encaminadas a poner freno a la fabricacion
de materiales nucleares, misiles balisticos y otros materiales relacionados con armas.

26. Singapur respondio al Grupo el 4 de diciembre de 2018 y confirmé que Kang
Jong Gwan, Ministro de Transporte Terrestre y Maritimo de la Republica Popular
Democratica de Corea, que supervisa las operaciones portuarias, maritimas y de
buques del pais, encabez6 una delegacion a Singapur. Los informes anteriores del
Grupo han observado que las entidades designadas, como Ocean Maritime
Management Company, Ltd., estdn bajo el control del Ministerio de Transporte
Terrestre y Maritimo?*. En su respuesta, Singapur declaré que “habia verificado que
los miembros de la delegacion no eran personas designadas por las Naciones Unidas”.
Prosiguen las investigaciones sobre las actividades en los puertos de la Republica
Popular Democratica de Corea y su personal directivo superior.

27. Ademas de comandar buques dedicados a actividades prohibidas, se ha
informado de que al menos un capitan de buque de la Reptblica Popular Democratica
de Corea fue detenido tras su desembarco de un buque de ese pais por llevar dinero
en efectivo no declarado en octubre de 2018 (véase la figura X)?°. En respuesta a la
carta del Grupo, la Federacion de Rusia respondié que el 2 de octubre de 2018, un
ciudadano de la Republica Popular Democratica de Corea, Kim Kwang-Il, fue
detenido en el puesto de aduanas de Pervomaisky y se le incautd una gran cantidad
de dinero en efectivo. La Federacion de Rusia sefialé que “se ha incoado una causa
penal contra esta persona en virtud del parrafo 1 a) del articulo 200 del Cédigo Penal
de la Federacién de Rusia por no declarar dinero en efectivo por valor de 179.900
délares de los EE.UU”. En su respuesta, la Federacion de Rusia indico que la
investigacion continuaba y que “no se ha establecido la participacion de personas
norcoreanas cuyos nombres estan incluidos en la lista consolidada del Consejo de
Seguridad de las Naciones Unidas™?.
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En el pérr. 136 del documento S/2016/157 se observa que “La empresa OMM sigue funcionando y
adaptandose, desde su inclusion en la Lista el 28 de julio de 2014”. El Grupo ha confirmado que la
empresa OMM trabaja bajo el control del Ministerio de Transporte Terrestre y Marino de la
RepUblica Popular Democratica de Corea, tanto antes como después de su designacion. El
Ministerio ha desempefiado un papel indispensable para que la empresa OMM pueda eludir las
sanciones.

Véase
http://dvtu.customs.ru/index.php?option=com_content&view=article&id=24856:180& catid=49:
press-cat&Itemid=100; Oliver Hotham, “North Korean detained by Vladivostok customs for
“large scale” cash smuggling”, NK News, 3 de octubre de 2018.

Segun los medios de comunicacién, un segundo nacional de la Republica Popular Democratica
de Corea fue detenido en el Aeropuerto Internacional de Vladivostok por transportar 192.300
dolares y 1.000 euros. (Fuentes:
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Figura X
Efectivo incautado al capitin de un buque de la Republica Popular Democratica
de Corea

Fuente: http://dvtu.customs.ru/.

Plataforma de cadenas de bloques para transacciones: cadena maritima

28. En octubre de 2018, un Estado Miembro informé al Grupo de que “una empresa
emergente en proceso de establecerse como plataforma de cadenas de bloques
registrada en Hong Kong, denominada Marine Chain, cuenta con al menos una
persona de la Republica Popular Democratica de Corea”?’. El Estado Miembro
expreso preocupacion porque “la plataforma puede utilizarse para generar dinero al
régimen y como posible medio de evadir las sanciones sobre el transporte maritimo
mediante la creacion de un nuevo método de ocultacion de la propiedad de un buque”.

29. El Grupo investigé al Director General de Marine Chain “Capitan” Jonathan
Foong, nacional de Singapur, sospechoso de violar el parrafo 18 de la resolucion
2375 (2017). El Grupo solicitd informaciéon sobre un presunto nacional de la
Republica Popular Democratica de Corea que se habia presentado como asesor de
Marine Chain.

30. En sus respuestas al Grupo, Foong presentd informacion contradictoria y
documentacion que no cumplia las normas probatorias del Grupo. Afirmé6 que Marine
Chain habia sido cerrada, sefialando que “el negocio estaba cerrado porque el
propietario/inversor no estaba pagando su factura”?®. Sobre el paradero y sus
comunicaciones con el “propietario/inversor”, declar6 que “aunque he informado al
propietario de que debe pagar todas las facturas pendientes (cerca de 500.000 dolares),
se mantuvo en silencio y perdimos la comunicacion poco después”. Para obtener

2

N

28

http://dvtu.customs.ru/index.php?option=com_content&view=article&id=25205:-200-------
&catid=49:press-cat&Itemid=100; “North Korean detained at VVladivostok airport for large-scale
cash smuggling”, NK News, 26 de noviembre de 2018). EIl Grupo se dirigi6 por escrito a la
Federacion de Rusia el 10 de diciembre de 2018, y la investigacidn continda.

El Estado Miembro también sefialé que Marine Chain “afirmaba ser una plataforma de cadena
de bloques basada en Etherium con su propia criptomoneda que facilitard la compra y venta de
embarcaciones en todo el mundo mediante la criptomoneda digital”.

Marine Chain Platform Limited se registré en Hong Kong el 12 de abril de 2018 y cerr6 el 17 de
septiembre de 2018.
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informacion sobre la actividad cibernética de la Republica Popular Democratica de
Corea para evadir las sanciones, véanse los parrafos 109 a 115.

Transbordos de carbon de buque a buque

31. La Republica Popular Democratica de Corea ha transformado la mayor parte de
su comercio de carbon relacionado con el transporte maritimo en transbordos ilegales
de buque a buque como medio principal de eludir el parrafo 8 de la resolucion 2371
(2017). Esas entregas ilegales se regularizaron y sistematizaron en 2018 (véase el
anexo 15), y se ha documentado que algunos de los buques mas grandes de la flota de
la Republica Popular Democratica de Corea siguen cargando carbon en los puertos de
la Republica Popular Democratica de Corea una vez al mes antes de realizar
transbordos ilegales de buque a buque, sobre todo en el Golfo de Tonkin (véase la
figura XI).

Figura XI
Transbordos de carbon de buque a buque en el Golfo de Tonkin

Fuente: Un Estado Miembro. Mapa: el Grupo

32. En otros casos, las imagenes satelitales muestran que buques que anteriormente
navegaban con pabellon extranjero, como el Hua Fu (Num. de la OMI 9020003),
designado para la prohibicion mundial de entrada en puerto y retirada del pabellon el
30 de marzo de 2018, siguieron realizando multiples transbordos ilicitos de buque a
buque en agosto y septiembre de 2018 (véase la figura XII).

Figura XII

El Hua Fu participando en transbordos ilegales de carbon en agosto y septiembre
de 2018

M/V HUA FU Conduct
G

2018, DigraiGlobe 2018, DigtalGiobe

Fuente: Un Estado Miembro. Mapa: EIl Grupo.
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33. También se ha documentado que otros buques de pabellon extranjero
desconocidos o actualmente apatridas, como el Forever Lucky (Num. de la OMI
9003653) que navegaba antes con pabellon de Panama, el Lucky Star (Num. de la
OMI 7942843), que navegaba con pabelldn del Togo y el Oriental Treasure (Num. de
la OMI 9115028), que navegaba con pabelldon de las Comoras (véase la figura XIII),
han sido complices de las operaciones ilegales de exportacion de carbon de la
Republica Popular Democratica de Corea. Ningtin Estado del pabelldn, incluida la
Republica Popular Democratica de Corea, ha informado a la OMI de estos nuevos
pabellones de los buques.

Figura XIII
El Forever Lucky, el Lucky Star y el Oriental Treasure
participando en operaciones ilegales de exportacion de carbén

Fuente: Un Estado Miembro. Mapa: El Grupo.

Falso pabellon de los buques de transporte de carb6n de la Republica Popular
Democratica de Corea: el Wise Honest

34. Los buques de la Republica Popular Democratica de Corea han transportado
grandes cantidades de carbon y otros articulos prohibidos mediante practicas
engafiosas, como el “doble pabellon”, que han violado tanto las resoluciones como
las disposiciones de la Convencion de las Naciones Unidas sobre el Derecho del Mar,
convirtiendo esencialmente a esos buques en apatridas y vulnerables al derecho de
visita. Un ejemplo de esta tendencia es el buque Wise Honest (Nim. de la OMI
8905490), que transportaba 25.500 toneladas de carbén cuando fue detenido por
Indonesia alrededor del 1 de abril de 2018. El Grupo se dirigi6 por escrito a Indonesia
el 14 de junio y nuevamente el 27 de agosto de 2018 tras recibir informacion e
imagenes de un Estado Miembro (véase la figura XIV). Indonesia informé el 12 de
septiembre de 2018 de que el buque habia sido inspeccionado y se habia comprobado
que estaba matriculado en dos jurisdicciones, con un conjunto de documentos sobre
el registro y la tripulacidn bajo el pabelldon de Sierra Leona y el otro bajo el pabellon
de la Republica Popular Democratica de Corea?®. Como es habitual en todos los
buques con pabellon de la Republica Popular Democratica de Corea que realizan
actividades comerciales prohibidas y contrarias a las normas de la OMI, se informo6
de que el buque navegaba con el SIA “desconectado durante el viaje del buque a las
aguas territoriales de Indonesia” y de que “no se presentd ningun informe a la
autoridad portuaria de destino para la debida autorizacion del buque”®. Indonesia

24/364

2 Véase el anexo 16.
% Indonesia también declard que “no se hizo ninglin informe a la autoridad portuaria de destino
para la autorizacion adecuada del buque”.
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informé al Grupo el 29 de noviembre de 2018 de que el capitin del Wise Honest
estaba sujeto a enjuiciamiento por “enarbolar a sabiendas un pabellon falso”.

Figura XIV

Buque Wise Honest de la Republica Popular Democratica de Corea cargando
carb6on en Nampo el 11 de marzo (izquierda) y en la instalacién portuaria de
Balikpapan el 9 de abril de 2018 (derecha)

_ A e - 9 APRIL 2018 M/V WISE HONEST Remains at Anchor

[ 11_MARCH =i - - | M/V WISE HONEST Loading Coal e Balikpapan Port Facility, Indonesia
A E &N * Nampo Pt Facs, North Korea 01:15:45S 116:48:45 E
) Mt E -

38:43:33 N 125:24:27

Fuente: Un Estado Miembro.

Figura XV
Ruta probable del Wise Honest

PRK-flagged WISE HONEST (IMO 8905490) carrying PRK-origin coal
MAR - APR 2018 . »

= X

Fuente: Un Estado Miembro.
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Carbon procedente de la Republica Popular Democratica de Corea: cadenas
de intermediacion y exportacion

35. Las investigaciones del Grupo sobre cadenas de intermediacion y exportacion
de carbon ponen de relieve las importantes ganancias para la Republica Popular
Democratica de Corea, asi como para los comerciantes de productos basicos que
tratan de obtener comisiones o arbitraje de este tipo de acuerdos. El cargamento del
Wise Honest tenia un valor de 2.990.000 dolares, segin su contrato (véase el
anexo 17). En cuanto a la documentacion de exportacion y la cadena de
intermediacion del cargamento, Indonesia declaré6 que habia recuperado “los
documentos de carga y el despacho de aduanas recibidos de un buque de carga ruso
que tenia la intencion de realizar un transbordo de buque a buque en las cercanias de
Balikpapan, en Kalimantan Oriental”. El Grupo solicitd6 mas aclaraciones o
documentacion, que no se han recibido hasta la fecha. Indonesia también nombré a
una empresa de la Republica de Corea, Enermax, como “destino final/receptor del
carbon tras el transbordo del carbon de buque a buque en Balikpapan” (véase el anexo
16). El 3 de diciembre de 2018, Enermax informé al Grupo de que habia sido
investigada por las autoridades nacionales y que no se habia realizado ninguna
importacion de carb6on®!. El contrato para el envio indicaba que el vendedor era Hong
Kong Nova International Trade Company, una entidad que vende maquinaria para la
fabricacion de cigarrillos. La empresa informé al Grupo de que “no tenia ni idea de
donde procedia el contrato ni de por qué tenia el sello de nuestra empresa” (véase el
anexo 18).

36. El Grupo identificé a una figura clave en el envio de carbon como Hamid Alj,
un comerciante ¢ intermediario indonesio de productos basicos que se reunia
periédicamente con diplomaticos en la Embajada de la Republica Popular
Democratica de Corea en Yakarta®. Estos diplomaticos le presentaron a Jong Song
Ho, presidente del Jinmyong Trading Group y del Jinmyong Joint Bank de la
Republica Popular Democratica de Corea, en diciembre de 2017 (véase el anexo 19)
como parte del “establecimiento de un centro cultural coreano en Java Occidental”®,
Ali se reunié de nuevo con Jong un mes mas tarde y discutieron el transbordo de
carbon®; el costo del servicio fue de 760.000 délares, que Jong arregldé mediante una
transferencia a la cuenta de Ali a través de una empresa llamada Huitong Minerals
(véase ibid.). Segun Ali, otro corredor, Eko Setyatmoko, se involucrd posteriormente
en el transbordo. Setyatmoko, que recibié al menos parte del pago de Huitong
Minerals y ha estado en contacto con el Wise Honest y su tripulacion desde su
interceptacion en abril, no ha respondido a las preguntas del Grupo. El Grupo informé
a Indonesia, Ali y Setyatmoko de que las 25.500 toneladas de carbon debian ser
incautadas, de conformidad con las resoluciones, y de que el intermediario no podia
vender el carbon. El Grupo todavia no ha recibido ninguna confirmacion de que el
carbon se ha descargado del buque. La investigacion continta.

37. El Grupo prosiguio su investigacion de las exportaciones prohibidas de carbon
de la Republica Popular Democratica de Corea en 2017 mediante el transbordo® a

31 Enermax declaré que “simplemente recibimos una oferta de venta de carbon de origen indonesio
de alguien que parecia ser un corredor local en Indonesia”.

% Por conducto de la Embajada de la Republica Popular Democratica de Corea, el Sr. Ali habia
sido presentado a una serie de empresarios de la Republica Popular Democratica de Corea que
viajaban a través de China, Indonesia y Viet Nam (véase el anexo 19).

3 El representante local de Jong Song Ho en Indonesia es Kwak Chol Su, teléfono
+ 62 813 803 00501 (véase el anexo 19).

3 Jong “discuti6 la posibilidad de distribuir productos de la Reptiblica Popular Democratica de
Corea, pregunt6 si es posible fletar un buque para el transbordo del cargamento de carbén de
origen ruso que no utiliza el buque coreano” (véase el anexo 19).

% 5/2018/171, parr. 59.
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través de puertos del Lejano Oriente ruso, incluido Kholmsk?®. El 10 de diciembre de
2018, la Republica de Corea acusé a cuatro de sus nacionales y cinco empresas de
comercio de productos basicos de importacion ilegal de carbon y hierro fundido
(véase el cuadro 1). El motivo que supuestamente cit6 la Fiscalia fue “la ganancia
procedente del arbitraje, aprovechando que los precios del carbon y de otros
materiales norcoreanos son bajos debido a la dificultad para comercializarlos
internacionalmente”?.

Cuadro 1
Envios de productos prohibidos sujetos a enjuiciamiento: tipo, volumen y valor

Volumen Valor

Producto basico (toneladas) (ddlares de los EE.UU.)
Carbo6n 29 843 4 610 000
Briquetas de carbon 8 275 (carbon y briquetas de carbon)
Fundicion de hierro 2010 971 000
Valor total de las importaciones prohibidas 5581 0002

@ En una respuesta al Grupo el 7 de enero de 2019, la Republica de Corea informé de que,
segln la Fiscalia, 29.843 toneladas de carbén, 8.275 toneladas de briquetas de carbény
2.010 toneladas de fundicién de hierro de la Republica Popular Democréatica de Corea se
habian “transportado ilegalmente a la Republica de Corea; se trata de cifras provisionales, a
la espera de la sentencia definitiva del poder judicial”.

38. En septiembre de 2018, un Estado Miembro informé al Grupo de que esos
envios prohibidos representan solo un elemento de operaciones mucho mas grandes
de productos basicos de la Republica Popular Democratica de Corea, en las que
bancos internacionales proporcionan inadvertidamente cartas de crédito a una red
comercial transnacional mas amplia que opera a través de jurisdicciones
extraterritoriales como las Islas Virgenes Britanicas y Hong Kong (China) y en otros
lugares. Los propietarios de buques que participan en esas operaciones han intentado
legitimar la identidad de sus buques, engafiando a la OMI para que proporcione
nuevos numeros de la OMI para los buques posteriormente incautados de
conformidad con el parrafo 9 de la resolucion 2397 (2017) (véase el anexo 28). Estas
investigaciones contintian.

Secuestro de buques y utilizacion del pabellén de la Republica Popular
Democratica de Corea

39. El Grupo prosiguié su investigacion del Wan Heng 11 (Num. de la OMI:
8791667), un buque que antes navegaba con pabellon de Belice, que fue detectado
por primera vez el 13 de febrero de 2018 en un transbordo ilegal de buque a buque
con el petrolero Rye Song Gang 1 (Num. de la OMI: 7389704) de la Republica
Popular Democratica de Corea. Aunque fue dado de baja de la matricula por Belice
el 19 de febrero de 2018, el buque siguio transmitiendo ocasionalmente como si

Los cargamentos supuestamente “nunca pasaron por la aduana en Rusia, y se enviaron a Corea
del Sur una vez que se falsifico la documentacidn sobre sus origenes”. Véase Baek Kyung-Seo y
Shim Kyu-Seok, “Four indicted for buying North coal”, Korea Joongang Daily, 11 de diciembre
de 2018. Puede consultarse en
http://koreajoongangdaily.joins.com/news/article/article.aspx?aid=3056743.

Joyce Lee, “South Korean prosecutors indict four for importing North Korean coal”, Reuters, 10
de diciembre de 2018. Puede consultarse en https://www.reuters.com/article/us-northkorea-
southkorea-coal/south-korean-prosecutors-indict-four-for-importing-north-korean-coal -
idUSKBN10O90TP.
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estuviera matriculado en Belice, incluso durante un transbordo de buque a buque
realizado el 10 de febrero con el Patriot, buque matriculado en la Federacion de Rusia,
y hasta el 21 de junio de 2018, fecha en que cambi6 su identidad por la de un buque
de pabelldn de la Republica Popular Democratica de Corea, el Kum Jin Gang.

40. En particular, esta nueva matriculacion se ha producido sin notificacion oficial
a la OMI® y sin el consentimiento de los propietarios legitimos del buque, Zhejjang
Wanheng Shipping Company. Esta empresa cooperd con el Grupo y aportd pruebas
de que el 29 de noviembre de 2017 firm6 un contrato de fletamento a casco desnudo
con Hong Kong Cosnewvi International Shipping, representada por Chen Chun-han,
nacional de la Provincia China de Taiwan, que también posee un permiso de viaje a
China continental para residentes de Taiwan®. El contrato de fletamento a casco
desnudo contenia una “clausula de comercio ilegal” que se activé el 19 de febrero de
2018 cuando los propietarios se enteraron por las autoridades de Belice de la violacion
de las sanciones a través de la notificacion de cancelacion de la matricula de su buque.
Sujeto a multiples investigaciones por parte de las autoridades chinas, el propietario
legitimo intentd localizar y recuperar su buque, sin éxito*’. Segun el registro de
empresas, Hong Kong Cosnewwi International Shipping se disolvid el 24 de agosto
de 2018. Chen Chun-han no respondié al Grupo.

41. El caso pone de relieve un nuevo riesgo identificado para los armadores mas
grandes de la region que se dedican a la practica frecuente del fletamento a casco
desnudo. El caso muestra que los fletadores que violan las clausulas relacionadas con
las sanciones no devuelven los buques después de la cancelacion de los contratos
como resultado de infracciones documentadas. Es importante sefialar que el secuestro
efectivo durante 12 meses del Wan Heng 11 ilustra como el registro del pabellon y
los puertos de la Republica Popular Democratica de Corea proporcionan ahora un
refugio seguro para esos buques, tanto en lo que respecta al reabastecimiento de
combustible y provisiones, como a la garantia de que la cancelacion del registro
designado por las Naciones Unidas no convertira a esos buques en apatridas y, por lo
tanto, los hara mas vulnerables a la inspeccion de actividades ilicitas con arreglo a las
normas por las que se rige la Convencion de las Naciones Unidas sobre el Derecho
del Mar*. Ademas, la prohibicién mundial de entrar a puerto impuesta al Wan Heng
11 y otros buques similares significa que estos buques no pueden entrar en los puertos
sujetos a los tribunales comerciales y a otras jurisdicciones judiciales, lo que
proporcionaria recursos juridicos al propietario legitimo.

Diligencia debida y vigilancia del SIA por los Estados del pabellon,
los comerciantes de productos basicos, las compaiiias de seguros y
las sociedades de clasificacion

42. Con respecto a las tacticas de evasion antes mencionadas y, en particular, a la
desconexion sistematica del SIA, el Grupo realizé en 2018 una encuesta por escrito a
todos los Estados con pabellones de conveniencia y a las aseguradoras de proteccion
e indemnizacion que habian registrado o prestado servicios a buques con pabellones
extranjeros identificados como implicados en violaciones de los parrafos 11 y 14 de

% El articulo 91 2) de la Convencion de las Naciones Unidas sobre el Derecho del Mar requiere
que los Estados del pabellén no solo registren los buques sino que les proporcionen
documentacién que pruebe el registro y la nacionalidad.

% Los documentos se encuentran en el archivo del Grupo.

40 Segun el acuerdo de fletamento a casco desnudo, los propietarios no habfan proporcionado ni
oficiales ni tripulacion al Wan Heng 11, que habia des activado su SIA tras el incidente. La
empresa proporciond pruebas de sus intentos de ponerse en contacto con Chen Chun-han en su
direccion comercial de Taichung para exigir informacién sobre la ubicacién de su buque y su
devolucién inmediata, pero las cartas certificadas fueron devueltas.

4 Articulo 110 de la Convencidn.
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la resolucion 2375 (2017). Como parte del estudio, el Grupo también se dirigié por
escrito a las principales empresas mundiales de comercio de productos basicos y
refinerias de petroleo que operan en la region pertinente, incluidas las que ya habian
canalizado ilegalmente sus productos a la Republica Popular Democratica de Corea,
para pedirles informacion sobre las medidas de diligencia debida y de mitigacion de
riesgos que hubieran adoptado para garantizar que los buques y cargamentos
pertinentes en el marco de sus servicios o contratos no fueran desviados a la Republica
Popular Democratica de Corea. El Grupo sugiri6 en las cartas una “clausula de
desactivacion del SIA” como practica 6ptima, asi como clausulas contractuales para
garantizar la verificacion de la entrega de los productos derivados del petrdleo para
el uso final de los comerciantes, refinerias y productores de petrdleo a escala mundial,
que siguio alentando durante las consultas celebradas con la industria y los Estados
Miembros entre febrero y junio de 2018.

43. Ninguno de los Estados de pabellon de conveniencia que respondieron a las
cartas del Grupo sobre la vigilancia del SIA supervisan actualmente el SIA de los
buques que navegan bajo su jurisdiccidn y, por lo tanto, no pueden asegurarse de que
estos buques cumplen las normas relativas al SIA contenidas en los tratados
internacionales pertinentes, tales como el Convenio Internacional para la Seguridad
de la Vida Humana en el Mar. La falta de vigilancia del SIA de los buques en riesgo
en las aguas internacionales de Asia Nororiental significa que estos Estados con
pabellones de conveniencia no pueden detectar futuros transbordos ilegales de buque
a buque sefialados a través de una desconexion o manipulacion del SIA. Del mismo
modo, ninguna de las compaiiias de seguro y reaseguro de proteccion e indemnizacion
indicd que vigilaba el SIA de los buques cuya carga aseguraban.

44, Varias entidades indicaron que han adoptado algin tipo de clausula sobre la
desconexion del SIA, incluidas tres de las mayores empresas mundiales de comercio
de productos basicos y un nimero menor de comerciantes y refinerias de petroleo con
sede en Asia. Si bien solo una de las principales empresas de comercio mundial de
productos basicos ha indicado anteriormente al Grupo que ha instituido un requisito
de verificacion completa de la documentacion justificativa de la entrega para el uso
final de los contratos aplicados a determinadas entregas en Asia, otros dos grandes
comerciantes incluian en sus contratos una clausula de restriccion del destino. La
inclusion por parte de una importante empresa mundial de comercio de productos
basicos de una clausula sobre la desconexion del SIA y del requisito de verificacion
de la entrega para el uso final demuestra la capacidad del sector privado de mejorar
la diligencia debida a un costo relativamente bajo.

45. Si las medidas mencionadas se adoptaran mas ampliamente, podrian reducir
significativamente el numero de buques fletados dispuestos a desconectar o manipular
de otro modo su sistema SIA para realizar transbordos ilegales de buque a buque. Si
los Estados del pabellon pertinentes adoptaran medidas similares, los capitanes de los
buques podrian entender que la desconexion o la manipulaciéon del SIA para realizar
transbordos ilegales de un buque a otro podria dar lugar a la cancelacion del registro
del buque, la pérdida del seguro y la pérdida de ingresos por la rescision de los
contratos de fletamento y transporte.

46. El Grupo realizd otra encuesta con todas las empresas que prestan servicios de
clasificacion a buques involucrados en el transbordo ilicito de petréleo de buque a
buque, asi como en la exportacion y el transbordo de carbon prohibidos en virtud de
las resoluciones. En la mayoria de los casos, el Grupo llego6 a la conclusion de que el
contrato se habia retirado y los buques estaban “desclasificados”. Si bien las
sociedades de clasificacion pueden informar a los Estados del pabellén y a los
armadores de la desclasificacion, por lo general no se da la razon (violacidon de las
resoluciones), lo que hace posible que otras sociedades de este tipo presten servicios
al buque o a sus armadores inadvertidamente. Para asegurar una mejor coordinacién
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de la informacion las sociedades de clasificacion deberian informar al Comité, asi
como a los Estados del pabellon, los propietarios de buques, las organizaciones
internacionales y regionales pertinentes y las asociaciones comerciales de cuando
desclasifican a un buque sobre la base de violaciones de las resoluciones.

Actividades pesqueras prohibidas

47. El Grupo determind que la transferencia prohibida de sus derechos de pesca por
la Republica Popular Democratica de Corea, tal como se aclar6 en la resolucion 2397
(2017), continud a lo largo de 2018, lo que constituiria una posible fuente de ingresos
para la Republica Popular Democratica de Corea. ElI Grupo analizé dos informes de
Estados Miembros en los que se sefialaba que en el periodo comprendido entre enero
y noviembre de 2018 habian inspeccionado mas de 15 buques pesqueros de China que
tenian licencias de pesca de la Republica Popular Democritica de Corea®’. Las
inspecciones y los informes detallaban multiples zonas de operacion, incluidas las
zonas de pesca en los mares entre el Japon y China, la peninsula de Corea y la
Federacion de Rusia. Un pescador dijo en una entrevista con un Estado Miembro que
habia unas 200 embarcaciones pesqueras chinas que operan “en aguas de Corea del
Norte”. Otro de los entrevistados manifestd que el costo mensual de una licencia de
pesca era de 50.000 Yuan (aproximadamente 7.250 ddlares de los Estados Unidos)*.
Entre las pruebas observables figuraban las matriculas de los permisos de pesca
colocadas en el puente de las embarcaciones (véase la figura XVI), mientras que en
otra imagen el buque enarbolaba el pabellon de la Republica Popular Democratica de
Corea (véase la figura XVII).

Figura XVI
Buques pesqueros con matriculas de licencia de pesca y el pabellén
de la Republica Popular Democratica de Corea

- 2 e ~ e SRS

Fuente: Un Estado Miembro.

48. El Grupo observo dos técnicas de ocultamiento: la licencia de pesca expedida
por las autoridades de la Republica Popular Democratica de Corea que utilizan los
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42 Entre los tripulantes entrevistados por un Estado Miembro, se encontraron personas que
trabajaban a bordo de los siguientes buques: {18 679, fEixif 680, &3 88, [HEE & 1067,
Urongyu61006(&3<if 61006).

4 Tasa de conversion al 11 de diciembre de 2018.
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buques pesqueros extranjeros y el uso de pabellones falsos. Por ejemplo, a bordo de
un buque cuyo capitan era un nacional chino se encontré una licencia de pesca
expedida por las autoridades de la Republica Popular Democratica de Corea (véase la
figura XVII). En otro caso, el Grupo esta investigando los informes de los medios de
comunicacion basados en las imagenes de video del Servicio de Guardacostas de la
Federacion de Rusia en las que se destaca al menos una embarcacion pesquera china
que enarbola el pabelldon de la Republica Popular Democratica de Corea disimulando
su nacionalidad (véase la figura XVII).

Figura XVII
Licencia de pesca (izquierda) y pabellon de la Republica Popular Democratica
de Corea en la proa de la embarcacion china (derecha)

DPRK flag

Fuente: Un Estado Miembro (izquierda), YouTube (derecha).

49. El Grupo se dirigio por escrito a China y la Federacion de Rusia a fin de solicitar
informacion sobre sus investigaciones. China informé al Grupo de que siempre ha
aplicado seriamente las resoluciones del Consejo de Seguridad relativas a la
Republica Popular Democratica de Corea. Tras la aprobacion de la resolucion 2397
(2017) del Consejo de Seguridad, las autoridades competentes chinas publicaron
inmediatamente un anuncio para prohibir la adquisicion de derechos de pesca de la
Republica Popular Democratica de Corea, y las entidades chinas han dejado de
adquirir derechos de pesca de la Republica Popular Democratica de Corea de
conformidad con el anuncio. Si se confirma que un nacional o un buque chino han
obtenido ilegalmente derechos de pesca de la Republica Popular Democratica de
Corea o han ido a pescar ilegalmente en las zonas maritimas de la Republica Popular
Democratica de Corea sin permiso, China se ocupara de las cuestiones pertinentes de
conformidad con las leyes y los reglamentos. El Grupo no ha recibido atin una
respuesta de la Federacion de Rusia.

Recomendaciones

Recomendaciones al Comité del Consejo de Seguridad establecido en virtud
de la resolucion 1718 (2006)

50. Designar a los siguientes buques como responsables de transbordos ilicitos
de productos derivados del petréleo en violacién de lo dispuesto en el parrafo 5
de la resolucion 2397 (2017):

Myong Ryu 1 (nimero de la OMI: 8532413), pabellon de la Republica
Popular Democratica de Corea
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Song Won (niimero de la OMI: 8613360), pabellon de 1a Republica Popular
Democratica de Corea

Jin Yang 36 (& ¥ 36), pabellon desconocido

Xing Ming Yang 888 (niumero de la OMI: 8410847), pabellon de Sierra
Leona

51. Incluir la disposicién del parrafo 11 de la resolucién 2375 (2017) en los
criterios de designacion de los buques e incorporarla en las listas de buques
designados, segin proceda.

52. Enmendar el procedimiento de supresion de nombres de la lista a fin de que
los Estados Miembros puedan solicitar la supresion en nombre del propietario
de un buque (la propuesta del Grupo para el procedimiento enmendado de
supresion de los nombres de los buques figura en el anexo 20).

Recomendaciones del Grupo a los Estados Miembros

53. Los Estados del pabellon deberian informar al Comité y al Grupo de los
buques a los que retiren la matricula.

54. Los Estados del pabellon deberian supervisar el SIA de sus buques a fin de
velar mejor por la aplicacion de las resoluciones.

55. Los Estados Miembros deberian considerar la introduccion de un requisito
reglamentario para que las compaiiias de seguros y reaseguros de proteccion e
indemnizacion incluyan la vigilancia del SIA y una cliusula sobre la
“desactivacion del SIA” en sus contratos para los buques en riesgo que operen
en las regiones pertinentes.

56. Los Estados Miembros deben considerar la introduccion de un requisito
reglamentario para las empresas de comercializacion, refinado y produccion de
productos derivados del petréleo que incluya en sus contratos medidas de
verificacion del destino final y de vigilancia del SIA, asi como una clausula sobre
la desactivacion del SIA.

57. Los Estados miembros de la Organizacion Maritima Internacional (OMI)
deberian considerar la posibilidad de adoptar medidas para mejorar el
intercambio de informacion y el cumplimiento de la reglamentacion maritima
por los Estados del pabellon y otras partes interesadas.

58. Los Estados Miembros deberian considerar la posibilidad de introducir
legislacion para garantizar que los bancos mundiales y regionales que operan en
su jurisdiccion incluyan clausulas de vigilancia del SIA 'y de evaluacion del riesgo
de diligencia debida de los buques en las cartas de crédito, los préstamos y otros
instrumentos financieros para los comerciantes e intermediarios mundiales y
regionales de productos basicos que comercian con petréleo y productos
derivados del petréleo en los mercados libres a bordo de mayor riesgo en las
zonas afectadas.

59. Afin de aumentar la eficacia de la diligencia debida por parte de los Estados
del pabellon, otros Estados Miembros y las industrias maritimas conexas, el
Comité deberia considerar la posibilidad de consolidar los buques designados en
un solo documento. La informacién proporcionada sobre los buques deberia
incluir las medidas obligatorias en virtud de las resoluciones pertinentes, como
la congelacion de activos, la denegacién de entrada a los puertos y cancelacion
del registro de los buques o de los servicios que se les prestan. Los incidentes
notificados al Comité de la cancelacion de un registro deberian reflejarse
también para impedir que se proceda inadvertidamente a un nuevo registro.
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I11.

Importaciones y exportaciones de productos basicos hacia y desde la Republica
Popular Democratica de Corea, segun los datos sobre comercio

60. En el anexo 21 se puede obtener informacion detallada sobre las importaciones
y exportaciones de la Republica Popular Democratica de Corea durante el periodo
que abarca el informe.

Embargos, entidades y personas designadas

Argelia

61. En respuesta a la carta del Grupo de 10 de agosto de 2017 sobre el Mansudae
Overseas Project Group of Companies, Argelia respondio en 2018 que “en Argelia no
hay empresas ni entidades norcoreanas incluidas en las listas de sanciones del Consejo
de Seguridad”. No obstante, Argelia observo también que un nacional de la Republica
Popular Democratica de Corea, el director de una empresa denominada Choe Song I,
“decia representar a Mansudae Overseas Project Group of Companies”. Era
oficialmente el director de “MOP Group Algeria LLC”, empresa registrada el 20 de
agosto de 2015. La empresa se especializaba “en grandes obras publicas, disefio de
construccion, mineria y fabricacion de mobiliario”. Ademas, el sustituto de Choe,
Kim Chol Jin, llegd a Argelia el 3 de febrero de 2017, el mismo dia de la partida de
Choe. El Grupo observa que segliin Argelia, la empresa se disolvid oficialmente el 8
de enero de 2018. Kim Chol Jin abandon6 Argelia el 18 de marzo de 2018.

Angola

62. El Grupo prosiguio su investigacion de una misién de asesoramiento militar de
la Republica Popular Democratica de Corea de aproximadamente 80 personas que,
segun un Estado Miembro, salié de Angola con destino desconocido en enero de 2017.
El127 de agosto de 2018, Angola respondié afirmando que “no tenemos conocimiento
de ningin movimiento o viajes de asesores militares de Angola a Mozambique en
2017”. Angola informé al Grupo de que Jon Chol Yong, un diplomatico de la
Republica Popular Democratica de Corea acreditado en Angola que actiia en nombre
de la Green Pine Associated Corporation*, abandon¢ el territorio de Angola el 20 de
abril de 2017. Angola sefialé también de que el personal de la Embajada de la
Republica Popular Democratica de Corea se “redujo drasticamente de 12
diplomaticos en 2016 y 2017 a 6 diplomaticos en la actualidad” y proporcioné al
Grupo listas de los diplomaticos acreditados de la Republica Popular Democratica de
Corea (véase el anexo 22).

Botswana

63. En cuanto a la actividad de Mansudae Overseas Project Group of Companies in
Botswana, Botswana ha cooperado respondiendo en su carta de fecha 6 de febrero de
2018, que el Gobierno habia contratado a Mansudae Overseas Project Group of
Companies en Windhoek (Namibia), en 2004. El director general Kang Hyo Song?®
representaba a la empresa que disefio y construyo “el monumento de los tres Dikgozi”,
y dos trabajadores de la Republica Popular Democratica de Corea, Ri Ung Si “®y Sin
Yong#, habian visitado Botswana en las tGltimas etapas del proyecto. Botswana

44.5/2017/150, parr. 103 y S/2018/171, parr. 85.

4 Fecha de nacimiento: 13 de octubre de 1971, nimero de pasaporte: 827220297 (expedido el 3 de
mayo de 2007, venci6 el 3 de mayo de 2012).

4 Ingeniero estructural, fecha de nacimiento: 28 de febrero de 1942, nimero de pasaporte:
211130196.

47 Arquitecto, fecha de nacimiento: 4 de enero de 1964, nimero de pasaporte: 463130133.
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informé ademas al Grupo de que en 2007 Kang Hyo Song habia obtenido un permiso
de residencia en Botswana y habia registrado en Gaborone la empresa “Korean Art
and Monument (Proprietary) Limited”, que el Grupo esta investigando. En su informe
de ejecucion presentado el 27 de octubre de 2017, Botswana sefialdé que el contrato
del monumento de los tres Dikgozi era la tltima relacion comercial registrada con la
Republica Popular Democratica de Corea®.

Camboya

64. Camboya respondié a una investigacion del Grupo sefialando que Mansudae
New Tech Corporation Ltd. habia sido constituida como sociedad de inversion por el
grupo de empresas Mansudae Overseas Project (MOP) como filial del Consejo para
el Desarrollo de Camboya y el Ministerio de Comercio y que “habia firmado un
acuerdo con el Real Gobierno de Camboya para establecer el Museo Grand Angkor
Panorama en la provincia de Siem Reap”. Camboya proporcioné los datos personales
de 12 nacionales de la Republica Popular Democratica de Corea (dos gerentes y diez
empleados) que habian trabajado para la empresa, pero ain no ha respondido a la
carta més reciente del Grupo®.

China

Entidades designadas de la Republica Popular Democrdtica de Corea que participan
en la adquisicion clandestina de material nuclear

65. El Grupo continué su investigacion de las entidades designadas Namchongang
Trading Corporation, Namhung Trading Corporation y empresas ficticias asociadas y
sus representantes, incluido Kang Mun Kil, designado por realizar actividades de
adquisicion de material nuclear, de conformidad con la resolucion 2270 (2016). Segun
un Estado Miembro, Kang Mun Kil adquirié articulos utilizados para programas
nucleares, incluidos los transductores de presion, prohibidos en virtud del parrafo 8
a) de la resolucion 1718 (2006)%. Segin los documentos obtenidos por el Estado
Miembro, habia adquirido transductores de presion de una empresa china, Shanghai
Zhen Tai Instrument Corporation Limited (_E#BIRAINEBIRAE en lo sucesivo,
“Shanghai Zhen Tai”), al menos dos veces en 2013 y 2016°. Shanghai Zhen Tai
también ha sido anunciado como exportador de equipos de vacio a la Republica
Popular Democratica de Corea en un sitio web comercial. Segtn el Estado Miembro
y la documentacion justificativa, Kang Mun Kil utilizé una empresa de Hong Kong,
“Y Shun Limited”, ({(B{EIEBBRFE) para sus actividades de adquisicion®. En
septiembre de 2014, Kang Mun Kil habia rebautizado oficialmente a Y Shun Limited
como “Shunyi Limited” y esta empresa proporciond una cuenta bancaria china para
las transferencias desde la Republica Popular Democratica de Corea. El Estado
Miembro informé al Grupo de que el sucesor de Kang Mun Kil en China es Chong
Won Ryol, ciudadano de la Republica Popular Democratica de Corea, que es el
representante comercial oficial de la Republica Popular Democratica de Corea en
Dalian, ademas de actuar en nombre de Namchongang Trading Corporation. El Grupo
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S/AC.49/2017/95.

Kim Sang Gyu, fecha de nacimiento 25 de marzo de 1966, nimero de pasaporte: 563320017, Ri
Kyong Il, fecha de nacimiento 3 de marzo de 1981, nimero de pasaporte: PS836220044.
Véanse las especificaciones de los transductores de presidn restringidos en S/2006/814, anexo
(2006) y en INFCIRC/254/Rev.8/Part2, anexo 3.A.7 (2010).

Direccion: Building 1, No 1358, Tongpu Road, Shanghai (China) Tel.: 021-52707750, Fax: 021-
52701844.

Direccidn: Unit 04, 7/F, 33 Bright Way Tower, 33 Mong kok Road, Kowloon, Hong Kong, Tel.:
85-2-27935511, Fax: 85-2-35902333 También utiliz6 el nimero de fax 04-1183-6555. La
empresa fue rebautizada como Hongkong Shunyi Limited en 2014 y disuelta en 2017. El
director que figuraba en el documento de baja fue Jian Ping (¥#3%) (nimero de identificacion de
China: 21060419730627002X).
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solicité a China informacion sobre las ventas de Shanghai Zhen Tai de equipos de
vacio y usuarios finales, la correspondencia entre YY Shun Limited y Shanghai Zhen
Tai y los catdlogos de los transductores de presion de la empresa, los documentos
aduaneros pertinentes, los registros de entrada y salida de inmigracion y visados y la
informacion financiera®. China respondié al Grupo afirmando que “las autoridades
competentes han llevado a cabo una investigacion exhaustiva y seria de este caso” y
que “Shanghai Zhen Tai Instrument Corporation Limited no posee las cualificaciones
para la exportacion de conformidad con la legislacion y la reglamentacion chinas”.
Zhen Tai no ha llevado a cabo directamente ninguna actividad de exportacion ni ha
confiado a empresas de agentes comerciales la exportacion en su nombre desde su
creacion y “en relacion con la empresa de Hong Kong Y Shun Company Ltd y Shunyi
Limited, después de una investigacion a fondo por parte de China no hay pruebas que
demuestren que estan operando en China en nombre de Namchongang Trading
Corporation”. China también inform6 al Grupo de que “la cuenta bancaria abierta por
las empresas de Hong Kong antes mencionadas en un banco chino ha sido cerrada” y
que “Kang Mun Kil abandoné China en 2016 y no se encuentra ahora en el pais”.

66. Como seguimiento de esta investigacion, el Grupo esta estudiando actualmente
a los fabricantes mundiales de articulos de “punto de embotellamiento” de adquisicion
de material nuclear, como los transductores de presion, para identificar, determinar y,
en ultima instancia, compartir los sistemas corporativos idoneos de deteccion interna
y otros ejemplos de verificacion proactiva de la entrega para el uso final.

Republica Democratica del Congo

67. El Grupo esta investigando la participacion de la Republica Popular

Democratica de Corea en la extraccion de oro en la Republica Democratica del Congo.

El Grupo examind cartas de Medrara, empresa minera de oro registrada en Kinshasa
y dirigida por un ciudadano libanés, Fouad Dakhlallah. Una carta de Medrara de fecha
9 de septiembre de 2017 estaba dirigida a Kim Chol Su, representante de la entidad
designada por las Naciones Unidas, Saeng P’il, también conocida como Green Pine
Associated Corporation. La carta describia una propuesta de inversion en una mina
de oro de Medrara, sefialando que “el tamafio del territorio es de 16.000 hectareas” y
nombraba al traficante de armas sirio Hussein al-Ali como intermediario designado,
sefialando que “tras su aprobacion, el Sr. Hussein al-Ali hara todos los preparativos
en Damasco para reunirse en Beirut”. La carta, enviada por Dakhlallah, proporciona
los datos de contacto de Hussein al-Ali. El 15 de octubre de 2016 se envi6 una carta
anterior a “Chong Ryong”, que segun el Estado Miembro probablemente sea la
empresa Chongryong Technology Corporation, anteriormente identificada como
activa en nombre de la Republica Popular Democratica de Corea en el Sudan, junto
con Hussein al-Ali. En la carta, en la que se invitaba a un equipo de ge6logos de la
Republica Popular Democratica de Corea a visitar el pais, se solicitaban los nombres
y niumeros de pasaporte de los gedlogos. El Grupo escribié a Dakhlallah, que también
controla una empresa forestal, Compagnie d’ exploitation de bois d’Afrique (CEBA),
para solicitar informacion sobre la participacion de la Republica Popular Democratica
de Corea en sus negocios y los de su intermediario documentado en Africa, Hussein
al-Ali, pero no ha recibido respuesta.

68. El Grupo continud su investigacion de la capacitacion militar proporcionada por
la Republica Popular Democratica de Corea a la Guardia Presidencial de la Republica
Democréatica del Congo, asi como el suministro por el pais de armas de fuego de 9
mm a la Guardia Presidencial y a unidades especiales de las fuerzas de policia,
algunas de las cuales habian sido desplegadas en la Misién Multidimensional

% Y'Y Shun Limited pas6 a llamarse Shunyi Limited en 2014.
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Integrada de Estabilizacion de las Naciones Unidas en la Republica Centroafricana®.

La Republica Democratica del Congo aun no ha respondido a las preguntas del Grupo.

Egipto

69. EI Grupo sigui6 investigando al diplomético An Jong Hyok®, certificado como
representante general del Ministerio de Equipo Militar de la Republica Popular
Democratica de Corea en el Oriente Medio y Africa® y autorizado para actuar en
nombre de Saeng Pi’l Trading Corporation, alias de Green Pine Associated
Corporation®. Segtin un Estado Miembro, An habia viajado a Egipto en agosto de
2016 en un intento de negociar la liberacion del buque Jie Shun y su cargamento de
30.000 granadas propulsadas por cohetes incautado por las autoridades egipcias y
luego inspeccionado por el Grupo en noviembre de 2016%. Egipto cooperd con el
Grupo en abril de 2018, confirmando que An Jong Hyok seguia destinado en la
Embajada de la Republica Popular Democratica de Corea en El Cairo como Tercer
Secretario. Egipto también inform6 al Grupo el 13 de julio de 2018 de que An Jong
Hyok ya no estaba acreditado como embajador de Corea del Norte en Egipto y habia
abandonado Egipto en forma permanente”. Egipto también respondié a la solicitud de
informacion del Grupo sobre las actividades de su Oficina de Defensa en Pyongyang,
cuya existencia fue comunicada al Grupo por un Estado Miembro afirmando que “ha
dejado absolutamente claro que no existe cooperaciéon militar con la Republica
Popular Democratica de Corea”.

Eritrea

70. El Grupo continud su investigacion sobre el nacional de la Republica Popular
Democratica de Corea Kim Kwang Rim, sobre el que habia informado anteriormente
que es el representante de Green Pine Associated Corporation en Eritrea®. Eritrea atin
no ha respondido a las preguntas del Grupo sobre todos sus datos personales,
actividades y paradero. El Grupo también continué su investigaciéon sobre la
cooperacion militar prohibida de la Republica Popular Democratica de Corea con
Eritech (E-tech), que opera bajo la autoridad o direccion de las Fuerzas de Defensa
de Eritrea, y su relacion con Glocom, un proveedor de equipo militar de
comunicaciones cifradas de la Republica Popular Democratica de Corea®.

Alemania

71. El Grupo investigd a un diplomatico de la Republica Popular Democratica de
Corea, Ri Yun Thaek (alias Ri Yun Taek), quien, mientras estaba destinado en la
Embajada de la Republica Popular Democratica de Corea en Berlin en 2012 y 2013,
intent6 adquirir un monitor multigas, que segun Alemania es un articulo de doble uso
prohibido que puede utilizarse en la produccidén de armas quimicas. Alemania informé
al Grupo de que habia impedido la tentativa de adquisicion, pero no habia podido
adoptar ninguna medida juridica contra Ri debido a su estatuto diplomatico.
Posteriormente, Alemania expuls6é a Ri e inform6 a otros Estados miembros de la
Union Europea sobre sus actividades. Como resultado de ello, se le negd la
acreditacion en la Misién Permanente de la Republica Popular Democratica de Corea
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S/2017/742, parr. 24

Fecha de nacimiento 14 de marzo de 1970, nimero de pasaporte 563410155.

S/2017/150, anexos 14 a 25.

Ibid., parr. 182.

S/2018/171, parr. 90, S/2017/150, pérrs. 61 a 71.

S/2016/157, parr. 95.

Para la informacidn presentada anteriormente por el Grupo sobre las violaciones de las
resoluciones por parte de Glocom, véase S/2018/171, parrs. 173 a 177; S/2017/150, parrs. 72 a 87
y 232 a 241; S/2017/742, parr. 52. Véanse también los parrs. 108 a 110 del presente informe.
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en Viena y en la Embajada de la Republica Popular Democratica de Corea en Sofia.
Segtn un Estado Miembro, Ri fue luego asignado a la Embajada de la Republica
Popular Democratica de Corea en Moscu. El Grupo ha solicitado informaciéon a la
Federacion de Rusia sobre su situacion.

Repiblica Islamica del Iran

72. Un Estado Miembro informé al Grupo de que la Reptblica Islamica del Iran era
uno de los dos mercados mas lucrativos para la cooperacion militar de la Republica
Popular Democratica de Corea® y que las oficinas de Korea Mining Development
Trading Corporation (KOMID) y Green Pine Associated Corporation, también
conocida como Saeng Pi'l “estan activas”. El Estado Miembro también informo al
Grupo de que se habia observado recientemente una pauta de que nacionales de la
Republica Popular Democratica de Corea establecidos en la Republica Islamica del
Iran volaban entre Teheran y Dubai y abordaban un vuelo de regreso a Teheran a las
pocas horas de su llegada a los Emiratos Arabes Unidos. El Estado Miembro sefial6
que esto era indicativo de que se trataba de transportistas de dinero®. El Grupo se
dirigid por escrito a la Republica Islamica del Iran, solicitandole toda la informacion
relativa a las actividades de la Republica Popular Democratica de Corea en el pais.
En la carta (véase el anexo 23), el Grupo sefial6 la correspondencia anterior con la
Republica Islamica del Iran en 2015 y 2016 en la que se documentaban mas de 282
vuelos entre Teheran y Dubai de los diplomaticos Kim Yong Chol y Jang Jong Son de
la Republica Popular Democratica de Corea, designados en marzo de 2016 como
representantes de KOMID en el Iran®. El Grupo también recordé la informacion de
las aerolineas que mostraba las visitas a Teheran del Presidente de KOMID, Kang
Myong Chol, en 2013, y del Presidente de Green Pine Associated Corporation, Ri
Hak Chol, en 2014, y proporcionaba pruebas de al menos dos pasaportes para cada
una de las personas designadas, asi como alias adicionales. El Grupo recordé la
informacion del Estado Miembro segln la cual las personas designadas previamente
identificadas y los representantes de las entidades designadas viajaban ahora con
nombres falsos o con pasaportes diferentes, y renovo su solicitud de 2017 a la
Republica Islamica del Irdn de los nombres y nimeros de pasaporte de todos los
diplomaticos de la Republica Popular Democratica de Corea acreditados en el pais.
El Grupo también pidi6 copias de los pasaportes e informacion sobre los visados de
todos los nacionales de la Reptblica Popular Democratica de Corea registrados ante
las autoridades iranies. La Republica Islamica del Iran respondidé al Grupo el 19 de
diciembre de 2018, afirmando que “no hay nacionales de la Republica Popular
Democratica de Corea que residen en la Republica Islamica del Irdn aparte de su
personal diplomatico”. También declaré que “los diplomaticos de la Republica
Popular Democratica de Corea acreditados ante la Republica Islamica del Iran no han
estado hasta ahora en contradiccion con las disposiciones de las convenciones o
resoluciones pertinentes del Consejo de Seguridad sobre la Republica Popular
Democratica de Corea” (véase el anexo 24).

Libia

73. El Grupo prosiguid su investigacion de multiples intentos de cooperacion militar
entre la Republica Popular Democratica de Corea y diversas autoridades libias, asi

como de las entidades designadas y los extranjeros que trabajan en su nombre en Libia.

Segiin un Estado Miembro, O Chol Su, Viceministro del Ministerio de Equipamiento
Militar de la Republica Popular Democratica de Corea, envi6 una carta el 23 de marzo
de 2015 a Khalifa al-Ghwail, entonces Jefe del Consejo Supremo de Defensa y

1 Dos miembros del Grupo sefialaron la falta de informacion estadistica facilitada al Grupo.
2 Dos miembros del Grupo observaron la falta de pruebas para apoyar la evaluacion.
63 5/150/2017, cuadros 8 y 9.
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adjunto del Primer Ministro, en la que sefialaba que la Republica Popular Democratica
de Corea estaba “preparando actualmente el acuerdo de compraventa de los sistemas
de defensa y municiones necesarios para mantener la estabilidad de Libia”;
observando ademas que “Green Pine Association, un establecimiento comercial
perteneciente a nuestro Ministerio” proporcionaria el borrador del acuerdo y
documentacion adicional. En la carta también se mencionaba el papel de la Oficina
de Consultoria para la Comercializacion, una empresa perteneciente a Hussein al-Ali,
ciudadano sirio descrito como traficante de armas para la Republica Popular
Democratica de Corea en Libia, el Sudan y el Yemen®. En su respuesta de 5 de abril
de 2015, Khalifa al-Ghwail agradecié a O Chol Su y se refirio a la invitacion de la
Republica Popular Democratica de Corea a los equipos técnicos libios para que
visitaran el pais. En un documento posterior del Ministerio de Defensa libio, de fecha
20 de mayo de 2015, se autorizé el poder del ciudadano sirio Hussein al-Ali “para
negociar, mantener correspondencia, intercambiar informacion, recibir documentos y
propuestas técnicas y financieras en nuestro nombre en la Republica Popular
Democratica de Corea”. El Grupo sospecha que existe una conexion entre las
actividades planificadas para 2015 y las reuniones celebradas posteriormente por el
Embajador de la Republica Popular Democratica de Corea en Libia con el Ministerio
de Defensa de Libia para iniciar la cooperacion militar en marzo de 2017%. Ni Libia
ni Khalifa al-Ghwail han respondido a las preguntas del Grupo.

Madagascar

74. El Grupo esta investigando las actividades del Mansudae Overseas Project
Group of Companies en Madagascar. Madagascar respondié al Grupo en su carta de
fecha 20 de noviembre de 2017 que ninguna empresa denominada “Mansudae
Overseas Project (MOP) Group of Companies” esta realizando actividades en
Madagascar y “que ningln nacional norcoreano” esta registrado en las bases de datos
sobre inmigracion.

Malasia

75. El 22 de febrero de 2018, los Estados Unidos anunciaron que habian
determinado que “el Gobierno de Corea del Norte utilizo el agente de guerra quimica
VX para asesinar a Kim Jong Nam en el aeropuerto de Kuala Lumpur”® . E1 14 de
marzo, durante la 87* reunidon del Consejo Ejecutivo de la Organizacién para la
Prohibicion de las Armas Quimicas, el Gobierno de Malasia declaré que fue “el uso
del agente neurotoxico VX” lo que habia “causado la muerte de un ciudadano
norcoreano, el Sr. Kim Jong Nam”. Malasia también sefiald que sus autoridades
encargadas de hacer cumplir la ley “seguian investigando a los cuatro sospechosos
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Véase el anexo 26 para la respuesta del Sudan y el anexo 30 para el pasaporte.

La informacion obtenida por el Grupo a través de fuentes de los medios de comunicacién indica
que la Oficina de Informacion del Ministerio de Defensa de Libia public6 en su pagina de
Facebook un informe sobre una reunion entre funcionarios de los Gobiernos de la Republica
Popular Democratica de Corea y de Libia celebrada en Tripoli el 8 de febrero de 2017. Segun la
pagina de Facebook, el Ministro de Defensa libio Al-Mahdi Al-Barghathi y el nuevo embajador
de la Republica Popular Democréatica de Corea en Libia, Ju Jin Hyok, hablaron sobre las formas
de desarrollar las relaciones bilaterales entre los dos paises, “en particular en el ambito de la
cooperacion militar” y “acordaron desarrollar un plan de accidén conjunto para promover la
cooperacion bilateral entre Tripoli y Pyongyang en diversas esferas, en particular la cooperacién
técnica, las tecnologias de la informacion y las comunicaciones en el ambito militar”.

Carta original en francés.

Heather Nauert, Portavoz, Departamento de Estado, Estados Unidos de América “Imposition of
Chemical and Biological Weapons Control and Warfare Elimination Act Sanctions North
Korea”, comunicado de prensa, 6 de marzo de 2018. Puede consultarse en
www.state.gov/r/pa/prs/ps/2018/03/279079.htm.
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norcoreanos que huyeron de Malasia el dia del asesinato”®. Durante las actuaciones
judiciales, un investigador de la policia malasia identifico a los ciudadanos de la
Republica Popular Democratica de Corea Ri Jae Nam como Hanamori, y a los
sospechosos Hong Song Hac como Chang, y Ri Ji Hyon como Y®°, y declard que Ri
Jae Nam era el autor intelectual del asesinato’. El Grupo pidié mas informacion a
Malasia en relacion con un informe de los medios de comunicacidn segun el cual se
habia encontrado equipo que podia utilizarse para fabricar agentes neurotéxicos en el
apartamento de Ri Jong Chol™ , un nacional de la Republica Popular Democrética de
Corea que primero fue detenido en Malasia en las primeras etapas de la investigacion
policial y posteriormente expulsado el 3 de marzo de 2017.

Mozambique

76. El Grupo continud su investigacion sobre seis nacionales de la Republica
Popular Democratica de Corea que trabajan en nombre de entidades designadas y
viajan a Mozambique. Segun una carta de Mozambique de diciembre de 2017, las seis
personas (Kim Kwang Hyok, Kim Hyok Chan, Kim Song Chol, Ri Won Ho, Kim Sok
Chol y Kim Jung Jong) viajaron a Mozambique entre 2012 y 2017. Los registros de
las aerolineas muestran que, mientras estaban en Mozambique, estas personas
viajaron a aerddromos civiles y militares remotos, vecinos a bases militares.
Mozambique aun no ha respondido a las preguntas del Grupo sobre las actividades de
esas personas. Tampoco ha respondido a una solicitud de informaciéon sobre la
situacion y los viajes de Ri Chang Su, un diplomatico de la Republica Popular
Democratica de Corea basado en Sudafrica pero destacado en Mozambique, que fue
identificado como el representante de Haegeumgang Trading Corporation, que ha
participado en actividades militares prohibidas en Mozambique.

77. En cuanto a las actividades pesqueras prohibidas de la Republica Popular
Democratica de Corea en Mozambique, el 15 de enero de 2018 Mozambique presento
pruebas de que la empresa pesquera conjunta EMKIP de la Republica Popular
Democréatica de Corea y Mozambique se habia disuelto’?. El 11 de abril, Mozambique
inform¢é al Grupo de que “el 25 de marzo de 2018, 22 miembros de la tripulacion de
los buques que enarbolan pabelldon de la Republica Popular Democratica de Corea
partieron definitivamente de Mozambique hacia su pais de origen”, y facilité la
informacion pertinente sobre los pasajes y pasaportes. Mozambique informé al Grupo
de que “4 miembros de la tripulacién mas un jefe, todos ellos de la Reptblica Popular
Democratica de Corea[sic], siguen en Mozambique cuidando de los buques y deberian
regresar a su pais tan pronto como se concluyan los arreglos necesarios”. El 24 de
abril de 2018, Mozambique informé al Grupo de que los dos buques pesqueros con
tripulacion de la Republica Popular Democratica de Corea asociados con las

8 Para mas informacion sobre la declaracién de Malasia ante la Organizacidon para la Prohibicion
de las Armas Quimicas sobre el ataque con el agente neurotoxico VX, véase OPAQ, documento
EC-87/NAT.14, que puede consultarse en
https://www.opcw.org/fileadmin/OPCW/EC/87/en/ec87natl4_e_.pdf.

69 Radio Free Asia, “Video shows Kim murder suspect playing prank in Hanoi, Defense says”,

20 de marzo de 2018. Puede consultarse en www.rfa.org/english/news/korea/kimjongnam-trial-
03202018171630.html. En marzo de 2017 se publicaron sendas notificaciones rojas de
INTERPOL contra los tres sospechosos, asi como contra O Jong Gil

0 Radio Free Asia, “Malaysia: male suspects in Kim Jong Nam murder changed clothes,
appearance”, 26 de octubre de 2017. Puede consultarse en
www.rfa.org/english/news/korea/kimjongnam-trial-10262017170212.html.

™ Alastair Gale and Tom Wright, “North Korea’s secret army: how operatives abroad aid the
regime”, Wall Street Journal, 18 de mayo de 2018. Puede consultarse en
www.wsj.com/articles/north-koreas-secret-army-how-operatives-abroad-aid-the-regime-
1526652387.

72.5/2018/171, parrs. 97 y 98.
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operaciones de EMKIP habian sido retirados del registro y vueltos a registrar bajo el
pabellon de otros Estados Miembros como propiedad de otras empresas.

Myanmar

78. El Grupo prosigui6 su investigacion de las actividades prohibidas de la
Republica Popular Democratica de Corea en Myanmar 3. Myanmar informé al Grupo
en marzo de que “no ha habido cooperacion militar entre Myanmar y la Republica
Popular Democratica de Corea desde octubre de 2016” y que “actualmente no hay
técnicos de Myanmar en la Republica Popular Democratica de Corea” ™. E1 Grupo
aun no ha recibido respuesta a su solicitud de enero de 2018 de recibir documentacion
sobre los contratos relativos a la cooperacion militar, incluida la cooperacioén en
materia de misiles balisticos, desde octubre de 2006. El Grupo también solicitd
pruebas del regreso de todos los técnicos de Myanmar de la Republica Popular
Democratica de Corea, asi como de la partida de todos los técnicos de la Republica
Popular Democratica de Corea de Myanmar.

79. En lo que respecta a los activos de Mansudae Overseas Project Group en
Namibia’™, el Gobierno informé al Grupo el 12 de febrero de 2018 de que el 26 de
junio de 2017 Mansudae Overseas Project habia realizado una subasta privada y
vendido todos los vehiculos y equipo. Namibia presentdé una declaracion de una
persona que habia comprado un vehiculo como prueba. El Grupo observa que el pago
y la transferencia de al menos un autobus se efectuaron un mes después de la
designacion de Mansudae. Namibia también indico en la carta mencionada que los
cuatro camiones volquetes de Mansudae se encontraban en la Base Militar de
Suiderhof, sobre la que el Grupo pidié mas informacion, ademas de los 23 vehiculos
de propiedad de Mansudae y otro equipo pesado de construccion.

Paises Bajos

80. En 2016, los Paises Bajos interceptaron un envio de cuatro generadores (véase
la figura XVIII) que se dirigia a la Republica Popular Democratica de Corea a través
de China. La investigacion puso de relieve el papel de un representante diplomatico
de la Republica Popular Democratica de Corea en un Estado miembro de la Unidn
Europea, Kim Chol Yong™ (véase el parr.120), que habia adquirido los articulos
informando al exportador de la Unidon Europea de que era ciudadano chino y que la
carga estaba destinada a China. El cargamento interceptado era el tercero de su tipo
organizado por Kim. Los documentos obtenidos por las autoridades aduaneras de los
Paises Bajos demostraron que, para todos los envios, Kim habia recurrido a
proveedores chinos de servicios logisticos que no tenian conocimiento de la realidad,
incluida una empresa comercial situada en Dalian, para enviar los articulos a una
empresa comercial de la Republica Popular Democratica de Corea que se habia
asociado con una entidad designada, la Oficina 39. La investigacién también constato

que los pagos de los tres envios habian sido efectuados por cuatro entidades diferentes,

principalmente dentro de la Unién Europea, que no habian desempefiado ningun papel
aparente en la exportacion efectiva. Este caso pone de relieve la funcién de los
diplomaticos de la Republica Popular Democratica de Corea en la adquisicidon de
articulos en nombre de entidades que trabajan a instancias de entidades designadas y

8.5/2018/171, parrs. 101 a 103.

"4 En una carta al Grupo de fecha 15 de marzo de 2018 Myanmar también declar6: “El Ministerio
de Defensa también reafirmé que en la actualidad no hay técnicos de Myanmar en la Republica
Popular Democratica de Corea”.

5 5/2018/171, parr. 108.

6 Fecha de nacimiento: 1 de junio de 1964.
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Figura X VIII
Generadores prohibidos

las técnicas de evasion utilizando terceros paises para enviar esos articulos a la
Republica Popular Democratica de Corea.

Fuente: Un Estado Miembro.

Nueva Zelandia

81. En cuanto a la investigacion del Grupo sobre la aeronave utilizada en Wonsan
en 2016, el 29 de mayo de 2018 un tribunal de distrito de Nueva Zelandia impuso una
multa de 74.805 dolares de Nueva Zelandia al fabricante de la aeronave, Pacific
Aerospace Limited, por haber exportado indirectamente pieczas de repuesto para
aeronaves a la Republica Popular Democratica de Corea y de 1.000 dolares de Nueva
Zelandia por haber efectuado un “asiento de exportacion erréneo””’. En la sentencia
se afirmaba que Pacific Aerospace habia suscrito una empresa conjunta con Beijing
General Aviation Company a la que habia vendido la aeronave correspondiente en
septiembre de 2015. Ese mismo mes, Beijing General Aviation informé a Pacific
Aerospace de que la aeronave habia sido vendida a la empresa Freesky Aviation
Company Limited, que inform¢ a Pacific Aerospace de que tenia la intencion de situar
la aeronave en la Republica Popular Democratica de Corea para utilizarla en el
turismo, lo que Freesky hizo sin cambiar su propiedad’®. En un correo electrénico de
enero de 2016, Beijing General Aviation hizo un seguimiento con Pacific Aerospace
en relacion con una pieza de repuesto para la aeronave que ain no habia sido
entregada, dejando claro que la aeronave se encontraba en la Republica Popular
Democratica de Corea, lo que demuestra que Pacific Aerospace conocia el destino
final de las piezas’. Como resultado de este caso, Pacific Aerospace ha adoptado
nuevas practicas de control de las exportaciones. EI Grupo ha informado en multiples
ocasiones sobre la pauta de evasion consistente en vender articulos a través de
multiples entidades como forma de ocultar su destino final.

Sierra Leona

82. El Grupo investigd la participacion de la Republica Popular Democratica de
Corea en un proyecto de construcciéon de un campamento militar en septiembre de
2018 en Freetown (Sierra Leona), actividad prohibida en virtud del parrafo 9 de la
resolucion 2270 (2016). Segun la informacién proporcionada por un Estado Miembro

7 5/2018/171, parr. 145, S/2017/150, parrs. 126 a 128.
8 Servicio de Aduanas de Nueva Zelandia c. Pacific Aerospace Ltd [2018] NZDC 5034.
79 §/2017/150, anexo 12-10.
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europeo, el mapa topografico y el estudio piloto fueron dirigidos por empleados de la
Nam Cooperative General Company, también conocida como Namnamhupchochong
Korea South-South Corporation (también conocida como Z=MEEHBZZE3|AL
Korea South-South Cooperation Corporation, Nam General Corporation), designada
por el Departamento del Tesoro de los Estados Unidos. Segtn la informacion recibida,
este proyecto incluye a Guicopres, una empresa de Guinea. Guicopres respondid al
Grupo que “si bien encargamos el estudio piloto a los coreanos, el mapeo topografico
fue realizado por ingenieros guineanos y franceses”. Guicopres afiadid que “en ningun
momento, por lo tanto, ha habido ninguna forma de colaboracion o asociacion con
Nam Nam en este proyecto”. Sin embargo, admitieron que “a esa empresa [Nam Nam]
se le pagd por un servicio puntual”. Ademas, la empresa manifestdo que “hemos
tomado medidas para notificar el cese de toda colaboracion con esa empresa” (véase
el anexo 25). El Grupo escribié a Guicopres nuevamente el 12 de diciembre de 2018,
solicitando informacion detallada y documentos relativos a las relaciones de la
empresa con Nam Nam y a los nacionales de la Republica Popular Democratica de
Corea. El 20 de diciembre de 2018, Guicopres respondié que “solo nos pusimos en
contacto con los trabajadores coreanos durante la preparacion del expediente de
consulta para la construccion del campamento de Freetown. Podemos confirmar que
ellos [la empresa norcoreana Nam Nam] solo trabajaron con nosotros durante unos
dias en el contexto de los estudios de previabilidad, y luego nuestros agrimensores y
topografos se hicieron cargo” (véase ibid.).

Sudafrica

83. El Grupo continu6 su investigacion sobre la acreditacion y los movimientos de
Ri Chang Su® y Choe Kwang Su®, nacionales de la Republica Popular Democratica
de Corea de los que se informd de que participaban en actividades de cooperacion
militar prohibidas en Mozambique y estaban acreditados en su pasaporte diplomatico
en la Embajada de la Republica Popular Democratica de Corea en Pretoria. Choe
Kwang Su, cuyo pasaporte indica que es el Tercer Secretario de la Embajada en
Pretoria, ha regresado a la Republica Popular Democratica de Corea. El pasaporte de
su sucesor en Mozambique, Ri Chang Su, también lo identifica como el Tercer
Secretario Econdémico y Comercial de la Embajada de la Republica Popular
Democratica de Corea en Pretoria®. El Grupo ha informado de que la Republica
Popular Democratica de Corea ha utilizado anteriormente a diplomaticos destinados
en su Embajada en Pretoria®para realizar actividades prohibidas en paises vecinos
durante el periodo 2012-2014%. En respuesta a la solicitud del Grupo de registros de
entrada y salida e informacién financiera sobre estas personas, Sudafrica respondid
que “el Departamento de Relaciones Internacionales y Cooperacion ha examinado los
registros de archivo del personal diploméatico de la Republica Popular Democratica
de Corea en Sudafrica y debe hacer hincapié en que no existe ningiin mecanismo para
que los diplomaticos de la Republica Popular Democratica de Corea acreditados en
paises vecinos también estén acreditados en Sudafrica. Hacerlo es una tergiversacion
por parte de la Republica Popular Democratica de Corea, como es el caso del Sr.
Chung Su Ri”. Sudafrica también declaré que “en lo que respecta a todas las cuentas
bancarias que se mantienen en Sudéfrica, supuestamente por los sefiores Kil Jong Hun,
Kwang Yon, Ri Chang Su y Choe Kwang Su, esta informacion se verificard con el
Centro de Inteligencia Financiera”. La investigacion continua.

80 5/2018/171, parr. 94.

81 5/2017/150, parr. 102.

82 5/2018/171, anexo 28, pag. 138.
8 35/2016/157, parr. 173.

8 |bid., parr. 173.
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Sudan

84. El Grupo siguié investigando los proyectos de cooperacion militar entre la
Republica Popular Democratica de Corea y el Sudan. Durante el periodo que abarca
el informe, el Grupo recibi6é informacion sobre otras actividades de cooperacion
militar de la Republica Popular Democratica de Corea, incluida una carta de fecha 28
de septiembre de 2016 entre el traficante de armas sirio Hussein al-Ali y Chonryong
Technology Trading Corporation®, en la que se citaban futuras transferencias de
tecnologia para los sistemas antitanque Fagot y portatiles de defensa antiaérea para la
“fabricacion militar en el Sudan”®. Un Estado Miembro informé también al Grupo
de que Sudan Master Technology Engineering Company, asociada a la empresa
Military Industry Corporation del Suddn®, habia mantenido contactos en 2009 con
Choi Chan Han, alias Solomon Choi, un empresario australiano que trabajaba en
nombre de la Republica Popular Democratica de Corea y que fue detenido en
Australia el 16 de diciembre de 2017 por intermediaciéon en el comercio de
componentes de misiles y carbon. El 26 de noviembre de 2018, Sudan informé al
Comité de que “Military Industry Cooperation, MIC (Sudédn) nunca ha tratado con
una empresa llamada “KOMID” y ha estado tratando con una empresa llamada
“Future Electronic Company”. Sudan también informé al Comité de que “Military
Industry Cooperation (Sudan) nunca ha recibido ningin envio de Corea del Norte.
Todos los envios procedian de otros paises”. En respuesta al informe del Grupo sobre
los representantes de KOMID en el Sudan, Kim Song Chol y Song Jong Hyok, el
Sudan declard que “el Sr. Kim Song Chol entr6 en el Sudan en 2013 y 2016, usando
diferentes nombres y se marché en mayo de 2017. No ha entrado en Sudan desde
entonces debido a la prohibicion de viajar que le impusieron las autoridades
competentes”. Sobre las actividades de Hussein al-Ali, el Sudan informé al Comité
de que “el Sr. Hussein al-Ali habia ofrecido sus servicios en 2008 a MIC (Sudan),
pero MIC no se reuni6 ni establecid ninguna cooperacion con ¢é1”. El Grupo solicitd
los nombres y datos de pasaporte de todos los nacionales de la Republica Popular
Democratica de Corea y de otras personas empleadas por Future Electronic Company
en el Sudén, que el Sudan declara haber expulsado®. E1 Grupo también solicité copias
de los contratos entre Future Electronic Company y Military Industry Corporation del
Sudan y Master Technology Engineering Corporation , asi como pruebas de las
cancelaciones de los proyectos. El Grupo también solicitdo toda la documentacion
relacionada con las entidades e la Republica Popular Democratica de Corea
designadas por las Naciones Unidas u otras entidades que pudieran haber operado en
su nombre en el Sudan, entre ellas KOMID, el Banco Comercial de Tanchon, Future
Electronic Company, Chongryong Technology Trading Corporation y Chosun
Keumcheong Technology General Trade Corporation, que han sido objeto de
solicitudes del Grupo al Sudan desde diciembre de 2015 hasta noviembre de 2018
(véase el anexo 26).

85. El2 de enero de 2019, el Sudan cooperd con el Grupo y proporciond contratos
y otras pruebas solicitadas, afirmando que “se firmé un acuerdo marco unico entre las
empresas SMT y FEC. Luego se firmaron dos contratos ejecutivos para proveer partes

8!
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88

Se ha informado de que Chonryong Technology Corporation es sospechosa de realizar
transferencias de armas a la Republica Arabe Siria en 2016. Véase S/2018/171, parr. 133.
Informacién proporcionada por un Estado Miembro.

Anteriormente se habia informado de que la empresa Sudan Master Technology Engineering
Company participaba en proyectos de cooperacion militar en materia de cohetes y misiles de
Korea Mining Development Trading Corporation (KOMID), véase S/2017/150, parr. 106.

En el parrafo 4 del informe nacional sobre la aplicacion de fecha 14 de agosto de 2018
(S/AC.49/2018/98), enviado por el Sudan al Comité, el Sudan declard que “el Gobierno sudanés
expulsé al personal de la empresa mencionada y le prohibié entrar en el Sudan. El Gltimo de los
empleados de esa compaiiia abandond el pais el 12 de agosto de 2017”.
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para el proyecto de desarrollo de armas de 122 mm y bombas aéreas”®. Ademas, los
contratos entre Future Electronic Company y la compaifiia Sudan Master Technology
Engineering se referian a otros programas y cuestiones “en el campo de la
rehabilitacion de radares orientales, sistemas de defensa aérea, comunicaciones
tacticas, mantenimiento y piezas de repuesto y entrenamiento” (véase el anexo 27).
El Sudan también cooper6 con el Grupo en lo que respecta a los representantes de la
empresa de fachada de la empresa KOMID Future Electronic Company y los
representantes de KOMID. En cuanto al representante de KOMID, Kim Song Chol,
el Sudan declaré que “el Sr. Kim Song Chol visité el Sudan por primera vez en 2013
para hacer un seguimiento de la ejecucion de los contratos relativos al desarrollo de
armas de 122 mm”. Luego visito el pais por segunda vez para supervisar algunos
grupos que estaban trabajando en la instalacion de los radares P-12 y P-15. El Sudan
sefiald que Kim Song Chol “visitd el Sudan por tercera vez en 2016 con un nombre
diferente y un nuevo pasaporte para solicitar sumas de dinero adeudadas”. El Sudan
proporciond al Grupo documentos que prohibian el ingreso de Kim Song Chol en el
pais. En lo que se refiere a Future Electronic Company, la empresa de fachada de
KOMID, los contratos establecian que la empresa estaba registrada en un tercer pais
y que su representante era titular de un pasaporte de la Republica Popular
Democratica de Corea llamado Hong Man Bak®.

Repiblica Arabe Siria

86. El Grupo continué sus multiples investigaciones sobre las actividades
prohibidas entre la Republica Arabe Siria y la Republica Popular Democratica de
Corea, la continuacion de los viajes de técnicos de la Republica Popular Democratica
de Corea hacia y desde el pais y la presencia de nacionales de la Republica Popular
Democratica de Corea que actian en el pais en nombre de entidades designadas de la
Republica Popular Democratica de Corea, asi como intermediarios de armas sirios
que intentan vender equipo militar de la Republica Popular Democratica de Corea en
varios Estados Miembros del Oriente Medio y de Africa.

87. En 2018, un Estado Miembro informé al Grupo de las visitas adicionales a Siria
en 2016 y 2017 de técnicos de la Republica Popular Democratica de Corea vinculados
a actividades prohibidas que trabajaban para fabricas de defensa sirias (Maamal al-
Difaa). Entre ellos figuran tres nacionales de la Republica Popular Democratica de
Corea que abandonaron la Republica Arabe Siria en el segundo trimestre de
2017°% (véase el cuadro 2).

Cuadro 2
Informacion sobre los técnicos de la Reptblica Popular Democratica de Corea
que visitan la Republica Arabe Siria

Nombre Aiio de nacimiento Numero de pasaporte Aiio de expedicion
Yang Kyong-Song 1961 83632010 2016
Kim Jong Sik 1971 927120306 2017
Kim Thae Hyon 1966 927120305 2017

88. Segun el Estado Miembro, otros tres expertos de la Republica Popular
Democratica de Corea (véase el cuadro 3) llegaron a la Republica Arabe Siria el 3 de

89 5/2017/150, parr. 106.
% pasaporte de la Republica Popular Democratica de Corea nimero 836298402.
% La fecha exacta de salida esta archivada.
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mayo de 2017 y fueron recibidos por el Coronel Samer Haydar, miembro del
Departamento de Defensa Aérea de las Fuerzas Armadas sirias.

Cuadro 3
Informacion sobre los expertos de la Repiublica Popular Democratica de Corea
que visitan la Republica Arabe Siria

Nombre Afio de nacimiento Niimero de pasaporte Afio de expedicion
Kim Yong Chol 1970 836238472 2016
Ko Jong Myong 1974 56343410 2013
Ri Song 1960 927220125 2017

89. Estas tres personas recibieron visados de tres meses expedidos por la Embajada
de Siria en Pyongyang®. Sus nombres y nimeros de pasaporte difieren de los de los
grupos de técnicos de la Republica Popular Democratica de Corea dedicados a los
misiles balisticos y otras actividades prohibidas que viajaron previamente a la
Republica Arabe Siria y regresaron de ella en febrero de 2011, agosto de 2016,
noviembre de 2016 y marzo de 2017; esto demuestra que la cooperacion militar
prohibida de la Republica Popular Democratica de Corea con la Republica Arabe Siria
no ha disminuido®.

90. Ademas, se ha informado al Grupo de que ciudadanos sirios se dedican a la
intermediacion de armas en nombre de la Republica Popular Democratica de Corea
para intentar venderlas a una serie de Estados del Oriente Medio y de Africa,
ofreciendo al parecer armas convencionales y, en algunos casos, misiles balisticos, a
grupos armados del Yemen y Libia. Un Estado Miembro ha determinado que una
persona descrita como un traficante de armas sirio, Hussein al-Ali%, participa en la
cooperacion militar prohibida en nombre de la Republica Popular Democratica de
Corea intentando vender armas en Libia (véase el parr. 73), el Sudan (véase el parr.
84) y el Yemen (véase el parr. 97). El Grupo todavia no ha recibido una respuesta de
la Republica Arabe Siria respecto del alcance total de las actividades de Al-Ali y su
empresa basada en Damasco “Consulting Bureau for Marketing”%, en estos y otros
Estados Miembros de Africa y el Oriente Medio. Tampoco ha recibido respuesta a su
solicitud de que Al-Ali rinda cuentas de sus relaciones pasadas y presentes con el
Ministerio de Material Militar de la Reptiblica Popular Democratica de Corea, Saeing
Pi’l y otras entidades designadas de la Republica Popular Democratica de Corea y sus
nacionales que trabajan en su nombre.

91. Un Estado Miembro informé al Grupo de que Ryu Jin, designado representante
de KOMID en la Republica Arabe Siria, habia abandonado el pais. La Republica
Arabe Siria aun no ha confirmado ni comunicado al Grupo si la salida fue una
expulsion de conformidad con los parrafos 13 o 14 de la resolucidon 2270 (2016). Un
Estado Miembro inform6 al Grupo de que varias personas designadas y otros
nacionales de la Republica Popular Democratica de Corea que trabajan en nombre de

92
9.

@

94

95

Los nimeros de visados figuran en los archivos del Grupo.

S/2018/171, parrs. 125 a 127. Los nombres y los pasaportes de algunas de estas personas estan
en los archivos del Grupo.

Fecha de nacimiento: 1 de enero de 1942, pasaporte 011095903. Véase el pasaporte en el anexo
30.

La ultima direccién conocida publicamente de Consulting Bureau for Marketing es: P.O.

Box 33177, Damasco, Republica Arabe Siria, teléfono: 963-11-3325044, 3318888,

Fax: 963-11-3331000 correo electrénico: alali@net.sy.
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entidades designadas, incluido Choe Jin Myong®, siguen residiendo en la Republica
Arabe Siria.

92. Ennoviembre de 2018, se informé al Grupo de que la Republica Arabe Siria era
uno de los dos mercados mas lucrativos de la Republica Popular Democratica de
Corea para bienes y servicios relacionados con las armas®’. Segtin el Estado Miembro,
la Republica Popular Democratica de Corea prosigue su cooperacion con el Centro
de Investigaciones y Estudios Cientificos y la Oficina de Suministros del Ejército. El
director de la empresa KOMID en Siria se llama Rim Yong Hyok mientras que el
reemplazante de Ryu Jin como representante principal en la Republica Arabe Siria es
conocido como “Kim”. El Grupo se dirigié6 por escrito a la Reptiblica Arabe Siria
(véase el anexo 29) solicitando informacion sobre todos los nacionales organizaciones
activa de la Republica Popular Democratica de Corea y en la Republica Arabe Siria,
adjuntando una respuesta anterior del pais (véase ibid.). La Republica Arabe Siria
respondid a las preguntas anteriores del Grupo afirmando que “las relaciones
existentes entre la Republica Arabe Siria y la Republica Popular Democratica de
Corea estan en consonancia con el derecho internacional y la Carta de las Naciones
Unidas”, asi como con la “representacion diplomatica” entre los dos paises (véase el
anexo 31).

Uganda

93. El Grupo se dirigi6 por escrito a Uganda el 10 de diciembre de 2018 a raiz de
un informe de los medios de comunicacion en el que se afirmaba que la Republica
Popular Democratica de Corea habia suministrado armas pequefas y armas ligeras a
Uganda y entrenado a las fuerzas especiales ugandesas, asi como sobre la presencia
continua de KOMID en el pais a través de la Embajada de la Republica Popular
Democratica de Corea en Kampala. En el informe también se indicaba que las
empresas conjuntas prohibidas, como MKP, seguian operando en el pais con nuevos
nombres y que esas entidades y filiales tenian vinculos con los servicios de
inteligencia de la Reptiblica Popular Democratica de Corea y de Uganda®. En su carta
de 10 de diciembre de 2018, el Grupo pidid copias de todos los contratos relativos al
adiestramiento militar y paramilitar de la Republica Popular Democratica de Corea
en Uganda, junto con pruebas de su cancelacion y de la partida del personal de la
Republica Popular Democratica de Corea. El Grupo también solicité los nombres y
datos de pasaporte de todos los nacionales de la Republica Popular Democratica de
Corea que se encontraban en Uganda, incluidos todos los asesores militares. Uganda
aun no ha respondido.

94. El Grupo continud su investigacion de la presencia y las actividades de KOMID
en Uganda. Segun un Estado Miembro, la decision de Uganda de expulsar a dos
representantes de KOMID®® “impidié a KOMID transferir fuera del pais una cantidad
considerable de efectivo que se cree que son las ganancias de KOMID en Uganda. Ri
Kyong Hui, conyuge de Yu Kyong Jin, y Jo Su Yong, conyuge de Jong Kuk Chol,
intentaron sacar ese efectivo de Uganda.” El Estado Miembro también ha informado

9

>

Choe Jin Myong es desde hace mucho tiempo representante de Chilsong Trading Company, que
se ocupa de equipos militares. Choe trabajo con Han 11, el representante en Beijing de la
empresa designada Daeryonggang Trading Corporation, en negociaciones sobre equipos
relacionados con armamentos con una empresa siria de municiones, Yona Star International.
Véase S/2018/171, parr. 133.

% Dos miembros del Grupo sefialaron la falta de informacion estadistica facilitada al Grupo.

% Joe Parkinson, “Never take their photos: tracking the commandos, North Korea’s secret export”,
Wall Street Journal, 9 de diciembre de 2018. Puede consultarse en
www.wsj.com/articles/secret-workforce-funds-north-koreaand-defies-sanctions-1544379764.

9 En su informe final de 2018, el Grupo observé la decision de Uganda de expulsar a dos

diplomaticos de la Republica Popular Democratica de Corea que actuaban en nombre de

KOMID. Véase S/2018/171, parr. 142,
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al Grupo: “Los niveles superiores del Ministerio de Defensa de Uganda pueden haber
estado al tanto de la relacion con KOMID. La participacion de esos funcionarios en
esta actividad es importante y merece un cuidadoso escrutinio.” Uganda aun no ha
respondido a la solicitud de informacion del Grupo sobre la cantidad de dinero en
efectivo que se incautd o se impidi6 de otro modo que fuera transferido desde Uganda
por los representantes de KOMID o sus conyuges, ni tampoco sobre las cuentas
bancarias utilizadas.

Emiratos Arabes Unidos

95. Al menos hasta mayo de 2018, la Prime Okryu Art Gallery de Abu Dhabi
(Emiratos Arabes Unidos), anunciaba en su sitio web las obras de artistas afiliados a
Mansudae Art Studio (véase la figura XIX) y vendia obras de arte de la Republica
Popular Democratica de Corea en la galeria. En su sitio web también se indicaba que
la galeria de arte estaba afiliada al grupo de restaurantes Okryugwan de la Republica
Popular Democratica de Corea (véase el anexo 32). Tras la carta del Grupo a los
Emiratos Arabes Unidos de 9 de mayo de 2018, se interrumpi6 el acceso a las paginas
web de los restaurantes y la galeria de arte. EI Grupo obtuvo fotografias tomadas en
diciembre de 2018, de un cartel colocado en la puerta de la galeria en el que se
indicaba que “la galeria esta cerrada temporalmente por refacciones, y reabrird en
breve”. El 2 de enero de 2019, los Emiratos Arabes Unidos respondieron al Grupo
afirmando que “ninguno de los empleados de la Galeria de Arte Prime Okryu era
ciudadano de la Republica Popular Democratica de Corea” y que “el Gobierno de los
Emiratos Arabes Unidos ha cerrado” la galeria. La investigacion continfia.

Figura XIX
Galeria Prime Okryu

Fuente: RFA Korean Service Jinkuk Kim.

Republica Unida de Tanzania

96. EIl Grupo continud su investigacion sobre las actividades de la Haegeumgang
Trading Corporation (alias Haegumgang) en la Republica Unida de Tanzania y sobre
la reparacion y actualizacion por la Republica Popular Democratica de Corea de los
sistemas de misiles superficie-aire Pechora (S-125) y su radar de defensa antiaérea
P-12, cuyo valor supuestamente es de 10,49 millones de euros'®. La Republica Unida
de Tanzania atn no ha respondido a las preguntas del Grupo.

Yemen

97. El Grupo investigd las actividades del Ministerio de Equipo Militar de la
Republica Popular Democratica de Corea y de KOMID para suministrar una amplia
gama de armas convencionales y misiles balisticos al grupo huzi en el Yemen a través
de un conocido representante, el ciudadano sirio Hussein al-Ali, y de su empresa

100 5/2018/171, parr. 143.
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registrada en Siria, Consulting Bureau for Marketing. Un Estado Miembro dio acceso
al Grupo a una carta de invitacion enviada el 13 de julio de 2016 por el dirigente huzi,
General de Division Zakaria Yahya al-Shami, al Ministerio de Equipamiento Militar
de la Republica Popular Democratica de Corea y a Tosong Technology Trading
Corporation, filial de KOMID, para que se reunieran en Damasco “a fin de examinar
la cuestion de la transferencia de tecnologia y otras cuestiones de interés mutuo”.
Segin el Estado Miembro, se negoci6 entonces “un protocolo de cooperacion entre el
Yemen y Corea del Norte” en el que participaron “Naif Ahmad Al Qanis, embajador
huzi en Damasco, y el corredor de armas sirio Hussein al Ali”. Segun el Estado
Miembro, se trataba de una “amplia gama de equipos militares, entre ellos
Kalahsnikov, ametralladoras PKC, RPG-7, RPG-29, misiles Fagot, misiles Igla,
tanques, sistemas de defensa aérea, misiles balisticos”. El Grupo atn no ha recibido
respuestas del General de Division Zakaria Yahya al-Shami, Naif Ahmad al Qanis y
Hussein al-Ali a la solicitud de informaciéon del Grupo sobre su papel en esas
negociaciones y los intentos de intermediar y suministrar ese armamento desde la
Republica Popular Democratica de Corea o en su nombre.

Zimbabwe

98. El19dejunio de 2018, Zimbabwe presentd pruebas de la cancelacion del registro
de Mansudae Boka Design Company y el cierre de sus cuentas bancarias en respuesta
a las preguntas del Grupo sobre las actividades de nacionales de la Republica Popular
Democréatica de Corea y empresas relacionadas con Mansudae en Zimbabwe!®L,

Aplicacion de la prohibicion relativa a los articulos suntuarios
Rolls-Royce Phantom

99. El Grupo investig6 la primera aparicion publica de una limusina Rolls-Royce
Phantom en Pyongyang el 7 de octubre de 2018, en aparente violacion de la
prohibicion de los articulos de lujo estipulada en el parrafo 8 a) iii) de la resolucion
1718 (2006) y en el parrafo 23 y el anexo IV de la resolucion 2094 (2013), en los que
se prohibe el suministro, la venta o la transferencia directos o indirectos a la
Republica Popular Democratica de Corea de automoviles de lujo. En su carta a Rolls-
Royce Motor Cars Ltd y su empresa matriz Bayerische Motoren Werke (BMW), el
Grupo sefialé una serie de caracteristicas distintivas para prestar asistencia a las
empresas en la identificacion del vehiculo (véase la figura XX).

101 1bid., parr. 144.
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Figura XX
Rolls-Royce Phantom y caracteristicas distintivas observadas en Pyongyang
el 7 de octubre de 2018

@ Pompeo Meets North Korean Leader Kim Jong Un |

Fuente: Voz de América.

100. En su respuesta, Rolls-Royce informé al Grupo de que el vehiculo parecia ser
un Phantom Extended Wheelbase de la serie II de séptima generacion, fabricado entre
agosto de 2012 y febrero de 2017 en sus instalaciones de Goodwood. Rolls-Royce
destacé la importancia del nimero de identificacion del vehiculo para responder a las
preguntas del Grupo. La investigacion continfa.

Rolls-Royce Ghost

101. El Grupo sigui6 investigando la transferencia a Bangladesh de una limusina
Rolls-Royce Ghost falsamente declarada por un diplomatico de la Republica Popular
Democratica de Corea e incautada por el Servicio de Informacion Aduanera de
Bangladesh en enero de 2017%%. El Grupo pidi6 a Bangladesh que le facilitara la
ubicacion del vehiculo y su informe de investigacion sobre la incautacion. Bangladesh
aun no ha respondido a las multiples preguntas del Grupo.

Limusinas Mercedes-Benz

102. El Grupo siguié investigando las limusinas Mercedes-Benz enviadas a la
Republica Popular Democratica de Corea como parte de los esfuerzos por determinar
todos los numeros de identificacién de sus vehiculos y si se habia modificado
alguno'®, Varios de esos Mercedes-Benz fueron observados sin matricula durante

10:

IN]

S/2017/150, pérr. 125.

103 E| Grupo determind que varios de esos Mercedes-Benz habian sido transportados en
contenedores desde el puerto de Long Beach (California, Estados Unidos) a Dalian (China), por
orden de George Ma, un empresario chino cuya empresa Seajet, agente de la compafiia aérea de
la Republica Popular Democratica de Corea Air Koryo, habia participado anteriormente en el
envio de material relacionado con armas a Brazzaville en 2010. A continuacion, la empresa
Liaoning Danxing International Forwarding transportd estos vehiculos en contenedores. Véase
S/2016/157, parrs. 118 a 121 y anexos 76 a 85.
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reuniones en Singapur (véase la figura XXI), Beijing (véase la figura XXII) y
Pyongyang y fueron utilizados por al menos un Jefe de Estado extranjero en la
Republica Popular Democratica de Corea en 2018 (véase ibid.). E1 Grupo se dirigi
por escrito a Singapur y China para solicitar los registros de los numeros de
identificacion de los vehiculos tras las transferencias temporales de esos vehiculos, o
los controles del Servicio de Seguridad Presidencial de la Republica de Corea, cuyo
jefe fue notificado como pasajero en uno de los vehiculos.

Figura XXI
Imagenes de limusinas Mercedes-Benz obtenidas ilicitamente sin placas de
matricula en Singapur, junio de 2018

Fuente: YouTube.

Figura XXII

Imagenes de limusinas Mercedes-Benz obtenidas ilicitamente sin matricula en
Beijing en junio de 2018 (izquierda) y marzo de 2018 (centro) y en Pyongyang en
septiembre de 2018 (derecha)

Fuente: Reuters, Pyongyang Press Corps/Pool via Reuters.

103. En su carta de 4 de diciembre de 2018, Singapur informé al Grupo de que “habia
solicitado los nimeros de chasis y motor de los vehiculos, pero los funcionarios de la
Republica Popular Democratica de Corea se negaron a revelar esa informacion por
razones de seguridad nacional”.

Lexus LX 570

104. El Grupo investigd la aparicion de varios vehiculos de lujo con traccion en las
cuatro ruedas Lexus LX 570 que llevaban placas de matricula de la Republica Popular
Democratica de Corea en la cumbre intercoreana de septiembre de 2018 (véase la
figura XXIII), en una aparente violacidon del parrafo 8 a) iii) de la resolucion 1718
(2006) y del parrafo 23 y el anexo IV de la resolucion 2094 (2013). Toyota Motor
Corporation informoé al Grupo de que no habia podido determinar el numero de
identificacion del vehiculo y que “Toyota cumple las resoluciones aplicables de las
Naciones Unidas en relacion con la Republica Popular Democratica de Corea y no
tiene intencidon de exportar esos vehiculos a la Republica Popular Democratica de
Corea ni de fabricarlos alli. Solo podemos suponer que estos vehiculos provienen de
canales indirectos y son intercambiados entre particulares”. Toyota también cooperd
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con el Grupo, afirmando que esta generacion de “LX 570 AWD se fabricé de enero
de 2012 a julio de 2015”.

Figura XXIII
Vehiculos Lexus LX 570 observados en la cumbre intercoreana del 18 al 20 de
septiembre de 2018, Pyongyang

Fuente: YouTube.

Vodka

105. En julio de 2018, los Paises Bajos informaron al Grupo de que habian incautado
temporalmente una remesa de vodka que se sospechaba que estaba en camino a la
Republica Popular Democratica de Corea. Segun los Paises Bajos, el vodka (codigo
2208.60 del Sistema Armonizado) se considera “articulo de lujo” segin el
Reglamento (UE) 2017/2062 del Consejo. Los documentos de embarque que
acompafiaban al envio de vodka incautado demostraron que el vodka, fabricado en
Belarus, estaba destinado a Liaoning Danxing International Forwarding, la empresa
investigada por el Grupo como sospechosa de enviar limusinas Mercedes-Benz a la
Republica Popular Democratica de Corea. La otra empresa nombrada en la
documentacion, Transit Prime International Logistics, tenia el mismo nimero de
teléfono y direccion que Liaoning Danxing International Forwarding. Los Paises
Bajos sefialaron que Liaoning Danxing habia sido nombrada en informes anteriores
del Grupo y que, en su calidad de expedidora, no seria el destino final de la remesa.
El Grupo escribio a Liaoning Danxing International Forwarding, cuyo sitio web
describia a la empresa como una compafiia naviera de contenedores que transportaba
mercancias a la Republica Popular Democratica de Corea'®. El Grupo solicitd
informacion sobre el destino final del vodka.

106. Dos contratos obtenidos por separado para los envios de vodka demostraron que
la remesa fue vendida por su fabricante de Belartis a una entidad georgiana llamada
Noble House LLC, que era el comprador en ambos contratos. El Grupo se dirigié por
escrito a Noble House solicitando toda la correspondencia y las transacciones
financieras entre Noble House, Liaoning Danxing International Forwarding Company
y Transit Prime International Logistics Co. Ltd. Noble House no proporcioné la
correspondencia y los registros de transacciones financieras solicitados, pero
respondi6é afirmando que China era el destino final de la carga y que el vodka se
venderia “a través del canal de comercio electronico”. Noble House proporciono el
nombre de una persona, una direccion de correo electronico privada y un numero de
teléfono que, segun sefiald, era su “socio comercial” en China. Ni esta persona ni
Transit Prime International Logistics o Liaoning Danxing International Forwarding
han respondido a las preguntas del Grupo.

104 E| sitio web de Liaoning Danxing International Forwarding dej6 de funcionar en 2018.
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IV. Finanzas

107. A pesar del fortalecimiento de las sanciones financieras en 2017, su eficacia se
ve socavada sistematicamente por las practicas engafosas de la Republica Popular
Democratica de Corea y el hecho de que los Estados Miembros no las reconocen ni
las impiden. La Reptblica Popular Democratica de Corea sigue teniendo acceso al
sistema financiero internacional, ya que sus redes financieras se han adaptado
rdpidamente a las sanciones mas recientes, utilizando métodos evasivos que dificultan
la deteccion de actividades ilicitas. Los Estados Miembros también siguen sin adoptar
las medidas requeridas en virtud de las resoluciones del Consejo de Seguridad, en
particular la congelacion de activos y la expulsion de representantes de bancos de la
Republica Popular Democratica de Corea que operan en el extranjero. Las personas
facultadas para actuar como extensiones de las instituciones financieras de la
Republica Popular Democratica de Corea en el extranjero permiten que el pais eluda
las sanciones, como la obligacion de los Estados Miembros de cerrar todas las
sucursales de esos bancos dentro de su jurisdiccidon. Los ciberataques de la Republica
Popular Democratica de Corea para forzar ilegalmente la transferencia de fondos se
han convertido en un instrumento importante para eludir las sanciones y han
aumentado en complejidad y escala desde 2016.

108. Las investigaciones financieras del Grupo también muestran que los Estados
Miembros no han cumplido suficientemente su obligacion de congelar todos los
activos controlados por entidades designadas o miembros del Gobierno de la
Republica Popular Democratica de Corea que violen o eludan alguna de las sanciones.
En varios casos investigados por el Grupo, los Estados Miembros cerraron, pero no
congelaron, los saldos de las cuentas de las personas que actuaban en nombre de
titulares designados, incluida la Oficina General de Reconocimiento, y les
permitieron transferir fondos a bancos de otros paises. Las operaciones mundiales de
Glocom y MKP contintian a pesar de que en el pasado el Grupo inform6 sobre sus
actividades ilicitas y formulé recomendaciones tanto al Comité como a los Estados
Miembros para que los designaran y congelaran sus activos. Si bien algunos Estados
Miembros han adoptado medidas para limitar el nimero de cuentas de las embajadas
y los diplomaticos de la Republica Popular Democratica de Corea dentro de sus
jurisdicciones, de conformidad con lo dispuesto en las resoluciones, el Grupo
encontrd pruebas de que los diplomaticos de la Republica Popular Democratica de
Corea eluden esta disposicion abriendo y gestionando cuentas en varios paises,
incluso en aquellos en los que no estan acreditados, a fin de realizar actividades
comerciales ilicitas. Por ultimo, el Grupo investigé la existencia de mas de 200
posibles entidades cooperativas y empresas autodenominadas mixtas, a pesar del
requisito de que los Estados Miembros las cerraran a mas tardar el 9 de enero de 2018
(es decir, dentro de los 120 dias siguientes a la aprobacion de la resolucion
2375 (2017)). Ademas, el Grupo encontro informacién que indicaba que las empresas
consideradas entidades cooperativas por el Grupo!®también podian haber violado
otras disposiciones de las resoluciones, incluida la prohibicién que figura en el
parrafo 18 de la resolucion 2321 (2016) de utilizar las sedes diplomaticas de la
Republica Popular Democratica de Corea para actividades no diplomaticas. El Grupo
también determindé que una empresa vinculada a entidades designadas, como
Mansudae y la Oficina General de Reconocimiento, habia formado empresas mixtas
en otro pais, donde estaba realizando actividades.

195 El Grupo ha examinado anteriormente dos casos de actividades de colaboracion en los que una
entidad es administrada, dirigida o propiedad de al menos un no nacional de la Republica
Popular Democratica de Corea y una persona o entidad de la Republica Popular Democratica de
Corea, lo que esta prohibido en virtud del parrafo 18 de la resolucion 2375 (2017). VVéase
S/2018/171, parrs. 89y 92.
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Ciberataques

109. El Grupo observa una tendencia en la Republica Popular Democratica de Corea
a evadir las sanciones financieras utilizando ciberataques para forzar la transferencia
ilegal de fondos de las instituciones financieras y el cambio de criptomoneda. Segin
un Estado Miembro, “el ciberespacio es utilizado por la Republica Popular
Democratica de Corea como medio asimétrico para llevar a cabo operaciones ilicitas
y encubiertas en el ambito de la ciberdelincuencia y la evasion de sanciones. Estas
operaciones tienen por objeto captar fondos mediante diversas medidas con el fin de
eludir las sanciones”. (véase el anexo 33). Documentos judiciales, funcionarios y
declaraciones ¢ informes del Gobierno de los Estados Unidos atribuyen varios
ciberataques de la Republica Popular Democratica de Corea a la Oficina General de
Reconocimiento, que desempefia un papel fundamental en los ciberataques!®. En
2017, un tercer Estado Miembro informé al Grupo de que la Oficina General de
Reconocimiento supervisaba y realizaba operaciones de ciberataque no solo para
destruir la infraestructura y reunir informacion de inteligencia, sino también con el
fin de obtener moneda extranjera!®”. Un cuarto Estado Miembro envié una carta al
Grupo en 2018 en la que se mencionaban los ciberataques atribuidos a la Oficina
General de Reconocimiento y en la que se afirmaba que los informes sugerian que
“las unidades militares centradas en la cibernética tienen la tarea directa de generar
ingresos para el régimen”.

110. El 28 de julio de 2016, el Organismo Nacional de Policia de la Republica de
Corea atribuy6 un ataque cibernético contra el centro comercial en linea Interpark a
la Oficina General de Reconocimiento, afirmando que se trataba de un intento de
“adquisicion ilegal de moneda extranjera” (véase el anexo 35) que habria eludido la
congelacion de activos. El Grupo considera que este caso es un intento por parte de
una entidad designada de evadir las sanciones mediante el uso de un ciberataque para
forzar la transferencia de 2,7 millones de ddlares.

111. E16 de septiembre de 2018, el Gobierno de los Estados Unidos acusé a Park Jin
Hyok, un pirata informatico de la Republica Popular Democratica de Corea que
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Véase el anexo 34. En 2017, una evaluacion de la Agencia de Seguridad Nacional de los Estados
Unidos publicada en los medios de comunicacion vincul6 el programa secuestrador WannaCry
con la Oficina General de Reconocimiento, citando como prueba las direcciones IP que se sabe
que han sido utilizadas por la Oficina General de Reconocimiento, véase Ellen Nakashima, “The
NSA has linked the WannaCry computer worm to North Korea”, Washington Post, 14 de junio de
2017. Puede consultarse en https://wapo.st/2EYAVBB (tanto los Estados Unidos como el Reino
Unido hicieron otras declaraciones que pueden consultarse en https://bit.ly/2BK7gm6 y
https://bit.ly/2GPGUvn). Véase Daniel Glaser, Subsecretario de Financiacion del Terrorismo,
Departamento del Tesoro de los Estados Unidos, declaracion ante el Congreso en enero de 2015,
puede consultarse en www.govinfo.gov/content/pkg/CHRG-114hhrg92556/htmI/CHRG-
114hhrg92556.htm. Véase James R. Clapper, Director de Inteligencia Nacional, Estados Unidos,
“National intelligence, North Korea, and the national cyber discussion”, declaraciones durante la
Conferencia Internacional sobre Ciberseguridad en enero de 2015. El Servicio de Investigacion
del Congreso de los Estados Unidos declar6 que “la mayoria de las fuentes informan que las
operaciones cibernéticas norcoreanas tienen su sede en la Oficina General de Reconocimiento”,
puede consultarse en https://fas.org/sgp/crs/row/R44912.pdf. En la denuncia penal que se
menciona a continuacion y que fue desclasificada por el Departamento de Justicia de los Estados
Unidos el 6 de septiembre de 2018 en el caso de Park Jin Hyok, también se atribuyen a la Oficina
General de Reconocimiento los ciberataques de la Republica Popular Democratica de Corea. En su
designacidn de la Oficina General de Reconocimiento por los Estados Unidos en respuesta al
ataque a Sony Pictures Entertainment, el Tesoro de los Estados Unidos declar6é que “muchas de las
principales operaciones cibernéticas de la Republica Popular Democratica de Corea se realizan a
través de la Oficina General de Reconocimiento”, véase Www.treasury.gov/press-center/press-
releases/Pages/jl9733.aspx.

El Estado Miembro inform6 al Grupo de que se basa en estimaciones realizadas mediante la
evaluacién de la codificacidn y los atributos; véase también el anexo 36.
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trabajaba como miembro de la organizacion de pirateria informatica de la Republica
Popular Democratica de Corea conocida como el Grupo Lazarus®, de participar en
una “conspiracion multianual de gran alcance para cometer intrusiones informaticas
y hacer uso fraudulento de las redes de telecomunicaciones por los complices que
trabajaban en nombre del Gobierno de la Republica Popular Democratica de Corea %,
Segun los Estados Unidos, Park “ha viajado a China en el pasado y ha realizado
trabajos legitimos de tecnologia de la informacion con la empresa ficticia ‘Chosun
Expo’ o la empresa conjunta coreana Expo, ademas de las actividades realizadas en
nombre de la Oficina General de Reconocimiento de Corea del Norte”!%0 (véase el
anexo 36). El Grupo solicité informacion al Gobierno de China sobre las actividades
de Chosun Expo y la posible continuacion de sus operaciones como empresa conjunta
o entidad cooperativa prohibida en virtud de la resolucion 2375 (2017). China declaro
que “ha llevado a cabo una investigacion basada en la informacion proporcionada por
el Grupo. Hasta ahora, China no ha encontrado ninguna empresa registrada como
Chosun Expo Joint Venture, y actualmente no tiene informaciéon sobre Park Jin Hyok”.

112. Segin los Estados Unidos, Park Jin Hyok y sus cémplices también
“seleccionaron y luego ejecutaron la transferencia fraudulenta de 81 millones de
doélares del Banco de Bangladesh [...] y participaron en intrusiones informaticas y
ciberfraude contra muchas méas victimas de servicios financieros en los Estados
Unidos, y en otros paises de Europa, Asia, Africa, América del Norte y América del
Sur en 2015, 2016, 2017 y 2018, tratando de ocasionarles pérdidas de mas de 1.000
millones de doélares”*!. Los 81 millones de dolares se transfirieron con éxito
utilizando el sistema SWIFT desde la cuenta del Banco de Bangladesh en el Banco
de la Reserva Federal de Nueva York a cuentas en Filipinas, donde “posteriormente
se blanquearon a través de multiples cuentas bancarias, un negocio de envio de dinero
y casinos”?, Filipinas ha proporcionado al Grupo documentos de auditoria interna,
correspondencia bancaria, grabaciones de circuito cerrado de television y otra
informacion pertinente para el rastreo de los fondos robados, la mayoria de los cuales
no se han recuperado hasta la fecha. E1 Grupo sigue investigando el caso.

113. El Grupo investigo otros dos casos de ciberataques por motivos financieros en
los que la Republica Popular Democratica de Corea intenté forzar ilegalmente la
transferencia de mas de 20 millones de ddlares. En mayo de 2018, un ciberataque de
la Republica Popular Democratica de Corea por parte de un grupo de amenaza
persistente avanzada dio lugar a la transferencia de 10 millones de délares del Banco
de Chile principalmente a cuentas en Hong Kong a través de transacciones no
autorizadas con el sistema SWIFT. Utilizando direcciones IP y otros detalles
publicados por el Departamento de Justicia de los Estados Unidos, el analisis técnico

198 E| Gobierno de los Estados Unidos se refiere a los actores cibernéticos respaldados por el Gobierno de la
Republica Popular Democratica de Corea como “Hidden Cobra”, véase www.us-cert.gov/HIDDEN-
COBRA-North-Korean-Malicious-Cyber-Activity.

Tribunal de Distrito de los Estados Unidos, Distrito Central de California, Estados Unidos

de América c. PARK JIN HYOK, Caso Nim. MJ18-1479, querella penal, 8 de junio de 2018,
parr. 6. Se puede consultar en www.justice.gov/archives/opa/file/886311/download.

Los Estados Unidos declararon que Chosun Expo es “una empresa ficticia afiliada a Lab 110,
una de las organizaciones de pirateria informatica del gobierno norcoreano”. Ese grupo de
pirateria informatica es lo que algunos investigadores privados de ciberseguridad han llamado el
“Grupo Lazarus”. Véase el anexo 36, titulado “Wanted by the FBI, PARK JIN HYOK,
Conspiracy to Commit Wire Fraud; Conspiracy to Commit Computer-Related Fraud (Computer
Intrusion)”.

Tribunal de Distrito de los Estados Unidos, Estados Unidos de América c. PARK JIN HYOK,
parr. 8.

Ibid., parr. 144. El Grupo observa que en ese momento los casinos no se consideraban
instituciones financieras en Filipinas y, por lo tanto, no estaban regulados por la ley contra el
blanqueo de dinero del pais.
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de codigo abierto ha vinculado a los autores con Lab 1103 que segin los Estados

Unidos es parte de la Oficina General de Reconocimiento!. Luego, en agosto de
2018, se retiraron alrededor de 13,5 millones de dolares del Cosmos Bank de la India
en mas de 14.000 retiros simultdneos de cajeros automaticos en 28 paises, asi como
en transferencias adicionales a una cuenta perteneciente a una empresa con sede en
Hong Kong que utiliza SWIFT. El 2 de octubre de 2018, los Estados Unidos
respondieron a estos retiros de cajeros automaticos emitiendo una alerta de
“FASTCash Campaign” para la Republica Popular Democratica de Corea®®. Estos
ataques mas recientes demuestran que la Republica Popular Democratica de Corea se
ha convertido en un actor cada vez mas experto en los ciberataques con fines de lucro,
con herramientas y tacticas que mejoran constantemente. El ataque al Banco Cosmos
fue una operacion mas avanzada, bien planificada y altamente coordinada que evitd
tres niveles principales de defensa contenidos en las directrices de la Organizacion
Internacional de Policia Criminal (INTERPOL) sobre la mitigacion de los ataques
bancarios y contra los cajeros automaticos!'®. Los autores no solo consiguieron
comprometer la red SWIFT en el caso Cosmos para transferir los fondos a otras
cuentas, sino que al mismo tiempo comprometieron los procesos bancarios internos
para eludir los procedimientos de verificacion de transacciones y ordenar
transferencias en todo el mundo a casi 30 paises en los que los fondos eran retirados
fisicamente por particulares en mas de 10.000 transacciones distintas durante un fin
de semana.

114. El Grupo observa que, ademdas de los ataques contra la moneda corriente, los
ciberataques con cripto monedas ofrecen a la Republica Popular Democratica de
Corea mas formas de eludir las sanciones, ya que son mas dificiles de rastrear, pueden
ser lavados muchas veces y son independientes de la reglamentacion gubernamental.
En el ataque WannaCry perpetrado por la Oficina General de Reconocimiento en 2017,
el pedido de rescate se hizo en criptomoneda. Segin una estimacion, entre enero de
2017 y septiembre de 2018, la Republica Popular Democratica de Corea llevo a cabo
por lo menos cinco ataques exitosos contra las operaciones de cambio de
criptomoneda en Asia, con una pérdida total de 571 millones'!’de délares (véase el
anexo 39).

115. En su informe final mas reciente, el Grupo incluyd informaciéon que mostraba
que los agentes de la Oficina General de Reconocimiento (y sus familiares)
responsables de actividades financieras ilegales en Europa, incluidas grandes
transferencias bancarias a cuentas en la Unién Europea y Asia, estaban altamente
capacitados y eran muy habiles en el ambito de la tecnologia de la informacion, y que
uno de ellos, Kim Su Gwang, logré obtener un puesto con una importante
responsabilidad en los sistemas de informacion de la organizacion®'®,
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Véanse los anexos 37 y 38.

El Estado Miembro inform6 al Grupo de que se basa en estimaciones realizadas mediante la
evaluacién de la codificacién y los atributos; véase también el anexo 36.

Estados Unidos, Departamento de Seguridad Nacional, Alerta (TA18-275A) Hidden

Cobra — FASTCash campaign, 2 de octubre de 2018, puede consultarse en
www.us-cert.gov/ncas/alerts/TA18-275A.

Véase Oleg Kolesnikov, “Securonix Threat Research Report: Cosmos Bank SWIFT/ATM
US$13,5 millones ciber attack detection using security analytics”, 27 de agosto de 2018. Puede
consultarse en http://bit.ly/2sgABa0.

Group-1B, “14 cyberattacks on crypto exchanges resulted in a loss of $882 million”, 17 de
octubre de 2018. Puede consultarse en www.group-ib.com/media/gib-crypto-summary/. VVéase
también el anexo 39; y Priscilla Moriuchi, “North Korea turning to cryptos to counter economic
sanctions”, The Hill, 22 de enero de 2018. Puede consultarse en
https://thehill.com/opinion/international/370114-north-korea-turning-to-cryptos-to-counter-
economic-sanctions.

118 5/2018/171, anexo 46.
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Recomendaciones

116. El Grupo recomienda que el Consejo de Seguridad, al elaborar sanciones
financieras en el futuro, tenga en cuenta los ciberataques perpetrados por la
Republica Popular Democratica de Corea para eludir las resoluciones mediante

la generacion ilegal de ingresos para la Republica Popular Democratica de Corea.

117. Los Estados Miembros deberian mejorar su capacidad para facilitar un
intercambio so6lido de informacion sobre los ciberataques de la Republica
Popular Democratica de Corea con otros Gobiernos y con sus propias
instituciones financieras, a fin de detectar y prevenir los intentos de la Republica
Popular Democratica de Corea de utilizar su capacidad cibernética para eludir
las sanciones.

118. La informacion sobre los ciberataques realizados por la Oficina General de
Reconocimiento como medio para eludir las sanciones financieras y obtener
moneda extranjera debe afiadirse a los datos sobre la Oficina General de
Reconocimiento que figuran en la lista de sanciones 1718.

Actividades financieras del personal diplomatico de la Repiblica Popular
Democratica de Corea

119. EIl Grupo investigd a un diplomatico de la Republica Popular Democratica de
Corea destinado anteriormente en Malasia, Kim Jong Chol (alias Ri Jong Chol), que
actuaba en nombre de la Korea Ponghwa General Trading Corporation, que, segln los
documentos obtenidos por el Grupo, estd vinculada al Korea Kumgang Bank ™°.

Debido a las limitaciones de espacio, la informacién en este caso figura en el anexo 40.

El hecho de que un nacional de la Republica Popular Democratica de Corea acreditado
como diplomatico en la embajada de Kuala Lumpur haya hecho negocios en nombre
de entidades de la Republica Popular Democratica de Corea y en nombre de
instituciones financieras refleja las pautas sefialadas anteriormente por el Grupo.

120. El Grupo investig6 las practicas bancarias de otro diplomatico de la Republica
Popular Democratica de Corea acreditado en un pais de la Unién Europea, Kim Chol
Yong, que habia ayudado a organizar un intento de envio de cuatro generadores a la
Republica Popular Democratica de Corea a través de China en 2016, que fue
prohibido por los Paises Bajos (véase el parr. 80). Kim Chol Yong utilizéo mas de una
docena de cuentas bancarias en instituciones financieras de la Union Europea para
hacer negocios en los Paises Bajos y en al menos otros tres Estados miembros de la
Unidn Europea.

121. En el establecimiento y uso de sus cuentas bancarias, Kim utilizé muchas de las
mismas tacticas de evasion sefialadas anteriormente por el Grupo. Entre ellas
figuraban las siguientes: la apertura de cuentas utilizando varias direcciones; apertura
de cuentas a nombre de una empresa pantalla; apertura de multiples cuentas a nombre
de miembros de su familia, en particular su esposa y su hijo; y la apertura de cuentas
a nombre de la mision diplomatica de la Republica Popular Democratica de Corea.
También utiliz6 varias versiones de su propio nombre o el de sus cosignatarios al abrir
las cuentas bancarias (por ejemplo, Kim Chol, Kim Chol Yong, Kim Cholyong, Chol
Yong Kim). Ademas, Kim y su esposa eran los propietarios a largo plazo de cuentas

11
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El Korea Kumgang Bank (24 2%, alias Kumgang Export and Import Bank, & RI£R1T) se
establecié como banco especializado para liquidar las cuentas de las transacciones de
exportacion e importacion de diversas empresas comerciales de la Republica Popular
Democratica de Corea, incluida la Korea Ponghwa General Trading Corporation. La Korea
Ponghwa General Trading Corporation esta bajo la autoridad del Comité Econémico Externo del
Gabinete de la Republica Popular Democrética de Corea y esta asociada a la Korea Pyongyang
Trading Company.
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de ahorro de seguros de vida (también llamadas “seguros de vida de valor en
efectivo”), que pudieron cobrar con un crédito de mas de un millon de euros a finales
de 2017, més de un afio después del intento de envio interceptado®.

122. El Grupo ha recomendado anteriormente que los Estados Miembros incluyan a
todo el personal de las embajadas en el ambito de aplicacion del parrafo 16 de la
resolucion 2321 (2016) y que velen por que los diplomaticos no abran cuentas
bancarias adicionales a nombre de familiares o empresas ficticias. Las autoridades
competentes también deben verificar que las cuentas bancarias se cierren cuando un
diplomatico finalice su estancia en el pais.

123. El Grupo también investigo6 casos de evasion de lo dispuesto en el parrafo 16 de
la resolucion 2321 (2016) en los que, cuando se cerraban las cuentas de los
diplomaticos, estos transferian fondos a instituciones financieras de otros paises en
los que no estaban acreditados. En vista de ello, asi como de la practica actual de los
diplomaticos de la Republica Popular Democratica de Corea que residen en un pais
mientras realizan actividades comerciales en otros paises, el Grupo recomienda que
los Estados Miembros publiquen directrices en virtud de las cuales se elija a un banco
para que sea el unico que pueda abrir cuentas a la embajada y los diplomaticos de la
Republica Popular Democratica de Corea y se advierta a todos los demas bancos que
no abran cuentas a ningtn diplomatico de la Republica Popular Democratica de Corea
ni a sus familiares. El Grupo observa que la practica de los diplomaticos que
mantienen cuentas multiples en distintas monedas esta prohibida en virtud del
parrafo 16 de la resolucion 2321 (2016).

Representantes de bancos de la Reptblica Popular Democratica de Corea
en el extranjero

124. El Grupo siguié investigando a mas de 30 representantes de instituciones
financieras de la Republica Popular Democratica de Corea que operan en el extranjero,
en particular de Tanchon Commercial Bank, Korea Kumgang Group Bank, el Banco
de Comercio Exterior, Cheil Credit Bank, Daesong Bank, Ilsim International Bank,
Bank of East Land, Daedong Credit Bank, Unification Development Bank y
Ryugyong Commercial Bank. EI Grupo determind que esos bancos operaban por
conducto de representantes en China, los Emiratos Arabes Unidos, la Federacion de
Rusia, Libia y la Republica Arabe Siria (véanse los anexos 41 y 42). El Grupo observa
que los métodos de pago utilizados anteriormente por los representantes bancarios de
la Reptublica Popular Democratica de Corea para eludir las sanciones se utilizaron en
2018 para tramitar los pagos de los transbordos de buque a buque (véase el anexo 43).
El Grupo sefiala que todos los Estados Miembros mencionados deben expulsar a todas
las personas que actiien en nombre de una institucion financiera de la Republica
Popular Democratica de Corea de conformidad con el parrafo 33 de la resolucion
2321 (2016).

125. En su respuesta al Grupo, la Federacion de Rusia inform6 de que “el Sr. Han
Jang Su es el Tercer Secretario de la Seccion de Consejeros Comerciales de la
Embajada de la Republica Popular Democratica de Corea ante la Federacién de Rusia
y ha sido oficialmente acreditado por el Ministerio de Relaciones Exteriores de Rusia.
Ingreso en la Federacion de Rusia el 23 de junio de 2017 y permanece legalmente en
el pais. No se dispone de informacion sobre actividades que sean incompatible con su
condicion de funcionario. La licencia bancaria del banco, Agrosoyuz, que el Sr. Han
Jang Su supuestamente utilizé para llevar a cabo actividades relacionadas con el FTB
[...] ha sido revocada por el Banco Central”. El Grupo observa que, como en la
resolucion 2371 (2017) se incluye a Han Jang Su en la lista como “Representante

120

El saldo de esa cuenta se transfirié a su Unica cuenta autorizada de conformidad con el
reglamento de la Uni6n Europea mencionado.
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Principal del Banco de Comercio Exterior”, en virtud del parrafo 33 de la resolucion
2321 (2016) los Estados Miembros estan obligados a expulsarlo. El1 Grupo observa
también que el domicilio social del Banco de Comercio Exterior de la Republica
Popular Democratica de Corea en Moscu menciona que su director es “Han Zan Su”
(Xan 3an Cy), segun el Registro Estatal de Sucursales Acreditadas del Servicio
Federal de Impuestos de la Federacion de Rusia y Oficinas de Representacion de
Entidades Juridicas Extranjeras (véase el anexo 44)*?., Este caso parece formar parte
de una pauta identificada por el Grupo segtn la cual los diplomaticos de la Republica
Popular Democratica de Corea utilizan su estatuto diplomatico y sus embajadas para
violar las resoluciones?,

Operaciones financieras de la Oficina General de Reconocimiento

126. En cuanto a las actividades financieras y los activos de los agentes de la Oficina
General de Reconocimiento Kim Yong Nam y Kim Su Gwang y sus familiares,
Belaris informé al Grupo de que Kim Su Gwang habia sido acreditado como
Representante Comercial Adjunto de la Republica Popular Democratica de Corea a
partir del 24 de septiembre de 2015. Vivié con miembros de su familia hasta su partida
el 16 de diciembre de 2017, cuando sali6 por la frontera entre Belaris y Ucrania en
un vehiculo diplomatico. Belarts declard que Kim habia pasado la mayor parte de su
tiempo fuera del pais y que su esposa habia comprado articulos en paises vecinos para
enviarlos a la Republica Popular Democratica de Corea, utilizando el nombre de una
empresa china con sede en Beijing y transfiriendo fondos para las compras a través
de una cuenta en un banco chino de Shanghai, lo que concuerda con los informes
anteriores del Grupo sobre el retiro en efectivo en Beijing y Shangai por la Oficina
General de Reconocimiento de cuentas controladas por Kim Su Gwang'®. Ademas,
cuando otro Estado Miembro cerrd las cuentas de Kim Su Gwang y Kim Yong Nam
(en este caso incluidas las cuentas conjuntas con su esposa, Kim (Djang) Tcheul (Hy)),
los fondos de una de las cuentas se transfirieron a una cuenta a nombre de la esposa
de Kim Yong Nam en la misma sucursal bancaria de Shanghai. En su respuesta al
Grupo sobre esa cuenta bancaria, China dijo que “no ha encontrado ninguna cuenta
abierta por la [Oficina] en instituciones financieras de China”. El Grupo observa que
los Estados Miembros estan obligados a congelar los activos de todas las personas
que operan en nombre de la Oficina General de Reconocimiento, lo que incluye las
cuentas bancarias de los agentes de la Oficina General de Reconocimiento
establecidas en nombre de sus familiares para eludir las sanciones.

Grupo de Empresas de Malaysia-Korea Partners

127. El Grupo continué su investigacion sobre MKP, una importante empresa
conjunta de la Republica Popular Democratica de Corea establecida en Malasia, que
el Grupo ha determinado que tiene vinculos con la Oficina General de
Reconocimiento, Mansudae Overseas Project Group of Companies y las instituciones
financieras de la Republica Popular Democratica de Corea'?.

128. Zambia inici6 una investigacion sobre la red de MKP y cooperé con el Grupo.
Los documentos que proporcion6 muestran que Han Hun Il (fundador de MKP y
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Segln un documento de registro oficial fechado el 7 de enero de 2019 (recuperado el 8 de enero
de 2019), en el que se indica que la informacion se introdujo el 13 de enero de 2016.
S/2018/171, parrs. 84, 85, 94, 103, 132 y 142; S/2017/150, parrs. 18 a 21, 25, 91, 103, 161, 162,
182, 189, 208 y cuadro 8; S/2017/742, parrs. 49 y 50.

S/2018/171, parrs. 169 a 172.

El Grupo inform6 anteriormente que Han Hun Il es un operativo de la Oficina General de
Reconocimiento de la Republica Popular Democréatica de Corea (véase S/2018/171, parrs. 189 y
190). Para las conclusiones anteriores del Grupo Especial sobre Malaysia-Korean Partners
Group of Companies (MKP) véase el documento S/2018/171, parrs.189 a 202.
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agente de la Oficina General de Reconocimiento) realizé6 al menos dos viajes a
Zambia en 2017 utilizando su pasaporte de servicio, Num. 8361348791 (valido hasta
el 9 de marzo de 2021; véase el anexo 45), en violacion de la prohibicién de viajar'?®.
Este viaje también pone en tela de juicio las afirmaciones anteriores de MKP Malasia
de que las operaciones de Zambia se llevaban a cabo de manera independiente!?. En
el anexo 46 figuran las conclusiones actualizadas del Grupo sobre sus investigaciones
de las actividades de MKP en Zambia; en Malasia, en el anexo 47; y en Uganda, en
los parrafos 155 y 156 y el anexo 74.

129. Sélo una de las 13 empresas vinculadas a MKP en Zambia, la Korea General
Corporation for External Construction (también conocida como GENCO o KOGEN),
menciona exclusivamente a nacionales de la Republica Popular Democratica de Corea
como directores. Sobre la base de la informacion proporcionada por Zambia y otras
investigaciones realizadas por el Grupo, es evidente que, como MKP,
GENCO/KOGEN, tiene vinculos con Mansudae Overseas Project Group!?’. Tanto
GENCO/KOGEN como MKP afirman haber construido varios de los mismos sitios
en el pasado, utilizando mano de obra de la Reptblica Popular Democratica de Corea
(véanse los anexos 46 a 51). De hecho, Mansudae, MKP y GENCO/KOGEN han
afirmado haber trabajado en los mismos proyectos en alguna combinacion. Ademas,
segun un folleto de KOGEN, su equipo de gestion en Zambia estd integrado por 11
nacionales de la Republica Popular Democratica de Corea, ademas de Han Hun 11, Ho
Un Ran y Yon Il, que, segiin Zambia, estan vinculados a KOGEN a través de una
relacion de director con Yazid Merzouk (véase el anexo 52). Los directores de
KOGEN en Zambia también registraron una empresa adicional, Chammae
Construction Limited, con la misma direccion, datos de contacto de correo electronico
y directores, ademas de un director adicional, un empresario de Zambia llamado Sam
Maurice Mbewe (Tarjeta de Registro Nacional Ntm. 296387 /7 4/1). La empresa fue
fundada en la misma fecha que KOGEN/GENCO, el 15 de junio de 2012 (véase el
anexo 59).

130. El analisis de las cuentas bancarias de GENCO/KOGEN en Zambia, en ddlares
y en moneda local, mostré6 una actividad regular de movimientos de efectivo y
cheques y una frecuente rotaciéon de las cuentas. Las cuentas mostraron pautas
similares de depdsitos de cheques, seguidos de transferencias entrantes, seguidos de
retiros regulares por medio de cheques. Estas pautas también se observaron en el caso
de las cuentas bancarias de MKP TMS Hospital y en las practicas bancarias de
Glocom y de los agentes de la Oficina General de Reconocimiento en Europa y Asia'?®,

131. Se abrieron cuentas corporativas de MKP en dos bancos de Zambia a nombre de
dos personas de la Republica Popular Democratica de Corea, Ri Kwang Song (2| & &)
y Han Chan Ho. La informacion de codigo abierto indica que una persona con el
nombre de Kwang Song Ri se desempeii6 anteriormente como Consejero (£%%) en
la Embajada de la Republica Popular Democrética de Corea en Beijing en 2013 (Z
JE5E) (véanse los anexos 53 y 54). Otros materiales de codigo abierto indican que
Kwang Song Ri ha utilizado 2|&& vy los alias Ri Kwang-Son y Ri Kwangson, estos
dos tltimos transliterados en coreano como 2| & (véase el anexo 53). Segun otra
informacion de codigo abierto, una persona con el mismo nombre, Ri Kwang Song
(2] &), se desempend como diplomatico en la Embajada de la Republica Popular
Democratica de Corea en El Cairo al menos hasta noviembre de 2017 (véanse los

125 En cuanto a los viajes de nacionales de la RepUblica Popular Democrética de Corea hacia y
desde Zambia para trabajar con empresas relacionadas con MKP, los registros indican que
Dubai es el punto de transito mas comun.

126 E| Grupo ya demostrd que ese no era el caso. Véase S/2018/171, parrs. 189 a 202.

121 Con respecto a las operaciones de MKP en nombre de Mansudae Overseas Project Group of
Companies, véase S/2018/171, péarrs. 189 a 202.

128 \/éase S/2018/171, parrs. 156 a 202.
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anexos 55 y 56). El Grupo observa que la utilizacion de un diplomatico de la
Republica Popular Democratica de Corea para abrir esas cuentas bancarias se ajusta
a las pautas anteriores de la Republica Popular Democratica de Corea para la apertura
de cuentas bancarias en el extranjero.

132. La investigacion en curso del Grupo sobre GENCO/KOGEN mostrdé que,
ademas de Zambia, la empresa tiene un gran alcance y una extensa red en varios paises
del Oriente Medio, Africa y Eurasia, donde utiliza mano de obra, entidades
cooperativas prohibidas y empresas mixtas de la Republica Popular Democratica de
Corea, y obtiene ingresos considerables. Segun un Estado Miembro,
GENCO/KOGEN “se ha ocupado de proporcionar trabajadores norcorecanos en el
Oriente Medio con el fin de obtener divisas para [el Gobierno de] Corea del Norte”!%,
Las investigaciones del Grupo encontraron pruebas de la actividad de KOGEN en una
empresa conjunta con una empresa de los Emiratos Arabes Unidos. El Grupo sigue
investigando a la empresa (véanse los anexos 57 y 58).

133. La presencia de GENCO/KOGEN en Africa abarca Nigeria, Cote d’Ivoire y
Guinea Ecuatorial. En Nigeria, esta registrada como “Korea General Company for
External Construction GENCO (Nigeria)” (véase el anexo 60) e incluye a “Korea
General Co. for External Construction Genco” como accionista mayoritario y a Kim
Yong Sik y Kim Yong Hwan como accionistas minoritarios. En Cote d’Ivoire, “Korea
General Construction SL (KOGEN GE SL)” se registré en 20123, El sitio web de la
Oficina Interafricana de Recursos Animales de la Unidén Africana incluye a KOGEN
GE S.L. como asociado en la ejecucion de un proyecto financiado por Guinea
Ecuatorial que concluira en 2019 (véase el anexo 61). Se informd por separado de que
KOGEN habia sido el contratista para el Estadio Municipal de Rebola, terminado en
2016, y los documentos sugieren que KOGEN gané aproximadamente 30,5 millones
de ddlares (véase el anexo 62). Las noticias locales afirman que KOGEN abri6o una
nueva y gran sede nacional en Guinea Ecuatorial el mismo afio®!. E1 Grupo no ha
recibido respuesta de esos Gobiernos sobre sus investigaciones.

134. Segtn los documentos de registro de la sociedad, GENCO es propietaria parcial
de una sociedad cooperativa o de una empresa conjunta de construccidon en la
Federacion de Rusia, LLC “SAKORENMA”'¥, cuya propiedad mayoritaria pertenece
a un ciudadano ruso (véanse los parrafos 150 y 151 y los anexos 76 a 78). Esta entidad
cooperativa o empresa conjunta mantiene una cuenta en un banco ruso (véase el anexo
79). Ademas, la empresa comparte direcciones, informacion de contacto y accionistas
con otras tres empresas, todas las cuales participan en actividades relacionadas con la
construccion (véanse los anexos 63 y 64). Ademas, los documentos del registro
empresarial muestran que GENCO tiene dos oficinas de representacion oficiales en
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Departamento del Tesoro de los Estados Unidos, “Treasury sanctions individuals and entities
supporting the North Korean Government and its nuclear and weapons proliferation efforts”,
comunicado de prensa, 2 de diciembre de 2016. Puede consultarse en
https://www.treasury.gov/press-center/press-releases/Pages/jl0677.aspx.

Registro corporativo # CI'YOP-12-D-221, fecha de constitucion 25 de enero de 2012.

“Guinea Ecuatorial propiedad de Rusia y Corea Del Norte”, Diario Rombe, 5 de abril de 2016.
Consultado el 5 de noviembre de 2018 en http://diariorombe.es/guinea-ecuatorial-propiedad-de-
rusia-y-corea-del-norte/.

La documentacion corporativa enumera la version rusa del nombre de la empresa, tanto por su
sigla GENCO, “3EHKO” (Zenco), como por el nombre completo (Korea General Corporation
for External Construction): “KOPEMCKOE 'EHEPAJILHOE OBILIECTBO I10
CTPOUTEJIbCTBY 3A PYBEXOM “3EHKO” KHJAP. (KH/IP es la Reptblica Popular
Democratica de Corea)”. En otros sectores de los documentos de registro, GENCO figura como
registrada y domiciliada en la Republica Popular Democratica de Corea. Véase el anexo 76.

19-01704


https://www.treasury.gov/press-center/press-releases/Pages/jl0677.aspx
http://diariorombe.es/guinea-ecuatorial-propiedad-de-rusia-y-corea-del-norte/
http://diariorombe.es/guinea-ecuatorial-propiedad-de-rusia-y-corea-del-norte/

S/2019/171

19-01704

la Federacion de Rusia, una en Vladivostok y otra en Khasan, que en conjunto
emplean oficialmente a 17 extranjeros (véase el anexo 65)%,

135. Ademas de estas empresas, el Grupo también se dirigid6 por escrito a la
Federacion de Rusia en relacidon con cuatro empresas registradas en el pais que
utilizan el nombre de GENCO en ruso, “ZENKO” (en alfabeto cirilico: 3EHKO), el
mismo nombre utilizado por las representaciones oficiales de GENCO en la
Federacion de Rusia que son propiedad de nacionales de la Republica Popular
Democratica de Corea (véanse los anexos 66 a 68), y que fueron autorizadas en 2018
a emplear a un total combinado de 301 trabajadores de la Reptblica Popular
Democratica de Corea (véase el anexo 68).

Figura XXIV
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Fuente: El Grupo.

136. El Grupo reitera su recomendacion de que se designe a Han Hun Il (Edward
Han) y también recomienda la designacion de Yong Kok Yeap y Yazid Merzouk
de MKP Malasia y MKP Zambia.

Operaciones financieras de Glocom

137. El Grupo continud su investigacion sobre Glocom, que ha utilizado una amplia
red de personas, empresas y cuentas bancarias extraterritoriales para adquirir,
comercializar y vender armas y material conexo para la Republica Popular
Democratica de Corea, incluidas personas, empresas y cuentas bancarias en China,
Indonesia, Malasia, Singapur y el Oriente Medio, incluso mediante un intento de

133

Los documentos de registro corporativo para las oficinas de representacion de GENCO
muestran en el campo para “informacion sobre el nimero de ciudadanos extranjeros que son
empleados de la sucursal u oficina extranjera” que el nimero es 12 para la oficina de
representacion en Vladivostok y 5 para la oficina en Khasan. Los documentos judiciales rusos
hacen referencia al jefe de la oficina de representacion de GENCO con las iniciales del nombre
del director de la oficina de GENCO en Vladivostok, de acuerdo con los documentos
corporativos (Ko Yongil) (véase el anexo 65).
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envio de equipo militar a Eritrea en 2016'%. A diferencia de la mayoria de las
empresas ficticias de la Republica Popular Democratica de Corea, que tienden a
cerrarse y a reaparecer con una nueva apariencia después de haber sido investigadas
publicamente, Glocom ha seguido utilizando activamente su marca a pesar de las
recomendaciones anteriores del Grupo de que los Estados Miembros congelen las
cuentas bancarias y otros activos de todas las personas y entidades que actiian en
nombre de Pan Systems o Glocom. Hasta donde sabe el Grupo, no se ha adoptado
ninguna medida de ese tipo.

138. Glocom reforzo su presencia en linea en 2018 con un nuevo disefio del sitio web
y descripciones de una serie de nuevos productos. Se describe a si misma como una
empresa orientada a la tecnologia que realiza proyectos de investigacion y desarrollo,
fabricacion y mantenimiento de equipo y sistemas de comunicaciones militares'®,
Glocom subié un nuevo conjunto de videos de marketing a YouTube en 2018 y cred
y utilizé presencias en plataformas de medios sociales como Pinterest (véase el
anexo 70), LinkedIn e Instagram'%®, En Twitter, Glocom (@GlocomSupport) anuncia
multiples productos, publicando mensajes hasta el momento de redactarse el presente
informe, asi como diversos programas informaticos para aplicaciones militares (véase
el anexo 69). Glocom también present6 una aplicacion Android para sus clientes en
2018, Afirma que su capacidad de produccion de radios personales seguras es de
10.000 aparatos al afio y, en el caso de las radios Manpack, de 6.000 aparatos al afio.
En agosto de 2018, un informe de codigo abierto vincul6 la direccion IP de Glocom
a través de una segunda empresa ficticia de alta tecnologia a restaurantes de la
Republica Popular Democratica de Corea en Viet Nam!®, Ademas, a mediados de
2018, Glocom intentd ampliar alin mas su alcance estableciendo relaciones con
empresas de distribucion de tecnologia radioeléctrica en Malasia e Indonesia. En
algunos casos, los productos anunciados por estas entidades utilizaban otras marcas,
incluida la marca “FACOM”%,

139. Aunque sus actividades constituyen actividades prohibidas por las resoluciones
pertinentes del Consejo de Seguridad sobre la Republica Popular Democratica de
Corea y sus operaciones en Pyongyang estaban a cargo de un agente de la Oficina
General de Reconocimiento (Ryang Su Nyo), Glocom no ha sido designada, a pesar
de la recomendacion anterior del Grupo de que se adoptaran esas medidas. Por
consiguiente, el Grupo reitera sus recomendaciones anteriores de que la
designacion de Pan Systems'‘° vaya acompafada de los nombres de todas sus
empresas ficticias (incluidas Glocom, International Golden Services e
International Global System) como alias, por su participaciéon en la financiacién
y venta de armas y material conexo.

134 En particular, el Grupo mostré como Pan Systems Pyongyang hacia transferencias periodicas a

diversos facilitadores con nombres chinos, coreanos, extranjeros y cifrados que trabajaban en

China, Indonesia, Malasia y el Oriente Medio, y cdmo una serie de transacciones de Glocom

eran originadas por empresas registradas en Hong Kong (China) y autorizadas mediante varios

bancos corresponsales de los Estados Unidos, ubicados en Nueva York. Véase S/2018/171,

parrs. 173 a 177; S/2017/150, parrs. 72 a 87 y 232 a 241; y S/2017/742, péarr. 52.

La anterior pagina web de Glocom tenia una direccion fisica en Malasia, mientras que la nueva

pagina web no incluye ninguna direccidn fisica.

Glocom utiliz6 una cuenta de YouTube (“Support Glocom”) diferente a la de 2017 para subir videos

en 2018 antes de que fuera eliminada después de septiembre de 2018 debido a una denuncia.

137 La aplicacion se puede descargar en el sitio web de Glocom.

138 Jason Arterburn, Dispatched: Mapping overseas forced labor in North Korea’s proliferation
finance system (C4ADS, 2018).

1% Sin embargo, la etiqueta de Glocom siguié siendo claramente visible en varios de los productos.

140 vvéase S/2017/742, parr. 62 y S/2018/171, recomendacion 1.
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Nombre: Pan Systems Pte Ltd (sucursal de Pyongyang )

Alias: Wonbang Trading Co., Glocom, International Golden Services,
International Global System

Direccidn: Habitacién 818, Pothonggang Hotel, Ansan-Dong, distrito de
Pyongchon, Pyongyang (Republica Popular Democratica de
Corea)

Director: Ryang Su Nyo

Empleados: Pyon Won Gun, Pae Won Chol, Ri Sin Song, Kim Sung Su,
Kim Chang Hyok y Kim Pyong Chol

Teléfono: +850-218-111 (ext. 8636)

140. El Grupo continud su investigacion sobre las actividades de las instituciones
financieras designadas, incluidos Korea Daesong Bank, Daedong Credit Bank (DCB)
y DCB Finance Limited. Anteriormente informé sobre Li Zhengang (Z=HxMNI), un
ciudadano chino que, desde 2011, posee el 70 % de las acciones extranjeras en DCB,
mientras que el 30 % restante pertenece al banco designado Korea Daesong Bank 4!,
En su informe de mitad de periodo de 2017 (S/2017/742), el Grupo también a
mencion6 Dandong Zhongrui Petrochemical Co, Ltd (R F i AH LK T H R
4\ &]) como una de las dos empresas controladas por Li Zhengang (Z= #x Nl y su
pariente Li Shengda (Z= £ 1X)'%2. Desde entonces, el Grupo ha obtenido nueva
informacion de c6digo abierto, segun la cual la empresa de Li Zhengang, Dandong
Zhongrui Petrochemical Co. Ltd., forma parte de una amplia y activa red de empresas
chinas con un historial de relaciones comerciales con la Republica Popular
Democratica de Corea que comparten datos de contacto, edificios, espacio de oficinas
(es decir, la misma sala), empleados y personas de contacto.

141. En particular, la investigacion del Grupo determindé que la empresa de Li
Zhengang, Dandong Zhongrui Petrochemical Co. Ltd., comparte direcciones con una
persona y entidad previamente identificadas por el Grupo como asociadas con
actividades de transporte maritimo de la Republica Popular Democratica de Corea
que han violado las resoluciones (véase el anexo 71). Se trata de Pan Weichao (;&f&
gf), anteriormente identificado en un informe del Grupo como vinculado a las
actividades de transporte maritimo de la Republica Popular Democratica de Corea,
que viold las resoluciones al actuar como contacto de emergencia de K-Brothers, el
operador del Jie Shun con sede en las Islas Marshall (Num. de la OMI 8518780). Otra
entidad designada comparte la misma direccion con la empresa de Pan Weichao,
Chang An Shipping & Technology Ltd (RZHERHTERAE]), con sede en Hong
Kong. En respuesta a las preguntas del Grupo sobre Li Zhengang (Z= #x NI) y su
relacion con las entidades y personas mencionadas, China sefiald que “ha llevado a
cabo una investigacion a fondo sobre este caso. A través de una investigacion in situ
a Dandong Zhongrui Petrochemical Co. Ltd., China concluyd que es una compaiiia
muy pequefia, que tiene s6lo cuatro empleados y un volumen de actividad de 300.000
dolares en los ultimos dos afios. Li Zhengang habia dejado de hacer negocios con la
Republica Popular Democratica de Corea desde 2018. China no dispone de
informacion pertinente sobre la conexion entre Dandong Zhongrui Co. Ltd. y otras
tres empresas mencionadas en la carta: Dandong Jing’ao Trading Co. Ltd., la empresa
registrada en Hong Kong Jing’ao Dalin Trading Co. Ltd. y Chang An Shipping and
Technology Co. Ltd.”.

141 véase S/2017/742 , parr. 56.
142 véase ibid., anexos 24 y 25.
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OCN Singapur y T Specialist Singapur

142. El Grupo continud su investigacion sobre las actividades financieras de OCN
(Singapur) Pte Ltd y T Specialist International (Singapur) Pte Ltd!*. El 19 de julio
de 2018, el director de ambas empresas, Ng “Leo” Kheng Wah, fue acusado en un
tribunal de Singapur de 80 cargos relacionados con sanciones y 80 cargos de fraude
y conspiracion, incluido el fraude a bancos por mas de 95 millones de doélares y el
suministro de articulos de lujo por valor de unos 6 millones de ddlares a la Republica
Popular Democratica de Corea. En particular, Ng estd acusado de “participar en una
conspiracion” con Wang Zhi Guo (EZ&E) y T Specialist International para falsificar
las facturas de multiples préstamos de financiacion comercial, lo que ha dado lugar a
pagos de bancos de Singapur y Malasia a la empresa de Wang Zhi Guo, Pinnacle
Offshore Trading. Sin embargo, el juicio se ha retrasado cuatro veces.

143. El Grupo continué su investigacion de estas empresas (véase el anexo 72). El
ciudadano de la Republica Popular Democratica de Corea Li Ik (alias Ri Ik) habia
trabajado para OCN (Singapur) hasta enero de 2018, fecha en que se le revoco su
permiso de trabajo, y Wang Zhi Guo, residente en Singapur y ciudadano chino, sigue
viviendo en Singapur pero se le confisco su pasaporte chino (véase el anexo 73). Los
registros telefonicos de Li Ik mostraban una amplia red de contactos globales en
cuatro continentes y el uso de tacticas de evasidon en sus comunicaciones. Utilizando
tres nimeros de teléfono asociados con dos cuentas, hizo 1.840 llamadas a 72
nimeros Unicos en Australia, China, el Congo, Espaifia, Liberia, Malasia, Namibia, el
Pakistan, la Republica Popular Democratica de Corea, el Reino Unido, Singapur y
Suiza entre el 15 de febrero de 2014 y el 19 de abril de 2016. Se hicieron al menos 76
llamadas desde uno de los teléfonos de Li Ik al numero del Banco de Comercio
Exterior de la Republica Popular Democratica de Corea y del Bank of East Land. Las
facturas telefonicas de Li Ik se pagaron con tarjetas de crédito con un limite de crédito
de 1 millon de doélares de Singapur (729.927 délares de los Estados Unidos) de un
importante banco de Singapur que requiere un ingreso anual de 500.000 dolares de
Singapur o 3 millones de dolares de Singapur en activos controlados en el banco. El
hecho de que un nacional de la Republica Popular Democratica de Corea que participa
en las actividades mencionadas sea titular de varias tarjetas de crédito bancarias con
elevados requisitos de capital e ingresos constituye una evasion de las sanciones
financieras. En el anexo 72 figura un resumen de las conclusiones adicionales sobre
este caso desde el informe final méas reciente del Grupo (S/2018/171).

Ryugyong Commercial Bank y Koryo Commercial Bank

144. Sibien OCN Singapur aleg6 ante el Grupo que no tenia intereses en el Ryugyong
Commercial Bank ni en el Koryo Commercial Bank, admitié que Ri Ik, su empleado
de larga data, estaba facultado para concertar un acuerdo para vender el Ryugyong
Commercial Bank y que, con ese fin, recibi6 tres transferencias de 499.970 dolares
cada una, que la empresa de Wang Zhi Guo, Pinnacle International, efectud a la cuenta
de T Specialist en Singapur, ademas de una transferencia de Mars Rock International
por 499.935 dolares (por un total de 1.999.845 dolares), para la compra de acciones
en Ryugyong Commercial Bank. OCN también admiti6é tener conocimiento de las
promociones comerciales del Ryugyong Commercial Bank en las tiendas Bugsae de
Pyongyang utilizando la marca “OCN” (Ri Ik imprimid los carteles promocionales en
Singapur). China indic6 que Wang Zhi Guo partié por ultima vez de China en 2017 y
Singapur ha confirmado que es residente permanente.

143 El Grupo se refiere a las dos empresas indistintamente, ya que han compartido el mismo

domicilio y director, “Leo” Ng Kheng Wah. Véase S/2018/171, anexos 49 y 55.
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145. El Grupo reitera su recomendacion anterior de que se designe a Ri Ik (Li Ik),
Wang Zhi Guo y Ri Ho Nam#,

Entidades cooperativas y empresas conjuntas

146. El Grupo investigd a las empresas que actuan como posibles empresas conjuntas
o entidades cooperativas en la Argentina, Australia, Camboya, China, la Federacion
de Rusia, el Japon, Malasia, Malta, Polonia, la Republica Democratica Popular Lao,
Singapur, Tailandia, Uganda, Viet Nam y Zambia®. EI Grupo se dirigi6 por escrito a
todos los paises mencionados con listas que contenian informacidon sobre posibles
entidades cooperativas o empresas conjuntas en sus jurisdicciones y solicitd
informacion sobre las entidades. De los Estados Miembros mencionados, la
Argentina, el Japon y Singapur pudieron demostrar que las entidades investigadas no
existian, no funcionaban o no tenian vinculos con la Republica Popular Democratica
de Corea. Se recibieron respuestas sobre las entidades y las medidas que se estaban
adoptando al respecto de la Argentina, Australia, China, la Federacion de Rusia, el
Japon, Polonia, la Republica Democratica Popular Lao, Singapur, Tailandia, Uganda,
Viet Nam y Zambia. Camboya, Malasia y Malta no han respondido a las preguntas
del Grupo (véase el anexo 74).

Australia

147. En respuesta a la solicitud de informacidon sobre Sonbong Kost J.V. Company
(alias Samhung Kost J.V. Company y Sam Hung KOAST Joint Venture Pyongyang,
MSIAAETHZ| A}, Australia cooperd con el Grupo proporcionando informacién
detallada sobre la empresa®*,

China

148. China informo6 al Grupo de lo siguiente: “El Ministerio de Comercio y la antigua
Administracion Estatal de Industria y Comercio de China emitieron un anuncio el 28
de septiembre de 2017 para exigir el cierre de las empresas conjuntas y cooperativas
entre China y la Republica Popular Democratica de Corea de conformidad con lo
dispuesto en la resolucion del Consejo de Seguridad. Hasta ahora, todas las empresas
cooperativas de la Republica Popular Democratica de Corea que fueron aprobadas y
registradas por las autoridades competentes chinas han sido cerradas. Todas las
empresas de la Republica Popular Democratica de Corea que se registraron en China
han completado el cierre y han interrumpido sus actividades. Cualquier empresa
conjunta y cooperativa entre China y la Republica Popular Democratica de Corea que
esté en funcionamiento constituye una infraccion del anuncio emitido por las
autoridades chinas competentes”.

Polonia

149. Polonia respondié al Grupo que Korean-Poland Shipping Co. Ltd (Chopol)
habia sido cerrada el 19 de junio de 2018. Por lo que se refiere a Wonye Ltd, Polonia
confirmo que los dos accionistas principales y miembros de la junta eran nacionales
de la Republica Popular Democratica de Corea, y que uno de ellos habia abandonado
el pais. Se habian concedido permisos de residencia temporal y de trabajo validos

14
14

14

[N

>

S/2018/171, recomendacion 1.

El Grupo investigo las entidades sobre la base de multiples fuentes; sin embargo, s6lo algunas
de ellas cumplian en Ultima instancia las normas probatorias del Grupo.

La empresa asociada es Australia Kost/Koast Group, de Australia. El Presidente es Chun Yong-su,
alias Yong Soo Chon. Tanto la ortografia “Koast” como “Kost” parecen haber sido utilizadas
por las empresas pertinentes.
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hasta el 31 de agosto de 2019 a nueve nacionales de la Republica Popular Democratica
de Corea. En una inspeccion llevada a cabo en la empresa en 2018, los inspectores
encontraron irregularidades, incluidos contratos civiles en lugar de contratos de
empleo y la falta de la autorizacidon necesaria para una agencia de empleo. Con
respecto a la empresa, Redshield Ltd, Polonia confirmé que habia dos nacionales de
la Republica Popular Democratica de Corea en calidad de principales accionistas y
miembros de la Junta. En una inspeccion realizada en 2018 se determind que 42
nacionales de la Republica Popular Democratica de Corea trabajaban en Redshield,
de los cuales 20 obtuvieron el estatuto de residentes a largo plazo de la Union Europea
y otros 20 obtuvieron la residencia y la autorizacion para trabajar en Polonia. Al
menos una de las entidades enumeradas mas arriba constituye una violacion del
parrafo 18 de la resolucion 2375 (2017).

Federacion de Rusia

150. La Federacion de Rusia informé al Grupo de que “en el caso de las empresas
rusas cuyo unico fundador es un ciudadano de la Republica Popular Democratica de
Corea, esas empresas estan registradas estrictamente como empresas rusas de
responsabilidad limitada, y no como empresas mixtas o entidades cooperativas, lo que
las convierte en personas juridicas rusas con todas las consecuencias juridicas que de
ello se derivan. No se considera que esas empresas estén sujetas a las restricciones
impuestas [a la Republica Popular Democratica de Corea] por el Consejo de
Seguridad en virtud del parrafo 18 de la resolucion 2375 (2017) ni de la legislacion
rusa vigente” (anexo 74). La Federacion de Rusia también informé al Grupo el 21 de
enero de 2019 de que en la legislacion rusa, no existe la persona juridica “empresas
mixtas”. Las investigaciones del Grupo durante el periodo que abarca el informe han
demostrado que, ademas de violar la prohibicion de las entidades cooperativas que
figura en el parrafo 18 de la resolucion 2375 (2017), los Estados Miembros que
acogen entidades cooperativas pueden haber violado otras disposiciones de las
resoluciones. El 13 de agosto de 2018, el Grupo se dirigio por escrito a la Federacion
de Rusia para pedirle informacion sobre una empresa inscrita en el registro oficial de
operaciones comerciales de ese pais cuyo propietario figuraba como nacional de la
Republica Popular Democrética de Corea y al director como nacional ruso'#’. Segin
el documento, la direccion de esta entidad es la misma que la del Consulado General
de la Republica Popular Democratica de Corea en Vladivostok*, que se trasladé a la
ciudad en abril de 2016'°. De acuerdo con los registros comerciales oficiales, se
dedica a multiples actividades econdmicas, como “el alquiler y la explotacion de
bienes inmuebles propios o arrendados para fines no residenciales”; “la construccion
de edificios residenciales y no residenciales”; y “la explotacidon de restaurantes y
bares en vagones de ferrocarril y en buques” (véase el anexo 75). El Grupo considera
que esta actividad de colaboracion con la Republica Popular Democratica de Corea
esta prohibida en virtud del parrafo 18 de la resolucion 2375 (2017). Esto también
constituye una violacion del parrafo 18 de la resolucion 2321 (2016), a menos que la
empresa se haya mudado antes de su aprobacion. El Grupo sigue investigando el caso.

151. Con respecto a los vinculos entre las entidades cooperativas y las posibles
empresas conjuntas y las entidades designadas, las investigaciones del Grupo también
determinaron que la empresa constructora de la Republica Popular Democratica de

147

148
149

La Federacion de Rusia respondio el 21 de enero de 2019 que “podemos informar de que las
investigaciones han revelado que la informacion sobre la ubicacion de Pioneer LLC inscrita en
la base de datos del Registro Estatal Unificado de Entidades Juridicas en septiembre de 2015 no
es fiable. No se han detectado violaciones del parrafo 18 de la resolucion 2321(2016) del
Consejo de Seguridad a este respecto”.

12A Nevskaya ul. Vladivostok, Federacion de Rusia, 690018.

Véase https://primamedia.ru/news/500981/.
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Corea, Korea General Corporation for External Construction (GENCO o KOGEN),
vinculada a Mansudae y Han Hun Il (Oficina General de Reconocimiento) en Zambia
(véanse los parrafos 126 a 135), es copropietaria (junto con un ciudadano ruso) de
una empresa conjunta de construccion en la region de Sakhalin, Federacion de Rusia,
LLC “SAKORENMA” (OO0 “CAKOPEHMA”)? (véanse los anexos 76 a 79).
Segin los registros oficiales rusos, en junio de 2018 la empresa se presentd a
licitacion y obtuvo contratos de suministro para organismos estatales rusos (véase el
anexo 78)'%,

152. Segln los documentos oficiales de registro de la empresa, el afio pasado tuvo
contratos con el Gobierno. Otra empresa conjunta de copropiedad de dos nacionales
de la Republica Popular Democratica de Corea y dirigida por un ciudadano ruso en
Krasnoyarsk esta registrada con el nombre ruso de GENCO y se dedica a la misma
actividad (construccion)!®?. Si bien la mayoria de las empresas consideradas por el
Grupo como entidades cooperativas en la Federacion de Rusia son propiedad o
copropiedad de personas de la Republica Popular Democratica de Corea (con
copropietarios o directores rusos también en la documentacion), las siguientes
empresas de la Republica Popular Democratica de Corea (ademas de GENCO) son
propietarias de entidades cooperativas en el territorio de la Federacion de Rusia y, por
lo tanto, violan lo dispuesto en el parrafo 18 de la resolucion 2375 (2017): Korea
Kumgang General Corporation, Ministerio de Silvicultura de la Republica Popular
Democratica de Corea, Academia de Ciencias Médicas de la Republica Popular
Democratica de corea, Pugang Pharmaceutical Company, “Eighth of March” Korean
Trading Company, Korea Aprokgang Technology Company y Korea Packma Trading
Corporation.

153. El Grupo recomienda que todos los Estados Miembros adopten las medidas
necesarias para que se ponga fin a la utilizacion de bienes de la Republica Popular
Democratica de Corea para cualquier fin prohibido en el parrafo 18 de la resolucion
2321 (2016) y se cancelen todos los registros o licencias conexos, y que se disuelvan
todas las entidades cooperativas o empresas mixtas en las que participen nacionales
o entidades de la Republica Popular Democratica de Corea, de conformidad con el
parrafo 18 de la resolucion 2375 (2017). Habida cuenta de las conclusiones del Grupo
sobre las operaciones de GENCO en diversos paises de varios continentes,
recomienda que los Estados Miembros alienten a sus proveedores de servicios
empresariales a que se mantengan vigilantes para asegurarse de que esas empresas no
puedan operar en otros paises en violacion de las resoluciones.

Tailandia

154. En su respuesta a la carta del Grupo relativa a cinco empresas conjuntas,
Tailandia dijo que sus autoridades estaban buscando mas detalles sobre el restaurante
Pyongyang Haemaji y el restaurante coreano Mokran. También inform¢é al Grupo de
que el restaurante Pyongyang Okryu estaba gestionado por “Golden Pioneer

15
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i)

Numero de identificacion fiscal 6501104474. El Grupo observa que la LLC “SAKORENMA”
era conocida como LLC Joint Russian-Korean Enterprise “SAKO RENMA” (en ruso: 00O
COBMECTHOE POCCHICKO-KOPEMCKOE IPEJIPUSATUE “CAKO PEHMA”) hasta el
29 de junio de 2018 (véase el anexo 77).

Informacién sobre contratos gubernamentales en al menos dos bases de datos de cédigo abierto
con datos oficiales de registro de empresas rusas: véase www.rusprofile.ru/gz/2893948 y
www.kartoteka.ru/card/6503378623b837e00e8ff4b9bc1fob27/#path_Main_Html.

Segun la informacion oficial de registro de esta empresa conjunta, el nombre de la empresa
GENCO de la Republica Popular Democratica de Corea se traduce al ruso como Kopetickoe
reHepaJbHOE OOIIECTBO 10 CTPOUTEIbCTBY 3a pyoexom “3EHKO” (Koreyskoye Generalnoye
Obshestvo po Stroyitelstvu za Rubezhom “ZENKO”). Véanse l0s anexos 65 y 76.

67/364


https://undocs.org/sp/S/RES/2375%20(2017)
https://undocs.org/sp/S/RES/2321%20(2016)
https://undocs.org/sp/S/RES/2375%20(2017)
https://www.rusprofile.ru/gz/2893948%20y%20www.kartoteka.ru/card/6503378623b837e00e8ff4b9bc1f9b27/#path_Main_Html
https://www.rusprofile.ru/gz/2893948%20y%20www.kartoteka.ru/card/6503378623b837e00e8ff4b9bc1f9b27/#path_Main_Html

S/2019/171

Entertainment Company Limited”, que es “enteramente de propiedad de ciudadanos
tailandeses” (véase el anexo 74).

Uganda

155. El Gobierno de Uganda respondio6 el 6 de julio de 2018 a la solicitud del Grupo
de que proporcionara mas informacion sobre las operaciones de MKP en Uganda.
Reconocio haber formado una empresa conjunta entre la Compaiiia Nacional de
Vivienda y Construccion y MKP Builders SDN BHD, llamada NH-MKP Builders
Limited. Como parte de un proyecto, la Compaiiia Nacional de Vivienda y
Construccion pago 3.627.762 délares como anticipo a MKP Builders. Uganda afirma
que esta relacion comercial ceso a principios de 2014, cuando quedd claro que MKP
Builders SDN BHD no podia completar el contrato de construccion. Desde entonces,
el Gobierno ha estado involucrado en una serie de demandas en curso con MKP y sus
compaifias de seguros para recuperar el pago e insiste en que no puede disolver MKP
Builders SDN BHD o MKP Capital Berhad mientras continta el litigio.

156. En su respuesta, Uganda también incluyd informacion sobre Vidas Engineering
Services Company Limited, que reconocié que habia sido contratada para varios
proyectos financiados por el Gobierno. Sin embargo, negé rotundamente cualquier
relacion entre la firma y MKP, citando los documentos de establecimiento de la
compania de Vidas. Uganda y Vidas no proporcionaron una explicacion de la
aparicion de la direccion postal, la direccion del domicilio social, la direccion de
correo electronico y el nombre comercial de la empresa en los documentos de registro
corporativo de MKP Capital y MKP Builders en Uganda. El Grupo observa que, a fin
de ocultar las conexiones con la Republica Popular Democratica de Corea, las
empresas de la Republica Popular Democratica de Corea suelen recurrir a
facilitadores extranjeros para evitar que sus propios nacionales tengan que hacer
tramites de constitucion de sociedades, aprovechan los contactos comerciales para
facilitar el establecimiento de presencias en el pais y se insertan en empresas
extranjeras. Uganda no respondi6 a las preguntas del Grupo relativas a su reciente
promocion de oportunidades de inversion extranjera en un proyecto de alto valor de
MKP Holdings en la cantera de marmol de Moroto (véase ibid.).

Viet Nam

157. En diciembre de 2017, Viet Nam respondié al Grupo que, con respecto a las
entidades de las empresas y restaurantes de la Republica Popular Democratica de
Corea que operaban en Viet Nam, en Hanoi, habia tres entidades y dos restaurantes,
incluidos el restaurante Binh Nhuong y el restaurante Koryo. En la Ciudad Ho Chi
Minh, habia sicte entidades y un restaurante Koryo (antes llamado Ryu Gong
Restaurant). Habia una entidad en Hai Phong.

Zambia

158. En el anexo 46 figura informacidén sobre las entidades cooperativas y las
empresas conjuntas en Zambia.

Recomendaciones
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Al Comité

159. El Grupo recomienda la designacion de Han Hun Il (Edward Han), Yong
Kok Yeap (MKP Malasia) y Yazid Merzouk (MKP Zambia), asi como Pan
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Systems y los nombres de todas sus empresas ficticias (incluidas Glocom,
International Golden Services e International Global System)®3,

160. El Grupo recomienda que el Comité aclare la definiciéon de empresas mixtas
y entidades cooperativas que figura en el parrafo 18 de la resolucion 2375 (2017).

A los Estados Miembros

161. Dado el uso generalizado de cuentas a nombre de familiares para eludir las
sanciones, el Grupo recomienda que los Gobiernos proporcionen a sus
instituciones financieras una lista no solo de los diplomaticos acreditados, sino
también de sus familiares, a fin de garantizar que los diploméaticos no abran
cuentas bancarias adicionales a su nombre.

162. El Grupo recomienda que los Estados Miembros den orientaciones para que
un solo banco sea identificado como el uinico en el que puedan tener cuentas la
embajada y los diplomaticos de la Republica Popular Democratica de Corea y
que se advierta a todos los demas que no acepten abrir cuentas de diplomaticos
de la Republica Popular Democriatica de Corea o de sus familiares.

163. El Grupo recomienda que los Estados Miembros aconsejen a sus
instituciones financieras que no abran cuentas a los diplomaticos de la Republica
Popular Democratica de Corea que no estén acreditados en su pais y que
compartan informacién sobre las actividades financieras de los diplomaticos de
la Repiblica Popular Democratica de Corea con otros Estados Miembros en los
que los registros indiquen que ha habido actividad financiera, a fin de evitar la
elusion transfronteriza de las sanciones.

164. Los Estados Miembros deberian informar a sus instituciones financieras de
que el mero cierre de las cuentas bancarias (en lugar de la congelacién) no
cumple los requisitos de las resoluciones, que estipulan que deben congelar todos
los activos controlados por personas o entidades designadas y por personas que
actiien en su nombre, asi como los de cualquier miembro del Gobierno de la
Republica Popular Democratica de Corea que infringen o evaden Ilas
disposiciones de las resoluciones.

165. Los Estados Miembros deberian ofrecer asistencia técnica a otros Estados
Miembros para ayudarles a fortalecer sus marcos juridicos y mecanismos
conexos a fin de aplicar las disposiciones financieras de las resoluciones, segiin
proceda y de conformidad con el Articulo 49 de la Carta de las Naciones Unidas.

166. Como parte de la aplicacion del parrafo 18 de la resolucion 2375 (2017), los
Estados Miembros deben pedir a sus registros corporativos que extraigan los
datos de todas las empresas con un director o accionistas que sean nacionales de
la Republica Popular Democratica de Corea, teniendo en cuenta que el registro
de esas empresas puede violar de hecho la prohibicion.

167. Habida cuenta de que las empresas conjuntas han violado otras
disposiciones de las resoluciones, ademas del parrafo 18 de la resolucion
2375 (2017), los nombres de los directores y los accionistas deben compartirse
con los organismos de investigacion, las unidades de inteligencia financiera y las
instituciones financieras.

168. El1 Grupo recomienda que los Estados Miembros aclaren con sus
organismos nacionales que los aseguradores son instituciones financieras y, por
tanto, sujetos a todas las disposiciones financieras pertinentes contenidas en las

158 5/2017/742, parr. 62; y S/2018/171, recomendacion 1.
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resoluciones, incluida la necesidad de congelar activos en virtud de las
resoluciones.

Actividades recientes relacionadas con el programa nuclear
y el programa de misiles balisticos

Programa nuclear

169. El complejo nuclear de Yongbyon permanecié activo. El reactor de 5 MW (e)
estd en funcionamiento desde diciembre de 2015 y, segun un Estado Miembro,
mientras que las operaciones se suspendieron durante unos dias en febrero, marzo y
abril de 2018, cada periodo fue insuficiente para cerrar para la descarga y es probable
que se tratara de operaciones de mantenimiento. En noviembre de 2018, un Estado
Miembro inform6 al Grupo de que el funcionamiento del reactor se habia suspendido
de septiembre a octubre de 2018 y que la descarga de varillas de combustible gastado
podria haberse llevado a cabo durante esos dos meses. Las imagenes satelitales de
febrero a noviembre de 2018 muestran la excavacion de canales de agua. Las
imagenes también captan la construccion de un edificio cerca de las instalaciones de
descarga de agua de los reactores. Un Estado Miembro observo la descarga de agua a
través de la estructura recientemente construida a mediados de junio de 2018. El
Grupo también observéd un nuevo edificio en el lado oeste del reactor de agua ligera
(véase el anexo 80).

170. Las imagenes satelitales indican el posible funcionamiento del laboratorio
radioquimico y la planta de vapor conexa. Entre el 27 de abril y el 8 de mayo de 2018
se observaron penachos de humo y cantidades variables de reservas de carbon (véase
el anexo 81), que probablemente se debian a trabajos de mantenimiento. En
noviembre de 2018, un Estado Miembro informé al Grupo de que habia detectado un
cambio de calor dentro del edificio.

171. El 24 de mayo de 2018, la Republica Popular Democratica de Corea celebrd una
ceremonia para el desmantelamiento del poligono de ensayos nucleares de Punggye-ri,
seguida de una declaracién del Instituto de Armas Nucleares'®*. Las iméagenes de satélite
indican varios cambios en la infraestructura de la superficie terrestre como resultado del
“desmantelamiento” que tuvo lugar en mayo. El Grupo observo la retirada de materiales
almacenados en noviembre de 2018 (véase el anexo 82).

172. El Grupo sigue vigilando las plantas de concentracion de uranio y las
explotaciones mineras. El Grupo observo que en 2018 se habian retirado pilas de
escombros en Pyongsan, lo que indica que la explotacion minera podria continuar
(véase el anexo 83). El Grupo no observd ningin cambio significativo en torno a la
posible instalacidon de enriquecimiento de uranio de Kangson durante el periodo que
abarca el informe, salvo el movimiento periddico de camiones de gran tamafio.

1% “Declaracion del Instituto de Armas Nucleares de la Republica Popular Democratica de Corea”,

Agencia Central de Noticias de Corea, 24 de mayo de 2018.
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Utilizacion de infraestructura civil para el montaje y lanzamiento
de misiles balisticos

173. En abril de 2018, un Estado Miembro informé al Grupo de que la Republica
Popular Democratica de Corea utilizaba repetidamente fabricas civiles y otras
instalaciones no militares como parte de una estrategia para prevenir cualquier posible
ataque de “decapitacion” en el menor nimero de instalaciones ya identificadas de
ensamblaje y fabricacion de misiles nucleares y balisticos del pais. El Estado
Miembro sefiald que estos lugares cuentan con todas las conexiones ferroviarias,
infraestructuras de carreteras y de otro tipo necesarias para el transporte, el montaje
y el ensayo de los sistemas de armamento. Un ejemplo proporcionado al Grupo fue el
montaje del misil balistico intercontinental Hwasong-15 en la fabrica de camiones de
Pyongsong, también conocida como la Planta Automotriz 16 de marzo (véase la figura
XXV), y su posterior instalacion de lanzamiento. En noviembre de 2018, el Estado
Miembro inform6 al Grupo e que la Republica Popular Democratica de Corea estaba
desarrollando bases de misiles balisticos intercontinentales cerca de su frontera
septentrional.

Figura XXV

Ejemplo de un Estado Miembro sobre el uso de instalaciones civiles para
el ensamblado de misiles balisticos (izquierda); El Presidente Kim Jong Un
visitando la fabrica de camiones tres semanas antes del lanzamiento

(4 de noviembre de 2017) (derecha)

Fuentes: Un Estado Miembro, Agencia Central de Noticias de Corea.

174. El Grupo estudio, confirmé y comunicé los emplazamientos de las actividades
relacionadas con los misiles balisticos y encontrd pruebas de una tendencia constante
de la Republica Popular Democratica de Corea a dispersar sus lugares de montaje,
almacenamiento y ensayo. Ademdas del uso de instalaciones civiles, el Grupo
determind que la Republica Popular Democratica de Corea utilizaba emplazamientos
militares industriales anteriormente ociosos o en expansiéon como lugares de
lanzamiento. Estos pueden estar situados cerca, a una distancia maxima de 10 km de
los lugares de montaje o almacenamiento. Ejemplos de esta tendencia son los sitios
de lanzamiento de prueba para el lanzamiento intercontinental del Hwasong-14 el 4
de julio (fabrica de aviones Panghyon) y el 28 de julio de 2017 (Mupyong-ni). El
Aeropuerto Internacional de Pyongyang Sunan, el mayor aerodromo civil y militar
del pais, se utilizd6 para los lanzamientos de misiles Hwasong-12 de alcance
intermedio del 29 de agosto y el 15 de septiembre de 2017. Véanse en el anexo 84 las
imagenes de satélite y de misiles balisticos.
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VI

Efectos no deseados de las sanciones

175. Con el fin de reforzar el mecanismo de exencién humanitaria, el 6 de agosto de
2018, el Comité aprobo la nota orientativa num. 7 para la aplicacion de resoluciones:
Directrices para obtener exenciones con el fin de prestar asistencia humanitaria a la
Reptiblica Popular Democratica de Corea'®. Desde enero de 2018 hasta enero de
2019, el Comité recibio 25 solicitudes de exencion humanitaria de Estados Miembros,
los organismos de las Naciones Unidas y organizaciones humanitarias **. En el
momento de redactarse el presente informe, el Comité habia concedido 16
aprobaciones, mientras que siete solicitudes siguen siendo examinadas por el Comité
(dos solicitudes fueron retiradas)®®.

176. Los Estados Miembros, los organismos de las Naciones Unidas y las
organizaciones humanitarias han expresado preocupacion por el hecho de que, a pesar
de las clausulas de exencion y los esfuerzos del Comité, los organismos de las
Naciones Unidas y las organizaciones humanitarias siguen teniendo consecuencias
imprevistas en sus programas humanitarios que hacen imposible funcionar
normalmente en la Republica Popular Democratica de Corea. Las seis esferas
principales de preocupaciéon comunicadas al Grupo son: las demoras en la recepcion
de las exenciones; el colapso del canal bancario; los retrasos en el despacho de
aduanas; una disminucion de los proveedores extranjeros dispuestos; el aumento del
costo de los bienes y las operaciones humanitarias; y la disminucién de la financiacion
para las operaciones (véanse los anexos 85 a 87). Esto acarrea efectos negativos para
su capacidad de ejecutar programas relacionados con la ayuda humanitaria. En
particular, las sanciones sectoriales estan afectando a la entrega de una serie de
articulos destinados a la asistencia humanitaria (véase ibid.). La evaluaciéon por el
Grupo de las consecuencias humanitarias adversas de las sanciones para la poblacion
civil de la Republica Popular Democratica de Corea figura en el anexo 85.

Recomendaciones

177. El Grupo recomienda que las deliberaciones del Comité sobre las
solicitudes de exencion por motivos humanitarios estén sujetas a plazos y que los
grupos de discusion del Comité se reiinan periédicamente para examinar las
cuestiones humanitarias con miras a acelerar la tramitacion de esas solicitudes.

178. Para aliviar las cargas innecesarias a los Estados Miembros, los organismos
de las Naciones Unidas y las organizaciones humanitarias, el Comité deberia
publicar una lista blanca de determinados articulos no estratégicos utilizados en
operaciones humanitarias que corresponden a las categorias generales de
articulos sujetos a las sanciones sectoriales previstas en el parrafo 7 de la
resolucion 2397 (2017), que requieren una exenci6on para el envio de ayuda
humanitaria a la Republica Popular Democratica de Corea.

179. El Comité deberia seguir recabando la opinién de los Estados Miembros,
los organismos de las Naciones Unidas y las organizaciones humanitarias que

15

15

15

a

>

g

Ademas, el Comité, en su Nota orientativa actualizada para la aplicacion de resoluciones

num. 2: Directrices para la preparacion y presentacion de informes nacionales sobre la
aplicacion, de 24 de abril de 2018, alent6 a los Estados a que, como parte de sus informes
nacionales, explicaran, cuando procediera, sus leyes nacionales y otras autoridades pertinentes
para aplicar las exenciones de las medidas impuestas por las resoluciones. VVéase
http://www.un.org/sc/suborg/en/sanctions/1718/implementation-notices.

El Grupo observa que algunas solicitudes de exencién incluyen articulos que no estan incluidos
en la lista.

La informacién sobre las exenciones aprobadas por el Comité se publica en el sitio web, véase
www.un.org/sc/suborg/en/sanctions/1718/exemptions-measures/humanitarian-exemption-
requests.
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VII.

solicitan exenciones de conformidad con las directrices de la nota orientativa
para la aplicacion de resoluciones num. 7 y tratar racionalizar y simplificar el
proceso de solicitud en la medida de lo posible, entre otras cosas, aumentando la
flexibilidad en lo que respecta a las especificaciones técnicas de los envios
previstos, las partes interesadas y la frecuencia de las solicitudes y las
presentaciones.

180. El Secretario General deberia pedir a la Secretaria que evaluara las
repercusiones humanitarias de las sanciones en la Repuiblica Popular
Democratica de Corea.

Informes nacionales sobre la aplicacion

181. En enero de 2019, 68 Estados Miembros habian presentado informes sobre la
aplicacion de la resolucion 2397 (2017); 83 Estados Miembros sobre la aplicacion de
la resolucion 2375 (2017); 84 Estados Miembros sobre la aplicacion de la resolucion
2371 (2017); 102 Estados Miembros sobre la aplicacién de la resolucion 2321 (2016)
y 111 Estados Miembros sobre la aplicacion de la resolucion 2270 (2016)%8. A pesar
del aumento de la presentacion de informes en general, el Grupo observa que el
nimero de Estados que no presentaron informes (124, de los cuales 6 fueron
miembros no permanentes del Consejo de Seguridad en 2018) en relacion con la
resolucion 2397 (2017) sigue siendo significativo (véase el anexo 88).

182. El Grupo recuerda que los Estados Miembros deben presentar los informes a su
debido tiempo, de conformidad con el parrafo 17 de la resolucidén 2397 (2017).

183. En el anexo 89 figura una lista consolidada de recomendaciones.

19-01704

18 \éase http://www.un.org/sc/suborg/en/sanctions/1718/implementation-reports, consultado el 30

de noviembre de 2018.
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Annex 1 : Information provided to the Panel by the United States, 6 July 2018

The United States stated that if each of the below 89 port calls delivered only one third of each vessel’s capacity,
the associated volume would exceed the annual cap for 2018 by 30 May 2018. Fully loaded, the DPRK tankers

could have exceeded the cap nearly three times over with an estimated total of 1,367,628 barrels (figure 1).

Figure 1
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Figure 2: DPRK tanker deliveries to DPRK ports

. . Arrival Deliver Deliver Deliver
Port *SDhésigl;\anrtr:;j De_?gn\:]v;;ght Month Volumg Volumg Volum()a/
2018 33% Laden 50% Laden 90% Laden
Nampo Ji Song 6* 1,250.00 January 416.67 625.00 1,125.00
Nampo Sam Jong 1* 1,665.00 January 555.00 832.50 1,498.50
Nampo Kum Un San 3 3,279.00 January 1,093.00 1,639.50 2,951.10
Nampo An San 1* 3,003.00 January 1,001.00 1,501.50 2,702.70
Najin Kum Un San 2,070.00 January 690.00 1,035.00 1,863.00
Nampo Yu Phyong 5* 1,966.00 | January 655.33 983.00 1,769.40
Nampo Yu Son (Y Chun)* 3,398.00 January 1,132.67 1,699.00 3,058.20
Nampo Chon Ma San* 2,750.00 January 916.67 1,375.00 2,475.00
Nampo Paek Ma* 2,250.00 January 750.00 1,125.00 2,025.00
Nampo Saebyol (Chong Rim 2)* 1,150.00 January 383.33 575.00 1,035.00
Nampo Sam Jong 2* 2,507.00 January 835.67 1,253.50 2,256.30
Wonsan Kum Un San 3 3,279.00 January 1,093.00 1,639.50 2,951.10
Nampo Rye Song Gang 1 3,003.00 January 1,001.00 1,501.50 2,702.70
Najin Kum Un San 2,070.00 January 690.00 1,035.00 1,863.00
Wonsan Sam Ma 2* 1,731.00 January 577.00 865.50 1,557.90
Nampo Ji Song 6* 1,250.00 | February 416.67 625.00 1,125.00

74/364

19-01704




S/2019/171

Nampo Sam Jong 1* 1,665.00 | February 555.00 832.50 1,498.50
Wonsan Kum Un San 2,070.00 | February 690.00 1,035.00 1,863.00
Wonsan Kum Un San 3 3,279.00 | February 1,093.00 1,639.50 2,951.10
Nampo Chon Ma San* 2,750.00 | February 916.67 1,375.00 2,475.00
Nampo Yu Phyong 5* 1,966.00 | February 655.33 983.00 1,769.40
Nampo Saebyol (Chong Rim 2)* 1,150.00 | February 383.33 575.00 1,035.00
Nampo An San 1* 3,003.00 | February 1,001.00 1,501.50 2,702.70
Nampo Sam Jong 2* 2,507.00 | February 835.67 1,253.50 2,256.30
Nampo Rye Song Gang 1 3,003.00 | February 1,001.00 1,501.50 2,702.70
Nampo Sam Jong 1* 1,665.00 | February 555.00 832.50 1,498.50
Nampo Yu Son (Y Chun)* 3,398.00 | February 1,132.67 1,699.00 3,058.20
Nampo Yu Phyong 5* 1,966.00 | February 655.33 983.00 1,769.40
Nampo Yu Jong 2* 1,206.00 March 402.00 603.00 1,085.40
Nampo Ji Song 6* 1,250.00 March 416.67 625.00 1,125.00
Nampo Sam Jong 2* 2,507.00 March 835.67 1,253.50 2,256.30
Nampo Ji Song 6* 1,250.00 March 416.67 625.00 1,125.00
Chongjin | Un Pha 2, ex Kum Gang 3 1,205.00 March 401.67 602.50 1,084.50
Nampo An San 1* 3,003.00 March 1,001.00 1,501.50 2,702.70
Nampo Paek Ma* 2,250.00 March 750.00 1,125.00 2,025.00
Nampo Rye Song Gang 1 3,003.00 March 1,001.00 1,501.50 2,702.70
Nampo Sam Jong 1* 1,665.00 March 555.00 832.50 1,498.50
Nampo Saebyol (Chong Rim 2)* 1,150.00 March 383.33 575.00 1,035.00
Nampo Kum Un San 3 3,279.00 March 1,093.00 1,639.50 2,951.10
Nampo Yu Son (Y Chun)* 3,398.00 March 1,132.67 1,699.00 3,058.20
Nampo Wan Heng 11* 4,983.00 March 1,661.00 2,491.50 4,484.70
Nampo Sam Jong 2* 2,507.00 March 835.67 1,253.50 2,256.30
Hamhung | Sam Ma 2* 1,731.00 March 577.00 865.50 1,557.90
Nampo Chon Ma San* 2,750.00 March 916.67 1,375.00 2,475.00
Nampo Ji Song 6* 1,250.00 March 416.67 625.00 1,125.00
Nampo Yu Jong 2* 1,206.00 March 402.00 603.00 1,085.40
Nampo Kum Un San 2,070.00 March 690.00 1,035.00 1,863.00
Nampo Saebyol (Chong Rim 2)* 1,150.00 March 383.33 575.00 1,035.00
Nampo An San 1* 3,003.00 March 1,001.00 1,501.50 2,702.70
Nampo Yu Phyong 5* 1,966.00 March 655.33 983.00 1,769.40
Nampo Chon Ma San* 2,750.00 April 916.67 1,375.00 2,475.00
Nampo Ji Song 6* 1,250.00 April 416.67 625.00 1,125.00
Nampo Kum Pit 1 1,091.00 April 363.67 545.50 981.90
Nampo Kum Un San 3 3,279.00 April 1,093.00 1,639.50 2,951.10
Nampo Paek Ma* 2,250.00 April 750.00 1,125.00 2,025.00
Chongjin | Sam Ma 2* 1,731.00 April 577.00 865.50 1,557.90
Nampo Nam San 8* 3,150.00 April 1,050.00 1,575.00 2,835.00
Nampo Yu Son (Y Chun)* 3,398.00 April 1,132.67 1,699.00 3,058.20
Nampo Wan Heng 11* 4,983.00 April 1,661.00 2,491.50 4,484.70
Nampo Chon Ma San* 2,750.00 April 916.67 1,375.00 2,475.00
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Nampo Sam Jong 2* 2,507.00 April 835.67 1,253.50 2,256.30
Hamhung | Sam Ma 2* 1,731.00 April 577.00 865.50 1,557.90
Wonsan Ma Du San 949.00 April 316.33 474.50 854.10
Chongji Sam Ma 2* 1731.00 April 577.00 865.50 1,557.90
Najin Song Won 2101.00 April 700.33 1,050.50 1,890.90
Wonsan Kum Un San 2070.00 April 690.00 1,035.00 1,863.00
Nampo An San 1* 3003.00 April 1,001.00 1,501.50 2,702.70
Nampo Kum Jin Gang 2 2100.00 April 700.00 1,050.00 1,890.00
Nampo Paek Ma* 2250.00 May 750.00 1,125.00 2,025.00
Chongjin | Sam Ma 2* 1731.00 May 577.00 865.50 1,557.90
Nampo Ji Song 6* 1250.00 May 416.67 625.00 1,125.00
Nampo Yu Phyong 5* 1966.00 May 655.33 983.00 1,769.40
Nampo Sam Jong 2* 2507.00 May 835.67 1,253.50 2,256.30
Wonsan Chon Myong 1* 2750.00 May 916.67 1,375.00 2,475.00
Nampo Myong Ryu 1 900.00 May 300.00 450.00 810.00
Nampo Sam Jong 1* 1665.00 May 555.00 832.50 1,498.50
Wonsan Kum Un San 2070.00 May 690.00 1,035.00 1,863.00
Nampo Saebyol (Chong Rim 2)* 1150.00 May 383.33 575.00 1,035.00
Nampo Nam San 8* 3150.00 May 1,050.00 1,575.00 2,835.00
Nampo An San 1* 3003.00 May 1,001.00 1,501.50 2,702.70
Hamhung | Sam Ma 2* 1731.00 May 577.00 865.50 1,557.90
Nampo Yu Jong 2* 1206.00 May 402.00 603.00 1,085.40
Nampo Yu Phyong 5* 1966.00 May 655.33 983.00 1,769.40
Nampo Yu Son* 3398.00 May 1,132.67 1,699.00 3,058.20
Nampo Kum Jin Gang 2 2100.00 May 700.00 1,050.00 1,890.00
Nampo Ji Song 6* 1250.00 May 416.67 625.00 1,125.00
Nampo Paek Ma* 2250.00 May 750.00 1,125.00 2,025.00
Nampo Sam Jong 2* 2507.00 May 835.67 1,253.50 2,256.30
Nampo Myong Ryu 1 900.00 May 300.00 450.00 810.00
Percent Laden 33% 50% 90%

Total (Metric Tons) 65,782.99 98,674.50 177,614.10
Total (Barrels) 506,529.05 759,793.65 1,367,628.57

Source: Member State
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Annex 2 : United States submission to the Committee of 17 September 2018

UNITED STATES NON-PAPER TO THE UN 1718 DPRK SANCTIONS COMMITTEE: NORTH
KOREA’S BREACH OF UNSCR 2397 REFINED PETROLEUM CAP

e UNSCR 2397 operative paragraph 5 limits the DPRK’s import of refined petroleum products to 500,000 barrels
per year beginning in 2018 if those transfers are a) fully reported to the Committee within 30 days, b) do not
involve any individual or entity associated with the DPRK’s nuclear, ballistic missile, or other prohibited activ-
ities, and c) are used to exclusively meet the livelihood needs of DPRK nationals and not used to generate
revenue for the DPRK’s nuclear, ballistic missile, or other prohibited activities.

e UNSCR 2375 operative paragraph 11 prohibits ship-to-ship (STS) transfers with DPRK-flagged, owned, or
operated vessels. UNSCR 2094 further makes clear that any individual or entity assisting in the evasion of
sanctions are also liable for 1718 sanctions.

e These STS transfers are of great concern to the United States and in our view represent the most urgent area in
need of more rigorous UN member state implementation.

e Since the United States last provided the UN 1718 Committee with a report on oil tanker deliveries to the DPRK
on July 12, we have information revealing that these deliveries continue. The continuing arrival of these tankers
in DPRK ports confirm that the DPRK maintains its imports of illicitly sourced refined petroleum products that
expand the degree to which the DPRK is violating UNSCR 2397’s annual limitation on refined product imports.
Further, the 1718 Committee has not received any reporting from the DPRK or other member states about these
transfers in contravention of UNSCR 2397.

e We are providing updated information showing data on each of these port calls to supplement our previous
reporting and to emphasize that this problem continues due to the inaction of the 1718 Committee and the
objections raised by Russia and China.

e The table provided in Tab 1 lists each of the port calls by date and associated delivery volume scenarios from 1
January 2018 to 18 August 2018, which have grown substantially since our previous submission and, in aggre-
gation, exceed the UNSCR 2397 annual quota for refined petroleum products.

e Since our last report in July summarizing transactions observed in January through May, at least an additional
59 tanker deliveries to the DPRK have occurred from June 1 through August 18, bringing the 2018 total to at
least 148 deliveries, all of which involved deliveries to North Korean ports to unload refined petroleum products
procured through UN-prohibited STS transfers.

o If each of these tankers was fully laden when it made its delivery, the DPRK has imported almost six times the
allowable amount under UNSCR 2397. Even if these tankers were not fully laden upon delivery, the figure
found in Tab 2 show the three scenarios for how much refined petroleum products the DPRK procured in 2018
from 1 January to 18 August. All three scenarios make clear that the DPRK has obtained far more than the
500,000 barrels it is authorized to procure in 2018.

o All further transfers of refined petroleum products must be halted, period, to prevent the DPRK from procuring
any additional products in violation of UNSCR 2397.

o To further underscore our confidence in the updated data on tanker deliveries, we are also providing three im-
ages—one from each of the past three months in Tabs 3 through 5—that document several of these deliveries
into a DPRK port outfitted with oil unloading and storage infrastructure as well as an image of the port infra-
structure more broadly in Tab 6.

e The images of these tanker ships depict DPRK-flagged vessels that are outfitted for the transport of refined

petroleum products and used exclusively for that purpose when moored—or anchored—at a single point offshore
mooring system. The single point mooring system consists of mooring buoys, which keep the tankers anchored
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in place, and an offloading buoy that connects to an underwater pipeline allowing for the physical transfer of
the refined petroleum products from the tankers to onshore infrastructure.

e Specifically, this pipeline transfers the refined petroleum products to the associated onshore infrastructure in-
cluding refined petroleum storage tanks, pumping equipment, a rail transfer point, and tanker truck filling sta-
tion, all of which are outfitted to facilitate the unloading, storage, and transporting of the refined products to
areas where the products are consumed throughout North Korea, including by the regime and military.

o

The first image in Tab 3 highlights this process by showing both marine import terminals in Nampo
that are configured to import, store, and transport refined petroleum products through an offloading
pier and single point mooring systems. As can be seen in the image, various DPRK tankers are at
anchorage to cycle through offloading infrastructure to make individual deliveries of refined petroleum
products before departing the port in search of additional, illicit STS transfer transactions.

The second image in Tab 4 shows the DPRK-flagged M/T MU BONG 1 anchored at an offloading
buoy at the Nampo port facility in the Taedong River on June 16, 2018. The vessel is fully loaded and
is in the process of delivering refined petroleum products procured via an illicit STS transfer.

The third image in Tab 5 shows the DPRK-flagged M/T YU JONG 2 anchored at an offloading buoy
at the Nampo port facility in the Taedong River on July 21, 2018. The vessel is fully loaded and is in
the process of delivering refined petroleum products procured via an illicit STS transfer.

The fourth image in Tab 6 shows the DPRK-flagged M/T AN SAN 1 anchored at an offloading buoy
at the Nampo port facility in the Taedong River on August 17, 2018. The vessel is fully loaded and is
in the process of delivering refined petroleum products procured via an illicit STS transfer.

e We are supplementing this imagery with three storyboards that demonstrate the entire process by which North
Korean tankers depart North Korean ports, rendezvous with a foreign “feeder vessel” to engage in an illicit STS
transfer, and return to a North Korean port to deliver refined petroleum products.

o

o

o

The first storyboard in Tab 7 shows the entire process in which the North Korea-flagged MYONG
RYU 1 conducted an STS transfer with the Panama-flagged SHANG YUAN BAO.

The second storyboard in Tab 8 shows the entire process in which the North Korea-flagged PAEK MA
conducted an STS transfer with the Panama-flagged SHANG YUAN BADO.

The third storyboard in Tab 9 shows the entire process in which the North Korea-flagged MU BONG
1 conducted an STS transfer with the Sierra Leone-flagged XING MING YANG 888.

e The United States has now provided two tables documenting 148 deliveries of refined petroleum products to the
DPRK and 10 images and storyboards clearly demonstrating the process by which this occurs to the 1718 Com-
mittee. This body of evidence should remove any remaining doubts that the DPRK has seriously violated the
refined petroleum cap and that the Committee must urgently act to halt all refined petroleum product exports to
the DPRK.

ATTACHMENTS

Tab 1: Table of DPRK tanker deliveries of refined petroleum products to DPRK ports
Tab 2: Figure of estimated volumes of refined petroleum product deliveries to DPRK
Tab 3: Image of Nampo Port marine import terminals for refined petroleum products

Tab 4: M/T Mu Bong 1 delivery at Nampo Port

Tab 5: M/T Mu Bong 1 delivery at Nampo Port

Tab 6: M/T Mu Bong 1 delivery at Nampo Port

Tab 7: Storyboard of Myong Ryu 1 STS transfer with Shang Yuan Bao

Tab 8: Storyboard of Paek Ma STS transfer with Shang Yuan Bao

Tab 9: Storyboard of Mu Bong 1 STS transfer with Xing Ming Yang 888
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OBSERVED REFINED PETROI..E[’\I DELIVERIES TO NORT KOREAN

Dead Delivery Delivery Delivery
Port Ship Name Weight ‘:'i" Volume if | Volume if Volume if
Tonnage 33% Laden | 50% Laden 90% Laden
Nampo Ji Song 6 125000 | 1Jan-18 | 41550 | 625.00 1,125.00
Nampo Sam Jong 1 1,665.00 | 4-Jan-18 54545 | 83250 1.498.50
Nampo Kum Un San 3 327900 &lan-18 | 458307 | 163950 | 295110
Nampo AnSan 1 3,003.00 | 10-Jan-18 990.99 1,501.50 2,702.70
Najin Kum Un San 2,070.00 | 10-Jan-18 | o0 .0 | 1035.00 1,863J00
Nampo Yu Phyon‘ s 1,966.“) 14-Jan-18 648.78 983.00 1.769.40
Nampo Yu Son (Y Chun) 3,398.00 | 15-Jan-18 112134 |1,699.00 3,058.20
Nampo Chon Ma San 2,750.00 | 18-Jan-18 307.50 1.375.00 2.475.00
Nampo Paek Ma 2,250.00 | 18-Jan-18 742.50 1,125.00 2,025.00
Nampo Saebyol (Chong Rim 2) 1,150.00 | 19-Jan-18 379.50 575.00 1.035.00
Nampo Sam Jong 2 2,507.00 | 25-Jan-18 827.31 125350 225630
Wonsan Kum Un San 3 3,279.00 | 26-Jan-18 1,082.07 | 1,639.50 2,951.10
Nampo Rye Song Gang 1 3,00300 |'21dmwA8 | ospoh . |iiSoicn 2,702.70
Najin Kum Un San 2,070.00 | 28-Jan-18 683.10 1.035.00 1.863.00
Wonsan Sam Ma 2 1,731.00 | 30-Jan-18 57123 865.50 1557.90
Nampo JiSong6 1,250.00 | 2-Feb-18 41250 | 625.00 1,125.00
Nampo Sam Jong 1 1,665.00 | 2-Feb-18 549.45 832.50 149850
Wonsan Kum Un San 2,07000 | 3-Feb-18 | o515 | 1035.00 1,863.00
Wonsan Kum Un San 3 3,279.00 | 8-Feb-18 | 50507 | 163950 2,951.10
Nampo Chon Ma San 2,750.00 | 11-Feb-18
19-01704

79/364



S/2019/171

90750 [ 137500 | 2,475.00
Nampo Yu Phyong 5 1,966.00 | 12-Feb-18 | c,025 | 983.00 1,769.40
Nampo Saebyol (Chong Rim 2) 1,150.00 | 16-Feb-18 37950 | s75.00 1,035.00
Nampo AnSanl 3,003.00 | 17-Feb-18 990.99 1,501.50 2,702.70
Nampo Sam Jong 2 2,507.00| 17-Feb-18 | o5531 |125350 | 225630
Nampo Rye Song Gang 1 3,003.00 | 13-Feb-18 | o005 | 450150 2,702.70
Nampo Sam Jong 1 1,665.00 | 22-Feb-18 | o945 |B32s0 1,498.50
Nampo Yu Son (¥ Chun) 3,398.00 | 24-Feb-18 | | 15134 | 169900 | 308820
e Vi Pliyoug 5 1,966.00 | 28-Feb18 [ .o | o 176540
Nampo Yu Jong 2 L2060 | ‘W18 | 39798 |evaco 1,085.40
Nampo JiSong 6 1,250.00 | 5-Mar-18 412.50 625.00 1,125.00
Nampo Sam Jong 2 230700 | \OMardS | gryax |a2s3s0 2,256.30
Nampo Ji Song 6 1,250.00 | 10-Mar-18 | 41550 | 625.00 1,125.00
Chongjin Kum Gang 3 120500 | 10Me-18'| awrss | enzs0 1,084.50
Nampo AnSan 1 3,003.00 | 13-Mar-18 | 59599 |150150 | 270270
Nampo Paek Ma 2,25000 | 13-Mar-18 | ., 60 |112500 | 2,025.00
Nampo Rye Song Gang 1 3,003.00 | 13-Mar-18 99099 | 1,501.50 2,702.70
Nampo Sam Jong 1 1,665.00 | 13-Mar-18 | 4945 | 832.50 1,498.50
N Swabyol (ChongRim2) | 1,15000 | 1S-Mer18 | 0. | 57500 1,035.00
Nampo Kum Un San 3 3,279.00 | 16-Mar-18 | | o0) 07 | 163950 2,951.10
Nampo Yu Son (Y Chun) 3,398.00 | 16-Mar-18 | 1,134 |1,699.00 3,058.20
Nampo Wan Heng 11 4,983.00 | 19-Mar-18 164439 | 2.49150 4,484.70
Nampo Sam Jong 2 S0 | A MariS | @7at |19ssu0 2,256.30
Hamhung Sam Ma 2 573100 | Z-MaciB]  oioy |essso 1,557.90
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Nampo Chon Ma San 2,750.00 | 22-Mar-18 907.50 1,375.00 2,475.00
Nampo Jisong 6 LE000 | 2eMecl:| &0 |eisio 1,125.00
Nampo Yu Jong 2 L2000 | 26Mwras| 2975e | evaco 1,085.40
Nampo Kum Un San 2,07000] 27-Mar-18 | 9310 |1,03500 | 1,863.00
Nampo Saebyol (Chong Rim 2) 1,150.00 | 29-Mar-18 37950 575.00 1,035.00
Nampo AnSanl 3,003.00 | 30-Mar-18 990.99 1,501.50 2.702.70
Nampo Yu Phyong 5 1,966.00 | 31-Mar-18 64878 983.00 1,769.40
Nampo Chon Ma San 2,750.00 | 3-Apr-18 307.50 1,375.00 2,475.00
Nampo Ji Song 6 1,25000 | 3-Apr-18 | 4550 |625.00 1,125.00
Nampo Kum Pit 1 1,091.00 | 3-Apr-18 | 50503 | s4s.50 981.90
Nampo Kum Un San 3 3,279.00 | 4-Apr-18 | 4 19507 | 1.639.50 2,951.10
Nampo Paek Ma 2,25000 | &-Apr-18 | L 60 |112500 | 2,02500
Chongjin Sam Ma 2 1,2100 | 2018 | s | sssE 1,557.90
Nampo Nam San 8 3,150.00 | 13-Apr-18 | 4 53950 | 1,575.00 2,835.00
Nampo Yu Son (¥ Chun) 339800 | 1Neril | ivaae: | ikesioo 3,058.20
Nampo Wan Heng 11 4,983.00 | 14-Apr-18 164439 | 249150 4,484.70
Nampo Chon Ma San 2,750.00 | 15-Apr-18 | o555 | 1.375.00 2,475.00
Nampo Sam Jong 2 2,507.00 | 21-Apr-18 | 95731 | 125350 | 225630
Hamhung Sam Ma 2 1,731.00 | 24-Apr-18 | 5903 | 6s.50 1,557.90
Wonsan Ma Du San 949.00 | 26-Apr-18 | 31317 | 47450 854.10
Chongjin Sam Ma 2 173100 s mpr18 | 57123 | sess0 1,557.90
Najin Song Won 2,101.00 | 29-apr-18 | 69333 [ 105050 1,890.90
Wonsan Kum Un San 207000 | 35 ppr18 | 68310 |1035.00 1,863.00
Nampo An San 1 3,003.00 | 30-Apr-18

19-01704
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Chongjin Sam Ma 2 S0 6-Jun-18 571.23 865.50 1,557.90
Nampo Chon Ma San o 7-Jun-18 907.50 1,375.00 2,475.00
Nampo Kum Un San 3 S 8-Jun-18 1082.07 | 1639.50 2,951.10
Nampo Ji Song 6 1,25000 | g 4018 | 41250 |e625.00 1,125.00
Mu Bong 1 (Ryong Bong
Nampo 1) 2,100.00 | 15-Jun-18 693.00 1,050.00 1,850.00
Nampo Kum Un San Ay 18-Jun-18 683.10 1,035.00 1,863.00
Nampo Kum Un San 3 2R 18-Jun-18 | 1,082.07 | 1,639.50 2,951.10
Nampo Nam San 8 iy 19-Jun-18 | 103550 | 1575.00 2,835.00
Kimchaek Yu Son 339800 1 gun18 | 112134 [169900  |305820
Chongjin Wan Heng 11 - om— 24-Jun-18 164439 | 249150 4,484.70
Nampo Saebyol 12000 25-Jun-18 379.50 575.00 1,035.00
Nampo Yu Jong 2 - 27-Jun-18 39798 | 603.00 1,085.40
Nampo Yu Phyong 5 Py 28-Jun-18 648.78 983.00 1,769.40
Nampo Paek Ma 2,25000 | 35,018 | 74250 |1,125.00 2,025.00
Nampo Chon Ma San &0 2-Jul-18 907.50 1,375.00 2,475.00
Nampo AnSan 1 B00500 3-Jul-18 990.99 1,501.50 2,702.70
Mu Bong 1 (Ryong Bong

Nampo 1) 2,100.00 | 3-Jul-18 693.00 1,050.00 1,890.00
Chongjin Golden 1977.00 | 3-Jul-18 652.41 988.50 1,779.30
Nampo Kum Jin Gang 2 2,100.00 | 4-Jul-18 693.00 1,050.00 1,890.00
Nampo JiSong 6 125000 6-Jul-18 412.50 625.00 1,125.00
Chongjin Wan Heng 11 Ve 9-Jul-18 164439 |2,49150 4,484.70
Wonsan Kum Un San il 13-Jul-18 683.10 1,035.00 1,863.00
Nampo Mu Bong 1 2,100.00 | 14-Jul-18 693.00 1,050.00 1,890.00
Nampo JiSong 6 1,250.00 | 15-Jul-18
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31250 | 625.00 1,125.00
Chongjin Golden 1,977.00 | 16-Jur18 | 65241 | sss:s0 1,779.30
Songnim Kum Jin Gang 2 2,200.00 | 2018 | 693.00 |1,050.00 1,890.00
Nampo Kum Un San 3 327900 | 505018 | 108207 163950 | 295110
Nampo Myong Ryu 1 900.00 | 20-Ju-18 | 297.00 | 4s0.00 810.00

Nampo Yu Jong 2 1,20600| 54418 | 39798 |e03.00 1,085.40
Nampo Myong Ryu 1 90000 | 21ur18 | 297.00 | 4s0.00 810.00

Najin Song Won 2,101.00 | 22-jur18 | 69333 | 1,05050 1,890.90
Nampo Chon Ma San 2,75000 | 534,18 | 90750 |137500 | 2475.00
Nampo Nam San 8 315000 55 40018 | 103950 [157500 | 283500
Nampo Yu Phyong 5 1968001 o3 jui18 | 64878 | 9s3.00 1,769.40
Nampo Saebyol 1150001 ¢ y18 | 37950 |s75.00 1,035.00
Nampo Tong Hung 5 60000 | 25ur18 | 198.00 | 300.00 540.00

Nampo Yu Son 3,398.00 | 56 1518 | 112134 | 169900 | 305820
Nampo Kum Jin Gang 2 2,20000 | 27318 | 693.00 | 1,050.00 1,890.00
Nampo Ji Song 6 1250001 o 18 | 41250 |625.00 1,125.00
Nampo Sam Jong 1 166500 35 jur1s | s4s.45 | s32.50 1,498.50
Nampo Myong Ryu 1 90000 | 2-Aug-18 | 297.00 | 4s0.00 810.00

Nampo Paek Ma 2,25000 | , 5018 | 74250 | 112500 2,025.00
Nampo Sam Jong 2 250700 | , nug1s | 82731 [125350 | 225630
Chongjin Wan Heng 11 398300 | , aug-1s | 164439 |249150 | a48s70
Chongjin Rye Song Gang 1 20000 4-Aug-18 990.99 1,501.50 2,702.70
Chongiin Sam Ma 2 173100) 5 aug1s | s7123 [ses.so 1,557.90
Nampo Nam San 8 3,150.00 | g ye.18 | 1,039.50 |1575.00 2,835.00

19-01704
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Nampo Kum Un San 3 327900 | g aug18 | 108207 | 163950 2,951.10
Nampo Saebyol 115000 | o 5 o138 | 37950 |s75.00 1,035.00
Nampo Mu Bong 1 2,100.00 | 10-Aug-18 | 693.00 | 1.050.00 1,890.00
Najin Song Won 2,101.00 | 12-Avg-18 | 69333 | 1,05050 1,890.90
Nampo AnSan 1 3,003.00 |\ o8| 99099 |150150 2,702.70
Nampo Myong Ryu 1 900.00 | 15-Aug-18 | 297.00 | 450.00 £10.00
Nampo Ji Song 6 125000 | 16 aug-18 | 41250 |625.00 1,125.00
Nampo Nam San 8 3,150.00 | ¢ aug-18 | 103950 | 157500 2,835.00
Nampo Sam Jong 1 1,665.00 | 1¢ aug-18 | 54945 |s32.50 1,498.50
Nampo Sam Jong 2 e 15-Aug-18 827.31 1,253.50 2,256.30
Nampo Yu Jong 2 120800 | 1o aug-18 | 39798 | 603.00 1,085.40
Percent Laden 33% 50% 90%
Total (Metric Tons) 108,230.43 | 16398550 | 29517390
e 833,374.31 | 1,262,688.35 | 2,272,839.03
MONTHLY OBSERVED AND REPORTED DELIVERIES OF REFINED PETROLEUM TO NORTH KOREA
2,500,000.00
2,000,000.00
1,500,000.00
£
H
1,000,000.00
/ﬂ 2397
QUOTA
500,000.00

January

February

mmm UN Reported Refined Product Exports

Source: Member State

March

Apnil May

June

July

August (Aug 18)

Barrels 33% mEMBarrels 75% mmmBarrels 90% w333 laden Progress ww50% laden Progress e=90% laden Progress
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Annex 3 : Communication of the Russian Federation to the Committee of 21 September

2018
From: Alexey Bogusizvskiy. [ TGN

Sent: Friday, September 21, 2018 10:17 Prv'|
To: Sc-1713-Committee

Subject: Re: For Action: NOP — US letter petroleum cap, draft press release and note yerhale [NOTE.276)
Dear Chair, colleagues,

Russia strictly complies with the provisions of the Security Council resolutions on the DPRK and
the information that is reflected in the official notifications of the 1718 Committee, including on
the issue of deliveries of refined petroleum products to this country.

According to paragraph 5 of resolution 2397, the Committee notifies all Member States when an
aggregate amount of refined petroleum products sold, supplied, or transferred to the DPRK of
75, 90 and 95 per cent of the aggregate yearly amounts of 500 000 barrels have been reached,
and only in the latter case (93 per cent), such notification is accompanied by an information
about the requirement to immediately cease further deliveries of refined petroleum products to
the DPRK for the remainder of the year.

In the absence of the aforementioned notification of the Committee, the continued export of
refined petroleum products to the DPRX 1s fully in line with the requirements of the DPRK
sanctions regime.

The fragmentary information provided by the US regarding the cases of alleged illegal ship-to-
ship transfers of refined petroleum products to the DPRK vessels, as well as the results of the US
computer modeling, are insufficient for the Committee's decision to completely cease refined
petroleum export to the DPRK before the end of this vear.

To take such a decision, which could have severe social, economic and humanitarian
consequences for the DPRK, a full investigation and corresponding conclusions of the Panel of

Experts of the Committee of 1718 are required. Such an investigation is fully in line with the
mandate of the Panel.

In this regard, we suggest that the US provide the experts with appropriate information regarding
reported cases of ship-to-ship transfers and the proposed methodology of petroleum calculations
for them to study it thoroughly and impartially.

Upon receiving the results of such a study we are ready to retumn to the consideration in the
Committee of the US request with a view to eventually making an objective decision.

In the meanfime Russia would like to put the US request on hold.
Best regards,

Alexey

Source: Member State

19-01704
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Annex 4 : Address location provided by Golden Luxury Corporation to Yuantai

Source: The Panel
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Annex 5 : Panel letter to Golden Luxury Corporation and their associates

United Nations @ Nations Unies

HEADQUARTERS » SIEGE NEW YORK, NY (0017
TEL.. +1 212 963 1055 « FAX. +1 212 963 2013

UNiTeo NAaTions SeEcurRiTYy CouNnciL PANEL OF EXPERT2 ESTABLISHED
PURSUANT TO REcOLUTION 1874 (2009)
REFERENCE: S/AC.49/2018/PE/OC.382
¥OUR REFERENCE
10 December 2018

19-01704

Dear Messrs. Wang Wei-Kwang. Mr. Lee Chun Hun. Mr. Lee Chun Hun and Ms. Chen Su Mei,

I am writing to you with regard tfo ongoing efforts of the Panel of Experts established
pursuant to United Nations Security Council resolution 1874 (2009) to gather. examine and
analyse information regarding the implementation of the measures imposed on the Democratic
People’s Republic of Korea (DPRK) by Security Council resolutions 1718 (2006). 1874 (2009).
2087 (2013). 2094 (2013). 2270 (2016). 2321 (2016). 2356 (2017). 2371 (2017). 2375 (2017) and
2397 (2017). in particular incidents of non-compliance.

According to paragraph 11 of resolution 2375 (2017). “all Member States shall prohibit
their nationals. persons subject to their jurisdiction, entities incorporated in their territory or subject
to their jurisdiction. and vessels flying their flag, from facilitating or engaging in ship-to-ship
transfers to or from DPRK-flagged vessels of anv goods or items that are being supplied. sold. or
transferred to or from the DPRK". In paragraph 14 of the same resolution, the Security Council
also decided that “all Member States shall prohibit the direct or indirect supply. sale or transfer to
the DPRK. through their territories or by their nationals. or using their flag vessels or aircraft, and
whether or not originating in their territories. of all refined petroleum products™ (subject to
exemptions).

In this regard, the Panel is investigating possible cases of sanctions evasion involving the
vessel Ocean Explorer (IMO:9388792) which. according to information and photographs supplied
by a Member State. conducted a ship-to-ship transfer with the tanker Yuk Tung on 28 October 2018
(see Annex 1). The Yuk Tung has been designated by the Security Council 1718 Committee for
de-flagging and a global port entry ban for repeatedly engaging in illegal ship-to-ship transfers
with DPRK tankers and the Member State has reason to believe that the transfer to the Yuk Tung
was ultimately destined for the DPRK. in violation of the resolutions. Furthermore, the Yuk Tung
is listed by the United Nations and registered by the International Maritime Organization (IMO)
as being controlled by a UN designated entity.!

Mr. Jiang Xi Hai Lian. Mr. Wang Wei-Kwang (aka Wang Wi Jung). Mr. Lee Chun Hung and
Ms. Chen Su Mei, et al.

Golden Luxury Corporation (GLC)

Email: bestgo.ship@msa.hinet.net

Fax +88624621059

' See “Secunty Council 1718 Sanctions Committee Adds 22 Entries to Its Sanctions List, Designates 27 Vessels”
UN Secunity Council press release, 30 March 2018  https://www.un org/press/en/2018/5¢13272.doc htm

1
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The Panel notes that your Belize-registered company was directly involved in this incident
and in contact with individuals acting on behalf of the Yuk Tung also known to you as the vessel
Maika. The Panel would be grateful for the assistance of you, your company and all vour
associates in providing the following information relating to the above-mentioned ship-to-ship
transfer:

1) Copies of all correspondence and contracts associated with the above incident, including
brokenng, trading, financial transfer and vessel-related information;

2) The identity and contact details of all persons arranging for the transfer at sea with the Yuk
Tung/Maika;

3) Any information at your disposal regarding the destination of the cargo aboard the Yuk
Tung/Maika, in particular its end user destination including dates, times and location,
as well as GPS coordinates;

4) An email address, mobile phone number through which you may be contacted;

5) The full name, nationality and copies of the seaman identity card, national identity card
and passport of the Master of the Yuk Tung/Maika;

6) The crew list of the Yuk Tung/Maika;

7) The AIS/GPS of the Yuk Tung/Maika, showing its movements from 27 October 2018 uatil
nOW;

8) The names, addresses, emails, mobile phone numbers, and all bank account numbers of
the entities and individuals listed in Annex 2;

9) Please inform the entities and the individuals listed in Annex 2 that they may be named
in the Panel’ tt curity C il and ¢ act anel ith
so that the Panel may consider reflecting their views in its report.

Paragraph 5 of the Security Council resolution 2407 (2018) urges all Member States and
other interested parties to cooperate fully with the Panel of Experts, in particular by supplying any
information at their disposal.

As the Panel intends to report on this case in its next report to the Security Council, we
would be most grateful for any information to be supplied within two weeks of the date of this

letter. The Panel mayv name Golden Luxury Corporation, vour lovees and anv of their
associates or associated individuals in our reporting and would therefore appreciate a reply
from vou in order to consider reflecting vour views in our next report. Should you or your
designated representative wish to discuss this request or any follow-up matters, please contact the
Panel via Mr. Hugh Griffiths (email: gniffiths1 @ua.org; telephone: +16465739514) and Mr. Jong
Kwon Youn (email: jongkwon youn@un.org; telephone: +1 212 963 3414).

Yours faithfully,
[ A. cA#
Lot

Hugh Gnffiths
Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009)
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Annex |. Images showing the Ocean Explorer conducting a ship-to-ship transfer with a UN designated vessel
controlled by UN designated entity

FEAN Grctan

Source: Member State
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Annex 2. “Documentation™

138 L4

Reghverad sdess 6OMARCRT SQUARE, 2.0, lox m ntuzz CITY. BELLZE

Tarvan O s NO.234, HE ISTRD., ZHONGZHE:

KEELUNG CITY 202, TAIWAN (ROL )
TEL=B28-2. 24620755 FAX +356-2 20520059  Erad t bowigo ship@ome hiner ast

INVOICE NO: A181030-41
INVOICE DATE: 10/30/2018

LOCATION: NORTH PACIFIC OCEAN
PROJECT: SUPPLY BUNKER TO FISHING BOATS
MESSERS: ZEESHAN BASHIR BUILDING MATERIALS TRADING LLC

BH GALADHAR] PLAZA AL RIGGA DEIRA

DUBAT UAE DUAAL UAE

INVOICE

DESCRIPTION QUANTTY

UNIT PRICE

AMOUNT

MARINE GASOIL | 5107050 881

USS$100054

US$5,109.848 00

PLEASE REMIT BY 1/T REMITTANCE IMMEOIATELY FOR FULL

INVOICE VALUE WITHOUT DECUCTION

For and en bohat of %
GOLDEN LUXURY CORP L%

TOTAL | US$5109.848.00

19-01704
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159

19-01704

TESHGRCTEMAS)

To: ERNMLN

405 BWCEHAN DASHR BULDING MATTRALS TRADMG LLCR
GRACE wmmmﬂ&zmm

1% One Panel Member objected to the disclosure of the Panel’s letter without an accompanying
reply due to the sensitivity of the information. The Coordinator notes that it is standard practice
to provide evidence of the Panel’s activities and the evidence obtained in the annexes.
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Annex 6 : Vanguard correspondence

From: vanguard/ I

Sent: Wednesday, December 12, 2018 2:08 PM

To: Hugh Griffiths

Cc: 'van.guard'

Subject: RE: Outgoing Communication # 367 from the Panel of Experts on the Democratic People's
Republic of Korea (DPRK) to Vanguard

Dear Mr.Hugh Griffiths,
Good day.

We have to affirm that Vanguard Shipping Safety Management Consultant Co. Ltd never involved in the
owner’s cargo operation and finance. our company only responsible for the regulation of International
Convention for the Safety of Life at Sea (SOLAS 1974) Appendix IX and Chapter X1-2 issued by
International Maritime Organization (IMO).

Our company is not responsible for the management of trade operation and crew management of this
Virtue Base Developments Limited (IMO N0.5893594), nor involved in matters such as ownership and
chartering of the ship to which this company belongs and trade operation and crew management.

So we don't know the following information from Virtue Base Developments Limited (IMO N0.5893594).

names, addresses, email addresses, fax numbers and other records for the individuals responsible for
Virtue Base Developments.

Our company was entrusted by Mr.Lai (phone number +886978882693) at the end of May 2017, by our
employee Penny to assist the applicant company IMO number, but soon after, We also cannot contact
this Mr.Lai.

Hope above mention will help your investigation.

Best Regards.

NEMHREEEERAERAF

VANGUARD SHIPPING SAFETY MANAGEMENT CONSULTANT COMPANY LIMITED.

From: Hugh Griffiths [N

Sent: Monday, December 10, 2018 8:27 PM

To: van.guard

Subject: Re: Outgoing Communication # 367 from the Panel of Experts on the Democratic People's
Republic of Korea (DPRK) to Vanguard

92/364 19-01704



S/2019/171

Dear Vanguard,

Thank you for your email.

Is this Penny Lee ZEjfilE(Ms.) that is replying to the United Nations?

Or another employee?

| would be grateful if you could identify yourself and provide information on an important case.

Virtue Base Developments (see attachment)

This is an entity registered in the Seychelles for which you submitted an IMO number request in 2017.

Please supply the names, addresses, email addresses, fax numbers and other records for the
individuals responsible for Virtue Base Developments.

I am basing this request on the attached Equatorial Guinea registry certificate.
Virtue Base Developments are shielding their identity.

However, your company, Vanguard is named as a "care of" address with a UN international
organisation for Virtue Base Developments.

Please provide us with the information on the individuals behind Virtue Base Development within 24
hours.

Best regards,

Hugh Griffiths

From: van.guard |

Sent: Monday, December 10, 2018 9:56 AM

To: DPA-POE1874

Cc: "Vanguard (YL /2 &])"; Hugh Griffiths

Subject: RE: Outgoing Communication # 367 from the Panel of Experts on the Democratic People's
Republic of Korea (DPRK) to Vanguard

Dear Mr.HUGH GRIFFITHS,
Good day.

At beginning, we have to affirm that Vanguard Shipping Safety Management
Consultant Co. Ltd never involved in the owner’s cargo operation and finance.
We only pay attention to ship’s safety. It’'s most management company done
at Kaohsiung. Besides, we have never received the Panel’s previous notice
S/AC.49/2017/PE/OC.1151 of 19 December 2017, only received
S/AC.49/2018/PE/OC.367 on 7 December 2018.
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You said our company was associated with 5 ships engaged in prohibited ship-to-ship transfers.
We would like to clarify as following:

1. Lighthouse Winmore (IMO number: 9635987) — She belongs to Mr. Hsih-Shien Chen, which was
never under our management. If she holds our company’s DOC, then it must be a fake certificate
and please provide your evidence in hand. It’s easy to find out from her SMC.

2. Billions No. 18 (IMO number: 8711021) — She also belongs to Mr. Hsih-Shien Chen. It changes ship’s
name to "SUN CROWN?". And then it was sold to other people.

w

Jin Hye (IMO number: 8518572) — In December 2017, we were informed by Investigation Bureau
about the vessel was involved with illegal transfers. Then we broke the agreement with the owner
immediately and accepted Investigation Bureau and prosecutor’s investigation. You may check with
them. The owner was in litigation now and we are clear from the investigation. After breaking the
agreement, we have delivered the deletion certificate to the owner from Flag State. The ship has
left us and we didn’t get further information from her.

4. Wan Heng 11 (IMO number: 8688717) — This vessel was never under our management. Please
provide the evidence for us to report to Investigation Bureau.

o

Heng Xing (IMO number: 8669589) on 7 May 2018 — Please check your Annex 2 and amplify stern
part of the small ship, you will clearly indicate port registration of two Chinese words "% 11
"(ZHOUSHAN) that is a Chinese ship. (Please see the red column)

Source: The Panel
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Annex 7 : Panel letter to Hin Leong 10 May 2018

United Nations @ Nations Unies

HEADQUARTERS » SIEGE NEW YORK, NY 10017
TEL.. +1 212 963 1085 » FAX. +1 212 963 2013

UNITED NATIONS SECUVURITY COUNCIL PANEL OF EX
74 (2

TS ESTABLISHED
PUYURSUVANT TQO RESQLVUTION 1874 )

REFERENCE: S/AC.49/2018/PE/OC.78
YOUR REFERENCE

10 May 2018

Dear Mr. Evan Lim,

I am writing with regard to ongoing efforts of the Panel of Experts established pursuant to
United Nations Security Council resolution 1874 (2009) to gather. examine and analyse
information regarding the implementation of the measures imposed on the Democratic People’s
Republic of Korea (DPRK) by Security Council resolutions 1718 (2006). 1874 (2009).

2087 (2013). 2094 (2013). 2270 (2016). 2321 (2016). 2356 (2017), 2371 (2017). 2375 (2017) and
2397 (2017), in particular incidents of non-compliance.

In its 2018 final report to the UN Security Council the Panel noted the following:

“The Panel’s latest investigations show that the Democratic People’s Republic of Korea is
already flouting the most recent resolutions by exploiting global oil supply chains, complicit
foreign nationals, offshore company registries and the international banking system. The Panel
investigated illicit ship-to-ship transfers of petroleum comprising a multi-million-dollar business
that is driving an international network of brokers and ship charterers as well as uvawitting global
commodity trading companies and oil suppliers.... At the same time. the heightened sanctions
have created lucrative markets for Democratic People’s Republic of Korea-backed traders seeking
to procure petroleum while exporting the country’s natural resources. The profit margins involved,
coupled with the offshore nature of much of the affected oil, maritime and finance sectors,
necessitate far greater private sector due diligence, information-sharing and self-policing
[emphasis added].” (Executive Summary, pg. 4)

Mr. Evan Lim
Project Director
Hin Leong Trading
Singapore

Email: bd@hinleong.com sg; evanlim@hinleong.com.sg

Cc.  Meng Wong See, wongseemeng@hinleong com.sg
Seng Serene, sereneseng@hinleong com.sg

Cc.  Permanent Mission of Singapore to the United Nations

! The Panel’s 2018 final report to the Security Council, S$/2018171. 5 March 2018, available at:
https:/wrwrw.un org/sc/suborg/en/sanctions/1 71 8/panel_expertsreports.
1
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In preparation for its midterm report to the Security Council due on 3 August 2018, the
Panel is gathering information from companies trading in oil and petroleum products. as well as
their suppliers and producers in the affected supply chains and regions2 to ascertain what risk-
mitigation measures. if any, such companies are taking in view of the Panel’s findings.

In this regard. the Panel would be grateful for your assistance in providing the following
information:

o What contractual obligations have your company or your partners considered to
mitigate the risk that specific Far Eastern Free On Board (FOB) deliveries are not
vltimately diverted to DPRK-controlled vessels in violation of paragraphs 11 and
14 of resolution 2375 (2017)?

¢ Do such risk mitigation measures include an “automatic information system (AIS)
switch-off clause™ to ensure that the performing vessel shall not switch off its AIS
at any point whilst the cargo (or any part thereof) is on board the vessel?®

e Do such risk mitigation measures include the presentation of supporting
documentation to provide evidence of full and complete delivery to the stated
destination or vessel within a set number of days of delivery?

For companies still considering optimal risk mitigation measures, please find in the Annex.
for your consideration, “Best Practice™ contractual clauses that may be used to safeguard the
integrity of global oil and petroleum product supply chains by allowing the affected sector to
(a) monitor the vessels transporting their products through an “AIS switch-off clause™ that guards
against clandestine and prohibited ship-to-ship transfers in violation of paragraphs 11 and 14 of
resolution 2375 (2017); (b) ensure the security of the supply chain through the submission of
supporting documentation to evidence actual delivery to the stated end-user or customer.

Paragraph 5 of resolution 2407 (2018) urges all Member States and other interested parties
to cooperate fully with the Panel of Experts. in particular by supplying any information at their
disposal.

The Panel would welcome any other information that you might consider relevant to its
work as mandated by the Security Council. In addition, the Panel would like to assure you that any
information you may consider confidential can be handled accordingly and used solely for the
information of the Security Council and the 1718 Committee.

? The Panel has identified a vanety of affected companies. Member States and supply chains. A smaller number of
these may be found m paras. 61-73, 5/2018/171.
? In all cases of prohibited ship-to-ship transfer identified by the Panel, the foreign-flagged vessel switched off its
AIS prior to the illicit supply to the DPRK tanker.

-
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Given the importance the Panel attaches to this mvestigation, we would be most grateful

for any mnformation to be supplied within one month of the date of thus letter. Should you wash to

discuss this request or any follow-up matters, please contact the Panel via Mr. Hugh Gnffiths

N o M Ned  Wams

Yours sincerely,

»

A (7_//,5(,

Hugh Gnffiths
Coordinator of the Panel of Experts established
pursuvaat to Secunty Council Resolution 1874 (2009)

|

Annex: “Best practice” contractual clauses
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Annex: “Best practice” contractual clauses

Additional conditions for Specific Far East Free on Board (FOB) deliveries

In respect of Specific Far East FOB deliveries, the Buyer undertakes to the seller that in respect of
each cargo delivered by the seller to the Buyer, the Buyer shall fulfill the following obligations:

A) The performing vessel for that cargo shall at all times ensure that the performing vessel
does not switch off its Automatic Identification System (AIS) at any point whilst that cargo
(or any part thereof) 1s on board the performing vessel.

B) The Buyer shall provide to the Seller within seven (7) days of completion of discharge of
the Cargo from the Buyer's performing vessel, complete supporting documents evidenced
to the Seller’s satisfaction (in Seller’s reasonable discretion) a full reconciliation of the
discharged quantities of such Cargo by the Buyer's performing vessel (including, without
limitation, full details of the dates of discharge (and in each case the quantity discharged)
to either receiving shore facilities and/or vessels (including details of the vessel name, flag
and registered owners, as applicable) against the quantities delivered by the Seller to the

Buyer.

C) Where a discharge port is specified on the bill of lading issued with respect to a Cargo, the
Buyer shall provide to the seller within seven (7) days of completion of discharge of such
Cargo, documentary evidence that the Cargo was delivered by the performing vessel at the
specified discharge port.

98/364
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Hin Leong responses to best practice clauses and Panel letter

Serene Seng

From: Serene Seng

Sent: Tuesday, 7 August, 2018 6:16 PM

To: ‘Tammy Xie'

Cc Nathanael Lin; Freddy Tan Jie Ren; Chee Li Li
Subject: RE: UN Clause

Hi Tammy,

Apologies but we really cannot accept these clauses.

Regards,
Serene

From: Tammy Xie [mailto:Tammy.Xie@trafigura.com]
Sent: Tuesday, 7 August, 2018 5:14 PM

To: Serene Seng

Cc: Tammy Xie

Subject: UN Clause

HiSerene,

| would call you to explain this.
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Annex 8 : Hika scrapping documentation

- g e ey

Total Tonnage

CHITTAGONG - Port Position as o October 12, 2018

No.

1 | Al Anbaraiah 15,933 Tanker Beached October 11
2 | Danum 156 2,650 Container Beached October 09
3 | Dawn Kanchipuram (Under Tow) 9,756 Tanker Beached October 10
4 | Giant 24,491 Crane Ship Beached October 08
5 | Hika 7,211 Tanker Beached October 09
6 | ISA Winter 2,878 General Cargo Arrived October 09
7 | Nir 6,043 Tanker Beached October 08
8 | Ocean Pride 7,639 Bulk Carrier Arrived June 13
9 | PTAP One (Under Tow) 7,548 Floating Storage Beached October 11
10 | Rongdhonu 680 Hospital Ship Arrived September 14
11 | Touyou Gou 3,549 Conveyor Reclaimer Beached October 09

Total Tonnage 88,378

GADANI - Port Position as of October 12, 2018

VESSEL NAME

LDT

TYPE

STATUS

No new vessels reported this week.

VESSELS DUE AT OUTER ANCHORAGE:

R

DATED: 02/10/2018:

MARINE DEPARTMENT

LIST OF VESSELS AS PER DECLARATION MADE BY LOCAL AGENT:

WWW.C] v,
» T T X A LOCAT TINE BELONG T0 CARGO | TYPE OF T
NO. ARRIVAL | CALL AGENT CARRIED | CARGO PORTS
[ AT V0 Sa87517) T H R FOOE__ | LBE__ [ S8L T AT 1408 ) TTOBRICTE]
28 TAN BINH 236(MO- 919537} . 150.00 | FELDSPAR PKEL PANA AMBL 2609 AT 1208 22000
2 e R 7995 | SOVAB [ CONV__ T 3WG T USL_ 7609 AT 1312 7]
50| TRON LEGALY(MO. 3618313 T8 99 i [ WARSH | ASLL I AT 139 T a0
31 CROWN VIC TORY(IMO:9077252 19000 | LIMESTONE SING B0 CMsS 2609 AT 1530 43000
BENSA TIGERTIC 5550 | S0 [ SWE ALY 1 JeBRK Fil -3
76595 | C.CLNK CAMPA | HONG | | 3708 AT 1612 3400
34 187.00 | WHEAT P SAD PANA SEACOM 2809 AT 0182 36210
5 189 | S COCHI | PANA | BASHUNI 2008 AT T35 L m—
LED WK L WARSH L | 2058 AT 1616
37 990 | COAL TUVA Fus 23009 AT 0050
% 555 | WHEAT P UBE BEATIES k7]
2 RUAIP 1 SNE [ SULTAN | SEESATIT BT e —
& 18999 | STONE MNA LBE RADIANT 3099 AT 0505 6500
[ 18950 O M WALY IL 30009 AT 1620
o 383,00 | €030 I PANA [ USL OI/0 AT 0408
a“ 18595 | COLNX CAMPA 80 CMSS N0 AT 1682
| OCEAN N B0 T o | PANE 1330 509 AT 1817
§—| FUR EUERALD G 5418 L TBRE, [ ASCS AT TS
a7 RICKMERS D/ (MO 9292022 P.CARGO CHENN MARSH HSR 01190 AT 1430
[} M CORALIMO 3545708 5 1o 73 [ UNIOCEAN | O1/40 AT 1838
[ | BASHUNDHARA (MO 3113971 TR T [ BASHUND | O1/40AT 8%
HAI DUONG 38(MO 931704 WOOD PULP 0110 AT 3%
| RAVIOS ULYSSES 0331143 G [ SR ATET
o AT

Source: The Panel
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Annex 9 : Panama’s reply to the Panel

MISION PERMANENTE

DE PANAMA ANTE LA ONU

19-01704

NUEVA YORK, USA

MPP NY 1288/18

La Mision Permanente de la Republica de Panama saluda atentamente a la
Secretaria del Comité del Consejo de Seguridad de las Naciones Unidas
establecido en virtud de la Resolucién 1718 (20086), y tiene el honor de informar las
medidas adoptadas por la Reptblica de Panama en respuesta a las notas No.
S/IAC.49/2018/PE/IOC.147 de 18 de junic de 2018 vy notas No.
S/AC.49/2018/PE/OC.223 de 16 de agosto de 2018.

La Misién Permanente de la Republica de Panama, a solicitud de autoridad
superior, remite al Panel de Expertos el informe nacional que la Secretaria Ejecutiva
del Consejo de Seguridad Nacional en coordinacion con la Autoridad Maritima de
Panama comunicé al Ministerio de Relaciones Exteriores, en los casos relativos a
las naves Shang Yuan Bao y New Regent, respecitivamente.

La Mision Permanente de la Republica de Panama aprovecha la ocasion
para reiterar a la Secretaria del Comité del Consejo de Seguridad de las Naciones
Unidas establecido en virtud de la Resolucién 1718 (2006), las seguridades de su
distinguida consideracion.

02 de noviembre de 2018

Al Comité del Consejo de Seguridad
En virtud de la Resolucién 1718 (2006)
Naciones Unidas

Nueva York
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CONFIDENCIAL

Republica Dominicana, por la cantidad de $619.25. Recibo de Impuestos y
Tasas Anuales del 04 enero de 2017 a través del propietario Jui Chen Shipping
Co., Limited, N4poles Italia, por la cantidad de $3,968.06.

Detalles sobre los accionistas: Segun nuestras constancias la embarcacion era
operada por una sodiedad que no esté constituida en la jurisdiccién panamefia, por
lo que dicha informacion no constan en registros.

Copia de la mas reciente tripulacién: No consta.Una vez que es cancelada una
nave del Registro Mercante Panamefio, no se tiene acceso a la mas reciente lista
de tripulacién ya que la relacion entre Estado de Pabellon y la nave desaparecio
una vez fue cancelada.

lwwﬁr\ a

Toaas .,.' ¥ .i» "f\):\

CANCELACION: Tanquerc con registro oficial N°46483-15. El proceso de
cancelacion del Registro Mercante Panamefio se inicio el 4 de septiembre con un
pliego de cargos por denuncia presentada a la Administracién de la Autoridad
Maritima de Panama4, consistente que la misma estaba incurriendo en actividades
que violan las Resoluciones emanadas del Consejo de Seguridad de las Naciones
Unidas emitidas en contra de la Republica Popular Democrética de Corea del
Norte. Sin embargo, la cancelacién fue efectiva con posterioridad al inicio del
proceso, a solicitud de parie interesada.

Propietario Registrado: Mega Glory Holding Limited, direccion 2nd floor,
Abbott Road Town, tortola British Virgin Islands, teléfono 88-7-2696301,
Fascimile86-7-2696313, correo electronico Icn.crewing@gmail.co.

Operador Registrado: Ocean Grow International Shipmanagement Consultant
Corporation, Company IMO 5096871, direccion 4F-1, No.380, Ming Quan 2nd
RD, Quianzhen Dist., Kaoshiung City B06. Taiwan; teléfono 886-7-9659989,
facsimile 886-7-9660366, correo ogisco@oceangrow.com.tw, telex 051-
94074828.

Persona de contacto responsable para responder a requerimientos de
Autoridad: Sung, Chao-Chen, Ocean Grow International Shipmanagement
Consultant Corporation; 4F-1, No.380, Ming Quan 2nd RD, Quianzhen Dist,,
Kaoshiung City 808 Taiwan;, teléfono 888-7-9659989, facsimile 886-7-96603686,
correo ogisco@oceangrow.com.tw, telex 051-84074828.

Compafiia Aseguradora para Cobertura de Dafnos: Maritime Mutual, Blue Card
No.3149 15A, a partir del 15 de julio de 2015 al 14 de julio de 2016, responsable
Maritime Pacific R&l Services Ltd.

Arsenal Insurance Company, Policy Reference 18/PI112/000487, con fecha de 18
de julio de 2018, responsable Yury Makhovoy, Head of Marine Insurance
Department.

Historial de Pagos para Registro: pago por abanderamiento (adjunto), pago
efectuado por los propietarios No. Recibo10127030A, mediante cheque No.REC-
138184/14-12-2017, banco Ofic. Del Reg. Aux en Tokio, fecha 26 de abril de 2018,
por la cantidad de $3,708.00. Recibo No0.1218407 efctuado por Ocean Grow
International Shipmanagement Consuitant Corporation, en e! consulado de Tokyo,

CONFIDENCIAL
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CONFIDENCIAL

en 03 de agosto de 2017, por la cantidad de $1,500.00. Recibo No10089959A,
efectuado por los propietarios, cheque No.REC.125295/24/12/2015, en la
Embajada de Panama en Taipei, el 20 de abril de 2016 por la canfidad de
$3,708.00.

Detalles sobre los accionistas: Segin nuestras constancias la embarcacion era
operada por una sociedad gue no esté constituida en la jurisdiccion panamefia, por
lo que dicha informacidn no constan en registros.

Copia de la mas reciente tripulacién: No consta. Una vez que es cancelada una
nave del Registro Mercante Panamefio, no se tiene acceso a la mas reciente lista
de tripulacion.

Con motivo de las acciones preventivas y de proteccion del sistema financiero nacional, el
registro mercante panamefio y de las actividades relacionadas el Estado panamefio
adopté las siguientes acciones en torno a estas embarcaciones:

Se informé a los sujetos obligados financieros y no financieros acerca de los
riesgos para el sistema financiero nacional representan las personas y empresas
relacionadas;

Se dio curso al congelamiento Preventivo de activos;

Se hizo la busqueda en la base de datos de inteligencia financiera;

Notificd a los paises interesados, sobre la medida tomada por Panama respecto a
las naves.

De conformidad al pérrafo cuarto de! Articulo 51 de la Ley No. 57 de 6 de agosto
de 2008 “General de Marina Mercante”, una vez es iniciado el proceso de
cancelacion se suspende la Patente de Navegacion de Servicio Internacional y por
tanto, no se autorizaran prérrogas a dicho documente hasta que cuimine el
mencionado proceso.

Se suspendié la emisidn y/o la renovacion de Certificados Técnicos, a favor de las
naves SHANG YUAN BAO y NEW REGENT.

Se notificé a los agentes residentes y a la Organizacién Reconocida 'que ha
efectuado los reconocimientos o ha emitido los correspondientes Certificados
Técnicos, para que se abstengan de prestar tales servicios.

A través de la Autoridad Maritima de Panama se esta trabajando en una serie de
acciones que involucran el desarrollo e implementacién de capacidades para el
seguimiento y monitoreo de las naves que se crean pueden estar realizando
actividades violatorias de las Resoluciones de la ONU.

Estas acciones incluyen:

X6 seuerdo o 1 Resolucion 1.0. 019 2005 de 24 de noviembre de 2006, O R {das son todas Jlas organizaciones
naclonales e Intermadionales debidamente reconocidas per la Direccion Genersl de Marina Mercante de |8 Autoridad Marktima de
Panamé para hacer reconocimientos y expedir certificados ostatutarios a kas naves de la Marina Mercante Nacional, de acuerdo 3 fss
leyas nacionzlesya losc Inter J ficados por Panamé.

CONFIDENCIAL
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CONFIDENCIAL

La revision en el Sistema PurpleTRAC, de todas las naves que soliciten la
inscripcion en el Registro Mercante Panamefio, asi como, naves a las cuales
se les tenga que emitir un certificado técnico, lo que permite observar cuando
la nave mantiene algun tipo de restriccién impuesta por un tercer Estado o por
el Consejo de Seguridad de las Naciones Unidas.

A través del equipo en el cual esta programado el Sistema de Identificacion y
Seguimiento de Largo Alcance (LIRIT por sus siglas en inglés) que portan las
naves de bandera panamefia, administrado, por la compaiiia Pole Star, la cual
lo adquirié luego de una licitacién publica, se establecera un poligono de
vigilancia sobre las zonas que se consideren de mayor riesgo segin la
informacién que ha proporcionado previamente un tercer Estado.

La Autoridad Maritima de Panama, como medida prevenliva el nombre del
operador fue incluido en los procesos de cancelacién para que el mismo sea
del conocimiento de los funcionarios y agentes residentes, a fin de activar las
alertas correspondientes y evitar la ejecucién de actos que afecten los
intereses nacionales y de la comunidad internacional.

CONFIDENCIAL
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Annex 10 : Jui Zong’s reply to the Panel

@%%%ﬂé%ﬂﬁ!‘&&ﬂ
JUI ZONG SHIP MANAGEMENT CO.. LTD.

SFL-2 NO.551 JIOURU 1% ROAD, SANMIN DIST, KAOHSIUNG TAIWAN 80764 R.O.C.
80764 BT ZRE Ado—35 551 3L 5% 2 2 TEL: 07-3974257 FAX: 07-3974258

DATE : 6", July, 2018

TO : United Nations and the Security Council Panel of Experts
established pursuant to resolution 1874(2009)

ATTN : Hugh Griffiths

TEL: +1 212 963 1055

FAX: +1 212 963 2013

FROM ¢ Jui Zong Ship Management Co., Ltd.

SUBIJECT :
Re: Reference : S/AC.49/2018/PE/OC.147 , Panama-flagged Shang Yuan Bao (IMO number: 8126070)
involved in a ship-to-ship transfer with the DPRK vessel Pack Ma (IMO number: 9066978).

Dear Mr. Hugh Griffiths,

We are the ship’s agency ‘Jui Zong Ship Management Co., Ltd." of the Panama-flagged Shang
Yuan Bao (IMO number: 8126070). We received a letter from you on 19"-June-2018, regarding sanctions
measures imposed in relation to the DPRK in resolutions 1718 (2006), 1874 (2009), 2087 (2013), 2094
(2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017) and 2397 (2017).

We have contact with the ship owner ‘Jui Cheng Shipping Co., Ltd.” for reply the Panel’s
problem. The owner indicates the vessel Shang Yuan Bao is too old to operation, therefore they decided to
sell the vessel several months ago, and they are looking for the buyer until now. Shang Yuan Bao was
drifting at sea and waiting for the owner's instruction because the potential buyer would like to visit the
vessel. However, the DPRK vessel Paek Ma (IMO number: 9066978) seemed to took Shang Yuan Bao
for oil supplier and closed to Shang Yuan Bao, that was a big misunderstanding. The DPRK wessel Paek
Ma realized she had misunderstood but still asks Shang Yuan Bao could provide fresh water to them
bascd on humanitarian aid, and Shang Yuan Bao agreed.

As above-mentioned, the vessel Shang Yuan Bao did not transfer bunker to the DPRK vessel
Paek Ma, therefore we can not provide the information that you need.

Source: The Panel
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Annex 11 : Jui Zong correspondence to the Panel

Your level of involvement with the Panama-flagged Shang Yuan Bao is clear. Your excuse that
the ship was transferring fresh water to the Paek Ma is not credible. Even if it were true, all ship
to ship transfers are prohibited under the resolutions.

| take this opportunity to inform you that should documentation and information from you and
your company are not forthcoming in the coming days, it is likely that the Panel may
recommend you and your company for an assets freeze and travel ban in our next report to the
Security Council.

Sincerely,

Hugh Griffiths

Coordinator, Panel of Experts

Established pursuantto UNSCR 1274

Sent: Monday, 15 October, 2018 2:02 AM

To: Hugh Griffiths

Subject: RE: Qutgoing Communication #147 from the

People's Republic of Korea (DPRK) to Jui Pang Shipping

Dear Mr. Hugh Griffith,

Good day. We are zomry to reply vou so lately because we missed this e-mail and noted this e-
mail when Ministry of Justice Investization Bureau came to our office last week.

Please note we are just a port agent at Kaohsiung port, not the actuzl operator or shipowner. We
should not suffer any unrighted wrong.

The Ministry of Justice Investization Burean 35 investizating the illegal action to the vessel, we
believe we are innocence, thank vou.

BRGDS

Jui Zong Ship Management Co., Ltd.

Source: The Panel
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Annex 12 : Qihang International Shipping Management’s reply to the Panel

Dear Mr.Hugh Griffiths & Mr.Jong Kwon Youn :

Well received your message. We Hongkong Qi Hang International
Shipping Management Co., Ltd as a ISM Management company attaches
great importance to the matter. And we inquired the owner in no time,
gotten the details as follows:

The registered owner of Sierra Leone's flag vessel “XING MING
YANG 888" is Xing Ming Yang Hong Kong Shipping Company Co., they
rented the vessel to XIAGANG HONG KONG MARITIME CO., LIMITED. And
the vessel “XING MING YANG 888" is actually operated by XIAGANG
HONG KONG MARITIME CO..

At early morning 11 Jun 2018, “XING MING YANG 888" was on the
way to port of NingDe for repairing by the order of the charterer, and she
had no any cargo on board. The duty officer received a calling on VHF
Ch16 from a nearby vessel which you call vessel “MU BONG 17, they
claimed to be rescued because they were no food and fresh water any
more on board, and our duty officer reported to the captain immediately.
Our captain i the sake of h itarian and in with
the provisions of Article 98 of the United Nations Convention on the
Oceans on the obligation of rescue, so our captain allowed the vessel
keeping alongside our vessel for supplying some food and fresh water in
half an hour. Our captain claimed that all operations were no illegal
activities, and all supplies during the period were lifesaving and
humanitarian requirement.

All the above facts were confirmed by the owner and our crew. We
request you to check all the facts in kindly, and give our vessel an
unprejudiced treatment.

Best regards !

HK QIHANG INTERNATIONAL SHIPPING MANAGEMENT
For d on by of
BTG AREA
ERRAERRESER
1

Source: The Panel
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Annex 13 : Ship-to-ship transfers and coal vessels

1. Unsurprisingly, the transfers have continued to occur in international waters where there is
weak or nonexistent monitoring by flag states, insurers and most traders. In the context of these
transfers, the Panel notes the use of increasingly sophisticated evasion in addition to AIS manipula-
tion which remains an overarching feature of the transfers. Other methods of evasion include phys-
ical disguise of DPRK tankers, the use of small, un-registered vessels, illegal name-changing and
other forms of identity fraud, night transfers and use of other vessels for transshipment. The below
text and figures show examples of each type of evasion.

2. The DPRK has been disguising tankers as cargo ships through the construction of fake cargo
hatches®® (see figure 1) and the false reporting of these ships as cargo ships when AIS is switched
on.

Figure I: Fake cargo hatches

Source: Member State

3. The below figures show the use of small, nondescript vessels not requiring an IMO number,
making nationality and identity more difficult to determine, especially when the vessels obscure or
paint false names (see figure Il -1V for examples).

Figure 11: Small ship transfer to tanker Yu Phyong 5 of 19 June 2018
T YU PHYONG 5%

TP S

Sorurcﬂe: Member State

Figure I11: Small ship transfer to Ji Song of 19 May 2018

Source: Membe State

160 Made of wood and lashed with canvas.
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Figure IV: Small ship transfer to Yu Jong 2 of 16 February 2018

Source: Member State

Vessel identity fraud

4.  Larger, internationally-registered, foreign-flagged vessels are also engaging in name falsifica-
tion and other forms of identity fraud along with their DPRK counterparts. On 18 May 2018, the
Panama-flagged Shang Yuan Bao (IMO number: 8126070) obscured the name on its bow and stern
before engaging in a ship-to-ship transfer with the designated DPRK tanker Paek Ma (IMO number:
9066978) as the “Puma” which was painted on the vessel’s bow. (see figure V). The vessel also
engaged in the now-common practice of switching off its AIS. ! (figure VI)

| it . >

Source: Member State

161 The vessel’s operator, Jui Zong Ship Management Co., Ltd., in Taiwan Province of China,
claimed to the Panel that the vessels did not “transfer bunker to the DPRK vessel” and that
DPRK tanker had requested “fresh water to them based on humanitarian aid”. See annex 10.

19-01704
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Figure VI: Shang Yuan Bao AIS transmission record
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Source: Windward

5.  Taking advantage of the lack of monitoring, oversight and regulation by flag of convenience
states, DPRK vessels have falsified their ports of registry and name to give the impression of being
under a non-DPRK jurisdiction. This was seen when on 29 June the DPRK tanker An San 1 disguised
itself as the “Hope Sea”, of Freetown, Sierra Leone (figure VII).

Source: Member State

6. Inanew technique involving only non-DPRK-flagged vessels, one of which was later used to
deliver ~ petroleum to  the DPRK, the  former Belize-registered designated
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tanker Wan Heng 11 (IMO number: 8791667)? conducted a daytime ship-to-ship transfer on 10
April with the Patriot (IMO number: 9003550) a Russian Federation-flagged vessel.

Figure VIII: Ship-to-ship transfer between Wan Heng 11 and Patriot
10 April 2018
0228 GMT

31-15N 124-44€

Source: Member State

7.  Both vessels’ AIS transponders appeared to be switched off at the time of the transfer although
the Patriot’s AIS appeared later that day, registering a draft change which indicated that a cargo had
been discharged. (see figure 1X)

Figure IX: Patriot AIS transmission record

162 The Wan Heng 11 had already been designated (for de-flagging pursuant to paragraph 12 of
resolution 2321 (2016) and prohibited from port entry pursuant to paragraph 6 of resolution
2371 (2017) on 30 March 2018 after it was observed engaging in a ship to ship transfer with the
DPRK tanker Rye Song Gang 1 on 13 February.

19-01704
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8.  While the Wan Heng 11 kept its AIS transponder off following the transfer, the vessel was
observed delivering cargo to Nampo, DPRK, on 15 April (figure X).

Figure X: Wan Heng 11 in Nampo, 15 April

M/V WAN HENG 11 Returns
Nampo Port, North Korea

38:42:41 N 125:21:54 E

©2018 DigitalGlobe [

Source: Member State, Map: Panel

9.  The Panel notes that while the Wan Heng 11 violated paragraph 5 of resolution 2397 (2017),
the Patriot did not violate either this provision or paragraph 11 of resolution 2375 (2017). The Wan
Heng 11 was designated for de-registration and a port call ban (and not for ship-to-ship transfer). In
this context, the Panel recommends that the Committee incorporate paragraph 11 of resolution
2375 (2017) to the designation list in order to prohibit designated vessels from conducting ship-
to-ship transfers with other foreign-flagged vessels.

10. Since 30 May 2018, Member States have continued to report further transfers. For example, a
Member State reported that the designated DPRK vessel Chon Ma San (IMO 8660313)% engaged
in ship-to-ship transfers with and received fuel from the Myong Ryu 1 and the Jin Yang 36 (& ¥ 36)
(figure 1), both of unknown nationality, on 4 June and 25 June 2018, respectively. On 29 June, the
designated An San 1 received product from another tanker of unknown nationality in the same area.

163 Designated on 30 March 2018. The Panel previously reported that this tanker attempted to disguise
its identity as the “Whale”.
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Figure XI: Jin Yang 36 transfer to the Chon Ma San on 25 June 2018

CHON MA SAN JIN YANG 36

Source: Member State
Coal vessel identity fraud and AIS manipulation

11. In 2018, the DPRK continued to violate the ban on coal exports through vessel identity fraud
in order to deliver coal to Chinese ports as well as numerous, large-scale transfers of coal in inter-
national waters to small, unidentified vessels. These new strategies seem to be a response to the
relatively successful curbing of the sale of coal by China and Vietnam following the adoption of
resolution 2371 (2017).

12. The DPRK vessel Kal Ma (IMO number: 8503228) loaded coal at Nampo on 19 May and eight

days later loitered off the Chinese port of Xiongyuo where it discharged its cargo before returning
empty to Nampo on 9 June (figure I).
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FigureXll: Kal Ma observed through satellite imagery May-June 2018

DEMPEOMLES
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REPERUC

OFKOREA

A0

Source: Member State, Map: Panel

13. In so doing the Kal Ma concealed its identity and manipulated its AIS to portray itself as the
“K Ma” and later the “KM>%* both falsely broadcast as Cambodia registered. Under its false identity
the Kal Ma indicated that its final destination was the port of Bayuquan, China, before it diverted to
Xiongyuo (figures II and III). China informed the Panel that “based on the disguised name KM and
the fictitious IMO number 9603128 of the vessel indicted by the Panel, the Chinese authority cannot
find the record data of the vessel as well as any information showing the vessel discharging cargoes
in the relevant sea area in China between 27 May and 1 June 2018. China also stated that the “Chi-
nese Customs authority has not found any entry or exit border information for this vessel after 1
January 2018 or any record information on the vessel with the disguised IMO number. China will
closely monitor the vessel Kal Ma, and prevent the vessel from conducting activities violating the
Security Council resolutions in China.”

184 The Kal Ma’s AIS transponder provided a fictitious IMO number 9603128 while broadcasting as
the KM.
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Figure XI11: Kal Ma reports false identity in AIS transmission on entering Chinese waters
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Annex 14 : Panel letters to Primorye/Gudzon

United Nations @ Nations Unies

HEADQUARTERS «» SIEGE NEW YORK, NY 10017

TEL.C =1 212 963 1055 « FAX. =1 212 963 2013

UNiTED NATIONS SECcURITY CouNncitL PANEL OF EXPERTS ESTABLISHED
PURSUANT TO RESOLUTION 1874 (2009)

REFERENCE: S/AC.49/2018/PE/OC.357
YOUR REFERENCE

28 November 2018
Dear Mr. Voitenko.

I am writing to you with regard to ongoing efforts of the Panel of Experts
established by United Nations Security Council resolution 1874 (2009) to gather, examine
and analyse information regarding the implementation of the measures imposed on the
Democratic People’s Republic of Korea (DPRK) by Security Council resolutions
1718 (2006). 1874 (2009), 2087 (2013). 2094 (2013). 2270 (2016). 2321 (2016). 2356
(2017). 2371 (2017). 2375 (2017) and 2397 (2017). in particular incidents of non-
compliance.

The Panel would like to follow up on its letter dated 22 June 2018
(ref. S/AC.49/2018/PE/OC.162) (see Annex 1), to which the Panel has not received a
response to date. As Primorye Maritime Logistics is described publicly as a subsidiary of
Gudzon Shipping by IHS Maritime and was registered for an International Maritime
Organization (IMO) company number in June 2017 by Gudzon Shipping staff. who
described Primorye Maritime Logistics as “an affiliated company™ of Gudzon. As Gudzon
senior management were assigned responsibilities for the departments of both companies’,
the Panel is continuing to send correspondence to the Gudzon email addresses associated
with Primorye Maritime Logistics concerning the vessel Paniot.

The Panel kindly requests answers to questions 1 — 8 in our previous
comrespondence regarding the ship-to-ship transfers involving the Panior and the vessel
Wan Heng 11 in order to reflect the reply of Primorye/Gudzon in the Panel’s forthcoming
report to the Secunty Council.

Mr. Alexey V. Voitenko

Director General and other responsible parties

Primorye Maritime Logistics Co Ltd (PML Co Ltd)

ul Ovchinnikova 12, Vladivostok. Primorskiy kray, 690048, Russian Federation

Emails: operator@sk-gudzon ru; agshipping@mail ru; logistika@sk-gudzon.ru; fleet@sk-
gudzon ru

cc: Permanent Mission of the Russian Federation to the United Nations

* Confidental comrespondence held on file by the Panel.
1
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In addition, according to a Member State (see Annex 2), the Pafriot engaged in two
ship-to-ship transfers with DPRK tankers in early January 2018. The Panel is conducting
an independent investigation into this matter.

According to AIS data viewed on a commercial maritime platform. the Patriotf did
not transmit AIS for the period 7-8 January and 11-16 January 2018 (see Annex 3). The
Panel has noted in previous reports that vessels engaging in ship-to-ship transfers switch
off their AIS prior to such transfers. In the case of the documented Pafriot ship-to-ship
transfer with the Wan Heng 11, annex 5 of the Panel’s 22 June 2018 letter noted an AIS
switch off by the Panriof for this ship-to ship transfer.

In particular, the Panel would be grateful for your response to:
(a) the statement of the Member State (see Annex 2) and;

(b) your explanation for the AIS switch-off for the time periods 7-8
January and 11 -16 January 2018 (see Annex 3).

In addition, another Member State informed the Panel that Gudzon/Primorye is
among the companies known and used by brokers who are operating outside of the DPRK
and who are themselves aware of the nature and legal status of ship-to-ship transfers to
DPRK-controlled vessels with whom they assist.>

In light of the above, the Panel would be grateful for any information on the
measures your company has taken regarding vigilance, due diligence and risk assessment
regarding the Pafrior or any other vessels it owns, operates, manages or controls directly
or through subsidiary or affiliated companies in matters relating to the United Nations
Security Council’s resolutions pertaining to DPRK-related ship-to-ship transfers.

In this regard, the Panel would like to also draw your attention to certain “best
practice clauses™ already sent to many global and regional commodity trading companies.
brokers and refiners to assist them in reducing the risk that vessels under their control may
wittingly or unwittingly engage in ship-to-ship transfers with vessels controlled by the
DPRK (see Annex 4).

If Gudzon/Primorye decides to adapt and adopt the most relevant measures
pertinent to your company. as a transporter of petroleum products, such as an AIS “switch
off” undertaking. we would be grateful to receive information on this matter. Vessels that
maintain their AIS at all times are statistically less likely to engage in ship-to-ship transfers
with DPRK-controlled vessels, wittingly or unwittingly. In addition, such measures are
simple to verify as the AIS of many vessels is being monitored by the Panel.

? Information held on file by the Panel.
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As the Panel intends to provide its findings in its next final report to the

taken into consideration. In the absence of any response on your part. the Panel will

publish its findings based on available evidence to the Panel.

Given the importance the Panel attaches to this investigation. we would be most
grateful for any information to be supplied within one month of the date of this letter.
Should you or your designated representative wish to discuss this request or any follow-up

matters. please contact the Panel via Mr. Hugh Griffiths (email:
‘nd Mr. Jong Kwon Youn

Yours sincerely.,

) ,_.f“ ¥
f /

Hugh Gnffiths
Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009)

Annexes
1. Panel letter dated 22 June 2018 (ref: S/AC.49/2018/PE/OC.162)
Extract from United States Department of Treasury statement. 21 August 2018
Pamior AIS data viewed through specialized maritime database for the period
January 2018
4. Examples of “best practice™ clauses provided to many leading global and regional
commodity traders. brokers and insurers in May — June 2018

w1
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Annex 1. Panel letter dated 22 June 2018 (ref: S/AC.49/2018/PE/OC.162)

19-01704

United Nations @) Nations Unies
HEADQUARTERS » SIEGE NEW YORK, NY 10017

UniTeo NATIoNE SEcurRITY CounciL PANEL OF EXPERTS ESTABLISHED
PURZUANT TO RESOLUTION 1874 (2009)

REFERENCE: S/AC.49/2018/PE/OC.162
YOUR REFERENCE
22 June 2018

Dear Sir/Madame,

I am writing to you with regard to ongoing efforts of the Panel of Experts
established by United Nations Security Council resolution 1874 (2009) to gather. examine
and analyse information regarding the implementation of the measures imposed on the
Democratic People’s Republic of Korea (DPRK) by Security Council resolutions

1718 (2006). 1874 (2009). 2087 (2013). 2094 (2013). 2270 (2016). 2321 (2016). 2356
(2017). 2371 (2017). 2375 (2017) and 2397 (2017). in particular incidents of non-

compliance.

According to paragraph 11 of resolution 2375 (2017). “all Member States shall
prohibit their nationals. persons subject to their jurisdiction. entities incorporated in their
territory or subject to their jurisdiction. and vessels flying their flag, from facilitating or
engaging in ship-to-ship transfers to or from DPRK-flagged vessels of anv goods or items

that are being supplied. sold, or transferred to or from the DPRK™. In paragraph 14 of the
same resolution. the Security Council also decided that “all Member States shall prohibit
the direct or indirect supply. sale or transfer to the DPRK, through their territories or by
their nationals. or using their flag vessels or aircraft, and whether or not originating in their

territories. of all refined petroleum products™ (subject to exemptions).

According to specialized maritime databases. your company. Primorye Maritime
Logistics Co Ltd (PML Co Ltd), a subsidiary of Gudzon shipping Co. Ltd.. is the owner
and operator for the Russian-flagged Patriot (IMO number: 9003550) which conducted a
ship-to-ship transfer at sea with the designated tanker Wan Heng 11 (IMO number:
8791667) on 10 April 2018, which then transhipped the refined petroleum to the DPRK

(Annex 1).

Director General

Primorye Maritime Logistics Co Ltd (PML Co Ltd)

ul Tigrovaya 20A, Viadivostok. Primorskiy kray, 690091
Russian Federation

Email: office@sk-gudzon.ru; operator@sk-gudzon.mu
CC: Permanent Mission of the Russian Federation to the United Nations

4
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The Wan Heng 11 had previously been involved in prohibited ship-to-ship transfer
at sea of petroleum products to the designated DPRK-flagged tanker Rye Song Gang I
(IMO number: 7389704) in the East China Sea on 13 February 2018.% After departing the
port of Nampo. DPRK. on 31 March 2018 (Annex 2). the tanker subsequently conducted a
ship-to-ship transfer with the Pafriof on 10 April 2018 (Annex 3). The IFan Heng 11 then
returned to Nampo on 15 April 2018 (Annex 4). Specialized maritime tracking data shows
that both tankers had switched off their AIS to hide the transfer but the Paniot later
transmitted a draft change indicating a discharge had taken place on 10 April 2018 (Annex
5).

In its efforts to monitor the implementation of the relevant provisions of resolutions
2321 (2016) and 2371 (2017), and in order to gather reliable and verifiable information in
this regard, the Panel would be grateful for the assistance of your company in providing
the following information in connection with Pafriof:

1) Explanation as to why there was a ship-to-ship transfer at sea between the
Patriot and the designated tanker Wan Heng 11

2) The type and amount of petroleum product transferred to the DPRK vessel Wan
Heng 11 on 10 April 2018;

3) Copies of the bills of lading and certificates of origin for the petroleum product
carried aboard the Pafriof prior to the transfer to the Wan Heng 11;

4) The identity and contact details of the point of contact or persons acting on their
behalf to arrange the transfer to the Wan Heng 11;

5) Copies of the documents, emails and/or screenshots of mobile messages related
to the transfer and its transfer confirmation sent to the buyer;

6) Copies of the invoices. remittances and bank account details for the payment
for the transaction; and

7) Details of the means of communication with the Wan Heng 11: and

8) A copy of the crew list.

Paragraph 5 of the Security Council resolution 2407 (2018) urges all Member States
and other interested parties to cooperate fully with the Panel of Experts. in particular by
supplying any information at their disposal.

In addition to the information above related to the ongoing investigation, the Panel
would be grateful for any information on the measures your company has taken regarding
vigilance, due diligence and risk assessment regarding involvement of the Pafriot or any
other vessels that it owns in violations of relevant Security Council resolutions.

As the Panel intends to provide its findings in its next mid-term report to the
Security Council. vour timely response is important to ensure that vour reply can be taken

into consideration. In the absence of any response on your part. the Panel will publish its
findings based on available evidence to the Panel. The Panel would like to assure you that

3 The formerly Belize-flagged Wan Heng 11 was subsequently designated pursuant to paragraphs 12 of
resolution 2321 (2016). 6 of resolution 2371 (2017) and 6 of resolution 2375 (2017) on 30 March 2018.
5
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any information that you may consider confidential can be handled accordingly and used
solely for the information of the Security Council and the Committee.

Given the importance the Panel attaches to this investigation, we would be most
grateful for any information to be supplied within one month of the date of this letter.
Should you or your designated representative wish to discuss this request or any follow-up
matters, please contact the Panel via Mr. Neil Watts (email: wattsn@un.org; telephone:
+1-917-367-3197) or Mr. Hugh Gniffiths (email: gniffiths1 @un.org; +1 212-963-7206).

Yours sincerely,

/ A (,%//

Hugh Gniffiths
Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009)

Annexes

1. Patriot’s registration details

Images showing the tanker Wan Heng 11 in the port of Nampo on 31 March 2018

Image showing the tanker Pafriot conducting a ship-to-ship transfer to the Wan Heng

11 on 10 April 2018 in the East China Sea

4. Images showing the tanker Wan Heng 11 returning to the port of Nampo on 15 Apnil
2018

J. Extract from a specialized marnitime database showing that the Panriof switched off its
AIS during transfer but later transmitted a draft change indicating a discharge on 10
Apnl 2018

w o
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Annex 15 : Vessels documented through imagery as loading and transporting DPRK coal

i Date Location Vessel Status
Forever Lucky
1 | 10 December 2017 | Taean, DPRK IMO: 90_03653 Loading coal
Current flag: unknown
Former flag: Panama until 11 December 2017
Forever Lucky
2 | 30 September 2018 | Gulf of Tonkin IMO: 90_03653 At anchor
Current flag: unknown
Former flag: Panama until 11 December 2017
Hua Fu
Near Qinzhou, IMQ: 9020003 .
3 1 February 2018 China Current flag: unknown Atpier
Former flag: Panama until May 2017
Hua Fu .
. Conducting
4 22 August 2018 Gulf of Tonkin IMO: 90_20003 STS transfer
Current flag: unknown of coal
Former flag: Panama until May 2017
Jang Un
5 24 April 2018 Nampo, DPRK IMO: 8822260 Loading coal
Current flag: DPRK
Jang Un Conducting
6 22 May 2018 Gulf of Tonkin IMO: 8822260 STS transfer
Current flag: DPRK of coal
Jang Un
7 24 July 2018 Nampo, DPRK IMO: 8822260 Loading coal
Current flag: DPRK
Jang Un Conducting
8 5 September 2018 | Gulf of Tonkin IMO: 8822260 STS transfer
Current flag: DPRK of coal
Ka Rim Chon
9 15 August 2018 Nampo, DPRK IMO: 8314811 Loading coal
Current flag: DPRK
Ka Rim Chon Conducting
10| 21 September 2018 | Gulf of Tonkin IMO: 8314811 STS transfer
Current flag: DPRK of coal
Pho Phyong Conducting
11| 21 September 2018 | Gulf of Tonkin IMO: 8314811 STS transfer
Current flag: DPRK of coal
Nam Dae Chon
12 25 May 2018 Nampo, DPRK IMO:9138680 Loading coal
Current flag: DPRK
Nam Dae Chon Conducting
13 10 June 2018 Gulf of Tonkin IM0:9138680 STS transfer
Current flag: DPRK of coal
Nam Dae Chon
14 24 July 2018 Nampo, DPRK IM0:9138680 Loading coal
Current flag: DPRK
Paek Yang San Loading
15 2 August 2018 Posan Ni, DPRK IMO: 9020534 bagged coal
Current flag: DPRK
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. IMO|-|'U;OI2:8003 Paek Yang San Conducting
16| 5 September 2018 | Gulf of Tonkin ' : IMO: 9020534 STS transfer
Current flag: )
Current flag: DPRK of coal
unknown
Lucky Star (formerly Asia Bridge 3)
17| 27 October 2018 | Songnim, DPRK IMO: 9015278 Loading coal
Flag: Togo
Near Dao Bach Lucky Star (formerly Asia Bridge 3)
18| 20 November 2018 | Long Vi Island, IMO: 9015278 At anchor
Vietnam Flag: Togo
Oriental Treasure (renamed Dong Pang)
IMO: 9115028 .
19| 16 December 2017 | Nampo, DPRK Current flag: unknown / Former flag: Loading coal
Comoros
| Oriental Trea}il;lgz. (gigzrgsg Dong Pang) Conducting
20| 6 December 2018 Gulf of Tonkin L . STS transfer
Current flag: unknown / Former flag:
of coal
Comoros
Tae Yang
21 27 March 2018 Nampo, DPRK IMO: 9115028 Loading coal
Current flag: DPRK
Tae Yang Conducting
22 18 April 2018 Gulf of Tonkin IMO: 9115028 STS transfer
Current flag: DPRK of coal
Tae Yang
23 27 August 2018 Songnim, DPRK IMO: 9115028 Loading coal
Current flag: DPRK
Tae Yang Conducting
24| 25 October 2018 Gulf of Tonkin IMO: 9115028 STS transfer
Current flag: DPRK of coal
Ho Chon Gang
25| 6 December 2018 Gulf of Tonkin IMO: 8415287 At anchor
Current flag: DPRK

Source: Member State
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Annex 16 : Indonesia’s reply to the Panel

PERMANENT MISSION OF THE REPUBLIC OF INDONESIA
TO THE UNITED NATIONS
NEW YORK

No. 633/POL-202/1X/18

The Permanent Mission of the Republic of Indonesia to the United
Nations presents its compliments to the United Nations Security Council Pane]
of Experts Established Pursuant to Resolution 1718 (2006) and has the honor to
inform the investigation and legal process conducted by the Government of
Indonesia on the shipment of DPRK cargo vessel Wise Honest (see Annex).

The Permanent Mission of the Republic of Indonesia to the United
Nations avails itself of this opportunity to renew to the United Nations Security
Council Panel of Experts Established Pursuant to Resolution 1718 (2006) the
assurances of its highest consideration,

New York, 12 September 2018

Hugh Griffiths
Coordinator of the Panel Experts
Established Pursuant to Resolution 1718 (2006)

New York

325 East 38™ Street, New York_ NY 10016 - Tel : (212) §72-8333 « Fax (212} 972-9780
www indonesiamission-ny.org + email:ptri@indonesiamission-ny org
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Investigation and Legal Process for DPRK Ship Wise Honest

Pursuant to relevant UNSC Resolutions and National Laws and Regulations

of the Republic of Indonesia

Background
1. The Ministry of Foreign Affairs of the Republic of Indonesia has received initial informal

information regarding the possible movement of DPRK flagged ship towards indonesian
waters on 31 March 2018. The ship was identified as Wise Honest (WH) with IMO number
8905490. The Ministry took coordinated steps to verify the information received with
related government institutions on 1 April 2018.

Measures Taken
2 Verification measures were taken in Balikpapan as a response to the aforesaid

coordination and the Government of the Republic of Indonesia has managed to gather
information as follows:

»

Rece

The Automatic Identification System (AIS) of WH was turned off during the ship's
journey into Indonesian territorial waters and no report was made to the destined port
authority for proper ship clearance;

During the initial identification process, the ship was noted to be sailing without
hoisting the ship’s nationality flag. The ship was initially reported as Sierra Leone
flagged ship manned by 25 crew members of DPRK nationality,

Note: during the further detailed inspection, Indonesian authorities found 2
documents of ship particular and crew list with different nationality, namely: Sierra
Leone and DPRK.

WH was loaded with approximately 26.500 MT of coal with cargo documents and port
clearance received from a ship-to-ship transfer (STS) from a Russian cargo ship
intending to conduct STS transfer around Balikpapan waters in East Kalimantan,
indonesia, was identified to be without proper exportimport documents;

Based on information received from another member state, the final
destination/recipient of the coal upon the STS transfer in Balikpapan is to a company
called Enermax, based in Goyang, South Korea;

Indonesian Navy decided to detain the aforesaid ship along with its crews and cargo
off the Port of Semayang, Balikpapan, East Kalimantan, Indonesia, on 4 April 2018
to this date for further legal process according to relevant national laws and
regulations.

velopmen

3. During the detainment and inspection process, on 21 July 2018 a crew member of the
ship passed away due to existing pre-conditions (heart failure due to diabetic related
complications) and his remains is currently attended at the local hospital morgue in
Balikpapan. On 28 July 2018, a crew member s being referred by doctor in Balikpapan
for treatment in @ hospital in Jakarta due to loss of eye sight (traumatic optic neuropathy)
and is accompanied by another crew member under the consular care of the DPRK
Embassy in Jakarta. Three other crews of the ship have been deported due to acute
health problems (brain tumor). Currently there are a total of 19 crew members still
detained on the ship, excluding the two in Jakarta.
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4. On 20 July 2018, the Govemnment of the Republic of Indonesia received a request for

Mutual Legal Assistance in Criminal Matters (MLA) from the Embassy of United States of
America in Jakarta. The request is currently being processed, including the requirement
to submit a list of documents as stipulated in Article 28 of Law No.1 (2006) on MLA.

. Based on the abovementioned measures, the Government of the Republic of Indonesia

reiterates its continued commitment to the implementation of relevant UNSC resolutions
on DPRK. The ship Wise Honest is currently still detained in Balikpapan for further
thorough investigation and judicial process in accordance 1o relevant national laws and
regulations, namely Law No. 17 (2008) on Sea Voyage, particularly related to sea
worthiness due to ambiguous legal status of ship’s nationality.

Jakarta, 5 September 2018
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Annex 17 : Contract for coal aboard the Wise Honest

19-01704

CONTRACT

Contract No.  EX-AC-A-180301

Date of lssue @ March 15, 2018 (3).

The Pyyers  ENERMAXKOREA C
Add.

2

==,

TEL

The Sellers | Hong Kong Nova International Trade Co . Limited

Add.. Roome UNIT A9 . 9/F SILVERCIJRP INTERNATIONAL TOWER, 707-713
NATHAN ROAD, MONGKOK, HONG KONG

TEL: «852-96669759

Bank Name '@ Hang Seng Bank Limited

Account Name. : Hong Kong Nova International Trade Co., Limited
Account Number @ 783-496925-883

Beneficlary Bank Address ' 83 Des Voeux Road Central, HK
Beneficiary Bank Code '@ 024

Swift Code : HASEHKHH

subject to the terms and conditions stated below

1. Description of Commaodity, Specifications and technical demand:

mi 1y nthracite yal
(2) Quality and Chemistry {Refer 1o the under-mentioned sample typical data)
* Size 0 W0me. MAX 30mm

o Volatile Matter 5.50% MAX (Dry Basig)

* Asl [Z2,00% MAX (lry Dasis)

« Fixed Carbar 80.00% MIN {Dry Basis

« Total Sublur 0.5% MAX (bry Hasis)

« Total Motstur 3.00% MAX (As Received Basiks)
) Packi IN BULK

proed 1o sell the under mentioned pood
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2. Total Weight = 26,0600 MT + 10%

3. Unit Price : CIF/POHANG PORT. KOREA 115.00 USD/MT

e

{5 .'".‘

St 3

W Xo '4:'//‘0/
4. Total value : 2.990,000 USD R Ll T

S AA",;::.;?I;':
5. Shipment time : Before April 10, 2018,
6. Port of loading : EAST KALIMANTAN PORT. INDONESIA
/.'.

7. Port of discharging : POHANG PORT. KOREA 4

8. Terms of payment : T/T Remittance

{1) When the custom clearance is compleied, the Buver shall pay 1he goods lor
the weight of 5000MT immediately.

{2) Within ¥ days after the custom clearance 15 completed, the Buver shall pay
the goods jor the weight of 5.000MT

{3) Within 25 days. the Buyer shall pay the guods for the weight of 18.000MT
and the Buyer shall try t¢ pay quickly as soon as possibic,

9. Loading Terms -

(1} Within 2 working days after shipment, the seller shall potily the buver by
emailname of the commadity. quantity, the shipment date and expected date of
arrival o the goods at the port of destination

(2] Partial shipment - Not Allowed

10. Price Adjustment of Anthracite Coal (Ash) :

Al the rate of 31.00/MT for each 1% in excess of 12%tAsh)

the excess shall be deducted from the total price of goods after the report of SGS
1% issued

11. Force Majeure: Either party shall not be held responsible ior failure or delay
to performn all er any part.of this agreement due to flood, fire, earthguake,
draught. war or any other events which could nat be predicted, controlled, avoided
or overcome by the relative party However, the party affected by the event of
Force Majeure shall inform the other party of its ocourrence in writing as soon as
possible and thercafter send a certificate of the event issved by the relevant
authorities to the other party within 15 days after its occurrence.

e

19-01704
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Source: The Panel

19-01704
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Annex 18 : Correspondence with Novatobacco

On 12:20:2018 00:00, NG o=

Dear Sir,

That is an interasting way of looking at things.

The problem with your hypothesis about someone else "stealing your bank account
information is as follows:

If they deposit money in your bank account, that is your bank account. 89 it becomes your
money.

So pleass explzin to me why anyone would wish to have money sent to your bank account
unless you were going to pass it on to them?

Sincerely,

Hugh Griffiths

From: novatobacco

Sent: Wednesday, December 18, 2018 1:58 PM

To: Hugh Griffiths

Cc: NOVATOBACCO

Subject: Re: Questions from the United Nations Panel monitoring the sanctions on
North Korea

Dear Sic

When we make commercial offer and payment forms for customers, we will write down
the bank account information of our company, so | think someone has stolen the
information of our company and passed to mantioned compzany.

Liu ChaoFeng

novatobacco

] B

11t

on 12/19/2015 20:24, || o=

Dear Sir,

Thank you for your email.

Why does the contract list your bank account number?
Sincerely,

Hugh Griffiths

From: NOVATOBACCO W
Sent: Wednesday, December 195, x
To: Hugh Griffiths

Subject: R2:Questions from the United Nations Panzl monitoring the sanctions on North

Korea

Dear Hugh Gniffith,

Thank you for your email and the notice.

We have no idea where this contract came from, nor why it has cur company’s seal.

The company's legal person signature does not conform fo the signature on the contract.

130/364
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The signature in the formal trade contract is as follows

Please see the attachment for detsils of the company’'s legal person signature.

Attached contract has not been coverad by the official seal of the unit.

Upon enguiry, our company has never had any deslings with the company mentioned in the
confract.

We will further protect ocur own interests through legal channels.

If there is any follow-up, please keep in touch, thank you.

Liu ChaoFeng General mansager

Hong Kong MNova Intemstionsl Trade Co., Lid

HK Nova International Trade

Mobile:

Skype:

Viber: +8815810777861 Caut: www.novatobacco.com

At 2018-12-18 18:54:42_"Hugh Griffiths” [ INGNNEEEEEE i

Dear Hong Kong Nova International Trade,

My name is Hugh Griffiths and | am Coordinator of the United Nations Panel of Experts
monitoring the sanctions on the Democratic People’s Republic of Korez (DPRK].
Attached is a contract that bears your company's name.

The signature on the contract appears identical to the signature that appears on your
website [please sse the second attachment for example).

This contract was for 25,500 (MT) tonnes of DPRK origin coal that has been seized by a
Member State.

Please explain why your company with your bank accountis named in this documentation.
Please provide correspondence and documentation to substantiate any response you
may give, including:

1) Emazil correspondence and contracts to substantiate why your company is named in
this contract;

2} Email correspondence and contracts to substantizte who were the other parties
involved;

3) Bank account racords relzting to the zbove and to this contract.

4) Any additional background you wish to provide.

Please note that the Panel may name your company in its next report to the Security
Council. We therefore invite you to provide your views so that we may consider them for
inclusion in our next report to the Security Council.

Please reply within 14 days.

Sincerely,

Hugh Griffiths
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3
O ROMITAHUU

MONG KONG NOVA INTERNATIONAL TRADE €O,
UMITED

hingy3eanane fre toheenh vyt e e

Source: The Panel
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Annex 19 : Panel correspondence with Hamid Ali

From: [

Sent: Sunday, December 23, 2018 1:59 AM

To: Hugh Griffiths

Subject: RE: Questions from the United Nations Panel monitoring the sanctions on
North Korea

Dear Mr. Griffiths,

Thanks for your today email.

Regret to inform we have never did any communications with Huitong Company
sothat we do not have the PIC/CEQ | office/email address or other company dsta"s Mr

Jong arrange for the TT of funds which we did received only part of the agreed amount
for the transhipment cost.

Best regards

Hamid Ali

Sent from my Samsung Galaxy smartphone.
-------- Original message ---—-—

From: Hugh Griffiths |
Date: 12/23/18 2:15 AM (GMT+07:00)
To: Ery Riza

Subject: RE: Questions from the United Nations Panel monitoring the sanctions on North
Korea

Dear Mr. Hamid Ali,

Thank you for this information.

Please forward any correspondence you may have had with Huitong Minerals.

Please also provide an email address and the name of someone at Huitong Minerals,
together with their physical address.

Best regards,
Hugh
Hugh Griffiths

Coordinator, Panel of Experts
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Established pursuant to UNSCR 1874
nton S
Te

From: Ery Riza

Sent: Friday, 21 %iﬁllzﬁl 2018 9:20 PM

To: Hugh Griffiths

Subject: Re: Questions from the United Nations Panel monitoring the sanctions on North
Korea

Yes , Huitong was the only company.sending funds for the trsnsjipment process

Best regards

Hamid Ali

On Fri, Dec 21, 2018, 10:34 PM Hugh Griffiths ||| GG ot

Dear Mr. Hamid Ali,

Thank you for the documentation, it is much appreciated.

From the banking documentation you have provided to us, it appears that an account in
the name of "Huitong Minerals" made the payments to you in connection with the Wise
Honest?

Please confirm if this was the only company.

Best regards.

Hugh

From: Ery Riza

Sent: Friday. December 21, 2018 8:12 AM

To: Hugh Griffiths

Subject: Re: Questions from the United Nations Panel monitoring the sanctions on North
Korea

Dear Mr. Griffiths ,

Following our vesterday conversation and email exchange :

1. Mr. Eko Setyatmoko

He reconfirmed emzil - |

134/364
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He informed being many discussion with Mr.Jong without our present and
currently

follow by Mr. Park station in China but traveling regularly to Vietnam and now
to Indonesia.

2. US Dollar transfer

Attached are copy of TT of received at our Bank which we have passed to
Mr.Eko for his further activities.

3- Mr.Jong
Company Name : Korea Yin Myong Trading Company
ph : 850 218111/ 3818161
Representative (2 ) of Mr Jong in Indonesia is :
Mr. KwakCholSu, Hp : + _
Regret we do not other data like address ete.

We do hope these info will be useful if you need more data kindly advise me at
your earliest convenience time.

Thank you
Kind regards ,
Hamid Ali

On Thu, Dec 20, 2018 at 6:41 PM eryriza _wrote:

OK , will check with thr right one.
Brgds

Sent from my Samsung Galaxy smartphone.

From: Hugh Griffiths [

Date: 12/20/18 6:21 PM (GMT=+07:00)

To: Ery Riza [
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Subject: Re: Questions from the United Nations Panel monitoring the sanctions on North
Korea

Dear Sir,

You provided an email address for Mr. Eko Setyatmoko: esetiatmoko(@yahoo.com in
your earlier email today

This email address does not work. Please provide the correct email address.

Sincerely.
Hugh Griffiths

Sent: Thursday, December 20, 2 48 AM

To: Hugh Griffiths

Subject: Re: Questions from the United Nations Panel monitoring the sanctions on North
Korea

Dear Mr.Griffiths ,
Your email of today refers :
1. Mr. Eko email : [

2. Mr. Jong : we never have email exchange nor phone contact from our side to
him,

also not receiving email. We will try to locate address and phone/email as vou
requested will take time as getting info most difficult.

Thank you.

Kind regards,

Hamid Ali

From: Ery Riza <eryriza@gmail.com>

Sent: Thursday, December 20, 2018 11:06 AM
To: Hugh Griffiths
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Subject: Re: Questions from the United Nations Panel monitoring the sanctions on
North Korea

Dear Mr Griffiths,
As per your email request :

1. Iwill check with Mr Eko the current person in charge who being follow up for
MV Wise Honest issue.
2. Funds was transfer by Telegrafic Transfer/TT to Mandiri Bank in Jakarta

?. We are more than happy to receive the latest info of product which are subject
or sanction , however

our main activities are worldwide exporting of Processed Palm Qil product like
Oleochemicals etc ,

to DPRK limited to only Consumer Items like Detetrgent , Soap & Cooking Oil.
Hope this info will usefull for vour further activities.
Thank you
Best regards,
Hamid Ali

On Thu, Dec 20, 2018 at 5:17 PM Hugh Griffiths ||| GG ot
Dear Sir,

Thank you for your telephone call earlier. Unfortunately the connection was not so good
and 1 did not hear all of what you were saying.

I'd be grateful if you can write an email providing the important information.

1) Information on the subordinate of Mr. Jong, the North Korean gentleman who you
said travels and may be based in China?

2) Information on how the North Koreans transferred the 760,000 USD to you by TT -
you said TT was short for "telegram transfer”?

3) As to your regular meetings with a gentleman from the DPRK Embassy in Jakarta, this
is your own private affair, however, there are now many business activities involving
Nerth Korea that are not allowed according to the United Nations Security Council
resolutions. The Panel is happy to provide you with more information on this, should
you be interested.

Best regards,

Hugh Griffiths
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From: Hugh Griffiths
Sent: Thursday, December 20, 2018 9:51 AM
To: Ery Riza

Subject: Re: Questions from the United Nations Panel monitoring the sanctions on
Nerth Korea

Dear Sir,
Thank you for the email address.

We understand your difficulties in contacting Mr. Jong. Do you normally go through the
DPRK Embassy to send messages to him?

Best regards,

Hugh Griffiths

On Thu, Dec 20, 2018 at 4:31 PM Hugh Griffiths ||| GG oot

Dear Sir,

Thank you for your email.

1) Please provide an email address for Mr. Eko Setyatmoko.

2) We understand that you may not have Mr. Jong's passport but please provide
additional information on the DPRXK entity "Yingmyong", such as telephone and fax
numbers, scanned copy of business card, email address, physical address, company logo
etc.

Sincerely,

Hugh Griffiths

From: Ery Rizz [N
Sent: Thursday, December 20, 2018 8:35 AM
To: Hugh Griffiths

Subject: Re: Questions from the United Nations Panel monitoring the sanctions on North
Korea

Dear Mr. Griffiths ,
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‘Thanks for your email 20/12 , below are our response for your few questions :

1. Mr. Jong Song Ho ,
As informed previously we were introduce by Embassy who informed that
Mr. Jong through the company Yinmyong are running big activities and
representative biz_in DPRK which we have never been in touch with this
gentleman. As you might aware most Korean DPRK are very close and
confidential among each other which never inform their Identity and nor their

biz in details and impossible that we could have their personal profile/ name

card or passport whatsoever

2. Mr. Eko Setyatmoko + _

We introduce to Mr. Jong which therefore we are not aware about the
progress.

Company name : PT. Bara Makmur Sadayana
Website not available.

3. Funds were transfer to Mr. Eko through cash /TT via Bank Mandiri
For further information of Mr. Eko kindly contact Mr. Eko directly as to
overcome we make some mistake on his bis/private activities.

However if you need more info kindly contact me at your earliest

convenience time

Looking forward for your favourable response we remain.

Thank you.
Best regards,
On Thu, Dec 20, 2018 at 12:47 AM Hugh Griffiths ||| GG vxot-:

Dear A. Hamid Ali,

19-01704

139/364



S/2019/171

‘Thank you for your email and the explanations contained therein.
We have a few questions to ask you to further clarify matters:

1. On the gentleman that you met at the DPRK Embassy in Indonesia, Mr. Jong
Song Ho. What government agency or business company did Mr. Jong Song
Ho say he was working for? Please provide all this gentleman’s contact
details — phone numbers, email addresses, mobile number and please scan and
send us a copy of his business card. If you have a copy of his passport, please
send that too.

't\J

Did you mtroduce Mr. Eko Setyatmoko to Mr. Jong?

Please provide us with all contact details for Mr. Eko Setyatmoko together
with the name of his company and its website.

(V5]

4. Regarding the payment of USD 760,000, please provide us with more information.
To which person and bank account did you make this payment?

Best regards,
Hugh Griffiths
Coordinator, Panel of Experts

Established pursuant to UNSCR 1874
ot
Tei+1 [N
From: Ery Riza

Sent: Wednesday, 19 December, 2018 1:37 AM
To: Hugh Griffiths

Subject: Re: Questions from the United Nations Panel monitoring the sanctions on North
Korea

Dear Mr. Hugh Griffiths ,

Your both email of Dec 18, 2018 are well received and noted , thanks for the
information stated on your email.

First of all I would inform that we are not involved as a broker nor trade of the
Coal being available in MV. Wise Honest.

Let me clearly inform the chronological of MV. Wise Honest calling Indonesian

140/364
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1. In December 2017 we are approach by Embassy of DPRK to meet Delegation
from DPRK named Mr. Jong Song Ho claim representing a famous and

well established companies in many lines of Business. Their aim of visit is to
explore business opportunities in Indonesia and first activity to open Korean

Culture Centre in Tanjung Lesung , West Java.

2. For short term biz they offer Old Vessel to be scrapped and sell the scrapped
Iron In Jakarta. The biz will be followed after Mr Jong back to DPRK and will
bring all data and all vessel condition and terms during his 2nd visit to Jakarta
soonest.

3. In January/ 7 Mr. Jong was again visiting Jakarta however he
was not ready for the vessel to be scrapped instead he discussed of the possibility
to distribute DPRK products, he asked whether is possible to charter Vessel for
Transhipment of Cargo which Coal from Russian Origin not using Korean Vessel.
We agreed to find out the possibility as we are not and never involved in Vessel
chartering.

4. Mr Jong were back in Jakarta in March 2018 and we have introduce Mr Eko
Setyatmoko as the person who might be able to arrange for transhipment and
agreed for the cost involved of this transhipment. Mr.Jong start to TT for
payment of the transhipment total USD 760,000.-

5. Without any sales contract nor transhipment agreement and without prior
notice MV. Wise Honest has entering Indonesian Territory. The Vessel was hold
bv_Indonesian Navy because of license nor notice to Indonesian Authorities.

6. Mr Eko is working to release the Vessel and Cargo and he is working very hard,
upon court decission Coal Cargo were belong and responsibility of Mr. EKO.

7. During this process we were called by South Korean person, Mr. Jaewon Jeon
from Enermax Company who claim he has bought and paid this coal which they
asked our assistancy to do quickly the transhipment and send the Vessel to
Pohang Port, South Korea.

We are not involved and do not know this buyer as the transaction were done
bv the owner of Coal not in Indonesia.

As matter of fact we are not Broker of the previous sales to Pohang Port and we

are not selling this cargo to whatever party, this cargo due to court decission is
belong to Mr Eko.

For vour information most of the KOREAN never have Contract with us and
exchange information all are done through face to face meeting.

However if you need more data and info please do not hesitate to contact me at
vour earliest convenience.

~ You could freely call me through my mobile +_
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‘Looking forward for your favourable response we remain.

Thank you.

Best regards,

On Tue, Dec 18, 2018 at 6:14 PM Hugh Griffiths ||| GG ot
Dear Sirs, Mr. Alj,

Further to my earlier email, I should stress again that the coal aboard the vessel Wise
Honest cannot be sold and that it should be seized.

The Panel will be naming your company. PT Nur Kencana Lestari Inti in our next report
to the Security Council.

I would advise you to reply quickly to the email below.

My colleague Jong Kwon Youn may provide advice on what the Security Council
resolutions say about prohibited goods, such as DPRK coal, and their seizure.

Sincerely,

Hugh Griffiths

From: Hugh Griffiths
Sent: Tuesday, December 18, 2018 11:01 AM
To:

Subject: Questions from the United Nations Panel monitoring the sanctions on North
Korea

Dear Mr. Als,

My name i1s Hugh Griffiths and I am Coordinator of the United Nations Panel of Experts
monitoring the sanctions on the Democratic People’s Republic of Korea (DPRK).

You have been named as the broker responsible for organizing a trade of 25,500 (MT)
tonnes of DPRK origin coal that has been seized by Indonesia aboard the vessel Wise
Honest in April 2018.

Please explain how you became involved in this prohibited trade.
Please provide correspondence and documentation to substantiate any response you may
give, including:
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1) Email correspondence and contracts to substantiate your role and the role of others;
2) Email correspondence and contracts to substantiate who were the other parties
involved;

3) Bank account records relating to the above and to this contract.

4) Any additional background you wish to provide on previous trades with the parties
concerned.

Please note that the Panel may name you and your company in its next report to the
Security Council. We therefore invite you to provide your views so that we may consider
them for inclusion in our next report to the Security Council.

Please reply within 14 days.

Sincerely,

Hugh Griffiths
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Email attachment provided by Mr. Hamid Ali

Source: The Panel
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Email attachment provided by Mr. Hamid Ali
h/ P
mandiri

Rekening Koran

(Account Statement)
Periode : From 01 March 2018
To 31 March 2018
Account No . 1260007369969 - ARBAA ENERGY RESOURC
Currency : USD
Branch : KCP Jkt Permata

Opening Balance 1 97279

' 27032018 SWIFT CODE. BMRIIDJAXXX Fo ’ 0.00 14995800  150930.79

Debit InTTSusp HUITONG MINERALS
) CO LTDJP MORGAN CHASE BANK,
NEW YORK, USA
28/03/2018 28/03/2018 SWIFT CODE BMRIIDJAXXX 0.00 159,958.00 310,888.79
v issae Debit InTTSusp HUITONG MINERALS
CO LTDJP MORGAN CHASE BANK,
NEW YORK, USA
31/03/2018 31/03/2018 5.00 0.00 210,883.79
23:59:00 Biaya Adm
3110312018 31/03/2018 000 382 310,887,861
23:50:00 Bunga
31/0312018 3110372018 076 000 310,886 85
23:59:00 Pajak
31/0312018 31/03/2018 0.44 0.00 310,886.41
23:59:00 Biaya Meteral
No of Credit 3
Total Amount Credited 309,919.82
No of Debit 3
Total Amount Debited 6.20
Closing Balance 310,886.41
19-01704
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%

Rekening Koran
(Account Statement)

: From 01 Apeil 2018

To 30 Apnil 2018
- 1260007365960 - ARBAA ENERGY RESOURC

uso

KCP Ji Permata

310,886 41

caR42018
1114245
1004720'8

10042010
7w
10
121954
umw

o |l
120472018
103231

1342018
19042

161423

1a0a2018
101821

W iroenie

Source: The Panel
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RFEIST 1011804120222
Datit InTTSusp HUANG HE MINERALS
(HONG KONG] CO STANDARD
CHARTERED BANK
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000
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000
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47000
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Lo g

A04034 77
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234 230 80
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Annex 20 : The Panel’s proposal for an amended delisting procedure for vessels

Paragraph 9 of resolution 2397 (2017) encourages Member States to consult with the flag States of relevant
vessels once they are seized, inspected, and frozen (impounded). Six months after such vessels were frozen
(impounded), the Committee may decide upon request of a flag State to release the vessel if adequate arrangements
have been made to prevent the vessel from contributing to future violations of the resolutions. Howe ver, once the
vessel has been de-registered by a flag State in compliance with the resolutions (and therefore no longer under its
jurisdiction), and since it would be a violation for flag States to re-register any such vessel that has been de-
registered by another Member State, it is unlikely that a flag State will submit a request to the Committee to re-
register the vessel and then submit a request for a seized or impounded vessel to be released.

To resolve this conundrum and to lessen the burden on Member States seizing or impounding a vessel in
compliance with the resolutions, the Panel recommends that the Committee introduce a procedure whereby:

1) After a six-month period the vessel owner®® may be permitted to make representation to the Committee
for approval to have the vessel de-listed and released, provided that:
a) proof of ownership of the vessel is provided; and
b) adequate arrangements have been made to prevent the vessel from contributing to future violations of

the resolutions.

2) If approved, the vessel is then de-listed from the Committee’s list of designated vessels and the re-regis-
tration of the vessel approved. %6

3) Once a period of six months has elapsed and no request for de-listing has been tendered within 31 days
from that date, the Member State may approach the Committee for approval to submit the vessel for public
auction to defray costs incurred.

In addition, this procedure should be published on the Committee’s website under “Procedures for
delisting” at https://www.un.org/sc/suborg/en/sanctions/1718/materials.

165 A vessel’s beneficial owner is in the best position to ensure that adequate arrangements have been made to
prevent the vessel from contributing to future violations of the resolutions since they are directly
impacted by loss of trade.

166 The Committee’s website should not remove the vessel’s name, but rather indicate the date that the vessel
has been de-listed in order to provide verification for flag States and companies providing vessel
services.
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Annex 21 : Imports from and exports to the DPRK of commodities according to trade

data

148/364

Table 1

States importing zinc and articles thereof and zinc ores and concentrates (HS codes 79 and 26)
from the Democratic People’s Republic of Korea, October 2017 to March 2018

(United States dollars)

Importing October November December January February March

State 2017 2017 2017 2018 2018 2018 Total

India 20 950 7901 28 851
Total 20 950 7901 28 851

Source: Global Trade Atlas.

1. The Democratic People’s Republic of Korea exported a total of $28,851 in zinc and articles
thereof and zinc ores and concentrates (HS codes 79 and 26) to India in October and November
2017. All exports constituted violations of paragraph 28 of resolution 2321 (2016).

Imports from the DPRK of commodities with exemption provisions (iron and steel and articles
of iron and steel, textiles, food and agricultural products, machinery, electrical equipment,
earth and stone including magnesite and magnesia, and wood)

Table 2

States importing iron and steel and articles of iron and steel (HS codes 72 and 73) from the
Democratic People’s Republic of Korea, October 2017 to March 2018

(United States dollars)

Importing October November December January February March

State 2017 2017 2017 2018 2018 2018 Total
China 1796752 2411042 2725465 2393996 1839505 1846788 13013548
El Salvador 7507 18 994 26 501
Ghana 20 868 9532 283 146 313 546
India 65 189 3194 68 383
Nicaragua 12 405 64 873 38 890 8611 107 920 47 250 279 949
Serbia 3186 29 981 33 167
Thailand 25143 9083 34 226

Total 1898400 2509090 2781394 2729890 1956508 1894038 13769 320

Source: Global Trade Atlas.

2. According to Global Trade Atlas data, the Democratic People’s Republic of Korea violated
paragraph 8 of resolution 2371 (2017) by exporting a total of $13,769,320 in iron and steel and
articles of iron and steel (HS codes 72 and 73) to China, El Salvador, Ghana, India, Nicaragua,
Serbia and Thailand from October 2017 to March 2018. China replied to the Panel that the “relevant
data don’t indicate the commodities under the items of HS code 72017, and that, under Chinese law
and regulations, only items with HS codes 7201 are considered as constituting iron and steel and
articles of iron and steel prohibited by the relevant resolutions.
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Table 3
States importing textiles (HS codes 50-63) from the Democratic People’s Republic of Korea,
October 2017 to March 2018

(United States dollars)

Importing State October 2017  November 2017  December 2017 January 2018 February 2018 Total
China? 47 105 525 40 825 592 12 780 948 16 799 100 728 864
Ghana 14 173 85 040 64 985 164 198
India 234 163 15 497 5929 255 589
Mexico 15 438 15438
Russian

Federation® 76 537 11 815 88 352
Thailand 26 617 3486 30103

Total 47 339 688 40 973 854 12 883 732 81784 3486 101 282 544

Source: Global Trade Atlas.

a In a note verbale to the Committee dated 12 January 2018, China stipulated that the total value of its
imports from the Democratic People’s Republic of Korea of textiles from 11 September 2017 to 10 December
2017 was $5,139,300.

b In a note verbale to the Committee dated 6 December 2017, the Russian Federation stated that, on 18
October 2017, 14,340 items of men’s apparel were imported from the Democratic People’s Republic of Korea in
fulfilment of two contracts.

3. According to Global Trade Atlas data, the Democratic People’s Republic of Korea violated the
textiles import ban stipulated in paragraph 16 of resolution 2375 (2017) by exporting a total of
$101,282,544 in textiles (HS codes 50-63) to China, Ghana, India, Mexico and Thailand. from
October 2017 to February 2018. Only China and the Russian Federation reported to the Committee
pursuant to paragraph 16 of resolution 2375 (2017). With regard to China, the figure reported by
China to the Committee of its imports from the Democratic People’s Republic of Korea is lower
than indicated in Global Trade Atlas trade data, by $95,589,564. In order to benefit from the
reporting exemption in paragraph 16 of resolution 2375 (2017), these two figures should have been
comparable. In addition to its reporting of $5,139,300 worth of textiles imported during the period,
China further replied to the Panel that all its imports “went through the customs formalities within
90 days” from the adoption of resolution 2375 (2017). With regard to the Russian Federation, the
Panel notes that the unit of measurement (items of textile) is different from that reflected in table 3
(United States dollars) and recommends that future Security Council resolutions stipulate the
unit of measurement to be used by Member States in their reporting to the Committee.

Table 4

States importing food and agricultural products (HS codes 07, 08 and 12) from the Democratic
People’s Republic of Korea, January to March 2018

(United States dollars)

Importing State January 2018 February 2018 March 2018 Total
China? 10 158 965 10 158 965
Total 10 158 965 10 158 965

Source: Global Trade Atlas.
2 In a note verbale to the Committee dated 5 February 2018, China stipulated that the value of
its imports from the Democratic People’s Republic of Korea of food and agricultural
products from 22 December 2017 to 21 January 2018 was $16,872,600 (14,900 tons).
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4.  According to Global Trade Atlas data, the Democratic People’s Republic of Korea exported a
total of $10,158,965 in food and agricultural products (HS codes 07, 08 and 12) to China in January
2018. China further replied to the Panel that all of its imports “went through the customs formalities
within 30 days” from the adoption of resolution 2397 (2017).

Table 5

States importing machinery (HS code 84) from the Democratic People’s Republic of Korea,
January to March 2018

(United States dollars)

Importing State January 2018 February 2018 March 2018 Total
Bolivia (Plurinational State of) 11736 1296 13 032
China? 29 395 29 395
Costa Rica 21 053 5017 26 070
El Salvador 73711 1444 75 155
India 12 961 12 961
Malaysia® 16 387 16 387

Total 165 243 7757 173 000

Source: Global Trade Atlas.

2 In its note verbale to the Committee dated 5 February 2018, China stipulated that the value of its imports of
machinery from the Democratic People’s Republic of Korea from 22 December 2017 to 21 January 2018 was
$43,000.

b Malaysia replied to the Panel that “based on the statistics from Department of Statistics Malaysia (DOSM),
there is no product under the HS codes of 84-85 being imported by Malaysia from the Democratic People’s
Republic of Korea from January 2018 to February 2018”.

5.  According to Global Trade Atlas data, the Democratic People’s Republic of Korea exported a
total of $173,000 in machinery (HS code 84) to Bolivia (Plurinational State of), China, Costa Rica,
El Salvador, India and Malaysia in January and February 2018. All exports by the Democratic
People’s Republic of Korea after 21 January 2018 without notification to the Committee of those
imports by 5 February 2018 violated paragraph 6 of resolution 2397 (2017). Of the above-mentioned
Member States, only China provided notification to the Committee, and China further replied to the
Panel that all of its imports “went through the customs formalities within 30 days” from the adoption
of resolution 2397 (2017).

Table 6

States importing electrical equipment (HS code 85) from the Democratic People’s Republic of
Korea, January to March 2018

(United States dollars)

Importing State January 2018 February 2018 March 2018 Total
Bolivia (Plurinational State of) 5045 6 489 11534
China? 990 919 990 919
Thailand 17 584 7 596 25180

Total 1013 548 14 085 1027 633

Source: Global Trade Atlas.
a In its note verbale to the Committee dated 5 February 2018, China stipulated that the value of its imports from
the Democratic People’s Republic of Korea of electrical equipment from 22 December 2017 to 21 January
2018 was $1,346,300.
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6. According to Global Trade Atlas data, the Democratic People’s Republic of Korea exported a
total of $1,027,633 in electrical equipment (HS code 85) to the Plurinational State of Bolivia, China
and Thailand in January and February 2018. All exports after 21 January 2018 without notification
to the Committee of those imports by 5 February 2018 violated paragraph 6 of resolution 2397
(2017). Of the above-mentioned Member States, only China provided notification to the Committee
in accordance with paragraph 6 of resolution 2397 (2017).

Table 7

States importing earth and stone including magnesite and magnesia (HS code 25) from the
Democratic People’s Republic of Korea, January to March 2018

(United States dollars)

Importing State January 2018 February 2018 March 2018 Total
China? 10 070 444 10 070 444
Total 10 070 444 10 070 444

Source: Global Trade Atlas.
2 In its note verbale to the Committee dated 5 February 2018, China stipulated that the value of its imports from
the Democratic People’s Republic of Korea of earth and stone including magnesite and magnesia from 22
December 2017 to 21 January 2018 was $10,434,800 (106,700 tons).

7.  According to Global Trade Atlas data, the Democratic People’s Republic of Korea exported a
total of $10,070,444 in earth and stone including magnesite and magnesia (HS code 25) to China in
January 2018. China provided notification to the Committee pursuant to paragraph 6 of resolution
2397 (2017), and further replied to the Panel that all of its imports “went through the customs
formalities within 30 days” of the adoption of resolution 2397 (2017).

Table 8

States importing wood (HS code 44) from the Democratic People’s Republic of Korea, January
to March 2018

(United States dollars)

Importing State January 2018 February 2018 March 2018 Total
China? 2405718 2405718
Total 2405718 2405718

Source: Global Trade Atlas.
2 In its note verbale to the Committee dated 5 February 2018, China stipulated that the value of its imports from
the Democratic People’s Republic of Korea of wood from 22 December 2017 to 21 January 2018 was
$2,858,500 (16,200 tons).

8.  According to Global Trade Atlas data, the Democratic People’s Republic of Korea exported a
total of $2,405,718 in wood (HS code 44) to China in January 2018. China provided notification to
the Committee pursuant to paragraph 6 of resolution 2397 (2017), and further replied to the Panel
that all of its imports “went through the customs formalities within 30 days” from the adoption of
resolution 2397 (2017).
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Table 9

States exporting iron, steel and other metals (HS codes 72-83) to the Democratic People’s
Republic of Korea, January to March 2018

(United States dollars)

Exporting State January 2018 February 2018 March 2018 Total
China? 1889 683 28 791 1918 474
Honduras 11 461 11 461
Malaysia 93 407 93 407

Total 1983090 40 252 2023 342

Source: Global Trade Atlas.

@ China replied to the Panel that, while all of its exports in iron, steel and other metals, all industrial machinery
and transportation vehicles had been processed and released before 6 January 2018, for technical reasons
relating to its customs system, the clearance operations were completed when “means of transport actually left
the Chinese territory”. China also replied that all exports after the date are “self-use materials for diplomatic
mission in the DPRK or humanitarian aids to the DPRK”, for which their “export formalities are completed

and in line with the requirement” of the relevant resolutions.

9. According to Global Trade Atlas data, China, Honduras and Malaysia exported a total of
$2,023,342 in iron, steel and other metals (HS codes 72-83) in January and February 2018 to the
Democratic People’s Republic of Korea which violated paragraph 7 of resolution 2397 (2017). China
replied to the Panel on the precise nature of the exports during this period (see table 9, footnote a).

Table 10

States exporting all industrial machinery (HS codes 84 and 85) to the Democratic People’s
Republic of Korea, January—March 2018

(United States dollars)

Exporting State January 2018 February 2018 March 2018 Total
China? 14 215 799 218 602 28 674 14 463 075
Honduras 38 254 16 322 54 576
India 19 412 19 412

Total 14 273 465 234 924 28 674 14 537 063

Source: Global Trade Atlas.
a See table 9, footnote a.

10. According to Global Trade Atlas data, China, Honduras and India exported a total of
$14,537,063 in all industrial machinery (HS codes 84 and 85) from January to March 2018 to the
Democratic People’s Republic of Korea which violatedparagraph 7 of resolution 2397 (2017). China
replied to the Panel on the precise nature of the exports in this period (see table 9, footnote a).
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Table 11

States exporting transportation vehicles (HS codes 86—89) to the Democratic People’s

Republic of Korea, January to March 2018
(United States dollars)

Exporting State January 2018 February 2018 March 2018 Total
China? 1803 351 55 094 1858 445
Thailand 9176 9176

Total 1803 351 64 270 867 621

Source: Global Trade Atlas.
@ See table 9, footnote a.

11. According to Global Trade Atlas data, China and Thailand exported a total of $1,867,621 in
transportation vehicles (HS codes 86—-89) between January and February 2018 to the Democratic
People’s Republic of Korea which violated paragraph 7 of resolution 2397 (2017). China replied to
the Panel on the precise nature of the exports for the period (see table 9, footnote a).

Exports of commodities to the Democratic People’s Republic of Korea with exemptions

(refined petroleum products and crude oil)

Table 12

States exporting petroleum (HS code 2710) to the Democratic People’s Republic of Korea, October 2017 to

March 2018

(United States dollars)

Exporting State October 2017 November 2017 December 2017  January 2018 February 2018 March 2018 Total

China? 245 279 484 206 480 382 115553 261 210 473979 2060 609

India 16 513 783 16 513 783

Russian

Federation® 238173 220 632 447 774 584 783 1491 362

South Africa 275639 66 852 138 306 480 797
Total 16 997 235 704 838 1203 795 767 188 399 516 473979 20546 551

Source: Global Trade Atlas collated as of June 2018.

2 In five notes verbales from 2 January to 30 April 2018, China notified the Committee of the transfer of 2,165.1 tons of refined
petroleum products to the Democratic People’s Republic of Korea for October 2017; 497.6 tons for November 2017,
463.214 tons for December 2017; and the further transfer of 4,032.72 tons of such products from January to March 2018. The
corresponding values in United States dollars of the transfers made each month have been reported as: 1,188,000 (October
2017), 527,000 (November 2017), 490,000 (December 2017), 130,300 (January 2018), 835,800 (February 2018), and

1,592,400 (March 2018).

® In three notes verbales from 27 December 2017 to 31 May 2018, the Russian Federation notified the Committee of its exports
of 212.54 tons of petroleum products to the Democratic People’s Republic of Korea for November 2017; 589.664 tons for

December 2017; and 4,148.381 tons from January to March 2018.

19-01704
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Table 13

States exporting other petroleum (HS codes 2711-2713)2 to the Democratic People’s Republic of Korea,

October 2017 to March 2018
(United States dollars)

Exporting State October 2017 November 2017 December 2017  January 2018 February 2018 March 2018 Total

China® 1174 266 453 852 228 645 672 618 814 742 1318450 4662573

Russian

Federation® 184 286 216 129 400 415
Total 1174 266 453 852 412 931 888 747 814 742 1318 450 5062 988

Source: Global Trade Atlas.

@ China informed the Panel that it uses HS Codes 2710, 2712 and 2713 as HS Codes for refined petroleum products. China also
informed the Panel that its Ministry of Commerce considers HS Code 2711.11 as “liquefied natural gas”, whereas the Panel
uses HS Code 2711 as a part of “condensates and natural gas liquids”, prohibited by paragraph 13 of resolution 2375 (2017).
The Panel has previously recommended that all Security Council resolutions on sectoral sanctions specify the HS codes (see

S/2018/171, paras. 31 and 74).
b See table 12, footnote a.
¢ See table 12, footnote b.
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12. Based upon the International Trade Centre (ITC) Trade Map, the Panel sent letters to South
Africa (March-June 2018) and Turkey (March-July 2018) regarding the reported export of petroleum
products (HS 2710) of 322,000 USD and 2.29 million USD respectively. Turkey clarified with
supporting documentation to show that the export was made to the Republic of Korea. South Africa
informed the Panel that “the letter has been forwarded to Pretoria for action.”

13. The Panel sent a letter to the Republic of Korea regarding August media reports of a transfer of
petroleum products to Kaesong for a planned inter-Korean liaison office. The ROK replied, “in the
process of carrying out the [inter-Korean] projects, the ROK personnel used the petroleum products
exclusively for the implementation of the projects, while ensuring that no transfer of economic
values to the DPRK occurs.” The ROK explained that “among 338,737 kg of petroleum products
used for the implementation of the joint projects from January 2018 to November 2018, 4,039 kg
were unused and brought back to the ROK.” The Panel notes that the specific language of paragraph
5 of resolution 2397 (2017) requiring Member States to notify the Committee of any transfer to the
DPRK of refined petroleum products is by territory as opposed to possession and does not
differentiate between temporary and permanent transfers, or under whose control the items will be
after transfer.

14. According to Global Trade Atlas data, the Democratic People’s Republic of Korea imported
$20,946,917 of refined petroleum products during the last three months of 2017. Starting from 2018,
pursuant to paragraph 5 of resolution 2397 (2017), all Member States are prohibited from supplying,
selling or transferring refined petroleum products to the Democratic People’s Republic of Korea
over 500,000 barrels in total. Since January 2018, China and the Russian Federation have notified
to the Committee on their supply, sale or transfer of refined petroleum products to the Democratic
People’s Republic of Korea. Although in paragraph 5 of resolution 2397 (2017) the cap was set using
barrels as the unit of measurement, the unit to be used by Member States in their required
notifications was not stipulated. The figures in table 14 from China after April are based solely on
Member State reporting to the Committee. ¢’

167 According to the General Administration of Customs database centre, China Customs ceased

reporting trade data on individual countries as from 1 April 2018 and Chinese Customs
information web pages issued three web announcements on 23 May, 20 June and 20 July, each
stating that the publication of customs statistics for [each month] has been temporarily
suspended owing to technical reasons. See http://haiguan.info/noted395.aspx,
http://haiguan.info/noted396.aspx and http://haiguan.info/noted397.aspx. See also
http://english.customs.gov.cn

/newsroom/statistics (accessed 30 July 2018).
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Table 14
Data from Member States’ notifications to the Committee pursuant to paragraph 5 (a) of
resolution 2397 (2017)

(Tons)
Month in 2018 China Russian Federation Total
January 201.380 368.240 569.620
February 1392.350 1882.562 3274.912
March 2 438.990 1897.579 4 336.569
April 437.460 4.293.472 4730.932
May 1451.410 1286.138 2 737.548
June 1507.900 1570.444 3078.344
July 903.870 576.126 1479.996
August 2725.810 1369.497 4 095.307
September 1 814.600 1859.283 3673.883
October 1 886.890 3777.731 5664.621
November 2928.870 3377.243 6 306.113
December 1510.870 - 1510.870
Total 19 200.400 22 258.315 41 458.715

Source: https://www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-refined-
petroleum.

Crude oil

16. In Paragraph 4 of resolution 2397 (2017), the Security Council decided that all Member States
should prohibit the direct or indirect supply, sale or transfer of crude oil to the Democratic People’s
Republic of Korea exceeding 4 million barrels or 525,000 tons, unless the Committee approves in
advance on a case-by-case basis for a 12-month period after the date of adoption of the resolution,
22 December 2017. Pursuant to the reporting clause contained therein, the Russian Federation
reported that there were no declarations or exports of crude oil to the Democratic People’s Republic
of Korea from January to June 2018, and China reported that the amount of the supply of crude oil
by China to the Democratic People’s Republic of Korea was 150,500 tons from December 2017 to
February 2018; 147,900 tons from March to May 2018; 108,500 tons from June to August 2018; and
118,100 tons from September to November 2018.

Recommendation

17. The Panel recommends that the Committee agree upon a single conversion rate between
tons and barrels for all refined petroleum products and specify the ton measurement referred
to in the resolutions.
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X mm
Permanent Mission of
Ihe Republic of Angola to the United Nations

820 Second Avenue, 12th Fioor, New York, NY 10012
Tel (217 R&L-3R56 Fax- (212 Kht 5208

Ref. No. 8/2018-159

The Permanent Mission of the Republic of Angola fo the United Nations presents
its compliments to the Coordinator of the Panel of Experts established pursuant to
Resolution 1874 (2009) and has the honor to submit herewith the additional information
to the Republic of Angola's report on the implementation of United Nations Security
Council Resolution on Democratic People’s of Korea (DPRK).

The Permanent Mission of the Republic of Angola to the United Nations avails itself
of this opportunity to renew to the Panel of Experts established pursuant to Resolution
1874 (2008) the assurances of its highest consideration.

Mr. HUGH GRIFFITHS

COORDINATOR

PANEL OF EXPERTS ESTABLISHED PURSUANT
TO RESOLUTION 1874 (2009)

NEW YORK
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Republic of Angola
Ministry of External Relations
Office of the Minister

ADDITIONAL INFORMATION TO THE REPUBLIC OF ANGOLA’S REPORT ON
THE IMPLEMENTATION OF UNITED NATIONS SECURITY COUNCIL
RESOLUTIONS ON NORTH KOREA

19-01704

1)

3)

This presentation aims to provide additional information to the Republic of Angola’s
October 2017 report on the ‘Implementation of Security Council Resolutions 2321 (2016);
2356 (2017); 2371 {2017) and 2375 (2017}, monitored by the Panel of Experts of the 1718
Sanctions Committee.

We recall that the President of the Security Council Sanctions Commitiee established
pursuant to resolution 1718 (2006) acknowledged reception of the aforementioned report
through N.V. Ref. S/AC.49/2017/0C.278 of 26 December 2017, addressed to the
Permanent Mission of the Republic of Angola.

Regarding the additional information requested, we would like to put forward the following
observations:

a) Regarding the additional information requested by the United Nations Security
Council’s Panel of Experts on the situation of the DPRK diplomat, Mr, JON YONG
CHOL, Third Secretary at the Embassy of the Democratic Popular Republic of Korea
Embassy, we inform that he left the Angolan territory on April 20 2617 on an Emirates
Airlines flight EK792 (See in Annex).

b) Regarding the reduction of diplomatic and administrative staff at the DPRK Embassy
in Angola, we would like to inform that the staff’ was drastically reduced from 12
diplomats in 20162017 10 6 diplomats currently.

¢} Administrative and technical staff was reduced from 13 in 2016-2017 to 3 members of
staff currently (See the list from the State Protocol Directorate in Annex).

d} Regarding the supposed delegation of military advisers composed by 80 advisers from
the DPRK which traveled from Angola to Mozambique, we are not aware of any
movement or travel by military advisers from the DPRK from Angola to Mozambique
in 2017.
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e} As notified in Angola's report on the implementation of resolutions to 2321(2016);
2356(2017); 2371(2017); and 2375(2018). a tota! of 152 citizens from the DPRK left
the Angolan temritory on November 18, 2017, among whom were the Board of
Directors, cadres and employees of the Mansudae Overseas Project Group of
Companies—the Iatier under sanctions imposed by the UN and listed in Annex II of
Resolution 2371(2017),

It should be mentioned that the Republic of Angola has rigorously fulfilled its responsibility
regarding the exit of DPRK citizens from national territory. In this context, the responsibility of
the Angolan authorities in relation to foreign nationals ends the moment they leave national
territory.

We are certain that the answers presented will help enlighten the Security Council Sanctions
Committee’s Panel of Experts on the DPRK about any pending questions from Angola’s second
report on the implementation of Resolutions 2321(2016); 2356(2017); 2371(2017) and
2375(2018), submitted on 21 December 2017. Angola defends the importance of maintaining
Peace, Security. Stability and Prosperity in the Korean Peninsula region and has strictly abided the
decisions and resolutions adopted by the United Nations Security Council on the matter.

MINISTRY OF EXTERNAL RELATIONS, Luznda, August 16, 2018,
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REPUBLICA DE ANGOLA
MINISTERIO DAS RELACOES EXTERIORES
Direcgio Geral do Protocolo do Bstado

EMBAIXADA DA REPUBLICA POPULAR E DEMOCRATICA DA COREJA (NORTE) —
, TIPO DE 1. %
N TITULAR CATEGORIA CARTAO | MISSAO | VIA | PRORROGACAO | DEVOLUCAQ
01 | KIMHYON IL EMBAIXADOR D 03/10/2013 i
62 | KANG MYONG OK EMBAIXATRIZ D 03/10/2013
03| KIM CHOL §U CONSELHEIRO D 06/10/2016 i
04 | KIM SUN YONG ESP. CONSELHEIRO D 06/10/2016
05 | IKIM JTUNG HYON FIL. CONSELHEIRO D 06/10/2016
06 | KIM JUNG GYONG FIL. CONSELHEIRO D 06/10/2016 A
|07 _| MA KYONG HO CONSELHEIRO n 20/10/2016
08 | KIM CHUN HYE ESP. CONSELHEIRO D 20/10/2016 ]
09| MA JUMYONG FIL. CONSELHEIRO D 20/10/2016
10| RIKWANG CHAE 1 SECRETARIO D 12/09/2015 e
11 [RICK FSP.1° SECRETARIO D 12/09/2015 =
12 [ JONKIHO 2" SECRETARIO D 08/07/2015
13 [ KIM RYON JONG ESP. 2° SECRETARIO D 08/07/2015
14 | JO SONG CHOL 2° SECRETARIO D 23/08/2017 | ]
15 [ KIM KUM HUI ESP. 2'SECRTARIO D 33/08/2017 |
i6 |10 WON RYONG FIL. 2°SECRETARIO | D | 2310872017 | S|

Source: Member State
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Annex 23 : The Panel’s letter to Iran

Excellency,

I have the honour to write to you with regard to ongoing efforts of the Panel of Experts established pursuant
to United Nations Security Council resolution 1874 (2009) to gather, examine and analyse information regarding
the implementation of the measures imposed on the Democratic People’s Republic of Korea (DPRK) by Security
Council resolutions 1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016) and 2356
(2017), 2371 (2017), 2375 (2017) and 2397 (2017), in particular incidents of non-compliance.

According to a Member State, the DPRK has its most lucrative arms-related trade with the Syrian Arab
Republic and Iran. The Member State has informed the Panel that two United Nations designated entities, the Korea
Mining Development Technology Corporation and Saeng Pi’l (aka Green Pine Associated Corporation) maintain
offices in Iran and that these offices are active.

In addition, the Member State informed the Panel that one pattern recently observed is of DPRK nationals
on flights between Tehran and Dubai whereby these individuals return to Tehran within 24 hours. The assessment
is that these individuals are cash couriers.

In this regard, the Panel recalls the evidence and information derived from airline companies, various
Member States and the United Nations Security Council regarding KOMID officials Mr. Kim Yong Chol (passport
number 472310168) and Mr. Jang Jong Son (passport number 563110024) (see Annex 1) resident in Iran and
accredited as diplomats at the DPRK embassy in Tehran until their removal in 2016, and their frequent visits to
Dubai as well as various locations in Pakistan. ' The Panel’s letter to Iran dated
25 November 2015 (S/AC.49/2015/PE/OC.791) noted that these two individuals flew Tehran-Dubai more than 282
times between 21 October 2012 and 5 October 2015, a pattern that continued into 2016.

The Panel also notes as indications of previous cooperation between Iran and the designated entities
KOMID and Green Pine Associated Corporation the visits by KOMID President Kang Myong Chol (see Annex 1
for passport) to Iran from Dubai from 16 to 25 December 20130 and Green Pine Association Corporation President
Ri Hak Chol between 6 and 10 October 2014.1"

As a number of the individuals listed above and featured in Annex 1 together with other KOMID and Green
Pine Associated Corporation representatives are known to have acquired new passports and/or false identities, the
Panel:

o Kindly reiterates its request contained in its letter of 31 October 2017
(ref. SIAC.49/2017/PE/OC.918) (see Annex 2) requesting names and passport numbers of DPRK
diplomats accredited in Iran;

e Kindly reiterates its request contained in its letter of 12 October 2017
(ref. SIAC.49/2017/PE/OC.678) (see Annex 3) requesting immigration and visa checks and in-
formation on 78 DPRK nationals and others under investigation by the Panel;

e In light of the lack of a substantive response from Iran on the above matters for more than 12
months and in light of the recent information provided by a Member State, the Panel is now
requesting copies of the relevant passport pages of all DPRK diplomats accredited in Iran;

168 See Table 8, S/2017/150, p.68-69

169 See Tables 8 and 9, S/2017/150, p.68-69

170 Flight and ticket records held on file by the Panel

1 In our letter dated 29 August 2016, reference number S/AC.49/2016/PE/OC.659, the Panel wrote
to Iran requesting information on Mr. Ri Hak Chol’s activities in Tehran between 6-10 October
2014 but received no substantive response.
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e A full list of all other DPRK nationals residing in, or working in Iran, together
with copies of their passports, and

e A full list of DPRK entities and companies operating in Iran, their contracts with
Iranian military and/or civilian institutions and entities, para-statal companies and
private institutions.

As the Panel intends to report on this case in its next report to the Security Council, we
would be most grateful for any information to be supplied within one month of the date of this
letter. The Panel may name your country in our reporting and would therefore appreciate
a reply from your country in order to consider reflecting your views in our next report.

Should you wish to discuss this request or any follow-up matters, please contact the Panel via Mr. Hugh
Griffiths  (email: r. olaf Andrieu (| Il

Please accept, Excellency, the assurances of my highest consideration.

[

Hugh Griffiths
Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874
(2009)

Annex 1: Copies of multiple DPRK diplomatic passports previously used by KOMID and Green Pine Associated
Corporation officials while accredited in Iran, travelling to Iran or travelling between Tehran and Dubai

Annex 2: Panel letter of 31 October 2017 (ref. S/AC.49/2017/PE/OC.918), requesting names and passport
numbers of DPRK diplomats accredited in Iran

Annex 3: Panel letter of 12 October 2017 (ref. S/AC.49/2017/PE/OC.678), requesting immigration and visa
checks and information on 78 DPRK nationals and others under investigation by the Panel.

19-01704 161/364



S/2019/171

Jang Yong Son: UN designated KOMID representative formerly accredited to DPRK Embassy in Tehran

162/364 19-01704



S/2019/171

19-01704 163/364



S/2019/171

Kang Myong Chol: KOMID President who visited Iran
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Ri Hak Chol, Green Pine Associated Corporation President who visited Iran between 6-10 October 2014
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Annex 24 : Iran’s reply to the Panel

166/364

I the name of God, the most Compassionate, the most Merciful

No. 106192 19 December 2018

Dear Sir,

‘ 1 am writing in response to your letter dated 29 November 2018
{(S/AC . 49/2018/PE/OC.359) with regard to the information submitted by a Member State to the
Panel against the Islamic Republic of Iran in relation to the implementation of the measures
imposed on the Democratic People’s Republic of Korea (DPRK) by Securiti Council resolutions
1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016) and 2356
(2017), 2371 (2017}, 2375 (2017) and 2397 (2017).

Contrary to claim of the above-mentioned Member State, there is no military cooperation
or arms trade between the Islamic Republic of Iran and the DPRK. In fact, such a baseless
allegation is a desperate politically motivated attempt against a founding Member of the
Organization, abusing a United Nations mechanism that ought tw be impartial and professional.

_ According to the latest available data and a recently held review, no entity or individual,
designated pursuant to the relevant resolutions of the Security Council on the DPRK, is present
or active in the Islamic Republic of Iran.

Accordingly, the Korea Mining Development Technology Corporation and Saeng Pi’l
(aka Green Pine Associated Corporation) have no office or activity in Iran.

Furthermore, there are no DPRK nationals residing in the Islamic Republic of Iran other
than its diplomats.

The activities of the DPRK diplomats accredited to the Islamic Republic of Iran have so
far not been in contradiction with the provisions of relevant conventions or resolutions of the
Sccurity Council on DPRK,

The Government of the Islamic Republic of Iran strongly advises the Panel of Experts to
avoid the inclusion of such unfounded accusations in its report. The Panel, in line with its
mandate and the principle of professionalism, is expected to reject any unsubstanti i

Please accept the assurances of my highest consideration. 27 g
1
Eshagh Al Habib
«/&Mmﬁor
and Charge d’ Affaires
Hugh Griffiths

Coordinator of the Panel of Experts established
pursuant to Sccurity Council Resolution 1874 (2009)
United Nations New York
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Annex 25 : Guicopres correspondence
c—_
1

GROUPE 2;@5
GUICOPRES

Conakry, le 10 Décembre 2018

A

UNITED NATIONS SECURITY COUNCIL PANEL OF EXPERTS
ESTABLISHED PURSUANT TO RESOLUTION 1874 (2009)

NEW YORK
A l'attention de Monsieur Hugh Griffiths

N° 120/PDG/GUICO/2018
Objet : Votre Courrier REf S/AC.49/2018/PE/OC.362

Monsieur,

Nous avons I'honneur d'accuser réception de votre courrier cité en objet et vous
remercions pour les informations. A cet égard, nous vous informons que les coréens
ont été soilicités par nous pour Iétude d'avant-projet mais que les travaux de levées
topographiques ont été réalisés par les ingénieurs guinéens et frangais.

Il n'a jamais été question donc d'une collaboration ou d‘un partenariat avec Nam
Nam sur ce projet, mais plutdt d’une prestation ponctuelle de service payable 3 la
tache.

Dans le souci du respect de I'embargo des Nations Unies contre la République
Démocratique et Populaire de Corée, nous avons pris des dispositions notifiant I'arrét
de toute collaboration avec NAM NAM,

L'entreprise Guicopres respectueuse des Accords internationaux ratifiés par ie
Gouvernement guinéen, ne dérogera pas aux décisions des Nations Unies auxquelles
nous adhérons pleinement

En vous souhaitant par avance bonne réception du présent courrier, le Groupe
Guicopres reste 3 votre disposition pour toute information complémentaire utile &
votre compréhension,

Veuillez agréer, Monsieur, I'expression de notre considération distinguée.

Kerfalla CAMARA

Présiie';f Ezﬁeur gélﬁ"ral

SUicoraes sTe % m GMI GROUPE GUICOPRES Secirts Avosyme aw Copdal de 903 000 860 GNT ROCMIGT TAL M2002 71052004

Sodge Szanl Ree KAQO)L, Almanmiab - Soemune de Saloure L 8P 4003 Cormakry - Rapobique d¢ Guinte
Tol o204 65544 00 00 - F-rad - MR 0OUPe JUALONISS COM SAE WIS PAAT GISUPr QUICILS 2aM
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De“.-OIaf-Charles-Roben-eog(jgg_
pate%WlZ-WiOlS-lﬁ:lw
A%-BanganraDiibrl<info@groupe-guicopres. com>+
Cc":Sierra-Leone-Mission Guinea_-Hugh-
Gﬁffnhs;-
Objers:-RE:-Outgoing-Communication-#-362-from-the-Panel-of-Experts-on-the-Democratic-People’s-
Republic-of-Korea-(DPRK)-to-GUICOPRESY|
A-l'intention-de-Monsieur-Kesrfalla;Camaray
Président-Directeur-Généraly
Groupe-Guisopres9
|
Monsieurg
|
Le-panel-d’expert-rattaché-au-comité-1718-du-Conseil-de-Sécurité-des-Nations-Unies-vous-remercie-pour-
votre-réponse-(No-120/PDG/GUICO/2018)-a-sa-lettre-du-03-décembre-2018-(S/AC.49/2018/0c.362).9
|
Jaihonneur-de-poursuivre-cette-correspondance-comme-expert-de-ce-panel-que-j'sirrejoint-au-mois-de-
mai-2018-aprés-une-longue-carriére, pour-prendre-en-charge-les-problématiques-liées-a-ia-prolifération-
des-armes-et-en-particulier-les-Armes-de-Destruction-Massive-(Missile,-Nucléaire,-Biologique,-Chimique). 9
9
Je-vous-exprime-notre-reconnaissance-pour-les-mesures-prises-par-le-groupe-que-vous-dirigez-pour-se-
mettre-en-conformité-avec-les-résolutions-du-Conseil-de-Sécurité.-§
|
Afin-de-compléter-nos-informations-sur-la-compagnie-Nam-Nam-Coeperative-General-Company, nous-:
vous-serions-aussi-reconnaissant-de-sonder-votre-personnel-sur-les-questions-suivantes-et-de-bien-
vouloir-nous-en-transmettre-les-réponses-dans-la-mesure-du-possible-d’ici-14-jours® 9
9
1.-+ Comment,-ou-et-quand-vos-employés-ont-ils-sollicité-la-partie-coréenne™-En-particulier-cela-
s'est-il-passé-3-Conakry-ou-en-Sierra-Leone™9
2.+ Pouvez-vous-nous-communiquer-les-noms,-adresses, -numéros-de-téléphones-des-Nords-Coréens-
contactés-ainsi-que-ceux-de-la-société-Nam-Nam™9
3.~ Vous'-mentionnez-dans-votre-réponse-que-les-attentes-de-votre-groupe-vis-a-vis-de-Nam-Nam;
aurzient-eté-plutot-«°des-prestations-ponctuelles-de-service-payable-a-la-tiche™.-En-
I'occurrence,-serzit-il-possible-de-nous-transmettre-les-copies-des-documents-relatifs-aux-offres,-
contrats-éventuels,-emails,-et-autres-correspondances-en-relation-avec-la-partie-Nord-Coréenne.§
9
Au-nom-du-coordinateur-du-Panel-Hugh-Griffiths,-je-vous-remercie-pour-votre-coopération-et-vous-prie-
Monsieur-le-Président-Directeur-General,-d’agréer-'expression-de-ma-considération-distinguée.-9
b |
Olaf-AndrieuY
Member,-Panel-of-Expertsg
Established-pursuant-to-resolution-1874-{2009)9
United-Nations-Security-Council§
T

el
V ir ‘x)a
&),

https://www.un.org/sc/suborg/en/sanctions/1718/panel experts/work mandate§
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GROUPE
GUICOPRES

Conakry, le 20 Décembre 2018

MONSIEUR OLAF CHARLES ROBERT ANDRIEU
Member, Panel of Experts
Established pursuant to resolution 1874 (2009)
United Nations Security Council

N° 121/PDG/GUICO/2018
Objet : Votre Courrier du 12 Décembre 2018

Monsieur,

Nous avons 'honneur d‘accuser réception de votre courrier daté du 12 / 12/2018
sollicitant des détalls sur les questions que vous y avez indiquées et vous remercions
de bien vouloir noter que :

Nous n'avons contacté les travailleurs coréens qu‘a I‘occasion de la préparation du
dossier de consultation pour la construction du camp de Freetown.

Nous confirmons que ceux-ci n‘ont travaillé avec nous que quelques jours dans le
cadre des études d’avant-projet puis nos ingénieurs géomeétres et topographes ont
pris le relal.

Nous réitérons que notre collaboration a pris fin a ce stade.
veulliez agréer, Monsieur, I'expression de notre considération distinguée.

Kerfalla CAMARA

GROUPE GUICOPRES Soodtt AMpsyme i Captet de 500 000 000 GNF RCCMGT KAL M21077194/300%
Lge o0 Aue AADDS, Ainamayet - Corvmene fe Ritum . BF 4643 Canalry - Aapoticae e Gunee
ol <224 655 448 00 00 Sl * snlo@SI0UPP-J0tO0Nes COM Gie w2 WK JITUDE-geKDTL.LON

e e e I e ——

Source: The Panel

19-01704
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Annex 26 : The Panel’s letter to Sudan

28 Novemper 2Ulg
Excellency,

I have the honor to write to you with regard to ongoing efforts of the Panel of Experts established pursuant
to United Nations Security Council resolution 1874 (2009) to gather, examine and analyze information regarding
the implementation of the measures imposed on the Democratic People’s Republic of Korea (DPRK) by Security
Council resolutions 1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017),
2371 (2017), 2375 (2017) and 2397 (2017), in particular incidents of non-compliance.

The Panel is requesting additional information and documentation from Sudan based on the
information supplied by Sudan in its 26 November 2018 letter to the 1718 Committee (see Annex 1)
and in its National Implementation Report to the Committee dated 27 June 2018 and published on 14
August 2018 (see Annex 2).

In your 26 November 2018 letter to the Committee you state that:

“The Military Industry Cooperation (sic) has never dealt with a company named “KOMID”
and has been dealing with a company named “Future Electronic Company (FEC). All deals with the
latter were signed and paid in Sudan. The Military Industry Cooperation (MIC) has never received any
shipment from North Korea. All shipments were from other countries” (see Annex 1).

In your annex to your 27 June 2018 letter (National Implementation Report) you state:

“Further to inspection and verification, the Government of the Sudan has cancelled the contract
between the Future Electronic Company and Sudan Master Technology and brought an end to the com-
panies’ cooperation as of 15 July 2017.”

His Excellency

Mr. Omer Dahab Fadl Mohamed

Permanent Representative of the Republic of the Sudan
to the United Nations

New York

In this regard, the Panel kindly requests the following documentation:

1) A copy of the contract(s) between the “Future Electronic Company” and “Sudan Master
Technology” aka Sudan Master Technology Engineering Corporation;

2) A copy of the contract(s) between the “Future Electronic Company (FEC)” and the “Military

Industrial Cooperation MIC Sudan” aka Military Industrial Corporation (MIC) of Sudan'’?;

3) A copy of the order(s)/decrees/correspondence nullifying the contract(s) with the above-
mentioned Sudanese and DPRK entities;

172 The spelling of this entity in the 29 November 2018 letter is incorrect. The correct name of the
Sudanese military company that has cooperated with the DPRK is the Military Industrial
Corporation (MIC) of Sudan with the following website: http://mic.sd/en/home/homepage.
Please see Panel letters Panel of 2 January 2018 (ref. S/AC.49/2018/PE/OC.01) for additional
information on MIC.
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4) A list of the staff of the” Future Electronic Company” that includes their names, all known
aliases, passport numbers (all passport numbers used by each individual) and copies of their
passports (all passports used by each individual together with departure evidence of these

persons showing expulsion and final departure from the territory of Sudan'3;

5) Details of the bank account(s) of Future Electronic Company in Sudan together with a list
of transfers to and from that bank account for the period 2013 — 2018, including data on
foreign account numbers to which funds were transferred,;

6) All documentation associated with UN designated DPRK entities, or other entities that may
have operated as front companies on their behalf, including: Korea Mining Trading Devel-
opment Corporation (KOMID), Tanchon Commercial Bank (TCB), Future Electronic
Company, Chongryong Technology Trading Corporation and Chosun Keumcheong Tech-
nology General Trade Corporation that have been the subject of Panel requests to Sudan
from December 2015 until November 2018 (see Annex 3);

7) Your 26 November 2018 letter states that regarding Future Electronic Corporation “Sudan
never received shipments from North Korea. All shipments came from other countries.” The
Panel notes that DPRK arms brokering activities, whether the arms originate from the DPRK
or not, is prohibited under resolutions 1874 (2009) and clarified further in paragraphs 6 and
7 of resolution 2270 (2016). The Panel kindly requests copies of all documentation for ship-
ments of arms-related goods prohibited by the resolutions that were brokered or transferred
to Sudan as part of contracts with Future Electronic Company (FEC) and any other DPRK-
related entity irrespective of whether such goods originated from the DPRK or “other coun-
tries”.
Please note that the Panel is investigating all of the above in an effort to better identify the
overseas DPRK-related networks that continue to violate the Security Council resolutions with regard
to the DPRK in African and Middle Eastern Member States;

Thank you for clarifying the situation with regard to Mr. Hussein Al-Ali’s attempt to offer his
services to Military Industry Corporation (MIC). His failed attempt is noted and your information on
this individual will be reflected in our next report.

Regarding questions 1-7, as the Panel intends to report on these matters in its next final report to the
Security Council, we would be most grateful for any information to be supplied within one month of the date of
this letter.

Should you or your designated representative wish to discuss this request or any follow-up matters, please
contact the Panel via Mr. Hugh Griffiths (email: r. Olaf Andrieu
(email:

Please accept, Excellency, the assurances of my highest consideration.

173 According to the National Implementation Report (NIR) dated 14 August 2018 sent
by Sudan to the Security Council 1718 Committee, Sudan stated that “In the light of
paragraph 3 above, the Sudanese Government expelled the staff of the
aforementioned company and prohibited them from entering the Sudan. The last of
the staff members left on 12 August 2017.”
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Hugh Griffiths
Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874
(2009)

Annex 1: Letter from Sudan to the 1718 Committee of 26 November 2018
Annex 2: Extract from Sudan National Implementation Report
Annex 3: Letters from the Panel to Sudan of
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13 June 2018 (ref. S/AC.49/2018/PE/OC.140)
2 January 2018 (ref. S/AC.49/2018/PE/OC.01)
17 July 2017 (ref. SIAC.49/2017/PE/OC.324)
11 November 2016 (ref. S/AC.49/2016/PE/OC.950)
29 September 2016 (ref. S/AC.49/2016/PE/OC.852) and
4 December 2015 (ref. S/AC.49/2015/PE/OC.815)

19-01704



S/2019/171

Annex 1: Letter from Sudan to the 1718 Committee of 26 November 2018

Republic of the Sudan DS T2 Gt

Permanent Mission to the United Nations sl b I NI Aa T A Ty

19-01704

New York s

No: SUN/552/18

The Permanent Mission of the Republic of the Sudan to the United Nations
presents its compliments to the United Nations Security Council Committee
established pursuant to Resolution 1718 (2006) and has the honour to refer to
paragraph (75) of the report of the Panel of Experts issued on August 2018, which
included a number of inquiries concerning alleged Sudan's dealing with North
Korean companies and citizens. In this respect, the Mission has the honour to
convey the following:

1. The Military Industry Cooperation MIC (Sudan) has never dealt with a
company named “KOMID", and it has been dealing with company named “Future
Electronic Company (FEC)". All deals with the latter were signed and paid in
Sudan. The Military Industry Cooperation (MIC) Sudan has never received any
shipment from North Korea. All shipments were from other countries.

2. Mr. Kim Song Chol entered Sudan in 2013 and in 2016. using different
names, and left in May 2017. He has not entered the Sudan since that date due to
the travel ban imposed on him by the competent authorities.

3. Mr. Hussein Al-Ali had offered his services in 2008 to MIC (Sudan) but
MIC did not meet him or develop any cooperation with him.

4. No documents were found about the name Mr. Kotai Hun and verification
is ongoing.

The Permanent Mission of the Republic of the Sudan to the United Nations
avails itself of this opportunity to renew to the United Nations Security Council
Committee established pursuant to Resolution 1718 (2006) the assurances of its
highest consideration.

26 November, 2018

-

305 EAST 47TH STREET, 4TH FLOOR, NEW YORK, NY 10017 TEL: (212) 573-6033 FAX: (212) 573-6160
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Annex 2: Extract from Sudan National Implementation Report

174/364

SIAC.49/2018/98

Annex to the letter dated 27 June 2018 from the Permanent
Representative of the Sudan to the United Nations addressed to the
Chair of the Committee

[Original: Arabic]

Report of the Sudan on the implementation of Security Council
resolutions 1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013),
2270 (2016), 2321 (2016), 2371 (2017), 2375 (2017) and 2397 (2017)

Further to the resolutions of the Security Council concerning the Democratic
People’s Republic of Korea, namely, resolutions 1718 (2006), 1874 (2009), 2087
(2013), 2094 (2013), 2270 (2016), 2321 (2016), 2371 (2017), 2375 (2017) and 2397
(2017), the Government of the Sudan wishes to provide the following information:

1. In its note verbale dated 19 June 2017 addressed to the Chair of the
Security Council Committee established pursuant to resolution 1718 (2006)
(S/AC.49/2017/73), the Permanent Mission of the Sudan to the United Nations stated
that the Government of the Sudan had informed all relevant governmental authorities
and individuals of the provisions of the above-mentioned resolutions, placing
particular emphasis on paragraph 40 of Security Council resolution 2270 (2016) and
subsequent resolutions prohibiting commercial or military interaction with any
entities or bodies affiliated with the Democratic People's Republic of Korea.

2. The Government of the Sudan has established a national team comprising
all relevant agencies to follow up on implementation of the Security Council
resolutions concerning the Democratic People’s Republic of Korea and prepare
national implementation reports for submission to the Committee.

3. Following investigation and verification, the Government of the Sudan
cancelled the contract between the Future Electronic Company and Sudan Master
Technology, and brought an end to the companies’ cooperation as of 15 July 2017.

4.  In the light of paragraph 3 above, the Sudanese Government expelled the
staff of the aforementioned company and prohibited them from entering the Sudan.
The last of the staff members left on 12 August 2017.

5. The Government has added the list of banned individuals compiled by the
Committee to its no-entry lists. It has circulated those lists to Sudanese embassies and
points of entry into the country.

6.  The countries do not have resident diplomatic representation. The Sudan
covers the Democratic People’s Republic of Korea from its embassy in Beijing, while
the Democratic People’s Republic of Korea covers the Sudan from Addis Ababa.
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Annex 27 : Sudan’s reply to the Panel
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SMT

Englneering Co. \
Spwaiall Cigus

Date; 26/4:2017

Dear Mr. Hong

We have been instructed by our high authority 1o tell you that ycu are
blocked to enter Sudan. This means that you cannot travel to Sudan by using
your name or any other name. =

This letter will be as official WORINING, accordingly you are as\(cd to
leave Sudan within one week.

With best regards

—

- /

Amir A. Abdalla
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' F SMT LR

tngineuring Co. \
Gsuaiall Gow \
From : SMT
To :FEC Co.
Date : 15/06/2017 Total Pages: 1/1
; \
Dear Sir,

Subject: Termination of Cooperation

-

According to the instructions given to us from our high‘authority we
would like to inform you the [ollowing:
1. All cooperation between SMT and FEC should be terminated by the
01" of August 2017.
2. All the personnel from your side should quit the country by this
date.
We shall be ready to give any assistance for the departure of your
staff.
3. The contracts which are now running should be concluded before
that date or otherwise should be stopped and a situation report

should be made.
4. We are ready to discuss and settle all outstanding issues between us
including financial issues. \

We are sure that you appreciate our situation and you will cooperate with
us to settle down all issues zrise from this unexpected termination
necessitated by circumstances completely out of our control.

Best regards,

i

Amir A. Abdalla
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Frame contact

This frame contract {contract) is concluded in Khartoum on 277 of January
2013 by and between: .
1. Sudan Mastar Technology Co. Ltd.
A company.incorporated under Sudanese law, having Its address In
SMT Building, Gamhurla Streat, Khartoum, Sudan and represented by
Eng. Hasan Talha Hasan, hereinafter called (Employer) as First Part,
2. Future Electronic Company (FEC), 2 company registered under law of
P.R. of China, having its address Haidian District Beijing, China
And represented by Mr. Hong Man Bok, passport no. 83 02,
hereinafter called {contractor) as the Second Part,

First part and second part collectively called {parties)

The contractor offer his services to Employer in the field of rehabilitation,
upgrade, maintenance of eastern Radars, air defense systermns, tactical
tommunication, maintenance and spare parts and training.  \

The Employer accepted the <aid offar,

Parties agreed their dealings to be governed by terms and conditions of this
contract.

1, Subject- matter of the contract:

a) The parties agreed that detalled services and/or supRly in each
field will be performed by purchase orders and/or cortracts
made by the parties.

a) The price of each service/ good will be agreed upon on the
relevant contract/purchase order according to man-hour or
cost-plus for services and goods respectively.

b} All payments will be made Inside Sudan by the currency agreed
upon between partles. ; \

2. Obligation of the Employer:
The Employer will be responsible for reception of the personne! of the

contractor and thelr stay, visas, accommodation, local (in fand) and
medical services during their say.

\

Paprloi3
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3. Obligatian of the Contractor: \

a) The contractor will undertake to sell, supply, assemble, educate and
train (collectively called technical assistance) according to the
requirements and conditions of ezch contract.

b} The contractor will be responsible for shipping the goods to
Sudanese Sea/Air perts and will responsible for them throughout
duration of the contract until final Acceptance by Employer, the

Employer will only be responsible for clearance and transportation of

goods to the site.

4. Force Majeure:
L. Either party shall be reieased from the discharge of his obligations
towards the other if, by reason of force majeure, he faces such
circumstances that make the discharge of his obligations as specified
in the contract impossible, provided that this should be not due to

his omission.

2. When it becomes impossible to implement the contract within the
stated schedule by reason of force majeure, the party, who is under
the influence of force majeure, shall have the right to ppstpone his
contractual obligations for 2 period specified In the contfact; in this
case the delay in the contract execution shall be deemed to be

justified.

3. The party, whao is under the Influence of force majeure, shail obtain
within a maximum period of 15 days as from the occurrence of force
majeure an official document issued by the competent abitherities in
his country and legalized by the Embassy of the other party and the
legal Cha:nber of Commerce, certifying the occurrence angd the date

of farce majeure.

He shall send this document to the other party by registered mail
within the stated period, and he has to notify him of the germination
of force majeure by the same procedure and within' the same

periods.

The dates given in the legalized official documents shall be adopted

for the determination of the start and end of force majeure.

fage2of3 \
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4. There shall be considered as force majeure sudden circumstances,
earthquakes, flood, war, whether declared or not, revolutions, civl)
war, riots, strikes, insurrection, industrial strike and strike in
transport sector if they entail impossibility of execution of the
contract or delay in the execution of the contract.

5. Fluctuation In the prices of raw goods, labor, and foreign currency
shall not be considered as ferce majeure,

5. Confidentiality:
Parties undertake to keep absolute secrecy as regards the execution of
thils contract and not to release or give any information on it:
All documents in connection with this contract should be classified as
canfidential,

6. Dispute resolution:
All disputes arising out of interpretation or execution of this contract or

detailed contracts shall be settled amicably .failing this within one
month recourse should be made to arbitration under Sudangse laws.

T

For Employer For contractor
Eng. Hasan Talha Hasan Nir. Hong Man Bok

Page3of 3
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Translated from Arabic

[Pages 1 and 2]

Republic of the Sudan

Permanent Mission to the United Nations

New York

Ref.: sin sin nun/56/21/1

2 January 2019

The Permanent Mission of the Sudan to the United Nations presents its compliments to the Security Council
Committee established pursuant to resolution 1817 (2006) concerning the Democratic People’s Re public of
Korea and refers to its note S/AC.49/2018/PE/OC.305 of 28 November 2018, by which the Committee requested
information regarding the interactions of the Sudanese Military Industry Corporation (MIC) with the Future

Electronic Company (FEC). The Permanent Mission of the Sudan wishes to provide the following information:

1.  Asingle framework agreement was signed between the companies SMT and FEC. Two executive contracts
were then signed to provide parts for the project to develop 122mm [weapons] and aerial bombs. The contract
and its effects were terminated on 15 June 2017. A copy of the contract is enclosed. There are no contracts
between MIC and FEC.

2. The Government of the Sudan wishes to state that all activities involving the Democratic People’s Republic
of Korea have been suspended pursuant to an order issued by the President of the Republic of the Sudan on 31
May 2017 (see enclosure). In early June 2017 (see enclosure), MIC and the engineering company SMT issued
administrative orders freezing all activities with the Democratic People’s Republic of Korea and cancelled all
contracts concluded with that country. A letter giving a warning and notice of expulsion was sent to Mr. Kim

Chol (see enclosure).

3. On 29 May 2017, a national committee comprising the competent agencies in the Sudan was established
with a view to following up implementation of the Sudanese Government’s obligations under the Security

Council resolutions concerning sanctions on the Democratic People’s Republic of Korea.

4.  Mr. Kim Song Chol visited the Sudan for the first time in 2013 to follow up implementation of the contracts
regarding the development of 122mm [weapons]. He then visited a second time to oversee some groups that were
working to install Russian P12 and P15 radars. He visited the Sudan a third time in 2016 under a different name
and a new passport in order to request certain financial dues. He left in May 2017 and has not entered the Sudan

since; his name has been placed on a no-entry list.
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5. There have been no banking transactions, and no transfers have been processed, through bank accounts

within or outside the Sudan. The financial transactions involving FEC consisted of direct payments made locally.

6. SMT did not receive any shipments from ports in the Democratic People’s Republic of Korea. The
shipments received through regular clearance procedures consisted of components and production parts, not of

complete products.

The Permanent Mission of the Sudan to the United Nations takes this opportunity to convey to the

Committee the renewed assurances of its highest consideration.
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[Pages 8 and 9]

Republic of the Sudan

Ministry of Foreign Affairs

The Under-Secretary

Ref./waw-kha’[ta’-dal/public

29 May 2018

Order establishing a committee on implementation of the obligations of the Sudan under the Security

Council resolutions concerning the sanctions imposed on the Democratic People’s Republic of Korea

Given that Security Council resolutions are binding on States Members of the United Nations, and in view
of the Sudan’s position against the proliferation of nuclear weapons and weapons of mass destruction, a
committee is hereby established with a view to following up implementation of the obligations of the Sudan
under the Security Council resolutions concerning the sanctions imposed on the Democratic People’s Republic of

Korea. Its composition shall be as follows:

1. H.E. Umar Siddiq, Director-General for International Cooperation and International Affairs — chair.

2. H.E. Muhammad Isa Idam, Director-General for American and European Affairs — member.

3. H.E. Anas al-Tayyib, Director of the Department of International Law and Treaties — member.

4. H.E. Siddig Muhammad Abdullah, Director of the Department of American Affairs — member.

5. H.E. Kamal Bashir, Director of the Department for International Organizations — member and rapporteur.

6.  The representative of the Ministry of Defence — member.

7. The representative of the Ministry of Finance — member.

8.  The representative of the Ministry of the Interior — member.

9.  The representative of the Ministry of Commerce — member.

10. The representative of the Ministry of Higher Education — member.
11. The representative of the Ministry of Transport — member.

12. The representative of the National Intelligence and Security Service— member.
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13. The representative of the Central Bank of the Sudan— member.

14. The representative of the defence industry network — member.

(a) The committee shall follow up implementation of the obligations of the Sudan under the relevant Security

Council resolutions.
(b) The committee shall prepare a national annual report for submission to the Security Council.
(c) The committee shall have the right to consult whomever it deems appropriate.

(d) The committee shall submit periodic reports to the Under-Secretary of the Ministry of Foreign Affairs.

This order was issued and signed by me today, on 29 May A.D. 2018 (13 Ramadan A.H. 1439).

(Signed) Abdulghani al-Na‘im Awad al-Karim

Under-Secretary of the Ministry of Foreign Affairs
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Annex 28 : Panel’s vessel inspection: ship identity laundering to deceive the IMO

1.The Panel investigated a case of ship identity laundering whereby a flag of conven-
ience vessel previously identified by the Panel as having transported prohibited coal
shipments removed all identifiers, was provided with new documentation and ships’
books for classification and inspection purposes and then applied for and obtained a
new, legal vessel number from the International Maritime Organization. The ship in
question is the Togo-flagged Talent Ace (IMO number: 8793873) which was previ-
ously the Xin Sheng Hai (IMO number: 9485617). It entered the port of Gunsan on
18 January 2018 and was subsequently detained by the Republic of Korea pursuant to
paragraph 9 of resolution 2397 (2017).

2.Inspection of the vessel revealed that a new IMO number had been inserted into the
vessel’s super-structure (figure 1) and a complete set of ship documents had been pro-
vided to allow the vessel to appear as a first-time applicant to legally obtain the num-
ber. The Talent Ace’s engine and generator serial numbers still matched those of the
Xin Sheng Hai’s (figure II).

Figure I: New legal IMO number

Source: The Pan

Figure I1: Engine serial number

Serial number 8N330-EN corresponds
with that fitted on Xin Sheng Hai

< 87,

cotl ENGINE _ °

Source: The Panel

3.Inspection of the ship’s bow revealed that the name “Talent Ace” was painted over
its former identity (figure I11). When informed of the fraud, the International Maritime
Organization cancelled the IMO number and merged the false identity with that of the
Xin Sheng Hai.
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Figure I1I: “Talent Ace” blacked out and painted over former names

TALENT ACE ¥

Source: The Panel

4. The Talent Ace’s operator Wooheng (Hongkong) Shipping appears to be acting on
behalf of the operator of the Xin Sheng Hai , Liberty Shipping.t” The Panel has iden-
tified Liberty Shipping as the operator of other designated vessels as well as DPRK -
flagged ships, and was itself designated by the United States on 23 February 2018.17
The Panel found that the IMO registration address for the vessel’s owner, Wynn East
Import & Export Trading Pte. Ltd., is the same as that of Wooheng (Hongkong) Ship-
ping.t”® The Panel is continuing its investigation.

Figure 1V: Document recovered aboard the Talent Ace showing Wooheng using
email address of Liberty Shipping, the operator of the Xin Shen Hai

BEBMEMY General-general manager’s declaration(SMMO1)

(RAWAFEH RMIEL B RLRFRRP T BEL LT RURIR
S, BRI (MRZSWRNA) (SMARU)EHIOR, ERER, BA#H
FA8, RN, ER. BROALANRENRNE, RALHNESTRRRRL
BT LABME B A,

As the p ic and basic d strictly observed by the establishment
and p.fwmlnoc of SMS and d ing COMPANY SAFETY AND
ENVRONMNAL PROTECTION POLICY, Safety management manual is

blished by the of ISM code, the international and domestic

rules and laws and the actual condition of the company.
ATM 1.0 MELWEEF XD SLRAAE 2017 F 11 A | HEAHRE
B EHRERANLEARSLIANES], ERARR L TRERL S
BEHFERAYT, ARZLANEREFTROREEH AL A AELE
BURXHMENER, SHRENELERAR.

1, the General Manager, hereby announce that the Safety ) tem
(vmlO)hnhuComymcimoleommdeﬂ‘u ?
All staff, i bers, are kindly tow:yuunﬂlcfron.lu;mdy

MWMMnMMof“SMSwmm
to ensure all operations for safety and environment protection are carried out in
with this system and to achieve the aims of safety management.

. LRAEAEIKE RERCRHBATANRETAERITIMTR
WK, RERRELEAERNE. FAETHRN, SEEM{RME,
ARLERFRESP K OHAEX.

I undertake hereby that 1 will, with all my belief, Wndknowldp.

for the
the proper implementation of COMPANY SAFETY AND ENVIRONMENTAL
PROTECTION POLICY.

®i& (Fixed Tel): +86-411-82731009
14X (Fax No.): +86-411-82723203
E-MAILADD: libertyshipping@163.com

Iwommouommco.un
BEW. TN

General

Nov lst, 2017

174 Wooheng (Hongkong) Shipping Co. Ltd uses the email of Liberty Shipping
(Libertyshipping@163.com) (see figure 1V). which has been identified as the operator of other
designated vessels, as well as DPRK-flagged ships.

75 Liberty Shipping was also the operator of the previously designated Karo Bright and the DPRK
vessel Sai Nal 2

176 Registered in Singapore (ID: 201412213D) at: 2 Venture Drive, #11-30 Vision Exchange,
Singapore (608526)
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Annex 29 : The Panel’s letter to the Syrian Arab Republic

Excellency,

I have the honor to write to you with regard to ongoing efforts of the Panel of Experts established pursuant
to United Nations Security Council resolution 1874 (2009) to gather, examine and analyze information regarding
the implementation of the measures imposed on the Democratic People’s Republic of Korea (DPRK) by Security
Council resolutions 1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017),
2371 (2017), 2375 (2017) and 2397 (2017), in particular incidents of non-compliance.

The Panel is following up on its letter of 28 June 2018 (ref. S/AC.49/2018/PE/OC.172) (see Annex) to
which it has received no reply to date. In addition, the Panel has received information from a Member State that:

e The DPRK is continuing prohibited cooperation with the Scientific Studies Research Centre
(SSRC) and the Army Supply Bureau (ASB);

e The DPRK national who replaced Ryu Jin as KOMID representative in the Syrian Arab Republic
is known as “Kim”. Mr. “Kim” has as his deputy a Mr. Rim Yong Hyok and both these individuals
work together with Pak Kwang 1.

In addition, the Panel wishes to follow up on its letters of 1 September 2017
(ref. S/AC.49/2017/PE/OC.378), 5 July 2017 (ref. S/AC.49/2017/PE/OC.308), 21 October 2016 (ref.
S/AC.49/2016/PE/OC.904 and 905), 9 June 2016
(ref. SIAC.49/2016/PE/OC.185) and 5 May 2016 (S/AC.49/2016/PE/OC.117) as well as your response letter of 17
August 2017 (see Annex).

His Excellency
Mr. Bashar Ja'afari
Permanent Representative of the Syrian Arab Republic
to the United Nations
New York

The Panel wishes to reiterate its request for a_full list of the activities undertaken by
these individuals and all other DPRK nationals in the Syrian Arab Republic, their contracts
with Syrian companies and institutions, together with copies of their passports, and other
relevant information as requested in our previous communications.

The Panel would welcome any other information that you might consider relevant to its
work as mandated by the Security Council. In addition, the Panel would like to assure you that
any information you may consider confidential can be handled accordingly and used solely for
the information of the Security Council and the 1718 Committee.

As the Panel intends to report on this matter in its next Final report to the Security Council, we would be
most grateful for any information to be supplied within one month of the date of this letter.

Should you or your designated representative wish to discuss this request or any follow-up matters, please
contact the Panel via Mr. Hugh Griffiths (email: _) mailto:and Mr. Olaf Andrieu
(emai: )

Please accept, Excellency, the assurances of my highest consideration.
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Hugh Griffiths
Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874
(2009)

Annex:

Panel letters of 23 November 2018 (ref: S/AC.49/2018/PE/OC.172), 1 September 2017 (ref.
S/AC.49/2017/PE/OC.378), 5 July 2017 (ref. S/AC.49/2017/PE/OC.308), 21 October 2016 (ref.
S/AC.49/2016/PE/OC.904 and 905), 9 June 2016 (ref. S/AC.49/2016/PE/OC.185) and 5 May 2016
(S/AC.49/2016/PE/OC/117) and Syrian Arab Republic letter of 17 August 2017
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Annex 30 : Copy of the passport of Syrian arms trafficker Hussein Al-Ali
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Annex 31 : Reply of the Syrian Arab Republic to the Panel

PERMANENT MISSION OF THE SYRIAN ARAB REPUBLIC TO THE
UNITED NATIONS
820 Second Ave., 15th Floor, New York, N. Y. 10017
Tel: (212) 661-1313
Fax: (212) 983-4439

MOST URGENT
PM/2019/09 . New York, 11 Jan 2019

The Permanent Mission of the Syrian Arab Republic to the United Nations presents its
compliments to Coordinator of Panel Experts established pursuant to Security Council
Resolution 1874 (2009) and with reference to its letter, has the honor to inform the following:

1. The existing relations between the Syrian Arab Republic and the Democratic
People's Republic of Korea are in harmony with international law and the Charter
of the United Nations and, therefore, do not violate Syria's international obligations.

2. Syria believes that the information presented to the Panel of Experts 1s not objective
and cannot be examined, scrutinized or verified by the Syrian Government because
it is superficial and based on sources that have no credibility.

3. The diplomatic representation of the Democratic People's Republic of Korea in the
Syrian Arab Republic is in conformity with the Vienna Conventions on Diplomatic
and Consular Relations and the provisions of these Conventions.

The Permanent Mission of the Syrian Arab Republic to the United Nations avails itself
of its opportunity to renew to Coordinator of Panel Experts established pursuant to Security
Council Resolution 1874 (2009), the assurances of its highest consideration

H.E. Mr. Hughs Griffiths
Coordinator of Panel Experts established pursuant to
Security Council Resolution 1874 (2009)

CC. H.E. Mr. Christoph Heusgen
1718 Committee Chair
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Annex 32 : Prime Okryu Gallery website

(1) Example of Mansudae Art Studio works advertised on the website (right: Ri Gyong Nam “Winter
in thick forest”. left: An Chang Nam “Thick forest™) (top)

P 1] wmas A8 L

Source: https://www.okryugwan.net/artgallery (accessed on 3 May 2018)

(2) Contents showing the affiliation of the gallery (bottom)

197
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Source: https://www.okryugwan.net/?lang=en (accessed on 3 May 2018)
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Annex 33 : Information on DPRK cyberattacks provided to the Panel by a Member
State in November 2018 (excerpt)

19-01704

Cyberspace is used by the DPRK as an asymmetric means to carry out illicit and undercover operations
in the field of cybercrime and sanctions evasion. These operations aim at to acquire funds through a vari-
ety of measures in order to circumvent the sanctions.

* The illicit activities of the DPRK rely on a particular cyber composite ecosystem. Among these well
identified illicit activities are online scams and the hacking of the global SWIFT messaging system. The
DPRK relies on the expertise of at least four groups of hackers specialized in espionage and sabotage,
who carry out, “Advanced Persistent Threats (APT)”.
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Annex 34 : Excerpt on DPRK cyberwarfare capabilities from “Military and Security

Developments involving the DPRK 2017”, a report to Congress pursuant to the National

Defense Authorization Act, Office of the U.S. Secretary of Defense

a variety of anti-ship cruise missiles,
torpedoes, and guns. The NKN maintains
one of the world’s largest., albeit aging,
submarine forces, with around 70 attack-,
coastal-, and midget-type submarines. In
addition, the NKN operates a large fleet of
air-cushioned hovercraft and conventional
landing craft to support amphibious
operations and SOF insertion. The force is
divided into East and West Coast Fleets,
each operating a variety of patrol craft,
guided-missile patrol boats, submarines,
and landing craft.

The NKN has displayed some modernization
efforts, highlighted by upgrades to selected
surface ships and a small-scale program to
produce modern, surface, missile-armed
patrol boats and corvettes.

North Korea continues to operate and test
its GORAE-class ballistic missile-caopable
submarine as part of its larger high-priority
ballistic missile program.

SOF. North Korean SOF personnel are
among the most highly trained. well-
equipped, best-fed, and highly motivated
forces in the KPA.

Strategic SOF units dispersed across North
Korea appear designed for rapid offensive
operations, internal defense against foreign
attacks, or limited attacks against
vulnerable targets in the ROK. They operate
in specialized units, such as reconnaissance,
airborne and seaborne insertion,
commando, and other specialty units. All
emphasize speed of movement and surprise
attack to accomplish their missions. SOF
may be airlifted by An-2 Colts or helicopters

Mikitary and Security Developments Involving the Democratic People's Republic of Korea 13

(and possibly Civil Air Administration
transports), moved by maritime insertion
platforms, or travel on foot over land or via
suspected underground cross-DMZ tunnels
to attack high-value targets, such as
command and control nodes or airbases in
the ROK.

In 2014, Kim Jong Un publicly unveiled a
possible new SOF battalion of KPA Unit 525
that may be tasked with decapitation
missions. During @ publicized exercise in
December 2016, the SOF battalion
assaulted a full-scale mockup of the Blue
House, the official residence of the President
of the Republic of Korea, practicing
helicopter insertion, probable abduction of
the ROK President, and eventual destruction
of the building.

Cyberwarfare Capabilities. North Korea
possesses increasingly sophisticated cyber
warfare capabilities, including offensive
capabilities, which are capable of
damaging and disruptive cyberattacks.
North Korean cyber effects operations
have been implicated in malicious cyber
activity since 2009 and challenge widely
recognized norms of state behavior in
cyberspace. North Korea has invested in
developing its cyber capabilities and
probably views cyber operations as an
appedling, cost-effective, and deniable
means by which to collect intelligence and
cause disruption against  its  highly
networked adversaries, notably the ROK,
Japan, and the United States. North Korea
likely believes it can conduct cyber effects
operations with little risk of reprisal, in part
because its networks are largely separated
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from the Internet and disruption of Internet
access would have minimal impact onits
economy. In November 2014, North Korean
cyber actors using the nom de guemre
“Guardians of Peace" attacked Sony
Pictures Entertainment, shutting down
employee access and deleting data. For
these types of attacks, North Korea likely uses
Internet  infrastructure  from  third-party
nations.

Pyongyang probably is increasingly using
cybercrime to offset financial losses resulting
from international sanctions, especially
given stricter Chinese enforcement of these
sanctions. For example, North Korea
probably was involved in the theft of $81
million from the Central Bank of Bangladesh
in February 2016. North Korean cyber actors
also are using malware to blackmail
individuals and companies into paying large
fees to keep sensitive information (such as
personally identifiable information) from
being publicly released. In 2017, North
Korea carmied out the malicious
“WannaCry" ransomware attack that
spread across the world damaging civilian
infrastructure,  including the  United
Kingdom's National Health Service and
Chinese firms. North Korea exploited an
existing vulnerability that allowed it to
encrypt a target's hard drive, then
demanded payment in cryptocurrency
within o set time period or else the users'
data would be wiped. Even individuals and
firms which paid the ransom did not recover
their data.

political, military, economic, and technical
information through open sources, human
inteligence, cyber intrusions, and signals
inteligence capabilities. North Korea's
primary inteligence collection targets
remain the ROK, the United States, and
Japan. They likely operate anywhere North
Korea has a diplomatic or sizable economic
overseas presence.

The Reconnaissance General Bureau (RGB)
is North Korea's primary foreign intelligence
service, responsible for collection and
clandestine operations.The RGB comprises
six bureaus with compartmented functions,
including operations, reconnaissance,
technology and cyber capabilities,
overseas intelligence, inter-Korean talks,
and service support.

The Ministry of State Security (MSS) is North
Korea's primary counterintelligence service
and is an autonomous agency of the North
Korean Government reporfing directly to
Kim Jong Un. The MSS is responsible for
operating North Korean prison camps,
investigating cases of domestic espionage,
repatriating defectors, and conducting
overseas counterespionage activities in
North Korea's foreign missions.

The United Front Department (UFD) overtly
attempts to establish pro-North Korean
groups in the ROK, such as the Korean Asia-
Pacific Committee and the Ethnic
Reconciliation Council. The UFD is also the
primary department involved in managing
inter-Korean dialogue and North Korea's

Intelli Servi Noidh: Kerean policy toward the ROK.
inteligence and security services collect
Military and Secunty Developments Involving the Democratic People's Republic of Korea 14

Source: https://fas.org/irp/world/dprk/dod-2017.pdf
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Annex 35 : Republic of Korea National Police Agency News Release: Results of the Joint
Investigation Team of the Republic of Korea Police and Government -- Hacking of
Consumer Information of Interpark determined to have be done by DPRK

[Unofficial translation (excerpt); Original follows]

The National Police Agency (Cyber Security Bureau) and the Government Joint Investigation
Team, after an initial investigation on the recent hacking of customer information of InterPark and
the blackmail to the company, state their assessment that the hacking was conducted by the
DPRK's Reconnaissance General Bureau (RGB).*"7

As evidence, the joint team pointed out to three main factors:

1) the IP addressed used for hacking emails and hacking commands (systematically used before by
the DPRK RGB)

2) the malware used in the attack (as well as decoding and methods to remove traces of the attack)
were similar to those that the DPRK used in past cyber-attacks

3) DPRK- style expressions used in black mail/cyber threat emails

This incident shows that North Korea is going beyond attacking basic infrastructure and is now trying to steal
national wealth through the criminal acquisition of foreign currency. Considering the seriousness of the issue, the
Government of the ROK is closely monitoring the changes in the cyberattack tactics of the DPRK. "8

Source:http://www.korea.kr/policy/pressReleaseView.do;jsessionid=gyhgXhbdjx KTGwWcXCNCQ2BVhbcCWKJ
fVBAKGLGhyMR1cQG4kYq9DB!-16559380297newsld=156144599&pagelndex=1
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Annex 36 : Wanted by the FBI, PARK JIN HYOK, Conspiracy to Commit Wire Fraud;

Conspiracy to Commit Computer-Related Fraud (Computer Intrusion)

% WANTED

7/ BY THE FBI

PARK JIN HYOK

Conspiracy to Commit Wire Fraud; Conspiracy to Commit Computer-Related Fraud
(Computer Intrusion)

DESCRIPTION

Aliases: Pak Jin Hek. Jin Hyok Park
Place of Birth: Democratic People's Republic of Korea (North Korea) Hair: Black

Eyes: Brown Sex: Male
Race: Asian Languages: English, Korean
REMARKS

Park attended the Kim Chaek University of Technology in Pyongyang, North Korea. He is a North Korean citizen last known to be in North
Korea. Park has traveled to China in the past and conducted legitimate IT work under the front company “Chosun Expo* or the Korean Expo
Joint Venture in addition to activities conducted on behalf of North Korea's Reconnaissance General Bureau.

CAUTION

Park Jin Hyok is allegedly a North Korean computer programmer who is part of a state-sponsored hacking organization responsible for some of
the costliest computer intrusions in history. including the cyber attack on Sony Pictures Entertainment, a series of attacks targeting banks
across the world that collectively attempted to steal more than one billion dollars, and the WannaCry ransomware attack that affected tens of
thousands of computer systems across the globe.

Park was alleged to be a participant in a wide-ranging criminal conspiracy undertaken by a group of hackers employed by a company that was
operated by the North Korean government. The front company - Chosun Expo Joint Venture, also known as Korea Expo Joint Venture - was
affiliated with Lab 110. one of the North Korean government’s hacking organizations. That hacking group is what some private cybersecurity
researchers have labeled the “Lazarus Group.” On June 8, 2018, a federal arrest warrant was issued for Park Jin Hyok in the United States
District Court, Central District of California, after he was charged with one count of conspiracy to commit wire fraud and one count of
conspiracy to commit computer-related fraud (computer intrusion).

If you have any information concerning this person, please contact your local FBI office or the nearest American Embassy or
Consulate.

Field Office: Los Angeles

Source: https://www.fbi.gov/wanted/cyber/park-jin-hyok

19-01704
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Annex 37 : Open source technical analysis of DPRK state-sponsored cyber activity
(FireEye, 3 October 2018)

Targeting and Mission

Based on observed activity, we judge that APT38's « Vietnam TP Bank in De r 2015

primary mission Is targeting financial institutions and « Bangladosh Bank in Fobruary 2016

manipulating inter-bank financial systems to raise large 4 - ) . e
sums of money for the North Korean regime. Increasingly « Far Eastern International Bank in Taiwan in October 20)7
heavy and pointed International sanctions have been « Bancomext in January 2018

levied on North Korea following the regime’s continued « Banco de B in May 2018

weapons development and testing. The pace of APT38
activity probably reflects increasingly desperate efforts
to steal funds to pursue state interests, despite growing
economic pressure on Pyongyang. Since 2015, APT38
has attempted to steal hundreds of millions of dollars
from financial institutions. Some of the publicly reported
attempted heists attributable to APT38 include:

200/364 19-01704
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Shared Resources, Motivation

Malware overiaps between APT38 and TEMPHermit
highlight the shared development resources accessible
by multipie operational groups linked to North Korean
state-sponsored activity. Although these are disparate
operations against different targets and rely on distinct
TTPs, the malware tools being used elther overiap

or exhibit shared characteristics indicating a shared
developer or access to the same code repositories
Although APT38 is distinct from other TEMP.Hermit
activity, both groups operate consistently within the
Interests of the North Korean state

« Malware similarities, including code overlap and shared
functions, are a primary connection between APT38
and other operations still attributed to TEMP Hermit
For additional malware similarity details, please see the
preceding section

APT38’s increasingly aggressive targeting against
banks and other financial institutions has paralleled
North Korea's worsening financial condition (Figure 4).
Similarly, TEMP.Hermit campaigns against US. defense
contractors and South Korean government offices
and companies is consistent with other North Korean
objectives.

Links to North Korean Military Units

Based on details published in the DOJ complaint against
North Korean programmer Park Jin Hyok, we know that
APT38 and other cyber operators linked to TEMPHermit
are associated with Lab 110, an organization subordinate
10 or synonymous with the 6th Technical Bureau in North
Korea's Reconnaissance General Bureau (RGB). The
organization is believed 1o leverage front organizations to
mask their activities, including infiltrating networks and
gathering intelligence. These relationships are outlined in
Figure 3.

~~

Source: URL: https://content.fireeye.com/apt/rpt-apt38

19-01704

.

SPECIAL REPORT | APTES: UN-USUAL SUSPECTS 27

The DOJ complaint and open sources report that Lab
NO operates cut of front companies typicaily based in
northeast China. identified fronts include Chosun Expo
Joint Venture in Dailian and Chosun Baeksul Trading
Company in Shenyang.

Firsthand accounts. information provided by a foreign
investigative agency. and common IP addresses used 10
access the company website and associated accounts
while connecting to and from North Korea corroborate
reports that Chosun Expo was a front company
operated by authorities in Pyongyang

Similar units reportedly operate in other regions around
the world, including Southeast Asia, Eastern Europe, and
other parts of China

Malware developers and other adversary actors are
believed to be recruited out of North Korea's universities
and directly into military units, such as Lab 10. Schools
reportedly feeding into these units include Kim Chaek
University of Technology and Kim Il Sung Military
Science University.

Figure 10. Archived website for Chosun Expo Joint Venture
(Source: archive fo)
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Annex 38 : Depiction of connection between advanced persistent threat (APT) group

responsible for cyberattacks on Banco de Chile and Cosmos bank in India to the
Reconnaissance General Bureau

Reconnaissance General Bureau (RGB)
6th Technical Bureau
Including Lab 110

CYBER-FOCUSED UNITS

Shared resources for different taskings:

Development

RECONNAISSANCE === e e e eeeeos
Victim Network Compromise

Theft

Lab 110 Front Organizations: //

Chosun Expo Joint Venture (Dalian)

Chosun Baeksul Trading Company (Shenyang) Park Jin Hyok

“Lazarus”

.
\
.
N
\
\
.
.
\
.
\
\
\
\
.

ANTI-REGIME
(ENTERTAINMENT)

------- Speculated Connection

Confirmed Connection

M Toolset Overlap
«§F|reEye

Source: https://content.fireeye.com/apt/rpt-apt38.
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Annex 39 : Open source report on attacks on Crypto Exchanges, January 2017-

September 2018

SUCCESSFUL ATTACKS ON CRYPTO

EXCHANGES 2017-2018 |GHDUP|IB|
Date Name of Country Criminal Stolen in Stolen in USD
Project group cryptocurrency

Feb 2017 Bithumb South Korea Unknown $7 min

Apr 2017 YouBit South Korea Unknown $5,6 min

Apr 2017 Yapizon South Korea Lazarus 3,816 BTC $5,3 min

Apr 2017 Ether Delta Unknown $266 k

Aug 2017 OKEx Hong Kong Unknown $3min

Sept 2017 Coinis South Korea Lazarus

Dec 2017 YouBit South Korea Lazarus 17% of assets

Jan 2018 Bitstamp Luxemburg Unknown 18,000 BTC $5min

Jan 2018 Coincheck Japan Lazarus 523,000,000 NEM $534 min

Feb 2018 Bitgrail Italy Unknown 17,000,000 NANO $170 min

Jun 2018 Bithumb South Korea Lazarus $32 min

Jun 2018 Coinrail South Korea Unknown $37 min

Jun 2018 Bancor Unknown $23 min

Sept 2018 Zaif Japan Unknown $60 min

TOTAL | $882 min

Last year we warned that hackers competent enough to carry out a targeted attack
might have a new target — cryptocurrency exchanges. In the last couple of years
crypto exchanges suffered many attacks. Some of the exchanges went bankrupt after
the hacks, i.e. Bitcurex, YouBit, Bitgrail. At the beginning of 2018 hackers’ interest

in cryptocurrency exchanges ramped up. The most likely cryptocurrency exchange

attackers now are Silence, MoneyTaker, and Cobalt.

- Dmitry Volkov
‘ Chief Technology Officer and Head of Threat Inteligence at Group-1B

ICO: more than 56% of funds was stolen through phishing attacks

Source: https://www.group-ib.com/media/gib-crypto-summary/

19-01704
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Annex 40 : Information on the Panel’s investigation of DPRK diplomat formerly posted
to Malaysia and supporting documentation

1.  The Panel investigated a DPRK diplomat formerly posted to Malaysia, Kim Jong Chol (aka Ri Jong Chol),
who operated on behalf of the Korea PongHwa General Trading Company, which according to documents obtained
by the Panel is associated with Korea Kumgang Bank."®

2. The Panel obtained documentation showing that purchases made by PongHwa were being transferred to an
account at Kumgang Bank in the name of the Korea General Insurance Company, an alias for the designated Korea
National Insurance Company; and that payment for a shipment in 2016 was to be sent by Korea Ponghwa to the
North East Asia Bank. The bills of lading for 14 shipments to Korea PongHwa General Trading Company in 2016
and 2017 indicated the shipper as Complant International Transport (Dalian) Co., Ltd, a company mentioned in
previous Panel reports as the transhipper for attempted sales of luxury goods (i.e. S-class Mercedes automobiles)*€°
(see below). The company’s affiliation to Complant/Comtrans also links it to Hong Kong Complant International
Trans, which previously owned the DPRK vessel, the Kum Sung. 8

3. The Malaysian company with which Kim Jong Chol conducted some of his business on behalf of Korea
PongHwa General Trading Company, provided the Panel with information showing that he operated under the alias
Ri Jong Chol and was Deputy Director for another company, “Sinkwang Economic and Trading Group” (see be-
low). That a DPRK individual accredited as a diplomat at the DPRK Embassy in Kuala Lumpur was doing business
on behalf of at least two DPRK entities, one of which was affiliated with a DPRK financial institution, reflects
patterns previously reported by the Panel.'® Kim/Ri’s daughter, Ri Yugyong, often served as Ri’s translator and
another DPRK individual, Yu Song Chol (aka “Mr. Brighton”), started to make payments to the company by check
on behalf of Korea Ponghwa in late 2016. The Panel notes that this practice helped to obscure in bank transaction
records starting in late 2016 the origin of the funds, which had previously been transferred into the account by front
companies in Hong Kong and China mainland through large, well-known banks.

179 See S/2018/171, annex 44.

180 See Doc. S/2017/147, para 177, and page 127, footnote 36; and Doc. S/2012/422 paras. 84 -85.

181 See Doc. S/2017/147, page 127, footnote 36.

182 The Panel has previously reported on the use of embassies of the DPRK for the country’s financial
operations.
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Business cards of Ri Jong Chol (aka Kim Jong Chol) and Yu Song Chol

INKWANG ECONOMIC &
B TRADING GROUP

Contact Ng_dow 222210111
03=7971 7890

‘@ GOLDEN SUNRISE FINANCE

GSFB EROKING CO. LTD (LLo3s7

YU SONG CHOL
Principal Officer& Director

Suite 13-6, Wisma UOA 11, 21 Jalan Pinang, 50450 Kuala Lumpur, Malaysia
Tel:+60-3-2181 1684 Fax : +60-3-2171 2121 H/P:+60- 178122799
Email : SBrighton@gstb.com.my, info@gsfb.com.my

Source: The Panel
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Invitation letter by Malaysian Company to the President of Korea Ponghwa General Trading Corp C-8 Company

Invitation Letter

Date:01/02/2017
To : Korea Ponghwa General Trading Corp.
C-8 Company, Mr Pak Chol Ung

Address : Jungsongdong, Jung District, Pyongyang City, DPR of Korea

We, _would like to invite Mr Pak Chol Ung, president of

Korea Ponghwa General Trading Corp. C-8 Company, and 1 more person in the

convenient session of March, 2017 to discuss about the contract of soap

noodle and purchases of some palm oil products between_

- and Korea PongHwa General Trading Corp.

Yours sincerely.

Source: The Panel

s of Lading for shipments from Malaysia to Korea Ponghwa General Trading Corp via Complant In-
ternational Transportation (Dalian) Co. Ltd

206/364
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Bll—l— OF LAD'NG (Not negotiable unless consigned to order)

Shippe

Bill of Lading No. Number of Original B{s)/L
BLWDLC1703074/1756 (0) ZERO

Consignee (if 'To Order’ so indicate)

KOREA PONGHWA GENERAL TRADING CORP
C-8 COMPANY

JTUNGSONGDONG, JUNG DISTRICT,
PYONGYANG CITY DPR OF KOREA

A'l‘;l‘N : MR. PAK CHOL UNG TEL : +85 02 18652

Notify Party (No claim shall attach for failure to notify)
COMPLANT INTERNATIONAL TRANSPORTATION
(DALIAN) CC., LTD.

RODM 1907, TIMES BULD, NO.7,
GANGWAN STREET, DALIAN, CHINA

Destination Delivery Agent:
MASTER INTERNATIONAL
SHIPPING AGENCY CO., LTD. (DALIAN BRANCH)
RM 2601, 26/F, CHINA LIFE INSUR ANCE MANSION, NC.26,
RENMIN ROAD DALIAN, 116001, LTAONING, CHINA

P'l'dl : MS. SUNNY TEL : 0086-411-82798179 TEL:86-411-39858676 FAX:86-411-39858698

: EMAIL:diibi -agency.com.ca
Pre-Carriage by Place of Recsipt
UNI-PERFECT V.0311-379N BELAWAN, INDONESIA
Ocean Vessel/ Voy. No. Port of Loading
EVER URBAN V.0358-132N BELAWAN, INDONESIA
Port of Discharge Place of Delivery Final Destination
DALIAN, CHINA DALIAN, CHINA
Marks & Numbers No. of Pkgs. or Description of Goods & Pkgs. Gross Weight Measurement
Shipping Units.
SOAP NOODLES G2000 3200 SHIPPER LOAD, COUNT AND SEAL 80,240.000 100.000
BAGS 4X20'GP STC: XGS CBM
"I'E)‘I\JUH]S?GO /EMCCVR3856 80MT SOAP NOODLES G2000
DF§U1449514 f EMCCVR382S PACKED IN 3200 BAGS X 25KG
DRiTUZ’?ZEgZiS { EMCCVR3846
TEMU4149209 / EMCCVR3836
- -
Fi SURRENDERED AT POL |
FREIGHT COLLECT
SHIPPED ON BOARD
DATED : 08/03/2017

Total Number of Containers
or Packages ( in Words )

Excess Value Declaration: Refer to Clause 8 (4) (B)
+ (C) on reverse side

FOUR TWENTY FGOTER CONTAINER(S) ONLY

RECEIVED by ihe Carrlar the Goods s apacitied above In apparent good order and condilion unless *
otrenwise statod, 1o bo transpoied 1o such place as agreed, authorised or permittod hersin 2nd Subjoct

to 2'l the terms and condilions appearing on the fron! and reverse of this BIl of Lading 1o which the
Merchant agrees by accepling this Bl of Lading, any lacal privizgas and custems notwithetanding. The
particulars ¢ iven aZova &G slated by tha shipper and the weight, measure, quantity, condition, contenis
and valu of iha goods are unknewn to the carrer. In WITNESS wheroof one (1) orlglnal Bill of Lading
has been slgned if nel otharwise stated above, the 38me being accomplished tha ethar(a). if any, 1o Lo
void. I required by the Cacrief on (1) original Bill of Lading must bo surrendered du'y endorsed i
axchange fo! the gocds of delivery order.

Freight|petrols, charges pte:

PORT KLANG, 08/03/201L7
Place and date of issue

AS AGENTS FOR THE CARRIER

By

JURISDICTION AND LAW CLAUSE

MALAYSIA

Source: The Panel
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BILL OF LADING (Not negotiable unless consigned to order)

Shipper

Bill of Lading No.

PTPDLCI703110/1768 (0) ZERO

Number of Originai B(s)iL

Consignes (if 'To Order’ so indicate}

KORFA PONGHWA GENERAL TRADING CORP
C-8 COMPANY

JUNGSONGDONG, JUNG DISTRICT, .
PYONGYANG CITY DPR OF KOREA

ATTIVN : MR. PAK CHOL UNG ‘TEL : +85 02 18652

LINKER LOGISTICS (M) SDN BHD

(Company No.: 704634-P)
E-mail: info@linker-logistics.com

Notify Party (No claim shall attach for fallure to notify)
COMPLANT INTERNATIONAL TRANSPORTATION
{DALIAN) CO., LTD.

ROOM 1907, TIMES BULD, NO.7,
GANGWAN STREET, DALIAN, CHINA
PIC : MS. SUNNY TEL: 0086-411-8279817%

Destination Delivery Agent: .
MASTER INTERNATIONAL |
SHIFPING AGENCY CO., LTD. (DALIAN BRANCH)

RM 2601, 26/F, CHINA LIFE INSURANCE MANSION, NO.26,
RENMIN ROAD DALLAN, 116001, LIAONING, CHINA

TEL:86-411-39858676 FAMN:26-411-39858698

EMATL;dlibiz@masler-ngeney.comcn
Pre-Carriage by Place of Receipt
THALASSA MANA V.0914-014E TANJUNG PELEPAS, MALAYSIA
Ocean Vessell Voy. No. Port of Loading
UNL-PROBITY V.0432-240A TANJUNG PELEPAS, MALAYSIA CY
Port of Discharge Place of Dellvery Final Destination
DALIAN, CHINA DALIAN, CHINA CY . }
Marks & Numbers No. of Pkgs. Description of Goods & Pkgs. | Gross Weight Measurement
Shipping Units. i |
S0AP NOODLES G2000 3200 SHIPPER LOAD, COUNT AND SEAL| SO,MO.UhO 100.000
BAGE 4X20'GP STC: ! EKG3 CBM
BEAU2108809 / EMCDYI9626 S0MT SOAP NOODLES G2000
EISU2080854 / EMCDY 12646 PACEED IV 3200 BAGS X Z5KG i
DRYU2669390 / EMCDYI9656
. DRYU2447520 / EMCDYJ2666 ,
AL SURREN :
=NDERER -
i T
. FREIGHT COLLECT | X _
SHIFPED ON BOARD i . H
DATED : 27/03/2017 | ! ;
|

Total Number of Containers
or Packages ( in Words )

FOUR TWENTY FOOTER CONTAINER(S) ONLY

H
i
i

Excess Value Declaration: Refer to Clause & (4) (B)
+ (C) on reverse side

1o all ke tarm!
Marchant agri
arliculars give

i vislue of B

cihenise stale

|
RECEIVED by the Caxler ha Goods a5 speciied above in apparent good order and mnﬁiun wnless ©
i, 40 bo banspared to such place a3 agreed, authariesd or permitied heraln and subject
and conditions appearing
s by acespbing this Bill of Ladiag, any local privilaqes nd custems netitatanding. The
AN Boovd @5 stated by e shipper and the welghl, mansure, cuaniky, condiior, contenls
& goods are unknaven 1o the carler, In WITHESS whersal eae {1} argimal Bill of Lading

on e frent and revarse of this Bill of Lading 1o which a

Freight petrols, charges pte:

Pz been signed i net althanwisa statod abova, the sami

B belng
void, If requirgd by tha Canier on {1} onginal Slllduu‘llng mual ne surrendarad duty o

it e olbers), IIamwune
ndarsed i

Plage and

By

A8

mhrmemnda or delvary order,

date of issue

TANJUNG ‘PE..EPAS 3 71“3!201 7

AGENTS FOR THE CARRIER,

MALAYSIA

JURISDICTION AND LAW CLAUSE

Source: The Panel
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siLy oF LapiNG
EVERGREEN LINE NON-NEGOTIABLE

A Joint Service Agreement

(5) Document No

093700018581

(6) Export References

{7) Forwarding Agent-References

{3) Consignee(complete name and address)
KOREA PONGHWA GENERAL TRADING CORP
C-8 COMPANY

JUNGSONGDONG, JUNG DISTRICT,
PYONGYANG CITY DPR OF KOREA

ATTN : MR. PAK CHOL UNG **

(4) Notify Party (complete name and address) (8) Point and Country of Origin (for the Merchant's reference only)

COMPLANT INTERNATIONAL

TRANSPORTATION )|

éDALIAN& €0., LTD. / (9) Also Notify Party (complete name and address)
OOM 1907, TIMES BULD, NO.7,

GANGWAN STREET, DALIAN, CHINA

PIC : MS. RUBY KIM *

WAN HAY P05 N185

ASTR “GUDANG,
(1 n / ’. YSIA (10) Onward Inland Routing/Export Instructions (which are contracted separately by
EVER' URSULA 0351-129N (!

1&§i'ﬁ“'éﬁsﬁs, Merchants entirely for their own account and risk)
LAYSIA

"BAETAN;"EH1NA ACEEN, " CHiNa
e Particulars furnished by the Merchant
o ke & o, > Kind of PaLkagan (20) Description of Goods ) [m:,:ZZ‘J\:','."‘;.'.'.'((KM;L,
CONTAINER NO./SEAL yo 100.0000 CBM
(' 80,640.000 KGS
HMCU3005897/20' /EMCDYH8056/ | 800 BAGS 20160.000 KGS 25 0000 CBM
EITU0539568/20'/EMCDYG5946/ | 800 BAGS 20160.000 KGS 25.0000 CBM
EITU0537098/20' /EMCDYG5956/ | 800 BAGS 20160.000 KGS 25.0000 CBM
EITU0535351/20'/EMCDYG5956/ | 800 BAGS 20160.000 'KGS 25.0000 CBM
4 X 20' [
SOAP NOODLES G2000 SHIPPER LOAD, COUNT AND SEAL
4X20'GP: { )]
80MT SOAP NOODLES G2000
PACKED IN 3200 BAGS X 25KG
* TEL:0086-411-82798179
* THE BALANCE OF BILL OF LADING SEE ATTACHED LIST *
TOTAL ‘NUMBER OF ATTACHED 1 PAGE
"OCEAN FREIGHT COLLECT"
SHIPPER'S LOAD & COUNT
3200 BAGS
) ONTAINERS o rackaces FOUR(4) CONTAINERS ONLY
(IN WORDS) . .
(24) FREIGHT & CHARGES Revenue Tons Rate Per |Prepaid » |Collect
AS ARRANGED
) )
(25) BfL NO. (27) Number of Original B(s)/L (29) Prepaid at (30) Collect at
Ef THREE (3) '
18581 (ZB Pl f B(s)/L_| /Dat (31) Exck R
ace o ssuelDate xchange Rate (32) Exchange Rate
[T |||||| SIR GUDANG, MALAYSIA
tzﬁ)Snmcv TypnfMudv (33) Laden on Board EVERGREEN MARINE CORP.(MALAYSIA) SDN BHD
L/FC o/o ** NOT FINAL ** Please confirm OK within 24 hours.
TEL: (07)223-1559
FAX:(07)223-1532/221-5762

Source: The Panel
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Annex 41 : DPRK bank representatives subject to expulsion under paragraph 33 of resolution 2321 (2016)

Passport number / expiry

Names Title and activities ** LOC*al:IOI’] UN Security Council designations
where applicable
Jang Bom Su (aka Tanchon Commercial Bank (hereafter TCB) Representative. Also | Syria 22 Feb 1958; Dip PP no.
Jang Pom Su, Jang | operates in and travels to Lebanon under various aliases 836110034, exp 1 Jan 2020
Hyon U) UN res 2270 (2016) designated him
YR as “Tanchon Commercial Bank
Representative in Syria” on 2 March
2016 (amended 5 Aug. 2017)
KPi.016
Jon Myung Guk Tanchon Commercial Bank (hereafter TCB) Representative in Syria 25 Aug. 1976 with dip PP number
(a.k.a. Cho’n Syria. Also travels to and operates in Lebanon under various 836110035, expires 1 January 2020
Myo’ng-kuk, aliases.
Jon Yong Sang)
HE= (HEd)
Ryom Huibong (aka | Representative of Korea Kumgang Group Bank (aka KKG bank, Dubai, 18 September 1961 PP No.:
Ryo’M Hu’l-Pong) | =& =3 Kumgang Export and Import Bank, £NI$R1T) UAE 745120026 (expires 20 January
2| 2020)
Ri Sun Chol (Aka Representative of Korea Kumgang Group Bank Dubai, 28 March 1964 PP
Ri Song Chol) UAE No0.:836132137
EIRESN GRS ES) Transported money of DPRK laborers in the Middle East to the
DPRK
Kwak Chongchol Deputy Representative of Korea Kumgang Group Bank Dubai, 1 January 1975 PP No.: 563220533
(Aka Kwak Jong- UAE
Chol)
Z8H
Ro Il Gwang Korea Kumgang Group Bank UAE 26 May 1983 PP No.: 836434467
s
Kim Kyong Il (Aka | Foreign Trade Bank Representative. The office opened at least 5 Libya 1 August 1979; PP No. 836210029

Kim Kyo'ng-il

23

accounts at Banque International Arabe Tunisie (BIAT) in
Tunisia. Two of them are in the name of a front company, Kartos.
Kim Kyong Il has also been involved in transactions undertaken
by Daedong Credit Bank in China.

Res 2397 (2017) designated him as
“FTB deputy chief representative in
Libya” on 22 December (KPi.067)
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Choe, Un Hyok Unification Development Bank (or Korea Unification Moscow, | 19 October 1985
e Development Bank, UDB or KUDB) representative. Replaced Ri | Russia PP No.: 83612287 (expires March
Un’So’ng. Choe Un Hyok’s KUDB business card with his title of 2021)
“Representative of KUDB, Moscow Russia” with the same
address as the Embassy in Moscow is available in the Panel’s
2017 Final Report, S/2017/150 p. 251.
Russia replied in a letter of 25 January 2018 , “We will inform
you accordingly in case we receive additional information on the
whereabouts of Choe Un Hyok.” The Panel has not received any
additional information in reply to its two follow-up letters. .
Chu Hyo’k (Aka Ju | Foreign Trade Bank Representative 23 Nov. 1986; PP No. 836420186,
Hyok) issued 28 Oct. 2016 (expires 28 Oct
=9 Russia replied Chu Hyo '’k is not currently residing in Russia. (See 2021)
below) Res 2397 (2017) designated him as
an “overseas FTB Representative”
on 22 December (KPi.065)
Ri U’n-so’ng (aka Korea Unification Development Bank representative 23 July 1969
Ri Eun Song; Ri Un | Russia replied that Ri U’n-so 'ng is not currently residing in Res 2397 (2017) designated him as
Song) Russia. “overseas Korean Unification
2|=d Development Bank representative”
on 22 December (KPi.078)
Han Jang Su Chief Representative of the Foreign Trade Bank Russian 8 Nov. 1969; PP No.: 745420176
(aka Chang-Su Han) | The Russian Federation replied, Mr. Han Jang Su is the Third Federatio | (expires 19 Oct 2020
oF&h = Secretary of the Commercial Counsellor’s Section of the Embassy | n Designated by Resolution 2371
of the Democratic People’s Republic of Korea to the Russian (2017) as “Chief Representative of
Federation and has been officially accredited by the Russian the Foreign Trade Bank”
Ministry of Foreign Affairs. He entered the Russian Federation on
23 June 2017 and is staying in the country legally. No
information is available concerning activities that are inconsistent
with his official status.
Ku Ja Hyong (aka Foreign Trade Bank Representative Libya 8 September 1957; PP No.:
Ku Cha-hyo'ng) (also 563220533; Another PP No.:
TAS travelled | 654210218 (expires 27 June 2019 -
to used in July 2016)
Tunisia, Res 2397 (2017) designated him as
UAE, and | “FTB chief representative in Libya”
Saudi on 22 December 2017 (Kpi.070)
Arabia
2015-
2017)
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Ch’oe So’k-min Foreign Trade Bank Representative. In 2016, Ch’oe So’k-min Shenyang | 25 July 1978
Z| A4 8l was the deputy representative at the FTB branch office in China
Shenyang. He has been associated with cash transfers from that Res 2397(2017) designated him as
FTB office to banks affiliated with DPRK special organizations “overseas FTB Representative” on
and RGB located overseas. 22 December (KPi.064)
China stated, “China has closed all the representative offices of
the DPRK financial institutions in China, and all the relevant
representatives in China have left China.”
Kim Tong Chol Foreign Trade Bank Representative Shenyang, | 28 Jan 1966; PP No.: 381337404
(aka: Kim Tong- China stated, “China has closed all the representative offices of | China (expires 26 Sept 2016)
ch'o'l) 2d=#H the DPRK financial institutions in China, and all the relevant Res 2397 (2017) designated him as
representatives in China have left China.” “overseas FTB representative” on
22 December (KPi.068)
Ko Chol Man (aka Foreign Trade Bank Representative Shenyang, | 30 September 1967; PP No.
Ko Ch'o'l-man) China stated, “China has closed all the representative offices of | China 472420180
k=il the DPRK financial institutions in China, and all the relevant Res 2397 (2017) designated him as
representatives in China have left China.” “overseas FTB representative” on
22 December (KPi.069)
Mun Kyong Hwan Bank of East Land Representative Dandong, | 22 August 1967; PP No. 381120660
(aka Mun Kyo'ng- China stated, “China has closed all the representative offices of | China exp. 25 March 2016
hwan) the DPRK financial institutions in China, and all the relevant Res 2397 (2017) designated him as
=gt representatives in China have left China.” “overseas Bank of East Land
representative” on 22 December
(KPi.071)
Pae Won Uk (aka Korea Daesong Bank Representative Beijing, 22 August 1969; PP No.:
Pae Wo'n-uk) China stated, “China has closed all the representative offices of China 472120208 exp 22 Feb 2017
Hi & = the DPRK financial institutions in China, and all the relevant Res 2397 (2017) designated him as
representatives in China have left China.” “overseas Daesong Bank
representative” on 22 December
(KPi.072)
Pak Bong Nam (aka | Ilsim International Bank representative Shenyang, | 06 May 1969
Lui Wai Ming; Pak | China stated, “China has closed all the representative offices of | China Res 2397 (2017) designated him as
Pong Nam; Pak the DPRK financial institutions in China, and all the relevant “overseas Ilsim International Bank
Pong-nam) representatives in China have left China.” representative” on 22 December
kA= 2017 (KPi.073)
Pak Mun Il Korea Daesong Bank Representative Yaniji, DPRK /1 January 1965; PP No.:
e China stated, “China has closed all the representative offices of | China 563335509 (expires 27/8/2018)

the DPRK financial institutions in China, and all the relevant
representatives in China have left China.”

Res 2397 (2017) designated him as
“overseas official of Korea Daesong
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Bank” on 22 December 2017
(KPi.079)

Ri Chun Hwan Foreign Trade Bank Representative Zhuhai, 21 August 1957° PP No: 563233049
(Aka China stated, “China has closed all the representative offices of | China (expires 9 May 2018); PP No.:
Ri Ch'un-hwan) the DPRK financial institutions in China, and all the relevant 563233049 (expires 9 May 2018)
2lE=gt representatives in China have left China.” Res 2397 (2017) designated him as
“overseas FTB representative” on
22 December (KPi.074)
Ri Chun Song (Aka | Foreign Trade Bank Representative. Opened a Euro account at Beijing, 30 October 1965; PP No.
Ri Ch'un-so'ng) International Arab Bank of Tunisia (BAIT) on 18 July 2012 in the | China 654133553 (expires 11 March 2019)
2| &= name of “Secretary’s Delegate of the DPRK’s Mission to Tripoli”
(closed on 22 August 2013. Res 2397 (2017) designated him as
China stated, “China has closed all the representative offices of “overseas FTB representative” on
the DPRK financial institutions in China, and all the relevant 22 December (KPi.075)
representatives in China have left China.”
Ri Song-hyok (Aka | Representative for Koryo Bank and Koryo Credit Development Beijing, 19 March 1965 PP No. 654234735
Li Cheng He) Bank. Reportedly established front companies to procure items China (expires 19 May 2019) Res 2397
2|8 and conduct financial transactions on behalf of DPRK (2017) designated him as “overseas
China stated, “China has closed all the representative offices of representative for Koryo Bank and
the DPRK financial institutions in China, and all the relevant Koryo Credit Development Bank”
representatives in China have left China.” on 22 December (KPi.077)
Pang Su Nam (Aka | llsim (ILSIM) International Bank Representative Zhuhai, 1 October 1964; PP No.: 472110138
Pang So-Nam, Pang | China replied, “The other DPRK individuals mentioned in the China
Sunam) Panel's report are neither included in the sanction list of the
2= Security Council resolutions nor registered in China as the
representatives of the DPRK financial institutions. China cannot
verify and confirm whether they have relationship with the DPRK
financial institutions.”
Cha Sung Jun (Aka | Korea Kumgang Group Bank Representative. Has held several Beijing, 4 June 1966; PP No.: 472434355
Ch’a Su’ng-chun) accounts in his name at Chinese banks and is suspected of China
AsE operating a cover company.
China replied, “The other DPRK individuals mentioned in the
Panel's report are neither included in the sanction list of the
Security Council resolutions nor registered in China as the
representatives of the DPRK financial institutions. China cannot
verify and confirm whether they have relationship with the DPRK
financial institutions.”
Kim Kyong Hyok Representative, Cheil Credit Bank / First Credit Bank Shanghai, | 5 November 1985; PP No.:
(Aka Kim Kyo’ng- | China replied, “The other DPRK individuals mentioned in the China 381335989 (expires 14 September

hyo’k)

Panel's report are neither included in the sanction list of the

2016)
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Security Council resolutions nor registered in China as the
representatives of the DPRK financial institutions. China cannot
verify and confirm whether they have relationship with the DPRK
financial institutions.”

Pak Ch’O’1-Nam Representative, Cheil Credit Bank / First Credit Ban. Opened 6 Beijing, 16 June 1971 PP No.: 745420413
Sea bank accounts in the name “Great Prince Limited (32 EHPR. S | China (expires 19 November 2020)
)”in banks in Hong Kong and Shenzhen, China”
China replied, “The other DPRK individuals mentioned in the
Panel's report are neither included in the sanction list of the
Security Council resolutions nor registered in China as the
representatives of the DPRK financial institutions. China cannot
verify and confirm whether they have relationship with the DPRK
financial institutions.”
Jo Chol Song (Aka | Deputy Representative for the Korea Kwangson Banking Dandong, | 25 September 1984
Cho Ch’0’1-So’ng) | Corporation (KKBC) China PP: 654320502 (expires 16
EESES] Uses false entity names for the KKBC, such as “Good Field September 2019)
Trading Limited (2B ZEBRAE])” and “Golden Tiger
Investment Group (£R(&F8)BRIREEBBIRAT])”, both Res 2371(2017) designated him as
registered in Hong Kong. “Representative for Korea United
China stated, “China has closed all the representative offices of Development Bank™ on 5 Aug
the DPRK financial institutions in China, and all the relevant (KPi.058)
representatives in China have left China.”
Ho Young Il (Aka Hana Bank Representative Dandong | DPRK/DOB: 9 September 1968
Ho’ Yo’ng-il) In 2016, Ho Young Il was associated with a high volume of USD | China
SRR transactions for the FTB.
China replied, “The other DPRK individuals mentioned in the
Panel's report are neither included in the sanction list of the
Security Council resolutions nor registered in China as the
representatives of the DPRK financial institutions. China cannot
verify and confirm whether they have relationship with the DPRK
financial institutions.”
Kim Mun Chol Representative for Korea United Development Bank. Uses false Dandong, | DOB 25 March 1957
(Aka Kim Mun- entity names including “Chongryu Technical Company” or China
ch’o’l) “Kyong Un Trading Company” Res 2371(2017) designated him as
d=H China replied “that as a designated individual he has been “Representative for Korea United

blocked from entry and Chinese banks requested the freeze of his
assets.

Development Bank™ on 5 Aug
(KPi.060)
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Choe Chun Yong
(Aka Ch’oe Ch’un-

yo’ng)
XEHS

lIsim International Bank Representative

PP no: 654410078
Res 2371(2017) designated him as
“Representative for [lsim

International Bank” on 5 Aug
(KPi.054)

Ko Tae Hun (Aka Tanchon Commercial Bank Representative Transited | 25 May 1972; PP 563120630
Kim Myong Gi) China, (expires 20 March 2018)
IEfZ (or Ethiopia, | UN Res 2270 (2016) designated him
acie) UAE, as “Tanchon Commercial Bank
(aka ZF7]) visited (TCB) official” on 2 March
Sudan?® (KPi.025)

Kang Min Daesong Bank representative who, in late 2016, held Chinese Beijing, 07 May 1980; PP 563132918
zol bank accounts. China (expires 04 February 2018)

China replied, “The other DPRK individuals mentioned in the

Panel's report are neither included in the sanction list of the

Security Council resolutions nor registered in China as the

representatives of the DPRK financial institutions. China cannot

verify and confirm whether they have relationship with the DPRK

financial institutions.”
Kim Sang Ho Representative, Korea Daesong Bank Yaniji, 16 May 1957 PP No.: 563337601
rapsg=l As of 2015, Kim Sangho was an Office 39 official posted as a China (expires: 26 September 2018)

Korea Daesong Trading Company representative in Yanji, China.

China replied, “The other DPRK individuals mentioned in the

Panel's report are neither included in the sanction list of the

Security Council resolutions nor registered in China as the

representatives of the DPRK financial institutions. China cannot

verify and confirm whether they have relationship with the DPRK

financial institutions.”
Kim Jong Man Representative, Korea Unification Development Bank. In 2015, Zhuhai, 16 July 1956; PP No.: 918320780
(Aka Kim Cho’ng he was an Office 39 official posted to Hong Kong. China
Man) China replied, “The other DPRK individuals mentioned in the
fa’gat Panel's report are neither included in the sanction list of the

Security Council resolutions nor registered in China as the

representatives of the DPRK financial institutions. China cannot

verify and confirm whether they have relationship with the DPRK

financial institutions.”
Kim Hyok Chol Deputy Representative, Korea Unification Development Bank Zhuhai, 9 July 1978; PP No.: 472235761
(Aka Kim Hyo’k- China (expires 6 June 2017)

183 See S/2017/150, p. 64
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Cho’l, Hyok Chol
Kim) Z2&

China replied, “The other DPRK individuals mentioned in the
Panel's report are neither included in the sanction list of the
Security Council resolutions nor registered in China as the
representatives of the DPRK financial institutions. China cannot
verify and confirm whether they have relationship with the DPRK
financial institutions.”

Ri Ho Nam (aka Ri | Ryugyong Commercial Bank branch representative (2014 to Beijing, DOB: 3 January 1967; PP No.:
Ho-nam) present) China 654120210 (expires 21 February
2|2 China replied, “The other DPRK individuals mentioned in the 2019

Panel's report are neither included in the sanction list of the

Security Council resolutions nor registered in China as the

representatives of the DPRK financial institutions. China cannot

verify and confirm whether they have relationship with the DPRK

financial institutions.”
Ms. Kim Su Gyong | Korea United Development Bank (KUDB) Representative. Since | Europe, DOB: 16 Jan 1973; PP 745120374
FARPL 2011 made multiple trips around Europe, especially in France and | also

Italy, with the assistance of her father, Kim Yong Nam, and transited

brother, Kim Su-Gwang, RGB agents who used their status as UAE and

staff members of international organizations to help her obtain the

visas. Kim Su-Gwang (Kim Sou Kwang) recently departed Russian

Belarus. See: S/2017/742 para 50 and S/2016/15, para 187. Federation

184

Mun Cho'ng-Ch'o’l
=

Tanchon Commercial Bank Representative. Has facilitated
transactions for TCB.

Res 2094 (2013) designated him as
“Tanchon Commercial Bank (TCB)
official” on 7 March (KPi.012)

Choe Song Nam
CHOE, Song Nam
(aka CH'OE, So'ng-

nam)
2l

Representative of Daesong Bank

DOB: 07 Jan 1979; Passport
563320192 expires 09 Aug 2018

Kim Chol
KIM, Chol (a.k.a.

KIM, Ch'o'l)
pAPS|
o=

Representative of Korea United Development Bank

DOB 27 Sep 1964

184 The Russian Federation informed the Panel that unilateral sanctions were “not an argument for suspicion of unlawful activities on Russian territory”.
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Paek Jong Sam
PAEK, Jong Sam

Representative of Kumgang Bank

DOB 17 Jan 1964; nationality Korea,
North

(a.k.a. PAEK,

Chong-sam)

SEEY

Ko Il Hwan Representative of Korea Daesong Bank. According to a Member DOB 28 August 1967

KO, Il Hwan (a.k.a. State, he engaged in transactions for ship-to-ship transfers in 2018 Passport 927220424 expires 12 Jun
KO, Il-hwan) while acting as representative of Daesong Bank in Shenyang. 2022

0 At

Ri Myong Hun Representative of Foreign Trade Bank DOB 14 Mar 1969; Gender Male;
RI, Myong Hun Passport 381420089 expires 11 Oct
(a.k.a. RI, Myo'ng- 2016

hun)

23E

Kim Nam Ung Representative for llsim International Bank, which is affiliated with Passport no.: 654110043

4= the DPRK military and has a close relationship with the Korea Res 2371(2017) desigmated him as

Kwangson Banking Corporation. Ilsim International Bank has
attempted to evade United Nations sanctions.

Representative for llsim International
Bank

RI, Jong Won (a.k.a.

RI, Cho'ng-Wo'n;
a.k.a. RI, Jung Won)

The Russian Federation replied, Mr. Ri Jong Won arrived in Russia
on 5 February 2018 as an officially accredited member of the
Embassy of the Democratic People’s Republic of Korea to the
Russian Federation. It is not known what information was used to
determine that he is the Moscow-based deputy representative of the
Foreign Trade Bank. Moreover, according to the available
information, he returned to the DPRK on 8 October 2018.

DOB: 22 Apr 1971, Passport no
654320421 expires 11 Mar 2019

Source: The Panel, Member States, UN documents
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Annex 42 : Information on DPRK financial institutions with overseas representatives

Names, alias, Korean and Chinese spelling

HQ address / phone / fax/
SWIFT

Security Council designations and information provided
to Panel by Member States and United Nations resolutions

Bank of East Land

EH O Sl

O O L- O

aka: Haedong Bank (3 &2 &), Dongbang Bank,
Tongbang U’Nhaeng, Tongbang Bank,

FAEE) ZRITIRIT

BEL Building, Jonsung-
Dong, Pyongyang

Tel: +850 2 18111

Fax: +850 2 3814410

Res 2087 (2013) on 22 January 2013 (KPe.013)

Info in UN Panel reports: S/2017/150; pp 76-77 and
S/2017/742, para 61.

Facilitates weapons-related transactions for, and other
support to, arms manufacturer and exporter Green Pine
Associated Corporation. Has actively worked with Green
Pine to transfer funds in a manner that circumvents sanctions.

Credit Bank of Korea

ESUPNE=RR
aka Korea Credit Bank, International Credit Bank,

FREHSAIRIT

Munsu Street, Central
District, Pyongyang
+850 2 3818285
+850 2 3817806

Daedong Credit Bank [JV]

sy 8&2d

KEEARIT

Aka Taedong Credit Bank, Dae-Dong Credit
Bank, DCB Finance Ltd, Perigrine-Daesong
Development Bank

Suite 401, Potonggang Hotel,
Ansan-Dong,

Pyongchon District,
Pyongyang,

(b) Ansan-dong, Botonggang
Hotel,

Pongchon, Pyongyang,

+850 2 3814866

SWIFT: DCBK KPPY

Res 2270 (2016) on 2 March 2016 (KPe.023)
Representative offices and front companies in China
according to Panel: S/2017/150, paras 225-230 and
S/2017/742, paras 51-56.

Clients include: T Specialist International (Singapore) Ltd,
OCN (Singapore) International Distribution Ptd Ltd; Pan
Systems; Dalian Daxin Electron Co Ltd, Hongdae
International, Yueda International Trading Co, Hing Heng,
Korea Sinheung Trading Co, Hana Electronics.

Joint venture with Korea Daesong Bank; majority stake
acquired by a Chinese company. See current report,
paragraphs XX.

Daesong Credit Development Bank [JV]
dd8Mg2H

Koryo Credit Development Bank
(D224 M2 23), Koryo Global Trust
Bank, Koryo-Global Credit Bank, Korea Credit
Investment Company (=M A8 E X} 3| Al

Daesong Credit Development
Bank [Joint Venture]

+850 2 381 4100

+850 2 341 4013

First Eastern Bank

Rason, DPRK

Affiliated with Cetnral Bank and Unaforte (Italy, Hong
Kong). See Panel report S/2017/150 para 221.
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Foreign Trade Bank (FTB)
M2

FHEERR S ER1T

aka: Mooyokbank, Korea Trade Bank,
Mooyokbank

FTB Building, Jungsong
dong, Central District,
Pyongyang

Tel: +850 2 18111

Fax: +850 2 3814467
SWIFT/BIC FTBD KP PY

Res 2371 (2017) on 5 Aug 2017 (KPe.047)

State-owned bank which acts as the DPRK’s primary foreign
exchange bank and has provided key financial support to the
Korea Kwangson Banking Corporation.

See para X on registered office abroad.

International Consortium Bank (ICB)
EREEES

Hi-Fund Bank International Consortium Bank
(ICB), Sungri Hi-Fund International Bank, Sungri
Economic Group

Sungri Exhibition Hall,
Pyongyang

Panel reporting:

Koryo Bank
g2

BEERT

Koryo Bank Building,
Pyongyang, Democratic
People's Republic of Korea

Res 2356 (2017) on 2 June 2017 (KPe.045)

Associated with Office 38 and Office 39 of the KWP.
Operated by Korea Myohyang Economic Group; joint venture
partner in Koryo-Global Bank.

Koryo Credit Development Bank / Daesong

Credit Development Bank [JV] (Aka. Koryo-
Global Credit Bank, Koryo Global Trust Bank)
DM ENE2H g HENE 2

(aka D=2 HLUB2H)

Yanggakdo International
Hotel, Pyongyang

Tel: +850 2 381 4100
Fax: +850 2 341 4013

Res 2371 (2017) on 5 August 2017 (KPe.049)

Joint venture with Koryo Bank

Korea Daesong Bank

g2/ =M ofg2d

KBERTT

aka: Choson Taesong Unhaeng, Daesong Bank,
Taesong Bank

According to a Member State, in 2018 the bank
has used the following false names when
processing transactions for ship-to-ship transfers:
ZM=MAAE A (Chosun Noksaek Sanop
Muyok, Korea Green Industry Trading
Company/Corporation B4RV ER 5 ) and
Z M A8 E XS] AF(Chosun Sinyong Tuja Hoesa,
Korea Credit Investment Company/Corporation
EREHSFIRE AT or IEHERIREST).

Segori-dong, Gyongheung
Street, Pyongyang

Tel +850 2 818221

Fax +850 2 814576
SWIFT/BIC:
KDBKKPPY

Res 2321 (2016) on 30 November 2016 (KPe.035)

Owned and controlled by Office 39 of the Korea Workers’
Party

According to a Member State, Ko Il Hwan engaged in
transactions on behaof of Korea Daesong Bank from
Shenyang for ship-to-ship transfers in 2018.
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Korea Kwangson Banking Corporation
mHYM e

Rt ¢EEER 1T, Korea Kwangson Finance
Company, Afif £x6¥ S HHFH, Korea Kwangson
Finance Company

Jungsong-dong, Sungri
Street, Central District,
Pyongyang

Res 2370 (2016) on 2 March 2016

Provides financial services in support to Tanchon
Commercial Bank and Korea Hyoksin Trading Corporation, a
subordinate of the Korea Ryonbong General Corporation.
Tanchon has used KKBC to facilitate funds transfers likely
amounting to millions of dollars, including transfers
involving KOMID-related funds. For more info see PoE
report S/2017/150, p. 63.

Korea National Insurance Corporation
EMBUSEHE|AL
Korea Foreign Insurance Company, ERffERi&{R

s E

KNIC Building, Central
District Pyongyang
+850 2 18111/222
Ext:3418024

+850 2 3814410

See current report paras XX.

Korea Joint Venture Bank

=ML

Korea Joint Bank, Korea Joint Operation Bank,
Chosun Joint Operation Bank, Habyong Bank, &f
BHEAERIT

KJB Building, Ryugyong 1
dong, Pothonggang District,
Pyongyang

+850 2 381-8151, 850-2-
18111-381-8151

+850 2 381-4410

Ryugyong Commerical Bank (RCB)

= O s/ = o 3B
E R R R

Ryusang Bank, HIEREVIRAT, HIFIRIT

Changgwang Hotel, 5th
Floor; Beijing, China;
Dandong, China

Two ATMs at Pyongyang Airport and one in the lobby of
Changgwang Inn.

Ryugyong Commercial Bank ATM lists an address in the
Changgwang Foreign House, Suite #05-24

Joint Venture with OCN Pyongyang Office and Koryo
Commerical Bank

Korea Unification (United) Development Bank
(=) seE2d

(FREF) — R RIR1T

aka: Myohyangsan Bank, Unification
Development Bank, T’ongil Palchon Bank, Korea
Tongil Paljon Bank, Korea Reunification
Development Bank

KUDB Building, Pyongyang

SWIFT/BIC: KUDBKPPY

Res 2321 (2016) on 30 November 2016 (KPe.033)
USA on 16 March 2016

See Panel of Experts report (S/2017/150, p 62)

Hana Banking Corporation

St 3

aka Korea Kumsong Bank, Kumsong Bank,
Single-Minded International Bank,

ISB Building, Pyongyang;
Haebangsan Hotel, Jungsong-
Dong, Sungri Street, Central

Partial Ownership by Central Bank. Overseas several Bank
Card product lines for domestic use
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District, Pyongyang,
Dandong, China
SWIFT/BIC
BRBKKPPIXXX

llIsim International Bank

AN 2R 2

HOERRRTT

aka. Korea Kumsong Bank, Kumsong Bank,
Single-Minded International Bank, B/ EFRIRTT

ISB Building, Pyongyang
Pyongyang, Democratic
People's Republic of Korea
SWIFT: ILSIKPPY

Res 2321 (2016) on 30 November (KPe.034)
Affiliated with the DPRK military and has close relationship
with Korea Kwangson Banking Corporation (KKBC) and has
attempted to evade United Nations sanctions.

First Credit Bank. (JV) or Cheil Credit Bank
SR

B—EARIT

aka: First Trust Bank Corporation, Jeil Credit
Bank, Kyongyong Credit Bank

a) 3-18 Pyongyang
Information Center,
Potonggang District (as of
2016). b) i Rakrang District,
Jongbaek 1-dong Tel: +850 2
433-1575 (02-433-1575)
SWIFT: KYCBKPPYXXX
Rakrang Tel: 961-3331, 961-
0003

Belongs to Workers Party of Korea. It was established in
2008 as JV venture with Singapore’s Miracle Commerce Pte.
Ltd., and its CEO William Toh (aka Toh Hwee Howe) who
has been involved in trade with the DPRK using his other two
companies, I-Tech Intelligence Resources and Sinsar Trading
Ltd.

Koryo Commercial Bank
Ao

SR RTT

aka Korea Commercial Bank

KCB Building, Taedonggang
District, Pyongyang; ;
Beijing, China; Shenyang,
China; SWIFT/BIC
KCBKKPP1

Joint Venture with OCN and Ryugyong Commerical Bank

Tanchon Commercial Bank

CHMA g2

i) || P L ERAT

AKA: Changgwang Credit Bank, (&2l
Korea Changgwang Credit Bank
(EEELME223); Yongaksan Bank
(82fA23) Lyongaksan Bank (£ 2 A2 %)

oo
rlo

a'H)

o

Saemul 1-Dong Pyongchon
District, Pyongyang

Designated by UN on 24 Apr. 2009 (KPe.003)

Main DPRK financial entity for sales of conventional arms,
ballistic missiles, and goods related to the assembly and
manufacture of such weapons. Under Second Economic
Committee; financial arm of KOMID.

Korea United Development Bank (KUDB)
NS AYM oY

(FRf¥) F—ARERIT

aka: Myohyangsan Bank, Unification
Development Bank, T ongil Palchon Bank, Korea
Tongil Paljon Bank, Korea Reunification
Development Bank

KUDB Building, Pyongyang

SWIFT/BIC: KUDBKPPY

Res 2321 (2016) on 30 November (KPe.033)

Information in UN POE report: S/2017/742, p. 22

Kumgang Group Bank / Kumgang Bank
(KKG)
Korea Kumgang Bank

Kumgang Bank Building,
Central District, Pyongyang
(The North East Asia Bank

Associated with Korea Ponghwa General Corporation (under
External Economic Committee of the Cabinet) and Korea
Pyongyang Trading Company

T.1/6702/S
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70.T0-6T

(=) =829

£NI$R1T aka: Kumgang Export and Import Bank

building in Pyongyang
became the KKG Bank
building)

Kumgyo International Commercial Bank
guoHdE2d

Affiliated with Korean Chongsong Mining Company and
Changgwang Shop. See Panel report S/2017/150 para 220.

Tanchon Commercial Bank

RN SR Eely

i) || L ERAT

AKA: Changgwang Credit Bank, (&2 4
Korea Changgwang Credit Bank
(EMEELEES2H); Yongaksan Bank
(82 AH23) | yongaksan Bank (&2t AH23H)

o
ro

$H)

o

Saemul 1-Dong Pyongchon
District, Pyongyang

Designated by UN on 24 Apr. 2009 (KPe.003)

Main DPRK financial entity for sales of conventional arms,
ballistic missiles, and goods related to the assembly and
manufacture of such weapons. Under Second Economic
Committee; financial arm of KOMID.

Source: The Panel, Member States, UN documents
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Annex 43 : Payment process used in ship-to-ship transfers in 2018

First, foreign national brokers outside the DPRK arranged imports to be facilitated by ship -to-ship transfer. Once
the deal was agreed, the DPRK end recipients of the imported products transferrred funds internally to a DPRK
bank with representatives operating overseas. The bank then instructed one of its overseas representatives to use
foreign bank accounts it controls (often attached to front companies), to pay relevant suppliers for the product
and shipping costs. The balance between the DPRK bank and the foreign accounts debited was then rectified
virtually by ledger. When the actual balance of the accounts at the DPRK bank and those of its overseas
representatives diverges too substantially as a result of the regular use of the ledger system, cash couriers address
the imbalance by carrying bulk cash across the DPRK border. The Panel notes that this method for processing
payments is almost identical to the ledger system used by Glocom for its financial transactions (S/2017/150, para.
225) as well as other DPRK front companies.

Source: Member State
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Annex 44 : Official registration documents for DPRK Foreign Trade Bank Official

Representative Office in Moscow

BBIITHCKA
H3 TOCYJAPCTBEHHOI'O PEECTPA AKKPEJUTOBAHHBIX ®HUIHAIOB,
NPEACTABHTEJILCTB HHOCTPAHHBIX IOPHIHYECKHX JTHI]
08.01.2019 No 99651900000023

Hacmaman BLINMHCKA CONEPIKHUT CBEAEHHA O (DHIIHAIE (NPENCTABHTE/ILCTBE

TPEJICTABATEJILCTBO BAHKA BHEIIHEH TOPTOBJIA KHJIP

(nonHoe HanMeHOBaHHE DHIHANE, NPEICTABHTENLCTEA )
HHOCTPAHHOO HPHIHYECKOro 11ua

BAHK BHEIIHEN TOPIOBJIM KHIP

Representation of the
Foreign Trade Bank of
the DPRK

(MOIHOE HANMEHOBAHKE HHOCTPAHHOTO HYPHIHYECKOD TIHIA)
H3A 20150032826

BKJIOYEHHBIE B FOCY1apPCTBEHHbL PeecTp akkKpeAHTOBAHHBIX (JHIHAIOB, IPeICTaBHTeIbCTE HHOCTPAaHHBIX
HOPHAMHECKHX il 1o coctosHnio wa 07.01.2019

Ne i/t Haumenosanue nokazarens 3uaueHue nokasaress

1 2 3

Ceeenns 00 HHOCTPAHHOM WPHAHYECKOM JIHLE

HaumenoBanue
1 [Tonuoe HaMMeHOBAH HE BAHK BHEIIHENH TOPTOBJIHM KH/IP
2 Jlara Hecenns B PADII sanucu, conepxaneii 13.01.2016
VKa3aHHBIE CBEIEHHS

Anpec B ¢cTpaHe perHcTpauny (HHKOPIOpaunn)

3 Kot 1 HauMEHOBaHHE CTPAHLI PErHCTPALMK 408, Kopeiickas Hapojno-
(MHKOpIOpALHH) Hemokparuueckas Pecnybinka
4 AJlpec B cTpaHe perucTpaliy (HHKOPIOpaLui) [. IXEHBAH, UEHTPAJILHBIN
PAMOH, KBAPTAJI 3YHCOH,
3/IAHUE BAHKA BHELLIHEH

TOPI'OBJIM KHJIP KHJIP, I".
[MXEHBSH, IIEHTPAJIBHBIN PAMOH,
KBAPTAJI 3YHCOH, 3TAHHE
BEAHKA BHEIIIHEM TOPTOBJIM
KHJP

5 Jlara sHecenns 8 PADII sanucu, conepxaneii 13.01.2016
VKa3aHHLIE CBElleHHs

CpeneHHa 0 PErncTpAUHN B CTPAHE PErHCTPALHE (HHKOPIOPALNH)

6 HanmenosaHue perucTpupyowmero oprada TOPI'OBAJ ITAJIATA KHJIP

7 PerucrpaunoHHaiii Homep 46

8 OcoDeHHOCTH PeXHMa PerHeTPaLH B CHEUHANLHOH IKOHOMHYECKOI 30He
Brimmcka ws PADII H3A 20150032826 Crpannua | n3 4

08.01.2019 16:37
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Democratic )
People’s Republic
of Korea
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Information
about the head

31 Jara npusaTiA pemeHus 00 akKpeaTalum 30.11.2007
Npe/CTABHTENIbCTBA
32 Cpok feiicTBuA akKpenTaluy npeacrasurenscrea, | 29.11.2016
COIJIACHO NPHHATOMY PeLLeHN0 (CPOK JeHcTRus
J0KYMEHTA 00 aKKPeIHTAlHH [IPeJCTABHTENbCTBA)
i3 HaumenoBaHue opraua, npejicTaBuBLIEro CBe/IeHHs [IEHTPAJILHBIM BAHK
POCCHUCKOM OEJIEPAITMH (EAHK
POCCHH)
34 Jlara sHecenns 8 PADII sanucwu, conepaameii 31.03.2015
VKa3aHHEIE CBeJIeHHs
Ce 0 BHAAX 7 ueckoii aesteabnoctn puianana, npeicrasureascrsa B Poceniiekoii

Denepauun no OdwepoceniickomMy KAaccHPUKATOPY BHI0B IKOHOMHYECKOI 1EATE1LHOCTH

(OKB3J1 OK 029-2014 KJIEC. Pex. 2)

Cpenenns 00 oc BHJIE

YECKO AeATEIbHOCTH

¥ Ka3aHHBIE CBEICHHA

35 Koa 1 HAMMEHOBAHHE BHAA JEATENLHOCTH 70.22 KoueyasTHpoBaHue 1o Bonpocam
KOMMEPYECKOI JenTelbHOCTH |
yHpasieHus

36 Jlara sHecenns 8 PADII sanucwu, conepaameii 31.03.2015

Bruinucka chopMupoBada ¢ HCHONIL30BAHHEM HHTEPAKTHBHOrO cepsuca «[ocynapersenHslii peectp
AKKPEAMTOBAHHBIX (PHIHAIOB W NPEACTABHTENBCTE HHOCTPAHHBIX IOPHAMYECKUX JIMID), PA3MELIEHHOIO Ha

ouumansaom caiire @HC Poccun B cetn Huatepuer no aapecy: hitps://service.nalog.ru/rafp

Brimicka s PADIT

08.01.2019 16:37

H3A 20150032826

Crpannua 3 ns 4

25 | [lara suecenns s PADIT sanucw, conepsameii 17.11.2017 of the bfta“t?h
representation
a3aHHBIC CBE/IE . .
YUsanHme cheace in the Russian
Ceepenns 0 pykosoaureie puanaia, npeicrasntenserea B Poceniickoii ®epepanun Federation
26 Damunus XAH
&
27 Hus 3AHCY l Surname: Han
28 | Mara suecenns s PADIT sanucn, conepuaneii 13.01.2016 B = =
yKa_'iaHthe CBEACHHA .
Date
Cregenns 0 YHCIEHHOCTH HHOCTPAHHEIX IPAKIAH, SBISH0IMXCA padoTHHRAMH puinana, information
NPe/ICTABHTEILCTRA changed. Han
Zang Su was
Number 29 UHCIEHHOCTE HHOCTPAHHBIX PA0OTHHKOB 2 likely
of foreign appointed
workers; 30 Jlara sHecenns 8 PADII sanuen, conepxameii 31.03.2015 head of the
2 YKA3aHHEIE CBEJIeHUs representation
in January
CeeaeHust 0 NPHHATOM PelieHHH 00 AKKPEINTALHE NPeICTABHTEIbCTBA HHOCTPAHHOIO 2016. Were
HOPUIHYECKOro JIHIA someone else
to take the

position, that
field would be
updated and
the effective
date entered in
thee
corresponding
box. This does
not mean that
we don't know
anything
about the
entity from
that date and
more that we
know that
they haven’t
changed those
fields since
that date.

Source: Russian Federation Federal Tax Service State Registry of Accredited Branches, Representative Offices of
Foreign Legal Entities (RAFP), extracted from https://service.nalog.ru/rafp/# (The webportal can be searched by
name, INN, or even just the Russian word for DPRK — KHJIP and then scrolling to the FTB entry).

19-01704
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TOCYAPCTBEHHLIA PEECTP AKKPELWTOBAHHLIX GUNHATIOB,
MPEACTABUTENLCTB HHOCTPAHHDIX OPHAHYECKMX UL

@& Q, Mouex ﬁ! O cepsice (3 Bonpocs! 1 oT8eTsI OTKpBITBIE JaHHbIE

Bbl MCKA”M [lata nocnefHed akTyanuaauuu peectpa Ha caiTe: 04.09.2018

Mouckoeklit 3anpoc X
20150032826

W3MEHUTb NAPAMETPBI NOUCKA

PE3YNILTATHI MOUCKA Hawpnero sanvceii: 1 (3a 0.01 cexyHn)

Crpannua: ONemMeHTOB Ha CTpaHuLE:
j ENED > EXED

CeefeHus o chunuane, NpeAcTaBUTENLCTBE MHOCTPAHHOTO OPUANYECKOTO NULa

WeHTHMKALMOHHBIE XBPaKTEPHUCTMKN ANpec (MeCTO HAXOMIBHHA) Ha [ara akkpeauTaumn Mara npekpauieHra
TeppHTOpK Pd ASACTBHA
aRkpe/HTaUMN
" NPEACTABUTENLCTBO BAHKA BHELUHEN 111123, MOCKBA MoPof, 31.03.2015 MocMoTpers Bee

TOProBnv KHOP 3HTY3WACTOB LWOCCE, IOM ofocofineHHbie
H3A: 20150032826 31, KOPMYC 2, KBAPTWPA 37 noapasfeneHns
WHH: 9909086019 1on =
Knn: 774751001
Crpannua: 3NemMeHTOB Ha CTpaHuLe:
1 ENEX > EREm [eron o
NZA: Apartment 37, Building
201500328626 2
INN: 9909086019 31 Entuziastov

L TexHuyeckasn
8-800-222-2222 nopaepxka

Caars wosoe abpa MnK NpecKoTpeTs

1o 730Ny TENEbOHY MORHD NONYUMTE S i

WHEBODMALIMKD CIPABOSHOTD XaAKTEPE O CTaTyC Hanpagner
MIPHEME (BMIMHECKIAX H IOPHHHECKIX WY, O TEXHHHECKOR I
NIOPRA/IKE PACCMOTDEHKRA OBPALLEHHI, 2 TAKKE

@ PaGOTE MHTEPAKTHBHBIX CEPBHCO.

Source: Russian Federation Federal Tax Service State Registry of Accredited Branches, Representative Offices of
Foreign Legal Entities (RAFP), extracted from https://service.nalog.ru/rafp/# (The webportal can be searched by
name, INN, or even just the Russian word for DPRK — KHIP and then scrolling to the FTB entry).
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Summary of relevant information in English:

Tax ID: 9909086019

Name of Russian Name of Branch Location Full Names of KPP #; NZA | Date of Initial Docu #
Branch in English English & Address Associated #; and Tax Registration ment Foreig
and Russian; Tax ID | Russian; Short (English) Individuals; Date Organ ID ID; n
No. (INN) Name(s) of Accredited Date Citize
Foreign Branch of ns
Docu Worki
ment ng
REPRESENTATIVE BANK FOR Apartment Han Zan Su KPP: 2008-06-26 Doc. 2
OFFICE OF THE FOREIGN TRADE 37, XAH 3AH CY 774751001 ID:
BANK FOR FOREIGN DPRK Building 2 90716
TRADE DPRK 31 2015-03-31 NZA:
BAHK BHELLHEWN Entuziastov 201500328 Date:
MPEACTABUTEJIBC TOPIroB/1 KHAP Highway, 26 2018-
TBO BAHKA Moscow, 10-17
BHELLHEN 111123 Tax Organ
TOPIrOBJIM KHAP ID: 7747

19-01704
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Annex 45 : Biodata, passport and travel of Han Hun Il (Edward Han)

L R |
Name: Han Hun Il
DOB: 2 April 1957
Passport # 836134879
Expiry: 9 March 2021
Ak.a.: Edward Han
Family Wife: Kim Mi-Kyong (Z0[&)
members « DOB: 1959 2.15
Son: Han Kumryong (2t= %, a.k.a. “Han Song” (2} ), aka: “Harvard
Han”
» DOB: 18 September 1984
» Worked at MKP Myanmar branch until 2013
Affiliations: | g nqrj Economic Group (& 2| ZH ¢i%h
Dispatched to Malaysia in 1995 to serve as Malaysia Representative of Mansudae
Overseas Projects (MOP)
Established a Mansudae branch, M.O.P. (S) Pte Ltd, in Singapore on 20 May 1994
until it was struck off the register on 30 September 2009.
In 2006 his tenure with MOP expired and he was given the status of “operative “in
the Reconnaissance General Bureau. He had previously served as representative
of RGB in Africa before 1995.
On 20 June 2006 he registered Malaysia Korea Partners (MKP) in Malaysia
jointly with Yong Kok Yeap with each of them owning half the shares (175,000
Ringgit)
Former MKP Capital LLC Berhd
Address: Registered address: 24-B Jalan Landak Off Jalan Pudu KL
Business address: Lot 5, Jalan Satu
Kawasan Perusahaan Cheras Jaya
] 43200 Balakong; Selangor Darul Ehsan, Malaysia
Travels Traveled to Zambia at least twice in 2017
Telephone: Tel : 603 9076 9678; Fax : 603 9075 9678
Email enquiries@mkpholdings.com.my
Website : www.mkpholdings.com.my

Travel Information:

Limage

Source: Member States

228/364
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Annex 46 : Updated information on the Panel’s investigation into MKP
activities in Zambia

The Zambian investigation into MKP confirmed that 13 companies incorporated in the country have been linked
to MKP Holdings (see section below entitled, Information on MKP companies in Zambia). Information provided
by Zambia showed that MKP relies on a semi-devolved corporate model outside of Malaysia; and makes
widespread use of foreign facilitators in its corporate structures to create deniability of the control relationship
between Han Hun Il and other MKP companies. In particular, an Algerian national, Mohamed Yazid Merzouk,
served as a director in most of the MKP Zambia entities, playing a key central management role for the network
alongside several Algerian nationals sharing his last name and a small number of Zambian nationals.

Although the Panel was unable to establish the amount being paid to each individual labourer of the Democratic
People’s Republic of Korea, documents provided by Zambia showed that only 15 per cent of the total amount for
each project was paid to the labourers for that project as a whole. MKP indicated to the Panel that, for its earlier
projects overseas, labourers from the Democratic People’s Republic of Korea were paid 300 dollars a month.
Zambia provided the monetary values for a selection of KOGEN/GENCO projects from 2013 to 2015, valued at a
total of $25 million. It did not provide a comprehensive list of the company’s activities, nor did it disc lose KOGEN/
GENCO contracts post-2015.

Information on MKP companies in Zambia

(For further details and a network chart, see S/2018/171, page. 72. For the most up-to-date registration
information, see the end of this Annex)

NHA - MKP ESTATES DEVELOPMENT

Registration number: 120050058683

Incorporated on 29 April 2005.

Registered address: 4668, Annex National Housing Authority

Ownership:
Name Sex | Nationality Address
Yazid Mohamed M Algerian Villa No. 3Millenium Village, Longacres,
Merzouk Lusaka
Donovan Webster M Zambian Plot 9620, Churdleigh. Lusaka
Zyambo
Saviour Konie M Zambian Stand 7351, Nangwenya Rd, Rhodespark,
Lusaka
National Housing
Authority

Note: The Panel also notes that NHA-MKP Estate Development Ltd was still active in May 2018, when a court of
appeals judge ruled on its lawsuit against the compensation board:
http://www.judiciaryzambia.com/2018/05/16/appeal-no-44-2017-nha-mkp-estate-development-Itd-v-workers-
compensation-fund-control-board-may-2018-justice-makunguja/ In March 2018, a newspaper article quoted a
representative of the National Housing Authority as saying that more developments would be coming from MKP:
https://www.dailynation.info/mkp-znbs-offloads-250-housing-units/
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KOREA GENERAL COMPANY FOR EXTERNAL CONSTRUCTION (KOGEN)

Incorporated 15 June 2012
Address: Plot no. 6556, Mumana Road, Olympia, Lusaka.
Nature of business: construction services.

Directors:

Name Sex | Nationality Address

Hang Chan Ho M Korean Plot No. 6556, Mumana road, Olympia,
Lusaka

Ri Kwanga Song M Korean Plot No. 6556, Mumana road, Olympia,
Lusaka

Ri Chun IL M Korean Plot No. 6556, Mumana road, Olympia,
Lusaka

The management team of the company comprises eleven (II) DPRK nationals nicluding:
1. Mr.JIN HYOKRI - is on the Board of Directors of KOCEN. He has 10 years of experience in civil engineering.
2. KUM JUN TAE holds a degree in structural engineering from PYONGYANG UNIVERSITY. He has more thap

13 years' experience in building industry

3. KIM | SONG - holds a degree in structural engineering from PYONGYANG UNIVERSITY. He has more than 1B

years' experience in building industry

4. HONG JONG SON and KIM HAK CHOL — the two hold degrees and diploma in structural design and constructiof

from Pyongyang University

5. JANG YONG NAM and CHA SUN CHOC — the duo hold degree in construction material engineering from

Pyongyang University

6. KIM SU JON'RI RYONC HONG IN HO, KIM TAE HWAN they hold degrees in building and civil engineering

from Pyongyang University with 1 6 years' experience in building industry

The above-mentioned directors of Korean General Construction (Z) Ltd registered another company called
CHAMMAE CONSTRUCTION LIMITED whose address and directors are the same as those in Korean General
Construction (Z) Lid, with the addition of one director, Mr. Sam Maurice. The company, whose registration

number is 1201 20102839 was also incorporated on 1 5 1" June 2012.

CHAMMAE CONSTRUCTION LIMITED

Incorporated 15 June 2012

Address: Plot no. 6556, Mumana Road, Olympia, Lusaka.
Registration: 1201 20102839

Directors:
Name Sex | Nationality Address
Hang Chan Ho M Korean Plot No. 6556, Mumana road, Olympia,
Lusaka
Ri Kwanga Song M Korean Plot No. 6556, Mumana road, Olympia,
Lusaka
Ri Chun IL M Korean Plot No. 6556, Mumana road, Olympia,
Lusaka
Mr. Sam Maurice M Zambian
MKP TMS HOSPITAL LTD
Incorporated 20 ™ April 2006
Address: Plot No. 05, Reed Buck road, Kabulonga, Lusaka
Registration: 120060062028
Chief Executive Officer is a Mr. Han Nun.
Directors:
Name Sex | Nationality No. of Address

shares

230/364

19-01704



S/2019/171

Yazid Mohamed M Algerian 2,750 Villa No.3, Millenium village, Longacres,

Merzouk Lusaka

Abdeldjallil Merzouk M | Algerian Plot No. 5591, Lusemfwa road, Kalundu,
Lusaka

Han Yong F Korean 1,500 Hse No. MC72, PHI Chainama, Lusaka

Ho Un Ran M Korean 500 Plot No. 5, off Reedbuck road, Kabulonga,
Lusaka

Betty Mulongoti F Zambian 250 Plot 325, Independence avenue, Lusaka

MKP MOTORS ZAMB'A LTD

Company incorporated on 22 " August 2002. Its registered business address is 2" Floor Indeco House,
Cairo Road, Lusaka. Directors of the company are in the following table:

Name Sex | Nationality Address

Han Hun IL M Korean Malungushi Village, Kalundu

Siew KIN Wai M Malaysian Malungushi Village, Kalundu, Lusaka
Yong KOK Yeap | M Malaysian Malungushi Village, Kalundu, Lusaka
Philip S.C M | Zambian Plot N0.377a?12B, Kabulonga, Lusaka
Mumba

MKP HOLDINGS LTD

Address: Plot 5591, Lusemfwa Road. Kaiundu
Registration: 12004005417
Nature of business: construction

Ownership:
Name Sex | Nationality Address
Yazid Mohamed M Algerian Villa No. 3, Millenium village, Longacres,
Merzouk Lusaka
Yon IL M Korean Villa No. 3, Millenium village, Longacres,
Lusaka

MKP MINING CORPORATION LTD

Incorporated: 16 August 2006
Registration: 1 20060063279
Address: Plot 7393 Chainda Place, South End, Cairo Road, Lusaka

Ownership:
Name Sex Nationality No. of Address
shares
Yazid Mohamed M Algerian 125,000 | Plot 5591, Lusemfwa road, Kalundu,
Merzouk Lusaka
Dr. Stephen M M Zambian 125,000 | A2 Handsworth UNZA, Lusaka
Kambani
Derrick Munsele M Zambian 125,000 | Plot No. 2, Simon Mwansa Kapwepwe
Road, Avondale, Lusaka
Charles Victor M Zambian 125,000 | Plot No. 4258 Mbeleshi, Northrise, Ndola
Holland Zambia

MKP SECURITY SYSTEMS LTD

Incorporated: 7t November 2006
Registration :1 20060000641 68

Address: Plot No. 7393, Chainda Place, "Jairo Road, Lusaka.

Ownership:

19-01704
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Name Sex | Nationality | No. of Address

shares
Samson Sakala | M Zambian 100,000 Godfrey Kangwa road, Nyumba Yanga, Lusaka
Timothy M Zambian 100,000 Plot 12243, Woodlands, Ext, Chalala, Lusaka
Mazembe
Ngonga M Zambian 100.000 Plot 16520/1080, Kamwala, South Lusaka
Oswald M
Goodson
Bwalya

MKP BUILDERS ZAMBIA LTD

Address: plot 5591, Lusemfwa Road, Kalundu, Lusaka.

Directors:
Name Sex Nationality | No. of Address
Shares
Yazid M Algerian 99.750,000 | Villa No.3, Millennium Village, Longacres,
Mohamed Lusaka
Merzouk
Abdeldjallil M Algerian 5,250,000 | Plot No. 5591, Lusemfwa Road, Kalundu,
Merzouk Lusaka

MKP CAPITAL ZAMBIA LTD

Address is plot 5591, Lusemfwa Road Kaiundu, Lusaka
Incorporated: 4™ February 2011.
Business: construction.

Directors:
Name Sex Nationality | No. of Address
Shares
Abdelghani M Zambian 55,000 Plot 5591, Lusemfwa Road, Kalundu, Lusaka
Merzouk
Abdeldjallil M Algerian 11000000 | Plot 5591, Lusemfwa Road, Kalundu, Lusaka
Mezouk
Mohamed M Algerian 87250000 | Plot 5591, Lusemfwa Road, Kalundu, Lusaka
Yazid
Merzouk
Farid M Algerian 11000000 | Plot 5591, Lusemfwa Road, Kalundu, Lusaka
Merzouk
Timothy M Zambian
Kazembe

MK IREHAB ZAMBIA LTD

Incorporated : 13 November 2011
Business: supplies of medical labs and pharmacy equipment
Adderss: Plot No. 5 Reed Buck Road, Kabulonga (address for MKP TMS Hospital)

Directors:

Name

Sex

Nationality

No. of
Shares

Address

Abdeldjallil
Merzouk

M

Algerian

Plot 5591, Lusemfwa Road, Kalundu, Lusaka

Mohamed
Yazid
Merzouk

M

Algerian

2550000

Plot 5591, Lusemfwa Road, Kalundu, Lusaka
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Dr. Zelilah
Binti Salleh
Ghany

Zambian

2450000

Plot No. 5, Reed Buck Road, Kabulonga

19-01704
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OMEGA-MKP ZAMBIA LTD
Address: Stand No. 7241, Mukatasha road, industrial area, Lusaka.
Nature of busienss: security services

Directors:
Name Sex Address
Victor M Plot 7241, Mukatasha Road, Light Industrial Area, Lusaka
Etienne
Janse  Van
Rensbur
Christoffel M 157 Ezra Road, Die Wilgers, Pretoria, South Africa
Ohhanes
Roelosfe
Philius M Lynwoodridge,
Jacobus Pretoria, South Afica, 301, Minesota street
Christoffel M Faerie Glen Pretoria, South Africa
Smit
Timothy Jim | M No. Tl Los Ageles Road, Lusaka
Kazembe
Christoffel M 16520/1080, Kamwala South Lusaka
Ohhanes
Roelosfe

Motor vehicles registered in the names of Chang H Han and Korea General Company for External Construction

(2)

Owner Registration Mark Make

Korea General Company for External | ALK9605 DAF Tipper
Construction

Korea General Company for External | ALK2843 Volvo Tipper
Construction

Korea General Company for External | ABF3391 Volvo
Construction

Korea General Company for External | AAX5978 Toyota Dyna
Construction

Korea General Company for External | ALJ1391 Toyota Regius
Construction

Korea General Company for External | ACH9579ZM Landcruiser Prado
Construction

Chan H Han ALE7996 Toyota Noah
Chan H Han ABE321 Toyota Camry
Chan H Han ABD1517 Toyota Lucida

Source: Member State

Updated information from Patents and Companies Registration Agency —December 2018

NHA-MKP Estates Development, #120050058683 is shown as registered and compliant.

Chammae Construction Limited, #120120102839: is shown as registered and compliant.

MKP TMS Hospital, #120060062028: is shown as registered and compliant.

MKP Motors (Zambia) Ltd, #120010047965: shown as registered, but has some issues with timely paperwork
filing....

MKP Holdings Ltd, #120040054717: shown as registered, but doesn’t seem to have filed in a while.

234/364 19-01704
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MKP Mining Corporation, #120060063279: shown as registered, compliant.
MKP Security Systems Zambia, #120060064168: shown as registered, compliant.
MKP Capital Zambia, #120110090060: shown as registered, compliant.

MKP Builders Zambia, #120070068265: registered, partially compliant.
MKP-Irehab, #120110095546: still registered, partially compliant.

Omega-MKP Zambia, #120100086671: changed its name to Omega Risk Solutions Zambia. Still registered,
compliant.

Source: Company Registry

19-01704 235/364
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Annex 47 : MKP companies in Malaysia as of November 2018

The Panel notes that while Han Hun I1’s name has been removed from the registration of one company and two other companies on which
he served have been dissolved, many MKP companies appear to remain open and active in Malaysia despite the Panel’s previous
determination that their activity was prohibited.

(This updates the previous table of “MKP companies in Malaysia as of 15 December 2017, S/2018/171 pp. 229-232, Annex 67)

Company
Name

NETH

Address

Directors

Shareholders

Start

Notes

Abdul Kudus
Rm.1 1st. Floor, ,(’;I\:::qukl.kudus bin s:jnnD?(t:kk;
M.K.P. 199 Lee Rubber Bldg 145, ' g
Dissol Lee Kung Wah; Yeap; 15-Jun-
PROJECTS 448- Jalan Tun H.S. Lee
ved . Chong ah Kow @ Chong Ah Kow 90
SDN. BHD. D Kuala Lumpur, Wilayah .
Persekutuan Chong Ching Che; @ Chong
Yong Kok Yeap; Ching Che;
Lee Kung Wah
2-3-11 (3rd Floor)Menara Han Hun Il no
Klh Business Centre 2, longer listed
Jalan Kasipillay, as
MKP 386 Existin Off Jalan Sultan Azlan Han Hun Il; Yone Kok Yeab. Fan 6-Mav- shareholder
BUILDERS 207- Shahkuala Lumpurwilayah Fang Chee Peng; Chei o P, Fang 9y6 (11 May 2018
SDN. BHD P Persekutuan Yong Kok Yeap; g registration
Lot 5, Jalan 1kawasan documents
Perusahaan Cheras Jayabatu listed him as
11 cheras, selangor shareholder)
24-B, Jalan Landakoff Jalan
Pudu Kuala Lumpur Wilayah
MKP CAPITAL 738 \ingj Fersekutuan Han Hun II; oty [ 20 June
BERHAD 326- ne U Lot 5, Jalan 1kawasan Yong Kok Yean: Yeap; Han Hun 2006
\Y 8YP  perindustrian Cheras & P Il

Jayabatu 11, Batu 9
cheras, selangor

T.T/610¢/S
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MKP CAPITAL
LLC BERHAD

MKP
CORPORATION
BERHAD

MKP
DYNAMIC
ENGINEERING
SDN. BHD

MKP
DYNAMIC
SDN. BHD

980 .
801- Existin
M g

619 .
741- Existin
U g

735

910 Existin
- g

W

779

980 Existin
- g

A

24-B Jalan Landakoff Jalan Pudu

Kuala Lumpur, Wilayah Persekutuan

24-B Jalan Landakoff Jalan
Pudu Kuala Lumpur,
wilayah Persekutuan Lot 5,
Jalan 1 kawasan

Perusahaan Cheras Jayabatu
11batu 9 Cherasselangor

2-3-11 (3rd Floor) Menara
Klh Business Centre 2 jalan
Kasipillay, Off Jalan Sultan
Azlan Shah Kuala Lumpur,
wilayah Persekutuan

Lot 5, Jalan 1 Kawasan
Perusahaan Cheras Jayabatu
11, Batu 9 Cheras Selangor

2-3-11 (3rd Floor), Menara
Klhbusiness Centre, 2, Jalan
Kasipillayoff Jalan Sultan
Azlan Shah Kuala Lumpur,
Wilayah Persekutuan

Lot 5, Jalan 1kawasan
Perusahaan Cheras Jayabatu
11 cheras selangor

Han Hun Il;
Yong Kok Yeap;

Han Hun Il;

Karnail Singh Nijhar
Tansri Dato'dr Amar
Singh; Yong Kok Yeap;
Ramanan
Ramakrishnan, Dato';

Karnail Singh Nijhar
Tansri Dato'dr Amar
Singh;

Fang Chee Peng;
Yong Kok Yeap;
Muhammad Danial
Bin Osman;

Karnail Singh Nijhar
Tansri Dato'dr Amar
Singh;

Fang Chee Peng;
Yong Kok Yeap;
Ramanan
Ramakrishnan;
Muhammad Danial
Bin Osman @
Mddaud;

Yong Kok
Yeap; Han Hun
Il

Yong Kok
Yeap; Han Hun
Il

Karnail Singh
Nijhar Amar
Singh, Tansri
Dato'dr;

Yong Kok
Yeap;

Soh Pui Hoon;
Han Hun Il;
Ramanan
Ramakrishnan

Yong Kok
Yeap;

Soh Pui Hoon;
Ramanan
Ramakrishnan;
Karnail Singh
Nijhar Tansri
Dato'dr Amar
Singh

March
2012

26 June
2003

31 May
2006

7 July
2012

Previously
listed as
"winding up"
(in 13 Nov
2017
documents)

Han Hun Il
was never on
the
paperwork to
begin

T.1/6702/S
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MKP
HOLDINGS
SDN. BHD

MKP SUPPLIES
SDN. BHD

MKP -WUI
LOONG
SYSTEM
SCAFFOLDS
SDN. BHD

Nekad Ziplem
SDN. BHD

464
492
-W

121
081

577
418
-H

614
359
-uU

Existin
g

Existin
g

Dissol
ved

Existin
g

2-3-11 (3rd Floor) Menara

Klh Business Centre 2 jalan
Kasipillay,

Off Jalan Sultan Azlan Shah

Kuala Lumpur, Wilayah Persekutuan
Lot 5, Jalan 1 kaw.

Perusahaan Cheras Jayabatu

11 batu 9 Cheras Selangor

2-3-11 (3rd Floor) Menara

Klh Business Centre 2 jalan
Kasipillay,

Off Jalan Sultan Azlan Shah

Kuala Lumpur, Wilayah Persekutuan

24

-B Jalan Landakoff Jalan
Pudu Kuala Lumpur,
Wilayah Persekutua

Lot 5 Jalan 1kawasan
Perindustrian Cheras
Jayabatu 11 Batu 9 Cheras,
Selangor

52 a, Jalan Landak

off Jalan Pudu

Kuala Lumpur, Wilayah
Persekutuan

C/0 Lot 5, Jalan 1 kawasan
Perindustrian Cheras
Jayabatu 11, Batu 9 Cheras
Selangor)

Yong Kok Yeap;
Han Hun Il;

Fang Chee Peng;
Yong Kok Yeap;

Kong Kam Wang;
Han Hun Il;
Yong Kok Yeap;
So Yu Shing;

Han Hun Il;
Yong Kok Yeap;

Yong Kok
Yeap; Han Hun
Il

23 June
1998

Address
change (11
Nov 2017
docs listed
address in
Puchong
Selangor)

Yong Kok 30
Yeap; Fang Nov
Chee Peng 2016

Wui Loong

System

Scaffolds 17 April
Co.Ltd; 2002
Mkp Holdings

Sdn. Bhd.

Jusoh Bin
Awang;
Yong Kok
Yeap;

Han Hun Il;
Sumairi Bin
Hashim

7-May-
03

T.1/610¢/S
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ELEMENT 658

FLASH (M) 573 Cxistin
SDN. BHD. v &
SOSIT SDN. ;22_ Dissol
BHD. . ved

2-3-11 (3rd Floor) Menara
Klh Business Centre 2 Jalan
Kasipillay,

Off Jalan Sultan Azlan
Shahkuala Lumpur Wilayah
Persekutuan

Lot 5 Jalan Satu kawasan
Perusahaan Cheras
Jayabalakong Selangor
2-3-11 (3rd Floor) Menara
Klh Business Centre 2 jalan
Kasipillay,

Off Jalan Sultan Azlan Shah
Kuala Lumpur, Wilayah
Persekutuan

Lot 5, Jalan 1 Kaw.

Perusahaan Cheras Jaya Batu

11, Batu 9 Cheras Selangor

Yong Kok Yeap;

Chua Boon Lain;

Tee Eng Soon;

Yong Kok Yeap; Han

Hun Il;

Chua Boon

Lain; Yong Kok
Yeap; Tee Eng
Soon; Fang Chee
Peng

Yong Kok
Yeap; Han Hun
Il

6-Jul-
04

3-Oct-
06

Han was
never on
paperwork to
begin; new
Fang Chee
Peng (added
sometime
after Nov
2018)

Source: Malaysian corporate registry

T.1/6702/S
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Annex 48 : Korea General Corporation for External Construction (GENCQ)’s page on
the DPRK’’s official online portal, Naenara, compared with MKP’s website showing same
completed projects (red boxes added to highlight construction projects claimed by both
organizations)

1/http://www.naenara.com.kp/en/periodic/f_trade/index.php

tradefindex php?contents+1645-2011-01+47+3 \ APR

NEWS  THE PYONGYANG TIMES KOREA KOREATODAY FOREIGN TRADE

: Yl ) 2011 ¥

First | Prev | Next | Last | Contents

Korea General Corporation for External
Construction

The Korea General Corporation for External Construction (GENCO) 15 a professional enterprise for
overseas construction.

GENCO has gained a good reputation from many countries around the world as a credible constructor
with a long history of 50 years since its inauguration in January 1961.

1t has scores of affiliated building enterprises involving a number of designers. building operators and
skilled workers as well as foreign languages and other experts.

GENCO has built lots of dwellings and public establishments in Kuwait. and recently completed the
64-storied Al-Fardan Tower, an ordered project. in a short span of time in Qatar.

GENCO is looking forward to contracts for construction projects such as dwelling houses. public
buildings, metros, tunnels, bridges, airports, harbours and stadiums in different countries in diverse forms
such as the whole construction work and dispatch of skilled workers.

Add: Taedonggang District, Pyongyang, DPR Korea
Tel: 850-2-18111-8050
Fax: 850-2-381-4427/4410

E-mail: gen122@co.chesin.com

First | Prev | Next | Last | Contents

©The Foreign Trade Publishing House ISSN 1727-916X
Address: Sochon-dong, Sosong District. Pvongyang, DPRK  E-mail: fiph@star-co.net.kpflph@star-co.net kp

Source:
https://web.archive.org/web/20111116081011/http://www.naenara.com.kp/en/periodic/f_trade/index.php?content
S+1645+2011-01+47+3

240/364 19-01704
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nttps://archive.li/82wX1

Sources: https://archive.li/§2wXI and

COMMERCE EXTERIEUR

[ v [eL))

Next page | Last page | Summary

First page | Previous page

Korean General Company for
Overseas Construction

Founded in January of year 50 of Juche (1961). 1t
remains always a reliable company in the
construction.

With its tens of thousands of engineers, specialists
and skilled workers, it 1s responsible for all

construction work abroad
since the development of
plans and the start of the
project until its

\ completion .

In addition to subcontracting, she 1s responsible for technical services. including assistance or
cooperation in this area.

In the past, she has built innumerable buildings
such as public institutions, hospitals, schools,
gv iums, housing, underg d structures and
dikes in many countries including Russia, the United
Arab Emirates, Kuwait, Yemen, Libya and Mongolia.

Renowned under the name of Genco, this

REERRRLALRN

company 1s equipped with state-of-the-art equipment
and construction machinery.

Those who want to trade with her, please contact :

Central District, Pyongyang, DPRK
Phone : §50-2-18111-381-8090
Fax:850-2-381-4611

E-mail : gen122@co.chesin.com

First page | Previous page | Next page | Last page | Summary

Foreign Trade Ediions

https://web.archive.org/web/20051119182017/http://www.kcckp.net/fr/periodic/f_trade/index.php?contents+234+

2004-04+8+24

19-01704
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First page revious page lext page | Last page | Summary

Korean General Company for
Overseas Construction

Founded in January of year 50 of Juche (1961). 1t
remains always a reliable company in the
construction.

With its tens of thousands of engineers, specialists
and skilled workers, it is responsible for all

construction work abroad
since the development of
plans and the start of the
project until its
completion .

In addition to subcontracting, she is responsible for technical services, includs

cooperation in this area.

In the past, she has built innumerable buildings
such as public institutions, hospitals, schools,
g housing, und

dikes in many countries including Russia, the United

d structures and

Arab Emirates, Kuwait, Yemen, Libya and Mongolia.

Renowned under the name of Genco, this
is d with state-of-the-art

and construction machinery.

Those who want to trade with her, please contact :

Central District, Pyongyang, DPRK
Phone : 850-2-18111-381-8090
Fax : 850-2-381-4611

E-mail : gen122@co.chesin.com

First page | Previous page | Next page | Last page | Summary

Foreign Trade Editions

19-01704
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Annex 49 : MKP website showing same completed projects (red boxes added to highlight
construction projects claimed by both organizations)

Compieted Project Ongoing Project

Venue:

Status:

Museum, Kedah Duration:

» GET Road, Banting

and South African Projects

North Africa, Middle East , Russia Projects

* Libya

*» Yemen

* Russia

= Scaffolding

Irrigation & Dam

« Imgation Tunnel

« Dam Project in Africa

HOME ABOUT US CONSTRUCTION SHIP BUILDING TECHNOLOGY MEDICAL CENTERS TRADING SERVICES

Construction Projects

Proposed Project

Russia.
Main contractor

July 1991 - December 1991.

Copyright ® 2013 MKP GROUF OF COMPANIES, Al Rights Reserved

Source: http://www.mkpholdings.com.my/construction.php accessed on 9 January 2019. Red box highlights the

shared claim.

19-01704
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http://www.mkpholdings.com.my/construction.php
https://www.google.com/maps/@46.9593307,142.7397452,3a,52.2y,339.18h,93.1t/data=!3m6!1e1!3m4!1sMPp52K5bIsWFPlo1spmH7w!2e0!7i13312!8i6656
https://www.google.com/maps/@46.9593307,142.7397452,3a,52.2y,339.18h,93.1t/data=!3m6!1e1!3m4!1sMPp52K5bIsWFPlo1spmH7w!2e0!7i13312!8i6656

S/2019/171

Construction Projects

Completed Project ing Project Proposed Project

2 < Venue: buls, Susya of Libya.
* Padawan, Saraw.

» Mines Wonderland Theme Park Status: Main contractor
» Paddy Museum, Kedah Duration: 1982 Year
» GET Road, Banting

Central and South African Projects
Zambia L a Millennium

Zambia International Conven

|
|
Projects in Malaysia
|

Zimbabwe: Harare
« Madagascar
« Angola Luanda

» Hotel Ritz (On Going)

North Africa, Middle East , Russia Projects

* Libya
* Sudan
» Yemen

* Russia

Hong Kong Projec
» Artificial Lake & Tree House
» Four Sea Hotel

» Harbour Green

« New Town Tower

- nso

» The Arch

» Cheung n Commercial Building A

gy
. un Tong 502
» Scaffolding

Irrigation & Dam

Dam Project in

HOME ABOUT US SHIP BUILDING TECHNOLOGY MEDICAL Ci TRADING NTERTAINMENT

Copyright © 2013 MKP GROUP OF COMPANIES, Al Rights Reserved

source: www.mkphodings.com.my/construction.php

244/364 19-01704
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Annex 50 : Archived page for GENCO/KOGEN (originally in French; Google-translated)
showing images of buildings which it claims to have constructed which are also listed on
the MKP website as buildings which MKP claims to have constructed.

e NEWS e« THE PYONGYANG TIMES < KOREA « KOREA TODAY < FOREIGN TRADE

FOREIGH TRADE A QUARTERLY JOURNAL
No. 418 (WS  Juche 100 Qelsbbi=
|

First | Prev | Next | Last | Contents

Korea General Corporation for External
Construction

The Korea General Corporation for External Construction (GENCO) is a professional enterprise for
overseas construction.

GENCO has gained a good reputation from many countries around the world as a credible constructor
with a long history of 50 years since its inauguration in January 1961.

It has scores of affiliated building enterprises involving a number of designers, building operators and
skilled workers as well as foreign languages and other experts.

GENCO has built lots of dwellings and public establishments in Kuwait, and recently completed the
64-storied Al-Fardan Tower, an ordered project, in a short span of time in Qatar.

GENCO is looking forward to contracts for construction projects such as dwelling houses, public
buildings, metros, tunnels, bridges, airports, harbours and stadiums in different countries in diverse forms
such as the whole construction work and dispatch of skilled workers.

Add: Taedonggang District, Pyongyang, DPR Korea
Tel: 850-2-18111-8090

Fax: 850-2-381-4427/4410

E-mail: gen122@co.chesin.com

First | Prev | Next | Last | Contents

©The Foreign Trade Publishing House ISSN 1727-916X
Address: Sochon-dong, Sosong District, Pyongyang, DPRK  E-mail: flph@star-co.net.kpfiph@star-co.net kp

[ Home ] [ Politics ] [ Tourism ] [ Foreign Trade ] [ Arts ] [Press] [ IT Industry ]
[ History ] [ Korea Is One ] [ Site Map ]

Copyright © 2003 - 2011 Korea Computer Center in DPR Korea
Tel : 850-2-18111EXP8456 Fax : 850-2-3814598

Source:
https://web.archive.org/web/20111116081011/http:/www.naenara.com.kp/en/periodic/f_trade/index.php?contents
+1645+2011-01+47+3
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a» * NOUVELLES DE PYONGYANG ¢ COREE « COREE D'AUJOURD'HUI -«
COMMERCE ERIEU

COMMERCE EXTERIEUR

No. 291 I'an 93 du Juche [ENRERS

Premiére page | Page précédente | Page suivante | Derniére page | Sommaire

Compagnie Générale Coréenne pour
la Construction d’outre-mer

Fondée en janvier de 1’an 50 du Juche (1961), elle
reste toujours une société digne de confiance dans la
construction.

Avec ses dizaines de milliers d’ingénieurs, de
spécialistes et d’ouvriers qualifiés, elle se charge de
I’ensemble des travaux de construction a |’étranger
depuis 1’élaboration des plans et la mise en chantier
du projet jusqu’a son achévement.

Outre la sous-traitance, elle s’occupe des services
techniques, notamment I’aide ou la coopération en la

Dans le passé, elle a réalisé d’innombrables
constructions telles que , établissements publics,
hopitaux, écoles, gymnases, logements, ouvrages
sous-terrains et digues dans de nombreux pays dont
la Russie, I’Etat des Emirats Arabes Unis, le Koweit,
1"Yémen, la Libye et la Mongolie.

Renomée sous 1'appellation de Genco, cette

compagnie est munie d’équipements et machines de
construction ultramodernes.

Ceux qui veulent commercer avec elle, sont priés de s’adresser a:

Arrondissement Central, Pyongyang, RPDC
Tél.: 850-2-18111-381-8090
Fax: 850-2-381-4611

E-mail: genl22@co.chesin.com

Premiére page | Page précédente | Page suivante | Derniére page | Sommaire

Les Editions du Commerce Extérieur
Adresse : Commune de Sochon, arrondissement de Sosong, Pyongyang, RPDC

[ Page d'accueil ] [ Politique ] [ Tourisme ] [ Commerce extérieur ] [ Arts ] [Presse] [ Industrie informatique ]
[ Histoire, Mceurs ] [ La Corée est une ] [ E-magasin ] [ Contact ] [ Carte d'emplacement ]

Copyright © 2003 - 2007 Korea Computer Center in DPR Korea
Tel : 850-2-18111EXP8456 Fax : 850-2-3814598  e-Mail : webmaster@kccbeijing.net

Source:
https://web.archive.org/web/20070930050305/http:/www.kcckp.net/fr/periodic/f_trade/index.php?contents+234+
2004-04+8+24
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Annex 51 : MKP claim to a construction project which a Member State informed the
Panel was constructed by KOGEN (Mulungushi International Convention Center)

® Not secure | www.mkpholdings.com.my/construction.php

Ongoing Project >roposed Project

. Mulungushi International Convention Center,
Venue:

Status: Main contractor

Duration: January 2001 - July 2001

b

Front View Auditorium

£4
k
A

Monument of AU Unity Interior

HOME  ABOUTUS c crion SHIPBULDING ~ TECHNOLOGY  MEDICALCENTERS TRADING SERVICES ENTERTAINMENT  CONTACT US

Copyright © 2013 MKP GROUP OF COMPANIES, Al Rights Reserved

Accessed at http://www.mkpholdings.com.my/construction.php on 9 January 2019

19-01704 247/364
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Annex 52 : List of DPRK workers working in Zambia, including Han Hun Il (RGB) and
Yazid Merzouk (Algerian national)

- NORTH KOREANS WORKING IN ZAMBIA
AT KOREA GENERAL COMPANY FOR EXTERNAL CONSTRUCTION

NAME

e D0 NS L B LN

=<

(%

S m Aok

[
=

2w =

= o

KWANG MYONG CHOE

CHANG JUN RI
CHOL MIN KIM
JIN HYON JU
KIM CHOL KIM
SONG GUK KIM
JON WONR
SONG NAM JANG
CHON KANG
SONG ILIONG
KIM RYUL

KIM HAK CHOL
JO JONG SIK

PAK KYONG NAM

. CHA SONG HWAN
. HAM YONG NAM
. OM SONGHO

. KIM YONG CHUN
. RISONG IL

. KIM MYONG JIM

HANHUN IL

YAZID MERZOUK
SONGHUI JI

YONG GWON KIM
KIM IL KYONG

KIM AE MYONG
KWANG CHOL JONG

Source: Member State

248/364

PASSPORT NO.

65413075
836131680
472434386
563434859
472336384
472237752
563431653
563335550
745334987
654130233
745334957
745231548
5633331039
563335551
563337914
363433402
472334756
563436057
563430759
5633436035

836134879
02141496

381335622
927132832
654133930
745230207
745234558

PROJECT

ANGLICAN DIOCESE
ANGLICAN DIOCESE
ANGLICAN DIQCESE
ANGLICAN DIOCESE
ANGLICAN DIOCESE
ANGLICAN DIOCESE
ANGLICAN DIOCESE
ANGLICAN DIOCESE
ANGLICAN DIOCESE
ANGLICAN DIOCESE
ANGLICAN DIOCESE
ANGLICAN DIOCESE
ANGLICAN DIOCESE
ANGLICAN DIOCESE
ANGLICAN DIOCESE
ANGLICAN DIOCESE
ANGLICAN DIOCESE
ANGLICAN DIOCESE
ANGLICAN DIQOCESE
ANGLICAN DIOCESE

MKP CAPITAL/TMS HOSPITAL
MKP CAPITAL/TMS HOSPITAL
MKP CAPITAL/TMS HOSPITAL
MKP CAPITAL/TMS HOSPITAL
MKP CAPITAL/TMS HOSPITAL
MKP CAPITAL/TMS HOSPITAL
MKP CAPITAL/TMS HOSPITAL

19-01704
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Annex 53 : Information showing that Kwang Song Ri served as the DPRK Counsellor in
China (2] 334l aliases: RI, Kwang-Son, RI, Kwangson)

CASE AND COMPARISON DATA

Name x  Kwang Song Ri Kwang Son RI
Gender v Male Male
Nationality x KOREA, DEMOCRATIC PEOPLE'S
REPUBLIC OF
Country Location X CHINA
Place of Birth
KEY DATA
Source Type PEP OB
Category Diplomat
Name Kwang Son Rl
Gender Male
Nationality KOREA, DEMOCRATIC PEOPLE'S
REPUBLIC OF
Country Location(s) CHINA (CHN)
Location 1
City Beijing
Region Beijing
KOREA, DEMOCRATIC PEOPLE'S
REPUBLIC OF (PRK)
Location 1
City Pyongyang

19-01704

Source: Thomson Reuters World Check

THOMSON REUTERS"
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Region Pyongyang
Position Embassy or Consular Staff
Entered Date 02-Mar-2018
Updated Date 22-Mar-2018
Update Categorization c2
ALIASES
Aliases RI,Kwang-Son
RI,Kwangson
Native Character Names elEd
KEYWORDS

World-Check Keyword(s)

PEP N PEP - National Government

DPRK-WC INTERNATIONAL - DPRK-WC - North Korea - Relevant UNKNOWN
World-Check Data

BIOGRAPHY

Details
BIOGRAPHY
Counsellor to China (reported Sep 2013).
REPORTS
Mar 2018 - no further information reported.
IDENTIFICATION
Song Sun Rim (spouse).

Sub-Category PEP N

CONNECTIONS / RELATIONSHIPS

Linked companies

Linked individuals Song Sun RIM Individual

Source: Thomson Reuters World Check
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Annex 54 : Open source information showing that Kwang Song Ri served as a Counsellor
(Z#}) at the DPRK Embassy in Beijing under the name Z=}5% (2] 334 aliases: RI,
Kwang-Son, RI, Kwangson)

BrEga, B o2 |

) i AR #FENT

Ministry of Foreign Affi m\nl ‘the People's Republicofi& hm 1}

B R OHREe ARES EFRNER. # B R S NibtE

BF| 32 B> RS> LERS > BEIRERS

BEEIRILERERA(P,
e (DPRK)838} Rt XA RS FIELALELE
(BOESERATIE: 2013%E9H220)

EfFIME

SHIEHR

B ISR R RS SE A K (

IR Embassy of the Democratic People's Republic Of Korea

REASIROHR IARE R BTSN HIZ LR

BEINRERR 2 : oo ;
Chancery and Residence: Ri Tan Bei Lu, Jian Guo Men Wai

SHEREAEERS HiIE: 65321186 (fABE) 65321154 (BLZ5Ab) 65325018 (ZEpAb) 65324308 (Hi4s4b)

EffEREEERRR

LiEES s

English translation

Embassy of the Democratic People's Republic of Korea in China
Embassy of the Democratic People's Republic of Korea
(Last updated: September 22, 2013)

Office and Residence: Ritan North Road, Jianguomenwai
Chancery and Residence: Ri Tan Bei Lu, Jian Guo Men Wai
Tel: 65321186 (on duty) 65321154 (Government Office)
65325018 (Economic Office) 65324308 (Business Office)

Counsellor Li Guangxian

Mrs. Li Guangxian (Lin Chengshun)
Mr. Ri Kwang Son, Counsellor

Mrs. Rim Song Sun

Source: Ministry of Foreign Affairs of the People’s Republic of China website
http:// www.mfa.gov.cn/chn//pds/fw/Ibfw/zhwjgmd_Ibfw/t527 236.htm;

archived version: https://archive.fo/CDCwJ).
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Annex 55 : Information showing that Kwang Song Ri served as a diplomat in Cairo,
Egypt

CASE AND COMPARISON DATA

Name
Gender

Nationality

Country Location
Place of Birth

KEY DATA

Source Type
Category
Name
Gender

Nationality

Country Location(s)

Client/Submitted Data
v Kwang Song Ri
v Male

x

PEP OB

Diplomat

Kwang Song RI

Male

KOREA, DEMOCRATIC PEOPLE'S
REPUBLIC OF

EGYPT (EGY)
Location 1

City

Region

KOREA, DEMOCRATIC PEOPLE'S
REPUBLIC OF (PRK)

Location 1

City

Source: Thomson Reuters World Check
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World-Check Data
Kwang Song RI
Male

KOREA, DEMOCRATIC PEOPLE'S
REPUBLIC OF

EGYPT

Cairo
Al Qahirah

Pyongyang

THOMSON REUTERS™

19-01704
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Information/External
Sources

Source: Thomson Reuters World Check
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Annex 56 : Information from a 26 January 2018 report by the Republic of Korea Ministry
of Unification on key DPRK personnel figures (2018 53 =2 1A} Q1 E A X)) which
includes DPRK diplomatic personnel worldwide.

In a publication by the Republic of Korea on key DPRK personnel, pages 809-831 contain a list of
DPRK diplomatic personnel worldwide. In the original Korean document, Kwang Song Ri’s name can
be found under “Egypt” on page 814, item number 13, third line, first name (Egypt’s entire entry listed
here in the original)

Entry in Korean:

(13) O|HE(HRHE)

Cj A} OH= 3]

A AL B S E

1M\ elEds X Z x2|9F

Entry translated into English:
13. Egypt
a. Ambassador- Ma Dong Hee
b. Councilor- Park Sung Do
c. First Office- Ri Kwang Song, Choi Kang, Choi Gee Yong

Source: http://nkinfo.unikorea.go.kr/nkp/pblictn/pblictnList.do?originCd=0C0003#

254/364 19-01704
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Annex 57 : UAE Company 1 Website on establishment of KOGEN UAE JV

@ Not Secure

Click to enable Adobe Flash Player Home Corporate Information | Group Divisions Career | Contact Us

Construction & Transport

i I—

s established in 2001, It is a joint venture between I 2~¢ GENCO, a Korean Government company. [l
was sel Up 1o manage and execute major construction projects such as highrise buildings, dams and bridges requiring sophisticated

Quick Links

* Construction & Transport

* Retail

' Services

engineering techniques and technology.

Copyrnt ©2012 I
Source: UAE Company 1 website, accessed 9 November 2018.
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Annex 58 : Page from UAE Company 1 brochure outlining project work

Engineering & Construction

sed commitment from the

estment in the region

uctural engineering projects include Residential Bulldic

nmercial and Industrial Faciities. Shopping Centers and 8u

Parks,

Production

Office and Commercial Bulld: Hotels, Banks, Molti-storey

Wareh

13 Facilities,

Cinema Comp

Facilitios, Public Buildings, Hospitals and large housing der

Abu Dhabi fiec

- 488 Royal Group

- 48 Royal Group Vil
Zayed City

- Cube Tower
- Fakon Training Bulding

- HH Sheikh Hamdan Bin
Mohammad B hid Al
Maktoum Stadium, Nad Al Sheba

Our Mission

Source: UAE Company 1 website, accessed 13 December 2018.
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Annex 59 : Corporate information on Chammae Construction Limited

e
120120102839
( o Patents and Companies Registration Agency
ACRA
Computer Printout - Local Company
Local Company CHAMMAE CONSTRUCTION LIMITED Registration Number 120120102839
Date of Incorporation 15 day of June 2012 Date of FY End 29/12/2018
Registered Office 378a/b/3774, ALONG SIMON MWANSA KAPWEPWE, AVONDALE, LUSAKA, LUSAKA PROVINCE, ZAMBIA
Postal Address LUSAKA, LUSAKA PROVINCE, ZAMBIA
Town / City AVONDALE
Country ZAMBIA
Certificate Signed By Lloyd Thole
Phone 4260973314930
e
Struck off/Ceased on
Nominal capital K 10000
Number of Shares 10000
Liability Normal Company
Articles Filed Date 15/06/2012
Amended Articles Filed Date  04/02/2013
Adopted Articles Filed Date
Company Liquidated Date
Company in Receivership Date
Nature of
Sector ]
4799. Other retail sale not in stores, stalls or markets
= -In!wmdonhmbnmanﬁaiu“<
19-01704 257/364
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g o
| 7430. Other professional, scientific and | activities n.e.c. |
| 4100. Construction of buildings |
Annual retum
Year Date Delivered
2017
—_—
2016 01/02/2017
2015 21/01/2016 !
2014 15/01/2015
2013 14/08/2013
Class of Shares Number authorised Par value Per share
Ordinary 10,000.00 1.00 2
Nt Director/ s '"“% Share
Present forenames and Address NRC/ Passport | Occupation P Secretary |/ Amount Class
surnames No
CHON 745334987 BUSINESSMA Yes
KOREA N
KIM YONG SIK 836232923 BUSINESSMA ¥
KOREA N b2
HAN CHANG HO 381337615 DIRECTOR v 4,500.00 | Ordinary
KOREA o
SAM MAURICE MBEWE 296387/74/1 BUSINESSMA v
ZAMBIAN N big
RI KWANGA SONG 381131855 DIRECTOR 3 1,000.00 | Ordinary
KOREA ki
RI CHUN IL 472436302 DIRECTOR 4,500.00 | Ordinary
KOREA ye 16
i
* - Information in this report can change any time. ‘i
)

: A

Source: Patents and Companies Registration Agency, Zambia

258/364 19-01704
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Annex 60 : Corporate information on GENCO Nigeria

@ Not Secure | publicsearch.cac.gov.ng/comsearch/index.php

Search Record by Name:

I'm not a robot =
reCAPTCHA
Privacy - Terms
RC DATE OF
NUMBER COMPANY NAME ADDRESS REGISTRATION
KOREA GENERAL COMPANY FOR
334702 EXTERNAL CONSTR.GENCO(NIG)L OPP.APFILLINGSTATIONNEARAPOVILLAGE,ABUJA,F.C.T.  1998-05-05

Source: Nigerian Corporate Affairs Commission, http://publicsearch.cac.gov.ng/comsearch/index.php

NAME OF COMPANY: KOREA GEN. CO. FOR EXT. CONSTRUCTION
GENCO (NIG) LIMITED

TYPE OF COMPANY: Limited Liability

COMPANY REGISTRATION NO: 334702

DATE OF INCORPORATION: 5/5/1998

BORROWING POWER: CAMA 1990 adopted

COMPANY SECRETARY: Nil

SHARE CAPITAL AT INCORP: 20,000,000.00

CURRENT SHARE CAPITAL: 20,000,000.00

CLASS OF SHARE: Ordinary Share

PAID UP SHARE CAPITAL: 20,000,000.00

REG. ADDRESS OF COMPANY: Opposite AP filing Station, near APO Village.
Abuja FCT.

L.FIRST NATURE OF BUSINESS:
To carry on the business of construction services of every description.
2. LIST OF SUBSCRIBERS OF KOREA GENERAL COMPANY FOR EXTERNAL

_CONSTRUCTION GENCO (NIGERIA) LIMITED 5/5/1998
NAMES ADDRESS NO. OF SHARES
TAKEN

Korea General Co. for | Opposite AP filling station, near Apo Village, 19,900,000.00
External Construction | Abuja FCT

Genco

Kim Yong Sik Opposite AP filling station, near Apo Village, 50,000.00
Abuja FCT

Kim Yong Hwan Opposite AP filling station, near Apo Village, 50,000.00
Abuja FCT

4, LIST OF DIRECTORS OF KOREA GENERAL COMPANY FOR EXTERNAL

_CONSTRUCTION GENC
NAMES ADDRESS
Kim Yong Sik Opposite AP filling station, near Apo Village, Abuja FCT
Kim Yong Hwan Opposite AP filling station, near Apo Village, Abuja FCT

Source: Nigerian corporate registry

19-01704 259/364
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Annex 61 : African Union’s InterAfrican Bureau for Animal Resources lists KOGEN GE
S.L. as its implementing partner for a project

’\.
( w: INTERAFRICAN BUREAU
Npu# FORANIMAL RESOURCES

Home About Strategic Plans Programmes and Projects Tools Media Events Library  Q search

Project Overview > en - Programmes and Projects - Current Programmes and Projects > Fish - Inventory Projects
African Union Member States Central Africa Region

Current Programmes and Projects

’ FishTRADE RAFIP
>
a
Central Africa Region =
Congo Brazaville
1 Tmol
i i J e Funded by the European Union
Project Title Main Objectives/Scope Ti C 5 o u y pe;
4 i P =" | Partners |Agencies/Partners|
Pour les activités
de péche et de L4LP Menu
Améliorer durablement la sécurité alimentaire, les
Programme evenus des petits producteurs (agriculteurs piscukuee, la
revenu its ucteus iculteu
d'appui au _ P ¥ g $ mise en oeuvre Background
eleveurs, pécheurs et pisciculteurs) et créer des 2012- |
développement % NationalelFID A |est faite par le
emplois durables ou les ruraux, en particulier les  |2016 Objectives
des filieres fes f Ministére de la
eunes et les femmes, a travers un appui au S =
agricoles ) PP Péche et de | Project Overview G
développement des filieres porteuses . F |
I'Aquaculture
Outcomes
(MPA)
k - = le
Projet d’appui a Project Partners S
r 0 I N
'amélioration de la|Mettre en p‘d(.? de maniere participative un plan de (12 mois Project Contacts 3l
F gestion des gestion de la péche crevettiere au Congo, en a Direction
pécheries prenant en compte non seulement les ressources  |compter Nationale{FAO géneérale de la Steering Committees
crevettieres en ciblées et les ressources accessolres, mais aussi de Juin péche maritime
. Achievements
République du I'écosystéeme dans son ensemble 2015
Congo Promotional and Visibility Materials

i i Sty f Ch
Replublique Democratique du Congo ories of Change

F
Financial] Implementing requently Asked Questions

Project Title Main Objectives/Scope I 2 ©" | Partners|Agencies/Partners Reports and Documents
Gestion durable des ressources 2009-2014 et |
PRODAP halieutiques Protection de I'écosysteme  |2015 début du |Régionale|BAD ALT
du Lac Tanganyika PRODAP 11

Protection de l'écosysteme des Lacs

;Tz:;[::::r::sa&i,‘ﬁ Edouard et Albert Gestion durable des 2(;“55 2020 Régionale|BAD INELSAP

ressources halieutiques des deux lacs

Planification et Aménagement des 16 mois EAE-
Pécherie crevettiere pécheries crevettiéres dans l'estuaire et |Début juillet  |Nationale NANSEN FAO

I'embouchure du fleuve Congo 2015
Projet des Péches et de Cloturé en
L'Aquaculture au Production et amélioration des alevins 2014, auente  |Nationale|CTB CTB
Katanga (PRODEPAK) phase 2 {
Guinee Equatoriale

Opportunities
Project Title Main Objectves/Scope._ [Timelines| Coverage 20> | - dmplementing

Partners |Agencies/Partners| Il| jops
Propuesta para la Implementacion |Cubrir la gran demanda de El El
de la Produccion Avanzada de la consumo de pescado fresco entre Proyecto (Gobierno {Corea General

Consultancies

2015
Piscicultura en la Region la poblacion y generar otra 2019 tiene una |de Construccion S.L Procurement
Continental Provincia de Kie-Ntem |actividad de apoyo a la pesca l cobertura|Guinea |(KOGEN GE S.L)
(Ebibeyin) artesanal Nacional. |Ecuatorial

Source: Interafrican Bureau for Animal Resources, African Union, http://www.au-ibar.org/2012-10-01-13-08-
42/news/450-en/programmes-and-projects/current-programmes-and-projects/fish/inventory-projects/820-african-
union-member-states-by-region

260/364 19-01704
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Annex 62

Equatorial Guinea

Funding documentation for the Rebola Municipal Stadium in

@ Not Secure | www.minhacienda.gob.gq/wp-content/uploads/2018/05/LPGE_-2017.pdf w
Linea Nombre del Proyecto Costo Total Total Pagos 5"‘::::’" P2017 ::2’::"
266307 145206 121104
47169 41131 6.038 [
47169 41131 6.038 i 0
910 2919011-0 Remodelacion y adaptacién del estadio de fiitbol de Mongomo 6000 5.400 600 172 0
911 2919011-1 Controly supervision nuevo estadio de Mongomo 460 405 55 8 [
912 2919012-0 Remodelacion y adaptacién del estadio de fiitbol de Ebebiyin 6000 5400 600 172 [
913 _2919012-1 Controly supervision del puevo estadio de Ebeblyin 460 428 32 32 0
914 2919014-0 Ce de 500 laCAN 2012enla Bikuy 11 (Bata) y en el municipio de Machinda 3500 3150 350 100 )
915 2919016-0 C: de un campo de 500 plazas para la CAN 2012 en el municipio de Bidjabidjan 1750 1575 175 50 0
916 2919017-0 Ce de un campo d de 500 plazas para la CAN 2012 en la ciudad de Ebebiyin 1750 1575 175 50 0
917 29190180 C de un campo d de 500 plazas para la CAN 2012 en el municipio de Megomeyen 1.750 1575 175 50 0
918 2919020-0 Construccion del vallado del campo de futbol del antiguo estadio de Bata 324 292 32 32 [
919 2919024-0 Obra de rehabilitacién del Estadio de Libertad de Bata 711 604 107 31 o
920 2919033-0 del estadio d 898 509 389 111 0
92129190410 C; A stc_estadios Malahoy Bata 1848 1830 18 18 0
I 922 2919008-0 Construccion del estadio municipal de Rebola 11.000 9.900 1.100 632 ] 0
v Z o
924 2919021-0 deluzenel dio de Bata < 275 248 28 28 [)
925 2919009-0 Urbanizaciény de edifi estadio de Rebola: sala de maquinas y control, agua potable, acceso parking...et 8.249 6074 2175 622 0
Source: Ministry of Treasury, Economy, and Planning, http://www.minhacienda.gob.gqg/wp-
content/uploads/2018/05/LPGE_-2017.pdf
@® Not Secure | www.diariorombe.es/wp-content/uploads/2015/10/Lista-de-Obras-Primera-Parte.pdf
——— [
B Y CONSTRUCCION Construccién del Centro de Reeducacion de Menores de Riaba. 9.786.646.155
62 SA( empresa cubana)
INGENERIAY CONSTRUCCION Construccién del Centro de ion de de Atom (Teg! ) 8.605.366.535
==, SA( empresa cubana)
594  INPROSA Control y supervision de las obras de ampliacion del Cuartel Central de Bata. 194.600.000
595  INPROSA Control y supervision de las obras de ampliacion del Cuartel 3 de Agosto de Bata. 298.941.744
INSTITUTO CALDERON DE
FORMACION PROFESIONAL Obras der mobiliario, de talleres e informatica y gestion del profesorado durante 10 afios y 21.129.426.349
una formacion tecnica profesional de 2 afios
s96  (ICAF)
597  INTERCOMIVES y ion de la casa del Obispado de Bata 3.500.000.000
598  INTERCOMIVES Rehabilitacion de la Iglesia, casa Sacerdotal y la urbaniacion de la iglesa de Ayene 3.124.470.088
599  INTERCOMIVES Rehabilitacion y ampliacion de la Iglesia y Colegio Claret de Luba 7.040.478.931
600  INTERCOMIVES Rehabilitacion de la Camara de los Representantes de Pueblo en la Ciudad de Bata. 1.349.843.393
601 IPX GE Control de entrada, barreras y suervision de acceso al minsiterio de defensa nacional 1.375.457.323
02 Jacinta Mbang Obono. del i de ia Basica José NSUGA ANGUE de Bidjabidjan. 177.807.812
= 5 o ; =
o JLD FINANCIAL SERVICES Construcc»or;de un mmu:nble de tres plantas para aulas de del colegio de las misioneras de la 441,119,114
JOLL GE Construccion de 46 vnwgnda? sociales tipo A parea‘das (fe 76m2 utiles en la fase 2A de Buena Esperanza, incluido el 1.196.000.000
604 fontaneria y de cada edificacion
605 JPC Control y Supervision de |as obras de ampliacion del edificio del en Malabo ( inen) 240.000.000
606 JPC Control y supervision de las obras de rehabilitacion de las calles de Malabo, ejecutada por Sogeco 578.669.818
607 JUBROCO Suminstro de mobiliario y enlari ia del Delegado de Gobierno de Mbini. 55.000.000
608 JUBROCO Provecto de construccion de la residencia del Delegado de Gobierno del distrito de Mbini 132.090.750
609 JUBROCO ur ion de la re ia del D de Gobierno de Mbini 300.000.000
JUMMA WORK Cfmtrol y supefv@slon de la red de abastecimiento de agua potable, y ias de la 55.000.000
610 Ciudad de Mbini
£33 KWATER i deaplantade " de.aguapotahlede la Ciudad.de. A.401.471.472
612 KOGEN Construccion del Estadio de Rebola 11.000.000.000
613  KOGEN Construcclon de edlﬂclos anexos del estadio de Rebola 6.749.401.148
LACOSTASA dolRio-dnd do-23,0k loGiudad-d 12.550.000.000.
¥
oy LIMAYCONS Mantenimiento perdiodico del Paseo Maritimo desde |a entrada del hospital La Paz- Sala de recepcién "Domo" 600.000.000
oo LIMPSI G.E Instalacion de contenedores soterrados para el servicio de limpieza y recogida de basura en Sipopo y Malabo I 1.583.225.500
617  LYNX-INTER Construccién de la Delegacion de Gobierno de Niefang. 520.357.500
618  LYNX-INTER Urbanizacion de la Delegacion de Gobierno de Niefang 300.000.000
619 MKH Construccion y ampliacion de las aulas del Colegio Internado de Basile 1.466.032.903
620 MKH Construccion del Colegio Internado de Basile 3.000.000.000
621  MACONSA Ur de la Residencia del Delegado de Gobierno adjunto del Distrito Urbano n?1 de Bata 300.000.000
=55 MACONSA Proyecto de construccion de la residencia del Delegado de Gobierno Adjunto del distrito urbano n°1 de Bata 112.077.000
MAECI (Americano de Origen " i I i £ 1o | 4 "
ok sigo e Elec:r::lcrac ion de la Isla de solar de 5 MVA. las y 23.155.282.100
623 OBIANG) L contadores.

Source: Rombe Diary, GE Proyectos, http://www.diariorombe.es/wp-content/uploads/2015/10/Lista-de-Obras-
Primera-Parte.pdf

19-01704
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Annex 63 : Registry documents for LLC “VITAL”, LLC “PRESTIZHSTROI”, and LLC
“SAKO KONTRAKSHN”

OI'PH

EJIMHBIN TOCYJAPCTBEHHEINA PEECTP FOPUTUUECKUX JIUI]

CBe/IeHHS 0 IOPUIMYSCKOM JTUIIS

OBIIECTBO C OT'PAHUYEHHOH OTBETCTBEHHOCTBIO "BUTAJ"

1036500601213

MHH/KIIII 6501038711/650101001
mo coctostauio Ha 01.11.2018

Ne /mm HaumenoBanme moxasareJist 3HaveHHe TIoKa3aTe st
1 2 3
Haunmenosanue
1 |[TonHoe HaMMEeHOBAHHE OBIIECTBO C OI'PAHUUEHHON
OTBETCTBEHHOCTBIO "BUTAJI"
2 |CokpalieHHOC HAaUMEHOBAHUC OO "BUTAJ" -
3 |T'PH u pata sHecenns 8 EI'PIOJI zamuch, 1036500601213
coJiepKalieH yKa3aHHBIC CBE/ICHUS 05.01.2003
Anpec (MecTo HAXOKIEHII)
4 |ITouTOBLIH HHAECKC 693000
5 |Cy6wext Poccuiickoii Oenepanuu OBJIACTE CAXAJIMHCKAS
6 |T'opox (BOJIOCTb H T.11.) T'OPO/JI IOXKHO-CAXAJIMHCK
7 | Yauna (MpocIekT, MepeysIoK U T.1.) YIIMIA ITIOJIEBASA
8 |Mom (BiaJacHHE H T.IL.) 8
9 |\I'PH u nata puecenns B ET'PIOJI zammcw, 2036500609055
coJiepXKallel yKa3aHHbIE CBE/ICHUS 24.04.2003
CgeleHM# 0 perucTpalu
10 |Cmocob obpazopanus Cosnanme ropunuueckoro jmna go 01.07.2002
11 |OI'PH 1036500601213
12 |Mata npuceoenust OI'PH 05.01.2003
13 |PerucTpanvoHHBIH HOMep, NIpUCBOCHHBIH 0 1 {350
uroag 2002 roga
14 |Hata peructparuu go 1 urosnst 2002 roya 03.08.1995
15 |HamMeHoBaHHe OopraHa, AnmunucTpauust I.JOxkno0-CaxaauHcka
3aPETUCTPUPOBABIIETO FOPUIUISCKOS JIUIO 10
1 mrossa 2002 roga
16 |I'PH u garta paecenuns B ETPIOJI zamucu, 1036500601213
coJiepKalleH yKa3aHHBIC CBE/ICHUS 05.01.2003
CBeleHHS O PerHCTPUPYIOLIEM OpraHe M0 MeCTY HAXOMKIEHHS 0 PHIMYeCKOT0 JIIa
17 |HamMeHOBaHHE perHCTPUPYIONISTO OpraHa Mesxpationnas nHcrieknusl OeepaabHOM
HasoroBo# ciryx6e1 Ne 1 mo Caxanuackoi
obacti
18 |Andpec perucTpupyIOIEro opraa ,693020,,,10xH0-Caxammuck 1,,JleHnHA
yi,105,A,
19 |I'PH u garta Baecenunsa 8 EIPIOJI zamucu, 1036500601213
coJiepKalel yKa3aHHbBIC CBE/ICHUS 05.01.2003
CaeaeHnst 00 yuere B HAJIOTOBOM OpraHe
20 |MHH 6501038711
21 |KIIII 650101001
Ceenenus ¢ caiita ®HC Poccun
01.11.2018 18:47 OTPH 1036500601213 Crpanmia 1 u3 11

Source: Unified State Register of Legal Entities, https://egrul.nalog.ru
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LLC “Vital”

693000,
Oblast
Sakhalinskaya,
City of
Yuzhno-
Sakhalinsk,
Ulitsa
Polevaya

19-01704
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OI'PH

EJIUHBIN TOCYIAPCTBEHHBINA PEECTP IOPUIUUECKHX JIUI]

CBesleHHST 0 FOPUANISCKOM JIHITS

OBIIECTBO C OTPAHUYEHHOH OTBETCTBEHHOCTBIO "IIPECTHKC TPOMR"

1106501003730

WHH/KIIII 6501218344/650101001
mo cocTostHnio Ha 01.11.2018

No o/ Hanmenopanue nokazarens 3HavueHUe moKa3aTes
1 2 3
HaumeHnoBanue
1 |IlomHOE HAUMEHOBAHHE OBIIECTBO C OTPAHUYEHHOM
OTBETCTBEHHOCTLIO
"I[IPECTUXXCTPOM"
2 |CokpallleHHOS HAaUMEHOBaHUE 000 "TIPECTHXCTPONU" <
3 |\I'PH u gata saecennsi B EI'PIOJI sanmch, 1106501003730
cojepiKalel ykasaHHbIe CBeICHHS 14.05.2010
Anpec (MecTO HAXOKTEHIIN)
4 |ITouToBbIH HHAECKC 693000
5 |Cybbekt Poccuiickoit Oenepanuu OBJIACTE CAXAJIMHCKAS
6 |I'opon (BoJOCTh H T.IL.) ['OPO/I FOXKHO-CAXAJIMHCK
7 |Yauna (IpoCHeKT, Nepeysiok U T./.) YIIUIA ITOJEBAS
8 |Mlom (BnajeHHue U T.11.) 10
9 |I'PH u ngata puecenus 8 EI'PIOJI zamucwu, 1106501003730
cojepiKalel ykasaHHbIe CBeICHHS 14.05.2010
CeelleHusI 0 perucTpanum
10 |Cmocob o6pazopanus CosznaHue IOpUIUUeCKOTO Ul
11 |OI'PH 1106501003730
12 |JlaTa perucrpanuu 14.05.2010
13 |I'PH u nata sHecennsi 8 EI'PIOJI zammcw, 1106501003730
cojepiKalel ykasaHHbIe CBeICHHS 14.05.2010
CBeleHHS 0 PETMCTPHPYIOILIEM OPraHe M0 MeCTY HAXOK/TEHUS 10 PUIHMYECKOT 0 JINIa
14 |HaumeHOBaHME pETUCTPUPYIOIISTO OpraHa Meskpationnas uHcnekims OegepaibHON
HaJloroBoi ciry:k6e1 No 1 mo CaxanuHeKoH
obnact
15 |Anpec perucTpupyomero oprana ,693020,,,10xH0-Caxaminck 1, JIeHnHA
yiL,105,A,
16 |I'PH wu nata puecenus 8 EI'PIOJI zanucu, 1106501003730
cojepiKalel ykasaHHbIe CBeICHHS 14.05.2010
CBeieHHsT 00 yUeTe B HAJIOTOBOM Oprame
17 |MHH 6501218344
18 |KIIII 650101001
19 |/laTa MOCTAHOBKH Ha y4eT 14.05.2010
20 |HauMmeHOBaHMe HAJIOTOBOTO OpraHa MeskpationHas uHcnekus PegepaibHON
HaJIOTOBOH ciy:k0b1 Ne 1 mo CaxaiauHCKOM
obmacti
Ceenenns ¢ caiita ®HC Poccun
01.11.2018 18:42 OTPH 1106501003730 Crpanmia 1 u3 7

Source: Unified State Register of Legal Entities, https://egrul.nalog.ru

19-01704

LLC “PrestizhStroi”

693000,

Oblast
Sakhalinskaya,
City of Yuzhno-
Sakhalinsk,
Ulitsa Polevaya
10
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EQUHBIA TOCYAPCTBEHHEIN PEEC TP FOPUIMUYECKHX JIAL]

CeeleHHSI 0 FOPUAUYSCKOM JIHIE

OBIIECTBO C OI'PAHUYEHHON OTBETCTBEHHOCTEIO "CAKO KOHTPAKIIIH"

OI'PH

1046500617690

HWHH/KIIII 6501149002/650101001
o coctosiamto Ha 01.11.2018

Ne /it HamMeHnoBaHue nokazaress 3HayeHUe MmoKa3aTesa
1 2 3
HammeHoBaHme
1 |[TonHoe HauMeHOBaHHE OBIIECTBO C OTPAHUYEHHOH
OTBETCTBEHHOCTEIO "CAKO
KOHTPAKIITH"
2 |CokpallleHHO¢ HaHMESHOBAaHHE 000 "CAKO KOHTPAKIITH" LLC “Sako
3 |T'PH u gara puecenns B ETPIOJ zamucw, 1046500617690 Kontrakshn™
coJiepKalleH YKa3aHHBIC CBEJICHUS 29.04.2004
Ajpec (MecTO HAXOMXKTEHH)
4 |IToyTOBBIH HHIEKC 693000
5 |Cy6uext Poceniickoli ®ejepatum OBJIACTh CAXAJIHHCKASI oRs000:
6 |[opoa (BosiocTh U T.1.) T'OPOJT FOXKHO-CAXAJIMHCK < ?ﬁkha 111 ljys kva]z'a.
7 | Yiuna (IpoCHeKT, epeyJIoK | T.1.) YIJIMIA ITIOJIEBAS sﬁg}l?lmsi/ "
8 |/loM (B1ajeHHMe U T.IL) 10 llj(}‘tsa Polevaya
9 |I'PH u para Buecenns B EI'PIOJI samucw, 1046500617690
coNlepxKaieH YKa3aHHbIE CBSICHUS 29.04.2004
CBeieHHs 0 perucTpaiumu
10 |Cmoco6 oGpazoBanus Cozanue I0pHIHIecKOTo JIUIa
11 |OI'PH 1046500617690
12 |Mara perucrpanuu 29.04.2004
13 |\I'PH u nara aecenns 8 EIPIOJI zanmcw, 1046500617690
coJlepxKallel YKa3aHHBIE CBEJISHUSA 29.04.2004
CgeleHMA O PerMCTPHPYIOLLEM OPraHe MO MecTY HAXO0KICHUS I0PUIHYeCKOro JIMIa
14 |HanmeHoBaHUE perHCTPUPYIOLICTO OpraHa Mezxkpaiionnas uncnekimsa OeaepaibHON
HaJIOTOBOH cITyk0b1 Ne 1 mo CaxanmuHcKoi
obGmacTn
15 |AJpec perucTpUpyIOIIEro opraHa ,693020,,, }0:xH0-CaxanmuHck 1,,JIeHrHA
yi,105,A,
16 |\I'PH u nara saecenns 8 EIPIOJI zammcw, 1046500617690
coJiepXKallel yKa3aHHbIE CBE/ISHUA 29.04.2004
CreieHUst 06 yueTe B HAJIOTOBOM OpraHe
17 |UHH 6501149002
18 |KIIII 650101001
19 |JlaTta DOCTAHOBKHM Ha y4eT 07.05.2004
20 |HammeHOBaHMe HAJIOTOBOTO OpraHa Mesxpaiionnas uncnekmusa OenepaibHOR
HaJI0TOoBOM ciyk0b1 No 1 o CaxaauHCKOM
obmactu
Ceenenus ¢ cafita @HC PoccHH
01.11.2018 18:29 OTPH 1046500617690 Cpannua 1 139
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CBeJeHIs 0 BHAAX JKOHOMUMECKOI JeATeJIbHOCTH 1o OdlepoccuiickoMy KiaccHpUKaTopy
BHJIOB YKOHOMHYeCKOIi AesTe/I-HOCTH
(OKB3J] OK 029-2014 KJIEC. Peo. 2)

Céedetusa 06 0CHOGHOM GlLOe 0eAMENbHOCIIL

56 |Kox m HaMMeHOBaHHE BHIA AeATEILHOCTH 42.11 CTpouTeIbecTBO ABTOMOOHIIBHBIX OPOT
M aBTOMAarHuCTpaieH
57 |I'PH u nata paecenns 8 EI'PIOJI zammcn, 2176501068049
coJiepKallel yKasaHHBIC CBe/ISHHUS 24.03.2017
Cgedenus 0 ONONHUMEAbHVIX 6UOAX OCAMETbHOCIIL
1
58 |Kox m HaMMeHOBaHHE BHIA A¢ATSILHOCTH 41.20 CTpoUTeIbCTBO KUJIBIX U HEKUJIBIX
3IaHHHA
59 |I'PH u mara puecenus 8 EI'PIOJI zanmcw, 2176501068049
cojepsKallell yKa3aHHBIE CBeJASHH 24.03.2017
2
60 |Kom m HamMeHOBaHHE BHOA ASITSILHOCTH 42.21 CTpoUTeIbCTBO HHIKEHEPHBIX
KOMMYHHKAIHH [T BOAOCHAGKEHHS U
BOJIOOTBE/ICHHS, Ta30CHAOKEHHS
61 |I'PH u garta suecenus B ETPIOJI zammcu, 2176501068049
cojepsKallell yKa3aHHBIE CBEASHH 24.03.2017
3
62 |Kox m HamMeHOBaHHE BHOA ASATSILHOCTH 43.12 IToaroroBKa CTPOUTENbHOH IUIOMAIKH
63 |I'PH u gata saecenus B ETPIOJI zanmcu, 2176501068049
coJiepiKaIeH yKa3aHHBIC CBEICHHS 24.03.2017
4
64 |Kox u HauMeHOBaHHE BHIA NEATEILHOCTH 46.73 Toproeis ontoBasi iecoMaTepHATIAMH,
CTPOUTEILHBIMH MaTepHAIAMH H CAHHTAPHO-
TeXHHISCKHM 000pyJOBaHHEeM
65 |I'PH u gata suecenusa 8 ETPIOJI zammcu, 1046500617690
coJiepiKaIleH yKa3aHHBIC CBEICHHS 29.04.2004

Ceepennst ¢ caitta @HC Poccna

01.11.2018 18:29

QOI'PH 1046500617690

CrpaHnua 3 u3 9

Source: Unified State Register of Legal Entities, https://egrul.nalog.ru

19-01704

45 |HomuHaIBHAS CTOMMOCTD JIOJH (B PYOISIX) 2000
46 |Pasmep noiu (B mpoleHTax) 20
47 |\I'PH u gata saecenus 8 ETPIOJI zanmcu, 2146501091273

coJiepiKallel yKa3aHHBIC CBE/ICHHUS 17.10.2014

2

48 |I'PH u nata pueceuwns 8 EI'PIOJI cBemennii o |1046500617690

JAHHOM JIMLE 29.04.2004
49 [Oamunus COH Surname: Son
50 msa YAH JUH < 1!\_lam|e|::)chan Din

ax ID:

51 JMHH 650109976889 650109976889
52 |I'PH u nata puecenns 8 EI'PIOJI zammcn, 2186501096043

coJiepiKallel yKa3aHHBIC CBE/ICHHUS 12.04.2018
53 |HoMuHANLHASI CTOUMOCTH JOJH (B pyOIIsxX) 8000
54 |Pazmep Aonu (B MPOLESHTAX) 80
55 |I'PH u nata puecenus 8 EIPIOJI zanmcw, 2136501104023

coJiepiKaIel yKa3aHHBIC CBEICHHS 18.10.2013
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Annex 64 : Additional information linking LLC “SAKORENMA” to LLC “VITAL”, LLC
“PRESTIZHSTROI”, and LLC “SAKO KONTRAKSHN”

& https;//trudvsem.ru/company/1036500601642 & &

[lenoBble MO B COLICETH @ skilsnet  Mpucoepunsiics!

Bepeua ans cnabosuaswmx

Fabora s Poconm
Boittu
te | |OBLuecTBO C orpaHU4eHHON OTBETCTBEHHOCTbIO CTpoUTenbHas
Construction dupma CakoPeHma
Company

sakorenma@yandex.ru

BakaHcum komnaHum MocMoTpeTh Bce BakaHCUM KOMNaHUM

CTpOVTENbCTBO, PEMOHT, CTPOIMAaTEpUanbl, HEABKUMOCT (6)

Poctpya MunTtpyn Poccum DeaepanbHblil NOPTan yNPasneHYeckx kanpos OunaiHuHcnekuns.pd

CooreyecTBeHHUKU Toproso-npombiwnexHan nanarva PO Pocnorpebxanaop

rostrud.ru

trudvsem.ru Mepbi GeaonacHocTi Texuuyeckas nogaepxka

Source: Federal state information system of the Federal Service for Labor and Employment,
https://trudvsem.ru
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& https:/ftrudvsem.ru/company/ 1036500601213 & & v

[enosbie NoAW B COLICETH @ skilsnek MpucoeauHsiics!

Bepews ana cnaboeuaaumux

Pa6ora B Poccum

OBwepoccnickan 6aza BakaHcHi B o Pat
r. Mockea OMCKaTenNb oTonarent

BowTh

O6LlecTBO C OrpaHMYeHHO OTBETCTBEHHOCTLIO "Butan”

LLC “Vital”

I sakorenma@yandex.ru I

BakaHcuu KomnaHuu [OCMOTPETL BCE BAKAHCUM KOMMAHUM
Mpoussoncteo (6)

CTpouTenbCTBo, PeMOHT, CTPOAMaTEpKaribl, HenBIKUMacTL (11)

Poctpya MunTpyR Poccun PefiepansHIi NORTAN yNpaBNeHeckIX Kanpos OHNERHUHENSKUMA. P

CooTteyecTBeHHMKN Toproeo-npoMeilwnenHan nanara P Pocnotpe6uanaop

rostrud.ru

trudvsem Mepe: GeaonacHocTn TexHu4ackan NoaaepkKa

Source: Federal state information system of the Federal Service for Labor and Employment,
https://trudvsem.ru
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@ https://trudvsem.ru/company/1106501003730 & B N

[MenoBbie Noav B COLICETH @ skillsnek MpucoeauHsiics!

Bepcua nns cnabosuaguwmx

Pa6ota B Poccuu
OBuepoccniickan 6asa BakaHCuit
I. Mockea PaGotoparens
TRUDVSEM.,RU

Bo#it

O6LecTBO COrpaHUY4eHHON OTBETCTBEHHOCTbIO
"MpecTrxCtpon”

LLC
“PrestizhStroi”

| sakorenma@yandex.ru I

BakaHcuu komnaHmu

BakaHCHi KomnaHWi He fobasneHs!

Poctpya Muntpyn Poccun DPenepankHeliil NopTan yNpaeneHYecknX Kanpos OHnafHnHeneKkums. pdy

CooredecTaennmiv Toproso-npousiwnexkas nanata PS Pocriotpe6Hanzop

rostrud.ru

trudvsem.ru Mepei GezonacHocTr TexHW4ecKan NoOANEpKKa

Source: Federal state information system of the Federal Service for Labor and Employment,

https://trudvsem.ru
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@& https://trudvsem.ru/com

[enosble N0AW B COLCETH @ skillsnek MpucoeauHsiics!

Bepcus Ans cnaGosuaswuux
Pa6ota B Pocc
Rty

wepo kan 6asa sa

KaHCHi
- . Mockea Patorogarens

Bowtv

O6LLecTBO C orpaHNYeHHO OTBETCTBEHHOCTLIO "Cakg
KoHTpakLwH"

LLC “Sako Kontrakshn”

sakorenma@yandex.ru

BakaHcuum komnaHumn MocMoTpeTs Bce BakaHCMM KOMNaHU

CTponTENbCTBO, PEMOHT, CTpoMMaTepuarbl, HeABWKUMOCTb (17)

Poctpyn Musntpya Poccum ‘®enepanbHbiit NopTan ynpasneH4ecknx Kaapos OnnaitHuHcnexums. pd)

CooteuecTseHHMu Toprogo-npombiwnetsas nanara PO Pocnotpebranaop

rostrud.nu

trudvsem.ru Mepti 6eaonacHocT TexHuyeckan noanepxka

Source: Federal state information system of the Federal Service for Labor and Employment,
https://trudvsem.ru
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Annex 65 : Registry documents for two GENCO Representative Offices in the Russian
Federation and relevant Court documents

1. Registry documents for GENCO Repressentative office in Vladivostok

BBIIINCKA

N3 1roCyJAPCTBEHHOI'O PEECTPA AKKPEJUTOBAHHbBIX ®HNJIMAJIOB,

HPEJCTABHTEJIbCTB HHOCTPAHHDBIX

26.10.2018

IOPI/IMYECKHMX JIMI]

Ne 99651800036654

HacTosimas BRIIMCKA COASPIKUT CBEJISHHs 0 Bunaie (IIpeIcTaBUTE/ILCTBE)

[IPEJICTABUTEJILCTBO KOPEHCKOI'O TEHEPAJILHOI'O OBIIIECTBA ITO CTPOUTEJIECTBY 3A
PYBEXXOM "3EHKO" (KHAP), I'. BIAJJUBOCTOK

(TIonHOE HauMeHOBaHMe (IUTHANA, TIPEICTaBUTeILCTBA)

HUHOCTPAHHOI'O IOPUINUYICCKOrO JIMIa

KOPEHCKOE TEHEPAJILHOE OBIIIECTBO IO CTPOUTEJILCTBY 3A PYBEXOM "3EHKO"

(KHJIP)

(HOJ'IHOC HaNMEHOBaHNE MHOCTPAHHOTO IOPHANIECKOTO JII/]]_[a)

H3A 20150022387

BKJIIOYEHHBIC B TOCYIapCTBEHHBIN peecTp aKKPEAUTOBAHHBIX (DHUIIHAIOB, IPE/ICTABUTIILCTE HHOCTPAHHBIX
FOPUAMYECKUX JIMI II0 COCTOSIHUIO Ha 26.10.2018

Ne /mt Haunmenopanue nokasaresst 3HaueHHE MMOKa3aTeIIs
1 2 3
CBeeHUA 00 HHOCTPAHHOM IOPHIMYECKOM JIHIIe
HaumeHoBanue Korean General
o Corporation for
1 [MosmHoe HanMeHOBaHKE KOPEUCKOE TEHEPAJIbHOE Construction
OBIECTBO IIO CTPOUTEJIBLCTBY < Abroad
3A PYBEXOM "3EHKO" (KHJIP) “ZENKO”
. (DPRK)
2 JlaTta BHecenust B PA®II zamucu, cofepixamen 02.06.2017
YKa3aHHbIE CBE/ICHHS
Anpec B cTpaHe pericTpaly (MHKOPIIOPALRIIL) 408,
3 Ko/ 1 HaNMeHOBaHHE CTPaHBI PETHCTPAIIHH 408, Kopeiickas Hapouo- Democratic
(MHKOPIIOpALHH) JlemokpaTuueckas Pecmy6inka Peonle’s
4 Anpec B CTpaHe peTHCTpaluH (HHKOPIIOPAITUH) KH/AP, I'. ITIXEHBSIH, P-OH
TS/IOHT'AH. KBAPTAJI PEIHPA DPRK, City of
Pyongyang,
5 JlaTta BHecenust B PA®II zamucu, copepixamen 02.06.2017 Taedonggang
YKa3aHHbIE CBEJICHUA District, Rungra
Neighborhood
CBeleHHSA 0 PeTHCTPALIMU B CTPAHe PerHcTpaly (MHKOPIIOPALIMH)
6 HaumeHoBaHMe perucTpHpyIoOIero oprana KOMMUTET IIO COJAEUCTBHUIO
MEXJTYHAPOJIHOU TOPTOBJIE
KHAP
7 Peructparnmonnsiit HoMep 61-35
Brrmicka m3 PADIT H3A 20150022387 Crpannma 1 m3 4

26.10.2018 22:42
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8 Jlata Baecenns B PA®II zammcn, cofepixaniett 02.06.2017
YKa3aHHBIC CBEACHHA
CBeieHHS 0 KO/le HAJIOTOILTATE/ILIHKA B CTPaHe PerHCTPALNH (MHKOPIIOPALIIH)
9 Ko HajgoronnaTennuKa WIH €T0 aHajIoT S-022
10 Jlata Baecenns B PA®II zammcn, cofepixaniett 02.06.2017
YKa3aHHBIC CBEACHHA
CaeaeHNsI 00 YCTABHOM KaIUTAJIe
11 Pazmep (koz BaJoThI) 1263 782 895 000.00 (408 -
CeBepoxopelickasi BOHa)
12 JlaTa BHecenns B PA®II zanmcn, cofepxanet 02.06.2017
YKazaHHBIE CBEJICHUS
CgeneHust o uumane, IpeCcTABUTE L CTBE HHOCTPAHHOT'O I0PHIHYECKOT0 JIMIA HA TepPUTOpHH
Poccmiickoii ®eaeparnm
13 Bua 060co6ieHHOTO TOApa3Iese HIst 2, TlpeicTaBUTENLCTBO HHOCTPAHHOTO
FOPHIAYECKOTO JIHIA
HanmenoBanue
14 [loaHoe HaMMEHOBaHHE ITIPEJICTABUTEJIBCTBO
KOPEMCKOT'O TEHEPAJILHOI'O
OBIIECTBA ITO CTPOUTENBCTBY
3A PYBEXOM "3EHKO" (KH/IP), T'.
BIIAJUBOCTOK
15 CokpallleHHO® HAMMEHOBAHHE IIKT'O "3EHKO" (KHP), I'.
BIAJUBOCTOK
16 Jata BHecenus: B PA®II zanuen, conepaxamei 02.06.2017
VKazaHHBIC CBEJICHMSA
Anpec (MecTo HaXOKIeHHA) Ha Tepputopun Poccuiickoit ®enepaimm
17 Caeennst 06 agpece (MeCTe HAXOM/ISHHS) 690910, TIPUMOPCKHUH KPAFI, 690910
BITAJITMBOCTOK TOPOJ, TPYIOBOE || |p/imorski l,(rai.
TIOCEJIOK, ITOPT-APTYPCKASI Vladivostok
YIIULA, IOM 76 City, Trudovoe
Village, Port-
18 JlaTa BHecenns B PA®II zanmcn, cofepxanet 02.06.2017 Arturskaya
YKazaHHBIE CBEJICHUS ulitsa, house 76
CBe/TeHHs 00 aKKpeMTALMH (PIUIIANA, TIPeACTABUTE L CTBA
19 Howmep zanmcu o6 akkpeaurarmu (H3A) 20150022387
20 JlaTa akkpeuranuy (BHeCCHUA CBEACHHH 00 24.03.2015
akkpeguranuy B PADII)
21 Hajorossiii opras, ymoJHOMOYeHHBIA Ha 7747, MexpatioHHass HHCTICKITHA
AKKPSIUTALTHIO (DHIIHAIIOB, [IPSCTABUTEIIBLCTE OenepaibHOM HAMOTOBOH cmy:k0bI Ne 47
HHOCTPAHHBIX IOPHIHUCCKHX JIHI] 1o r.Mockee
Beirmicka 13 PADIT H3A 20150022387 Crpanmnrp 2 m3 4

26.10.2018 22:42

19-01704
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YKa3aHHBIC CBCACHUA

22 Jata saecenus B PA®II zanucu, coaepxkammeit 24.03.2015

YKa3aHHBIC CBEJICHUS

CaeieHHsI 00 yUeTe B HAJIOTOBOM OpraHe

23 WneHTH()HUKAIHOHHBIH HOMEp HAJIOTOIUIATEIIBIIUKA 9909159891

(UHH)
24 Koa nipuunnbl noctaHoBKH Ha yueT (KIIIT) 254392001
25 JlaTa MOCTAaHOBKH Ha yueT 02.06.2017
26 HaumeHoBaHHe HAJIOTOBOTO OpraHa 2543, MesxpalioHHas! MHCTIEKIIUA

QenepaabHON HaTOroBOH cyskOb1 No 12
o IIpumopckomy kpato

27 Jata saecenus B PA®II zanucy, coaep:xkammei 07.06.2017

YKa3aHHbIE CBeJICHUS

CgefieHHA 0 pyKoBogMTe Te Prinajia, MpeIcTABUTe/IbLCTBA B Poccuiickoii ®exepanyn

28 Davrm Ko Surname: Ko
29 |Hma BIOHT'WJIb Name: Yongil
30 Jata saecenus B PA®II zanucu, conep:xkarmeit 02.06.2017

YKa3aHHBIC CBEICHUS

CBefeHHSI 0 YHCIEHHOCTH HHOCTPAHHBIX T'PAaXkAaH, ABSIOIIHXCA PadoTHHKAMH (ILIIAJIA,
NpeACcTABUTEILCTRA
Number of
31 YHCICHHOCTh HHOCTPAHHBIX pAaOOTHUKOB 12 foreign workers:
12

32 Jata BHecenus B PA®DII zanucu, cofepxammei 06.02.2018

CBeeHUs 0 BUIAX YKOHOMHYECKOI1 TeATeILHOCTH (PIIHAIA, TIPeAcTABUTEILcTBA B Poccuiickoit
Denepamym 1o OGimepoccniickoMy KiaccupuiaTopy BIHIOB YKOHOMUYECKOH NesiTe IbHOCTH

(OKB3/JI OK 029-2014 KJAEC. Pen. 2)

CpeneHus 00 0CHOBHOM BHjIE YJKOHOMMYeCKOIl 1esITeIbHOCTH

YKa3aHHBIC CBECHUA

33 Kon v nanMeHoBaHue BHIA €ATEIBHOCTH 73.20 HceneroBaHue KOHBIOHKTYPBI
PbIHKA M W3yUSHHE OOIISCTBCHHOTO
MHEHHS

34 JlaTta BHecenus B PA®II zanucu, coaepxarmnei 02.06.2017

Beinucka copMEpoBaHa ¢ HCIOJIL30BAHUEM MHTEPAKTHBHOTO cepBHca «l'ocymapcTBeHHBIH peecTp
aKKpPEJUTOBAHHBIX (DMIIMATOB U IIPEACTABUTEIBCTE HHOCTPAHHBIX FOPHIMUCCKHX JIHI», Pa3MEMCHHOTO Ha

odpunmansrom calite ®HC Poccun B cetn UaTepHeT WO ajmpecy: https://service.nalog.ru/rafp

Brimcka n3 PADIT

26.10.2018 22:42

Source: State Register of Accredited Branches, Representations of Foreign Legal Entities,

https://service.nalog.ru/rafp/#
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2. Registry documents for GENCO Representative office in Khasan

BBIIINCKA
N3 TOCYIJAPCTBEHHOI'O PEECTPA AKKPE/IUTOBAHHBIX ®HNJINAJIOB,
HPEJCTABUTEJILCTB HHOCTPAHHBIX FOPUINYECKHX JIHIT

26.10.2018 Ne 99651800036655

HacTosAmasi BBIIACKA CO/IEPKHT CBeACHHM: 0 prnnaie (IIpe/IcTaBUTeIBCTRE)

[IPEJICTABUTEJILCTBO KOPEMCKOI'O I'EHEPAJILHOI'O OBIIECTBA IO CTPOUTEJILCTBY 3A
PVBEXOM "3EHKO" (KH/JIP), ILXACAH, [IPUMOPCKHUI KPAH

(TIonTHOE HANMEHOBaHNe (IUTHANA, TIPeCTaABHTEILCTRA )

HUHOCTPAHHOT'O HOPUIUICCKOTO JIMITa

KOPEMCKOE I'EHEPAJILHOE OBIIECTBO 1O CTPOUTEILCTBY 3A PYBEJKOM "3EHKO"
(KHAP)

(HOJ’IHOC HANMEHOBaHNE MHOCTPAHHOTO IOPUANIECKOTI0 J'H/]l[a)

H3A 20150028184

BKJIIOUCHHBIC B FOCYJAPCTBEHHBIN PeecTp aKKPETUTOBAHHBIX (DHITHAIOB, IPESACTABUTEILCTE HHOCTPAHHBIX
FOpUANYECKUX JIMI[ IO COCTOSIHHIO Ha 26.10.2018

Ne /m Haumenopanue noxasaress 3HaueHHe MOKa3aTelLst
1 2 3
CBeieHHA 00 HHOCTPAHHOM FOPH/ITMECKOM JIHIIE
Hammenosarme Korean General
" “or ion fi
1 | HosHoe HamveHoBanHe KOPEMCKOE T'EHEPAJIbHOE ¢ crporation or
OBIIECTBO II0 CTPOUTENLCTBY &
3A PYBEJXXOM "3EHKO" (KH]JIP) “ZENKO”
2 CokpalieHHOS HANMEHOBAHHE KT'O "3EHKO" (DPRK)
3 Jata suecenust B PA®II zanucH, conepxanteit 05.10.2016
VKasaHHbIe CBEJCHHUS
408,
AJpec B cTpaHe perucTpalMu (MHKOPIIOPALIAN) Democratic
4 Kop n HanMeHOBaHME CTPaHBI PETUCTPALIUK 408, Kopetickaa Hapoano- nE Ri‘)eﬁglliec so ;
(MHKOpPIIOpALHHN) Jemoxpatuueckas: Pecrrybmka P
5 Ajpec B cTpaHe perucTpaliy (HHKOPIIOPAIIUH ) KH/JP, I'. IIXEHbBSIH, P-OH o
TDJIOHI'AH, KBAPTAJI PLIHPA 4] PPRK, City of
Pyongyang,
6 Hata BHecenus B PA®II zanucH, cojepskamei 05.10.2016 Taedonggang
VKa3aHHbIC CBS/ICHUS District, Rungra
Neighborhood
CBeeHHsI 0 PeTHCTPALIVI B CTPaHe PerHcTPALH (MHIKOPITOPALINN)
7 HanMeHoBaHHe peTHCTPHPYIONIETO OpraHa KOMMTET 10 COJAEUCTBUIO
MEXIYHAPOJIHOU TOPTOBJIE
KHAP
8 Peructpanuonnsiii Homep 61-35
Brmcxa n3 PADIT H3A 20150028184 Crpamma 1 s 4

26.10.2018 22:50
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YKas3aHHBIC CBES/ICHUA

9 OCcOGEHHOCTH PEKUMA PETUCTPALUH HE UIMEETCA
10 JaTa BHeceHust B PA®II 3anucu, cofepxkaiei 05.10.2016

YKa3aHHBIC CBEJICHHS

CBeIeHUA 0 KojIe HAJIOTOILIATE/IHIIUKA B CTPaHe PerucTpaIliuu (MHKOPIIOPALIMH)
11 Kop HamoromiaTeIpIiuka Wid €ro aHajaor S-022
12 Jlata BHeceHus B PA®II 3anucu, coaepxarei 05.10.2016

YKa3aHHBIC CBEJICHHS

CaeeHus 00 yCTABHOM KalMTAJIe
13 Pazmep (ko BaIIOTHI) 1263 782 895 000.00 (408 -
Cepepoxopelickas BoHa)

14 Jlata BHecenust B PA®II 3anucu, conepxameit 05.10.2016

Caenenus o gpumalie, MpeIcTABUTEIHCTBE HHOCTPAHHOT O
Poccemiickoii Pegeparnm

IOpUIUYECKOI0 JIMIa Ha TePppUTOPHHA

692730,
Primorski Krai,
Khasanski
Region, Khasan
Village of the
urban type,
Lineinaya ulitsa,
house 2

15 Bug 060coGi1eHHOTO MO pa3AeIeHUS 2, IlpecTaBUTEILCTBO HHOCTPAHHOTO
OPUINYECKOTO I
HaumeHoBaHue
16 TlomHoe HanMeHOBaHNE ITPEJICTABUTEJILCTBO
KOPEHCKOI'O TEHEPAJIBHOTI'O
OBIIECTBA II0 CTPOUTEJIBECTBY
3A PYBEXOM "3EHKO" (KHJIP),
ILXACAH, [TPUMOPCKUH KPAT
17 CoxpameHHOe HAUMEHOBaHHE IIKT'O "3EHKO" (KH/IP), II. XACAH,
ITPUMOPCKUH KPAU
18 Jlata BHeceHus B PA®II 3anucu, coaepxarneit 05.10.2016
YKa3aHHBIC CBEJICHHS
Agpec (MecTo HAX0K/JeHMA) Ha TeppuTopun Poccudickoii ®eepaipm
19 Caentenust 00 ajipece (MecTe HAXOMKICHHUS) 692730, IIPUMOPCKUA KPAI7I,
XACAHCKHU PAHOH, XACAH
TIOCEJIOK TTOPOJICKOI'O THIIA,
JIMHENHAS YINUIIA JOM 2
20 JlaTta sHecenus B PA®II zanmcn, coaepxameit 22.08.2017
yKa3aHHbIE CBeICHHS
CreieHHs 00 AKKPeTUTAIINM (PUITHAIA, TIPEICTABITEIHLCTRBA
21 Howmep zarmmcu 06 axkpemuramnun (H3A) 20150028184
22 Jlata akkpeuTanuy (BHECEHHS CBeIeHHU 00 26.03.2015
akkpeautanuu B PA®II)
Brimncka 3 PADIT H3A 20150028184 Crpannra 2 m3 4

26.10.2018 22:50
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YKa3aHHBIC CBCJICHW

23 Hamnoroserit opras, ynoJHoMoYeHHBIH Ha 7747, MexpalioHHasA HHCTICKITHS
AKKPETUTALIMIO (PUITHAIIOB, TIPS/ICTABUTEILCTR DenepanbHoi HaOroBO# cyKObI No 47
MHOCTPAHHBIX FOPHANYECKHUX JIUIL 1o r.Mockpe
24 Jlata Baecennst B PA®II 3anucH, coepxameit 26.03.2015
YKa3aHHbIES CBeISHUL
CaeteHusi 00 yueTe B HAJIOT OBOM OpraHe
25 WnenTndukarMoHHbIH HOMEpP HATIOTOTLIATETBITHKA 9909159891
(MHH)
26 Kox npuunnbs! nocranoeky Ha yueT (KIIIT) 253151001
27 JlaTa NOCTAaHOBKH Ha y4eT 29.10.2007
28 HawmmenoBanue Hamorororo oprasa 2502, MexpaiioHHasA HHCTICKITHSA
DenepanbHOi HaOroBo# cyx6b1 No 10
o IIpumopckomy kpato
29 Jlata Baecenust B PA®II 3anucu, conepixameit 15.06.2016
YKa3aHHbIE CBeISHUL
CaeieHHs 0 pYKOBoOAUTeTe GILAIA, IPeIcTABUTeILCTBA B Poccuiickoii denepampnt
30 OQamuiws UBS Surname: Chve
Name: Son Ir
31 |HUus COH UP e eon
32 JaTta BHeceHust B PA®II 3anucH, cojepxamei 22.08.2017
YKa3aHHbIES CBe/ISHUSL
CreeHHS 0 YMCIEHHOCTH HHOCT PAHHBIX T PaK/JaH, ABIAIOIUXCA PadoTHHKaMH (ILIHATA,
npeJcTaBUTe/IbCTBA
Number of
33 YHCIIeHHOCTh HHOCTPAHHBIX pAGOTHHKOB 5 foreign
workers: 5
34 JlaTa BEecenns B PA®II zanucwH, coaeprkameit 05.10.2016

CBe/ieHHS 0 BUIAX YKOHOMHYECKOI1 JesiTe/I-HOCTH (JU/IMATIA, IIpeAcTABHTeILCTBA B PoccHiickoii
Deneparpm mo Od1IepoccHiicKoMy KIaccH(PHKATOPY BIJIOB YKOHOMWIECKOI TesiTe b HOCTH

(OKB3/I OK 029-2014 KJEC. Pep. 2)

CBe,I[e]-[[/[H 00 0OCHOBHOM BHIe IROHOMUYECKOI JAeATe/JIbHOCTH

YKa3aHHbIC CBEACHUA

35 Ko v HanMeHOBaHHe BH/A JeSITEILHOCTH 73.20 UcenenoBanie KOHBbIOHKTYPbI
pBIHKA M H3yUeHHe 0OIeCTBSHHOTO
MHEHHS

36 Jlata Baecenns B PA®II zanucH, coepxanmei 05.10.2016

CBCI[CHI/ISI 00 MHBIX BHIaAxX K OHOMHMECK Of JCATC/IbHOCTH

Brirmcka n3 PADII

26.10.2018 22:50

Source: State Register of Accredited Branches, Representations of Foreign Legal Entities,

https://service.nalog.ru/rafp/#
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3. Official court documents from the Russian Federation referencing the head of a a representative office for
GENCO in Russia by the initials K.Y. These correspond to those of Ko Yongil, the registered director of GENCO’s
representation in Vladivostok.

APTEMOBCKHH FOPOICKOH CV
HPHMOPCKOT'O KPASI

JAENA B IPOHIBOACTRE CYIIA

Craucox e, e

yummova  [E01Z06 | [ Nosan

YronoBHse Aena

LENO Ne 1-416/2018

- 42 402 (copox aee ThicsuM weTbipecTa Aea) gonnapa CLUA - nepegam rmase npeacTaeuTenscTea Kopevickoro
reHepanbHoro oSWecTea NO CTPOMTENLCTBY 33 pyDexom «<ganHbie uswaTe» (KHOP) Kbl (ans sosspawesns 3akoxHbm |
Enagensyam)

A

- 42402 (forty-two thousand four hundred
and two) US dollars — transfer to head of the
representative office of the Korean General
Corporation for Construction Abroad <data
removed> (DPRK) K.Y. (for return to the
rightful owners).

2006-2018 «ocypapcr BIOMaTH.

L CrCTema Poccmicnon Segepawm «TNpasocymes

Source: Artemovski City Court of Primorski Krai, https://artemovsky--

prm.sudrf.ru/modules.php?name=sud_delo&name_op=case&_id=148809085&_delold=1540006&_caseType=0&
_new=0&srv_num=1

276/364 19-01704
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Annex 66 : Company information for entities registered with the Russian translation for
GENCO (‘ZENKO’) and are owned—in whole or in part—by DPRK nationals, and have

received authorization to employ DPRK nationals

Company | . T?X . Registered . S . .
identification Associated individuals Contact information
name Address
number
LLC 7204162965 24A ulitsa | Pak Gvan Min Telephone numbers
“ZENKO” Svetlaya, (ITAK TBAH MUH)
(000 Tyumen, - Role: director +7 (345) 2757212
"3EHKO") Tyumenskaya - Nationality: unknown +7 (345) 2297166
Oblast, Russia - Tax identification number: 723020846617 +7 (345) 2699249

Kim Gvan Ir +7 (982) 9477543

(KM TBAH UP)

- Role: owner .

- Nationality: DPRK Email addresses

- Tax identification number: unknown

Kim Men Kho genco-37@list.ru

- Role: contact on job posting

- Nationality: unknown

- Tax identification number: unknown
LLC 2536133013 Office 411, 1 | Kim Sen Guk Telephone numbers
“ZENKO- ulitsa (KUM CEH T'VK)
15> Pionerskaya, - Role: director +7 (914) 7350156
(000 Vladivostok, - Nationality: unknown +7 (423) 2762279
"3EHKO- Primorski Krai, | = Tax identification number: 253614442780 +7 (423) 2716707
15") Russia Kim Tong O

(KMM TOHI O) Email addresses

- Role: owner -

- Nationality: DPRK .

- Tax identification number: unknown pa.stroy@mail.ru

Pak Chen Sik e.gutman@vdc.ru

(ITAK YEH CHK)

- Role: contact on job posting

- Nationality: unknown

- Tax identification number unknown
LLC 2308160794 2/1 ulitsa im | Ryu Chkhun Ren Telephone numbers
“ZENKO- Bogdana (PO UXYH PEH)
39” Khmelnitskogo, | -  Role: director +7 (861) 5866425
(000 Krasndar, - Nationality: unknown +7 (861) 8862992
"3EHKO- Krasnodarski - Tax _|dent|f|cat|on number: 231133389520 +7 (905) 4953597
39") Krai, Russia Chan Chin Men +7 (961) 5866425

(1AH Y1H MEH) +7 (918) 1383996

- Role: co-owner

- Nationality: DPRK .

- Tax identification number: unknown Email addresses

Chen Gen Cher

(YEH I'EH YEP) genco39@mail.ru

- Role: co-owner

- Nationality: DPRK

- Tax identification number: unknown
LLC 2508064689 13A ulitsa | Kan Sen Kho Telephone numbers
“ZENKO- Malinovskogo, (KAH CEH XO0)
21~ Nakhodka, - Role: director +7 (423) 6642332
(000 Primorski Krai, | -  Nationality: unknown +7 (902) 0606907
"3EHKO- Russia - Tax identification number: 250821723134 | (4236) 712327
21") Kim Sen Khvan

(KMM CEH XBAH) Email addresses

19-01704 277/364
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Role: co-owner
Nationality: DPRK
Tax identification number: unknown

Kim Cher Min
(KM YEP MUH)

Role: co-owner
Nationality: DPRK
Tax identification number: unknown

Li Syn Ir
(JIX CBIH UP)

Role: co-owner
Nationality: DPRK
Tax identification number: unknown

zerou333@gmail.com

Source: Unified State Register of Legal Entities; SPARK; Trudvsem
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Annex 67 : Documents showing LLC “ZENKO”, LLC “ZENKO-15”, LLC “ZENKO-39”,
and LLC “ZENKOQO-21” to be owned by DPRK nationals

M sPARK
Shareholders, EGRUL
EGRUL
Share in
Share in charter capital,  charter capital, Date enteredin
Name, description Address rubles % EGRUL
Kim Gvan Ir — 15000 100.00 10.03.2016
History of changes
Share n
Share in charter capital,  charter capital, Date entered in
Name, description Address rubles % EGRUL
Kim Gvan Ir — 10000 66.67 04.04.2012
Pak Ton Gyun — 5000 33.33 04.04.2012
Kim Gvan Ir — 0000 66.67 12.10.20M
Kim Chkhun 1k — 5000 33.33 14.12.2010
Kim Gvan Ir — 5000 33.33 14.12.2010
Rosstat
Share in charter capital,  Share in charter capital,
Name, description Address / Comment rubles %
INOSTR.GRAZHDANIN (1) — 15 000 100.00

History of changes

Name, Share in charter capital,  Share in charter capital,  Last updated
description Address / Comment rubles % on
Grazhdane KOREYA, NARODNQ-DEMOKRATICHESKAYA 15 000 100.00 06.04.2012
Korei RESPUBLIKA
Grazhdanin KOREYA, NARODNQ-DEMOKRATICHESKAYA 10 000 100.00 26.03.2012
Korei RESPUBLIKA
Kim Gvan Ir KOREYA, NARODNO-DEMOKRATICHESKAYA 10 000 100.00 13.10.20M
RESPUBLIKA
Kim Chkhun Ik KOREYA, NARODNQ-DEMOKRATICHESKAYA 5000 50.00 01.01.2011
RESPUBLIKA
Kim Gvan Ir KOREYA, NARODNQ-DEMOKRATICHESKAYA 5000 50.00 01.01.2011
RESPUBLIKA
10

Source: SPARK, https://spark-interfax.ru/

19-01704
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M SPARK

Shareholders, EGRUL

EGRUL
Share in
Share in charter capital,  charter capftal, Date enterpd in
Name, description Address rubles % EGRU
Kim Tong O — 25 000 100.00 13.06.20)8
History of changes
Share in
Share in charter capital,  charter capftal, Date enteredin
Name, description Address rubles % EGRUL
Pak Chen Silk — 25000 100.00 22.11.2006
Kim ¥n Khek — 12 500 50.00 17.06.2015
Pak Chen Sik — 12 500 50.00 17.06.2015
Yu En Nam — 10 000 50.00 27.04.2012
Kim Cher En — 10 000 50.00 26.04.201
Li San Cher — 10 000 50.00 25.08.2009
Tsoi In Guk — 10 000 50.00 25.08.2009
Khvan En Gi — 10 000 50.00 09.04.2009
Kim Sen Nam — — 12.05.2006
Lim En Nam — — 12.05.2006
Kim $en Nam — 10 000 50.00 28.03.2003
Lim En Nam — 10 000 50.00 28.03.2003
Rosstat

Address/  Share in charter capital,  Share in charter capital,

Name, description Comment rubles %
GRAZHDANIN KOREYA, NARODNO-DEMOKRATICHESKAYA — 25 000 100.00
RESPUBLIKA®KOREISKAYA NARGDNQ-DEMOKRATICHESKAYA RESPUBLIKA
)

History of changes
Mame, Share in charter capital,  Share in charter capital,  Last updated
deseription Address / Comment rubles % on
Grazhdane KOREYA, NARODNQ-DEMOKRATICHESKAYA 20 000 100.00 31.01.2073
KNDR (2) RESPUBLIKA
Grazhdani KNDR  KOREYA, NARODNO-DEMOKRATICHESKAYA 20 000 100.00 05.12.201
2 RESPUBLIKA
LISUN CHER KOREYA, NARODNQ-DEMOKRATICHESKAYA 10 000 50.00  30.06.2009

Source: SPARK, https://spark-interfax.ru/
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M SPARK

Shareholders, EGRUL

EGRUL
Share in
Share in charter capital,  charter capftal, Date entefed in
Name, description Address rubles % EGRUN
Chan Chirn Men — 5000 50.00 14.04.2000
Chen Gen Cher — 5000 50.00 14.04.2000
Rosstat
Address/  Share in charter capital,  Share in charter cagtal,
Namne, description Comment rubles %
Citizens of Russia (1) — 5000 .00
GRAZHDANIN KOREYA, NARODNQO-DEMOKRATICHESKAYA — 5000 .00
RESPUBLIKA®KOREISKAYA NARODNQ-DEMOKRATICHESKAYA RESPUBLIKA
m
History of changes
Last
Address / Share in charter capital,  Share in charter capital, updated
Name, description Comment rubles % on
Citizens of Russia, MMEIOWWI NOCTCAHHOE — 5000 50.00 16.09.2016
MECTOXMTENBCTBO 33 rPAHILER
GRAZHDANIN ROSSII, IMEYUSHCHI POSTOYANNOE — 5000 50.00 05.05.2076
MESTOZHITELSTVO ZA GRANITSEI (1)
Grazhdanin Korei KNDR 5000 50.00  16.04.2015
Grazhdanin Rossii, posteyanne prozhivayushchie za — 5000 50.00  16.04.2015
granitsei
Grazhdane Korei (2) KNDR 10 000 100.00 23.10.2013
Grazhdane (2) - KITAI KITAI 10 000 100.00 30.11.2012
Chan Chin Men KITAI 5000 50.00 30.09.2009
Chen Gen Cher KITAI 5000 50.00  30.09.2009

Source: SPARK, https://spark-interfax.ru/
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M SPARK

Shareholders, EGRUL

EGRUL
Share in
Share in charter capital,  charter capftal, Date entergd in
Name, description Address rubles % EGRUL
Li Synir — 9 000 47.40 24.11.2009
Kim Cher Min — 5000 26.30 24.1.2009
Kim Sen Khvan — 5000 26.30 24.11.2009
History of changes
Share in
Share in charter capital,  charter captal,  Date entered in
Mame, description Address rubles % EGRUL
Kim Khun — 9 000 47.37 12.09.2008
Tsoi Bon Chikhor — 5000 26.32 12.09.2008
Tsci Chen Gir — 5000 26.32 12.09.2008
Kim Khun — 19 000 100.00 20.07.2004
Rosstat

Name, description

GRAZHDANE KOREYA, NARODNQ-DEMOKRATICHESKAYA

RESPUBLIKASKOREISKAYA NARCDNO-DEMOKRATICHESKAYA RESPUBLIKA

(3)

Address/  Share in charter capital,

Comment

rubles

19 000

Share in charter capital,

%

130.00

Source: SPARK, https://spark-interfax.ru/

282/364

History of changes

Name, description

GRAZHDANE KOREYA, NARODNO-
DEMOKRATICHESKAYA
RESPUBLIKA®KQREISKAYA NARODNO-
DEMOKRATICHESKAYA RESPUBLIKA (3)

GRAZHDANIN KITAIRKITAISKAYA NARODNAYA
RESPUBLIKA (1)

Grazhdane Korei (5)

Grazhdane Korei (3)

Address / Comment

KOREYA, NAROQDNO-
DEMOKRATICHESKAY
A RESPUBLIKA

KOREYA, NAROQDNO-
DEMOKRATICHESKAY
A RESPUBLIKA

Last

Share in charter capital,  Share in charter capital, updated

rubles

19 000

19 000

29 000

19 000

% on

50.00 29.03.2016

50.00  29.03.2076

100.00 19.71.2012

100.00 20.01.2012

19-01704
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Annex 68 : Authorizations to hire DPRK laborers awarded to LLC “ZENKO”, LLC
“ZENKO-15”, LLC “ZENKO-39”, and LLC “ZENKO-21" in 2018

Number of Country
000 3enxo 625056. TioMmenckas 7204162965 43.99 BeToHmHK 11196 8 Koﬁl. HApOo- -lO_S
061acTs, 1. TioMeHs, y1. A gecKas
Cseras 24/a pecny6auka Korea,
000 3enko 625056. TroMeHCKas 7204162965 43.39 Kamenmug 12680 S Kopes., Hapozso- 408
061acTs, 1. TioMeHs, yi1. 1eMOKpATHYeCKAs Democratic
Cpetaas 24/a pecny6anka
000 3enKo 625056, TroMeHCKas 7204162965 41.20 IlTykatyp 19727 28 Kopes, Bapomso- 408 People ’s
06aacTs. 1. TioMeHs. yi1. 1eMOKpaTHYIeCKas
Cseraas 24/a pecnydmka
Source: Russian Ministry of Labor, https://rosmintrud.ru/docs/mintreererders-336
000 3enko-15 r. BaaxusocTox, ya. 2536133013 41.20 ApMaTypmHK 11122 2 Kopes, mapoaso- 408
HKapukockas, 1.13 leMOKpaTHYeCKas
pecnybaHka
000 3enko-13 r. BIaIHBocTOK, y1. 2536133013 41.20 BeTOHMHE 11196 4 Kopes. HapoaHo- 408
Kapukosckax, 1.13 eMokpaTitieckas
pecnybnka
000 3enko-15 r. BaaxusocTox, ya. 2536133013 41.20 Kanenmmik 12680 2 Kopes, mapoaso- 408
HKapukosckas, 1.13 eMOKpaTHYeCKas
pecnybaHKa
000 3enko-15 r. BragusocTok, y1. 2536133013 41.20 OBTHIOBMEK-IHTOMHEK 15220 1 Kopes. HapoaHo- 408
Kapukosckan. 1.13 AeMOKpaTHHeCKAR
pecrryfmka
000 3enxo-15 r. BIaIHBOCTOK, Y1 2536133013 41.20 TTnoTHHK 16671 1 Kopes, mapoano- 408
AKapakoscka, 1.13 IeMOKpaTH9IeCKAA
pecryGaHka
000 3enko-13 r. BIaIHBOCTOK, 1. 2536133013 41.20 Lltyxatyp 19727 1 Kopes. HapoaHo- 408
Kapukosckas, 1.13 eMokpaTitieckas
pecnybinka
000 3enko-15 r. BaazusocTox, ya. 2536133013 41.20 Tepepomank 25531 1 Kopes, mapoaso- 408
HKapukockas, 1.13 leMOKpaTHYeCKas
pecnybaHka
000 3enko-15 r. BragHsocTok, y1. 2536133013 41.20 TpousBoauTes paGoT 25865 1 Kopes. HapoaHo- 408
JKapuxosckas, 1.13 (npopab) (B cTponTeTHCTER) evoxpaTieckan
pecryfIHKa
000 3enko-15 r. BaazusocTox, ya. 2536133013 41.20 PYKOBOIHTETE TPYIIEI 26151 1 Kopes, mapoaso- 408
HKapukockas, 1.13 (cnenHATHIHPORAHHOH B IeMOKpATHYECKAR
MPOYHX OTPACIAX) pecnybaHKa
Source: Russian Ministry of Labor, https://rosmintrud.ru/docs/mintrud/orders/1330
000 3enxo-39 350005. r. KpacHozap, y1.  [2308160794  [41.20 Apuatypmmk 11121 26 Kopes. HapoaHo- 408
Boraana XyeasHHIKOTO 1.2 AeMoKpaTHYecKas
xopmyc 1 pecny6mka
000 3enko-39 350005, r. Kpacromap, y1. (2308160794 41.20 Betonmmk 11196 23 Kopes, HapoaHo- 408
Bornana XMeasHHIKOTO 1.2 IeMOKpaTHYeCKas
Kopmyc 1 pecnyGIHKa
000 3enk0-39 350005, r. Kpacrozap. y1. (2308160794 41.20 KaMeRmHK 12680 51 Kopes. HapoaHo- 408
Boraana XMeTsHHIKOrO 1.2 1eMOKpaTHIeCKak
kopmyc 1 pecnybanka
000 3enxo-39 350005, r. Kpachozap. y1. (2308160794 41.20 Masp 13450 23 Kopes. HapoaHo- 408
Boraana XseasHHIKOrO 1.2 1eMOKpaTHYecKas
xopmyc 1 pecrry6anka
000 3enko-39 350005, r. Kpacromap, y1. (2308160794 41.20 OBIHIOBITHK-TLTHTOME < | 15220 11 Kopes, Hapoano- 408
Boraana XMeasHHIKOrO 1.2 IeMOKpaTHYeCcKas
xopmye 1 pecnyGanKa
000 3enko-39 350005, r. KpacHonap, y1. (2308160794 41.20 IlInakiesmuk 19690 15 Kopes, HapoaHo- 408
Boraana XmeapHHIKOrO 1.2 IeMOKpaTH9ecKas
kopmyc 1 pecnyGanKka
000 3enxo-39 350005, r. Kpachozap. y1. (2308160794 41.20 Llrykatyp 19727 21 Kopes. HapoaHo- 408
Boraana XMeasHunkoro 1.2 AeMOKpaTHYecKas
|kopmye 1 pecnyGanka
000 3enxo-39 350005, r. Kpacnoaap, y1. (2308160794 41.20 Hava1suuk Gpurazst 24432 2 Kopes. HapoamHo- 408
Bornana XyeasHHIKOTO 1.2 AeMOKpaTHYecKas
xopmyc 1 pecny6anka

Source: Russian Ministry of Labor, https://rosmintrud.ru/docs/mintrud/orders/1330
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000 3EHKO-21 TIpHMOpCKHiT KpaH T. 2508064689 41 ApMaTypuTHE 1112 20 Kopes, RapoHO- 408
Haxozxka, yo. IeMOKpaTHIeCKasd
MamuszoBckoro 13 a pecnybanka

000 3EHKO-21 TIprHMoOpCKHH KpaH T. 2508064689 41 Bberonmux 1119 20 Kopest, mapomHo- 408
Haxozxa, yi1. IeMOKpATHIeCcKasd
MaansoBckore 13 a pecnybnnka

000 3EHKO-21 TIpuvopckHi kpaif T. 2508064689 41 Kanmenmmax 1268 10 Kopes, HapogHO- 408
Haxomxa, y1. TeMOKPATHTECKAA
Ma. 013 a pecrybIHKa

000 3EHKO-21 IIpHMOpCKHE Kpal T. 2508064689 41 OGIHUOBIHK-ILIMTOYHEK | 1522 10 Kopes, HapoaHo- 408
Haxonxa, yi1. JeMOKpaTHIeCKas
MaamnsoBCKOro 13 a pecIydIHKa

000 3EHKO-21 TIpuMopcKHE Kpal T. 2508064689 41 TI10THHK 1667 6 Kopesi, HapoIHO- 408
Haxonxa, yi. JeMOKpaTHIecKas
Mannsosckoro 13 a pecnybinka

000 3EHKO-21 TIpHMOpCKHH Kpai T. 2508064689 41 IITyRaTYp 19727 6 Kopes, BapoHo- 408
Haxozxka, yi1. IeMOKpATHIeCKad
ManusoBCKOrO 13 a pecnybnrka

000 3EHKO-21 TIpuMoOpCKHE Kpai T. 2508064689 41 TlepeBoTTHK TeXHITeCKoH (25539 1 Kopes, BapoTHO- 408
Haxozxka, yi. JIHTepaTypEL IeMOKpaTHIeCKad
MaansoBckore 13 a pecnybanka

000 3EHKO-21 TIpHMOpCKHE Kpad T. 2508064689 41 TIponzeommTens PaboT 25864 1 Kopes, HapogHO- 408
Haxoaxa, y1. (npopab) (B CTPOHTEIBCTBE) TIeMOKPATHTECKAA
MamasoBCKOTO 13 2 BRG]

Source: Russian Ministry of Labor,
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Annex 69 : Online Glocom advertisements in 2018 (Twitter and Glocom website)

@ Support@Glocom

This is multiband handheld radio from
Glocom. It is most lightest, smallest,
multifunction, multiband, multi-purpose
radio. Please refer to glocom-corp.com for
more details.

Tweet from 16 December 2018. Accessed on 10 January 2019 at
https://twitter.com/GlocomSupport/status/1074529145629986818

Archived version available at:
https://web.archive.org/save/https://twitter.com/GlocomSupport/status/1074529145629986818

@ Support@Glocom

@GlocomSupport updated new system
which is GS-2700 VIP Protection system.
It can be supported by package. Please
refer to glocom-corp.com more details.
Thanks.

t i &

@ Support@Glocom

Tweet from 7 September 2018. Accessed at https://twitter.com/GlocomSupport/status/1038305737338847237 on
10 January 2019.

Archived version available at
https://web.archive.org/web/20190110205253/https://twitter.com/GlocomSupport/status/1038305737338847237
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CIocvn

Global Communica

p 1:08/459

@ Suppo‘n@‘Glocom Follow v

@GlocomSupport GR-150 HF Manpack Radio
mass production. The production capability is
6000 sets per year, and TOT for several levels
are also available. More details at glocom-
corp.com and any question to
support@glocom-corp.com. Thanks.

Tweet from 6 June 2018. Accessed at https://twitter.com/GlocomSupport/status/1004600845034389504 on 10
January 2019. Archived version at
https://web.archive.org/save/https://twitter.com/GlocomSupport/status/1004600845034389504
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@ Twitter, Inc. [US] | https://twitter.com/GlocomSupport/status/1007416970894028800

Support@Glocom @GlocomsSupport - 6 Jun 2018 v
@GlocomSupport GR-611 Secure Personal Radio mass production. The

production capability is 10000 sets per year, and TOT for several levels are also
available. More details at glocom-corp.com and any question to
support@glocom-corp.com. Thanks

Russia International News W8 @russia_watch - 7 Jun 2018 v
Russia is interested in having you support the Gaza citizens from the oppressive
Israeli regime. Is this something your interested in?

Q2 n Q

Support@Glocom

) Follow
@GlocomSupport

Tweet from 6 June 2018. Accessed at https://twitter.com/GlocomSupport/status/1007416970894028800 on 10
January 2019. Archived version at
https://web.archive.org/save/https://twitter.com/GlocomSupport/status/1007416970894028800

Tweets Tweets & replies Media
Support@Glocom @GlocomSupport - Jul 8 v

@GlocomSupport The GS-930EG is an Android-based battle management
system for the commanders and soldiers at the tactical edge. glocom-corp.com
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Support@Glocom @GlocomSupport - May 24 v
@GlocomSupport GS-2200 C4l Mobile System, glocom-corp.com

Support@Glocom @GlocomSupport - Jun 7 v

@ The modernized soldier who is equipped with @GlocomSupport radios. The GS-
2500 soldier system includes GR-150 HF Manpack Radio and GR-611 Secure
Soldier Radio. More details at glocom-corp.com and any question at

support@glocom-corp.com. Thanks.
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Support@Glocom @GlocomSupport - Jul 8 v
@GlocomSupport The GS-930HQ-CS is a C2 Information System designed to
support operational staff in planning and executing missions. glocom-corp.com

il
il
'
i
§
£
‘

Support@Glocom @GlocomSupport - Jun 15 v

@ @GlocomSupport GD-200 Battlefield Surveillance Radar, Range 4~10Km. Man
portable radio. Suitable for border control and battlefield surveillance. Refer to
glocom-corp.com for more details.

Source: @GlocomSupport twitter feed
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Annex 70 : Advertisement for GR-611 Secure Personal Radio”, the “GR-8600M”

@ Pinterest Q ¢

Visit
GR-8600M
GR-8600M Multiband Handheld Radio

More information

MULTIBAND

GHI
uooe

POR
6w

2
95

Saved by
Support

Source: Pinterest https://www.pinterest.ca/pin/594404850793634523/

290/364
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Annex 71 : Information on shared addresses between Li Zhengang’s company, Dandong
Zhongrui Petrochemical Co., Ltd., an individual and an entity previously identified in
association to DPRK shipping activities which have violated the resolutions

On Chinese business registry filings, Dandong Zhongrui Petrochemical Co., Ltd. lists the same registered address
as a second Chinese company Dandong Jingao Trading Co., Ltd. (BZREREEBEBZER.E). Until 14 March 2017,
a Hong Kong-registered company Jingao Dalin Trading Co., Ltd. ((REIEMEB ZERZT) used an identical
English and Chinese name to Dandong Jingao Trading Co., Ltd. The Hong Kong-registered company lists one and
the same director and shareholder, Sun Chengguo (F&BK[E; simplified #MGEE), whose name is identical to that of
the legal representative of Dandong Jingao Trading Co., Ltd.

On Hong Kong registry documents of Jingao Dalin Trading Co., Ltd, Sun Chengguo lists a residential address at
Room 916, DL1504, Youhao Building, 158 Youhao Road, Zhongshan District, Dalian, China- Sun Chengguo’s
residential address is nearly identical to that of at least one other Chinese national whom the Panel has previously
identified in association with illicit DPRK shipping operations:

PAN WEICHAO (;&#52R) lists Room 916, DL, Youhao Building, 158 Youhao Road, Zhongshan District, Dalian,
China, on the 2016 Annual Return for Pantech Shipping Limited (;ZELIEIEBFRAE]). The Panel noted in
S/2017/150 paragraph 67 footnote 74 that PAN WEICHAO acted as an emergency contact for K-Brothers—the
Marshall Islands-based operator of the Jie Shun (IMO 8518780).

In addition, this same address: Room 916, DL1504, Youhao Building, 158 Youhao Road, Zhongshan District,
Dalian, China is also the address listed for a United Nations designated entity, Chang An Shipping & Technology
Ltd (R EERHTBIRAE]) in the Hong Kong business registry

Ship ownership records indicate that Chang An Shipping & Technology Limited was the ship manager, commercial
manager, and registered owner of the Hua Fu
(IMO 90200003). The director of the company is GU BAOFU (BEEE). Both Chang An Shipping & Technology
Limited and the Hua Fu were designated by the 1718 Committee on 30 March 2018,

Source: Corporate Registry documents of Hong Kong and China mainland

18 Security Council 1718 Sanctions Committee Adds 22 Entries to Its Sanctions List, Designates 27
Vessels, UN Press Release, 30 March 2018, https://www.un.org/press/en/2018/sc13272.doc.htm
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Annex 72 : Panel findings in OCN / T Specialist case investigation since 2018 Panel final
report (S/2018/171, paras 179-188)

OCN previously stated to the Panel that it stopped shipping products to the DPRK as of late 2012, shifting its
business into China in 2013 through Wang Zhi Guo and his company, Pinnacle Offshore Trading. OCN also said
that it shipped goods to Dalian as the destination port for distribution in China and had “no knowledge of the
authenticity of the sale of goods in DPRK as included in your letter and no knowledge of how any such goods
ended up in DPRK.” However, when pressed on the business justification for shifting its sales to China of the same
goods previously sold in the DPRK (including Singapore-distributed items made by Yamaha, Seiko, Montblanc
and the like, which all have distributors in China), OCN admitted prior knowledge that the DPRK was the ultimate
destination of their goods, stating “ T Specialist International (S) Pte Ltd would sell the goods to China via the
buyer of the goods, Longsheng Weida. The buyers in China at the Chinese customs will approve the goods before
receiving them and allowing them to be transshipped to DPRK. Before the good were sent out, the Chinese parties
will do the clearance of the goods. Our Client do not receive the receipts of the transactions between the Chinese
parties to DPRK.”

The company provided the Panel with multiple invoices for sales to Tianjin Longshengweida Import & Export Co,
Ltd and Changzhou Jesinson Trading Co., both of which appear to be international freight forwarding companies.
The Panel also launched an investigation into the role of the German company Miilller + Partner in the provision
of logistics for the above-mentioned companies, but still has not received answers to its inquiries dating from
December 2017.

With regard to the T Specialist-owned and distributed brands, Fresh F and Watari, which have been on sale in the
DPRK Bugsae / Pothonggang Ryugyong stores through at least July 2017, T Specialist stated: “It is prudent to note
that the said products were originally also intended to be shipped and sold to Cyprus. However, these products
were not saleable in Cyprus, hence, our Chinese counterparty suggested that we sell the products in DPRK.”

OCN-Pyongyang manager simultaneously employed by OCN Singapore

OCN Singapore’s relationship with Ri Ik dates back to his first visit to Singapore in 1991, at which time he was
employed as a trading manager by the original Bugsae Shop. According to OCN, around 2004, Ri Ik was made an
employee of OCN Singapore to “assist in the sale of products to the DPRK”. OCN has not provided his full terms
of reference as requested by the Panel, stating that they are under the custody of Singapore investigative agencies. 18
OCN did however admit that Ri Ik had remained employed throughout most of 2017, providing a copy of the
revocation dated 29 January 2018 of his Singaporean employment pass. Regarding the Panel’s request for salary
information, OCN stated: “Mr. Ri Ik did not draw a salary, and the value of his work done was used to off-set the
sums that were due and payable to our Clients.” OCN/ T Specialist Singapore stated that it had no control or
interests in OCN Pyongyang, despite the fact that it was under the full control of one of its long-term employees
and to which it sold a substantial amount of goods. The way in which OCN Pyongyang operated relatively
independently of OCN Singapore is common DPRK practice as already seen in the Panel’s investigation of Pan
Systems Singapore and Pan Systems Pyongyang.

The Panel notes, however, that Ri Ik would not have been able to set up a foreign currency account in Pyongyang
without OCN Singapore’s paperwork and tacit consent. Indeed, OCN Singapore ensured that the daily transactions
of the account were fully managed by Ri Ik so that it could ensure plausible deniability. Ri Ik used that account to
transfer payments back to OCN Singapore for items sold in the DPRK. Given the difficulty of any DPRK banks to
engage in open global transactions, at least eight Hong Kong-based front companies transferred the payments into
OCN Singapore’s account in Singapore, including the following: Pan Ocean Investments, Hongdae International,

18 OCN stated, “Our Clients also do not have in their power, custody and/or possession, any
"contract” or "communications, contracts, agreements and other forms of documentation with
Ri'. The said documents, if any, have been under the custody of the investigation agencies in
Singapore since 6 December 2017, and our Clients do not have copies of it, and are not able to
provide you of the same.”
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Yun King International, Albion Commercial Ventures, Highweal Trading, Headsoon Trading, Sama Industrial, and
Heping Industrial. The Panel notes that the use of multiple front companies to pay for the purchase of its goods and
the break-down of payments into several series of smaller transactions, as done in this case, are well-known

sanctions evasion tactic.
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Annex 73 Information provided to the Panel by Singapore on Wang Zhi Guo (E7EE) and
Li Ik (aka Ri Ik).

A. Wang Zhi Guo

China Passport Number: E2548653

Date of Birth: 11 July 1962
Date of expiry: 10 September 2023
Place of issue: Tianjin, China

Current Address and Status in Singapore

e Wang Zhiguo is a Singapore Permanent Resident. His address is 500F Marine Parade Road, #04-23, Sin-
gapore 449289. He is currently in Singapore.

e Wang Zhiguo is a Chinese national and Singapore Permanent Resident (SPR). Wang was first issued an

Employment Pass in 1995 and obtained his SPR on 14 February 2003. His Re-Entry Permit is valid until
19 July 2022.

Dates moved to Singapore

e Wang Zhiguo was first issued a Singapore Employment Pass in 1995.
Travel

e Wang Zhiguo is currently in Singapore.
e Our authorities have impounded Wang Zhiguo’s passport since 6 December 2018
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B. Li Ik (aka Ri IK)

Date of Birth: 11 February 1963
DPRK Passport No. 745420357
Expiry: 11 November 2020

Current Address and Status in Singapore

e Lilk departed Singapore on 8 June 2017 and has not returned since. Li Ik’s Employment Pass was re-
voked in January 2018. Li Ik is not a Singapore Permanent Resident.

e Before his pass was revoked, his job title had been “Regional Business Development Manager” for OCN
(Singapore) Ltd
Li Ik first obtained his Singapore Employment Pass on 12 April 2004.
The Singaporean authorities informed the Panel that they do not have Li Ik’s employment contracts
and/or assigned tasks.. His annual salary package from 2012 to 2015 was between S$92,462.75 to
S$$113,384.19.

Travel
e According to travel records, Li Ik traveled in and out of Singapore frequently over the past five years (in
some years averaging one trip per month).
e Lilk departed Singapore on 8 June 2017 and Singapore has not received any visa application from him
to re-enter the country. All DPRK nationals require a visa to enter Singapore. Singapore informed the
Panel that it does not have knowledge of Li Ik’s whereabouts since then.

Personal details for Mr. Li Ik provided to obtain his Singapore Employment Pass:

I. Education Certificates at all levels

1)  Sep. 1969 -Aug 1973 Pyongyang Sanghung Primary School

2)  Sep. 1973 - Aug 1979 Pyongyang Jangsan Senior Middle Schoo
3)  Sep 1979-Aug 1981 Serve in the Korean Peoples Army

4)  Sep 1981-Nov 1986 Kim 11 Song's University D.P.R. of Korea

2. Curriculum Vitae (CV) of working experiences from time after leaving school

1) Dec 1986 -Dec 1990. Manager of Daesong General Corporation D.P.R. of Korea
2) Jan 1991 -Apr 1992 Manager of Korea Asia Trading Company
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3) May 1992-Jul 1994 Section Chief Manager of Korea Duty-free Company
4)  Aug 1994 - Chief Manager of OCN (Singapore) PTE LTD Pyongyang Office

3. Home address
Potonggang-dong 27, 3-2, Potonggang District Pyongyang D.P.R. of Korea

4.  Passport number: S 190220613

Date of Birth: 11-Feb-1963

Country of issue: D.P.R. of Korea

Place of issue: Ministry of Foreign Affairs D.P.R. of Korea
Date of issue: 28-Apr-2000

Expiry date: 5 years (28-Apr-2005)

5. Religion - Atheist

Married to: Ms Ju Myong Suk
Date of Birth: 7 Dec 1963

Source: Member State
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Annex 74 Cooperative entities and joint ventures and other companies investigated by the Panel: Argentina, Australia,
Cambodia, China, Japan, Laos, Malaysia, Malta, Poland, the Russian Federation, Singapore, Thailand, Uganda, Vietnam
and Zambia

Argentina

Argentina indicated to the Panel that searches for the firm Sonbong-Promotra JV Co. yielded no positive data in their search of financial databases nor
any additional data on any links between the firm and Argentina. Argentina also stated that no nationals of the DPRK have been registered since 2004
as migrant workers.

Source: Member State
Australia

In its reply to the Panel ‘s letter on Sonbong Kost J.V. Company (a.k.a Samhung Kost J.V. Company, Sam Hung KOAST Joint Venture Pyongyang,
MEaDAETAZ|AL | Australia cooperated with the Panel by providing detailed information on the company’s operational status, current officers,
business activities, bank account information in an Asian country, ownership, and business history. Australia also informed the Panel that it was
investigating the matter and provided the Panel with its detailed confidential initial findings. It further stated that it places the highest priority on
implementing UNSC resolutions, and takes appropriate action to respond to potential breaches of sanctions. It further clarified that pursuant to UN Security
Council sanctions, Australian law prohibits the establishment, maintenance, or operation of a joint venture or cooperative entity (however described) with
a DPRK person or entity, a person or entity acting on behalf of or at the direction of a DPRK person or entity, or an entity owned or controlled by a DPRK
person or entity. Australia also indicated that it was assessing whether available information suggests that any of the funds, financial assets and economic
resources of Koast Group Pty Ltd are owned or controlled. directly or indirectly, by designated individuals or entities; or the Government of the DPRK or
the Workers Party of Korea.

Source: Corporate registry, Member State
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Cambodia

Business name (Eng)

Location

Pyongyang (Koryo)
Restaurant / Pyongyang
Traditional Restaurant

400 Preah Monivong Blvd (93), Phnom Penh, Cambodia

Pyongyang Arirang

215, 32 Jawaharlal Nehru Blvd (215), Phnom Penh, Cambodia

Restaurant
Pyongyang Unhasu #10A, Street 315, Sangkat Beung Kok I,Khan Toulkork, Phnom Penh,Cambodia, Phnom Penh 12000,
Restaurant Cambodia In addition to providing food services, this company is also registered as engaged in “other

financial service activities, except insurance and pension funding activities,” in addition to various
other activities that are unusual for a restaurant to be engaged in.

Source: Open source information

China

English Name

Dae Dong Gang North
Korean Cuisine

Pyongyang Hae Dang Hwa -
Landao Branch

Pyongyang Mo Ran Bong -
Yizhuang Branch
Pyongyang Rungrado -
Baofusi Branch

Sin Dae Jong Kim Gang Won
Restaurant and Performance
Hall

Pyongyang Restaurant

Mo Ran Bong North Korea
Performance Hotel

Pyongyang Restaurant

Pyongyang Jindal Chae
Restaurant

Pyongyang Koryo Restaurant
Pyongyang Koryo Restaurant
Liujing Hotel

Xin'an Dongge Hotel

City
Beijing
Beijing
Beijing
Beijing
Beijing
Changchun
Dalian
Dalian

Dandong

Dandong
Dandong
Dandong
Dandong

Eng Address
North Tucheng East Road, Yuan Dadu Heritage Park, No. 6

Chaoyang Menwai Dajie 12, Kunming Mall 2 (Landao Building West)

Yizhuang Economic and Technological Development Zone, Ronghua Road 10, Yicheng
International Center Q102

Zhongguancun Baofusi Bridge 81 (opposite of the Institute of Computing and Technology)

1st Floor, Xinzhai Hotel, No.58 Maidian Street

Intersection of Liberty Road and Linhe Street

Xinghai Square, Area E, 46
No0.94 Xinglin Street, Zhongshan District, Dalian 116001, China

Building 2 198 Donggang S Rd, Donggang Shi, Dandong Shi, Liaoning Sheng, China, 118300
Binjiang Middle Rd, Zhenxing Qu, Dandong Shi, Liaoning Sheng, China

8th Latitude Rd, Zhenxing Qu, Dandong Shi, Liaoning Sheng, China, 118000

1-2F, Jiadi Plaza, Binjiang Middle Road

No0.98 Jinjiang Street
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Pyongyang Koryo Restaurant
Pyongyang Mo Ran Bong -
Altay Branch

Pyongyang Seol Kyung
Restaurant

Jindal North Korean
Restaurant

Pyongyang North Korean
Restaurant

Myo Hyang San Restaurant

Pyongyang Koryo Restaurant
-- Gu North Road

Pyongyang Arirang
Pyongyang Koryo Restaurant
- Tongmao Branch
Pyongyang Myo Hyang
Restaurant - Putuo Branch
Pyongyang Oak Ryu
Restaurant

Pyongyang Restaurant
Chilbosan Hotel

Pyongyang Dong Myo Hyang
San

Pyongyang Friendship
Dongmyung Restaurant
Pyongyang Mo Ran Bong
Hotel

Pyongyang Restaurant
Moranbong

You Kyung Kim Dal Chae

North Korea Pyongyang Eun
Ban Restaurant

Hongging Hotel - Honggiao
Branch

Liujing Hotel

Harbin
Hohhot

Hohhot
Kunming

Nanchang
Qinhuangdao
Shanghai
Shanghai
Shanghai

Shanghai

Shanghai

Shanghai
Shenyang

Shenyang
Shenyang
Shenyang

Shenyang
Shenyang
Shijiazhuang

Taiyuan

Wuxi

Yanji

202 Gogol Street, Harbin, China
Xing'an North Road, Caoyuan City

Olympic Hotel, Floor 2
Luyou Dujia Qu, Xigong Matou 2 Dong

1515 Nanjing East Road, Aixi Lake

Yingbin Road 298, Haigang District, Qinhuangdao, Hebei, China

GuBei Road 1088 2 Floor, Shanghai, China

1050 Wuzhong Rd, Minhang Qu, Shanghai Shi, China, 201103

First Floor 357 Songlin Rd, Pudong Xinqu, Shanghai Shi, China, 200000

555 Caoyang Rd, Putuo Qu, Shanghai Shi, China, 200063

439 Caoxi N Rd, XuJiaHui, Xuhui Qu, Shanghai Shi, China, 200000

3rd Floor, Western District, Binggu Cultural Leisure Plaza, 341 Tianshan Road
No0.79-81 Shiyiwei Road, Helping District, Shenyang 110003, China
85 Tumen Road, Shenyang, China

Antu St, XiTa HanGuo FengQing Jie, Heping Qu, Shenyang Shi, Liaoning Sheng, China,
110000

43 Harbin Road, Shenyang, China

106 Shifu Rd, XiTa HanGuo FengQing Jie, Heping Qu, Shenyang Shi, Liaoning Sheng, China,
110002
93 Xita Road

ChangAn District GuangAn Main Street 16, MeiDong International 2
Floor, Shijiazhuang, China

Binhe Donglu and Xuefu Street, Shizi Southwest Corner, Luohe Park, No. 2 Parking Lot

889 Honggiao Road (Shenzhou Building)

124 Xinxing St, Yanji Shi, Yanbian Chaoxianzuzizhizhou, Jilin Sheng, China, 133000

Source: The Panel, Member State, open source research
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MINISO

The Panel also investigated a possible joint venture between a Hong Kong company and a DPRK company which operates a
commodity chain in Pyongyang.'®” In May 2018, the company stated that Chinese Headquarters of MINISO was in charge of the international
business partnership, and that the products sold to the DPRK were made in China. MINISO further stated that the international agency
contract to open the Pyongyang branch was agreed between MINISO International Hong Kong Limited and “Korea Jinhwa joint
corporation”'® represented by a DPRK national Nam Song 118, but that contract was terminated on 15 August 2017. Supporting documents
were provided. While MINISO claimed that products stopped being supplied in May 2017, the Panel obtained information that as of July
2018, the shop is still open with the original MINISO interior, but with the label “Jinhwa”, and products of several foreign brands have been
sold. The Panel requested information but has yet to receive a reply from the companies (figure). The Panel recommends that the relevant
Member State comply with paragraph 18 of resolution 2375 (2017).

(Figure) MINISO brand displayed in Pyongyang branch in April 2018

Source: NK Pro
Source: The Panel, open source
Japan

Japan replied “So far [the Government of Japan] “could not confirm any information that indicates the joint ventures and coop erative entities pointed out
by the Panel exist or currently operate in Japan, or information that shows relationships between the partner companies identified by the Panel and the
North Korean joint ventures.” Japan also stated that it went further by prohibiting all exports to and imports from the DPRK and transactions with the
DPRK.

Source: Member State

187 See S$/2018/171 para. 147
18 Original name shown in the documents is “FlEEHCSIESHL”
8 Chinese character: i —, A.k.a Nan Chengyi. DPRK Passport Number: PO 836337346. DOB 22 January 1955.
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Laos
Business name (Eng.) Owner Manager Business type
Representative Office of Korea Ms. SOWON Mr. SOWON SOOB Investment Analyst on road, bridge, irrigation construction and
Dongyang 5 Trading Corporation | SOOB trade
Representative Office of SK Mr. CIIIM CHAE Mr. CHIIIM CHAE Investment analyst on hydro power
Architect and Construction JOON JOON
Pyongyang Friendship Restaurant | Ms. WANG Ms WANG ANHULI | Restaurant
ANHULI
Korea K Choeng Bong Trading Mr. Mr. CHANSONG Program design consultant
Corporation CHANGSONG KIM
KIM
Western Restaurant Mr. BONGJO M R. BONGJO YUN Restaurant
YUN
Better Life Tomorrow Lao Ltd. Mr. Jaekook Sin Pharmaceutical
Co
Source: Member State, open source
Malaysia
Business Name Number Address Directors Shareholders Start
MKP BUILDERS | 386207-P | 2-3-11 (3rd Floor)Menara Klh Business Centre 2, | Fang Chee Peng; | Yong Kok Yeap 6 May 1996
SDN. BHD Jalan Kasipillay, Yong Kok Yeap;
Off Jalan Sultan Azlan Shahkuala Han Hun 11
Lumpurwilayah Persekutuan
Lot 5, Jalan 1kawasan Perusahaan Cheras
Jayabatu 11 cheras, selangor
MKP CAPITAL 980801- 24-B Jalan Landakoff Jalan Pudu Kuala Lumpur, | Han Hun II; Yong Kok Yeap; 2 March 2012
LLC BERHAD M Wilayah Persekutuan Yong Kok Yeap; | Han Hun Il
MKP DYNAMIC 735910- 2-3-11 (3rd Floor) Menara Klh Business Centre 2 | Karnail Singh Karnail Singh 31 May 2006
ENGINEERING W jalan Kasipillay, Off Jalan Sultan Azlan Shah Nijhar Tansri Nijhar Amar Singh,
SDN. BHD Kuala Lumpur, wilayah Persekutuan Dato'dr Amar Tansri Dato'dr;
Lot 5, Jalan 1 Kawasan Perusahaan Cheras Singh; Yong Kok Yeap;
Jayabatu 11, Batu 9 Cheras Selangor Fang Chee Peng; | Soh Pui Hoon;
Yong Kok Yeap; | Han Hun II;
Muhammad Ramanan
Danial Bin Ramakrishnan
Osman,;
MKP HOLDINGS | 464492- 2-3-11 (3rd Floor) Menara Klh Business Centre 2 | Yong Kok Yeap; | Yong Kok Yeap; 23 June 1998
SDN. BHD W jalan Kasipillay, Han Hun II; Han Hun 1l
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Off Jalan Sultan Azlan Shah Kuala Lumpur,
Wilayah Persekutuan

Lot 5, Jalan 1 kaw. Perusahaan Cheras Jayabatu
11 batu 9 Cheras Selangor

Nekad Ziplem 614359- 52 a, Jalan Landak Han Hun II; Jusoh Bin Awang; 7 May 2003
SDN. BHD U off Jalan Pudu Yong Kok Yeap;

Kuala Lumpur, Wilayah Persekutuan Yong Kok Yeap; | Han Hun II;

C/O Lot 5, Jalan 1 kawasan Perindustrian Cheras Sumairi Bin

Jayabatu 11, Batu 9 Cheras Selangor) Hashim

Source: Corporate registry, open source information
Malta

According to open source information, Kormal Import and Export Company was founded 17 November 2011. "C 54431" is its corporate registration
number. Kormal does not appear to have a website or a public profile beyond its appearance in various corporate registry databases. It is an "active"
corporation according to Open Corporates and Malta's Registry of Companies. According to Malta's Registry of Companies and it has filed documents as
recently as 2 March 2018.

e In Malta's Registry of Companies the Director of the company is Song Hui Song, with the registered address in the DPRK. According to the
registry she is the sole shareholder. Kormal's secretary, Kuk Chol Jo, has the same registered DPRK address as Song Hui Song. The company’s
corporate registry documents list its auditor as a non-DPRK foreign national, however it is unclear whether a Maltese auditor’s involvement would
qualify this entity as a JV.

e According to documents on Malta's Registry of Companies, Kormal has been filing documents regularly since its inception in 2011 except for a
two-year period directly after its inception until 2013. Its most recent documents are from 2 March 2018.

Source: Corporate registry and open source information

Poland
Business Name (other Location in Name of partner DPRK nationals involved & Partner HQ location
name languages) DPRK company other info

Wonye Sp. Ms. Cecylia Mr. Jo Chol  Yong (DPRK | Ul. Marynarki Polskiej 96,

Z o.0. Kowalska national) is President of the | 80-557 Gdansk, Poland
Board, shareholder;
Mr. Kang Hong Gu, Vice
President of the Board

Redshield Mr. Pak Jong Ho, President of | Ul. Stotczynska 100 D,

Sp.Zo.o. the Board 71-869 Szczecin, Poland

Source: Corporate registry, Member State, open source information
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Russian Federation

Russian Federation communication of 8 January 2019 stated the following

B cBA3H C 3ampocaMH TPYNOEl 3KCIEPTOB OTHOCHTENBHO AeATENIPHOCTH Ha
TeppuTOpHH PoccrH copMecTHRIX ¢ KH]IP npeanprATHH cooOmaeM cIeyiomee.

ITyaxtoM 18 pesomonmr CB 2375 yCTaHABIHBAaeTCA 3ampeT HAa OTKPHITHE
HOBBIX H JaTpHeHIee (QVHKIHOHHPOBAHHE ViK€ CYMECTBYIOIIHX COBMECTHHEIX C
KHOP npeminpHATHH H KOONEpPATHBHEIX oOpraHmzanmui. IIpE 3ToM B HameMm
NPOYTeHHH MNOJ JAHHEIMH OpPraHH3AIHOHHEIMH (OpPMAaMH NpeInpHHHMATETIBCKOH
JeATeTbHOCTH NOHHEMAKTCA KOPIHNA, CO3AaBaeMble HA OCHOBE COBMECTHO BHECEHHOH
COOCTBEHHOCTH YIaCTHHKAMH H3 Pa3HBIX CTpaH (B JaHHOM CIydae — H3 POCCHH H
KHIIP) mpE HX COBMECTHOM VIOpPAaRICHHH DpPeJUpPHATHEM H COBMECTHOM
pacupeJeneHHH NPHOBUTH H PHCKOB (IIPH TOM, UTO B POCCHHACKOM 3aKOHOJATelIbCTBE
TakHe (POpMEBI OpraHH3aUHH KPIHO, Kak CII HIH KOONepaTHBHEIE NpPEeINPHATHA, HE
CYIIEeCTBYIOT B IPHHIHIIE).

B 3ToH CBA3H HCXOZHM H3 TOrO. 9TO JeATelIBHOCTE NPEeACTABHTEIBCTB
CEBEPOKOPEHCKHX KOMIIAHHH HE pEryIHPYeTCA MEXIVHAPOIHEIM CAHKIHOHHEIM
pexuMoM B oTHOmeHHH KHJIP, MmOCKOIBKY OHH SABIAIOTCA 000COOIEHHEIMH
NOJpa3JeeHHAMH JeraTbHO (YHKIHOHHPYIOIIHX CEBEPOKOPEHCKHX KOMIIAHHH,
PAcHOJIOKEHHBIMH BHE MeCTa HAXOXIEHHA MOCAeJHHX H IPeACTaBIAOIIHMH
HCKTIOYHTEIEHO HHTepech! JaHHBIX kopaunm. CormacHo cratee 55 I'pamzaHckoro
Kogekca Poccuiickol PefepanHH NpeJCTABHTEIBCTBA HHOCTPAHHEIX KOMIIAHHH Ha
TepPHTOPHH POCCHH He NMPH3HAKTCA IOPHIHIECKHMH JTHIAMH B CHIY TOTO. UTO OHH
«HAZEIATCA HMYIMECTBOM CO3JABITHMH HX KOPHIHYECKHMH JHIAMH H JIeHCTBYIOT
HAa OCHOBAHHH YTBEPAICHHEIX HMH NOJIOKESHHID).

bonee TOro. HHOCTPAaHHBIE NPEICTABHTENBCTBA B POCCHH IIPOXOAAT
CHeNHATBHYI0 IPOLEAYPY PErHCTPAIHH INPH TOpProBo-MPOMEINITEHHOH manarte
Poccufickoli PeepanHH. He BeIyT KOMMEPUECKOH JeSTeIBPHOCTH. He MOMyHaroT
JOXOJOB H HE IJIATAT HANOTOB (KpOMe ONEPAlHOHHEIX - Ha HeJBHAKHMOCTE H T.IL).
ITosToMy OHH B INpHHIHNE HE MOIYT CIVAHTh HCTOYHHKOM (HHAHCHPOBAHHA

3apemIeHHBIX paKeTHO-AZepHEIX mnporpaMv KHJIIP. Ha mpecedeEHe KOTOPHIX.

19-01704 303/364
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CoOCTBEHHO, H HanmpaeneH:! AeficTryromue cavkuHH Cb OOH B otHomennn KH]IP.

C yderoM BEIMEH3TOKEHHOIO B CAy9YadX. KOIJa Ha TeppHTOpHH PoccuH
(QYEKIHOHHPYIOT OQHUHATEHO 33apETHCTPHPOBAHHBIE MPEICTABHTENBCTBA HE
JTHCTHPOBAHHEIX N0 JHHHEH KOMHTeTa Cb 1718 ceBepoKOpeHCKHX KOMIIAHHH,
HapyIIeHHH MyHKTa 18 pesomonrs 2375 MBI HE YCMAaTPHBAeM.

AHaTOTHIHAA CHTyAlHA HAOMOZAETCA H MPHMEEHTENBHO K PATY POCCHHACKHX
KOMIAHHH, eIHHCTBEHHEIM VUPEIHTENEM KOTOPEIX ABIAeTcA IpaxjgasHH KH]IP.
[TogobHOro poja MpeANpPHATHA 3aPETHCTPHPOBAHE! B KAUeCTBE CYTVOO POCCHHCKHX
00mecTB ¢ OTPaHHYEHHOH OTBETCTBEHHOCTHIO (3 HE COBMECTHBIX NPENpPHATHH HIH
KOONEPATHBOB). 4TO Je71aeT HX POCCHHCKHMH MIOPHIHYECKHMH JTHIAMH CO BCEMH
BHITEKAIOIMHMH H3 3TOr0 MPABOBEIMH MOCTEACTBHAMH. HH mo cMEICTy myHKTa 18
pesomonuH Cb 2375, HH no AeHCTRYIOMEMY POCCHHCKOMY 3aKOHOJATEILCTBY OHH He
MOANAZAKT MM0J KATETOPHI0 MPeJOpHATHH, HAa KOTOPEE MOIYT PacmpOCTPaHATBECA
pectpukuneE Cb OOH B otHOmerun KH/IP.

[To Mepe JanpHEHMIEH MeXBeJOMCTBEEHOH NPOPA0OTKH 00paIIeHHA JKCIEPTOR
H NOCTYIUIeHHA JONOIHHTEIBHBIX CBEJGHHH HMEeM B BHIY COOTBETCTBYIOIIHM
00pa3oM HHDOPMHPOBATE IPYIIY.

B Oyaymem OpuH OB Takke NpPH3HATENBHBl 3KcmepraM KomuTera 3a
ClIeJOBAHHE CIOKHBIIEHCA NMPAKTHKE H HANpaBIeHHE MOJOOHOIO poJa 3ampocoB He
HaOpAMYK 9YACTHEIM KOMNAHHAM, a depe3 NOCTOpescTBo. leM Oozee 4910 B
OOTBIIHHCTBE CIYYaeB VKA3aHHBIE B PEECTPax aJpeca MPeINpHATHH ABIAKTCA HX
IOPHIHYECKHM, a He (aKTHYEeCKHM aJpecoM HAXOKJeHHA. BCIEICTBHE Yero

HAIIPABICHHBIC TAKHM 06pasoM oﬁpamemm A0 aapecCaToB MOMPOCTY HE JOXOIAT.

Source: Member State
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English Translation

We wish to inform you of the following in connection with the inquiry made by the Panel of Experts of
the Security Council Committee established pursuant to resolution 1718 (2006) concerning the activity

in Russia of joint ventures involving the Democratic People’s Republic of Korea.

Paragraph 18 of Security Council resolution 2375 (2017) prohibits the operation of new, or the
maintenance of existing, joint ventures or cooperative entities involving the Democratic People’s Re-
public of Korea. It is our understanding that under the resolution such organizational entities are legal
persons established through the joint contribution of resources by participants from different countries,
in this case Russia and the Democratic People’s Republic of Korea, who jointly manage the venture,

and share its profits and risks. Legal persons structured in this manner cannot exist under Russian law.

On that basis, we do not view the activities of the representative offices of North Korean companies
as being covered by the international sanctions regime for the Democratic People’s Republic of Korea,
since they are independent divisions of legally operating North Korean companies, situated in a differ-
ent location and representing solely the interests of those legal persons. Under article 55 of the Civil
Code of the Russian Federation, representative offices of foreign companies in Russia do not have the
status of legal persons, because they are allocated assets by the legal persons establishing them and

engage in activity as directed by those legal persons.

Furthermore, foreign representative offices in Russia are subject to special registration rules with
the national Chamber of Commerce, may not engage in commercial activity, earn no revenue and pay
no taxes, except on operating expenses, including for real estate. Therefore, they could not be a source
of funding for the prohibited nuclear or ballistic missile programmes of the Democratic People’s Re-

public of Korea, which the Security Council has sought to halt by imposing sanctions against that coun-

try.

In view of the foregoing, we do not consider the activity in Russia of officially registered repre-
sentative offices of North Korean companies that have not been placed on the United Nations Security
Council sanctions list by the Security Council Committee established pursuant to resolution 1718 (2006)

to be in violation of paragraph 18 of Security Council resolution 2375 (2017).

19-01704 305/364
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Similarly, in the case of Russian companies having a sole founder who is a citizen of the Democratic
People’s Republic of Korea, such companies are registered strictly as Russian limited liability compa-
nies, rather than joint ventures or cooperative entities, making them Russian legal persons with all the
legal consequences that follow therefrom. Such companies are not considered subject to the restrictions
imposed on the Democratic People’s Republic of Korea by the Security Council under paragraph 18 of

Security Council resolution 2375 (2017) or under current Russian law.

We shall keep the Panel of Experts informed as queries received from the Panel of Experts undergo

the interagency review process and additional information becomes available.

In future, the Russian Federation would appreciate it if the Panel could follow established practice
by directing its queries to the Russian Permanent Mission, rather than to the private companies. This is
particularly important given that, in most cases, the company addresses indicated in the registries are
that of their registered offices, rather than their actual physical address, and letters sent to the former

address simply do not reach the addressees.

306/364 19-01704
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The Russian Federation provided the Panel with a list of companies which, after investigation, it found were closed as of January 2019. Those companies
have not been included in the list below regardless of their current status in the corporate registery or whether they were in operation at some point in
2018. The list below does not include entities which corporate registration documents have listed as dissolved in 2018 including those that were in operation
at some time in 2018. In the course of 2018, four companies changed their registration to being only Russian-owned.

There are no representative offices of DPRK entities in this list.

¥9€/L0€

Name and Company Tax Location Names of DPRK Natloqals Other Nationals L .
and/or DPRK companies Additional info Type of Company
Id Address . Involved
involved
Director is Russian 5;::;;?1;21 real
" " 12A ulitsa Owner is DPRK national national - Registered to the same | estate;
000 "IMUOHEP" (LLC Nevskaya, ) R -
" 3 . Kim Khe Son (Kum Xe address as the DPRK construction;
PIONER") Vladivostok, : SN ] \ :
i . Comn) with tax identification - Consulate General in operation of
Tax ID: 2502047408 Russia, I it tax .
number 254300252564. - Pr— Vladivostok. restaurants and
690018 identification number . .
bars in railway
cars and on ships
Office 3, Jointly owned by a Russian D|r_ector IS Russian
38V ulitsa company, LLC national _
000 "MIPUMATPOCOA™ | o i o | “KNY AZHEVSKOE™ (tax R Growing of cereals
(LLC a identification number _ (except rice),
"PRIMAGROSOYA") yNa{khodka 2506109736) and a DPRK for it with tax leguminous crops
Tax ID: 2508110960 - ' . identification number and oil seeds
Russia, entity, Korea Kumgang _
692922 General Corporation.
goullelt/j;a Co-owner and director
ooocakoremar | vune: | SO Ko |
(LLC "SAKORENMA") Sakhalinsk, P . : Construction
_ : External Construction B vith tax
Tax ID: 6501104474 Sakhalinska : e
(GENCO). identification number
ya oblast,
Russia
Room 10, Director is Russian
Structure 3, national _
000 "MOHXBA" (LLC 14 pl. Owne_r is DPRK national Zo _
" " Spartakovsk | Son Sim (30 Con Cum), for _ .
PONKHVA™) . e : Construction
Tax ID: 7701356953 aya, whom a tax identification _Wlth
' Moscow, number is not specified. tax identification
Russia, number
105082

T.1/6702/S
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This company is engaged in

Q
o
=
>
@D
=
[72]

000 "KOPYC BUO- 28 ulitsa ‘unspecified wholesale
},VIEIL KOJITA" (LLC Moldagulov trade’ and is co-owned by a Non-specialized
KORUS BIO-MED KO. oi, Moscow,
LTD") RUSSIa DPRK company, Pugang wholesale trade
, ‘ Pharmaceutical Company, -
Tax ID: 7720737111 111538 and three Russian nationals. _ Their tax
identification numbers
are, respectively,
Note:
is also the
company’s director.
The company was
previously named LLC
“Cholsan”.
000 32 proezd ations! NS The same director-
"3ABAMKAJIMHBECTC Emfr ostroit Owner is DPRK Li Yn Sok owner team control
TPOI1" (LLC °rgos (JIu bl Coxk) with tax ' ¢ .
" elei, Chita, ) e . LLC “Chkholsan Construction
ZABAIKALINVESTST . identification number . o
" Russia, with tax | (OOO "UXOJICAH";
ROI") 753626113575. : e
Tax ID: 0326028065 672022 identification number Tax ID 7536112799)
' and LLC Construction
Company “RAI” (OO0
CK "PAN"; Tax ID
7536132178)
43 shosse . .
000 "CK"PAHN" (LLC Aleksandrov Cg-owner Is DPRK national
Construction Compan skoe Kim Tkhe En (Kum Tx>
N " pany ' En), for whom a tax Construction
RAI") Saransk, identification number is not
Tax ID: 1328002427 Russia, specified
430006 P '
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number is

OOO c HHOCTpaHHBIMU

This company is a joint
venture between the DPRK

Director is Russian
national

- I
unBectunusmu CII %t:sllit:;a Ministry of Forestry and a _
"TUCPUMOB" (LLC JV Vladivost’ok Russian company, LLC _) Silviculture
"TISRIMOB") Russia " | "TIS", whose tax with taxd iticati
Tax ID: 2539069310 identification number is numberi
2528004046.
A DPRK restaurant
Director is Russian named Kymgansan
national (Russian:
_ Keim['anCan) operates
_ at the address
) it tax | registered to this
10 ulitsa Owner is DPRK national identification number | company
000 "OPIOH" (LLC Krylova, Kim Khe Son (Kum Xe (https:// VéWW'V"r”/ Kym | pestaurants and
"ORYUN") Vladivostok, | Cowu), for whom a tax ?rz;gsr?:;ﬁoaeglzionlqjgctiat mobile food
Tax ID: 2540176852 Russia, identification number is not . service activities
690014 specified. its workers are DPRK
nationals, from the
chef to the waitresses
to the restaurant
owners
(https://www.newsvl.ru
_ /vlad/2017/09/22/1632
30/).
This company's name is a
Room 1009, russification of Pyongyang- Director is Russian

00O "IIXEHbAH-
MOPAHBOH" (LLC"
PKENYAN-
MORANBON")

Tax ID: 2703086887

15 prospekt
Pervostroitel
ei,
Komsomolsk
-Na-Amure,
Russia,
681003

Moranbong. It is jointly
owned by a DPRK company
ostensibly called Korean
Trading Company "Eighth
of March" and a Russian
company, LLC “FOLANG”.
The Russian company’s tax
identification number is
2726008652.

national

) it

tax identification
number

Restaurants and
mobile food
service activities

T.1/6702/S
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000 "MEXSH" (LLC
"MEKHYAN")
Tax ID: 4101167437

Apt. 58, 2
ulitsa
Tushkanova,
Petropavlovs
K-

Owner is DPRK national Li
San Cher (JIu Can Yep)
with the tax identification

Director is Russian
national

I
I \vith

‘MEKHYAN?” is the
Russian rendering of
Myohyang.

Restaurants and
mobile food
service activities

Kamchatski, | number 410126524634. tax identification
Russia, number
683031
Co-owner is DPRK national
Room 6, Kim Se_n Bok .(KHM. ?eH. Director is Russian
Structure Boxk) with tax identification national
000 *AK-CTPOII" (LLC 6A. ulitsa number 420555220832.
"AK-STROI") ;(kr:;;loarmel This construction company __) Plastering
Tax ID: 4205255751 ' is also co-owned by a " " e —
Kemerovo, . with tax identification
Russia Russian company, LLC number
' "ELEKTRON-MAGAZIN",
650021 - . e
with tax identification
number 4205194474,
Office 9,
E:gggesk’tsd' Dir_ector is Kim Son
Zavodskoi . . Khi (KHM.C.OH Xu) of
00O "KAHCOH- Golitsyno ’ Owner is DPRK national an unspecified
TEKCTHUJIB" (LLC raion ' Sim Li Khyan (Cuwm Jlu nationality with tax Manufacture of
"KANSON-TEKSTIL") Odintsovski Xsn) with tax identification | identification number outerwear
Tax ID: 5018186644 oplast " | number 502730623502. ]
Moskovskay
a, Russia,
143041
Co-owner and director
000 "CK "JIDCOH" ElgnLi]tIsI;{Z?ivnay is Russian national
(LLC Construction a, Lyubertsy Co-owner is DPRK national __ Site preparation
Company "DESON") _— " | Kim Li Sen (Kuwm Jlu Ceh). "
Tax ID: 5027185855 Russia, I it tax
' 140000 identification number
|
000 "OMA" (LLC 57 ulitsa Jointly owned by a DPRK Director is Russian Manufacture of
"EMA™) Kryukova entity, Korea Aprokgang national _ computers and
Tax ID: 6501196130 D.N., Technical Development ] P

T.1/610¢/S
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Yuzhno- Corporation and a Russian _ peripheral
Sakhalinsk, company, LLC Private _ with tax equipment
Russia, Security Company identification number
693020 “FINEKO-ROSA-2” with
the tax identification
number 6501160630.
104 ulitsa Jomt!y owned by the Director is Russian
Tikhaya Russian company, LLC national
00O CIT "POCAIOMA™ ' “YUVESTA KOMPANTI” -
" " Yuzhno- . . . Sawmilling and
(LLC "ROSAYUMA") Sakhalinsk with the tax identification - with tax planing of wood
Tax ID: 6501253740 . ’ number 6501151347 and a : el
Russia, . identification number
DPRK entity, Korea Paeckma
693005 . .
Trading Corporation.
Director is Russian
national
L
This company is formally _) with tax
registered as a joint venture. | identification number
Its DPRK shareholder’s
name, translated from
7 ulitsa Rl\l/J[ssian, is roufghlyh Thhe Rhuslzian "
" " ‘Management for the shareholders are the
?L(I)_((): chg_lfgglg gﬁﬂznskaya, Manufacturing of Cortex Zabaikalskaya Kraya Pharmaceutical
Tax ID: 7536033674 Russi7a Preparations’ (Russian: Department of State company
' 672006 VIIPABJIEHUE I10 Property and Land
IMPOU3BOACTBY Issues (tax
KOPEIIPEITAPATOB identification number
MHWHUCTEPCTBA ) and
3IPABOOXPAHEHUWA Russian national
KHJIP).

]
B it tax

identification number

T.1/6702/S
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Director is Russian
32 proezd . . national
000 "UXOJICAH" (LLC | Energostroit ?HV:InIiIrHISCDoE)vaitIEIt:; Sok
"CHKHOLSAN") elei, Chita, | 0 e e ] Construction
Tax ID: 7536112799 Russia, 753626113575 B ith tax
672022 ' identification number
Room 4, 132 Dir_ector is Russian
000 CK "PAI" (LLC ulitsa Owner is DPRK Li Yn Sok %
Construction Company Chkalova, (JIu bla Cok) with tax .
o . AL b E A ] Construction
RAI") Chita, identification number _) with tax
Tax ID: 7536132178 Russia, 753626113575. - Pr—
identification number
672039
17 Director is Russian According to open
Aleksandra Owner is DPRK national national source reporting, RKK
000 "PKK ®APT" (LLC | Nevskogo Lee Chong Nam (JIu Yen B ot LLC"owns Restaurants and
"RKK FART" ulitsa, Haw), for whom a tax B | <orcan restaurant mobile food
Tax ID: 3808221510 Irkutsk, identification number is not | || || with tax | "Pyongyang" at the service activities
Russia, specified. identification number same address in
664047 Irkutsk.

On 21 January 2019, the Russian Federation requested the Panel not to publish information about companies still being investigated on the basis of the
requests from the Panel, as this could violate the confidentiality of the ongoing investigations and adversely affect their o utcome.

70.T0-6T

Name (Korean
Name (Eng) and/or Location in Name of Partner Company Partner HQ /Restaurant location
g original DPRK/Russia where applicable
script)
PecTonan Ordzhonikidze Ulitsa, 11, bld.-. 9,
Koryo Restaurant P Moscow - Moscow, Russia, 115419
«Kopé»
PecTona Ulitsa Verkhneportovaya, 68 B,
Pyongyang Restaurant op Vladivostok - Vladivostok, Primorsky kray, Russia,
«IIxeHbsaH»
690003
000 «PKK PAPT» (LLC "RKK 17 Aleksandra Nevskogo ul.,
Pectopan FART?”), .
Pyongyang Restaurant Irkutsk Irkutsk, Irkutskaya oblast, Russia,
«IIxeHpaH» VYupenurens (owner) — JIu Yen
664047
Hawm (see Annex 1 and 3)
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Pectopan 29/1 Lomonosovsky Prospekt,
Rungrado Restaurant «Perapago» Moscow Moscow, Russia, 119192
20 A Prospekt Ocean, District
Pecropan - " " ; ;
Koryo Restaurant Kopdy Vladivostok Center," Vladivostok, Primorsky
P kray, Russia, 690091
Pectopan Ulitsa Lenina, 108A,
Rus'-Moran Restaurant «Pycs- Blagoveshchensk Blagoveshchensk, Amurskaya oblast,
Mopan» Russia, 675000

Source: Official State Registration Data according to SPARK system, http://www.spark-interfax.ru/en;

Unified State Register of Legal Entities, https://egrul.nalog.ru

T.1/6702/S
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Singapore

Singapore informed the Panel that a Singapore company, Lucky Greenbird Pte. Ltd’s joint venture with Ryugyong
Corporation “Taesong BAT” JV, the JV was terminated on 1 January 2018 and provided the termination notice to
the Panel.'® Singapore further stated, “Our checks have not uncovered any evidence that its funds, financial assets,
and economic resources are owned or controlled by designated individuals or entities, the DPRK Government, the
Worker's Party of Korea, individuals or entities acting on behalf or at their direction, and/or entities owned or
controlled by them. If we find any evidence that Lucky Greenbird Pte Ltd, or any other entity, has contravened the
UNSCRs and/or our laws, we will not hesitate to take the necessary action. As stated in our National
Implementation Report for UNSCR 2397, there are no DPRK nationals with work passes in Singapore. Singapore
has revoked the work passes of all DPRK nationals earning income in Singapore and will not grant new work passes
to DPRK nationals.

Source: open source, Member State

Thailand

With regard to Star Joint Venture Company (aka Star JV a.k.a. Northeast Asia Telephone and
Telecommunications Co., Ltd. (NEAT &T)) it informed the Panel that Loxley Pacific Co., Ltd. changed its name
into Loxpac (Thailand) Co., Ltd. in 2013, that it had withdrawn its investment in Loxpac (Thailand) Co., Ltd. in
2015 and that it had connection with NEAT&T. It stated that Loxpac (Thailand) Co., Ltd ceased all of its business
in the DPRK, including its operation via NEAT&T, since January 2018.

Source: Member State, open source

Name Name (Korean | Name of | Partner
or in original | Partner HQ/Restaurant
script) Company location
where
applicable
Pyongyang Okryu ERITERLGN - Between Sukhumvit
Restaurant CRGER Soi 25-27, next to
Radisson Blu hotel,
Ekkamai Rd.,

Bangkok, Thailand

Pyongyang Haemaji - - 83, Soi 26 Sukumvit,
Restaurant Khlongtoi, Bangkok
10110, Thailand
Mokran Korean Magnolias 4/6 M.9 Maprachan
Restaurant Pattaya Reservoir,
Boutique Tambon Pong,
Resort Amphoe
Banglamung,
20150 Chonburi,
Thailand
Uganda

190 The termination notice dated 22 November 2017, a copy of which was provided to the Panel, cited
paragraph 18 of Security Council resolution 2375 (2017) adopted on 11 September 2017.
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The Ugandan Government replied on 6 July 2018 to the Panel’s request for further information on MKP’s oper-
ations in Uganda. It acknowledged having formed a joint venture between the National Housing and Construction
Company (NHCC) and MKP Builders SDN BHD, called NH-MKP Builders Limited. As part of one project, the
NHCC paid out $3,627,762 as an advanced payment to MKP Builders. Uganda claims this business relationship
ceased at the beginning of 2014, when it became clear that MKP Builders SDN BHD was unable to complete the
construction contract. The Ugandan Government has since been involved in a series of ongoing lawsuits with
MKP and its insurance companies to recover the payment, and insists that it cannot dissolve MKP Builders SDN
BHD or MKP Capital Berhad while litigation continues.

Uganda’s reply also included information about Vidas Engineering Services Limited, which it acknowledged
having contracted to for several government-funded projects. However, it firmly denied any relationship between
the firm and MKP, citing Vidas’ company incorporation documents. Uganda and Vidas did not provide an ex-
planation for the appearance of the firm’s mailing address, registered office address, email address and trading
name on the corporate registry documents for MKP Capital and MKP Builders in Uganda. The Panel notes that
in order to mask DPRK connections, DPRK companies commonly use foreign national facilitators to avoid put-
ting its own nationals on incorporation paperwork, leverages business contacts to facilitate the establishment of
in-country presences, and embeds within foreign firms. Uganda did not respond to the Panel’s inquiries pertain-
ing to its recent promotion of foreign investment opportunities in a high-value MKP Holdings project at the
Moroto Marble Mine.

No Business Other names Name of partner | DPRK & Uganda nationals involved &
name (Eng.) company (where other info
applicable)

1. | NH MKP MKP Builders Ugandan National | Choi Da Hwan (identified as Korean), Ms
Builders Ltd SDN Housing & Jane Bilek Langoya, Mhanmed A.

Construction Benomran (likely an alternate spelling of
Company Ltd. Muhamed A. Banomaran) and Henry
Majoh Mukisa.
2. | MKP Builders | Vidas Engineering | Uganda’s Yong Kyong Kin, Ms Jane Lukonga Bilan
San BHD Services Co. Ministry of Water | and Mr. Muhamed A. Banomaran, listed
Limited and Environment | as Directors.
; National
Housing and
Construction
Company
(NHCC)

3. | MKP Capital Vidas Engineering | National Housing | Yong Kyong and Edward Han are both
Bernard Co. Services Co. and Construction | listed as directors and shareholders, with
Limited Limited Company nationalities as Korean. Henry Mukisa and

(NHCC) Asa Mugenyi (both Ugandans), are also
listed as directors and shareholders.

Source: Corporate registry, open source
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Vietnam

Koryo restaurant / formerly
Ryu Gyong Restaurant

Il
X

Tien; Z=4d

471 TTOoO T o

(Nha Hang Ryu Gyong Triéu
)

Ho Chi Minh City

Registered As

CoNg Ty Tnhh ThuONg Mai
Phan Minh Fmc-V.N.

30 Le Quy Don, Ward 7, District
3, Ho Chi Minh City, Vietnam

Koryo restaurant

Hanoi

No.61 Trung Hoa City, Trung
Yen Urban Area, Phuong Trung
Hoa, Cau Giang Paper, Hanoi

Previous Address: No.7, Lot 13b,
Trung Hoa City, Trung Yen
Urban Area, Phuong Trung Hoa,
Cau Giang Paper, Hanoi

Binh Nhuong
restaurant

(Pyongyang)

Hanoi

No. 28, Nguyen Thi Dinh Street,
Tung Hoa Commune, Cau Giay
District, Ha Noi

Source: Member State, Corporate registry and open source

Zambia

See Annex 46 on MKP companies in Zambia. Zambia replied to the Panel that it had undertaken a full investigation
into the companies listed by the Panel and that it had confirmed that several DPRK and Malaysian nationals were
acting as directors in MKP Holdings, and that one of the recommendations from Zambia’s investigation of the
network was that authorities consider repatriating DPRK nationals working in the country, in accordance with
resolution 2397 (2017), including a list of 13 DPRK nationals. It is unclear to the Panel whether this covers all of
DPRK nationals working in Zambia.%

Source : Corporate registry, Member State

1 yazid Merzouk informed the Panel that as of January 2018, there were seven DPRK nationals employed
in MKP TMS Hospital alone, with appropriate work permits duly issued by the Zambian Immigration

authorities.
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Annex 75 Information on economic activities being undertaken by OOO "IIMOHEP"
(LLC "PIONER"), a JV owned by a DPRK national registered to the same address as the

DPRK consulate in Vladivostok, Russian Federation

Name (Eng) OBSHCHESTVO S OGRANICHENNOI OTVETSTVENNOSTYU "PIONER"
Name in Russian 000 "MMOHEP"

Legal address 690018, Primorski kr, g. Vladivostok, ul. Nevskaya, d. 12 korp. A
Phone no +7(953) 2197535

Registration date 20.06.2013

OGRN 1132502001664

INN 2502047408

OKOPF Limited liability companies

Main type of activity Renting and operating of own or leased non-residential real estate

Manager _ generalny direktor

Economic Activities
Sector affiliation by OKVED (KDES Ed. 2)

Name, description

Renting and operating of own or leased non-residential real estate (Main - EGRPO GMC Rosstat, EGRUL)
Construction of residential and non-residential buildings

Demolition

performance of excavation works

Restaurants and mobile food service activities

Restaurants and cafes with full restaurant service, cafeterias, fast food restaurants and buffet restaurants

Operation of restaurants and bars in railway cars and on ships

OKVED

68.20.2

41.20

431

43123

56.10

56.10.1

56.10.3

—sSector aifiiatiom by ORVED

Name, description

Restaurants and caf?s (Main - Financial Statements GMC Rosstat)

Letting of own nonresidential real estate (Main - EGRPO GMC Rosstat, EGRUL)
Demolition and wrecking of buildings; earth moving

General construction of buildings and civil engineering works

Restaurants

OKVED

55.30

70.20.2

451

45.21

553

Source: Official State Registration Data according to SPARK system, http://www.spark-interfax.ru/en

19-01704
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Name changes

Change history

Changes to names and legal status
Address Relevance date
Primorski krai, g. Artem, ul. Kirova, d. 64 A 14.09.2015

Registration procedures in the Federal Tax Service (FNS)

Registration date Deregistration date Registering authority
11.09.2015 Mezhraionnaya inspektsiya Federalnoi nalogovoi sluzhby N 12 po Primorskomu krayu
20.06.2013 Mezhraionnaya inspektsiya Federalnoi nalogovoi sluzhby N 10 po Primorskomu krayu

Registering authority

Date of changes Registering authority

20.02.2017 Inspektsiya Federalnoi nalogovoi sluzhby po Leninskomu raionu g. Viadivostoka
17.09.2015 Mezhraionnaya inspektsiya Federalnoi nalogovoi sluzhby N 12 po Primorskomu krayu
11.09.2015 Mezhraionnaya inspektsiya Federalnoi nalogovoi sluzhby N 10 po Primorskomu krayu

Source: Official State Registration Data according to SPARK system, http://www.spark-interfax.ru/en
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Registry document for "IITMOHEP" (LLC "PIONER") dated 13 August 2018

OI'PH

WHH/KIIII 2502047408/254301001

EJTUHBIN TOCYTAPCTBEHHLIN PEECTP IOPU/TUUECKUX JIUT]

Cae/ieHHs O IOPHANISCKOM JIHIE

OBIECTBO C OTPAHUYEHHOU OTBETCTBEHHOCTEIO "TTHOHEP"

1132502001664

| o cocrosirmio Ha 13.08.2018 | €————

As of 13 Auonst 2018

Ne i/t Hawnmenopanne mokasarens 3HaueHHe MOKa3aTes st
1 2 3
HaumeHoBaHue
1 |IloxHOC HaWMeHOBaHHE OBII[ECTBO C OI'PAHUUEHHOH
OTBETCI'BEHHOCTEBIO "1HIMOHEP"
2 |CokpallieHHOC HANMEHOBAHHE pOO "IITMOHEP" 11.C “PIONER”
3 |I'PH u gata suecenus 8 EI'PIOJI zamucu, 1132502001664
cofiepKaIieli ykasaHHbIe CBeIeHUS 20.06.2013
Anpec (MecTO HAXOMKTCHHST)
4 |TTouroBblid MHUCKC 09001
5 |Cy6nekt Poccuiickolt Mesepanun KPAU IIPUMOPCKUH 690018
6 |[T'opoj (BOJIOCTh H T.IL) TOPO/J BIAJVUBOCTOK Krai Primorski
7 | VYauna (IpocHeKT, HepeysIoK U T.1.) VIIMITA HEBCKAS City of
8 |JloMm (Bi1ameHMe U T.11.) JOM 12 Vladivostok
9 |K 0. KOPIIYC A .
OPIyC (CTpOSHHe H T.I1.) Ulitsa Nevskaya
10 |\T'PH u gata Hecenns B EI'PIOJI zammcw, 020 94
coJeprkamiel ykasaHHbIe CBEACHUS ! 1.09.2015
CBetleHUSI 0 perucTpaIu
11 |Cnocob obpazopanus Coznanne IOpHIAICCKOTO JIHIA
12 |OI'PH 1132502001664
13 |}laTa perucrpanuu 20.06.2013
14 |\T'PH u gata Hecenns B EI'PIOJI zammcw, 1132502001664
coJeprkamiel ykasaHHbIe CBEACHUS 20.06.2013
CBeleHUSI 0 PeTHCTPUPYIONIIEM OpPTaHe 10 MeCTY HAXOKIeHHS I0PHIIYecKoTo JMIIa
15 |HammeHoBaHHe perHCTPHPYIOMIOTo OpraHa Hucnexrust GenepannHoi HaJTOropoi ciayx0bI
nio JlenunckoMy paifony r. Biagueoctoka
16 |Aapec perHCTpHUPYIONIETO OpraHa ,690091,,.BraguBocTok T,,OKe aHCKHH NIp-
KT1,40,,
17 |I'PH u nata eHecenusa B EI'PFOJI zamucu, 2162543312149
coflepKaliell ykasaHHBIE CBEICHUA 07.02.2016
CBeieHIs 00 yyeTe B HAJIOTOBOM OpraHe
18 HH 2502047408 Tax ID:
19 |KTIIT 254301001
20 |JlaTa moCTAaHOBKH Ha yUCT 11.09.2015
21 |HamMmeHoBaHHe HAJIOTOBOIO opraHa MexpaiionHas nHcnekys QeepanbHOR
HaJ101'0B0M cityxOb1 Ne 12 10 TIpumopekomy
Kpato
22 |I'PH u pata BHecenuda B EI'PIOJI zamucu, 2152502055671
coJlepkallell ykasaHHbIE CBE/ICHUA 11.09.2015
Csepnenns ¢ cafita ®HC PoccHu
13.08.2018 20:46 OTPH 1132502001664 Crpannna 1 13 7
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CaegeHns 0 pericTPAIMA B KAYeCTBe CTPAXOBATE S B TePPUTOPHAILHOM OpPraHe
Ilencuonnoro gponaa Poccuiickoii denepaimu

23 | PerucTpallMOHHBIN HOMED 035006064000
24 |Jlata peructparuu 14.09.2015
25 |HamMeHOBaHUE TePPUTOPHAIILHOTO OpraHa T'ocynapCTBeHHOE YUpEIKIACHHE- Y IPaBIcHUS
ITencuonnoro douma Ilencuonnoro douga Poccuiickoii Genepanun
no IlepBopeueHckomy paiiony
r.Bnagusoctoxa [IpuMopckoro kpas
26 |I'PH u nata Buecennsa 8 ETPIOJI zanmcw, 2152543281196
coJiepKaleH yKa3aHHbIC CBE/ICHUS 17.09.2015

CBeI[eH]/Iﬂ O perucTpainiyi B KavecTBe CTpaxoBaTe I B HCIMOHUTE/ILHOM OopraHe ‘I)OHJIa

colMaIbHOTO crpaxoBanus Poccemiickoii deneparm

27 |PerucTpaliioHHBIH HOMEp 250241015925031
28 |Jlata peructparuu 12.09.2015
29 |HamMeHoBaHHUe MCIIOJIHUTEJIBHOTO OpraHa Ouinan Ne3 1. BiaguBOCTOK
Donja cONUANLHOTO CTPAXOBAHHUS T'ocynapcrBeHHOe yupexxaeHte - [Ipumopckoe
peruoHanbHOE oTAcHcHHUe DoHIA
COITHAJILHOTO cTpaxoBaHust Poccuiickoi
Ociepanuu
30 |I'PH u mata BHecennsi 8 ETPIOJI zamuch, 2152543280822
coJiepKallel yKasaHHbIC CBEICHUS 17.09.2015

CBeI[eH]/[ﬂ 0o YCTaBHOM KarmMrTajie (cK.]'IaI[O‘]]-[OM KarmiraJjie, yCTaBHOM (l)OHJ]e, ITA€BBIX Bs]—[ocax)

31 |Bung VCTABHBIU KATIMTAI

32 |Pasmep (B pyOiLsix) 10000

33 |\I'PH u pata aecennsa B EIPIOJI sammcw, 1132502001664
cojlepxKalliel yKa3aHHbIE CBE/ISHUS 20.06.2013

CBeneHus o JIie, HMEIoIIEM IpaBo oe3 JAOBEPCHHOCTH JeCTBOBATHL OT UMeHH OPUIAUIECKOT O

Ceenenns ¢ caiita @HC Poccun

13.08.2018 20:46
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Crpannua 2 u3 7

JMIa
34 |I'PH u nata BHeceuust B ETPIOJI ceenenuii o |1132502001664

JTAHHOM JTHIE 20.06.2013
35 |Damwrus JAHWIISIK .

Surname: Danilyak

36 |Umsa EJIEHA P
37 |Omwectso HUKOJIAEBHA Name: Elena
38 |UHH 650102300001 Patronymic:
39 |\I'PH u pata aecenna 8 EIPIOJI sammcw, 1132502001664

cojlepxKalliel yKa3aHHbIE CBEISHUS 20.06.2013
40 | 1oKHOCTD T'eHepanbHBIA AUPEKTOP
41 |\I'PH u nata Bueceunsa 8 EIPIOJI zammcw, 1132502001664

coJiepxKaliel yKa3aHHbIE CBEISHUS 20.06.2013

CaemeHust 06 yupeTeTsxX (YUACTHUKAX) 10 PHIITYECKOTO JINTIA

42 |I'PH u nata BHeceuust 8 ETPIOJI ceenenuii o 1132502001664

JTAHHOM JIHIE 20.06.2013
43 |Damurus KUM <4—] Surname: Kim
44 |Ams XE COH Nmaams D lon Qe
45 |\I'PH u pata paecenna 8 EI'PIOJI zammch, 1132502001664

cojlepxKallel yKa3aHHbIE CBEISHUS 20.06.2013
46 |HomuHANBEHAS CTOMMOCTD JOJH (B pyOIIsX) ‘ 10000

19-01704
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47 |Pasmep nomu (B IpoIeHTaX) 100
48 |I'PH u garta pHecenus B ET'PIOJI zamucu, 1132502001664
coJiepKaliel yKa3aHHbIC CBEJICHUSA 20.06.2013

CBeieHHA 0 BUJAX YKOHOMMYECKOI IeATeILHOCTH 1o O01epoccHiickoMy KaccupuraTopy
BHI0B YKOHOMIYECKOH IeATeTbHOCTH
(OKB3J] OK 029-2014 KJIEC. Peo. 2)

Ceedentisn 06 OCHOGHOM 6lLe 0 eAMeTbHOCHIL

49 |Koxa ¥ HanMeHOBaHHe BUAA AeATEILHOCTH 68.20.2 ApeHJa U yIpaBJicHHe cOOCTBEHHBIM
HJIM ApSHTOBAHHBIM HEKUJIBIM HEJIBHIKUMBIM
HMYIIECTBOM
50 |I'PH u narta saecenus B EI'PIOJI zanucwH, 2152502039149
coJiepKalne yKa3aHHbIC CBEJICHUSA 05.05.2015
Cegederus 0 OONOTHUMETBHIX 6UOAX 0eSAMEIbHOCHIL
1
51 |Kon H HaHMeHOBaHHE BHAA ACITSIBHOCTH 41.20 CTpOUTEIBCTBO KHJIBIX U HEXKHIIBIX
3JTaHHH
52 |I'PH u gata sHecenns B EI'PIOJI sanucu, 2152502039149
coJlepxKalllel yka3aHHBbIE CBeJIeHU 05.05.2015
2
53 |Kona ¥ HauMeHOBaHHEe BHAA AeITEILHOCTH 43.11 PazGopka u cHOC 31aHHAH
54 |I'PH u garta suecenwns s EI'PIOJI zamucu, 2152502039149
coJiepkalel ykasaHHbIE CBEJICHUI 03.05.20153
3
55 |Koxa v HauMeHOBaHHE BHIA ASITEILHOCTH 43.12.3 TIpon3BOACTBO 3eMIISHBIX paboT
56 |I'PH u nata suecenwns 8 EI'PIOJI zanucu, 2152502039149
coJepiKalel ykasaHHbIe CBeJCHUS 05.05.2015
4
57 |Koa ¥ HaMMeHOBaHHE BH/IA IeATEILHOCTH 56.10 JleATenbHOCTh PECTOPAHOB H YCIYTH 110
JIOCTAaBKe MpO/yKTOB IHTAHHU
58 |I'PH u gata sHecenms B EI'PIOJI zanucu, 2152502039149
cojlepxKalllel yka3aHHbIE CBe/IeHUS 05.05.2015
5
59 |Koxa ¥ HauMeHOBaHHE BHAA AeITeILHOCTH 56.10.1 JleATenbHOCTD peCTOPAaHOB | Kade ¢
TIOJHBIM PECTOPAHHBIM OOCTYKUBAHUEM,
KadeTepHeB, pecTOPaHOB OBICTPOTO MHTAHHUS U
CaMOo0OCITyKHBAHHAS
60 |I'PH u gata saHecenus 8 EIPIOJI zanuch, 2152502039149
coJlepKallel VKa3aHHBIE CBeJISHUA 05.05.2015
6
61 |Koxg v HauMeHOBaHHE BHIA JCSATEILHOCTH 56.10.3 JleATenbHOCTL pecTOpaHoB U 6apoB MO
00eCTIeUeHHIO MTUTAHAEM B JKEJIC3HOIOP OIKHBIX
BaroHaxpecTopaHax M Ha CyJax
62 |I'PH u gata saecenus 8 EIPIOJI zanmcn, 2152502039149
coJiepXkKallel yka3aHHbIe CBEJISHUA 05.05.2015

CeeeHus o 3aImMcAX, BHeCCHHLIX B Emnbni rocy):[apcmel-ﬂ-n,]ﬁ peecTp pUIHYeCKUX JIMIT

1
63 |I'PH u gata Buecenws 3anucu 8 EI'PHOJI 1132502001664
20.06.2013
64 |llpuuunHa pHecenus 3amucu B ET'PIOJI (P11001) Coznanue FOJI
Ceenenus ¢ caifita @HC Poccun
13.08.2018 20:46 OTPH 1132502001664 Crpanna 3 u3 7

Source: Unified State Register of Legal Entities, https://egrul.nalog.ru
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Map data showing LLC PIONER address and DPRK Embassy in Vladivostock address

The below screenshot from the corporate registry document places PIONER’s location as the same as the DPRK
consulate in Vladivostok, shown on screenshots from Yandex maps. In all instances, the divide between the
consulate and the surrounding buildings is either noted on the map or visible from satellite i magery.

PIONER screenshot with location map from SPARK:
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Source: SPARK, http://spark-interfax.ru

Screenshot erom Yandex maps for 12A ulitsa Nevskaya, Vladivostok:

Fkag i

A
leTcan Ne 36/ .
24/8 3 A 2
%6'0( >
& %,
<) 10 2
g
b
5
Q 2 12
5 .
(o]
z 27 n
§ 7 -
5 TEHKOHCYIbCTEO0
290 Ceseproi Kopen
!
.9
canak
3
o
n
3
Llikona Ne 51
3
) a1
7 Bog, 3
/7&(, 05,
.| 7

Source: Yandex maps, https://vandex.com/maps/
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Address of the DPRK consulate in Vladivostok

https://vladivostok.mid.ru/predstavitel-stva-inostrannyh-gosudarstv

TNABHASA O NPEACTABUTENBCTBE YCyrv CBSA3U PETMOHA MONE3HAA UHOOPMALINA OBPALLEHWS TPAXAAH KOHTAKTbI

General Consulate of the FEHEPAJIbHOE KOHCYJIbCTBO

— C T C - KOPEMCKOW HAPOAHO - AEMOKPATUYECKOW PECNYE/INKMN

Address: City of Vladivostok,

KoHcynbckuin okpyr: MpuMopckuii kpaid, XabapoBckuii Kpai, Pecnybnuka Caxa (Skytus),

Kpaw, Pecnyén

CaxanuHckas, WMpkyTckas,

MHas 061acTh,

Source: Representation of the Russian Ministry of Foreign Affairs in Vladivostok, https://vladivostok.mid.ru/
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Annex 76 : Documents showing GENCOQO’s partial ownership of LLC “SAKORENMA”

EJIMHBIA I'OCYJIAPCTBEHHbBIH PEECTP IOPUUUECKHUX JINUI]

CBe/IeHAS O TOPHTHICCKOM JIHIE

OBINECTBO C OTPAHHYEHHOH OTBETCTBEHHOCTEIO "CTPOUTEJIBHAS O®HPMA
CAKOPEHMA"

OI'PH

1036500601642

WHH/KIIII 6501104474/650101001
1o coctossHuio Ha 01.11.2018

Ne o/ Hawnmenopanue nokasaresust 3HadueHHe TIOKa3aTesist
1 2 3
HaumeHnoBanue
1 |IlomHoe HaMMeHOBaHHE OBIECTBO C OI'PAHUYEHHOM
OTBETCTBEHHOCTEIO
"CTPOUTEJBHAS ®UPMA
CAKOPEHMA"
2 |CokpaineHHOS HAUMEHOBAHUE 000 "CAKOPEHMA"
3 |I'PH u gata suecenusa 8 ET'PIOJI zammcu, 2186501135159
coJlepiKamiel ykasaHHbBIC CBeJeHHUsI 29.06.2018
Anpec (MecTO HAXONKIEHU)
4 |CybnekT Poccuiickoit Oenepariun OBJIACTB CAXAJIMHCKAS )
Oblast Sakhalinskaya
5 |T'opoa (BOJIOCTh H T.IL.) T'OPO/T IOKHO-CAXAJIMHCK ]
City of Yuzhno-
6 |Yiuma (IpocnekT, Mepeyiok H T.J.) VIIUIIA TIOJJEBAS
Sakhalinsk
7 |HomM (BnageHue u T.11.) 8
8 |I'PH u nata suecenns s EI'PIOJI sanncw, 2036500609066
coJlepiKalIel ykasaHHbBIS CBeJeHHUsI 24.04.2003
CBeJleHUd 0 perMcTpalum
9  |Cnocob oOpazoBaHHs Cozlanue opuauueckoro auna ao 01.07.2002
10 |OI'PH 1036500601642
11 |Jata npucsoenus OI' PH 05.01.2003
12 |PerucTpanmoHHBIH HOMEp, IPUCBOSHHBIN Jo 1 |408
wrog 2002 roma
13 |Hata perucrpanuu no 1 urons 2002 roga 11.01.2000
14 |HaumeHoBaHMe oprasa, Anmunuctpanus r.JOxHo-CaxamuHeka
3apeTUCTPUPOBABIIETr0 IOPUIHISCKOR JIAIO 10
1 mroma 2002 roga
15 |I'PH u nata saecennsi B EI'PIOJI zanmcw, 1036500601642
coJiepiKalell ykazaHHbIe CBEISHHS 05.01.2003
CBe/leHHST 0 PeTHCTPHPYIOLEM OpTaHe 110 MecTY HAXO0K/IeHUS 10 PHIIIecKOro JIIa
16 |HammeHOBaHMe peTHCTPHPYIONIETo opraHa MesxpationHas uacrekust GegepanbHoi
HaJTOTOBOH ciy:k0bI Ne 1 o CaxamnHCKOH
ob6acTi
17 |Anpec perucTpUpPYIOLIETo opraHa ,693020,,,I0:xn0-CaxanuHck r,,JIeHnHa
yi,105,A,
18 |I'PH u pata saecenns B EIPIOJI sanmcw, 1036500601642
cofepiKamelt ykazaHHbIe CBESICHUS 05.01.2003
CgeeHIst 06 y4eTe B HAJIOTOBOM OpraHe
19 |MHH 6501104474
Ceepnenus ¢ caiita ®HC Poccun
01.11.2018 18:15 OTPH 1036500601642 Crpanuna 1 u3 13
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20

KIIII

650101001

21

I[aTa MOCTAaHOBKH Ha Y4eT

21.01.2000

22

Haumenopanue HaJIOrOBOTO Ooprata

Mesxpationnas uncnexius OegepaibHOR
HanoroBoH ciyxOb Ne 1 mo CaxaauHCKOH
obnacTi

23

I'PH u gata paecenusa B EI'PIOJI zammcu,
coJlepxKamet ykasaHHble CBe/IeHHUS

2056500686251
26.09.2005

CBefeHHA 0 perucTPallHi B KadecTBe CTPAXOBATe/ ISl B TEPPUTOPHATILHOM OpraHe
IleHcnonnoro ponma Pocciickoii @emepainm

24

Pernctpannonssiil Homep

074001013749

25

Jata perucrpanun

26.01.2000

26

HauMeHoBaHHE TEpPHTOPHATEHOTO OPTAHA
ITencuonnoro (omma

T'ocynapcreeHHOS yUpeK/IeHHE - Y IPABICHHE
Tlencuonnoro dorna Pocentickoii denepanun
B I. lOxHo-Caxanuacke CaxaJIuHCKOH
obnacTi

27

I'PH u gata Buecenusa B EI'PIOJI zanmcH,
coJiepsramelt ykasaHHbIe CBEICHHUS

2056500780081
13.12.2005

CBeaeHus o PErHCTPallMH B Ka'eCTBE CTpaxoBaTe/id B HCIIOJTHUTE/ILHOM OpraHe Ponma

coIiaIbHOr 0 cTpaxoBanust Poccmiickoii @egepapm

28

Peructpanuonssiii Homep

650021014565001

29

Jlata peructpanuu

30.03.2000

30

Hanmenoranne HCIIOITHATEILHOTO opraHa
(I)OHL[a COMUAIBHOTO CTPAXOBaHWA

T'ocymapcreernoe yupexIeHue -
CaxaJIMHCKOE PerHOHAIBHOS OT/(eJICHHE
DoH/Ta COMAATLHOTO CTPaxOBaHHs
Poccuiickoit Qeneparun

31

I'PH u nata saecennsi B EI'PIOJI zamucH,
coJiepKamel yKasaHHble CBe/[eHUS

01.10.2004

CBe,[[eHI/lﬂ 0 JIMli¢, HMEIoLIEM IpaBo oes JAOBE€PEHHOCTH I[ei/‘[CTBOBaT']) OT MMEHH 10 pUIH'IECKOTI'O

JIHIIA
32 |I'PH u gata suecenwnsi B EI'PIOJI ceepennii o |2066501083757
JAaHHOM JHITS 05.06.2006
33 |Oamminsa COH
Surname: Son
34 |Hmst UAH JIUH )
Name: Chan Din
35 |UHH 650109976889
36 |T'PH u nata saecenus B ETPIOJI samucH, 2186501096054
cojepKalel ykasaHHbIE CBEICHUSA 12.04.2018
37 |JomkHOCTH T'EHEPAJIBHLIA JUPEKTOP
38 |I'PH u para suecenus B EI'PHOJI sammch, 2186501096054
cojepkaiiell ykasaHHbIC CBEJICHHA 12.04.2018

CBemeHMst 00 yupeMTe X (YIACTHHKAX) I0PHITIECKOT0 JIHIIA

1

39

I'PH u gata suecenus B EI'PIOJI ceemennii o
JaHHOM JIHIE

2036500609066
24.04.2003

40

TTonnoe HAHMEHOBAHHS

TEHEPAJILHOE OBITECTBO ITO
CTPOHTEJIBCTBY 3A PYBEXXOM
"3EHKO" KHJIP

41

I'PH u jgata puecenusa B EI'PFOJI zanmcu,
coJlepKamet ykasanHble CBICHUS

2106501002012
13.01.2010

General Corporation for
Construction Abroad

42

CTpaHa IpOUCXOKACHHS

[KOPES (KHJIP)

Ceenenns ¢ caiita @®HC Poccun

01.11.2018 18:15

19-01704

OI'PH 1036500601642

Crpanuna 2 uz 13
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CBepteHIIfl 0 BHIAX YKOHOMITYeCKOI JeATeIbHocTH 110 OfmepoccHiickoMy KiIaccupHKaTopy

BHI0B IKOHOMMYICCKOI AeATeJIbHOCTH
(OKB3IT OK 029-2014 KJTEC. Ped. 2)

Ceedenusn 06 0CHOBHOM 6UOEC 0EAMETBHOCHIL

59 |Kopg m HanMeHoBaHHe BHAA JeATS/ILHOCTH 41.20 CTpOHUTEJLCTRO JKHJIBIX H HEXKHJIBIX
3MAHHH
60 |I'PH u nmata sHecenusa B EI'PIOJI zanucH, 2066501083757
coJiepKallel YKa3aHHbIS CBEICHHUS 05.06.2006
CeedeHus 0 QONOTHUMENLHBIX BUOAX O eAMETbHOCHI
1
61 |Kox n HanMeHoBaHHe BHIA ASATeILHOCTH 43.21 IIpon3BoACTBO 3IEKTPOMOHTAKHBIX
pabor
62 |I'PH u mata saecenus B EI'PIOJI zanucu, 2086501077287
coJiepxKaniel ykazaHHBIC CBEICHH 28.05.2008
2
63 |Kopm u HamMeHOBaHHe BHJA JICATCILHOCTH 43.31 IIpon3BOJCTRBO IMITYKATYPHBIX paboT
64 |\I'PH u gata suecenus 8 EI'PIOJI zammcw, 2086501077287
coJiepxaniell ykazaHHBIC CBEICHHS 28.05.2008
3
65 |Kopg u HauMeHOBaHMEe BH/IA JIeSATE/ILHOCTH 43.32 PaGoThl CTOISIPHbLIE H IUIOTHHYHBIE
66 |I'PH u mata sHecenusa B EI'PIOJI zanucu, 2086501077287
coJepKallel YKa3aHHbIC CBEICHHUS 28.05.2008

Ceeaenns ¢ cafita ®HC Poccun

01.11.201818:15

QI'PH 1036500601642

Source: Unified State Register of Legal Entities, https://egrul.nalog.ru
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Crpanuua 3 1313

43 |JlaTa perucrpaimu 22.06.1962
44 | PerucTpallMOHHLIH HOMEp 61-35
45 |HaummeHOBaHHE perHCTPHPYIOMETO OpraHa KHJTP KOMUTET BHEIITHEHN
SKOHOMMWKHN

46 |Anpec (MecTo HaXOKICHHS) B CTpaHe [ IIXEHLSH, IEHTPAJIBHEIM PAHOH,

IPOHCXOKACHAS YJIL.CBIHPH, 25
47 |\I'PH u nata suecenusa 8 EI'PHOJI zammcw, 2106501002012

coJiepxKaniell ykazaHHBIC CBEICHH 13.01.2010
48 |HomuHa/bHAS CTOMMOCTD JIOJIH (B pYOIIIX) 16800
49  |Pazmep momu (B poOICHTAX) 20
50 |I'PH u mara puecenns B EI'PHOJI zammcu, 2106501002012

coJiepxKanell ykazaHHBIE CBEICHH 13.01.2010

2

51 |I'PH u #gata suecenus B EI'PIOJI cBenennii o 2036500609066

JAaHHOM JIHIlE 24.04.2003
52 | ®amuims COH . .

Surname: Son
53 fUmsa YAH JINH . .
Name: Chan Din

54 JUHH 650109976889 —
55 |I'PH u mata suecenwms B EI'PIOJI zanmcwu, 2186501096054

coJlepiKanied ykazaHHBIC CBEICHH 12.04.2018
56 |HomuHambHasi cTOMMOCTD J0JH (B pYOIIIX) 67200
57 |Pazmep moiH (B mpoueHTax) 80
58 |I'PH u mata pHecenus B EI'PHOJI zammcu, 2136501104090

coJiepxKanell ykazaHHBIC CBEICHHS 18.10.2013

19-01704
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Registry documents of LLC “SAKORENMA?”, partially owned by DPRK company GENCO (Korea General
Company for External Construction)

“ SPARK

Shareholders
EGRUL
Date
Sharein charter capital,  Sharein charter capital,  entered in
Name, description Address rubles % EGRUL
67 200 80.00 13.01.2010
GENERALNOE OBSHCHESTVO PO G.PKHENYAN, 16 800 20.00  13.01.2010

KNDR

UL.SYNRI, 25

History of changes

Addres Share in charter capital,  Share in charter capital, Date entered

s rubles % in EGRUL
42 840 51.00 17.01.2003
GENERALNOE OBSHCHESTVO PO STROITELSTVU ZA 41160 49.00 04.01.2003

RUBEZHOM "ZENKO" KNDR

Rosstat

Share in charter capital,  Share in charter capital,
Name, description

Address / Comment rubles %
Citizens of Russia(1) 67 200 80.00
Gen, obshchestvo po stroitelstvu za Koreiskaya narodno-demokraticheskaya 16 800 20.00
rubezhom “Zenko" respublika
History of changes
Address | Share in charter capital,  Share in charter capital, Last updated

Name, description Comment rubles % on
GEN. OBSHCHESTVO PO STROITELSTVU ZA 16 800 20.00 01.02.2006
RUBEZHOM "Z
KOREISKOE GENERALNOE OBSHCHESTVO 16 800 20.00 31.08.2005

"ZENKO"

Source: OKVED / SPARK

19-01704 327/364
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Document showing nationality for Director of Sakorenma

EJIUHBIN TOCYJIAPCTBEHHBIN PEECTP UHIUBU/TY AJILHBIX ITPEJIIIPUHUMATEJIEN

Tax ID:
65010997588
a

CaesteHust 06 HHAMBU/YAIbH

OM MIPEAIIpUHUMATEIIS

COHYAH IMH

OI'PHMII 314650120400028

—» | HH 650109976889

1o coctosinuio Ha 14.11.2018

Crenenus ¢ caiita ®HC Poccun

14.11.2018 19:59

OT'PHHIT 314650120400028

Crpannna 1 u3 5

Source: Unified State Register of Legal Entities, https://egrul.nalog.ru
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Ne /it HanmeHnoBanue moxazaTesist 3HaveHMe ToKa3aTesis
1 2 3
Damimist, MM, 0THYeCTBO (TIPH HAJIMYHH) HHAMBHIYAIHHOTO TP e IPHHIMATEJIS
1 |Qamwiusa COH
2 |Ums HAH JIMH Surname: Son
3 Wlen MV2KCKOHN Name: Chan Din
4 |T'PH u nata suecennsa 8 EI'PUII zamwucu, 314650120400028
coJlepaKaleldl yKka3aHHBIe CBeACHH 23.07.2014
CBeteHHs 0 TPaKIAHCTBE
5 |I'paxnaHcTBO rpaxkaanul Poccuiickoit Qemeparun
6 |I'PH u nata suecennsa 8 EI'PUII zammcu, 314p50120400028 4] Citizen of the
coJiepKalne ykasaHHbIe CBeICHHUS 23. (= Russian
Cae, 0 perucTy MH/MBH/IYAJIHHOTO TIPeIIPUHHMATEIST
7 |OT'PHMUII 314650120400028
8 |/laTa peructpanuu 23.07.2014
CBeieHIs 0 PerCTPUPYIOLIEM OPraHe IO MecTy JKUTeJIbCTBA HHIMBUIY ATLHOTO
TpePUHUMAT eI
9 |HamMeHOBaHHE PETHCTPUPYIONIETO OpraHa Meskpationnas uacneknus OenepanbHoOi
Hasoropoi ciysx6s1 Ne 1 o CaxaauHcko#
obnacti
10 |Anpec perucTpupyIolero oprana ,693020,,,10xH0-CaxanuHek r,,JIeHuHa
yi1,105,A,
11 |I'PH u nata paecenusi 8 EI'PUII 3amnucu, 314650120400028
coJlepKalell yKa3aHHBIC CBSACHHS 23.07.2014
CBesieHNIs 00 yUeTe B HAJIOTOBOM OpraHe
12 |MpeHTHOHUKAIMOHHBIN HOMED 650109976889
Hasoromiatensuka (MHH)
13 |/laTa HOCTAaHOBKH Ha y4eT 23.07.2014
14 |HaummeHOBaHHE HAJIOTOBOTO OpraHa MeskpationHas uHcneknus QeepaibHol
HaJtoroBo# ciyk0b1 Ne 1 o CaxaauHCKOH
obmacti
15 |I'PH u nata paecenust 8 EI'PUII zamucu, 414650120400025
cojlepxKaleldl yKka3aHHBIe CBeCHH 23.07.2014
CBeieHIsI 0 PETrHICTPALIMM B KAYeCTBe CTPAXOBATE I B TePPUTOPHAIHHOM OpraHe
Ilencuonnoro gonga Poccuiickoii ®exepamn
16 |PerucTpalluoHHBINH HOMEP 074001065807
17 |JaTa perucrpanuu 23.07.2014

19-01704
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Annex 77 : Documents Information on LLC “SAKORENMA” name change

General Information

Source: SPARK, https://spark-interfax.ru/

19-01704

LIMITED LIABILITY COMPANY "JOIN...

Change history

Changes to names and legal status

Name, description

OBLIECTBO C OTPAHMYEHHON OTBETCTBEHHOCTHH)
“COBMECTHOE POCCHIICKO-KOPEMCKOE NPEANPHATUE

CAKO PEHMA

INN OGRN

6501104474 1036500601642 Limited

rrent section

=+ Add to report

Date of
Legal form Jchanges
12.04.2018
liability
companies

>
l

History of address changes

Address

Sakhalinskaya obl., g. Yuzhno-Sakhalinsk, ul. Sakhalinskaya, d. 48

Registering authority

Change date Registering authority

29.06.2018
02.12.2014

Sakhalinskoi oblasti

Registration actions with Federal Tax Service (FNS)

GRN
2186501135159

2186501096054

2146501103351

2136501103990

2136501104090

2116501021591

2106501096073
2106501002012

2086501156278
2086501135228
2086501099441
2086501077287

2076501110343
2066501083757

2066501083537

2056500780081

Change
date

25.06.2018

12.04.2018

02.12.2014

18.10.2013

18.10.2013

18.03.2011

30.06.2010
13.01.2010

10.11.2008
28.10.2008
28.07.2008
28.05.2008

25.05.2007
05.06.2006

02.06.2008

13.12.2005

Change type

Alteration of legal entity data, contained in
EGRUL, related to the alteration of constituent
documents, on an application

Entry to the Unified state register of legal
sntities (EGRUL) of the information, provided by
the bodies, implementing issuing and
replacement of identity documents of Russian
citizen in Russia

Concession of license data entry to EGRUL

Entry to the Unified state register of legal
entities (EGRUL) of the informatian, provided by
the bedies, implementing issuing and
replacement of identity documents of Russian
citizen in Russia

Entry to the Unified state register of legal
entities (EGRUL) of the information, provided by
the bodies, implementing issuing and
replacement of identity documents of Russian
citizen in Russia

Alteration of legal entity data, contained in
EGRUL, related to the alteration of constituent
documents, on an application

Legal entity bank accounts data entry to EGRUL
Alteration of legal entity data, contained in
EGRUL, related to the adjustment of a limited
liability company statute in accordance with
the Federal law as of 30.12.2008 N2 312-FZ

Concession of license data entry to EGRUL
Concession of license data entry to EGRUL
Legal entity bank accounts data entry to EGRUL
Alteration of legal entity data, contained in
EGRUL, related to the alteration of constituent
documents, on an application

Concession of license data entry to EGRUL
Alteration of Llegal entity data, contained in
EGRUL, not related to the alteration of
constituent documents, on an application

Alteration of legal entity data, contained in
EGRUL, related to errors made by the applicant
in documents presented during the state
registration of a legal entity earlier
Registration of a legal entity as an insured in

Relevance date

05.01.2003

MEZHRAIONMAYA INSPEKTSIYA FEDERALNOI MALOGOVOI SLUZHBY N 1 PO SAKHALINSKOI OBLASTI

Mezhraionnaya Inspektsiya Ministerstva Rossiskoi Federatsii po nalogam i sboram N 1 po

Additional information

Company name - OBSHCHESTVO §
OGRANICHENNOT
OTVETSTVENNOSTYU
*STROITELNAYA FIRMA
SAKORENMA™

A person entitled to act without a
warrant - Son Chan Din,
Generalny direktor,

Shareholder - Son Chan Din,
nominalnaya stoimost 67200 rub.
dolya 80%

License - N 65-B/00039 ot
20112014

Shareholder - Son Chan Din,
nominalnaya stoimost 67200 rub.,
dolya 80%

Shareholder - GENERALNOE
OBSHCHESTVO PO STROITELSTVU
ZA RUBEZHOM "ZENKO™ KNDR,
nominalnaya stoimost 16800 rub.
dolya 20%

A person entitled to act without a
warrant - Son Chan Din,
Generalny direktor

LLC “Joint
Russian-Korean
Enterprise Sako

L2 YRS L)
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Annex 78 : Government contracts awarded to LLC “SAKORENMA”

@ Not secure | zakupki.gov.ru/epz/contract/contractCard/common-info.htm|?reestrNumber=365012945... Qa 53]

Q

Organization: LLC
Construction
Company
“SAKORENMA”
OKPO Code:

BEPCH [ CIABOBMAAIIME OO

HH®OPMAILIHAA O KOHTPAKTE N¢ 3650129452118000008

Iss@
HHOOPMANHAQ  HHOOPMAUMAOIUIATEXAX  HHOOPMAUMAOBMCHOMHEHMH  noyyyper, — KVPHAR
KOHTPAKTE HOFBEKTE 3AKVIIKH (PACTOPHEHHH) KOHTPAKTA COERITHH
OBN]AS HHQOPMALIHS
PeecTpoEsil BOMED KDRTpaKTa 36H01294571 18 000002
Henonsenns
EHOREEIA Ko 3y (HES) 1836501294516 50101001000 20004211243

Veansssd momep nommm nnzRe T 2018086IG0000110020900320001
Croog onpegensas nocTasmEK SmexTporsz ayEyHoa
[ e ——)
[JATa nOBRRERNA PesyRLTATOR OnpeReneRHS 10042018
TbCTaBNN (OApENS, HCnOmEHTanS)
[laT pasuemesns (7o MecTROMY Epemes) 1710.2018 1421 (MCK+6)
OcroEzENE 3EXTOTSENS KONTPRKTAC & cooTeere

EEMECTESHELM NOCTEELIHKOM

JaKyTXa BCMEETENE IDHAHAHHA HECOCTORBLINMAR
w7l al

EKTPOEHOID 2yRIHL
wacTAMH 1 aTE :

y

PoRERINTE HOKYM

Token 3

KTposEM ayKioEe NP

OCHOS2HMS JEITHASEHR EOHTPRETE

2REEN B THe
300000118000305-4 o 10,04 2018:0161300000113000305-4

HHPOPMAITHA OB H3MEHEHHH KOHTPAKTA

OcHoEENS 313 HEMeHEHN

HHOOPMALIHS O 3AKAIUMKE
Tanaae samesoBaHHE JaKa3TIEE
Conpauesave AanMesuRaNE saRaE

flama nocrasoaa #a yaet & sanoromoy opras

Hgenns

MAIDHCHELIH B0 SAXBTIHKE

Hl

Xon
Kon oprasoiseumonsc-1paoead Gophs
Kop OKTIO

Kog Teppuropi MymEmaNLECTD
obpasvEamna

‘HaNMEROESHRS SIOTRETA

Vpasens Gopaers

OBIHE JIAHHLIE
[aTa 3aXmousHws KUATPaKTE
Haonep EosTpaRTa

Criocoé YXa32HHA LESE KOKTPRKTE
Lesa gosTpaKTa

Bamora xouTpaxTa

(fisem MpHBRETSHNS ¥ NCNOMEERNID
KOBTpAXTa CySROApRRTHKNE

[JAT3 HAUANA HCOONEERNS XORTPEKTS
[JATS CROBTSHNA HCTOMEERNE KETRET2

Houep pescrposoll ssmHcH pescTp

cySeHmm 3
2 SOTHTHOBSHNA B KASEX CKA=eTH0 K1

ofmacTH HIMEHERE

E TOPOMCKOrD OKPYTA TOPOM IOMHO CAXATTHHCK"
[ATOVCTPOHCTEA

36501294521650101001
6501294521

50101001

75404

19707165

64701000001 - r Kmao-Caxanmmex

Evompe ropagexoro expyra Topan Kscso-Caxamuscy

30 - MecTHL GlogHeT

00318

1zra EosTpaxTa
9645936700
Poccwitoxm pytne (RUE)

25% o cocTasnzer

40.25  pocemicke pyenax

05.05.2018

B cooreeTcram £ u. 81 cv. 45 Sepepansanro :amea K A4-03 HEDOMALS 0 SEHROBCKIC TIDIKTHAY,
. .

¥oRTpaETa)
PaiMep 0ieCDETHER HCNOMHERIR KO TRAETS
Erou wnene HC

Cpox, B8 XoTopesit TpeAOCTaANAEToR FapaHTIA

HHPOPMALHHA O [TOCTABLTHEKAX

330/364

xoaTpaxTos, < 0107201 ne

penoe x
paaueuaeTea B3 ofmMIMaATEROM CaifTe EHC
984893870 & poccwicKix pyGuEx

13023 807,00 = poccathcrx p

AIPECE AJIPEC, TEMEQOH,
OPTAHHM3AIHE CTPAHA KO] CIPAEE MECTA W BNEKTPOHHAS [ETATYC
PEHCTPAHY  HAXOKERHS nouTA
12300 Odtesrea ¢ orpa=EOR £a3000 e300, T fseer
CreeToTEsEROCTI Soommiicras  Focowicxan  sskorenmagya feanora
OBIECTAO € OTPAHHMEHTOR Gempaes  Genepamrs,  mexmu boenmpaeon
OTBETCTEEHHOCTEN) CTPORTENEHAS Covemmacian  Camimceas, memeTEs
GPMA CAKOPERMA' chmacT, Kwe P
i : o Caxamaac,
Ko o OKIID: s2097Em1 e <
i } Tomesas, &

HEEE: SS008TL
K fara 550101001

ma A0
eer

Address, locations: 693000, Russian
Federation, Sakhalinskaya Oblast,
Yuzhno-Sakhalinsk, Poelvaya, 8

Postal Address: 693000, Russian
Federation, Sakhalinskaya, Yuzhno-
Sakhalinsk, Poelvaya, 8

19-01704
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@ Nalsecure|zakupki‘gﬂv‘ru/epz;’(ontra(t;’(ontra(t(ard;’commcm-\nfu‘h1m\?reestrNumber:365012817”. f. B a

HH®OPMALIHS O KOHTPAKTE N° 3650128177018000025

Iss@

HHPOPMAIIHA O MHGOPMAIIHS O TIFIATEXAX ST KYPHAT
KOHTPAKTE M OFBEKTE 3AKYIIKH Ao e COBLITHH
OBIIAA HHPOPMALIHS
PeecTpoBsi HOMED KOHTpAKTE 36501281770 18 000025
Craryc xonrparTa Vcnonuenue

Honep usengersies o6 ocymECTRRE N
saxymn

VpesTHbixamtomsit Xof saxymie (MK3) 183650128177065010100100440014221000

2061600¢

200005

VeMzansHbk HOMED NOSHITWH TNARA-TDadHKa

Crocod om] TIOCTARIHKE MEKTPOHALIH YKITHOE
(MoApATIIKE, HCIOMHITENR)

JlaTa noABEASHHA PESYNETATOR ONPEAENEHHA 26.06.2018
TIOCTAENMKE (MORPATIHKS, HCTIOMHHTENS)

[IaTa pasMENIEHNA (10 MECTHOMY EDEMEHH) 10.07.2018 14:24 (MCK+8)
PEXBH3UTAl QOKYMEHTS, NONTEE PR A0MIErD TlpoToXon NORBEAEHAA HTOTOR SMEKTPOHHEOMO ayximora N2 0161300000116000812-3 o
OCHOBAHMKE 33KTHYEHHA KOHTDAKTE 26.06.2016;0161300000113000812-3

HHPOPMALIHS O 3AKAZYHKE

TIOMH08 KANMERDBRHHE 3AKAZ G MYHHIUTIATIBHOE KASEHHOE TTPE/ITPHATHE "TOPOMCKOM BOTIDKAHAIT
CONDALIEHHOR HANMEROBaHHE 3aKAZTHKE MKI1 "TOPOJICKOH BOJIOKAHATT

J1aTa MOCTAHORKIK Ha y4eT 3 HamorooM oprame 23022016

VpesTubixam ORI Ko 3AKASTIRA 36501281770650101001

VHH 6501281770

Easind 650101001

KOp OpramsaIONE0-pam0Bol hopMe: 65143

¥of OKTIO 00324524

‘HamueroBaie SHEGOIRETHAR CPRACTS 80 - CPEfCTRA FOCYAAPCTEERHA (MyHIAIMTIANHBIX) YHHTADHELX TPERIPHATIHH
OBIIHME [JAHHBIE

JlaTa 3200 eI KORTpaxTa

‘HoMep KORTDaKTa 351/MKT1-2018

CrIoco6 ya3aHMA 5] KORTDAKTa Llesa KDRTPaxTa

1lera ¥ETPaXTA 308473036

'Ba/mOTa KOATPARTA Poccudtciii py6ns (RUEB)

JIATa HATANA MCTIOTHERHA KORTPAKTE 09.072018

JIATa OXOMTARHA HCTIONHENWA KORTPAKTa 07.09.2018

‘PasMeD OBECTIETENHA HOTOMHENILR KORTPAXTA 164 232,85 & poccwiicrmx pydnax
B o mcme HIC 46597591 B DoccIACKIX DYGTAX

CPpOX, Ha KOTODEL P& JOCTARNAETCA TAPANTHR

Organization:
LLC
Construction
Company
“SAKORENMA

OKPO Code:
52997801
Tax ID:
6501104474

HHPOPMALIHS O TIOCTABITHKAX
ALPECE AIPEC, TEIEGOH,
oPT CTPAHA, KO  CTPAHE MECTA noq'rgmn SINEKTPOHHAN || CTATYC
i HaxosmEnn AR TOYTA
12300 O6wgecTaa ¢ orpamraeRmoi 533000, 593000, 74242776539 | cytment
oTReTCTRERHOCTEIO a | manoro
ObupecTa0 ¢ orpameHTOR Qegepaus,  Qepepames,  ndexm npexTpEN
oTReTCTREHROCTE ‘ComMecTHOS Caxamimoxas  Caxamancxad, arenscrea
‘poccHiicko-kopedcxoe TpeANDKATHE ofmacTs, Honzeeso-
—P cakoPemiz 10%0- Caxammcy,
Caxamuscy, Tomesan, 8 <
Ko o OKTIO 52997801 e
HHH 6501104474
KIIN, era. 650101001
mocTamomREEa 02012003
yue

Address, locations: 693000,
Russian Federation,
Sakhalinskaya Oblast, Yuzhno-
Sakhalinsk, Poelvaya, 8

Postal Address: 693000,
Russian Federation,

Sakhalinskaya, Yuzhno-
Sakhalinsk, Poelvaya, 8

Telephone, Email: 7-4242-
776539, sakorenma@yandex.ru

Source: Unified Information System in the Sphere of Procurement, http://zakupki.gov.ru/
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2018 Government contracts awarded to Russian JV owned by the DPRK company, GENCO (Google
translated into English)

(Each contract has an embedded link to the official procurement website of the Russian Federation on which the
contracts are listed)

@ rUID ro FI | e Mowck no HassaHuio, agpecy, pykosoauTenio, yupeautensm, OMPH u MHH

The Organization Entrepreneurs About us Data sources

Home » LLC "Sakorenma" » Government Procurement

n Ll
000 "Sakorenma
Date from 05.10.2012 before 27.07.2018 QK | Status All~ Amount  All ~
Role Provider Counterparty All =

Information about the concluded contracts

07/09/2018 3650128177018000023 44-F7
Amount: 8,455,626.01 p
Status: Execution
Role: Supplier
Counterparty: MCP_"Urban Vodokanal"

The subject of procurement
« Execution of works on the project: "Overhaul of water supply networks of Mira Ave. - ul. Frontier »

on the website of the State procurement

3650128177018000025 44-F/

Amount: 3,054,730.96 p

Status: Execution

Role: Supplier

Counterparty: MCP "Urban Vodokanal"

The subject of procurement

- Execution of works on the object: "Overhaul of water supply networks of Pobedy Ave."

on the website of the State procurement

05/03/2018 3650129452118000008 44-F7
Amount: 98,489,397.00 p
Status: Execution
Role: Supplier
Counterparty: MKU "UDHIB"

I'ne subject of procurement
- Performance of works on the object "Major repairs and repair of yard territories and driveways to the courtyards of MKD"

o

01/09/2018 3650123897517000113 44-F7
Amount: 186 000 000.00 £
Status: Discontinued
Role: Supplier
Counterparty: MKU "UKS" Cities of Yuzhno-Sakhalinsk

T Lo o _ ¢

+ performance of works on the objects: "Major repairs and repair of yard territories and driveways to the courtyards of MKD"

on the website of the State Erucurement

Source: https://www.rusprofile.ru/qz/2893948
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Information on Government contracts from a Russian official business registry aggregator
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Annex 79 : Bank details for LLC “SAKORENMA”

MK atielue patom no ooverim « Kanumassbii Pepmosm u pestosin) 98g 7 U 1Poeasos K o MKy

KonTpakra coobmenns Ctopona, monyunBinas ¢ro, o0s3aHa HalpaBuTh OTBET Ha 3TO COOOIIECHAE.

14.4. B caywae ecinn orBeT Ha coobluenne He OVCT [101YHCH HAIPaBUBILEH COOOIIEHNE
Croponoii No ucTeueHnn cpoka, ykazanroro B . 14.3. Korrpakra 160 eciiu CTOPOHET He TIPHYT
K COIMAIIEHHIO [0 BO3HHKIIUM PasHOIIIACHAM, CIOP MOTIEKHT Tepedade Ha pPacCMOTPEHHE B
apOuTpaubii cya CaxaJHHCKOH 00JIacTH.

15. HPOYHE YCJIOBHS.

15.1.  Bo BceM OCTaJbHOM, He NPEIYCMOTPEHHOM HacToAIAM KOHTPakTOM. CTOPOHBI
PYKOBOACTBYI0TCS ACHCTBYIONIMM 3aKOHOATeNbCTBOM PO,

15.2. B xauecTBe HEOTLEMJIEMOH YAaCTH K HACTOAMEMY KOHTPAKTY MPHJIAralorcs:

1. Texnugeckoe 3aganue (Ilpunoxcime Ne 1);

2.Cwmeta (ITpunoxcrue Ne 2);

3.JIOKYMEHT, TIPeIyCMOTPEHHBIN 3aKOHO/ATEALCTBOM PP w1 obecneueHus HCIOIHCHUS
rxonrtpakra ([Ipunoxenne Ne 3).

16. AIPECA U BAHKOBCKHE PEKBHU3UTbl CTOPOH
16.1 3AKA3ZYHK:

MyHuuHILIBHOE KaselHoe yupesxkiaenHe ropoackoro oxkpyra «lopox IOxmo-Caxaaunck»
«YOpaBACHHC JOPOKHOIO Xo03fHcTBAa W OaaroycrpoiicTBa» opHaMueckuii axpec: 693000,
Caxanunckasd obmacte, T. FOwno-Caxanuuck, yi. XaOaposekas 49; nowrossit agpec: 693000,
Caxamnckas obmacts, . IOwuno-Caxanunck, np. IoGeus, 62 A; teu. 8 (4242) 300-971 (106.13),
taxc 8 (4242) 300-831; e-mail udhib@yuzhno-sakh.ru; MTHH/KIIH: 6501294521/650101001; YOK
no Caxanmunckoit obnactw (JI® aamuaucrpanmy r.H-Caxanuucka, MKY «Viipasienue 10poKHOTO
xo3diictBa @ Onaroycrtpoiictay a/c 03902000140); Otaenenme HOxuo-Caxammuck riOxHO-
Caxamack:; BUK 046401001 p/c: 40204810200010000021; OT'PH 1176501008254

162, HOJAPSIYHK:

OO0mecTBO ¢ oOrpaHHYeHHOH OTBeTCTBeHHOCTHK «(CoBMecTHOE poccHiicKo-Kopeiickoe
npernpustae CaKo Penma opnanyeckuit/moaroBeiii ampec: 693000, Poccniickas ®egepaums,
Caxasmuckas obnacrs, KOxuo-Caxamuuck, [lonesas, 8; Temedon: 7 (4242) 776-539, daxc: 7

(4242) 771-949, E-Mail: sakorenmai@yandex.ru; WHH/KIIL:  6501104474/650101001:
bankorckue peksmznter: QUL 040813713; Pac/c:
40702810908560002335; Kop/c: 30101810708130000713.

MOJANMUCH CTOPOH

Hacrosimuii KORTpaKT NOAMHCAH 31eKTPOHHOH UH(POBOH MOAMUCHIO:
JInua, umMconiero npaBo NOJANUCH OT Jluua, HMe0mero Npaso HOAINCH 0T
nmenn 3AKASYHNKA umenu ITO/IPSITUYNKA

Havanonuk
E.C.Kyanx

I'enepasbHBIH AHPEKTOD
Cou Yau [lun

Limited Liability
Corporation “Joint
Russian-Korean
Enterprise SaKo
Renma”, Legal
-Address: 693000,
Russian Federation,
Sakhalinskaya Oblast,
Yuzhno-Sakhalinsk,
Polevaya, 8; Telephone:
7 (4242) 776-539, fax:
7 (4242) 771-949, E-
Mail:

sakorenma@yandex.ru;

Source: Municipal Contract No. 027-003-18, accessed via Unified Information System in the Sphere of

Procurement, http://zakupki.gov.ru/
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Annex 80 : Yongbyon SMW (e) Reactor and Light Water Reactor
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Annex 81 : Yongbyon Steam Plant

UN Panel of Experts
Established pursuant to Resolution 1874 (2009)

The boundaries and names showr | .5 N
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19-01704 337/364



S/2019/171

Annex 82 : Punggye-ri Nuclear Test Site

UN Panel of Experts
Established pursuant to Resolution 1874 (2009)
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Annex 83 : Pyongsan Uranium Mine and Concentration Plant
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Annex 84 : Ballistic missile infrastructure and parade imagery

1.  The Panel identified a then newly-constructed concrete launch pad®®? used for the 29 August intermediate
range Hwasong-12 launch at Pyongyang Sunan International Airport (see figure 1) It was built sometime after the
last available Planet Lab image of 12 August 2017 (left). Planet Lab imagery dated 2 September shows vegetation
burnt as a result of the 29 August launch (centre).

Figure |

2017 | 2 Sent 2017 7
12 Aue 201 2OSeut201

i

3
.
N
"

Source: Images courtesy of Planet Labs, Inc

Figure I1: Images showing the newly constructed launch pad at Pyongyang Sunan International Airport on
29 August 2017

Source: Korea Cemtral News Agency

192 | ocation of the launch pad: (39°15'40.96"N 125°40'32.79"E)
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2. A Member State confirmed the imagery analysis of the Panel concerning the partial dismantlement of Sohae
(Tongchang-ri) satellite rocket launch site!®® and of the vertical missile-engine test stand® (figure I11). Dismantle-
ment may be reversed as only light or moveable parts, such as the metal superstructure, were dismantled.

Figure 111

UN Panel of Experts
Established pursuant to Resolution 1874 (2009)
AN

50 100 m

4 aunch Pad
0

WV-3, 12 Januiary 2018 | [*

New building 4 , A7 LN

construction almost : e Moveable parts of  §

finished in January 2019 ER* v : \\ infrastructure dismantled ;
TV_'—TT"_

Rail-mounted structure
dismantlement between
July 2018 and January 2019

N

\7‘4

GeoEye-1, 5 December 2018

Map No. 4592.7 UNITED NATIONS Office of Information and Communications Technology
January 2019 Geospatial Information Section

198 |_ocation of the rocket launch pad: 39°39'36.22"N 124°42'19.27"E;
194 |_ocation of the engine test stand: 39°39'11.32"N 124°42'51.30"E;
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The Panel monitored developments at the Hoejung-ni Missile Operating base and the railway station!®

3.
Figure IV

UN Panel of Experts
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or° Ay IO
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195 |_ocation of the underground facility: 41°21'56.17"N 126°55'42.32"E and rail station, 41°23'6.65"N

126°54'28.58"E
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4. A new type of short-range ballistic missile!®® was unveiled at the military parade of 8 February 2018 cele-
brating the seventieth anniversary of the founding of the Korean People’s Army. Furthermore, the parading of four
Hwasong-15 missiles mounted on transporter erector launchers demonstrated the intercontinental strike capability
and the mobility of the weapon system (see figure V) as well as the three ICBM Hwasong-14. The 12 ballistic
missile systems, consisting of six Pukguksong-2 and six Hwasong-12, were also displayed.

Figure V: New type of short-range ballistic missile (top left and right); Hwasong-15 (bottom)

Source: Korean Central Television screengrab, courtesy of Martyn Williams.

1% On 15 April 2017, military parade of the Democratic People’s Republic of Korea.
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5. A Member State informed the Panel that the Pukguksong-2 casing is built from a new composite casing which
was exhibited during a military parade and during a test launch of Pukguksong-2, as well as during the 23 August
2017 visit of Chairman Kim Jong Un to the Chemical Material Institute (CMI) at Hamhung!®7 :

Figure VI

Sdurce: Member State - KCNA

197 Located at 39°57'27.01" N 127°33'22.88"E, in new building, 250 m to the east of the older CMI
structures. The materials are wound from composite fibers.
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Annex 85 : The Panel’s assessment of humanitarian consequences of UN Security Council
sanctions for the civilian population of the DPRK

1. Impartial humanitarian operations are a critical lifeline for millions of civilians in the Democratic People’s
Republic of Korea. Severe humanitarian needs persist including high levels of food insecurity and malnutrition,
and lack of access to essential health services, clean water and sanitation. More than 40 per cent of the population
(10.3 million people) is undernourished®® and one in five children is stunted.'®® Over nine million people have
limited access to essential health services.?® A severe shortage of basic drugs persists. Over one-third of household
drinking water is contaminated. One in ten children suffers from diarrhea.?%

2. According to paragraph 25 of resolution 2397 (2017), sanctions measures are “not intended to have adverse
humanitarian consequences for the civilian population of the DPRK” or “to affect negatively the work of interna-
tional and non-governmental organizations carrying out assistance and relief activities in the DPRK for the benefit
of the civilian population of the DPRK”. To assess the situation, the Panel gathered information from various
sources including close to 20 non-governmental organizations and all UN agencies operating in the country on how
humanitarian operations have been affected by the process for applying for humanitarian exemptions, the sectoral
sanctions and the lack of a viable banking channel (annexes 86 and 87). The Panel notes that the implementation
of sectoral sanctions in particular has had an impact on the activities of international humanitarian agencies working
to address chronic humanitarian needs in the country.

3. Pursuant to paragraph 25 of resolution 2397 (2017), the Committee has broad authority to grant exemptions
on a case-by-case basis, inter alia, to facilitate humanitarian assistance in the DPRK. To strengthen the mechanism
for humanitarian exemptions, in August 2018 the Committee adopted Implementation Assistance Notice (IAN) No.
7: “Guidelines for Obtaining Exemptions to Deliver Humanitarian Assistance to the DPRK”, offering recommen-
dations to Member States and international and non-governmental organizations regarding the exemption request
procedures. While the Committee received and reviewed exemption requests for humanitarian assistance before
the adoption of the IAN No. 7, its adoption was a welcome step towards streamlining and expediting the processing
of exemption requests, and raising expectations that this would significantly improve the Committee’s review and
approval process for exemption requests.

4.  Based on an initial assessment of the practice for the first five months since the adoption of the IAN No. 7,
humanitarian agencies have experienced various challenges. Among others, the process requires a very generous
lead time in planning shipments of humanitarian goods, including locating suppliers and financial agents willing
to bid or contract for the provision of goods and services before an exemption is obtained. Any changes to planned
suppliers, shipping routes, item specifications, or quantities between those indicated in the approved exemption
request and at the time of the actual shipment may render the exemption invalid. The long lead time perceived to
be necessary for the exemption approval process could also make it difficult for humanitarian agencies to respond
effectively to contingencies such as a natural disaster or an outbreak of disease.

5.  The Committee has received 25 humanitarian exemption requests during the reporting period. Two requests
were withdrawn, 16 requests were approved, while seven requests remain under consideration by the Committee. 2%2

6. Expediting the review and approval by the Committee of exemption requests for humanitarian programs,
starting with requests currently before the Committee, will help to alleviate the suffering of hundreds of thousands

18 2018 Needs and Priorities Plan

192017 DPR Korea Multiple Indicator Cluster Survey (MICS) Findings Report;
https://www.unicef.org/press-releases/better-indicators-children-dpr-korea-challenges-
persist-new-data-situation-children

200 2018 Needs and Priorities Plan
https://reliefweb.int/sites/reliefweb.int/files/resources/DPRK%20NP%202018%20110418
%20FINAL.pdf

212017 DPR Korea Multiple Indicator Cluster Survey (MICS) Findings Report;
https://www.unicef.org/press-releases/better-indicators-children-dpr-korea-challenges-
persist-new-data-situation-children

202 Information about the exemptions approved by the Committee are posted on the website:
https://www.un.org/sc/suborg/en/sanctions/1718/exemptions-measures/humanitarian-
exemption-requests.
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of civilians. Furthermore, the Committee should consider ways to allow more flexibility with regard to the require-
ment of exemption requests being submitted every six months, which causes additional delays and prolongs the
already lengthy six to eight months’ lead time required for offshore procurement.

Sectoral sanctions

7. The sectoral sanctions imposed pursuant to paragraph 7 of resolution 2397 (2017) include prohibition of the
transfer to the DPRK of “all industrial machinery (HS codes 84 and 85), transportation vehicles (HS codes 86
through 89), and iron, steel, and other metals (HS codes 72 through 83)”, also affecting a number of humanitarian -
sensitive items (see annex 87). This paragraph does not include any direct mention of humanitarian exceptions,
other than civilian passenger aircraft spare parts. The Committee must, therefore, consider requests for humanitar-
ian exemptions to these sanctions, based on paragraph 25 of resolution 2397 (2017), which allows the Committee
to “on a case-by-case basis, exempt any activity from the measures imposed by these resolutions.”

8.  Paragraph 7 of resolution 2397 (2017) covers several goods which are vital to agriculture or public health
programs, including a variety of agricultural machinery and medical equipment (annex 87). Prohibited goods in-
clude machinery and parts for food processing factories; pumps, filters, pipes, and drilling equipment necessary to
address critical humanitarian needs, such as providing clean water to prevent diarrhea, one of the main killers of
children in the DPRK, and food security to reduce high malnutrition rates.

9. It should be noted that obtaining exemption requests from the Committee is but one stage of the process of
importing relief items into the DPRK. For example, non-governmental organizations’ submissions can be subject
to delays with Member States before they reach the Committee. Non-governmental organizations have little visi-
bility and no control over when the Member State submits their request to the Committee. The continued risk
adverse approach taken by suppliers and some transit countries’ authorities also continues to cause delays to the
delivery of life-saving humanitarian assistance.

Breakdown of the Banking Channel

10. Paragraph 33 of resolution 2270 (2016) prohibits the establishment or maintenance of correspondent accounts
with DPRK financial institutions unless approved by the Committee. In August 2016, the Committee approved an
exemption for Russia-based Bank Sputnik CJSC to maintain a correspondent relationship with the DPRK’s Foreign
Trade Bank (FTB) in order to facilitate transactions for United Nations agencies in the country. 2> Given that most
of the operational transactions occur outside the DPRK when procuring materials and paying expatriate staff sala-
ries, only 10 per cent of program funds are used within the country to cover on-site operational expenses such as
fuel and local staff salaries. 2%

11. The Committee’s action of 11 August 20162% enabled a mechanism whereby the UN Secretariat in New York
could transfer U.S. Dollars to Commerzbank AG in Germany, which would convert the Dollars to Euros and remit
payment in Rubles to Bank Sputnik in the Russian Federation. Bank Sputnik would then hold the payment in the
FTB correspondent account, and — lacking an electronic payment clearing system with the FTB — remit cash to
Pyongyang for deposit and use by United Nations agencies. However, since September 2017, when Commerzbank
cancelled its participation in DPRK-related transactions no alternative arrangements have been found, effectively
closing the humanitarian banking channel. 2 This collapse of the banking channel resulted in a shortage of cash
in-country, and will make it difficult for United Nations agencies to implement activities. United Nations agencies

203 See: https://www.un.org/sc/suborg/en/correspondent-account-approvals.

204 _etter from the UN Country team to the Panel on the Impact of Sanctions on Humanitarian
Operations in DPRK, 14 December 2018.

205 Information about the correspondent accounts approved by the Committee are posted on the
website: https://www.un.org/securitycouncil/content/correspondent-account-approvals

206 Section 208(d) of the DPRK Policy and Sanctions Enhancement Act of 2016 (22 USC 9228)
delegates authority to the executive branch to facilitate a humanitarian banking channel to
the DPRK; however, it does not appear that this authority has been used. Additionally, the
U.S. government cannot compel a financial institution to service any particular market as
banks make their own compliance and risk-related decisions.
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and non-governmental organizations have increasingly had to rely on staff carrying large amounts of cash on their
person when traveling to the DPRK.2%

12. The challenges to aid agencies posed by UN financial sanctions have been compounded by de-risking — the
phenomenon by which financial institutions and other private-sector actors categorically reject all transactions tied
to a high-risk jurisdiction. This has been spurred by the threat of secondary sanctions by various Member States.
Disaggregating the specific impact of UN financial sanctions on humanitarian organizations operating in the DPRK
from that of unilateral sanctions measures and regulations can be difficult.

207 |_etter from the UN Country team to the Panel of Experts on the Impact of Sanctions on
Humanitarian Operations in DPRK, 14 December 2018.
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Annex 86 : Examples of impact of sanctions on the implementation of humanitarian
activities in the DPRK

immunization
clinics

request submitted
to the Committee
on 24 January

Sector UN agency or | Items impacted Status Impact of delay/denial
NGO or both
1 | Water and | Both For the WASH sector as a whole,
Sanitation from the planned 367,618 people to
receive clean water in 2018, at least
229,235 people, including an
estimated 16,000 under-five children
will not receive clean drinking water
due to delays resulting from need to
obtain exemptions and funding
shortfalls. This places children at risk
of diarrhoea, one of the main killers
of children, which is caused by
consumption of unsafe drinking water,
poor hygiene practices and inadequate
health services.
2 | Waterand | UN This included Exemption Significant delay in agency being able
Sanitation some essential request approved | to complete four gravity-fed water
supplies by the Committee | systems, placing 61,284 people,
required for four | with significant including an estimated 4,300 under-
gravity-fed delay on 18 five children, at risk of diarrheal death
water systems January 2019. associated with drinking contaminated
(which were part | The exemption water.
of a larger request was
procurement). submitted to the
Committee on 31
August 2018.
3 | Waterand | NGO Spare parts for Exemption Unable to complete installation of 35
Sanitation mobile drilling request submitted | wells with handpumps, to provide
rig, drill bits (6” | to Member State | communities with access to safe
and 8”), sludge 17 May 2018; water. The majority of these wells
pump, and still pending. were due to supply rural
others. kindergartens, schools and health
centres with clean water.
4 Health UN Emergency Exemption Delay in implementation of
Reproductive request pending emergency response project, as a
Health kits 6 A submission to the | result 150,000 pregnant women who
& 12 Committee. are due to deliver during the project
period will not have access to safe
delivery, and about 22,000 of the
pregnancies who are likely to face
complications during delivery will not
have access to blood transfusions if
required. These may result in a
negative impact on the maternal
mortality ratio that now stands at 58
per 100,000 live births.
5 Health UN Heaters for Exemption Fast tracking exemptions to facilitate

the humanitarian response to DPRK’s
harsh winter impact is critical. Delays
may inadvertently contribute to
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2019. Under children undressing for immunization

consideration. in temperatures that go as low as
minus 20 degrees Celsius. Moreover,
vaccines are rendered ineffective
when they freeze due to the lack of
heaters.

6 Health UN 9 units of Exemption 9 units of ambulance vehicles. Spare
ambulance request approved | parts are required to ensure regular
vehicles. Spare with significant maintenance of the five vehicles
parts of vehicles | delay on 18 previously allocated to MoPH for the
used to January 2019. implementation of the tuberculosis
distribute TB The exemption (TB) and malaria programs.
and malaria request was
supplies, and to submitted to the These vehicles have been used
conduct Committee on exclusively for the distribution by
monitoring and 31 August 2018. MoPH of TB and malaria program
supervision supplies from central to lower level
visits health facilities, and for supervision

and monitoring of activities in the
field. Without these vehicles there
will be serious challenges to
implement the programs.

DPRK is one of the 30 TB high
burden countries in the world. In
2017, there were a total of 100,553
TB cases (5,211 children under 15,
i.e. 5% of all cases).

Only 14 % of TB cases are tested for
drug resistance due to lack of
diagnostic resources in-country.
Multi-drug-resistant (MDR) TB is a
very severe type of TB with
substantial risk to transform curable
TB into incurable (with increased
mortality and massive public
transmission of the disease by non-
cured patients) and the affordable TB
treatment into unaffordable in
resource-limited settings. The
likelihood of ongoing MDR
transmission is very high.

7 Health UN Refrigerators Exemption The delays caused by the exemption

request approved | process is resulting in additional
by the Committee | financial burdens for agencies.
with significant
delay on 19 For example, purchase orders cannot
October 2018. be issued before the Committee’s
The exemption approval and sometimes grants may
request was expire before such approval is
submitted to the granted.

19-01704
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Committee on 31
August 2018.

In May 2018, an agency placed an
offshore procurement through its
supply division for refrigerators using
grants expiring in December 2018.
The exemption for these items was
received on 19 October 2018. By this
time the cost had increased from
$2,400 per unit to $2,994 per unit, and
the agency had to reduce the number
of refrigerators purchased for its
health program from 20 to 16.

8 Health UN Medical Exemption Non-availability of program supplies
equipment for request approved | resulting in delays for the referral of
maternal and by the Committee | emergency cases to health facilities.
neonatal with significant This will result in increased mortality.
emergencies delay on 19

October 2018. Because requests for exemptions can

The exemption only be submitted once every 6

request was months, offshore procurement can

submitted to the only be initiated then and not before.

Committee on 31 | Considering that lead time for

August 2018. offshore procurement is 6-8 months, it
can take up to 9 to fully equip the
maternity wards.

9 | Health NGO Assistive and Exemption People living with disabilities
mobility devices | request approved | identified as requiring assistive and
(wheelchairs, by the Committee | mobility devices have been waiting
crutches, on 30 January more than 10 months for these items.
walking stick, 2019. The
walker, hearing exemption
aid and glasses) | request was

submitted to a
Member State on
12 October 2018
and to the
Committee with
significant delay
on 3 January
20109.

10 | Food UN Irrigation Exemption As agricultural activities are time-
security equipment request pending bound, the implementation will be
and submission to the | delayed by at least one cropping
agriculture Committee. season with impacts on the food
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security and food diversity of the
affected population, raising the risk of
increased rates of undernutrition,
especially amongst the most
vulnerable people.

11 | Food
security
and
agriculture

UN

Agricultural
equipment (2-
WT, corn
thresher, mini
rice mill)

Exemption
request pending
submission to the
Committee.

As agricultural activities are time-
bound, the implementation will be
delayed by at least one cropping
season. This will affect the ability to
achieve the increase in food
production which is needed to address
need for food security and food
diversity. Without access to suitable
amounts and diversity of food,
vulnerable people are at increased risk
of malnutrition.

12 | Food
security
and
agriculture

UN

Sea buckthorn
processing
equipment

Exemption
request pending
submission to the
Committee.

As agricultural activities are time-
bound, the implementation will be
delayed by at least one cropping
season. This will affect the ability to
achieve the increase in food
production which is needed to address
need for food security and food
diversity. Without access to suitable
amounts and diversity of food,
vulnerable people are at increased risk
of malnutrition.

13 | Food
security
and
agriculture

NGO

e Plastic round
arc type
greenhouses

e Potato
storage
systems

e Ventilation
system

e Diesel
generator

Exemption
request submitted
to Member State
in May 2018;
still pending.

This will result in an inability to
produce vegetable seeds during the
winter period to be used during the
2019 early vegetable production in
2019 season. This will result in
farmers being unable to produce
thousands of kilograms of vegetables
which are vital for people’s food
security and dietary diversity to
prevent higher rates of malnutrition.

Lack of appropriate storage for seed
potatoes, or for vegetable, legume and
grass seeds.

Lack of electricity means unable to
run the seed machinery that has been
installed.

14 | Food
security
and
agriculture

NGO

Six bio-digester
sets

Exemption
request submitted
to Member State
in May 2018;
still pending.

Unable to complete energy production
project without bio-digester.

The biogas digesters properly treat
animal and human waste generated in
the facilities. A benefit of the
digesters is the production of
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methane-rich biogas, which is to be
used for cooking especially during the
winter. They are used to produce food
for people and animals; negative
impacts on the health of livestock will
have serious consequences on the
nutritional status of the most
vulnerable people, further limiting
their dietary intake and diversity.

15 | Food NGO Iron bar, Gabion | Exemption Unable to complete project that would
security wire (3t), request submitted | protect 2,140 square meters of
and Electrical to Member State | agricultural land against flooding.
agriculture Welder and in May 2018; During past five years, 95 people

others still pending. died, 4,054 houses were destroyed,
450 buildings demolished, 20.000 ha
arable land damaged due to flooding
in these areas. Without these activities
the lives of thousands of people are at
risk, as well as their ability to produce
sufficient food due to the negative
impacts of floods on agricultural land.

16 | Food NGO Veterinarian kits | Exemption Due to delays in receiving the kits,
security request approved | veterinarians will lack essential
and by Committee on | medicine and equipment for spring
agriculture 29 January 2019. | 2019, which is a particularly sensitive

The exemption period for goats’ health (parasites,
request was diarrhea...)

initially

submitted to a Livestock morbidity and mortality has
Member State on | severe impacts on the nutritional

20 October 2018 | status of vulnerable people, especially
and was children. Without this source of
submitted to the essential protein they risk increased
Committee with levels of malnutrition and other health
significant delay | concerns.

on 15 January

2019.

17 | Food NGO Distribution and | Exemption Without this equipment, children will
security consumption request approved | not have access to yoghurt and other
and equipment, by Committee on | milk products that is essential for their
agriculture including bowls, | 29 January 2019. | dietary diversity. The lack of dietary

cups, tricycles, The exemption diversity in DPRK, including lack of
stainless steel request was protein and essential vitamins and
churns, hygiene | initially minerals, contributes to high rates of
tools, water submitted to a malnutrition. Projects such as this that
tanks Member State on | provide children with supplementary

20 October 2018 | foods are essential to prevent more

and was children becoming malnourished.

submitted to the

Committee with

significant delay

on 15 January

2019.

352/364

19-01704



S/2019/171

18 | Food NGO Greenhouses Exemption Without these items, kindergartens
security and gardening request submitted | will not be able to grow and harvest
and equipment, to a Member vegetables, which are essential to
agriculture including tunnel | State on 20 provide children with an adequate diet

greenhouses, October 2018; during the lean season. Young

gardening tools, | still pending. children rely on food provided at

sprayers, seeds kindergarten; without this they risk
not receiving adequate nutrition and
face the risk of malnutrition due to
lack of adequate, nutritious food.

19 | Food NGO Equipment and Exemption The activity is delayed by more than
security tools for the request approved | nine months.
and micro-scale by the Committee
agriculture project for on 30 January Self-help group of people living with

people living 2019. The disabilities are waiting to start their
with disabilities. | exemption livelihood activities.

request was

submitted to

Member State on

12 October 2018

and to the

Committee with

significant delay

on 3 January

2019.

20 | Nutrition NGO Milk processing | Exemption Materials delivered end of November
equipment request approved | 2018, a delay of six months.
including by the Committee
pasteurizer, on 24 July 2018. Milk processing activities will not
cream separator, | The exemption begin until 2019, with impacts on the
butter machine, request was nutrition status of affected children
storage tank, initially who rely on the supplementary milk
lactoscan, lab submitted to a to increase their dietary diversity and
equipment, Member State on | prevent malnutrition.
stainless steel 20 April 2018
tools and and submitted to
churns, the Committee on
detergent, 12 June 2018.
gloves and
clothes.
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21 | Disaster NGO Raw material Exemption The activity is delayed by more than
Risk (cement, doors, request approved | nine months.
Reduction iron rod, by the Committee
sanitary ware, on 30 January Community is not well equipped to
poly propylene 2019. The mitigate impacts of future disasters as
pipe, Hollow exemption do not have access to community safe
iron rod for request was shelter
hand rail, water submitted to
tap and window | Member State on
etc.) for the 12 October 2018
refurbishment of | and to the
community Committee with
building (safe significant delay
shelter) on 3 January
2019.

22 | Disaster NGO Raw material Request for The proposed canal embankment
Risk (cement and exemption rehabilitation would mitigate the
Reduction gabions) for the | submitted to impact of future natural hazards

rehabilitation of | Member State on | (flood) and save the life of persons

canal 12 October 2018; | with disabilities and community.

embankment application is Without this project, vulnerable
under review. people are at risk of future floods.

Source: Letter from the UN Country team to the Panel of Experts on the Impact of Sanctions on
Humanitarian Operations in DPRK, 14 December 2018; updated on 31 January 2019.
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Annex 87 : Humanitarian-sensitive items prohibited under sectoral sanctions in resolution

2397 (2017)

sorting grains and legumes

Category HS Code Comment
Hand-tools for agriculture HS 8201
(shovels, hoes, spades, etc...)%®
Blades for agricultural, HS 820840
horticultural or forestry
machines
Dryers for agricultural products | HS 841931
Agricultural spraying machines HS 842449
Irrigation equipment HS 842482
Agricultural machinery for soil HS 8432
preparation (ploughs, seeders,
etc...)
Harvesting and threshing HS 8433
machinery
Presses, crushers for fruit juices | HS 8435
etc...
Miscellaneous agricultural HS 8436
equipment
Machines for cleaning and HS 8437

Misc. machines for industrial
processing of food and drink

HS 8438, excluding
HS 843840 (brewery
machinery)

This category includes machinery and spare
parts for NGO-supported food processing
factories.

Tractors & spare tractor parts

HS 8701 for
tractors, multiple
categories for spare
parts

Tractors and spare parts are not only needed
for general agricultural support activities, but
also for food security efforts at medical clinics
and schools.

Agricultural trailers, farm
wagons, and carts

HS 8716, multiple
subheadings

Prefabricated greenhouses,
animal sheds

HS 940690

Several NGOs have supported the use of
greenhouses in the DPRK for private crop
cultivation and for food security/nutritional
enhancement at medical facilities and schools
serving vulnerable populations.

208 Agriculture helps with diversifying diet and thus contributes to alleviating food insecurity, high
malnutrition and stunting rates.
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Category HS Code Comment

Nail clippers HS 821420 A U.S. NGO shipment of hygiene Kits to
DPRK medical facilities was seized at customs
in transit due to the presence of nail clippers in
the kits; it was released after six weeks.

Sterilizers for medical use HS 841920

Portable sprayers HS 842441 Used for malaria control.

UV lamps for disinfection HS 853939 Used for infection control.

Ambulances HS 8703, not Needed by many medical care centers due to

separately very poor transportation networks and

categorized from
other vehicles

infrastructure.

Carriages for disabled persons HS 8713 Several NGOs have worked to provide support
for persons with disabilities in the DPRK.

Medical appliances, including HS 9018 Essential to the delivery of medical care.

ultrasound and cardiograph

machines, syringes, needles,

catheters, dental and ophthalmic

equipment, etc...

Mechano-therapy appliances, HS 9019

such as artificial respiration

machines

Orthopedic appliances for HS 9021 Several NGOs have worked to provide support

persons with disabilities for persons with disabilities in the DPRK.

X-ray machines HS 9022 Essential for TB diagnosis and general medical
support. Accessories supporting digitization of
images is essential to
affordability/sustainability.

Medical, surgical, dental, or HS 9402 Critical to providing basic care for patients.

veterinary furniture (ie operating

tables, hospital beds)

Category HS Code Comment

Metal water tanks

HS 7309, HS 7310,
HS 7611

Pumps for liquids, including
pumps for household water
systems

HS 8413

Necessary for providing clean water to
households, clinics, etc..., as well as for
agricultural purposes.
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Water heaters

HS 841911 (gas),
841919 (solar), HS
851610 (electric)

Machinery for filtering or
purifying water

HS 842121, HS
842199 (for parts)

Lack of clean water is a major contributing
factor to persistent high rates of diarrhea and
malnutrition among vulnerable populations.

Machinery for water well drilling

HS 843049

Critical to long-term sustainable clean-water
interventions.

Category

HS Code

Comment

Metal tubes, pipes, pipe fittings,
etc...

HS 7303-7307 (iron
and steel); separate
HS codes for
copper, aluminum,
lead etc...

Used for the provision of clean water.

Roofing, siding, flooring, roof
drainage equipment

Included in HS
730890 (sheet
metal) and HS
761090 (aluminum)

After Typhoon Lionrock hit the DPRK in
2016, several NGOs responded by providing
roofing materials to help rebuild schools,
clinics, etc...

Screws, bolts, nails, staples,
etc...

HS 7317-7318

These are common items which are often
components of humanitarian-sensitive goods,
or part of the packaging thereof

Stoves, ranges, grates, cookers,
barbecues, etc...

HS 7321, HS
851660

Clean cook stoves provide significant health
and environmental benefits, compared to
cooking over open fires.

Iron, steel, or aluminum wire

HS 732620, HS
7605

Has numerous agricultural applications.

Aluminum foil

HS 7607

Has medical/laboratory uses.

Refrigerating and Freezing
Equipment

HS 8418, as well as
other categories for
refrigerated trucks.

Refrigeration and refrigerated trucks are
essential for the storage and transportation of
certain health-related goods such as vaccines,
diagnostic reagents, etc....

Generators HS 8502 Generators are important as a primary or back-
up power supply to medical clinics, etc...
which require a steady energy supply.

Electric transformers and HS 8504 Necessary for the steady supply of electricity

inductors to medical and laboratory equipment, as well
as for agricultural functions.

Electric storage batteries HS 8507 Necessary component to storing energy from

solar panels and other off-grid energy sources,
and used in many humanitarian applications.
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Centrifuges and centrifugal HS 8421 Items in this category are used for medical

dryers laboratory diagnostics (including for TB and
MDR-TB) as well as water purification. This
category also includes biosafety cabinets and
HEPA filters, which have important medical

applications.
Electrical apparatus (ie switches, | HS 8536 Necessary for the steady supply of electricity
relays, fuses, surge protectors) to medical and laboratory equipment.
Solar panels HS 854140 Important source for off-grid or backup energy

supply, including in medical clinics etc...

Insulated wires, cables HS 8544 Necessary for the steady supply of electricity
to medical and laboratory equipment.

Microscopes HS 9011-9012 Important for medical laboratory diagnostics.
Miscellaneous office supplies Multiple HS Humanitarian agencies have previously
(printers and print cartridges, categories supplied local partners with basic office
flash drives, barcode scanners, supplies and equipment to assist with
staplers, scissors, binders, paper administration, data collection, and patient
clips, etc...) record-keeping.

Sources: Humanitarian organizations

Note on methodology: The above tables identify humanitarian goods which are prohibited for export to the DPRK
under paragraph 7 of resolution 2397 (2017) including those strictly humanitarian in nature, as well as those serving
a broader array of purposes including humanitarian (such as electrical equipment necessary for hospitals and
clinics). The tables are not intended to be comprehensive.

While these items align with certain categories of goods with the Harmonized System (HS) codes administered by
the World Customs Organization, which are referenced in Resolution 2397, there is not always a straightforward
correlation between the lay categorization of certain goods and the HS code system. In some cases, even the most
specific (six digit) HS codes may still be so broad as to lump humanitarian-sensitive goods together with other
types of goods. For example, machinery for water well drilling is included in the same general category as all
“boring and sinking machinery.” In other cases, a certain category of humanitarian-sensitive good — spare parts for
tractors, for example — may be spread across multiple HS categories.

Additionally, although resolution 2397 (2017) only refers to goods categorized under HS chapters 72-89, a number
of humanitarian-sensitive goods that are categorized outside of this range nonetheless contain prohibited
components. For example, X-ray machines are categorized under HS 9022, but also incorporate various types of
metal and electronic components which could be categorized under HS chapters 72-89. In October 2018, the
Committee provided an exemption allowing UNICEF to ship X-ray machines into the DPRK, implying that the
Committee would otherwise consider shipment of such devices as prohibited.

Finally, it is noteworthy that some of the IT and communications equipment prohibited for export to the DPRK by

paragraph 7 of resolution 2397 (2017) may also have humanitarian uses, including such as USB flash drives,
portable media players, mobile phones, radios, etc.
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Annex 88 : Member States yet to submit implementation reports pursuant to paragraph
17 of resolution 2397 (2017

Africa Americas 94, Saudi Arabia
95. Syria
1. Algeria 50. Antigua and Barbuda 96. Timor-Leste
2. Angola 51. Bahamas 97. Turkmenistan
3. Benin 52. Barbados 98. Uzbekistan
4. Botswana 53. Belize 99. Yemen
5.  Burkina Faso 54. Bolivia (UNSC non-
6. Burundi permanent member 2017- | Europe
7. Cabo Verde 2018)
8. Cameroon 55. Brazil 100. Andorra
9.  Central African Republic 56. Costa Rica 101. Azerbaijan
10. Chad 57. Cuba 102. Bosnia and
11. Comoros 58. Dominica Herzegovina
12. Congo 59. Ecuador 103. Croatia
13. Cote d'lvoire (UNSC non- 60. El Salvador 104. Iceland
permanent member 2018- 61. Grenada 105. Ireland
2019) 62. Guyana 106. Luxembourg
14. Democratic Republic of 63. Haiti 107. Republic of Moldova
the Congo 64. Honduras 108. San Marino
15. Djibouti 65. Jamaica 109. Slovenia
16. Kingdom of Eswatini 66. Nicaragua 110. The former Yugoslav
17. Ethiopia (UNSC non- 67. Paraguay Republic of Macedonia
permanent member 2017- 68. Peru (UNSC non-
2018) permanent member 2018- | §eeania
18. Gabon 2019)
19. Gambia 69. Saint Kitts and Nevis 111. Australia
20. Ghana 70. Saint Lucia 112. Fiji
21. Guinea 71. Saint Vincent and the 113. Kiribati
22. Guinea-Bissau Grenadines 114. Marshall Islands
23. Kenya 72. Suriname 115. Micronesia
24. Lesotho 73. Trinidad and Tobago 116. Nauru
25. Liberia 74. Uruguay 117. Palau
26. Libya 75. Venezuela 118. Papua New Guinea
27. Madagascar 119. Samoa
28. Mal{:IWI Asia 120. Solomon Islands
29. Mali o 121. Tonga
30. Maur!tgnla 76. Afghanistan 122. Tuvalu
31. Mauritius 77. Bahrain 123. Vanuatu
32. Morocco 78. Bangladesh
33. Mozambique 79. Bhutan
34. Namibia 80. Brunei Darussalam
35. Niger 81. Cambodia
36. Nigeria 82. Indonesia (UNSC non-
37. Rwanda permanent member 2019-
38. Sao Tome and Principe 2020)
39. Senegal 83. Iran
40. Seychelles 84. Jordan
41. Sierra Leone 85. Kazakhstan (UNSC non-
42. Somalia permanent member 2017-
43. South Africa (UNSC non- 2018)
permanent member 2019- 86. Kuwait (UNSC non-
2020) permanent member 2018-
44. South Sudan 2019)
45. Tanzania 87. Kyrgyzstan
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46. Tunisia 88. Lebanon
47. Uganda 89. Malaysia
48. Zambia 90. Maldives
49. Zimbabwe 91. Myanmar
92. Nepal
93. Oman

Source: The Panel
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Annex 89 : Recommendations
To the Security Council:

1. The Panel recommends that future Security Council resolutions stipulate the unit of
measurement to be used by Member States in their reporting to the Committee.

2. The Panel recommends that the Security Council, when drafting future financial sanc-
tions measures, take account of DPRK cyberattacks to circumvent the resolutions by illegally
generating revenue for the DPRK.

3. The United Nations Secretary-General should request the Secretariat to carry out an as-
sessment of the humanitarian impact of sanctions in the DPRK.

To the 1718 Committee:

4.  The Panel recommends that the Committee designate the following vessels for illicit trans-
fers of petroleum products in violation of paragraph 5 of resolution 2397 (2017):

Myong Ryu 1 (IMO number: 8532413), DPRK flag
Song Won (IMO number: 8613360), DPRK flag

Jin Yang 36 (& ¥ 36), flag unknown
Xing Ming Yang 888 (IMO number 8410847), Sierra Leone

5.  The Panel reiterates its recommendation for the designation of Han Hun Il (Edward Han)
and also recommends the designation of Yong Kok Yeap and Yazid Merzouk of MKP Malaysia
and MKP Zambia.

6. The Panel reiterates its previous recommendations for the designation of Pan Systems?®®
to be accompanied by the names of all of its front companies (including Glocom, International
Golden Services, International Global System) as aliases, for involvement in the financing and
sales of arms and related materiel.

Name:'®  Pan-Systems Pte.-Ltd.(Pyongyang-branch)-# i

Ak.a:-®  Wonbang Trading-Co., Glocom, International-Golden -Services,-
International-Global-System =

Address:-® Room-818,-Pothonggang-Hotel,-Ansan-Dong, Pyongchon-district,

Pyongyang, Democratic‘People’s Republic-of Korea =

o i

jui

Director:*® Ryang-Su‘Nyo; ® it

Employees: Pyon-Won-Gun,-Pag-Won-Chol,‘Ri-Sin‘Song, -Kim ‘Sung-Su, Kim- n
Chang-Hyok and Kim ‘Pyong-Chol; =

Telephone: +850-218-111+(ext.-8636). % 1

7.  The Panel reiterates its previous recommendation to designate: Ri Ik (Li 1k), Wang Zhi
Guo and Ri Ho Nam

8. Information about cyberattacks conducted by RGB as a means to evade financial sanc-
tions and to gain foreign currency should be added to the RGB’s entry on the 1718 Sanctions
List.

209 See S/2017/742, para. 62 and S/2018/171, page 77 (Recommendation 1).
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9. The Panel recommends tha the Committee clarify the definition of joint ventures and
cooperative entities contained within paragraph 18 of resolution 2375 (2017).

10. The Panel recommends that the Committee include the provision in paragraph 11 of res-
olution 2375 (2017) to the vessel designation criteria and incorporate it into the existing lists of
designated vessels as appropriate.

11. The Panel recommends that the Committee amend the delisting procedure to allow Mem-
ber States to request delisting on behalf of a vessel owner (for the Panel’s proposal for amended
procedure for delisting for vessels, see annex 20).

12. In order to allow more effective due diligence by flag States, other Member States and
the maritime-related industries, the Committee should consider consolidating the designated
vessels in one document. Information provided on the vessels should include the measures ob-
ligated under the relevant resolutions such as asset freeze, denial of port entry, and cancella-
tion of registration or vessel services. Incidents of deregistration reported to the Committee
should also be reflected to prevent inadvertent re-registration.

13. The Panel recommends that discussions in the Committee on humanitarian exemption
requests be time-bound and that focus groups within the Committee meet on a regular basis to
examine humanitarian issues with a view to expediting the processing of such requests.

14. Inorder to alleviate unnecessary burdens on Member States, United Nations agencies and
humanitarian organizations, the Committee should publish a whitelist of certain non-sensitive
items used in humanitarian operations that fall under the broad categories of items subject to
the sectoral sanctions in paragraph 7 of resolution 2397 (2017) requiring an exemption for
humanitarian shipment into the DPRK.

15. The Committee should continue to seek feedback from Member States, United Nations
agencies and humanitarian organizations applying for exemptions under the terms of the AN
No. 7 guidelines and work to streamline and simplify the application process to the extent pos-
sible, including by providing greater flexibility regarding the technical specifications of
planned shipments, the parties involved, and the frequency of requests/submissions.

To Member States:
16. Flag States should inform the Committee and the Panel of vessels that they deregister.

17. Flag States should monitor the AIS of their vessels and those illegally sailing under their
flag to better ensure implementation of the resolutions.

18. Members States should consider introducing a regulatory requirement for P&I insurance
and re-insurance companies to include AIS screening and an “AIS switch off” clause in their
contracts for at-risk vessels operating in the relevant regions.

19. Member States should consider introducing a regulatory requirement for petroleum

product trading, refining and producing companies to include end-use delivery verification
measures and AlS screening clause as well as an “AIS switch-off” clause in their contracts.
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20. Member States of the International Maritime Organization (IMO) should consider
measures to improve information-sharing and maritime regulation enforcement by flag States
and other interested parties.

21. Member States should consider introducing legislation to ensure that global and regional
banks operating in their jurisdiction introduce AIS screening and vessel due diligence risk
assessment clauses into letters of credit, loans and other financial instruments for global and
regional commodity traders and brokers trading in oil and petroleum products in higher risk
Free on Board (FoB) markets in the affected areas.

22. Member States and relevant international organizations should ensure that the global
and regional commodity trading companies and tanker fleets operating under their jurisdic-
tions and in those at-risk segments of the Free on Board (FoB) market and/or engaging in ship-
to-ship transfer in the affected international waters adopt contractual language that includes
an effective end use delivery verification mechanism.

23. Member States and relevant international organizations should ensure that the global
and regional commodity trading companies and tanker fleets operating under their jurisdic-
tions and those segments of the affected Free on Board (FoB) markets assess the AlS history
of all vessels they intend to supply with products banned under the resolutions.

24. Member States should ensure that the provisions on financial sanctions in the resolutions
take account of DPRK cyberattacks to circumvent the resolutions by illegally generating rev-
enue for the DPRK.

25. Member States should enhance their ability to facilitate robust information exchange on
the DPRK’s cyberattacks with other governments and with their own financial institutions, to
detect and prevent attempts by the DPRK to employ its cyber capabilities for sanctions evasion.

26. Given the pervasive use of accounts in the names of family members to evade sanctions,
the Panel recommends that governments provide their financial institutions with a list not only
of accredited diplomats, but of their family members to ensure that diplomats do not establish
additional bank accounts in their names.

27. The Panel recommends that Member States issue guidance for a single bank to be identi-
fied as the only bank that can hold accounts for the DPRK embassy and diplomats and that all
others are advised not to hold accounts for DPRK diplomats or their family members.

28. The Panel recommends that Member States advise their financial institutions not to open
accounts for DPRK diplomats not accredited to their country and to share information on the
financial activities of DPRK diplomats with other Member States where records show there
has been financial activity to avoid cross-border circumvention of sanctions.

29. Member States should advise their financial institutions that only closing bank accounts
(as opposed to freezing) does not meet the requirements of the resolutions, which stipulate that
they must freeze all assets controlled by designated individuals or entities, those operating on
their behalf, as well as of any members of the DPRK Government that are engaged in violating
or evading of any of the provisions of the resolutions.

30. Member States should offer technical assistance to other Member States to help them

strengthen their legal frameworks and related mechanisms to implement the financial provi-
sions in the resolutions, as appropriate and in line with Article 49 of the UN Charter.
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31. Aspartof their implementation of paragraph 18 of resolution 2375 (2017), Member States
should request their corporate registries to extract the details of all companies with DPRK
national director or shareholders (which de facto violates the ban).

32. Given that joint ventures have violated other provisions of the resolution in addition to
paragraph 18 of resolution 2375 (2017), the names of those directors and shareholders should
be shared with investigation agencies, financial intelligence units and financial institutions.

33. The Panel recommends that Member States clarify with their national agencies that in-
surance providers are financial institutions and therefore subject to all of the relevant financial
provisions in the resolutions, including the need to freeze assets under the resolutions.
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