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  Note by the President of the Security Council 
 

 

 In paragraph 2 of resolution 2407 (2018), the Security Council requested the 

Panel of Experts established pursuant to resolution 1874 (2009) to provide a final 

report to the Council with its findings and recommendations. 

 Accordingly, the President hereby circulates the report received from the Panel 

of Experts (see annex). 

 

  

 

 * Reissued for technical reasons on 12 March 2019. 
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Annex 
 

  Letter dated 21 February 2019 from the Panel of Experts 

established pursuant to resolution 1874 (2009) addressed 

to the President of the Security Council 
 

 

 The Panel of Experts established pursuant to resolution 1874 (2009) has the 

honour to transmit herewith, in accordance with paragraph 2 of resolution 2407 

(2018), the final report on its work.* 

 The attached report was provided to the Security Council Committee established 

pursuant to resolution 1718 (2006) on 1 February 2019 and was considered by the 

Committee on 21 February 2019. 

 The Panel would appreciate it if the present letter and its enclosure were brought 

to the attention of the members of the Security Council and issued as a document of 

the Council. 

 

 

(Signed) Hugh Griffiths 

Coordinator 

Panel of Experts established pursuant to 

Security Council resolution 1874 (2009) 

(Signed) Olaf Andrieu 

Expert 

(Signed) Dmitry Kiku 

Expert 

(Signed) Stephanie Kleine-Ahlbrandt 

Expert 

(Signed) Maiko Takeuchi 

Expert 

(Signed) Jong Kwon Youn 

Expert 

(Signed) Jiahu Zong 

Expert 

 

 

  

 

 * Ms. Yvonne Yew, the eighth member of the Panel of Experts, was appointed by the Secretary-

General on 18 January 2019 and took up her official functions in New York on 28 January 

2019. 

https://undocs.org/en/S/RES/1874%20(2009)
https://undocs.org/en/S/RES/1874%20(2009)
https://undocs.org/en/S/RES/2407%20(2018)
https://undocs.org/en/S/RES/2407%20(2018)
https://undocs.org/en/S/RES/1718%20(2006)
https://undocs.org/en/S/RES/1874%20(2009)
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Enclosure 
 

  Letter dated 1 February 2019 from the Panel of Experts 

established pursuant to resolution 1874 (2009) addressed to the 

Chair of the Security Council Committee established pursuant to 

resolution 1718 (2006) 
 

 

 The Panel of Experts established pursuant to resolution 1874 (2009) has the 

honour to transmit herewith, in accordance with paragraph 2 of Security Council 

resolution 2407 (2018), the final report on its work.* 

 The Panel would appreciate it if this letter and its annex were brought to the 

attention of the members of the Security Council Committee established pursuant to 

resolution 1718 (2006). 

 

 

(Signed) Hugh Griffiths 

Coordinator 

Panel of Experts established pursuant to 

Security Council resolution 1874 (2009) 

(Signed) Olaf Andrieu 

Expert 

(Signed) Dmitry Kiku 

Expert 

(Signed) Stephanie Kleine-Ahlbrandt 

Expert 

(Signed) Maiko Takeuchi 

Expert 

(Signed) Jong Kwon Youn 

Expert 

(Signed) Jiahu Zong 

Expert 

 

 

 

  

 

 * Ms. Yvonne Yew, the eighth member of the Panel of Experts, was appointed by the Secretary-

General on 18 January 2019 and took up her official functions in New York on 28 January 

2019. 

https://undocs.org/en/S/RES/1874%20(2009)
https://undocs.org/en/S/RES/1718%20(2006)
https://undocs.org/en/S/RES/1874%20(2009)
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  Report of the Panel of Experts established pursuant to resolution 

1874 (2009)  
 

 

 Summary 

 The nuclear and ballistic missile programmes of the Democratic Peopleôs 

Republic of Korea remain intact and the country continues to defy Security Council 

resolutions through a massive increase in illegal ship-to-ship transfers of petroleum 

products and coal. These violations render the latest United Nations sanctions 

ineffective by flouting the caps on the import of petroleum products and crude oil 

by the Democratic Peopleôs Republic of Korea as well as the coal ban, imposed in 

2017 by the Security Council in response to the countryôs unprecedented nuclear 

and ballistic missile testing. In addition to information provided to the Panel by 

several Member States on ship-to-ship transfers, one Member State indicated, while 

queried by another, that the Democratic Peopleôs Republic of Korea had already 

procured over 500,000 barrels of refined petroleum products in 2018. Global banks 

and insurance companies continue to unwittingly facilitate payments and provide 

coverage for vessels involved in ever-larger, multi-million-dollar, illegal ship-to-

ship transfers of petroleum products, as well as an increasing number of ship-to-ship 

coal transfers and attempted transshipments. 

 The Democratic Peopleôs Republic of Korea continues to violate the arms 

embargo and has attempted to supply small arms and light weapons and other 

military equipment to Houthi rebels in Yemen, as well as to Libya and the Sudan, 

via foreign intermediaries, including Syrian arms trafficker Hussein al-Ali in the 

case of the Houthi rebels. The Panel continued investigations into designated entities 

and individuals in Asia who clandestinely procured centrifuges for the nuclear 

programme of the Democratic Peopleôs Republic of Korea and attempted to sell a 

wide range of military equipment to armed groups and Governments in the Middle 

East and Africa. The Panel investigated the involvement of the Democratic Peopleôs 

Republic of Korea in gold mining in the Democratic Republic of the Congo, the 

construction of a military camp in Sierra Leone and the sale of fishing rights in the 

waters surrounding the Democratic Peopleôs Republic of Korea, as well as activities 

of designated entities and other prohibited activities around the world. The Panel 

also investigated the acquisition by the Democratic Peopleôs Republic of Korea of 

leading luxury brand goods, such as Rolls-Royce, Mercedes-Benz and Lexus 

vehicles. The worldôs largest container shipping line continued to unwittingly 

transport prohibited items later seized by Member States. 

 Financial sanctions remain some of the most poorly implemented and actively 

evaded measures of the sanctions regime. Individuals empowered to act as 

extensions of financial institutions of the Democratic Peopleôs Republic of Korea 

operate in at least five countries with seeming impunity. The Reconnaissance 

General Bureau continues its international financial operations by transferring funds 

from accounts closed in the European Union to those held at financial institutions in 

Asia. The global operations of Glocom and the Malaysia-Korea Partners Group of 

Companies (MKP) continue despite the Panelôs past reporting on their illicit 

activities and show the ongoing use of overseas companies and individuals to 

obfuscate income-generating activities for the regime of the Democratic Peopleôs 

Republic of Korea. The Panel also investigated companies acting as possible 

cooperative entities or joint ventures, some of which are officially registered as joint 

ventures and others that more actively conceal the nature of their collaboration with 

the Democratic Peopleôs Republic of Korea. A number of these entities have also 

violated other provisions of the resolutions, including by maintaining links to 

designated entities. The Panel also investigated the sophisticated cyberattacks 

https://undocs.org/S/RES/1874%20(2009)
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carried out by the Democratic Peopleôs Republic of Korea against multiple Member 

States to evade financial sanctions. 

 Ship-to-ship transfers involve increasingly advanced evasion techniques. The 

disguising of vessels through ship identity theft and false Automatic Identification 

System (AIS) transmissions is not being taken into account by most global and 

regional commodity trading companies, banks and insurers, whose due diligence 

efforts fall extremely short. The manipulation of vessel AIS transmissions remains 

an overarching feature of illegal transfers, contrary to International Maritime 

Organization (IMO) regulations governing safety of life at sea, which require that 

AIS be in operation at all times. This highlights weak monitoring by flag States. In 

addition, insurers do not monitor the AIS of the vessels for which they provide 

coverage and services. Other methods of evasion include physical disguise of 

tankers of the Democratic Peopleôs Republic of Korea, the use of small, unregistered 

vessels, illegal name-changing and other forms of identity fraud, night transfers and 

the use of additional vessels for transshipment. In addition to evading sanctions, the 

Democratic Peopleôs Republic of Korea and its maritime fleet are systematically 

violating the United Nations Convention on the Law of the Sea, routinely engaging 

in double-flagging and providing safe harbour for hijacked ships. The Panel 

inspected seized vessels engaged in prohibited coal trades, documenting ship 

identity laundering, whereby the owners had deceived IMO into providing new 

vessel identity numbers to avoid repeat detection. The Panel found that ports and 

airports in the Democratic Peopleôs Republic of Korea were being used for rampant 

violations of the resolutions, ranging from illegal oil imports and coal exports to the 

smuggling of bulk cash by nationals of the Democratic Peopleôs Republic of Korea. 

Furthermore, the Panel found that the country was using civilian facilities, including 

airports, for ballistic missile assembly and testing with the goal of effectively 

preventing ñdecapitationò strikes. 

 Diplomats of the Democratic Peopleôs Republic of Korea continue to play a 

key role in sanctions evasion. While some Member States have limited the number 

of bank accounts of the countryôs embassies and diplomats as required by the 

resolutions, the latter are evading this provision by controlling accounts in multiple 

countries, including those to which they are not accredited. Diplomats and 

representatives of designated entities of the Democratic Peopleôs Republic of Korea 

also circumvent the assets freeze and the limit on the number of diplomatic bank 

accounts by holding accounts in the name of family members and front companies 

and by establishing accounts in multiple jurisdictions. Diplomats of the Democratic 

Peopleôs Republic of Korea continue to travel under false accreditation in their 

passports and have also facilitated the countryôs efforts to illegally export large 

quantities of coal through transshipment to disguise the origin. 

 Member States, United Nations agencies and humanitarian organizations have 

expressed concern that despite the exemption provisions in the resolutions and the 

Committeeôs efforts, United Nations agencies and humanitarian organizations 

continue to experience difficulties in meeting critical life-saving needs of vulnerable 

populations in the Democratic Peopleôs Republic of Korea. 

 The present report offers a series of recommendations for designation and other 

practical measures to assist Member States and the Security Council in addressing 

implementation challenges and shortcomings. 
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 I. Introduction  
 

 

1. In paragraph 2 of resolution 2407 (2018), the Security Council requested the 

Panel of Experts established pursuant to resolution 1874 (2009) to provide to the 

Committee a final report with findings and recommendations. The present report 

covers the period from 2 February 2018 to 1 February 2019.1  

 

 

 II. Sectoral and maritime sanctions  
 

 

2. Ship-to-ship transfers of petroleum products by foreign-flagged vessels using 

flags of convenience are a primary method of sanctions evasion by the Democratic 

Peopleôs Republic of Korea. These transfers have increased in scope, scale and 

sophistication, with more than 50 vessels and 160 associated companies under 

investigation. Reports to the Panel by Japan, the Republic of Korea, the United 

Kingdom of Great Britain and Northern Ireland and the United States of America and 

the Panelôs own investigations show that illegal ship-to-ship transfers of petroleum 

products greatly accelerated in 2018. On 30 March, the Committee designated 27 

vessels and 21 entities, mainly for ship-to-ship transfers of petroleum. On 16 October, 

the Committee designated an additional three vessels. 

3. On 6 July 2018, the United States informed the Panel that the Democratic 

Peopleôs Republic of Korea had breached the petroleum cap stipulated in resolution 

2397 (2017), stating that between 1 January and 30 May 2018, tankers of the 

Democratic Peopleôs Republic of Korea had called at ports of the Democratic 

Peopleôs Republic of Korea at least 89 times, likely to deliver refined petroleum 

products illegally procured via ship-to-ship transfers2 and that ñthese sales must be 

halted given that, in our estimation, the UNSCR 2397 quota has been breachedò. On 

30 July 2018, the Panel received a note verbale from the Russian Federation in which 

it sought clarification on the projection provided by the United States. The Russian 

Federation also informed the Panel that the cap had not been officially reached 

according to the numbers reported to the Committee and therefore there were no 

grounds for suspension of refined petroleum products to the Democratic Peopleôs 

Republic of Korea. On 17 September 2018, the United States informed the Security 

Council Committee established pursuant to resolution 1718 (2006) that ñat least an 

additional 59 tanker deliveries to the DPRK have occurred from June 1 through to 

August 18 bringing the 2018 total to at least 148 deliveries, all of which involved 

deliveries to North Korean ports to unload refined petroleum products procured 

through UN-prohibited STS transfersò. The United States provided some imagery 

(see figure IX) and three scenarios to the Committee that ñmake clear that the DPRK 

has obtained far more than the 500,000 barrels it is authorized to procure in 2018ò 

(see annex 2).3 In a communication to the Committee dated 21 September, the Russian 

Federation stated that ñthe fragmentary information provided by the US regarding the 

cases of alleged illegal ship-to-ship transfers of refined petroleum products to DPRK 

vessels as well as the result of the US computer modelling are insufficient for the 

__________________ 

 1  Cyberattacks against the Panel continued to hamper its ability to report on the implementation of 

sanctions according to its mandate (see S/2018/171). In addition, the Panel notes that 

unauthorized disclosures of Committee proceedings and Panel internal reports and activities are 

damaging. 

 2  Annex 1 contains a table listing ports of delivery, together with a conservative estimate of the 

volumes delivered. 

 3  With regard to the differences between data submitted by the United States of America in July 

and September in the column ñDelivery Volume if 33% Ladenò, this appears to have been caused 

by a different formula being applied (õ3 for the July submission and x0.33 for the September 

submission) and by limiting the figures to two digits after the decimal point. 

https://undocs.org/S/RES/2407%20(2018)
https://undocs.org/S/RES/1874%20(2009)
https://undocs.org/S/RES/2397%20(2017)
https://undocs.org/S/RES/1718%20(2006)
https://undocs.org/S/2018/171
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Committeeôs decision to completely cease refined petroleum export to the DPRK 

before the end of the year é a full investigation and corresponding conclusions of 

the Panel of Experts of the Committee of 1718 are requiredò (see annex 3). 

4. While the Panel lacks the definitive evidence to conclude that the cap has been 

breached, since September 2018, it has nevertheless obtained evidence of the 

increasing frequency of ship-to-ship transfers and of one unprecedented prohibited 

petroleum product transfer comprising 57,623.491 barrels alone, worth $5,730,886. 

The Panelôs investigation of this transfer reveals the most sophisticated case of 

Democratic Peopleôs Republic of Korea-related vessel identity fraud to date, 

highlighting new sanction evasion techniques that defeated the due diligence efforts 

of the regionôs leading commodity trader, as well as the United States and 

Singaporean banks that facilitated the fuel payments and a leading United Kingdom 

insurer that provided protection and indemnity cover to one of the vessels involved. 

The case also underlines, once again, the extremely poor reporting, oversight, 

monitoring and control over the vessels exercised by the flag-of-convenience States 

under whose jurisdiction they apparently sail. These failures further demonstrate how 

the Democratic Peopleôs Republic of Korea and the transnational criminal networks 

with which they partner may operate freely within global logistics supply chains4 and 

were able to hide in plain sight in international waters for more than eight months 

after the owner of one of the vessels was designated for an assets freeze and travel 

ban. 

 

  Panama imposter 
 

5. On 11 November 2018, a Member State reported a suspected illegal ship-to-ship 

transfer on 28 October 2018 involving the Yuk Tung (IMO No. 9030591),5 designated 

for a global port entry ban and deflagging on 30 March 2018,6 and the Ocean Explorer 

(IMO No. 9388792) (see figure I).  

 

  

__________________ 

 4  In its 2018 final report, the Panel stated that the Democratic Peopleôs Republic of Korea ñis 

already flouting the most recent resolutions by exploiting global oil supply chains, complicit 

foreign nationals, offshore company registries and the international banking systemò. In this 

regard, the Panel noted that ñthe profit margins involved, coupled with the offshore nature of 

much of the affected oil, maritime and finance sectors, necessitate far greater private sector due 

diligence, information-sharing and self-policingò. (S/2018/171, summary). 

 5  The name ñMaikaò had been painted on the Yuk Tung together with a false IMO number. 

 6  The vesselôs owner, Yuk Tung Energy Pte, was also designated for an assets freeze and travel 

ban. ñSecurity Council 1718 Sanctions Committee adds 22 Entries to its Sanctions List, 

Designates 27 vesselsò, SC/13272, 30 March 2018. See https://www.un.org/press/ 

en/2018/sc13272.doc.htm.  

https://undocs.org/S/2018/171
https://www.un.org/press/en/2018/sc13272.doc.htm
https://www.un.org/press/en/2018/sc13272.doc.htm
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  Figure I 

Yuk Tung and Ocean Explorer on 28 October 2018 
 

 

Source: Member State. 
 

 

6. The Panelôs investigation found that beginning on at least 22 May 2018 in the 

East China Sea, the Yuk Tung engaged in vessel ñspoofingò, falsely transmitting its 

identity via its AIS as a supposedly Panama-flagged vessel named Maika using IMO 

number 9033969, as well as altering its course and destination.7 At the same time, the 

vessel legally authorized and registered with IMO number 9033969, the Comoros-

flagged Hika,8 remained anchored off Lome, in the Gulf of Guinea, more than 7,000 

miles away (see figure II).  

  

__________________ 

 7  Flag registries issue Maritime Mobile Service Identities (MMSI) numbers. These are not unique 

and may be duplicated. When a vessel changes flag, their MMSI number may be allocated to 

another ship. This results in ñspoofingò with one or more vessels being shown in two locations at 

the same time. See Maritime Intelligence, ñUnderstanding AIS (Automatic Identification 

System)ò, 10 March 2017. Available at https://maritimeintelligence.informa.com/ 

resources/product-content/understanding-the-automatic-identification-system.  

 8  On its final voyage, the Hikaôs name was altered to the Mahika on AIS transmissions. This name 

change meant that only one letter ñhò would need to be changed by the crew of the Yuk Tung to 

imply that the Mahika had become the ñMaikaò. The Panel is investigating possible collusion 

between the owners of the Hika and the Yuk Tung, which were engaged in similar trading patterns 

in East Africa and Asia prior to the Yuk Tungôs designation. 

https://maritimeintelligence.informa.com/resources/product-content/understanding-the-automatic-identification-system
https://maritimeintelligence.informa.com/resources/product-content/understanding-the-automatic-identification-system
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  Figure II 

Yuk Tung, a.k.a. Maika, begins spoofing Hika, a.k.a. Mahika 

 

Source: Windward. 
 

 

7. Commercial maritime intelligence platforms, ship radar, specialized maritime 

databases and vessel-scrapping information show that the deception continued 

throughout the months of June to November 2018. While the Yuk Tung was operating 

under a falsely broadcast IMO number before and during the October ship-to-ship 

transfer, the vessel that it was impersonating, the Hika, made its final voyage from 

the Gulf of Guinea to the Chittagong scrapping yards in Bangladesh,9 where it was 

beached for scrap on 9 October 2018 (see figure III).  

  

__________________ 

 9 See annex 8 for vessel scrapping information. 
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  Figure III 

  False AIS broadcasting by the Yuk Tung from August to October; on 28 and 

29 October 2018; final voyage of the Hika from 24 July to 9 October 2018 to 

Chittagong (left to right clockwise) 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Sources: Sea Searcher, the Panel, Windward. 
 

 

8. The above images show how the Yuk Tung transmitted an AIS signal, the 

disablement of which has been documented in previous Panel reports as a risk 

indicator of illegal ship-to-ship transfers and maritime-related activity of the 

Democratic Peopleôs Republic of Korea.10  This more sophisticated subterfuge 

succeeded, as the Yuk Tungôs false broadcasting of the IMO number of the Hika 

triggered no alerts on the part of flag States, commercial maritime intelligence 

platforms or other maritime service providers.  

 

  Physical disguise and false documentation 
 

9. The final element of the deception operation was physical disguise and false 

documentation. This activity appears to have been carefully pre-planned as the Yuk 

Tung and the Hika were unique in appearance: identical twin sister ships built in the 

same year by the same manufacturer according to the same design specifications with 

the exact same profile, tonnage and equipment. Imagery analysis provided by another 

Member State shows that after its designation in March 2018, the Yuk Tung was 

physically disguised with the abbreviation ñYTò removed from the painted circle on 

the vesselôs stack and the name and IMO number of the vesselôs stern changed to that 

of the Maika (see figure IV). The Yuk Tung also obtained a false or fake Equatorial 

__________________ 

 10 Uninterrupted AIS transmission by contracted vessels has become a requirement for a minority of 

global trading commodity companies with their regional offices clustered mainly in Singapore. 

These companies occupy the key position in global oil and petroleum product supply chains for 

East Asian ship-to-ship transfer markets, primarily through free-on-board contracts. 
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Guinean certificate of registry (figure V).11 The false registration papers 12 and fake 

AIS transmissions, coupled with the physical deceptions employed by the vessel, 

provided the cover necessary to deceive any of the current, few due diligence and 

active compliance measures deployed by most global and regional commodity 

traders. These deceptive measures triggered no alerts on the part of the global and 

regional banks that unwittingly facilitated the multiple financial transactions 

associated with this transfer or of the insurers and reinsurers that provided protection 

and indemnity and hull insurance. 

 

  Figure IV 

  Yuk Tung imagery analysis 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Member State. 
 

 

  

__________________ 

 11 Equatorial Guineaôs flag of convenience has a poor record of reporting ship registrations or annual 

tonnage to the International Maritime Organization (IMO) and has not replied to the Panelôs 

inquiries as to whether the document is a forgery or was issued under false pretenses. 

 12 According to the false Equatorial Guinea registration for the ñMaikaò, a.k.a. Yuk Tung, the 

shipowner was Virtue Base Development Ltd of the Seychelles. Virtue Base Development has a 

ñcare ofò address with Vanguard Shipping Safety Management in Kaohsiung City. On 3 December, 

the Panel wrote to Vanguard, requesting that it account for its role in the establishment of Virtue 

Base Development as well as four other foreign-flagged vessels suspected of involvement in 

sometimes multiple illegal ship-to-ship transfers dating back to 2017. Vanguard replied that it had 

established Virtue Base at the request of ñMr. Laiò, with whom it was no longer in contact. 

Regarding the other foreign-flagged vessels engaged in ship-to-ship transfers, Vanguard stated that 

in two cases, it was only the ship manager, not responsible for the cargo, that in others the 

documentation had been faked, that other cases were subject to legal dispute and that one vessel in 

a ship-to-ship transfer was in fact Chinese and not flagged to the Democratic Peopleôs Republic of 

Korea (see annex 6). 
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  Figure V 

  False certificate of registry for the Maika, a.k.a. Yuk Tung 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

Source: The Panel. 
 

 

  Yuk Tung commodity and brokering chains 
 

10. The commodity trading and brokering chains involved in the $5,700,000 

transfer to the Yuk Tung are similar to the multi-million-dollar deals documented in 

previous Panel reports.13 The regionôs leading oil and petroleum trader, Hin Leong, 

agreed to supply petroleum products to another known customer, Yuantai Fuel 

Trading, also registered in Singapore. Yuantai had been approached by individuals 

claiming to act on behalf of Golden Luxury Corporation, a Belize-registered entity 

that was apparently located in Taiwan Province of China.14  Golden Luxury later 

provided Yuantai documentation suggesting that its client for the transfer was a 

United Arab Emirates-based entity, Zeeshan Building Materials Trading LLC. These 

papers have not been verified and no supporting banking records or other credible or 

independent documentation have been provided to verify actual end-use delivery of 

the cargo. The Panel wrote to Golden Luxury Corporation but received no response 

(see annex 5). Hin Leong and Yuantai have since cooperated with the Panel by 

providing full transparency. On 10 December 2018, Hin Leong stated that they ñhave 

ceased STS operations and withdrawn our vessels from the East China Seaò as well 

as another affected area.15  

  

__________________ 

 13 S/2018/171, paras. 71ï73.  

 14 The address supplied by Golden Luxury Corporation in its documentation appears to be in the 

CSBC Corporation shipyard in Keelung City (see annex 4). Yuantai supplied independently 

verifiable financial documentation to substantiate its role and statements regarding Golden 

Luxury Corporation. 

 15 Correspondence held on file. 

https://undocs.org/S/2018/171
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  Sanctions implications for ñfree-on-boardò contracts 
 

11. Such incidents are likely to continue to occur for two reasons. The deception 

measures deployed by the Yuk Tung defeated all of the Democratic Peopleôs Republic 

of Korea-related sanctions compliance mechanisms adopted by commodity traders as 

well as their associated banks, insurers and vessels. Secondly, the essence of the legal 

definition of ñfree-on-boardò contracts in East Asian markets is that liability for the 

cargo transfers from the seller to the buyer when the product is pumped via pipe from 

the guardrails of one vessel to the other during the ship-to-ship transfer. However, the 

designations by the Security Council Committee established pursuant to resolution 

1718 (2006) of vessels for global port bans and deregistration, coupled with the 

designation of some of those vessel owners, mean that liability for illegal transfers 

does not end with their product crossing the guardrail, if the Committee or Member 

States determine that such transfers violated sanctions. Such free-on-board contracts 

specific to the East Asian market may lose their legality and the concept behind ñfree 

on boardò no longer holds if the party transferring the cargo is judged to have violated 

the measures contained within the resolutions. For example, both the Yuk Tung and 

its owners were designated in March 2018 following a January transfer to the Rye 

Song Gang 1. While Hin Leong has demonstrated that it was an unwitting party 

through its full and transparent disclosure, the Panel notes that Hin Leong did not 

implement the Panelôs suggested end-user delivery verification clause ñbest 

practicesò outlined in a letter to the company on 10 May 2018 (see annex 7). The 

investigation continues. 

 

  Recommendations 
 

12. Member States and relevant international organizations should ensure that 

the global and regional commodity trading companies and tanker fleets 

operating under their jurisdictions and in those at-risk segments of the free-on-

board market and/or engaging in ship-to-ship transfer in the affected 

international waters adopt contractual language that includes effective end-use 

delivery verification. 

13. Member States and relevant international organizations should ensure that 

the global and regional commodity trading companies and tanker fleets 

operating under their jurisdictions and those segments of the affected free-on-

board markets assess the AIS history of all the vessels that they intend to supply 

with products banned under the resolutions. 

 

  Frequency of illegal ship-to-ship transfers: a 66-day period snapshot 
 

14. On 30 November 2018, a Member State provided imagery to the Panel showing 

that Democratic Peopleôs Republic of Korea-flagged and foreign-flagged tankers 

engaged in ship-to-ship transfers within a 66-day period between 2 June and 9 August 

2018, including images of some vessels conducting illegal activities on consecutive 

days. Identified vessels included the Ji Song 6, the Myong Ryu 1, the An San 1, the Yu 

Phyong 5, the Sam Jong 2 and the Nam San 8. In a number of cases, the transfers 

involved smaller, unknown vessels in the East China Sea (see figure VI). 

 

  

https://undocs.org/S/RES/1718%20(2006)
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  Figure VI 

  Democratic Peopleôs Republic of Korea-flagged tankers engaged in ship-to-ship 

transfers with unknown vessels, June to August 2018 
 

 

 

 

 

 

 

 

 

 

 

 

Source: Member State. 
 

 

15. Three documented transfers took place involving larger, foreign-flagged 

vessels, the Shang Yuan Bao (IMO No. 8126070), the New Regent (IMO 

No. 8312497) and the Xing Ming Yang 888 (IMO No. 8410847) (see figure VII).  

 

Figure VII 

Democratic Peopleôs Republic of Korea-flagged tankers engaged in ship-to-ship transfers 

with foreign-flagged vessels  
 

 

Source: Member State. 
 

 

  Flag-of-convenience registries 
 

16. The Shang Yuan Bao had already been subject to Panel inquiries regarding a 

previous ship-to-ship transfer involving vessel identity fraud with the Democratic 

Peopleôs Republic of Korea-flagged tanker Paek Ma on 18 May 2018 (see annex 13, 

para. 4). In August 2018, the Panel wrote to Panama, as the flag-of-convenience State 

for the Shang Yuan Bao during the transfers on 18 May and 2 June 2018 and for the 

New Regent on 7 June 2018. In its reply of 2 November 2018, Panama stated that the 
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Shang Yuan Bao was ñremoved from the Panamanian merchant registry on 

6 Septemberò and that for the New Regent, ñthe process of removalò began ñon 

4 Septemberò (see annex 9). On 16 August 2018, the Panel wrote to Sierra Leone, the 

flag-of-convenience State for the Xing Ming Yang 888. Sierra Leone has not replied 

to multiple inquiries from the Panel. 

 

  Owners, operators and managers 
 

17. The Panel investigated the owners, operators and managers of the vessels. 

Regarding the ship-to-ship transfer on 18 May 2018 involving the Shang Yuan Bao, 

Jui Zong Shipping Management of Taiwan Province of China replied, stating that the 

first transfer was ña big misunderstandingò and that its vessel was providing drinking 

water through hoses used to transfer petroleum products (see annex 10). In its 

response of 15 October 2018 regarding the second ship-to-ship transfer of 2 June 

2018, Jui Zong did not provide any requested documentation, simply stating that ñthe 

Ministry of Justice Investigation Bureau is investigating this case, we believe they 

shall give back our innocenceò (see annex 11). With regard to the New Regent, neither 

the vesselôs operator, registered owner nor manager have replied to the Panelôs 

inquiries.16  Regarding the Xing Ming Yang 888, Hongkong Qi Hang International 

Shipping Management Co. Ltd replied on behalf of the Hong Kong-named owner and 

operator, providing the same rationale as that used by the Jui Zong Shipping 

Management Co. for the Shang Yuan Bao (see annex 12). The Panel reminded them 

of the prohibition on all ship-to-ship transfers with Democratic Peopleôs Republic of 

Korea-flagged vessels under resolution 2375 (2017). 

 

  Vessel profiles 
 

18. The Shang Yuan Bao, Xing Ming Yang 888 and New Regent share a profile 

similar to most foreign-flagged vessels involved in illegal ship-to-ship transfers or 

ships from which fuel has ultimately been transferred to the Democratic Peopleôs 

Republic of Korea. This vessel profile consists of coastal, product and general-

purpose tankers operating out of ports within 600 nautical miles of previously 

identified zones in the East China Sea.17  These vessels typically sail under the 

jurisdiction of flag-of-convenience States with non-existent or poor sanctions 

compliance standards that were frequently used by Democratic Peopleôs Republic of 

Korea-controlled vessels during the period from 2011 to 2017. They are typically 

older ships that score poorly in port State control safety inspections or have otherwise 

been fined for pollution by port or coastal States. They have been insured or reinsured 

by protection and indemnity companies registered in Europe, North America and East 

Asia. Maritime industry practices that have traditionally shielded beneficial owners 

from potential environmental and taxation liabilities18  contribute to obscuring the 

identity of the foreign nationals who may have ultimately profited from prohibited 

transfers of fuel to Democratic Peopleôs Republic of Korea-flagged vessels. 

 

__________________ 

 16 The ship operator and manager is Ocean Grow International Shipmanagement Consultant 

Corporation of Taiwan Province of China. Panama stated that the registered owner, Mega Glory 

Holding Ltd, is registered in the British Virgin Islands (see annex 9). The company was also 

registered in Hong Kong, China, as the owner of the New Regent and three other vessels. 

 17 These vessels are relatively small with deadweight of between 5,000 and 20,000 tons. 

 18 These frequently involve allocating ñregistered ownerò status for a single vessel to an offshore 

shell company established in such territories as Belize, the British Virgin Islands, Hong Kong, 

China, the Marshall Islands or Seychelles. 

https://undocs.org/S/RES/2375%20(2017)
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  Democratic Peopleôs Republic of Korea-flagged tankers, brokering networks of 

the Democratic Peopleôs Republic of Korea and foreign-flagged vessels 
 

19. In November 2018, a Member State informed the Panel that the Democratic 

Peopleôs Republic of Korea was using approximately 23 of its tanker vessels for 

prohibited ship-to-ship transfers of petroleum products. The Member State named the 

following six vessels as among the most active, accounting for 50 per cent of all 

transfers:19 the An San 1, the Chon Ma San, the Sam Jong 2, the Yu Son (Yuson), the 

Kum Un San and the Saebyol (Chong Rim 2). In a separate submission to the 

Committee dated 4 October 2018, the Member State provided imagery of two 

Democratic Peopleôs Republic of Korea-flagged tankers, the Sam Jong 2 and the Ji 

Song 6, engaging in illegal ship-to-ship transfers with unknown vessels on 

12 September and 24 May 2018, respectively (see figure VIII). 

 

  Figure VIII  

  Ji Song 6 (above) and Sam Jong 2 (below) engaged in illegal ship-to-ship 

transfers on 12 September and 24 May 2018 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Member State. 
 

 

20. Other Democratic Peopleôs Republic of Korea-flagged tankers documented in 

ship-to-ship transfers include the Myong Ryu 1, the Yu Phyong 5, the Nam San 8 (see 

paras. 14ï17 and figures VI-VII), the Yu Jong 2, the Rye Song Gang 1 and the Paek 

Ma (see annex 13). In addition to acts of non-compliance, these vessels routinely 

engage in identity fraud and other activities contrary to both the United Nations 

Convention on the Law of the Sea and IMO regulations. 

 

  Brokering networks of the Democratic Peopleôs Republic of Korea 
 

21. In November 2018, a Member State informed the Panel that the overseas bank 

representative offices of the Democratic Peopleôs Republic of Korea arrange ship-to-

ship transfer deals with help from third-country brokers. According to the Member 

State, one known individual is Ko Il Hwan20  (̆ ▀ ), a representative of the 

designated Korea Daesong Bank based in Shenyang, China. The Panel previously 

__________________ 

 19 This figure is according to number, not volume. 

 20 Date of birth 28 August 1967, passport number PS927220424. 
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investigated the Korea Daesong Bankôs representative office in Shenyang21, and Ko 

Il Hwan in particular, for processing payments on behalf of Daedong Credit Bank. 

Korea Daesong Bank has used at least two false names to disguise its identity in its 

shipping-related activities: ⱳἐаựụ‰ᶴ⁵ (Ώ ғ ў ῏) and 

ⱳἐᾐ↔ ▫ Ợ (Ώ ӡּזἮ ԇᴻ or Ώ ӡּזἮ Һ ).22 

22. The Member State named a number of companies that are known and used by 

such brokers. One of these is Gudzon Shipping Company LLC, a company based in 

the Russian Federation. On 22 June and 18 November 2018, the Panel wrote to 

Gudzon and its affiliated company, Primorye Maritime Logistics Co. Ltd, relating to 

a ship-to-ship transfer of petroleum products from their vessel, the Patriot, to the Wan 

Heng 11 (see annexes 13ï14) as well as two 22 August 2018 reported ship-to-ship 

transfers to the Democratic Peopleôs Republic of Korea-flagged tankers Chong Rim 

2 and Chon Ma San.23 In its letters, the Panel requested information on the brokers 

involved in these shipments (see annex 14). It has yet to receive a reply. 

 

  Communications methods for ship-to-ship transfers 
 

23. The Panelôs investigations showed that WeChat, a messaging, social media and 

mobile payment application, is the primary means of communication for ship-to-ship 

transfers in the East China Sea and the Yellow Sea and that various techniques are 

used on that platform to obscure activities. In at least one case investigated by the 

Panel, the geographic coordinates were communicated in lieu of the identity of a 

vessel. Furthermore, the receiver vessel transferred to a supply ship a photograph via 

WeChat showing the last four digits of a renminbi banknote to authenticate the 

receiver vessel prior to fuel transfer. A foreign oil supplier and vessel owner involved 

in an attempted Democratic Peopleôs Republic of Korea-related ship-to-ship transfer 

in 2018 informed the Panel that brokers on WeChat had requested him to switch off 

his vesselôs AIS on at least two occasions in 2017. The brokers were acting on behalf 

of fishing fleet tanker vessels seeking to avoid possible detection of illegal fishing in 

Chinese fishery protection zones. These attempts at secrecy are not limited to the 

WeChat platform, but they complicate efforts to investigate and trace brokers acting 

on behalf of the Democratic Peopleôs Republic of Korea.  

 

  Ports in the Democratic Peopleôs Republic of Korea: hubs for illegal activities 
 

24. A Member State provided imagery of certain ports in the Democratic Peopleôs 

Republic of Korea, in particular Nampo, as hubs for suspected illegal activity. In 

addition to imagery highlighting the consistent use of Nampo port for loading 

prohibited exports of coal from the Democratic Peopleôs Republic of Korea (see 

paras. 31ï34 and annex 15), a Member State provided imagery demonstrating the 

widespread use of the Marine Import Terminal at Nampo by tankers documented as 

engaged in illegal ship-to-ship transfers. The imagery shows how underwater 

pipelines attached to offloading buoys are used to transfer fuel from vessels to the 

terminals in the Nampo port complex (see figure IX). 

__________________ 

 21 S/2017/150, paras. 225, 227 and 230.  

 22 See annex 43. For more complete information on Korea Daesong Bank, including other aliases it 

uses, see also annex 42.  

 23 The Panel was not provided with imagery evidence for these reported transfers. A Member State 

reported that the transfers occurred in mid-January 2018. According to a 28 September 

communication from the Russian Federation, ñthe ownership and use of the Patriot was 

transferred on 5 July 2017 to PML Co. Ltd under a standard bareboat charter agreement. Since 

that time the Gudzon Company LLC has had no involvement in the commercial operation of the 

vessel and consequently could not issue instructions in January 2018 for the loading of petroleum 

products and their subsequent transfer to vessels of the DPRKò. 

https://undocs.org/S/2017/150
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  Figure IX  

  Marine Import Terminal at Nampo port: a hub for illegal ship-to-ship 

transfer offloading 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

Source: Member State; Map: The Panel. 
 

 

  Study visit to Singapore by port officials of the Democratic Peopleôs Republic 

of Korea 
 

25. Blatant violations such as these can occur only with the full knowledge and 

cooperation of Nampo port officials. On 12 October 2018, a Member State informed 

the Panel that ñthere may have been a sanction violation in Singaporeò relating to a 

scientific or technical training project between the Democratic Peopleôs Republic of 

Korea and Singapore that included a study visit to Singaporeôs port by Nampo port 

officials. In its letter to Singapore, the Panel noted the systemic violations of the 

resolutions taking place at Nampo and also noted that according to a number of the 

Panelôs previous reports, the port was also the site for the export or import of a variety 

of shipping containers seized by Member States and found to be containing items 

from or destined for the Democratic Peopleôs Republic of Korea that violated the 

provisions of the resolutions, including the measures aimed at stemming nuclear, 

ballistic missile and other arms-related materials.  

26. Singapore replied to the Panel on 4 December 2018, confirming that Kang Jong 

Gwan, the Minister of Land and Maritime Transport of the Democratic Peopleôs 

Republic of Korea, who oversees the countryôs port, shipping and vessel operations, 

headed a delegation to Singapore. Previous Panel reports have noted that designated 

entities such as Ocean Maritime Management Company, Ltd are under the control of 
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the Ministry of Land and Maritime Transport.24 In its reply, Singapore stated that it 

ñhad verified that the delegation members were not individuals designated by the 

UNò. The investigations into the activities at ports in the Democratic Peopleôs 

Republic of Korea and their senior managers continue. 

27. In addition to commanding vessels engaged in prohibited activities, at least one 

vessel captain from the Democratic Peopleôs Republic of Korea has been reported as 

having been arrested following disembarkation from a vessel of the Democratic 

Peopleôs Republic of Korea for carrying undeclared bulk cash in October 2018 (see 

figure X).25 In response to the Panelôs letter, the Russian Federation replied that on 

2 October 2018, a citizen of the Democratic Peopleôs Republic of Korea, Kim Kwang 

Il, was detained at the Pervomaisky customs post and ña large amount of cash was 

seized from himò. The Russian Federation noted that ña criminal case has been filed 

against this individual under the Criminal Code of the Russian Federation article 

200.1, section 2 (a) for non-declaration of cash in the amount of 179,900 USDò. In 

its reply, the Russian Federation stated that the investigation was continuing and that 

ñthe involvement of North Korean individuals whose names are included in the 

consolidated United Nations Security Council List has not been establishedò.26 

 

  Figure X 

  Bulk cash seized from a vessel captain of the Democratic Peopleôs Republic 

of Korea 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: http://dvtu.customs.ru. 
 

 

__________________ 

 24 S/2016/157, para. 136, notes: ñOMM continues to operate and adapt since its designation on 

28 July 2014. The Panel has confirmed that OMM works under and has been controlled by the 

Ministry of Land and Marine Transport of the Democratic Peopleôs Republic of Korea, both 

before and after its designation. The Ministry has played an indispensable role in enabling OMM 

to evade sanctions measures.ò 

 25 See http://dvtu.customs.ru/index.php?option=com_content&view=article&id=24856:180---------

&catid=49:press-cat&Itemid=100; Oliver Hotham, ñNorth Korean detained by Vladivostok 

customs for ñlarge scaleò cash smugglingò, NK News, 3 October 2018.  

 26 According to media reports, a second national of the Democratic Peopleôs Republic of Korea was 

detained at Vladivostok International Airport for carrying $192,300 and 1,000 euros. (Sources: 

http://dvtu.customs.ru/index.php?option=com_content&view=article&id=25205:-200-------

&catid=49:press-cat&Itemid=100; ñNorth Korean detained at Vladivostok airport for large-scale 

cash smugglingò, NK News, 26 November 2018). The Panel wrote to the Russian Federation on 

10 December 2018 and the investigation continues. 

http://dvtu.customs.ru/
https://undocs.org/S/2016/157
http://dvtu.customs.ru/index.php?option=com_content&view=article&id=24856:180---------&catid=49:press-cat&Itemid=100
http://dvtu.customs.ru/index.php?option=com_content&view=article&id=24856:180---------&catid=49:press-cat&Itemid=100
http://dvtu.customs.ru/index.php?option=com_content&view=article&id=25205:-200-------&catid=49:press-cat&Itemid=100
http://dvtu.customs.ru/index.php?option=com_content&view=article&id=25205:-200-------&catid=49:press-cat&Itemid=100


 S/2019/171 

 

21/379 19-01704 

 

  Blockchain platform for vessel transactions: Marine Chain 
 

28. In October 2018, a Member State informed the Panel that ña start-up company 

in the process of establishing itself as a Hong Kong-registered blockchain platform 

named Marine Chain has at least one DPRK individual behind itò.27  The Member 

State expressed concern that ñthe platform could be used to generate money for the 

regime and as a potential means of evading sanctions on shipping by creating a new 

method of obscuring the ownership of a vesselò. 

29. The Panel investigated Marine Chainôs Chief Executive Officer, Singaporean 

national ñCaptainò Jonathan Foong, on suspicion of violating paragraph 18 of 

resolution 2375 (2017). The Panel requested information on a suspected national of 

the Democratic Peopleôs Republic of Korea who had been presenting himself as a 

Marine Chain adviser.  

30. In his replies to the Panel, Foong provided contradictory information and 

documentation that did not meet the Panelôs evidentiary standards. He claimed that 

Marine Chain had been shut down, stating that ñthe biz was closed because the 

owner/investor is not paying his billò. 28  On the whereabouts of and his 

communications with the ñowner/investorò, he stated that ñalthough I have informed 

the owner to foot all outstanding bills (Owning (sic) close to 500K US$) he remained 

silent and we lost communication shortly thereafterò. For information on the use by 

the Democratic Peopleôs Republic of Korea of cyberactivity in evasion of sanctions, 

see paragraphs 109 to 115. 

 

  Ship-to-ship coal transfers 
 

31. The Democratic Peopleôs Republic of Korea has switched most of its maritime-

related coal trade to illegal ship-to-ship transfers as the primary means of 

circumventing paragraph 8 of resolution 2371 (2017). Such illegal deliveries became 

regularized and systemic in 2018 (see annex 15), with some of the largest vessels in 

the fleet of the Democratic Peopleôs Republic of Korea documented as continuing to 

load coal at ports in the Democratic Peopleôs Republic of Korea on a monthly basis 

before engaging in illegal ship-to-ship transfers, predominately in the Gulf of Tonkin 

(see figure XI).  

 

  Figure XI 

Ship-to-ship transfers of coal in the Gulf of Tonkin  
 

 

 

 

 

 

 

 

 

 

Source: Member State; Map: The Panel. 
 

 

__________________ 

 27 The Member State also noted that Marine Chain ñclaimed to be an Etherium-based block chain 

platform with its own crypto-currency token that will facilitate the buying and selling of marine 

vessels worldwide through digital tokenizationò. 

 28 Marine Chain Platform Limited was registered in Hong Kong on 12 April 2018 and closed on 

17 September 2018.  

https://undocs.org/S/RES/2375%20(2017)
https://undocs.org/S/RES/2371%20(2017)
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32. In other cases, satellite imagery shows that previously foreign-flagged vessels, 

such as the Hua Fu (IMO No. 9020003) designated for a global port entry ban and 

deflagging on 30 March 2018, continued to engage in multiple illegal ship-to-ship 

transfers in August and September 2018 (see figure XII). 

 

  Figure XII 

  Hua Fu engaging in illegal coal transfers in August and September 2018 
 

 

 

 

 

 

 

 

 

 

 

 

Source: Member State; Map: The Panel. 
 

 

33. Other unknown foreign-flagged or now stateless vessels such as the former 

Panama-flagged Forever Lucky (IMO No. 9003653), the former Togo-flagged Lucky 

Star ((IMO No. 7942843) and the former Comoros-flagged Oriental Treasure (IMO 

No. 9115028) (see figure XIII), have also been documented as aiding and abetting the 

illegal coal export operations of the Democratic Peopleôs Republic of Korea. No flag 

State, including the Democratic Peopleôs Republic of Korea, has reported these new 

vessel flags to IMO. 

 

  Figure XIII 

  Forever Lucky, Lucky Star and Oriental Treasure engaging in illegal 

coal operations 
 

 

Source: Member State; Map: The Panel. 
 

 

  False-flagging of coal vessels of the Democratic Peopleôs Republic of Korea: the 

Wise Honest  
 

34. Vessels of the Democratic Peopleôs Republic of Korea have transported large 

quantities of coal and other prohibited goods through deceptive practices such as 

ñdouble-flaggingò that have violated both the resolutions and provisions of the United 

Nations Convention on the Law of the Sea, essentially rendering such vessels stateless 
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and vulnerable to the right of visit. One example of this trend is the vessel Wise Honest 

(IMO No. 8905490), which was transporting 25,500 tons of coal when it was detained 

by Indonesia around 1 April 2018. The Panel wrote to Indonesia on 14 June and again 

on 27 August 2018 following information and imagery supplied by a Member State  

(see figure XIV). Indonesia reported on 12 September 2018 that the ship had been 

inspected and found to be registered under two jurisdictions, one set of registration 

and crew documents under the flag of Sierra Leone and the other under the flag of the 

Democratic Peopleôs Republic of Korea.29  Common to all Democratic Peopleôs 

Republic of Korea-flagged vessels engaged in prohibited trade and contrary to IMO 

regulations, the vessel was reported as sailing with the AIS ñturned off during the 

shipôs journey into Indonesian territorial watersò and that ñno report was made to the 

destined port authority for proper ship clearanceò.30 Indonesia informed the Panel on 

29 November 2018 that the captain of the Wise Honest was subject to prosecution for 

ñknowingly hoisting a false flagò. 

 

Figure XIV 

Democratic Peopleôs Republic of Korea vessel Wise Honest at Nampo loading coal on 

11 March (left) and at Balikpapan Port Facility on 9 April 2018 (right) 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Member State. 
 

 

  

__________________ 

 29 See annex 16. 

 30 Indonesia also stated that that ñno report was made to the destined port authority for proper ship 

clearanceò. 
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  Figure XV 

  Likely route of the Wise Honest 
 

 

Source: Member State. 
 

 

  Coal originating in the Democratic Peopleôs Republic of Korea: brokering  

and export chains 
 

35. The Panelôs investigations into coal brokering and export chains highlight the 

significant amounts of revenue for the Democratic Peopleôs Republic of Korea as well 

as profit for commodity traders seeking commissions or arbitrage from such deals. 

The Wise Honest shipment was worth $2,990,000, according to its contract (see 

annex 17). Regarding the shipmentôs export documentation and brokering chain, 

Indonesia stated that it had recovered ñcargo documents and clearance received from 

a Russian cargo ship intending to conduct an STS transfer around Balikpapan waters 

in East Kalimantanò. The Panel requested further clarification and/or documentation, 

which has not been received to date. Indonesia also named a company of the Republic 

of Korea, Enermax, as the ñfinal destination/recipient of the coal upon the STS 

transfer of the coal in Balikpapanò (see annex 16). On 3 December 2018, Enermax 

informed the Panel that it had been investigated by its national authorities and that 

there was no import of coal.31 The contract for the shipment named the sellers as Hong 

Kong Nova International Trade Company, an entity selling cigarette-manufacturing 

machinery. The company informed the Panel that it ñhad no idea where the contract 

came from nor why it has our companyôs sealò (see annex 18).  

36. The Panel identified a key figure in the coal shipment as Hamid Ali, an 

Indonesian commodity trader and broker who had regular meetings with diplomats at 

__________________ 

 31 Enermax stated that ñwe simply received an offer of Indonesia-origin coal from someone who 

seemed to be a local broker in Indonesiaò. 
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the Embassy of the Democratic Peopleôs Republic of Korea in Jakarta.32  These 

diplomats introduced Ali to Jong Song Ho, the president of the Jinmyong Trading 

Group and Jinmyong Joint Bank of the Democratic Peopleôs Republic of Korea, in 

December 2017 (see annex 19) as part of ñthe establishment of a Korean Cultural 

Centre in West Javaò.33  Ali met Jong again a month later and discussed the 

transshipment of coal;34 the cost of the service was $760,000, which Jong arranged 

through a transfer to Aliôs account via a company named Huitong Minerals (see ibid.). 

According to Ali, another broker, Eko Setyatmoko, then became involved in the 

transshipment. Setyatmoko, who received at least some of the Huitong Minerals 

payment and has liaised with the Wise Honest and its crew since its interdiction in 

April, has not responded to the Panelôs inquiries. The Panel informed Indonesia, Ali 

and Setyatmoko that the 25,500 tons of coal should be seized, according to the 

resolutions, and that the broker may not sell the coal. The Panel has yet to receive any 

confirmation that the coal has been offloaded from the vessel. The investigation 

continues. 

37. The Panel continued its investigation of prohibited coal exports by the 

Democratic Peopleôs Republic of Korea in 2017 via transshipment35 through Russian 

Far Eastern ports, including Kholmsk.36 On 10 December 2018, the Republic of Korea 

indicted four of its nationals and five commodity trading companies for illegally 

importing coal and pig iron (see table 1). The motive reportedly cited by the Public 

Prosecutorsô Office was ñprofit from arbitrage, using the fact that the prices of North 

Korean coal and other materials are low due to their difficulty to be traded 

internationallyò.37  

 

  Table 1 

  Prohibited commodity shipments subject to prosecution: type, volume 

and value  
 

Commodity Volume (tons) Value (United States dollars) 

   
Coal 29 843 4 610 000 

Coal briquettes 8 275 (coal and coal briquettes) 

Pig iron 2 010 971 000 

 Total value of prohibited imports 5 581 000a 

 

 a In a reply to the Panel dated 7 January 2019, the Republic of Korea reported that according 

to the Public Prosecutorôs Office, 29,843 tons of coal, 8,275 tons of coal briquettes and 2,010 

tons of pig iron from the Democratic Peopleôs Republic of Korea were ñillegally transported 

to the ROK ï these are provisional figures, pending final judgement by the judiciaryò.  
 

__________________ 

 32 Through the embassy of the Democratic Peopleôs Republic of Korea, Mr. Ali had been 

introduced to a number of businessmen from the Democratic Peopleôs Republic of Korea who 

travelled through China, Indonesia and Viet Nam (see annex 19). 

 33 Jong Song Hoôs local representative in Indonesia is Kwak Chol Su, phone + 62 813 803 00501 

(see annex 19). 

 34 Jong ñdiscussed of the possibility to distribute DPRK products, he asked whether is possible to 

charter Vessel for Transhipment of Cargo which Coal from Russian Origin not using Korean 

Vessel (sic)ò. (see annex 19). 

 35 S/2018/171, para. 59.  

 36 The shipments reportedly ñnever went through customs in Russia, and were shipped to South 

Korea after documentation about their origins had been falsified.ò See Baek Kyung-Seo and 

Shim Kyu-Seok, ñFour indicted for buying North coalò, Korea Joongang Daily, 11 December 

2018. Available at http://koreajoongangdaily.joins.com/news/article/article.aspx?aid=3056743. 

 37 Joyce Lee, ñSouth Korean prosecutors indict four for importing North Korean coalò, Reuters, 

10 December 2018 Available at https://www.reuters.com/article/us-northkorea-southkorea-

coal/south-korean-prosecutors-indict-four-for-importing-north-korean-coal-idUSKBN1O90TP.  

https://undocs.org/S/2018/171
http://koreajoongangdaily.joins.com/news/article/article.aspx?aid=3056743
https://www.reuters.com/article/us-northkorea-southkorea-coal/south-korean-prosecutors-indict-four-for-importing-north-korean-coal-idUSKBN1O90TP
https://www.reuters.com/article/us-northkorea-southkorea-coal/south-korean-prosecutors-indict-four-for-importing-north-korean-coal-idUSKBN1O90TP
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38. A Member State informed the Panel in September 2018 that the prohibited 

shipments listed above comprise only one element of much larger trades of 

commodities from the Democratic Peopleôs Republic of Korea that involve unwitting 

international banks providing letters of credit to a wider, transnational trading 

network that operates through offshore jurisdictions such as the British Virgin Islands 

and in Hong Kong, China, as well as other locations. Vessel owners engaged in such 

trades have attempted to launder the identity of their ships, deceiving IMO into 

providing new IMO numbers for vessels later seized pursuant to paragraph 9 of 

resolution 2397 (2017) (see annex 28). These investigations continue.  

 

  Vessel hijacking and use of the flag of the Democratic Peopleôs Republic 

of Korea  
 

39. The Panel continued its investigation of the Wan Heng 11 (IMO No. 8791667), 

a former Belize-flagged vessel, which was first detected engaging in an illegal ship-

to-ship transfer with the tanker of the Democratic Peopleôs Republic of Korea Rye 

Song Gang 1 (IMO No. 7389704) on13 February 2018. Although deregistered by 

Belize on 19 February 2018, the vessel continued to occasionally transmit as a Belize-

registered vessel, including around the time of a ship-to-ship transfer on 10 April with 

the Patriot, a Russian Federation-registered vessel, and until 21 June 2018, when it 

switched identity to that of a Democratic Peopleôs Republic of Korea-flagged vessel, 

the Kum Jin Gang. 

40. Notably, this reregistration occurred without official notification to IMO38 and 

without the consent of the rightful owners of the ship, Zhejiang Wanheng Shipping 

Company. This company cooperated with the Panel, providing evidence that on 

29 November 2017, the company signed a bareboat charter agreement with Hong 

Kong Cosnewvi International Shipping represented by Chen Chun-han, a national of 

Taiwan Province of China, who also holds a Travel Permit for Resident of Taiwan to 

Chinese Mainland.39  The bareboat charter agreement contained an ñillegal trading 

clauseò, which was activated on 19 February 2018 when the owners learned from the 

Belize authorities of the sanctions violation through their vesselôs deregistration 

notification. Subject to multiple investigations by the Chinese authorities, the rightful 

owner attempted to locate and reclaim their vessel, without success.40 According to 

the business registry, Hong Kong Cosnewvi International Shipping was dissolved on 

24 August 2018. Chen Chun-han did not respond to the Panel. 

41. The case highlights a newly identified risk for larger shipowners in the region 

engaging in the frequent practice of bareboat chartering. The case shows that 

charterers that violate sanctions-related clauses do not return vessels following 

contract cancellations as a result of documented violations. Importantly, the effective 

12-month hijack of the Wan Heng 11 illustrates how the flag registry and ports of the 

Democratic Peopleôs Republic of Korea now provide safe harbour for such ships, both 

in terms of resupply of fuel and provisions as well as ensuring that United Nations-

designated deregistration does not render such vessels stateless and thus more 

vulnerable to inspection for illegal activities under the rules governing the United 

Nations Convention on the Law of the Sea.41 In addition, the global port ban imposed 

__________________ 

 38 United Nations Convention on the Law of the Sea, article 91 (2), requires that flag States not only 

register ships but issue registered vessels with documentation to prove registration and nationality. 

 39 Both documents held on file by the Panel. 

 40 According to the bareboat charter arrangement, the owners had provided neither officers or crew 

to the Wan Heng 11 which had switched off its AIS following the incident. The company 

provided evidence of their attempts to contact Chen Chun-han at his Taichung business address 

to demand information on the location of their vessel and its immediate return, but registered 

delivery letters were returned. 

 41 United Nations Convention on the Law of the Sea, article 110. 

https://undocs.org/S/RES/2397%20(2017)
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on the Wan Heng 11 and other such vessels means that these ships cannot enter ports 

subject to commercial courts and other tribunal jurisdictions, which would provide 

the rightful owner with legal recourse. 

 

  Due diligence and AIS monitoring by flag States, commodity traders, insurers 

and classification societies 
 

42. With regard to the above-mentioned evasion tactics and, in particular, the 

consistent switching off of AIS, the Panel conducted a survey in 2018, writing to all 

the flag-of-convenience States and protection and indemnity insurers that had 

registered or provided services to foreign-flagged vessels identified as involved in 

violations of paragraphs 11 and 14 of resolution 2375 (2017). As part of the survey, 

the Panel also wrote to the leading global commodity trading companies and oil 

refiners operating in the relevant region, including those whose product had already 

been illegally channelled to the Democratic Peopleôs Republic of Korea, requesting 

information about any due diligence and risk mitigation measures taken to ensure that 

the relevant vessels and cargoes under their services or contracts were not diverted to 

the Democratic Peopleôs Republic of Korea. The Panel suggested a best practice ñAIS 

switch-off clauseò in the letters as well as contractual clauses to ensure end-use 

delivery verification of petroleum products for global commodity traders, oil refiners 

and producers, which it further promoted during consultations with industry and 

Member States between February and June 2018.  

43. None of the flag-of-convenience States that replied to the Panelôs letters on AIS 

surveillance currently monitor the AIS of the vessels that sail under their jurisdiction 

and are therefore unable to ensure that these vessels comply with the AIS regulations 

contained within the relevant international treaties, such as the International 

Convention for the Safety of Life at Sea. The lack of AIS monitoring of at-risk vessels 

in international waters in North-East Asia means that these flag-of-convenience States 

are unable to detect future illegal ship-to-ship transfers signalled through an AIS 

switch-off or manipulation. Similarly, none of the responding Protection and 

Indemnity Club insurance and reinsurance companies indicated that they monitored 

the AIS of vessels whose cargo they insured. 

44. Several entities indicated that they had adopted some form of an AIS switch-off 

clause, including three of the largest global commodity trading companies and a 

smaller number of Asia-based oil traders and refiners. While only one major global 

commodity trading company has previously indicated to the Panel that it instituted a 

full end-use delivery verification supporting documentation requirement for contracts 

applied to specific Asian deliveries, two other major traders included a destination 

restriction clause in their contracts. A major global commodity trading companyôs 

institution of both an AIS switch-off clause and the end-use delivery verification 

requirement demonstrates the ability of the private sector to enhance due diligence at 

a relatively low cost.  

45. If the above measures were adopted more widely, they might significantly 

reduce the number of charter vessels willing to switch off or otherwise manipulate 

their AIS to engage in illegal ship-to-ship transfer. If the relevant flag States adopted 

similar measures, ship captains might understand that AIS switch-off or manipulation 

for illegal ship-to-ship transfer could lead to vessel deregistration, the loss of 

insurance and the loss of earnings through the termination of chartering and 

transportation contracts. 

46. The Panel conducted another survey with all companies providing classification 

services to vessels involved in prohibited ship-to-ship transfers of petroleum as well 

as exports and transshipments of coal banned under the resolutions. In most cases, the 

Panel found that such contracts had been withdrawn and the vessels had been 

https://undocs.org/S/RES/2375%20(2017)
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ñdeclassedò. While classification societies may inform the flag States and vessel 

owners of declassification, the reason (violation of the resolutions) is generally not 

given, making it possible that other such societies unwittingly provide services to the 

vessel or its owners. To ensure better information, coordination classification 

societies should inform the Committee, as well as flag States, vessel owners, relevant 

international and regional organizations and trade associations, when they declassify 

vessels based on violations of the resolutions. 

 

  Prohibited fishing activities 
 

47. The Panel found that the prohibited transfer by the Democratic Peopleôs 

Republic of Korea of its fishing rights, as clarified in resolution 2397 (2017), 

continued throughout 2018, acting as a potential source of income for the country. 

The Panel analysed two Member State reports, noting that during the period from 

January to November 2018, they had inspected more than 15 Chinese fishing vessels 

that were found to be carrying fishing licences of the Democratic Peopleôs Republic 

of Korea.42  Inspections and reports detailed multiple areas of operation, including 

fishing grounds in the seas between Japan and China, the Korean Peninsula and the 

Russian Federation. One fisherman stated, during an interview with a Member State, 

that there were around 200 Chinese fishing boats operating in the ñwater of North 

Koreaò. Another interviewee stated that the monthly cost of an individual fishing 

licence was 50,000 yuan (approximately $7,25043 ). Observable evidence included 

fishing permit number plates attached to the boatsô bridge (see figure XVI) while in 

another image, the vessel flew the flag of the Democratic Peopleôs Republic of Korea 

(figure XVII).  

 

  Figure XVI 

  Fishing vessels displaying fishing permit number plates and  

the flag of the Democratic Peopleôs Republic of Korea 
 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Member State. 
 

 

48. The Panel noted two obfuscation techniques: fishing permits issued by 

authorities of the Democratic Peopleôs Republic of Korea used by foreign fishing 

__________________ 

 42 Among those crewmen interviewed by a Member State, individuals were found to be serving 

aboard the following vessels: 679, 680, ῐ 88, 1067, Urongyu61006(

61006). 

 43 11 December 2018 conversion rate. 

https://undocs.org/S/RES/2397%20(2017)
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boats and false-flagging. For example, a fishing permit issued by authorities of the 

Democratic Peopleôs Republic of Korea was found aboard a boat captained by a 

Chinese national (see figure XVII). In a separate case, the Panel is investigating media 

reports based on video footage of the Russian Federation Coastguard that highlights 

at least one Chinese fishing boat flying a flag of the Democratic Peopleôs Republic of 

Korea, obfuscating its nationality (see figure XVII).  

 

  Figure XVII 

  Fishing licence (left) and flag of the Democratic Peopleôs Republic of Korea on 

the bow of the Chinese boat (right) 
 

 

 

 

 

 

 

 

 

 

 

Source: Member State (left); YouTube (right). 
 

 

49. The Panel wrote to China and the Russian Federation to request information on 

its investigations. China informed the Panel that ñChina has always seriously 

implemented the Security Council resolutions related to the DPRK. After the adoption 

of the Security Council Resolution 2397 (2017), the Chinese competent authorities 

immediately published an announcement to prohibit procuring fishing rights from the 

DPRK, and the Chinese entities have stopped procuring fishing rights from the DPRK 

in accordance with the announcement. If any Chinese national or vessel is confirmed 

to illegally procure fishing rights from the DPRK or illegally go fishing in the DPRK 

sea areas without permission, China will deal with relevant issues in accordance with 

laws and regulations.ò The Panel has not yet received a reply from the Russian 

Federation. 

 

  Recommendations 
 

  Recommendations to the Security Council Committee established pursuant to 

resolution 1718 (2006) 
 

50. Designate the following vessels for illicit transfers of petroleum products in 

violation of paragraph 5 of resolution 2397 (2017): 

 Myong Ryu 1, IMO number: 8532413, flag of the Democratic Peopleôs 

Republic of Korea 

 Song Won, IMO number: 8613360, flag of the Democratic Peopleôs Republic 

of Korea 

 Jin Yang 36 (  36), flag unknown 

 Xing Ming Yang 888, IMO number: 8410847, Sierra Leone 

51. Include the provision in paragraph 11 of resolution 2375 (2017) in the vessel 

designation criteria and incorporate it into the existing lists of designated vessels 

as appropriate. 

https://undocs.org/S/RES/2397%20(2017)
https://undocs.org/S/RES/1718%20(2006)
https://undocs.org/S/RES/2397%20(2017)
https://undocs.org/S/RES/2375%20(2017)
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52. Amend the delisting procedure to allow Member States to request delisting 

on behalf of a vessel owner (for the Panelôs proposal for an amended delisting 

procedure for vessels, see annex 20). 

 

  Recommendations to Member States 
 

53. Flag States should inform the Committee and the Panel of vessels that they 

deregister. 

54. Flag States should monitor the AIS of their vessels to better ensure 

implementation of the resolutions. 

55. Members States should consider introducing a regulatory requirement for 

protection and indemnity insurance and reinsurance companies to include AIS 

screening and an ñAIS switch-offò clause in their contracts for at-risk vessels 

operating in the relevant regions. 

56. Member States should consider introducing a regulatory requirement for 

petroleum product trading, refining and producing companies to include end-

use delivery verification measures and AIS screening as well as an ñAIS switch-

offò clause in their contracts.  

57. IMO member States IMO should consider measures to improve 

information-sharing and maritime regulation enforcement by flag States and 

other interested parties.  

58. Member States should consider introducing legislation to ensure that global 

and regional banks operating in their jurisdiction introduce AIS screening and 

vessel due diligence risk assessment clauses into letters of credit, loans and other 

financial instruments for global and regional commodity traders and brokers 

trading in oil and petroleum products in higher-risk free-on-board markets in 

the affected areas. 

59. In order to allow more effective due diligence by flag States, other Member 

States and the maritime-related industries, the Committee should consider 

consolidating the designated vessels in one document. Information provided on 

the vessels should include the measures obligated under the relevant resolutions, 

such as asset freeze, denial of port entry and cancellation of registration or vessel 

services. Incidents of deregistration reported to the Committee should also be 

reflected to prevent inadvertent reregistration.  

 

  Imports and exports of commodities to and from the Democratic Peopleôs 

Republic of Korea according to trade data 
 

60. For detailed information on imports and exports of the Democratic Peopleôs 

Republic of Korea during the reporting period, see annex 21. 

 

 

 III. Embargoes, designated entities and individuals 
 

 

  Algeria 
 

61. In response to the Panelôs letter of 10 August 2017 on Mansudae Overseas 

Project Group of Companies, Algeria replied during 2018 that ñthere are no North 

Korean companies or entities on Security Council sanctions lists in Algeriaò. 

However, Algeria also noted that one national of the Democratic Peopleôs Republic 

of Korea, a company manager named Choe Song Il, ñclaimed to represent Mansudae 

Overseas Project Group of Companiesò. He was officially the manager of ñMOP 

Group Algeria LLCò, which was registered on 20 August 2015. The company 
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specialized ñin major public works, construction design, mining and the manufacture 

of furnishingsò. Furthermore, Choeôs replacement, Kim Chol Jin, arrived in Algeria 

on 3 February 2017, the same day that Choe departed. The Panel notes that according 

to Algeria, the company was officially dissolved on 8 January 2018. Kim Chol Jin 

departed Algeria on 18 March 2018. 

 

  Angola  
 

62. The Panel continued its investigation of a military advisory mission of the 

Democratic Peopleôs Republic of Korea of approximately 80 individuals, which, 

according to a Member State, departed Angola for an unknown destination in January 

2017. On 27 August 2018, Angola replied to the Panel, stating that ñwe are not aware 

of any movement or travel by military advisers from Angola to Mozambique in 2017ò. 

Angola informed the Panel that Jon Chol Yong, a diplomat of the Democratic Peopleôs 

Republic of Korea accredited to Angola and working on behalf of Green Pine 

Associated Corporation,44 departed Angolan territory on 20 April 2017. Angola also 

noted that embassy staff of the Democratic Peopleôs Republic of Korea had been 

ñdrastically reduced from 12 diplomats in 2016ï2017 to 6 diplomats currentlyò and 

provided the Panel with lists of accredited diplomats of the Democratic Peopleôs 

Republic of Korea (see annex 22). 

 

  Botswana 
 

63. Regarding the activity of Mansudae Overseas Project Group of Companies in 

Botswana, Botswana cooperated by replying in its letter dated 6 February 2018 that 

the Government had contracted Mansudae Overseas Project Group of Companies 

based in Windhoek in 2004. General manager Kang Hyo Song45  represented the 

company, which designed and built ñthree Dikgozi Monumentò, and two workers of 

the Democratic Peopleôs Republic of Korea, Ri Ung Si46 and Sin Yong,47 had visited 

Botswana in the last stages of the project. Botswana further informed the Panel that 

in 2007, Kang Hyo Song had acquired a residence permit in Botswana and registered 

ñKorean Art and Monument (Proprietary) Limitedò in Gaborone, about which the 

Panel is now addressing its inquiries. In its implementation report submitted on 

27 October 2017,48 Botswana noted that the three Dikgozi monument contract was 

the last engagement on record with the Democratic Peopleôs Republic of Korea.  

 

  Cambodia 
 

64. Cambodia replied to a Panel inquiry by stating that Mansudae New Tech 

Corporation Ltd had been incorporated as an investment company by Mansudae 

Overseas Project Group of Companies as a subsidiary at the Council for the 

Development of Cambodia and the Ministry of Commerce and that it had ñsigned an 

agreement with the Royal Government of Cambodia to establish the Grand Angkor 

Panorama Museum in Siem Reap Provinceò. Cambodia provided the biodata of 12 

nationals of the Democratic Peopleôs Republic of Korea (2 managers49 and 10 staff) 

who had worked for the company but has yet to reply to the Panelôs most recent letter.  

 

__________________ 

 44 S/2017/150, para. 103 and S/2018/171, para. 85.  

 45 Date of birth (DOB): 13 October 1971, passport number 827220297 (issued on 3 May 2007, 

expired on 3 May 2012). 

 46 Structural engineer, DOB: 28 February 1942, passport number 211130196. 

 47 Architect, DOB 4 January 1964, passport number 463130133. 

 48 S/AC.49/2017/95.  

 49 Kim Sang Gyu, DOB: 25 March1966, passport number 563320017; Ri Kyong Il, DOB: 3 March 

1981, passport number PS836220044. 

https://undocs.org/S/2017/150
https://undocs.org/S/2018/171
https://undocs.org/S/AC.49/2017/95
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  China 
 

  Democratic Peopleôs Republic of Korea-designated entities engaged in clandestine 

nuclear procurement  
 

65. The Panel continued its investigation into the designated entities Namchongang 

Trading Corporation, Namhung Trading Corporation and associated front companies 

and their representatives, including Kang Mun Kil, designated for nuclear 

procurement activities by resolution 2270 (2016). According to a Member State, Kang 

Mun Kil procured items used for nuclear programmes, including pressure transducers, 

prohibited under paragraph 8 (a) of resolution 1718 (2006).50  According to the 

documents obtained by the Member State, he had procured pressure transducers from 

a Chinese company, Shanghai Zhen Tai Instrument Corporation Limited (і╤ ᶿ
ҩ ῶ ԇᴻ, hereafter Shanghai Zhen Tai), at least twice in 2013 and 2016.51 

Shanghai Zhen Tai has also been advertised as an exporter of vacuum equipment to 

the Democratic Peopleôs Republic of Korea on a commercial website. According to 

the Member State and supporting documentation, Kang Mun Kil used a Hong Kong 

company, ñY Y Shun Limitedò ( ῶ ԇᴻ),52 for procurement activities. By 

September 2014, Kang Mun Kil had officially renamed Y Y Shun Limited as ñShunyi 

Limitedò, and this company provided a Chinese bank account for transfers from the 

Democratic Peopleôs Republic of Korea. The Member State informed the Panel that 

Kang Mun Kilôs successor in China was Chong Won Ryol, a national of the 

Democratic Peopleôs Republic of Korea who is the official trade representative of the 

Democratic Peopleôs Republic of Korea in Dalian in addition to working on behalf of 

Namchongang Trading Corporation. The Panel requested information from China on 

Shanghai Zhen Taiôs sales of vacuum equipment and end users, correspondence 

between YY Shun Limited53 and Shanghai Zhen Tai and catalogues of the companyôs 

pressure transducers, relevant customs documents, immigration and visa record 

entries and exit information, and financial information. China replied to the Panel, 

stating that the ñrelevant authorities have made a comprehensive and serious 

investigation into this caseò and that ñShanghai Zhen Tai Instrument Corporation 

Limited does not have the export qualification in accordance with Chinese laws and 

regulations. Zhen Tai has neither directly carried out any export trade nor entrusted 

trade agent companies to do export on behalf of it since establishmentò and that 

ñregarding the Hong Kong company Y Y Shun Company Ltd and Shunyi Limited, 

after an in-depth investigation by China there is no evidence proving that they are 

operating in China on behalf of Namchongang Trading Corporationò. China also 

informed the Panel that ñthe bank account opened by the above Hong Kong 

companies in a Chinese bank has been closedò and that ñKang Mun Kil left China in 

2016 and is not in China nowò.  

66. As a follow-up to this investigation, the Panel is currently surveying the worldôs 

manufacturers of nuclear procurement ñchoke pointò items such as pressure 

transducers to identify, determine and ultimately share good corporate internal 

screening systems and other examples of proactive end-use delivery verification. 

 

__________________ 

 50 See S/2006/814, annex (2006); and INFCIRC/254/Rev. 8/Part 2 (2010), annex 3.A.7, for 

specifications of restricted pressure transducers.  

 51 Address: Building 1, No. 1358, Tongpu Road, Shanghai, China, Tel: 021-52707750,  

Fax: 021-52701844. 

 52 Address: Unit 04, 7/F, Bright Way Tower No. 33 Mong kok road, Kowloon, Hong Kong,  

Tel: 85-2-27935511, Fax: +85-2-35902333. He also used the fax number 04-1183-6555. The 

company was renamed as Hongkong Shunyi Limited in 2014 and dissolved in 2017. The director 

on the deregistration document was Jian Ping () (China ID number: 21060419730627002X).  

 53 YY Shun Limited renamed to Shunyi Limited in 2014. 

https://undocs.org/S/RES/2270%20(2016)
https://undocs.org/S/RES/1718%20(2006)
https://undocs.org/S/2006/814
https://www.un.org/sc/suborg/sites/www.un.org.sc.suborg/files/infcir_c254_rev.8_part2.pdf
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  Democratic Republic of the Congo 
 

67. The Panel is investigating the involvement of the Democratic Peopleôs Republic 

of Korea in gold mining in the Democratic Republic of the Congo. The Panel viewed 

letters from Medrara, a Kinshasa-registered gold mining company directed by a 

Lebanese citizen, Fouad Dakhlallah, A letter from Medrara dated 9 September 2017 

was addressed to Kim Chol Su, a representative of the United Nations-designated 

entity Saeng Pôil, a.k.a. Green Pine Associated Corporation. The letter outlined a 

proposed investment in a Medrara gold mine, noting that ñthe size of the territory is 

16,000 hectaresò and named Syrian arms trafficker Hussein al-Ali as the appointed 

intermediary, stating that ñafter your approval Mr. Hussein Al-Ali in Damascus will 

make all the arrangements for meeting in Beirutò. The letter, sent by Dakhlallah, 

provides Hussein al-Aliôs contact details. An earlier letter dated 15 October 2016 was 

addressed to ñChong Ryongò, assessed by the Member State as likely to be the 

Chongryong Technology Corporation previously identified as active on behalf of the 

Democratic Peopleôs Republic of Korea in the Sudan, together with Hussein al-Ali. 

The letter, inviting a geologist team from the Democratic Peopleôs Republic of Korea 

to visit, requested the names and passport numbers of the geologists. The Panel wrote 

to Dakhlallah, who also controls a forestry company, Compagnie dôexploitation de 

bois dôAfrique, to request information concerning both the involvement of the 

Democratic Peopleôs Republic of Korea in his businesses and that of their documented 

intermediary in Africa, Hussein al-Ali, but has received no reply. 

68. The Panel continued its investigation into military training by the Democratic 

Peopleôs Republic of Korea of the Presidential Guard of the Democratic Republic of 

the Congo, as well as its provision of 9-mm firearms to the Presidential Guard and 

special units of the police, some of which were deployed to the United Nations 

Multidimensional Integrated Stabilization Mission in the Central African Republic.54 

The Democratic Republic of the Congo has yet to respond to the Panelôs inquiries. 

 

  Egypt 
 

69. The Panel continued its investigation of Democratic Peopleôs Republic of Korea 

diplomat An Jong Hyok,55  who was certified as the general representative of the 

Ministry of Military Equipment of the Democratic Peopleôs Republic of Korea in the 

Middle East and Africa56  and authorized to act on behalf of Saeng Piôl Trading 

Corporation, an alias of Green Pine Associated Corporation.57 According to a Member 

State, An had travelled to Egypt in August 2016 in an attempt to negotiate the release 

of the vessel Jie Shun and its cargo of 30,000 rocket-propelled grenades seized by the 

Egyptian authorities and then inspected by the Panel in November 2016.58  Egypt 

cooperated with the Panel in April 2018, confirming that An Jong Hyok was still 

stationed at the Embassy of the Democratic Peopleôs Republic of Korea in Cairo as 

the Third Secretary. Egypt also informed the Panel on 13 July 2018 that An Jong Hyok 

was ñno longer accredited North Korean Embassy in Egypt and has left Egypt 

permanentlyò. Egypt also replied to the Panelôs request for information on the 

activities of its Defence Office in Pyongyang, the existence of which was 

communicated to the Panel by a Member State by stating that ñit has made it 

absolutely clear that there is no military cooperation with the Democratic Peopleôs 

Republic of Koreaò. 

 

__________________ 

 54 S/2017/742, para. 24. 

 55 DOB 14 March 1970, passport number 563410155. 

 56 S/2017/150, annex 14ï25. 

 57 Ibid., para. 182. 

 58 S/2018/171, para. 90; S/2017/150, paras. 61ï71. 

https://undocs.org/S/2017/742
https://undocs.org/S/2017/150
https://undocs.org/S/2018/171
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  Eritrea 
 

70. The Panel continued its investigation into Democratic Peopleôs Republic of 

Korea national Kim Kwang Rim; it has previously reported on this individual as the 

Green Pine Associated Corporation representative in Eritrea.59 Eritrea has yet to reply 

to the Panelôs inquiries for his full biodata, activities and whereabouts. The Panel also 

continued its investigation into prohibited military cooperation between the 

Democratic Peopleôs Republic of Korea and Eritech (E-tech), which operates under 

the authority or at the direction of the Eritrean Defence Forces, and its relationship 

with Glocom, a Democratic Peopleôs Republic of Korea provider of encrypted 

military communications equipment.60  

 

  Germany 
 

71. The Panel investigated a diplomat of the Democratic Peopleôs Republic of 

Korea, Ri Yun Thaek (a.k.a. Ri Yun Taek) who attempted to procure a multi-gas 

monitor, which, according to Germany, is a prohibited dual-use item that may be used 

in the production of chemical weapons, while based at the Embassy of the Democratic 

Peopleôs Republic of Korea in Berlin in 2012 and 2013. Germany informed the Panel 

that it had prevented the procurement attempt but had been unable to take any legal 

action against Ri owing to his diplomatic status. Germany subsequently expelled Ri 

and informed other European Union member States about his activities. As a result, 

he was refused accreditation at the Permanent Mission of the Democratic Peopleôs 

Republic of Korea to the United Nations in Vienna and at the Embassy of the 

Democratic Peopleôs Republic of Korea in Sofia. According to a Member State, Ri 

was then assigned to the Embassy of the Democratic Peopleôs Republic of Korea in 

Moscow. The Panel has requested information from the Russian Federation on his 

status.  

 

  Islamic Republic of Iran 
 

72. A Member State informed the Panel that the Islamic Republic of Iran was one 

of the two most lucrative markets for Democratic Peopleôs Republic of Korea 

military-related cooperation61  and that both Korea Mining Development Trading 

Corporation (KOMID) and Green Pine Associated Corporation, a.k.a. Saeng Piôl, 

offices in the Islamic Republic of Iran ñare activeò. The Member State also informed 

the Panel that one recently observed pattern was nationals of the Democratic Peopleôs 

Republic of Korea based in the Islamic Republic of Iran flying between Tehran and 

Dubai and boarding a return flight to Tehran within a few hours of their arrival in the 

United Arab Emirates. The Member State noted that this was indicative of cash 

couriers.62 The Panel wrote to the Islamic Republic of Iran requesting all information 

relating to activities of the Democratic Peopleôs Republic of Korea in the country. In 

the letter (see annex 23), the Panel noted previous correspondence with the Islamic 

Republic of Iran in 2015 and 2016 documenting more than 282 flights between Tehran 

and Dubai by Democratic Peopleôs Republic of Korea diplomats Kim Yong Chol and 

Jang Jong Son, who were designated in March 2016 as KOMID representatives in the 

Islamic Republic of Iran.63 The Panel also recalled airline information showing visits 

to Tehran by KOMID President Kang Myong Chol in 2013 and Green Pine Associated 

Corporation President Ri Hak Chol in 2014 and provided evidence of at least two 

__________________ 

 59 S/2016/157, para. 95.  

 60 For previous Panel reporting on Glocomôs violations of the resolutions, see S/2018/171, 

paras. 173ï177; S/2017/150, paras. 72ï87 and 232ï241; and S/2017/742, para. 52. See also 

paras. 108ï110 of the present report. 

 61 Two Panel members noted a lack of statistical information provided to the Panel. 

 62 Two Panel members noted a lack of evidence to support the assessment. 

 63 S/2017/150, tables 8 and 9.  

https://undocs.org/S/2016/157
https://undocs.org/S/2018/171
https://undocs.org/S/2017/150
https://undocs.org/S/2017/742
https://undocs.org/S/2017/150
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passports for each of the designated individuals as well as additional aliases. The 

Panel recalled Member State information indicating that previously identified 

designated individuals and the representatives of designated entities were now 

travelling under false names or with different passports and renewed its 2017 request 

to the Islamic Republic of Iran for the names and passport numbers of all diplomats 

of the Democratic Peopleôs Republic of Korea accredited in the country. The Panel 

also requested copies of passports and visa information on all nationals of the 

Democratic Peopleôs Republic of Korea registered with the Iranian authorities. The 

Islamic Republic of Iran replied to the Panel on 19 December 2018, stating that ñthere 

are no DPRK nationals residing in the Islamic Republic of Iran other than its 

diplomatsò. It also stated that ñDPRK diplomats accredited to the Islamic Republic 

of Iran have so far not been in contradiction with the provisions of relevant 

conventions or resolutions of the Security Council on DPRKò (see annex 24). 

 

  Libya 
 

73. The Panel continued its investigations into multiple attempts at military 

cooperation between the Democratic Peopleôs Republic of Korea and various Libyan 

authorities, as well as designated entities and foreign nationals working on their 

behalf in Libya. According to a Member State, O Chol Su, the Deputy Minister of the 

Ministry of Military Equipment of the Democratic Peopleôs Republic of Korea, sent 

a letter on 23 March 2015 to Khalifa al-Ghwail, the then Chief of the Supreme Council 

of Defence and deputy to the Prime Minister, which noted that the Democratic 

Peopleôs Republic of Korea was ñcurrently in the process of preparing the 

sales/purchase agreement for the required defence systems and ammunition needed 

to maintain stability of Libyaò and further noted that ñGreen Pine Association, a 

commercial establishment belonging to our ministryò would provide the draft 

agreement and additional documentation. The letter also mentioned the role of 

Consulting Bureau for Marketing, a company belonging to a Hussein al-Ali, a Syrian 

national described as an arms trafficker for the Democratic Peopleôs Republic of 

Korea in Libya, the Sudan and Yemen.64 In a reply dated 5 April 2015, Khalifa al-

Ghwail thanked O Chol Su and referred to the Democratic Peopleôs Republic of 

Koreaôs invitation to Libyan technical teams to visit the country. A subsequent 

document of the Libyan Ministry of Defence dated 20 May 2015 authorized power of 

attorney for Syrian national Hussein al-Ali ñto negotiate, correspond, exchange 

information, receive documents and technical and financial proposals on our behalf 

in the Democratic Peopleôs Republic of Koreaò. The Panel suspects a connection 

between the 2015 planned activities and meetings held later by the Ambassador of the 

Democratic Peopleôs Republic of Korea to Libya with the Libyan Ministry of Defence 

to engage in military cooperation in March 2017.65  Neither Libya nor Khalifa al-

Ghwail have replied to the Panelôs inquiries. 

 

__________________ 

 64  See annex 26 for the reply from the Sudan and annex 30 for the passport. 

 65  Information obtained by the Panel through media sources shows that the Office of Information 

for the Libyan Ministry of Defence uploaded on its Facebook page a report on a meeting between 

the Democratic Peopleôs Republic of Korea and Libyan Government officials in Tripoli on 

8 February 2017. According to the Facebook page, Libyan Minister of Defence, Al-Mahdi 

al-Barghathi, and the new Ambassador of the Democratic Peopleôs Republic of Korea to Libya, 

Ju Jin Hyok, discussed ways to develop the bilateral relations between the two countries, 

ñparticularly in the fields of military cooperationò and ñagreed to develop a joint action plan to 

promote bilateral cooperation between Tripoli and Pyongyang in various fields, particularly in 

the fields of technical cooperation, information technologies and communication in military 

fieldsò. 
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  Madagascar 
 

74. The Panel is investigating the activities of Mansudae Overseas Project Group of 

Companies in Madagascar. Madagascar replied to the Panel in its letter dated 

20 November 201766 that no company named ñMansudae Overseas Project (MOP) 

Group of Companiesò is conducting business in Madagascar and no ñNorth Korean 

nationalò is registered in immigration databases.  

 

  Malaysia 
 

75. On 22 February 2018, the United States announced that it had determined that 

ñthe Government of North Korea used the chemical warfare agent VX to assassinate 

Kim Jong Nam in Kuala Lumpur airportò.67 On 14 March, during the 87th meeting of 

the Executive Council of the Organisation for the Prohibition of Chemical Weapons, 

the Government of Malaysia stated that it was ñthe use of VX nerve agentò that had 

ñcaused the death of one North Korean national, Mr. Kim Jong Namò. Malaysia also 

noted that its law enforcement authorities were ñstill pursuing an investigation on the 

four North Korean suspects who fled Malaysia on the day of the killingò.68 During 

the court proceedings, a Malaysian police investigator identified Democratic Peopleôs 

Republic of Korea nationals Ri Jae Nam with Hanamori, the suspect Hong Song Hac 

with Chang and Ri Ji Hyon as Y69 and stated that Ri Jae Nam was the mastermind 

behind the assassination.70 The Panel requested further information from Malaysia 

concerning a media report that equipment that could be used to make nerve agents 

had been found in the apartment of Ri Jong Chol,71  a national of the Democratic 

Peopleôs Republic of Korea first detained by Malaysia in the initial stages of the 

police investigation and subsequently expelled on 3 March 2017.  

 

  Mozambique  
 

76. The Panel continued its investigation into six nationals of the Democratic 

Peopleôs Republic of Korea working on behalf of designated entities and travelling to 

Mozambique. According to a letter of December 2017 from Mozambique, the six 

individuals (Kim Kwang Hyok, Kim Hyok Chan, Kim Song Chol, Ri Won Ho, Kim 

Sok Chol and Kim Jung Jong) travelled to Mozambique during the period from 2012 

to 2017. Airline records show that while in Mozambique, these individuals travelled 

to remote civil-military airfields with nearby military bases. Mozambique has yet to 

respond to the Panelôs inquiries on the individualsô activities. It also has not replied 

to a request for information on the status and travel movements of Ri Chang Su, a 

diplomat of the Democratic Peopleôs Republic of Korea based in South Africa but 

stationed in Mozambique, who was identified as the representative of Haegeumgang 

__________________ 

 66 The original letter was in French. 

 67 Heather Nauert, Spokesperson, Department of State, United States of America, ñImposition of 

Chemical and Biological Weapons Control and Warfare Elimination Act sanctions North Koreaò, 

press statement, 6 March 2018. Available at www.state.gov/r/pa/prs/ps/2018/03/279079.htm. 

 68 For more information on Malaysiaôs statement to the Organisation for the Prohibition of Chemical 

Weapons (OPCW) on the VX nerve agent attack, see OPCW, document EC-87/NAT.14, available 

at https://www.opcw.org/fileadmin/OPCW/EC/87/en/ec87nat14_e_.pdf.  

 69 Radio Free Asia, ñVideo shows Kim murder suspect playing prank in Hanoi, Defense saysò, 

20 March 2018. Available at www.rfa.org/english/news/korea/kimjongnam-trial-

03202018171630.html. International Criminal Police Organization (INTERPOL) Red Notices 

were issued against the three suspects as well as O Jong Gil in March 2017.  

 70 Radio Free Asia, ñMalaysia: male suspects in Kim Jong Nam murder changed clothes, 

appearanceò, 26 October 2017. Available at www.rfa.org/english/news/korea/kimjongnam-trial-

10262017170212.html.  

 71 Alastair Gale and Tom Wright, ñNorth Koreaôs secret army: how operatives abroad aid the 

regimeò, Wall Street Journal, 18 May 2018. Available at www.wsj.com/articles/north-koreas-

secret-army-how-operatives-abroad-aid-the-regime-1526652387. 

https://www.opcw.org/fileadmin/OPCW/EC/87/en/ec87nat14_e_.pdf
file://///unhq.un.org/shared/english_wp51/MSWDocs/_2Semifinal/www.rfa.org/english/news/korea/kimjongnam-trial-03202018171630.html
file://///unhq.un.org/shared/english_wp51/MSWDocs/_2Semifinal/www.rfa.org/english/news/korea/kimjongnam-trial-03202018171630.html
file://///unhq.un.org/shared/english_wp51/MSWDocs/_2Semifinal/www.rfa.org/english/news/korea/kimjongnam-trial-10262017170212.html
file://///unhq.un.org/shared/english_wp51/MSWDocs/_2Semifinal/www.rfa.org/english/news/korea/kimjongnam-trial-10262017170212.html
file://///unhq.un.org/shared/english_wp51/MSWDocs/_2Semifinal/www.wsj.com/articles/north-koreas-secret-army-how-operatives-abroad-aid-the-regime-1526652387
file://///unhq.un.org/shared/english_wp51/MSWDocs/_2Semifinal/www.wsj.com/articles/north-koreas-secret-army-how-operatives-abroad-aid-the-regime-1526652387
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Trading Corporation, which has been engaged in prohibited military activities in 

Mozambique.  

77. Regarding the prohibited fishing activities of the Democratic Peopleôs Republic 

of Korea in Mozambique,72 on 15 January 2018, Mozambique provided evidence that 

the Democratic Peopleôs Republic of Korea-Mozambique joint fishing venture 

EMKIP had been dissolved. On 11 April, Mozambique informed the Panel that ñon 

25th March 2018, 22 members of the DPRKôs crew of the vessels operating under the 

flag of that country departed definitively from Mozambique to their country of originò 

and provided the relevant tickets and passport information. Mozambique informed 

the Panel that ñ4 crew members plus a manager, all of them from DPRK [sic], still 

remain in Mozambique taking care of the vessels and should return to their country 

as soon as the necessary arrangements are concludedò. On 24 April 2018, 

Mozambique informed the Panel that the two Democratic Peopleôs Republic of 

Korea-crewed fishing vessels associated with EMKIPôs operations had been 

deregistered and reflagged to other Member States under the ownership of other 

companies. 

 

  Myanmar 
 

78. The Panel continued its investigation into Democratic Peopleôs Republic of 

Korea-prohibited activities in Myanmar.73 Myanmar informed the Panel in March that 

there ñhad been no military cooperation between Myanmar and the DPRK since 

October 2016ò and that ñno Myanmar technicians are stationed in the DPRK at 

presentò.74 The Panel has not yet received a reply to its request of January 2018 for 

documentation of contracts relating to military cooperation, including ballistic 

missile cooperation since October 2006. The Panel also requested evidence of the 

return of all Myanmar technicians from the Democratic Peopleôs Republic of Korea, 

as well as the departure of all technicians of the Democratic Peopleôs Republic of 

Korea from Myanmar. 

 

  Namibia  
 

79. Regarding the assets of the Mansudae Overseas Project Group in Namibia,75 the 

Government informed the Panel on 12 February 2018 that Mansudae Overseas Project 

had held a private auction on 26 June 2017 and sold off all the vehicles and equipment. 

Namibia provided a statement from an individual who had purchased one vehicle as 

evidence. The Panel notes that the payment and transfer of at least one bus was made 

a month following the designation of Mansudae. Namibia also stated in the above-

mentioned letter that Mansudaeôs four tipper trucks were on site at the Suiderhof 

Military Base, about which the Panel requested further information, in addition to the 

23 Mansudae-owned vehicles and other heavy construction equipment. 

 

  Netherlands  
 

80. In 2016, the Netherlands interdicted a shipment of four generator units (see 

figure XVIII) that were en route to the Democratic Peopleôs Republic of Korea via 

China. The investigation highlighted the role of a diplomatic representative of the 

Democratic Peopleôs Republic of Korea in a European Union member State, Kim 

Chol Yong76 (see para. 120), who had procured the items by informing the European 

__________________ 

 72 S/2018/171, paras. 97 and 98. 

 73 S/2018/171, paras. 101ï103. 

 74 In its letter of 15 March 2018 to the Panel, Myanmar also stated: ñThe Ministry of Defence also reaffirmed 

that no Myanmar technicians are stationed in the DPRK at present.ò 

 75 S/2018/171, para. 108. 

 76 DOB: 1 June 1964. 

https://undocs.org/S/2018/171
https://undocs.org/S/2018/171
https://undocs.org/S/2018/171
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Union exporter that he was a Chinese national and that the cargo was destined for 

China. The intercepted shipment was the third consignment of its kind arranged by 

Kim. Documents obtained by the Netherlands customs authorities showed that for all 

shipments, Kim had relied on unwitting Chinese logistics service providers, including 

a trading company located in Dalian, to send the items to a trading company of the 

Democratic Peopleôs Republic of Korea that has been associated with a designated 

entity, Office 39. The investigation also found that the payments for the three 

shipments had been made by four different entities mainly within the European Union 

that had played no apparent role in the actual export. This case highlights the role of 

diplomats of the Democratic Peopleôs Republic of Korea in procuring items on behalf 

of entities working at the direction of designated entities and evasion techniques using 

a third country to ship these items to the Democratic Peopleôs Republic of Korea.  

 

Figure XVIII 

Interdicted generators 
 

 

Source: Member State. 
 

 

  New Zealand 
 

81. Regarding the Panelôs investigation of the aircraft flown at Wonsan in 2016,77 

on 29 May 2018, a New Zealand district court fined the aircraft manufacturer, Pacific 

Aerospace Ltd, 74,805 New Zealand dollars for indirectly exporting aircraft spare 

parts to the Democratic Peopleôs Republic of Korea and 1,000 New Zealand dollars 

for making an ñerroneous export entryò. The judgement stated that Pacific Aerospace 

had entered into a joint venture with Beijing General Aviation Company, to which it 

sold the corresponding aircraft in September 2015. That same month, Beijing General 

Aviation informed Pacific Aerospace that the aircraft had been onsold to Freesky 

Aviation Company Limited, which informed Pacific Aerospace that it intended to base 

the aircraft in the Democratic Peopleôs Republic of Korea to be used for tourism, 

which Freesky did without changing its ownership.78 In an email of January 2016, 

Beijing General Aviation followed up with Pacific Aerospace regarding a spare part 

for the aircraft that had not yet been delivered, making clear that the aircraft was 

located in the Democratic Peopleôs Republic of Korea, which shows that Pacific 

Aerospace was aware of the final destination of the parts.79 As a result of this case, 

Pacific Aerospace has adopted new export control practices. The Panel has reported 

multiple times on the evasion pattern of onselling items through multiple entities as 

a way to obscure their final destination. 

__________________ 

 77 S/2018/171, para. 145; S/2017/150, paras. 126ï128. 

 78 New Zealand Customs Service v. Pacific Aerospace Ltd [2018] NZDC 5034. 

 79 S/2017/150, annex 12ï10. 

https://undocs.org/S/2018/171
https://undocs.org/S/2017/150
https://undocs.org/S/2017/150
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  Sierra Leone 
 

82. The Panel investigated reported involvement of the Democratic Peopleôs 

Republic of Korea in a September 2018 military camp construction project in 

Freetown, an activity prohibited under paragraph 9 of resolution 2270 (2016). 

According to information provided by a European Member State, the topographic 

map and pilot study were led by workers from the Nam Nam Cooperative General 

Company, a.k.a. Namnamhupchochong Korea South-South Corporation (a.k.a. 

ⱳἐ϶϶ ⱳ Ợ, Korea South-South Cooperation Corporation, Nam Nam 

General Corporation), designated by the United States Department of the Treasury. 

According to the information, this project involves Guicopres, a Guinean company. 

Guicopres replied to the Panel, stating that ñwhile we commissioned the pilot study 

from the Koreans, the topographic mapping was carried out by Guinean and French 

engineersò. Guicopres further stated that ñat no time, therefore, has there been any 

form of collaboration or partnership with Nam Nam on this projectò. However, it 

admitted ñthat company [Nam Nam] was paid for a one-off serviceò. The company 

further stated that ñwe have taken steps to notify the cessation of all collaboration 

with that companyò (see annex 25). The Panel wrote to Guicopres again on 

12 December 2018 requesting detailed information and documentation regarding the 

companyôs relations with Nam Nam and nationals of the Democratic Peopleôs 

Republic of Korea. On 20 December 2018, Guicopres replied, stating that ñwe only 

contacted the Korean workers during the preparation of the consultation file for the 

construction of the Freetown camp. We can confirm that they [the North Korean Nam 

Nam company] only worked with us for a few days in the context of the pre-feasibility 

studies, and then our surveyors and topographers took over.ò (see ibid.). 

 

  South Africa 
 

83. The Panel continued its investigation into the accreditation and movements of 

Ri Chang Su80 and Choe Kwang Su,81 nationals of the Democratic Peopleôs Republic 

of Korea reported as engaged in prohibited military cooperation in Mozambique and 

accredited in their diplomatic passport at the Embassy of the Democratic Peopleôs 

Republic of Korea in Pretoria. Choe Kwang Su, whose passport indicates that he is 

Third Secretary at the Embassy in Pretoria, has returned to the Democratic Peopleôs 

Republic of Korea. The passport of his successor in Mozambique, Ri Chang Su, also 

identifies him as the Third Economic and Commercial Secretary at the Embassy of 

the Democratic Peopleôs Republic of Korea in Pretoria.82 The Panel has reported on 

the Democratic Peopleôs Republic of Koreaôs previous use of diplomats based at its 

Embassy in Pretoria 83 for prohibited activities in neighbouring countries during the 

period from 2012 to 2014.84  In response to the Panelôs request for entry and exit 

records and financial information on these individuals, South Africa replied that ñthe 

Department of International Relations and Cooperation has gone through the archival 

record of the DPRK diplomatic staff establishment in South Africa and must 

emphasise that there is no mechanism for DPRK diplomats accredited in neighbouring 

countries to be also accredited to South Africa. Doing so is a misrepresentation by the 

DPRK as is the case of Mr. Chung Su Ri.ò South Africa also stated that ñas regards 

any bank accounts held in South Africa allegedly Mr. Kil Jong Hun, Mr. Kwang Yon, 

Mr. Ri Chang Su and Mr. Choe Kwang Su, this information will be verified with the 

Financial Intelligence Centre (FIC)ò. The investigation continues. 

__________________ 

 80 S/2018/171, para. 94.  

 81 S/2017/150, para. 102. 

 82 S/2018/171, annex 28, p. 138. 

 83 S/2016/157, para. 173.  

 84 Ibid., para. 173. 

https://undocs.org/S/RES/2270%20(2016)
https://undocs.org/S/2018/171
https://undocs.org/S/2017/150
https://undocs.org/S/2018/171
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  Sudan 
 

84. The Panel continued its investigations into military cooperation projects 

between the Democratic Peopleôs Republic of Korea and the Sudan. During the 

reporting period, the Panel was provided with information on additional military 

cooperation activities between the Democratic Peopleôs Republic of Korea and the 

Sudan, including a letter dated 28 September 2016 between Syrian arms trafficker 

Hussein al-Ali and Chonryong Technology Trading Corporation85  citing future 

technology transfers for Fagot anti-tank and man-portable air defence systems for 

ñmilitary manufacturing in Sudanò.86 A Member State also informed the Panel that 

Sudan Master Technology Engineering Company, which is associated with the 

Sudanôs Military Industry Corporation,87 had contacts in 2009 with Choi Chan Han, 

a.k.a. Solomon Choi, an Australian businessman working on behalf of the Democratic 

Peopleôs Republic of Korea who was arrested in Australia on 16 December 2017 for 

brokering missile components and coal. On 26 November 2018, the Sudan informed 

the Committee that ñthe Military Industry Cooperation (sic) MIC (Sudan) has never 

dealt with a company named ñKOMIDò and it has been dealing with a company 

named ñFuture Electronic Companyò (FEC)ò. The Sudan also informed the 

Committee that the ñMilitary Industry Cooperation (sic) (MIC) Sudan has never 

received any shipment from North Korea. All shipments were from other countries.ò 

In response to the Panelôs reporting on KOMID representatives in the Sudan, Kim 

Song Chol and Son Jong Hyok, the Sudan stated that ñMr. Kim Song Chol entered 

Sudan in 2013 and 2016, using different names and left in May 2017. He has not 

entered Sudan since that time due to the travel ban placed on him by the competent 

authorities.ò On the activities of Hussein al-Ali, the Sudan informed the Committee 

that ñMr. Hussein al-Ali had offered his services in 2008 to the MIC (Sudan) but MIC 

did not meet him or develop any cooperation with him.ò The Panel requested the 

names and passport details of all nationals of the Democratic Peopleôs Republic of 

Korea and others employed by Future Electronic Company in the Sudan whom the 

Sudan states it has expelled.88 The Panel also requested copies of contracts between 

Future Electronic Company and the Sudanôs Military Industry Corporation and Sudan 

Master Technology Engineering Corporation, as well as evidence of the cancellations 

of the projects. The Panel also requested all documentation associated with United 

Nations-designated entities of the Democratic Peopleôs Republic of Korea or other 

entities that may have operated on their behalf in the Sudan, including KOMID, 

Tanchon Commercial Bank, Future Electronic Company, Chongryong Technology 

Trading Corporation and Chosun Keumcheong Technology General Trade 

Corporation, that were the subject of Panel requests to the Sudan from December 

2015 until November 2018 (see annex 26).  

85. On 2 January 2019, the Sudan cooperated with the Panel and provided contracts 

and other requested evidence, stating that ña single framework agreement was signed 

between the companies SMT and FEC. Two executive contracts were then signed to 

provide parts for the project to develop 122mm [weapons] and aerial bombs.ò89 

__________________ 

 85 Chonryong Technology Corporation has been reported as suspected of engaging in arms transfers 

to the Syrian Arab Republic in 2016; see S/2018/171, para. 133. 

 86 Information provided by a Member State. 

 87 Sudan Master Technology Engineering Company was previously reported as involved in Korea 

Mining Development Trading Corporation (KOMID) rocket and missile military cooperation 

projects, see S/2017/150, para. 106. 

 88 In paragraph 4 of the national implementation report dated 14 August 2018 (S/AC.49/2018/98) 

sent by the Sudan to the Committee, the Sudan stated that ñthe Sudanese Government expelled 

the staff of the aforementioned company and prohibited them from entering Sudan. The last of 

the staff members left on 12 August 2017.ò 

 89 S/2017/150, para. 106. 

https://undocs.org/S/2018/171
https://undocs.org/S/2017/150
https://undocs.org/S/AC.49/2018/98
https://undocs.org/S/2017/150
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Additionally, the contracts between Future Electronic Company and Sudan Master 

Technology Engineering Company were for various other programmes and items ñin 

the field of rehabilitation of eastern radars, air defense systems, tactical 

communication, maintenance and spare parts and trainingò (see annex 27). The Sudan 

also provided the Panel with cooperation regarding the KOMID front company Future 

Electronic Company and KOMID representatives. Regarding KOMID representative 

Kim Song Chol, the Sudan stated that ñMr. Kim Song Chol visited Sudan for the first 

time in 2013 to follow up implementation of the contracts regarding the development 

of 122mm [weapons].ò He then visited for a second time to oversee some groups that 

were working to install P-12 and P-15 radars. The Sudan noted that Kim Song Chol 

then ñvisited the Sudan a third time in 2016 under a different name and a new passport 

in order to request certain financial duesò. The Sudan provided the Panel with 

documents prohibiting Kim Song Cholôs re-entry. Regarding the KOMID front 

company, Future Electronic Company, the contracts stated that the company was 

registered in a third country and that its representative was a Democratic Peopleôs 

Republic of Korea passport-holder named Hong Man Bak.90 

 

  Syrian Arab Republic  
 

86. The Panel continued its multiple investigations into prohibited activities 

between the Democratic Peopleôs Republic of Korea and the Syrian Arab Republic, 

the continuing travel by technicians of the Democratic Peopleôs Republic of Korea to 

and from the country and the presence of nationals of the Democratic Peopleôs 

Republic of Korea working on behalf of designated entities of the Democratic 

Peopleôs Republic of Korea in the country, as well as Syrian arms brokers attempting 

to sell military equipment of the Democratic Peopleôs Republic of Korea in multiple 

Middle Eastern and African Member States.  

87. In 2018, a Member State informed the Panel of additional visits to the Syrian 

Arab Republic in 2016 and 2017 by technicians from the Democratic Peopleôs 

Republic of Korea tied to prohibited activities who were working for Syrian defence 

factories (Maamal al-Difaa). These include three nationals of the Democratic Peopleôs 

Republic of Korea who departed the Syrian Arab Republic in the spring of 201791 (see 

table 2).  

 

  Table 2 

  Information on technicians of the Democratic Peopleôs Republic of Korea 

visiting the Syrian Arab Republic 
 

Name Year of birth Passport number Year of issue 

    
Yang Kyong Song 1961 83632010 2016 

Kim Jong Gil 1971 927120306 2017 

Kim Thae Hyon  1966 927120305 2017 

 

 

88. According to the Member State, three other experts of the Democratic Peopleôs 

Republic of Korea (see table 3) arrived in the Syrian Arab Republic on 3 May 2017 

and were greeted by Colonel Samer Haydar, member of the air defence department of 

the Syrian armed forces. 

 

__________________ 

 90 Democratic Peopleôs Republic of Korea passport number 836298402. 

 91 The exact date of departure is held on file. 
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  Table 3 

  Information on experts of the Democratic Peopleôs Republic of Korea visiting 

the Syrian Arab Republic 
 

Name Year of birth Passport number Year of issue 

    
Kim Yong Chol 1970 836238472 2016 

Ko Jong Myong 1974 56343410 2013 

Ri Song  1960 927220125 2017 

 

 

89. These three individuals were granted three-month visas issued by the Syrian 

embassy in Pyongyang.92 Their names and passport numbers differ from the groups 

of technicians of the Democratic Peopleôs Republic of Korea engaged in ballistic 

missile and other prohibited activities who previously travelled to and returned from 

the Syrian Arab Republic in February 2011, August 2016, November 2016 and March 

2017; this shows that the prohibited military cooperation between the Democratic 

Peopleôs Republic of Korea and the Syrian Arab Republic has continued unabated.93  

90. In addition, Syrian nationals have been reported to the Panel as being engaged 

in arms brokering on behalf of the Democratic Peopleôs Republic of Korea for 

attempted sales to a range of Middle Eastern and African States, reportedly offering 

conventional arms and, in some cases, ballistic missiles, to armed groups in Yemen 

and Libya. One individual described as a Syrian arms trafficker, Hussein al-Ali,94 has 

been identified by a Member State as engaging in prohibited military cooperation on 

behalf of the Democratic Peopleôs Republic of Korea by having attempted arms sales 

in Libya (see para. 73), the Sudan (see para. 84) and Yemen (see para. 97). The Panel 

has yet to receive a reply from the Syrian Arab Republic regarding the full extent of 

the activities of Al-Ali and his Damascus-based company ñConsulting Bureau for 

Marketingò95 in these and other Member States in Africa and the Middle East. Nor 

has it received a reply to its request to Al-Ali for a full accounting of his past and 

ongoing relationship with the Ministry of Military Equipment of the Democratic 

Peopleôs Republic of Korea, Saeng Piôl and other designated entities of the 

Democratic Peopleôs Republic of Korea and their nationals working on their behalf. 

91. The Panel was informed by a Member State that Ryu Jin, designated as a 

representative of KOMID in the Syrian Arab Republic, had left that country. The 

Syrian Arab Republic has yet to provide confirmation and inform the Panel whether 

the departure was an expulsion in accordance with paragraphs 13 or 14 of resolution 

2270 (2016). The Panel was informed by a Member State that a number of designated 

individuals and other nationals of the Democratic Peopleôs Republic of Korea 

working on behalf of designated entities, including Choe Jin Myong96, continue to 

reside in the Syrian Arab Republic. 

__________________ 

 92 Visa numbers on file with the Panel. 

 93 S/2018/171, paras. 125ï127. The names and passports of a number of these individuals are held 

on file by the Panel. 

 94 DOB: 1 January 1942, passport number 011095903; see annex 30 for passport. 

 95 Last known publicly advertised address for Consulting Bureau for Marketing is P.O. Box 33177, 

Damascus, Syrian Arab Republic, Tel: 963-11-3325044, 3318888, Fax: 963-11-3331000, email: 

alali@net.sy. 

 96 Choe Jin Myong is a long-time representative of the Chilsong Trading Company, which deals in 

military equipment. Choe worked with Han Il, the Beijing representative of the designated 

Daeryonggang Trading Corporation, to broker arms-related equipment to a Syrian munitions 

company, Yona Star International. See S/2018/171, para. 133. 

https://undocs.org/S/RES/2270%20(2016)
https://undocs.org/S/2018/171
mailto:alali@net.sy
https://undocs.org/S/2018/171


 S/2019/171 

 

43/379 19-01704 

 

92. In November 2018, the Panel was informed that the Syrian Arab Republic was 

one of the two most lucrative markets of the Democratic Peopleôs Republic of Korea 

for arms-related goods and services.97 According to the Member State, the Democratic 

Peopleôs Republic of Korea is continuing its cooperation with both the Scientific 

Studies and Research Center and the Army Supply Bureau. The deputy head of 

KOMID in the Syrian Arab Republic is named Rim Yong Hyok, while Ryu Jinôs 

replacement as head representative in the Syrian Arab Republic is known as ñKimò. 

The Panel wrote to the Syrian Arab Republic (see annex 29) requesting information 

on all nationals and organizations of the Democratic Peopleôs Republic of Korea that 

are active in the Syrian Arab Republic, attaching an earlier response from the country 

(see ibid.). The Syrian Arab Republic replied to previous Panel inquiries, stating that 

ñexisting relations between the Syrian Arab Republic and the Democratic Peopleôs 

Republic of Korea are in harmony with international law and the Charter of the United 

Nationsò as well as ñdiplomatic representationò between the two countries (see 

annex 31). 

 

  Uganda  
 

93. The Panel wrote to Uganda on 10 December 2018 following a media report 

alleging that the Democratic Peopleôs Republic of Korea had supplied small arms and 

light weapons to Uganda and had trained Ugandan special forces, as well as on the 

continued presence of KOMID in the country through the Embassy of the Democratic 

Peopleôs Republic of Korea in Kampala. In the report, it was also stated that 

prohibited joint ventures, such as MKP, were continuing operations in the country 

under new names and that these entities and affiliates had links to both the Democratic 

Peopleôs Republic of Korea and Ugandan intelligence services.98  In its letter of 

10 December 2018, the Panel requested copies of all contracts relating to the 

Democratic Peopleôs Republic of Koreaôs military and paramilitary training in 

Uganda, together with evidence of their cancellation and the departure of the 

personnel of the Democratic Peopleôs Republic of Korea. The Panel also requested 

the names and passport details of all nationals of the Democratic Peopleôs Republic 

of Korea in Uganda, including all military advisers. Uganda has yet to reply. 

94. The Panel continued its investigation into the presence and activities of KOMID 

in Uganda. According to a Member State, the decision by Uganda to expel two 

KOMID representatives99 ñprevented KOMID from transferring a substantial amount 

of cash believed to be the proceeds from KOMID business in Uganda out of the 

country. Ri Kyong Hui, the spouse of Yu Kyong Jin, and Jo Su Yong, the spouse of 

Jong Kuk Chol, attempted to remove this cash from Uganda.ò The Member State also 

informed the Panel: ñSenior levels of Ugandaôs Ministry of Defense may have been 

witting of the relationship with KOMID. The involvement of such officials in this 

activity is significant and warrants close scrutiny.ò Uganda has yet to reply to the 

Panelôs request for information on the amount of cash seized or otherwise prevented 

from transfer from Uganda by the reported KOMID representatives or their spouses 

as well as information on the bank accounts used.  

 

  United Arab Emirates 
 

95. Until at least May 2018, Prime Okryu Art Gallery in Abu Dhabi advertised the 

works of artists affiliated with Mansudae Art Studio on its website (see figure XIX) 

__________________ 

 97 Two Panel members noted a lack of statistical information provided to the Panel. 

 98 Joe Parkinson, ñNever take their photos: tracking the commandos, North Koreaôs secret exportò, 

Wall Street Journal, 9 December 2018. Available at www.wsj.com/articles/secret-workforce-

funds-north-koreaand-defies-sanctions-1544379764.  

 99 The Panel noted in its 2018 final report the decision by Uganda to expel two diplomats of the 

Democratic Peopleôs Republic of Korea acting on behalf of KOMID. See S/2018/171, para. 142. 

http://www.wsj.com/articles/secret-workforce-funds-north-koreaand-defies-sanctions-1544379764
http://www.wsj.com/articles/secret-workforce-funds-north-koreaand-defies-sanctions-1544379764
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and sold artwork of the Democratic Peopleôs Republic of Korea at the gallery. It was 

also stated on the website that the gallery was affiliated with the Okryugwan 

restaurant group of the Democratic Peopleôs Republic of Korea (see annex 32). 

Following the Panelôs letter to the United Arab Emirates of 9 May 2018, the restaurant 

and art gallery website pages became inaccessible. The Panel obtained photographs 

of a sign stating that ñthe gallery is temporarily closed for renovation, opening soonò 

on the door of the gallery taken in December 2018. On 2 January 2019, the United 

Arab Emirates replied to the Panel stating that ñnone of the employees of the Prime 

Okryu Art Gallery was a DPRK citizen (sic)ò and ñthe Government of the United 

Arab Emirates has closedò the gallery. The investigation continues. 

 

  Figure XIX 

  Prime Okryu Gallery 
 

 

Source: RFA Korean Service, Jinkuk Kim. 
 

 

  United Republic of Tanzania 
 

96. The Panel continued its investigation into the activities of the Haegeumgang 

Trading Corporation (a.k.a. Haegumgang) in the United Republic of Tanzania and the 

Democratic Peopleôs Republic of Koreaôs repair and upgrade of the surface-to-air 

missile Pechora (S-125) systems and its P-12 air defence radar, reportedly worth 

ú10.49 million.100 The United Republic of Tanzania has yet to respond to the Panelôs 

inquiries. 

 

  Yemen 
 

97. The Panel investigated efforts by the Ministry of Military Equipment of the 

Democratic Peopleôs Republic of Korea and KOMID to supply a wide array of 

conventional arms and ballistic missiles to the Houthi group in Yemen through a 

known proxy, Syrian national Hussein al-Ali, and his Syrian-registered company 

Consulting Bureau for Marketing. The Panel was given access by a Member State to 

an invitation letter dated 13 July 2016 from Houthi leader Major General Zakaria 

Yahya al-Shami to the Ministry of Military Equipment of the Democratic Peopleôs 

Republic of Korea and Tosong Technology Trading Corporation, a KOMID 

subsidiary, to meet in Damascus ñto discuss the issue of the transfer of technology 

and other matters of mutual interestò. According to the Member State ña protocol of 

cooperation between Yemen and North Koreaò was then negotiated involving ñNaif 

Ahmad Al Qanis, Houthi ambassador in Damascus and Syrian arms broker Hussein 

Al Aliò. According to the Member State, this involved a ñvast array of military 

equipment, including Kalahsnikov, PKC machine guns, RPG-7, RPG-29, Fagot 

missiles, Igla missiles, tanks, air defence systems, ballistic missilesò. The Panel has 

yet to receive replies from Major General Zakaria Yahya al-Shami, Naif Ahmad 

al-Qanis and Hussein al-Ali to the Panelôs request for information on their role in 

__________________ 

 100 S/2018/171, para. 143. 

https://undocs.org/S/2018/171
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these negotiations and attempts to broker and supply such weaponry from or on behalf 

of the Democratic Peopleôs Republic of Korea. 

 

  Zimbabwe 
 

98. On 9 June 2018, Zimbabwe provided evidence of the deregistration of the 

Mansudae Boka Design Company and the closure of its bank accounts in response to 

the Panelôs inquiries about the activities of nationals of the Democratic Peopleôs 

Republic of Korea and Mansudae-related companies in Zimbabwe.101 

 

  Implementation of the luxury goods ban 
 

  Rolls-Royce Phantom 
 

99. The Panel investigated the first public appearance of a Rolls-Royce Phantom 

limousine in Pyongyang on 7 October 2018, an apparent violation of the luxury goods 

ban stipulated in paragraph 8 (a) (iii) of resolution 1718 (2006) and paragraph 23 and 

annex IV of resolution 2094 (2013), prohibiting the direct or indirect supply, sale or 

transfer to the Democratic Peopleôs Republic of Korea of luxury automobiles. In its 

letter to Rolls-Royce Motor Cars Ltd and its parent company Bayerische Motoren 

Werke (BMW), the Panel noted a number of distinguishing features to assist the 

companies in their identification of the vehicle (see figure XX).  

 

  Figure XX 

  Rolls-Royce Phantom and distinguishing features observed in Pyongyang on 

7 October 2018 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Voice of America. 
 

 

100. In its reply, Rolls-Royce informed the Panel that the vehicle appeared to be a 

seventh generation Phantom Extended Wheelbase series II manufactured between 

August 2012 and February 2017 at its Goodwood manufacturing facility. Rolls-Royce 

__________________ 

 101  Ibid., para. 144. 

https://undocs.org/S/RES/1718%20(2006)
https://undocs.org/S/RES/2094%20(2013)
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stressed the importance of the vehicleôs identification number in replying to the 

Panelôs inquiries. The investigation continues. 

 

  Rolls-Royce Ghost 
 

101. The Panel continued to investigate the transfer of a falsely declared Rolls-Royce 

Ghost limousine to Bangladesh by a diplomat of the Democratic Peopleôs Republic 

of Korea seized by the Bangladesh Customs Intelligence in January 2017.102  The 

Panel requested Bangladesh to provide the location of the vehicle and its investigation 

report on the seizure. Bangladesh has yet to reply to multiple inquiries from the Panel. 

 

  Mercedes-Benz limousines 
 

102. The Panel continued its investigation of the Mercedes-Benz limousines shipped 

to the Democratic Peopleôs Republic of Korea as part of efforts to determine all their 

vehicle identification numbers and whether any had been altered.103 A number of these 

Mercedes-Benz were observed without licence plates during meetings in Singapore 

(see figure XXI), Beijing (see figure XXII) and Pyongyang and were utilized by at 

least one foreign head of State in the Democratic Peopleôs Republic of Korea in 2018 

(see ibid.). The Panel wrote to Singapore and China to request the vehicle 

identification number records following the temporary transfers of these vehicles, or 

checks by the Presidential Security Service of the Republic of Korea, the head of 

which was reported as a passenger in one of the vehicles. 

 

  Figure XXI 

  Images of illicitly obtained Mercedes-Benz limousines without licence plates in 

Singapore, June 2018 
 

 

 

 

 

 

 

Source: YouTube. 
 

 

  

__________________ 

 102 S/2017/150, para. 125. 

 103 The Panel determined that a number of these Mercedes-Benz had been transported via shipping 

container from the port of Long Beach, California, United States, to Dalian, China, at the 

direction of George Ma, a Chinese businessman whose company, Seajet, an agent of the airline of 

the Democratic Peopleôs Republic of Korea Air Koryo, had previously been involved in the 

shipment of arms-related material to Brazzaville in 2010. These vehicles were then transferred in 

shipping containers by the company Liaoning Danxing International Forwarding. See 

S/2016/157, paras. 118ï121 and annexes 76ï85. 

https://undocs.org/S/2017/150
https://undocs.org/S/2016/157
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  Figure XXII  

  Images of illicitly obtained Mercedes-Benz limousines without licence plates in 

Beijing in June 2018 (left) and March 2018 (centre) and in Pyongyang in 

September 2018 (right) 
 

 

 

 

 

 
 

Source: Reuters, Pyongyang Press Corps/Pool via Reuters. 
 

 

103. In its letter of 4 December 2018, Singapore informed the Panel that ñit had 

requested for the vehiclesô chassis and engine numbers, but the DPRK officials 

declined to reveal this information due to national security reasonsò.  

 

  Lexus LX 570 
 

104. The Panel investigated the appearance of a number of Lexus LX 570 all-wheel 

drive luxury vehicles bearing number plates of the Democratic Peopleôs Republic of 

Korea at the inter-Korean summit of September 2018 (see figure XXIII) in an 

apparent violation of paragraph 8 (a) (iii) of resolution 1718 (2006) and paragraph 23 

and annex IV of resolution 2094 (2013). Toyota Motor Corporation informed the 

Panel that it was unable to identify the vehicle identification number and that ñToyota 

complies with applicable UN resolutions in relation to the DPRK and has no intention 

of the export of these motor vehicles to, or the manufacture of, motor vehicles in the 

DPRK. We can only assume that these vehicles come from back channels and are 

exchanged among individualsò. Toyota further cooperated with the Panel, stating that 

this generation of ñLX 570 AWD were produced from January 2012 to July 2015ò. 

 

  Figure XXIII 

  Lexus LX 570 vehicles observed at the inter-Korean summit of 18 to 

20 September 2018, Pyongyang 
 

 

 

 

 

 

 

 

Source: YouTube. 
 

 

  Vodka 
 

105. In July 2018, the Netherlands informed the Panel that it had temporarily seized 

a consignment of vodka suspected to be en route to the Democratic Peopleôs Republic 

of Korea. According to the Netherlands, vodka (Harmonized System code 2208.60) 

is considered ñluxury goodsò under Council regulation (EU) 2017/2062. Shipping 

documents accompanying the seized vodka shipment showed that the vodka, 

manufactured in Belarus, was destined for Liaoning Danxing International 

Forwarding, the company investigated by the Panel as suspected of shipping 

Mercedes-Benz limousines to the Democratic Peopleôs Republic of Korea. The other 

https://undocs.org/S/RES/1718%20(2006)
https://undocs.org/S/RES/2094%20(2013)
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company named in the documentation, Transit Prime International Logistics, had the 

same phone number and address as Liaoning Danxing International Forwarding. The 

Netherlands noted that Liaoning Danxing had been named in previous Panel reporting 

and, as a freight forwarder, would not be the final destination for the consignment. 

The Panel wrote to Liaoning Danxing International Forwarding, the website for which 

described the company as a container shipping line transporting goods to the 

Democratic Peopleôs Republic of Korea.104 The Panel requested information on the 

final destination of the vodka.  

106. Two separately obtained contracts for the vodka shipments showed that the 

consignment was sold by its Belarus manufacturer to a Georgian entity named Noble 

House LLC, which was the buyer in both contracts. The Panel wrote to Noble House 

requesting all correspondence and financial transactions between Noble House, 

Liaoning Danxing International Forwarding Company and Transit Prime International 

Logistics Co. Ltd. Noble House did not provide the requested correspondence and 

financial transactions records but replied, stating that China was the final destination 

of the cargo and the vodka was to be sold ñvia the e-commerce channelò. Noble House 

provided the name of an individual, a private email address and telephone number it 

claimed was its ñtrading partnerò in China. Neither this individual nor Transit Prime 

International Logistics nor Liaoning Danxing International Forwarding have replied 

to the Panelôs inquiries.  

 

 

 IV. Finance 
 

 

107. Despite the strengthening of financial sanctions in 2017, their effectiveness is 

being systematically undermined by the deceptive practices of the Democratic 

Peopleôs Republic of Korea and the failure by Member States to recognize and 

prevent them. The Democratic Peopleôs Republic of Korea enjoys ongoing access to 

the international financial system, as its financial networks have quickly adapted to 

the latest sanctions, using evasive methods in ways that make it difficult to detect 

illicit activity. Member States also continue to fail to take measures required by the 

Security Council resolutions, including the assets freeze and the expulsion of bank 

representatives of the Democratic Peopleôs Republic of Korea operating abroad. 

Individuals empowered to act as extensions of financial institutions of the Democratic 

Peopleôs Republic of Korea abroad allow the country to evade sanctions measures 

such as the requirement for Member States to close all subsidiaries of these banks 

within their jurisdiction. Cyberattacks by the Democratic Peopleôs Republic of Korea 

to illegally force the transfer of funds have become an important tool in the evasion 

of sanctions and have grown in sophistication and scale since 2016. 

108. The Panelôs financial investigations also show insufficient implementation by 

Member States of their obligation to freeze all assets controlled by designated entities 

or members of the Government of the Democratic Peopleôs Republic of Korea that 

are engaged in violation or evasion of any of the sanctions measures. In several cases 

investigated by the Panel, Member States closed but did not freeze account balances 

of individuals acting on behalf of designated entitles, including the Reconnaissance 

General Bureau, and allowed them to transfer funds to banks in other countries. 

Global operations of Glocom and MKP continue despite past Panel reporting on their 

illicit activities and recommendations to both the Committee and to Member States 

to designate them and freeze their assets. While some Member States have moved to 

limit the number of accounts of the embassies and diplomats of the Democratic 

Peopleôs Republic of Korea within their jurisdictions as required by the resolutions, 

the Panel found evidence that diplomats of the Democratic Peopleôs Republic of 

__________________ 

 104 The Liaoning Danxing International Forwarding website ceased to function in 2018.  
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Korea are evading this provision by opening and managing accounts in multiple 

countries, including in those to which they are not accredited, in order to engage in 

illicit business activities. Finally, the Panel investigated the existence of more than 

200 potential cooperative entities and self-described joint ventures despite the 

requirement that Member States should have closed them by 9 January 2018 (i.e., 

within 120 days of the adoption of resolution 2375 (2017)). Furthermore, the Panel 

found information indicating that companies considered cooperative entities by the 

Panel105  may have also violated other provisions of the resolutions, including the 

prohibition in paragraph 18 of resolution 2321 (2016) on the use of diplomatic 

premises of the Democratic Peopleôs Republic of Korea for non-diplomatic activity. 

The Panel also found that a company with links to designated entities, including 

Mansudae and the Reconnaissance General Bureau, has formed joint ventures in 

another country, where it is undertaking activities. 

 

  Cyberattacks 
 

109. The Panel notes a trend in the Democratic Peopleôs Republic of Koreaôs evasion 

of financial sanctions of using cyberattacks to illegally force the transfer of funds 

from financial institutions and cryptocurrency exchanges. According to a Member 

State, ñcyberspace is used by the DPRK as an asymmetric means to carry out illicit 

and undercover operations in the field of cybercrime and sanctions evasion. These 

operations aim to acquire funds through a variety of measures in order to circumvent 

the sanctions.ò (see annex 33). United States court documents, officials and 

Government statements and reports have attributed several cyberattacks by the 

Democratic Peopleôs Republic of Korea to the Reconnaissance General Bureau, 

which plays an overarching role in cyberattacks.106 In 2017, a third Member State 

informed the Panel that the Reconnaissance General Bureau supervised and 

conducted cyberattack operations not only for destroying infrastructure and 

intelligence-gathering but for the purposes of gaining foreign currency.107 A fourth 

Member State sent a letter to the Panel in 2018 in which cyberattacks attributed to the 

Reconnaissance General Bureau were mentioned and in which it was stated that 

__________________ 

 105 The Panel has previously considered two cases of collaborative activity in which an entity is 

managed, directed or owned by at least one non-national of the Democratic Peopleôs Republic of 

Korea and an individual and/or entity of the Democratic Peopleôs Republic of Korea as 

prohibited under paragraph 18 of resolution 2375 (2017). See S/2018/171 paras. 89 and 92.  

 106 See annex 34. In 2017, an assessment by the U.S. National Security Agency reported in the media 

linked the WannaCry ransomware to the Reconnaissance General Bureau, citing as evidence IP 

addresses known to have been used by the Reconnaissance General Bureau, see Ellen Nakashima, 

ñThe NSA has linked the WannaCry computer worm to North Koreaò, Washington Post, 14 June 

2017. Available at https://wapo.st/2EYAVBB (both the United States and the United Kingdom 

made further statements that are available at https://bit.ly/2BK7qm6 and https://bit.ly/2GPGUvn). 

See Daniel Glaser, Assistant Secretary for Terrorist Financing, Department of Treasury, United 

States, statement to Congress in January 2015, available at www.govinfo.gov/content/pkg/CHRG-

114hhrg92556/html/CHRG-114hhrg92556.htm. See James R. Clapper, Director of National 

Intelligence, United States, ñNational intelligence, North Korea, and the national cyber 

discussionò, remarks during the International Conference on Cyber Security in January 2015. The 

United States Congressional Research Service stated ñmost sources report that North Korean 

cyber operations are headquartered in the Reconnaissance General Bureau (RGB)ò, available at 

https://fas.org/sgp/crs/row/R44912.pdf. The below-mentioned criminal complaint unsealed by the 

United States Department of Justice on 6 September 2018 in the case of Park Jin Hyok also 

attributes Democratic Peopleôs Republic of Korea cyberattacks to the Reconnaissance General 

Bureau. In its United States designation of the Reconnaissance General Bureau in response to the 

Sony Pictures Entertainment attack, the United States Treasury stated that ñmany of the DPRKôs 

major cyber operations run through RGBò, see www.treasury.gov/press-center/press-releases/ 

Pages/jl9733.aspx. 

 107 The Member State informed the Panel that this is based on estimates reached by assessing coding 

and attributes. 

https://undocs.org/S/RES/2375%20(2017)
https://undocs.org/S/RES/2321%20(2016)
https://undocs.org/S/RES/2375%20(2017)
https://undocs.org/S/2018/171
https://wapo.st/2EYAVBB
https://bit.ly/2BK7qm6
https://bit.ly/2GPGUvn
http://www.govinfo.gov/content/pkg/CHRG-114hhrg92556/html/CHRG-114hhrg92556.htm
http://www.govinfo.gov/content/pkg/CHRG-114hhrg92556/html/CHRG-114hhrg92556.htm
https://fas.org/sgp/crs/row/R44912.pdf
http://www.treasury.gov/press-center/press-releases/Pages/jl9733.aspx
http://www.treasury.gov/press-center/press-releases/Pages/jl9733.aspx
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reports suggest that ñcyber-focused military units are directly tasked to generate 

income for the regimeò. 

110. On 28 July 2016, the National Police Agency of the Republic of Korea attributed 

a cyberattack against the online shopping mall, Interpark, to the Reconnaissance 

General Bureau, stating that the attack was an attempted ñcriminal acquisition of 

foreign currencyò (see annex 35) that would have circumvented the assets freeze. The 

Panel considers this case as an attempt by a designated entity to evade sanctions by 

using a cyberattack to force the transfer of $2.7 million. 

111. On 6 September 2018, the Government of the United States indicted Park Jin 

Hyok, a hacker from the Democratic Peopleôs Republic of Korea who worked as a 

member of the hacking organization of the Democratic Peopleôs Republic of Korea 

known as the Lazarus Group,108  for engaging in a ñwide-ranging, multi-year 

conspiracy to conduct computer intrusions and commit wire fraud by co-conspirators 

working on behalf of the government of the Democratic Peopleôs Republic of 

Koreaò.109 According to the United States, Park ñhas travelled to China in the past and 

conducted legitimate IT work under the front company óChosun Expoô or the Korean 

Expo Joint Venture in addition to activities conducted on behalf of North Koreaôs 

Reconnaissance General Bureauò 110 (see annex 36). The Panel requested information 

from the Government of China on the activities of Chosun Expo and possible 

continued operation as a joint venture or cooperative entity prohibited pursuant to 

resolution 2375 (2017). China stated that ñChina has conducted an investigation based 

on the information provided by the Panel. Up until now, China has not found any 

company registered as Chosun Expo Joint Venture, and currently does not have 

information regarding Park Jin Hyok.ò 

112. According to the United States, Park Jin Hyok and his co-conspirators also 

ñtargeted and then executed the fraudulent transfer of $81 million from Bangladesh 

Bank [é] and engaged in computer intrusions and cyber-heists at many more 

financial services victims in the United States, and in other countries in Europe, Asia, 

Africa, North America, and South America in 2015, 2016, 2017 and 2018, with 

attempted losses well over $1 billionò.111  The $81,000,000 was successfully 

transferred using the SWIFT system from Bangladesh Bankôs account at the Federal 

Reserve Bank in New York to accounts in the Philippines, where it was ñsubsequently 

laundered through multiple bank accounts, a money remitting business, and casino 

junketsò.112 The Philippines has provided the Panel with internal audit documents, 

bank correspondence, CCTV footage and other information relevant to the tracing of 

the stolen funds, the majority of which have not been recovered to date. The Panel 

continues its investigation of the case. 

113. The Panel investigated two additional cases of financially motivated 

cyberattacks in which the Democratic Peopleôs Republic of Korea attempted to 

__________________ 

 108 The United States Government refers to the cyber actors backed by the Government of the Democratic 

Peopleôs Republic of Korea as ñHidden Cobraò, see www.us-cert.gov/HIDDEN-COBRA-North-Korean-

Malicious-Cyber-Activity.  

 109 United States District Court, Central District of California, United States of America v. PARK JIN HYOK, 

Case No. MJ18-1479, Criminal Complaint, 8 June 2018, para. 6. Available at www.justice.gov/opa/press-

release/file/1092091/download. 

 110 The United States stated that Chosun Expo is ña front company affiliated with Lab 110, one of the North 

Korean governmentôs hacking organizations. That hacking group is what some private cybersecurity 

researchers have labeled the ñLazarus Group.ò See annex 36, entitled ñWanted by the FBI, PARK JIN 

HYOK, Conspiracy to Commit Wire Fraud; Conspiracy to Commit Computer-Related Fraud 

(Computer Intrusion)ò.  

 111 United States District Court, United States of America v. PARK JIN HYOK, para. 8.  

 112 Ibid., para. 144. The Panel notes that at the time, casinos were not considered financial institutions in the 

Philippines and were therefore unregulated by the anti-money-laundering law in the country.  

https://undocs.org/S/RES/2375%20(2017)
file://///unhq.un.org/shared/english_wp51/MSWDocs/_2Semifinal/www.us-cert.gov/HIDDEN-COBRA-North-Korean-Malicious-Cyber-Activity
file://///unhq.un.org/shared/english_wp51/MSWDocs/_2Semifinal/www.us-cert.gov/HIDDEN-COBRA-North-Korean-Malicious-Cyber-Activity
file://///unhq.un.org/shared/english_wp51/MSWDocs/_2Semifinal/www.justice.gov/opa/press-release/file/1092091/download
file://///unhq.un.org/shared/english_wp51/MSWDocs/_2Semifinal/www.justice.gov/opa/press-release/file/1092091/download
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illegally force the transfer of over $20 million. In May 2018, a Democratic Peopleôs 

Republic of Korea cyberattack by an advanced persistent threat group resulted in $10 

million being transferred from Banco de Chile mainly to accounts in Hong Kong via 

unauthorized transactions using SWIFT. Using IP addresses and other details 

published by the United States Department of Justice, open-source technical analysis 

has linked the perpetrators with Lab 110,113 which according to the United States is 

part of the Reconnaissance General Bureau.114  Then, in August 2018, about $13.5 

million was withdrawn from Cosmos Bank in India in more than 14,000 simultaneous 

automatic teller machine (ATM) withdrawals in 28 countries as well as in additional 

transfers to an account belonging to a Hong Kong-based company using SWIFT. On 

2 October 2018, the United States responded to these ATM withdrawal attacks by 

issuing a ñFASTCash Campaignò alert for the Democratic Peopleôs Republic of 

Korea.115 These more recent attacks show how the Democratic Peopleôs Republic of 

Korea has become an increasingly sophisticated actor in cyberattacks for financial 

gain, with tools and tactics steadily improving. The Cosmos attack was a more 

advanced, well-planned and highly coordinated operation that bypassed three main 

layers of defence contained in International Criminal Police Organization 

(INTERPOL) banking/ATM attack mitigation guidance.116 Not only were the actors 

able to compromise the SWIFT network in the Cosmos case to transfer the funds to 

other accounts, but they simultaneously compromised internal bank processes to 

bypass transaction verification procedures and order worldwide transfers to almost 

30 countries where funds were physically withdrawn by individuals in more than 

10,000 separate transactions over a weekend. 

114. The Panel notes that in addition to attacks on fiat currency, cyberattacks 

involving cryptocurrencies provide the Democratic Peopleôs Republic of Korea with 

more ways to evade sanctions given that they are harder to trace, can be laundered 

many times and are independent from government regulation. In the 2017 WannaCry 

attack by the Reconnaissance General Bureau, the ransom demand was made in 

cryptocurrency. According to one estimate, the Democratic Peopleôs Republic of 

Korea carried out at least five successful attacks against cryptocurrency exchanges in 

Asia between January 2017 and September 2018, resulting in a total loss of 

$571 million 117 (see annex 39).  

115. In its most recent final report, the Panel included information showing that the 

Reconnaissance General Bureau agents (and family members) responsible for illegal 

financial activities in Europe, including large bank transfers to accounts in the 

European Union and Asia, were both highly trained and skilled in the field of 

information technology and that one of them, Kim Su Gwang, managed to obtain a 

position with significant responsibility for the organizationôs information systems.118  

 

__________________ 

 113 See annexes 37 and 38. 

 114 The Member State informed the Panel that this is based on estimates reached by assessing coding 

and attributes; see also annex 36. 

 115 United States, Department of Homeland Security, Alert (TA18-275A) Hidden Cobra ï FASTCash 

campaign, 2 October 2018. Available at www.us-cert.gov/ncas/alerts/TA18-275A. 

 116 See Oleg Kolesnikov, ñSecuronix Threat Research Report: Cosmos Bank SWIFT/ATM 

US$13.5 million cyber attack detection using security analyticsò, 27 August 2018. Available at 

http://bit.ly/2sgABa0.  

 117 Group-IB, ñ14 cyberattacks on crypto exchanges resulted in a loss of $882 millionò, 17 October 

2018. Available at www.group-ib.com/media/gib-crypto-summary/. See also annex 39; and 

Priscilla Moriuchi, ñNorth Korea turning to cryptos to counter economic sanctionsò, The Hill, 

22 January 2018. Available at https://thehill.com/opinion/international/370114-north-korea-

turning-to-cryptos-to-counter-economic-sanctions. 

 118 S/2018/171, annex 46. 

file://///unhq.un.org/shared/english_wp51/MSWDocs/_2Semifinal/www.us-cert.gov/ncas/alerts/TA18-275A
http://bit.ly/2sgABa0
file://///unhq.un.org/shared/english_wp51/MSWDocs/_2Semifinal/www.group-ib.com/media/gib-crypto-summary/
https://thehill.com/opinion/international/370114-north-korea-turning-to-cryptos-to-counter-economic-sanctions
https://thehill.com/opinion/international/370114-north-korea-turning-to-cryptos-to-counter-economic-sanctions
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  Recommendations 
 

116. The Panel recommends that the Security Council, when drafting future 

financial sanctions measures, take account of cyberattacks carried out by the 

Democratic Peopleôs Republic of Korea to circumvent the resolutions by illegally 

generating revenue for the Democratic Peopleôs Republic of Korea.  

117. Member States should enhance their ability to facilitate robust information 

exchange on the cyberattacks by the Democratic Peopleôs Republic of Korea with 

other Governments and with their own financial institutions, to detect and 

prevent attempts by the Democratic Peopleôs Republic of Korea to employ its 

cybercapabilities for sanctions evasion.  

118. Information about cyberattacks conducted by the Reconnaissance General 

Bureau as a means to evade financial sanctions and to gain foreign currency 

should be added to the Reconnaissance General Bureauôs entry on the 1718 

sanctions list. 

 

  Financial activities of diplomatic personnel of the Democratic Peopleôs 

Republic of Korea 
 

119. The Panel investigated a diplomat of the Democratic Peopleôs Republic of 

Korea formerly posted to Malaysia, Kim Jong Chol (a.k.a. Ri Jong Chol), who 

operated on behalf of Korea Ponghwa General Trading Corporation, which according 

to documents obtained by the Panel is associated with Korea Kumgang Bank.119 

Owing to space constraints, information in this case is contained in annex 40. That an 

individual of the Democratic Peopleôs Republic of Korea accredited as a diplomat at 

the embassy in Kuala Lumpur did business on behalf of entities of the Democratic 

Peopleôs Republic of Korea and on behalf of financial institutions reflects patterns 

previously reported by the Panel.  

120. The Panel investigated the banking practices of another diplomat of the 

Democratic Peopleôs Republic of Korea accredited in a European Union country, Kim 

Chol Yong, who had helped to arrange an attempted shipment of four generator units 

to the Democratic Peopleôs Republic of Korea via China in 2016, which was 

interdicted by the Netherlands (see para. 80). Kim Chol Yong used more than a dozen 

bank accounts in European Union financial institutions to do business in the 

Netherlands and at least three other European Union member States. 

121. In the establishment and use of his bank accounts, Kim used many of the same 

evasion tactics previously noted by the Panel. These included: opening accounts using 

several addresses; opening accounts in the name of a front company; opening multiple 

accounts in the name of family members, in particular his wife and son; and opening 

accounts in the name of the diplomatic mission of the Democratic Peopleôs Republic 

of Korea. He also used various renderings of his own name or those of his co-signors 

when opening bank accounts (e.g., Kim Chol, Kim Chol Yong, Kim Cholyong, Chol 

Yong Kim). Furthermore, Kim and his wife were the long-term owners of life 

insurance savings accounts (also called ñcash value life insuranceò), which they were 

__________________ 

 119 Korea Kumgang Bank (͔ˆ╘ , a.k.a. Kumgang Export and Import Bank, ↨ ), was 

established as a specialized bank to settle accounts for export-import transactions of various 

trading corporations of the Democratic Peopleôs Republic of Korea, including Korea Ponghwa 

General Trading Corporation. Korea Ponghwa General Trading Corporation falls under the 

authority of the External Economic Committee of the Cabinet of the Democratic Peopleôs 

Republic of Korea and is associated with Korea Pyongyang Trading Company.  
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able to cash in for a credit of more than a million euros in late 2017, more than a year 

after the interdicted shipment attempt.120  

122. The Panel has previously recommended that Member States include all embassy 

personnel within the scope of paragraph 16 of resolution 2321 (2016) and that they 

ensure that diplomats do not establish additional bank accounts in the names of family 

members or front companies. Relevant authorities should also verify that bank 

accounts are closed when a diplomat ends their tour in the country. 

123. The Panel also investigated cases of evasion of the provision in paragraph 16 of 

resolution 2321 (2016) in which when diplomatsô accounts were closed, they 

transferred funds to financial institutions in other countries to which they were not 

accredited. In the light of this, as well as the ongoing practice of diplomats of the 

Democratic Peopleôs Republic of Korea residing in one country while engaging in 

business in other countries, the Panel recommends that Member States issue guidance 

whereby one bank is chosen to serve as the only bank that may hold accounts for the 

embassy and diplomats of the Democratic Peopleôs Republic of Korea and all other 

banks are advised not to open accounts for any diplomats of the Democratic Peopleôs 

Republic of Korea or their family members. The Panel notes that the practice of 

diplomats holding multiple accounts in different currencies is prohibited under 

paragraph 16 of resolution 2321 (2016). 

 

  Bank representatives of the Democratic Peopleôs Republic of Korea abroad 
 

124. The Panel continued its investigation into more than 30 representatives of 

financial institutions of the Democratic Peopleôs Republic of Korea operating abroad, 

including from the Tanchon Commercial Bank, Korea Kumgang Bank, Foreign Trade 

Bank, Cheil Credit Bank, Daesong Bank, Ilsim International Bank, Bank of East 

Land, Daedong Credit Bank, Unification Development Bank and Ryugyong 

Commercial Bank. The Panel found these banks to be operating through 

representatives in China, Libya, the Russian Federation, the Syrian Arab Republic 

and the United Arab Emirates (see annexes 41ï42). The Panel notes that payment 

methods previously used by bank representatives of the Democratic Peopleôs 

Republic of Korea to evade sanctions were used in 2018 to process payments for ship-

to-ship transfers (see annex 43). The Panel notes that all of the above-mentioned 

Member States must expel all individuals acting on behalf of a financial institution of 

the Democratic Peopleôs Republic of Korea in accordance with paragraph 33 of 

resolution 2321 (2016).  

125. In its reply to the Panel, the Russian Federation informed the Panel that 

ñMr. Han Jang Su is the Third Secretary of the Commercial Counsellorôs Section of 

the Embassy of the Democratic Peopleôs Republic of Korea to the Russian Federation 

and has been officially accredited by the Russian Ministry of Foreign Affairs. He 

entered the Russian Federation on 23 June 2017 and is staying in the country legally. 

No information is available concerning activities that are inconsistent with his official 

status. The banking licence of the bank, Agrosoyuz, which Mr. Han Jang Su allegedly 

used to carry out activities linked to the FTB [é] has been revoked by the Central 

Bank.ò The Panel notes that as resolution 2371 (2017) lists Han Jang Su as ñChief 

Representative of the Foreign Trade Bankò, Member States are required under 

paragraph 33 of resolution 2321 (2016) to expel him. The Panel also notes that the 

registered office of the Foreign Trade Bank of the Democratic Peopleôs Republic of 

Korea in Moscow lists its director as ñHan Zan Suò (ʍʘʥ ɿʘʥ ʉʫ) according to the 

Russian Federation Federal Tax Service State Registry of Accredited Branches, 

__________________ 

 120 The balance of that account was transferred to his single, permitted account in accordance with 

the above European Union regulation. 

https://undocs.org/S/RES/2321%20(2016)
https://undocs.org/S/RES/2321%20(2016)
https://undocs.org/S/RES/2321%20(2016)
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Representative Offices of Foreign Legal Entities, RAFP (see annex 44).121 This case 

appears to be part of a pattern identified by the Panel whereby diplomats of the 

Democratic Peopleôs Republic of Korea use their status and embassies to violate the 

resolutions.122  

 

  Financial operations of the Reconnaissance General Bureau 
 

126. With regard to the financial activities and assets of Reconnaissance General 

Bureau agents Kim Yong Nam and Kim Su Gwang and their family members, Belarus 

informed the Panel that Kim Su Gwang had been accredited as Deputy Trade 

Representative of the Democratic Peopleôs Republic of Korea from 24 September 

2015. He lived with members of his family until they departed on 16 December 2017 

in a diplomatic vehicle, exiting at the Belarus-Ukraine border. Belarus stated that Kim 

had spent most of his time outside of the country and that his wife had purchased 

items in neighbouring countries for shipment back to the Democratic Peopleôs 

Republic of Korea, using the name of a Chinese company based in Beijing and by 

transferring funds for the purchases through an account at a Chinese bank in 

Shanghai, which is consistent with the Panelôs previous reporting on cash withdrawals 

in Beijing and Shanghai by the Reconnaissance General Bureau from accounts 

controlled by Kim Su Gwang.123 Furthermore, when the accounts of both Kim Su 

Gwang and Kim Yong Nam (the latter including joint accounts with his wife, Kim 

(Djang) Tcheul (Hy)) were closed by another Member State, funds from one of the 

accounts were transferred to an account in the name of Kim Yong Namôs wife at the 

same Shanghai bank branch. In its reply to the Panel about this bank account, China 

stated that ñChina has not found any account opened by the [RGB] in Chinese 

financial institutions.ò The Panel notes that Member States are obligated to freeze the 

assets of all individuals operating on behalf of the Reconnaissance General Bureau, 

which includes bank accounts by Reconnaissance General Bureau agents established 

in the name of family members to evade sanctions.  

 

  Malaysia-Korea Partners Group of Companies  
 

127. The Panel continued its investigation into MKP, a major joint venture of the 

Democratic Peopleôs Republic of Korea established in Malaysia, which the Panel has 

determined to have links with the Reconnaissance General Bureau, Mansudae 

Overseas Project Group of Companies and financial institutions of the Democratic 

Peopleôs Republic of Korea.124  

128. Zambia launched an investigation into the MKP network and cooperated with 

the Panel. Documents it provided show that Han Hun Il (the founder of MKP and a 

Reconnaissance General Bureau agent) made at least two trips to Zambia in 2017 

using his service passport, No. 8361348791 (expiration 9 March 2021; see annex 45), 

violating the travel ban.125 This travel also further calls into question earlier claims to 

the Panel by MKP Malaysia that Zambia operations were run independently.126 For the 

__________________ 

 121 This is according to an official registration document dated 7 January 2019 (retrieved 8 January 

2019), stating that the information was entered on 13 January 2016. 

 122 S/2018/171, paras. 84, 85, 94, 103, 132 and 142; S/2017/150, paras. 18ï21, 25, 91, 103, 161, 

162, 182, 189, 208 and table 8; S/2017/742, paras. 49 and50.  

 123 S/2018/171, paras. 169ï172. 

 124 The Panel has previously reported that Han Hun Il is an operative of the Reconnaissance General 

Bureau of the Democratic Peopleôs Republic of Korea (see S/2018/171, paras. 189 and 190). For 

the Panelôs previous conclusions on Malaysia-Korean Partners Group of Companies (MKP), see 

S/2018/171, paras. 189ï202.  

 125 With regard to the travel of nationals of the Democratic Peopleôs Republic of Korea to and from 

Zambia to work with MKP-related companies, records indicate that Dubai is the most common 

transit point. 

 126 The Panel already showed that this was not the case. See S/2018/171, paras. 189ï202. 

https://undocs.org/S/2018/171
https://undocs.org/S/2017/150
https://undocs.org/S/2017/742
https://undocs.org/S/2018/171
http://www.un.org/ga/search/view_doc.asp?symbol=S/2018/171
http://www.un.org/ga/search/view_doc.asp?symbol=S/2018/171
https://undocs.org/S/2018/171
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Panelôs updated findings on its investigations of MKP activities in Zambia, see annex 

46; in Malaysia, see annex 47; and in Uganda, see paragraphs 155 and 156 and 

annex 74. 

129. Only one of the 13 MKP-linked companies in Zambia, the Korea General 

Corporation for External Construction (a.k.a. GENCO, a.k.a. KOGEN), lists 

exclusively nationals of the Democratic Peopleôs Republic of Korea as directors. 

From the information provided by Zambia and further investigation conducted by the 

Panel, it is clear that GENCO/KOGEN, like MKP, has links to Mansudae Overseas 

Project Group.127 Both GENCO/KOGEN and MKP claim to have constructed several 

of the same sites in the past, using labour from the Democratic Peopleôs Republic of 

Korea (see annexes 46ï51). Indeed, Mansudae, MKP and GENCO/KOGEN have all, 

in some combination, claimed to have worked on the same projects. Furthermore, 

according to a KOGEN brochure, its management team in Zambia comprises 

11 nationals of the Democratic Peopleôs Republic of Korea, in addition to Han Hun 

Il, Ho Un Ran and Yon Il, whom Zambia claims are connected to KOGEN through a 

director relationship with Yazid Merzouk (see annex 52). KOGEN directors in 

Zambia also registered an additional company, Chammae Construction Limited, with 

the same address, email contact details and directors aside from an additional director, 

a Zambian businessman named Sam Maurice Mbewe (National Registration Card 

No. 296387 /7 4/1). The company was incorporated on the same date as 

KOGEN/GENCO, 15 June 2012 (see annex 59).  

130. Analysis of GENCO/KOGEN bank accounts in Zambia, in dollars and in local 

currency, showed regular cash and cheque activity and high account turnover. The 

accounts demonstrated similar patterns of cheque deposits, followed by incoming 

transfers, followed by regular cheque withdrawals. These patterns were also seen in 

the case of the bank accounts of MKP TMS Hospital and in the banking practices of 

Glocom and Reconnaissance General Bureau agents in Europe and Asia.128  

131. MKP corporate accounts in two banks in Zambia were opened in the name of 

two individuals of the Democratic Peopleôs Republic of Korea, Ri Kwang Song 

( ) and Han Chan Ho. Open-source information indicates that a person with the 

name Kwang Song Ri previously served as a Counsellor (ᴠ ) at the Embassy of the 

Democratic Peopleôs Republic of Korea in Beijing in 2013 ( ӿ Ӿ) (see  

annexes 53ï54). Other open-source material indicates that Kwang Song Ri has used 

 and the aliases Ri Kwang-Son and Ri Kwangson, with the latter two 

transcribed in Korean as (see annex 53). Further open-source information 

shows that a person with the same name Ri Kwang Song () served as a 

diplomat at the Embassy of the Democratic Peopleôs Republic of Korea in Cairo until 

at least November 2017 (see annexes 55ï56). The Panel notes that using a diplomat 

of the Democratic Peopleôs Republic of Korea to open these bank accounts fits with 

past patterns of the Democratic Peopleôs Republic of Korea in establishing overseas 

bank accounts. 

132. The Panelôs ongoing investigation into GENCO/KOGEN showed that in 

addition to Zambia, the company has a large reach and extensive network in several 

countries in the Middle East, Africa and Eurasia, where it utilizes labourers, 

prohibited cooperative entities and joint ventures of the Democratic Peopleôs 

Republic of Korea and earns significant revenue. According to a Member State, 

GENCO/KOGEN ñhas worked to supply North Korean laborers in the Middle East 

__________________ 

 127 With regard to operations of MKP on behalf of Mansudae Overseas Project Group of Companies, 

see S/2018/171, paras. 189ï202. 

 128 See S/2018/171, paras. 156ï202. 
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for the purpose of earning hard currency for [the] North Korea [n government]ò.129 

The Panelôs investigations found evidence of KOGEN activity by a joint venture with 

a company of the United Arab Emirates. The Panel is continuing to investigate the 

company (see annexes 57ï58). 

133. The presence of GENCO/KOGEN in Africa covers Nigeria, C¹te dôIvoire and 

Equatorial Guinea. In Nigeria, it is registered as ñKorea General Company for 

External Construction GENCO (Nigeria)ò (see annex 60) and lists ñKorea General 

Co. for External Construction Gencoò as the majority shareholder and Kim Yong Sik 

and Kim Yong Hwan as minority shareholders. In C¹te dôIvoire, ñKorea General 

Construction SL (KOGEN GE SL)ò was registered in 2012.130  The website of the 

African Union Inter-African Bureau for Animal Resources lists KOGEN GE S.L. as 

its implementing partner for a project funded by Equatorial Guinea set to conclude in 

2019 (see annex 61). KOGEN was separately reported as a contractor for the Rebola 

Municipal Stadium, completed in 2016, which documents suggest earned KOGEN 

approximately $30.5 million (see annex 62). Local news claims that KOGEN opened 

a new, large national headquarters in Equatorial Guinea the same year.131 The Panel 

has not received a reply from these Governments on its inquiries. 

134. According to corporate registration documents, GENCO is the partial owner of 

a construction cooperative entity or joint venture company in the Russian Federation, 

LLC ñSAKORENMAò132, with majority ownership belonging to a Russian national 

(see paras. 150ï151 and annexes 76ï78). This cooperative entity or joint venture 

maintains an account with a Russian bank (see annex 79). Furthermore, the company 

shares addresses, contact information and shareholders with three other companies, 

all of which engage in construction-related activities (see annexes 63ï64). In addition, 

corporate registry documents show that GENCO operates two official representative 

offices in the Russian Federation, one in Vladivostok and one in Khasan, that together 

formally employ 17 foreign nationals (see annex 65).133  

135. In addition to these companies, the Panel also wrote to the Russian Federation 

with regard to four companies registered in the country that use GENCOôs name in 

Russian, ñZENKOò (in Cyrillic script: ɿɽʅʂʆ), the same name used by GENCOôs 

official representations in the Russian Federation owned by nationals of the 

Democratic Peopleôs Republic of Korea (see annexes 66ï68), and that were 

authorized in 2018 to employ a combined total of 301 labourers from the Democratic 

Peopleôs Republic of Korea (see annex 68).  

 

__________________ 

 129 United States, Department of the Treasury, ñTreasury sanctions individuals and entities 

supporting the North Korean Government and its nuclear and weapons proliferation effortsò, 

press release, 2 December 2016. Available at www.treasury.gov/press-center/press-

releases/Pages/jl0677.aspx.  

 130 Corporate registration # CIYOP-12-D-221, incorporation date 25 January 2012.  

 131 ñGuinea Ecuatorial propiedad de Rusia y Corea Del Norteò, Diario Rombe, 5 April 2016. 

Accessed on 5 November 2018 at http://diariorombe.es/guinea-ecuatorial-propiedad-de-rusia-y-

corea-del-norte/. 

 132 The corporate paperwork lists the Russian version of the name of the company, both for its 

acronym GENCO, ñɿɽʅʂʆò (Zenco), as well as for the full name (Korea General Corporation 

for External Construction): ñʂʆʈɽʁʉʂʆɽ ɻɽʅɽʈɸʃʔʅʆɽ ʆɹʑɽʉʊɺʆ ʇʆ 

ʉʊʈʆʀʊɽʃʔʉʊɺʋ ɿɸ ʈʋɹɽɾʆʄ ñɿɽʅʂʆò ʂʅɼʈ. (ʂʅɼʈ is DPRK). In other fields of the 

registry documents, GENCO is listed as being registered and located in the Democratic Peopleôs 

Republic of Korea. See annex 76. 

 133 The corporate registration documents for the GENCO representative offices display in the field 

for ñinformation about the number of foreign citizens that are employees of the foreign branch or 

officeò that the number is 12 for the representative office in Vladivostok and 5 for the office in 

Khasan. Russian court documents reference the head of the representative office for GENCO 

with the initials of the name of the director of the Vladivostok GENCO office according to the 

corporate paperwork (Ko Yongil) (see annex 65).  

file://///unhq.un.org/shared/english_wp51/MSWDocs/_2Semifinal/www.treasury.gov/press-center/press-releases/Pages/jl0677.aspx
file://///unhq.un.org/shared/english_wp51/MSWDocs/_2Semifinal/www.treasury.gov/press-center/press-releases/Pages/jl0677.aspx
http://diariorombe.es/guinea-ecuatorial-propiedad-de-rusia-y-corea-del-norte/
http://diariorombe.es/guinea-ecuatorial-propiedad-de-rusia-y-corea-del-norte/
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  Figure XXIV 

  GENCO network 
 

 

Source: The Panel. 
 

 

136. The Panel reiterates its recommendation for the designation of Han Hun Il 

(Edward Han) and also recommends the designation of Yong Kok Yeap and Yazid 

Merzouk of MKP Malaysia and MKP Zambia.  

 

  Financial operations of Glocom 
 

137. The Panel continued its investigation into Glocom, which has used an extensive 

network of individuals, companies and offshore bank accounts to procure, market and 

sell arms and related materiel for the Democratic Peopleôs Republic of Korea, 

including individuals, companies and bank accounts in China, Indonesia, Malaysia, 

Singapore and the Middle East, including through an attempted shipment of military 

equipment to Eritrea in 2016.134  Unlike most front companies of the Democratic 

Peopleôs Republic of Korea, which tend to close and reappear with a new guise after 

being publicly investigated, Glocom has continued to actively use its brand despite 

previous Panel recommendations that Member States freeze bank accounts and other 

assets owned by all individuals and entities acting on behalf of Pan Systems or 

Glocom. To the Panelôs knowledge, no such action has been taken. 

138. Glocom reinforced its online presence in 2018 with a website redesign and 

descriptions of an array of new products. It describes itself as a technology-oriented 

company undertaking research and development, manufacturing and servicing 

military communications equipment and systems.135 Glocom uploaded a new set of 

marketing videos to YouTube in 2018 and created and used social media presences on 

platforms such as Pinterest (see annex 70), LinkedIn and Instagram.136 On Twitter, 

__________________ 

 134 In particular, the Panel showed how Pan Systems Pyongyang made regular transfers to various 

facilitators with Chinese, Korean, foreign and code names working in China, Indonesia, Malaysia 

and the Middle East and how a series of transactions by Glocom were initiated by companies 

registered in Hong Kong, China, and cleared through several United States correspondent banks 

in New York. See S/2018/171, paras. 173ï177; S/2017/150, paras. 72ï87 and 232ï241; and 

S/2017/742, para. 52. 

 135 Glocomôs previous webpage used to have a physical address in Malaysia, while the new website 

lists no physical address.  

 136 Glocom used a different YouTube account (ñSupport Glocomò) than in 2017 to upload videos in 

2018 before it was removed after September 2018 pursuant to a legal complaint.  
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Glocom (@GlocomSupport) advertises multiple products, with posts up through the 

drafting of the present report, as well as various software packages for military 

applications (see annex 69). Glocom similarly unveiled an Android app for customers 

in 2018.137 It claims that its production capacity for secure personal radios is 10,000 

sets a year and for Manpack radios, mass production is 6,000 sets a year. An open-

source report in August 2018 linked Glocomôs IP address through a second high-tech 

front company to restaurants of the Democratic Peopleôs Republic of Korea in Viet 

Nam.138  Furthermore, in mid-2018, Glocom sought to further expand its reach by 

forming relationships with radio technology distribution companies in Malaysia and 

Indonesia. In some cases, the products advertised by these entities used other 

branding, including the brand ñFACOMò.139  

139. Although its activities constitute activities prohibited by relevant Security 

Council resolutions on the Democratic Peopleôs Republic of Korea and its Pyongyang 

operations were run by a Reconnaissance General Bureau agent (Ryang Su Nyo), 

Glocom has not been designated, despite the Panelôs previous recommendation for 

such action. The Panel therefore reiterates its previous recommendations for the 

designation of Pan Systems140 to be accompanied by the names of all of its front 

companies (including Glocom, International Golden Services and International 

Global System) as aliases, for involvement in the financing and sales of arms and 

related materiel. 

  
Name: Pan Systems Pte Ltd (Pyongyang branch) 

A.k.a: 

Wonbang Trading Co., Glocom, International Golden Services, 

International Global System 

Address: 

Room 818, Pothonggang Hotel, Ansan-Dong, Pyongchon 

district, Pyongyang, Democratic Peopleôs Republic of Korea 

Director: Ryang Su Nyo 

Employees: 

Pyon Won Gun, Pae Won Chol, Ri Sin Song, Kim Sung Su, Kim 

Chang Hyok and Kim Pyong Chol 

Telephone: +850-218-111 (ext. 8636) 

 

140. The Panel continued its investigation into the activities of designated financial 

institutions, including Korea Daesong Bank, Daedong Credit Bank (DCB) and DCB 

Finance Limited. It previously reported on Li Zhengang (↨), a Chinese national 
who, since 2011, has owned a 70 per cent foreign equity share in DCB, with the 

remaining 30 per cent owned by the designated Korea Daesong Bank.141 In its 2017 

midterm report (S/2017/742), the Panel also mentioned Dandong Zhongrui 

Petrochemical Co., Ltd () as one of two companies 

controlled by Li Zhengang () and his family member Li Shengda ().142 

Since that time, the Panel has obtained new open-source information, according to 

which Li Zhengangôs company, Dandong Zhongrui Petrochemical Co., Ltd, is part of 

a large and currently active network of Chinese companies with a history of doing 

__________________ 

 137 The app is available for download on the Glocom website.  

 138 Jason Arterburn, Dispatched: Mapping overseas forced labor in North Koreaôs proliferation 

finance system (C4ADS, 2018). 

 139 However, the Glocom label remained clearly visible on several of the products. 

 140 See S/2017/742, para. 62 and S/2018/171, recommendation 1. 

 141 See S/2017/742, para. 56. 

 142 See ibid., annexes 24 and 25. 

https://undocs.org/S/2017/742
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business with the Democratic Peopleôs Republic of Korea that share contact details, 

buildings, office space (i.e., the same room), employees and contact persons.  

141. In particular, the Panelôs investigation found that Li Zhengangôs company, 

Dandong Zhongrui Petrochemical Co., Ltd, shares addresses with an individual and 

entity previously identified by the Panel as associated with shipping activities of the 

Democratic Peopleôs Republic of Korea that have violated the resolutions (see 

annex 71). The individual is Pan Weichao ( Ώ), previously identified in a Panel 
report as being associated with shipping activities of the Democratic Peopleôs 

Republic of Korea which violated the resolutions by acting as an emergency contact 

for K-Brothers, the Marshall Islands-based operator of the Jie Shun (IMO 

No. 8518780). Another designated entity shares the same address with Pan Weichaoôs 

company, the Hong Kong-based Chang An Shipping & Technology Ltd (Ḡ╤ Ἡ
ῶ ԇᴻ). In reply to the Panelôs inquiries on Li Zhengang (ֲ) and his 

connections with above-mentioned entities and individuals, China stated ñChina has 

conducted an in-depth investigation on this case. Through on-site investigation to 

Dandong Zhongrui Petrochemical Co. Ltd, China found that it is a very small 

company, which has only four staff members and a business volume of 300,000 USD 

in the past two years. Li Zhengang had stopped doing business with the Democratic 

Peopleôs Republic of Korea since the year of 2018. China does not have relevant 

information on the connection between Dandong Zhongrui Co. Ltd and other three 

companies mentioned in the letter ï Dandong Jingôao Trading Co. Ltd, Hong Kong-

registered company Jingôao Dalin Trading Co. Ltd and Chang An Shipping and 

Technology Co. Ltd.ò 

 

  OCN Singapore and T Specialist Singapore 
 

142. The Panel continued its investigation into the financial activities of OCN 

(Singapore) Pte Ltd and T Specialist International (Singapore) Pte Ltd.143 On 19 July 

2018, the director of both companies, Ng ñLeoò Kheng Wah, was charged in a 

Singaporean court with 80 sanctions-related charges and 80 charges of cheating and 

conspiracy, including cheating banks out of more than $95 million and supplying 

luxury goods worth about $6 million to the Democratic Peopleôs Republic of Korea. 

In particular, Ng is accused of ñengaging in a conspiracyò with Wang Zhi Guo (flỐ
ᶂ) and T Specialist International to falsify invoices for multiple trade financing 

loans, resulting in payments from banks in Singapore and Malaysia to Wang Zhi 

Guoôs company, Pinnacle Offshore Trading. The trial, however, has been delayed four 

times.  

143. The Panel continued its investigation into these companies (see annex 72). 

Democratic Peopleôs Republic of Korea national Li Ik (a.k.a. Ri Ik) had worked for 

OCN (Singapore) until January 2018 when his employment pass was revoked, and 

Wang Zhi Guo, a Singaporean resident and Chinese national, is still living in 

Singapore but had his Chinese passport confiscated (see annex 73). Li Ikôs phone 

records showed a wide network of global contacts across four continents and the use 

of evasion tactics in his communications. Using three phone numbers associated with 

two accounts, he made 1,840 calls to 72 unique numbers in Australia, China, the 

Congo, the Democratic Peopleôs Republic of Korea, Liberia, Malaysia, Namibia, 

Pakistan, Singapore, Spain, Switzerland and the United Kingdom between 

15 February 2014 and 19 April 2016. At least 76 calls were made from one of Li Ikôs 

phones to the number of the Foreign Trade Bank of the Democratic Peopleôs Republic 

of Korea and Bank of East Land. Li Ikôs phone bills were paid by credit cards with 

credit limits of 1 million Singapore dollars ($729,927 United States dollars) from a 

__________________ 

 143 The Panel refers to the two companies interchangeably, as they have shared the same address and 

director, ñLeoò Ng Kheng Wah. See S/2018/171, annexes 49 and 55. 
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major Singaporean bank that requires an annual income of 500,000 Singapore dollars 

or 3 million Singapore dollars in controlled assets in the bank. Ownership of multiple 

bank credit cards with high capital/income requirements by a national of the 

Democratic Peopleôs Republic of Korea engaged in the above-mentioned activities 

constitutes evasion of the financial sanctions. A summary of further findings on this 

case since the Panelôs most recent final report (S/2018/171) are contained in annex 72.  

 

  Ryugyong Commercial Bank and Koryo Commercial Bank 
 

144. While OCN Singapore claimed to the Panel that it had no interests in either 

Ryugyong Commercial Bank or Koryo Commercial Bank, it admitted that Ri Ik, its 

long-time employee, had the authority to enter into agreement to sell Ryugyong 

Commercial Bank and that to this end, he received three transfers of $499,970 each 

which were made into the T Specialist account in Singapore by Wang Zhi Guoôs 

company, Pinnacle International, in addition to a transfer from Mars Rock 

International for $499,935 (totalling $1,999,845) for the purchase of shares in 

Ryugyong Commercial Bank. OCN also admitted knowledge of the business 

promotions for Ryugyong Commercial Bank at the Pyongyang Bugsae stores using 

the ñOCNò brand (Ri Ik printed the promotional posters in Singapore). China 

indicated that Wang Zhi Guo last departed China in 2017 and Singapore has 

confirmed that he is a permanent resident. 

145. The Panel reiterates its previous recommendation to designate Ri Ik (Li Ik), 

Wang Zhi Guo and Ri Ho Nam.144  

 

  Cooperative entities and joint ventures 
 

146. The Panel investigated companies acting as possible cooperative entities or joint 

ventures in Argentina, Australia, Cambodia, China, Japan, the Lao Peopleôs 

Democratic Republic, Malaysia, Malta, Poland, the Russian Federation, Singapore, 

Thailand, Uganda, Viet Nam and Zambia.145  The Panel wrote to all of the above-

mentioned countries with lists containing information on possible cooperative entities 

or joint ventures in their jurisdictions and requested information on the entities. Of 

the above Member States, Argentina, Japan and Singapore were able to demonstrate 

that the entities investigated were either non-existent, non-operational or had no ties 

with the Democratic Peopleôs Republic of Korea. Replies on the entities and measures 

being taken in their regard were received from Argentina, Australia, China, Japan, the 

Lao Peopleôs Democratic Republic, Poland, the Russian Federation, Singapore, 

Thailand, Uganda, Viet Nam and Zambia. Cambodia, Malaysia and Malta have not 

replied to the Panelôs inquiries (see annex 74).  

 

  Australia 
 

147. In response to the Panelôs request for information on Sonbong Kost J.V. 

Company (a.k.a Samhung Kost J.V. Company and Sam Hung KOAST Joint Venture 

Pyongyang, ἐṚ ᾅ ₅ Ợ),146  Australia cooperated with the Panel by 

providing detailed information on the company.  

 

__________________ 

 144 S/2018/171, Recommendation 1. 

 145 The Panel investigated entities based on multiple sources; however, only some of these 

ultimately met the Panelôs evidentiary standards. 

 146 The partner company is Australia Kost/Koast Group, Australia. The Chairman is Chun Yong-su, 

a.k.a. Yong Soo Chon. Both the ñKoastò and ñKostò spellings seem to have been used by the 

relevant companies. 

https://undocs.org/S/2018/171
https://undocs.org/S/2018/171


 S/2019/171 

 

61/379 19-01704 

 

  China 
 

148. China informed the Panel of the following: ñThe Ministry of Commerce and 

former State Administration for Industry and Commerce of China issued an 

Announcement on September 28th, 2017 to require the closure of China-DPRK joint 

ventures and cooperative enterprises in accordance with the requirement of the 

Security Council resolution. So far, all the China-invested cooperative enterprises in 

the DPRK that were approved and put on records by Chinese competent authorities 

have been closed. All the DPRK-invested enterprises that registered in China have 

completed the closure and stopped business. Any China-DPRK joint venture and 

cooperative enterprise that is in operation now violates the Announcement issued by 

the relevant Chinese authorities.ò  

 

  Poland 
 

149. Poland replied to the Panel that Korean-Poland Shipping Co. Ltd (Chopol) had 

been closed on 19 June 2018. With regard to Wonye Ltd, Poland confirmed that the 

two main shareholders as well as members of the board were nationals of the 

Democratic Peopleôs Republic of Korea, one of whom had left the country. Nine 

nationals of the Democratic Peopleôs Republic of Korea had been granted temporary 

residence and work permits valid until 31 August 2019. In an inspection carried out 

at the company in 2018, inspectors found irregularities, including civil contracts 

instead of employment contracts and the lack of required authorization for an 

employment agency. With regard to the company, Redshield Ltd, Poland confirmed 

that it had two nationals of the Democratic Peopleôs Republic of Korea serving as the 

main shareholders and board members. An inspection in 2018 found 42 nationals of 

the Democratic Peopleôs Republic of Korea employed at Redshield, 20 of whom were 

granted European Union long-term residency status and 20 of whom were granted 

residency and the ability to work in Poland. At least one of the entities listed above 

constitutes a violation of paragraph 18 of resolution 2375 (2017). 

 

  Russian Federation 
 

150. The Russian Federation informed the Panel that ñthe case of Russian companies 

having a sole founder who is a citizen of the [DPRK], such companies are registered 

strictly as Russian limited liability companies, rather than joint ventures or 

cooperative entities, making them Russian legal persons with all the legal 

consequences that follow therefrom. Such companies are not considered subject to 

the restrictions imposed on the [DPRK] by the Security Council under paragraph 18 

of Security Council resolution 2375 (2017) or under current Russian law.ò (annex 74). 

The Russian Federation also informed the Panel on 21 January 2019 that ñjoint 

ventures (in Russian law, no such form of legal person exists)ò. The Panelôs 

investigations during the reporting period have shown that beyond violating the ban 

on cooperative entities contained in paragraph 18 of resolution 2375 (2017), Member 

States hosting cooperative entities may have violated other provisions of the 

resolutions. On 13 August 2018, the Panel wrote to the Russian Federation requesting 

information on a company in the Russian official business registry that listed the 

owner as a national of the Democratic Peopleôs Republic of Korea and the director as 

a Russian national.147 According to the document, the address of this entity is the same 

as that of the Consulate General of the Democratic Peopleôs Republic of Korea in 

__________________ 

 147 The Russian Federation replied on 21 January 2019 that ñwe can report that the investigations 

have revealed that the information about the location of Pioner LLC entered in the database of 

the Unified State Register of Legal Entities in September 2015 is unreliable. No violations of 

paragraph 18 of Security Council resolution 2321(2016) have been identified in this regard.ò 

https://undocs.org/S/RES/2375%20(2017)
https://undocs.org/S/RES/2375%20(2017)
https://undocs.org/S/RES/2375%20(2017)
https://undocs.org/S/RES/2321(2016)
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Vladivostok,148  which moved to the city in April 2016.149  According to official 

business records, it is engaging in multiple economic activities, including ñrenting 

and operating of own or leased non-residential real estateò; ñconstruction of 

residential and non-residential buildingsò; and ñoperation of restaurants and bars in 

railway cars and on shipsò (see annex 75). The Panel considers that this collaborative 

activity with the Democratic Peopleôs Republic of Korea is prohibited under 

paragraph 18 of resolution 2375 (2017). This also constitutes a violation of paragraph 

18 of resolution 2321 (2016) unless the company moved out before its adoption. The 

Panel continues its investigation.  

151. With regard to ties between cooperative entities and possible joint ventures and 

designated entities, the Panelôs investigations also found that the construction 

company of the Democratic Peopleôs Republic of Korea, Korea General Corporation 

for External Construction (GENCO or KOGEN), with ties to Mansudae and Han Hun 

Il (Reconnaissance General Bureau) in Zambia (see paras. 126ï135), is the co-owner 

(along with a Russian national), of a joint venture construction company in Sakhalin 

Oblast, Russian Federation, LLC ñSAKORENMAò (ʆʆʆ ñʉɸʂʆʈɽʅʄɸò)150 (see 

annexes 76ï79). According to official Russian records, it bid on and won supply 

contracts for Russian State agencies in June 2018 (see annex 78).151. 

152. According to the companyôs official registration documents, it has had 

Government contracts in the past year. Another joint venture co-owned by two 

nationals of the Democratic Peopleôs Republic of Korea and directed by a Russian 

national in Krasnoyarsk is registered under the Russian name for GENCO and 

engages in the same business (construction).152  While the majority of companies 

considered by the Panel as cooperative entities in the Russian Federation are owned 

or co-owned by individuals of the Democratic Peopleôs Republic of Korea (with 

Russian co-owners and/or directors also in the paperwork), the following companies 

of the Democratic Peopleôs Republic of Korea (in addition to GENCO) are owners of 

cooperative entities on the territory of the Russian Federation and therefore in 

violation of paragraph 18 of resolution 2375 (2017): Korea Kumgang General 

Corporation, the Ministry of Forestry of the Democratic Peopleôs Republic of Korea, 

the Academy of Medical Sciences of the Democratic Peopleôs Republic of Korea, 

Pugang Pharmaceutical Company, ñEighth of Marchò Korean Trading Company, 

Korea Aprokgang Technology Company and Korea Paekma Trading Corporation.  

153. The Panel recommends that all Member States take the necessary measures to 

ensure that the use of property of the Democratic Peopleôs Republic of Korea for any 

purposes prohibited under paragraph 18 of resolution 2321 (2016) be terminated and 

all related registrations or leases cancelled and that all cooperative entities or joint 

ventures involving nationals or entities of the Democratic Peopleôs Republic of Korea 

be dissolved in accordance with paragraph 18 of resolution 2375 (2017). Given the 

Panelôs findings regarding GENCOôs operation across multiple countries in multiple 

continents, it recommends that Member States encourage their corporate service 

__________________ 

 148 12A Nevskaya ul., Vladivostok, Russia, 690018. 

 149 See https://primamedia.ru/news/500981/. 

 150 Tax identification number 6501104474. The Panel notes that LLC ñSAKORENMAò was known 

as LLC Joint Russian-Korean Enterprise ñSAKO RENMAò (Russian: ʆʆʆ ʉʆɺʄɽʉʊʅʆɽ 

ʈʆʉʉʀʁʉʂʆ-ʂʆʈɽʁʉʂʆɽ ʇʈɽɼʇʈʀʗʊʀɽ ñʉɸʂʆ ʈɽʅʄɸò) until 29 June 2018 (see 

annex 77). 

 151 Information on Government contracts on at least two open-source databases with official Russian 

corporate registry data,: see www.rusprofile.ru/gz/2893948 and 

www.kartoteka.ru/card/6503378623b837e00e8ff4b9bc1f9b27/#path_Main_Html.  

 152 According to the official registration information for this joint venture, the name of the 

Democratic Peopleôs Republic of Korea company GENCO is translated into Russian as ʂʦʨʝʡʩʢʦʝ 

ʛʝʥʝʨʘʣʴʥʦʝ ʦʙʱʝʩʪʚʦ ʧʦ ʩʪʨʦʠʪʝʣʴʩʪʚʫ ʟʘ ʨʫʙʝʞʦʤ ñɿɽʅʂʆò (Koreyskoye Generalnoye 

Obshestvo po Stroyitelstvu za Rubezhom ñZENKOò). See annexes 65 and 76. 

https://undocs.org/S/RES/2375%20(2017)
https://undocs.org/S/RES/2321%20(2016)
https://undocs.org/S/RES/2375%20(2017)
https://undocs.org/S/RES/2321%20(2016)
https://undocs.org/S/RES/2375%20(2017)
https://primamedia.ru/news/500981/
file://///unhq.un.org/shared/english_wp51/MSWDocs/_2Semifinal/www.rusprofile.ru/gz/2893948
file://///unhq.un.org/shared/english_wp51/MSWDocs/_2Semifinal/www.kartoteka.ru/card/6503378623b837e00e8ff4b9bc1f9b27/
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providers to exercise vigilance to ensure that these companies cannot operate in other 

countries in violation of the resolutions. 

 

  Thailand 
 

154. In its reply to the Panelôs letter regarding five joint ventures, Thailand said that 

its authorities were seeking further details on Pyongyang Haemaji Restaurant and 

Mokran Korean Restaurant. It also informed the Panel that Pyongyang Okryu 

Restaurant was operated by ñGolden Pioneer Entertainment Company Limitedò, 

which is ñentirely own by Thai citizensò (see annex 74). 

 

  Uganda 
 

155. The Government of Uganda replied on 6 July 2018 to the Panelôs request for 

further information on MKP operations in Uganda. It acknowledged having formed a 

joint venture between the National Housing and Construction Company and MKP 

Builders SDN BHD, called NH-MKP Builders Limited. As part of one project, the 

National Housing and Construction Company paid out $3,627,762 as an advance 

payment to MKP Builders. Uganda claims that this business relationship ceased at the 

beginning of 2014, when it became clear that MKP Builders SDN BHD was unable 

to complete the construction contract. The Government has since been involved in a 

series of ongoing lawsuits with MKP and its insurance companies to recover the 

payment and insists that it cannot dissolve MKP Builders SDN BHD or MKP Capital 

Berhad while litigation continues. 

156. In its reply, Uganda also included information about Vidas Engineering Services 

Company Limited, which it acknowledged as having been contracted for several 

Government-funded projects. However, it firmly denied any relationship between the 

firm and MKP, citing Vidasôs company incorporation documents. Uganda and Vidas 

did not provide an explanation for the appearance of the firmôs mailing address, 

registered office address, email address and trading name on the corporate registry 

documents for MKP Capital and MKP Builders in Uganda. The Panel notes that in 

order to mask connections with the Democratic Peopleôs Republic of Korea, 

companies of the Democratic Peopleôs Republic of Korea commonly use foreign 

national facilitators to avoid putting its own nationals on incorporation paperwork, 

leverages business contacts to facilitate the establishment of in-country presences and 

embeds within foreign firms. Uganda did not respond to the Panelôs inquiries 

pertaining to its recent promotion of foreign investment opportunities in a high-value 

MKP Holdings project at the Moroto Marble Mine (see ibid.). 

 

  Viet Nam 
 

157. In December 2017, Viet Nam replied to the Panel that with regard to entities of 

the businesses and restaurants of the Democratic Peopleôs Republic of Korea 

operating in Viet Nam, in Hanoi, there were three entities and two restaurants, 

including Binh Nhuong Restaurant and Koryo Restaurant. In Ho Chi Minh City, there 

were seven entities and a Koryo Restaurant (formerly called Ryu Gong Restaurant). 

There was one entity in Hai Phong. 

 

  Zambia 
 

158. Information on cooperative entities and joint ventures in Zambia can be found 

in annex 46. 
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  Recommendations 
 

 To the Committee 

159. The Panel recommends the designation of Han Hun Il (Edward Han), Yong 

Kok Yeap (MKP Malaysia) and Yazid Merzouk (MKP Zambia), as well as Pan 

Systems,153  and the names of all of its front companies (including Glocom, 

International Golden Services and International Global System). 

160. The Panel recommends that the Committee clarify the definition of joint 

ventures and cooperative entities contained in paragraph 18 of resolution 2375 

(2017). 

 To Member States 

161. Given the pervasive use of accounts in the names of family members to 

evade sanctions, the Panel recommends that Governments provide their financial 

institutions with a list not only of accredited diplomats, but of their family 

members, to ensure that diplomats do not establish additional bank accounts in 

their names.  

162. The Panel recommends that Member States issue guidance for a single bank 

to be identified as the only bank that may hold accounts for the embassy and 

diplomats of the Democratic Peopleôs Republic of Korea and that all others be 

advised not to hold accounts for diplomats of the Democratic Peopleôs Republic 

of Korea or their family members.  

163. The Panel recommends that Member States advise their financial 

institutions not to open accounts for diplomats of the Democratic Peopleôs 

Republic of Korea who are not accredited to their country and to share 

information on the financial activities of diplomats of the Democratic Peopleôs 

Republic of Korea with other Member States where records show that there has 

been financial activity, to avoid cross-border circumvention of sanctions. 

164. Member States should advise their financial institutions that only closing 

bank accounts (as opposed to freezing) does not meet the requirements of the 

resolutions, which stipulate that they must freeze all assets controlled by 

designated individuals or entities and those operating on their behalf, as well as 

of any members of the Government of the Democratic Peopleôs Republic of 

Korea that are engaged in violating or evading any of the provisions of the 

resolutions. 

165. Member States should offer technical assistance to other Member States to 

help them to strengthen their legal frameworks and related mechanisms to 

implement the financial provisions in the resolutions, as appropriate and in line 

with Article 49 of the Charter of the United Nations.  

166. As part of their implementation of paragraph 18 of resolution 2375 (2017), 

Member States should request their corporate registries to extract the details of 

all companies with a national director or shareholders of the Democratic 

Peopleôs Republic of Korea, bearing in mind that the registration of such 

companies may de facto violate the ban.  

167. Given that joint ventures have violated other provisions of the resolutions 

in addition to paragraph 18 of resolution 2375 (2017), the names of those 

directors and shareholders should be shared with investigation agencies, 

financial intelligence units and financial institutions. 

__________________ 

 153 S/2017/742, para. 62; and S/2018/171, recommendation 1. 

https://undocs.org/S/RES/2375%20(2017)
https://undocs.org/S/RES/2375%20(2017)
https://undocs.org/S/RES/2375%20(2017)
https://undocs.org/S/RES/2375%20(2017)
https://undocs.org/S/2017/742
https://undocs.org/S/2018/171
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168. The Panel recommends that Member States clarify with their national 

agencies that insurance providers are financial institutions and therefore subject 

to all of the relevant financial provisions in the resolutions, including the need to 

freeze assets under the resolutions. 

 

 

 V. Recent activities related to the nuclear and ballistic 
missile programmes  
 

 

  Nuclear 
 

169. The Yongbyon nuclear complex remained active. The 5 MW (e) reactor has been 

in operation since December 2015 and, according to a Member State, while operations 

were suspended for a few days in February, March and April 2018, each period was 

insufficient to shut down for discharge and was likely for maintenance operations. In 

November 2018, a Member State informed the Panel that the reactorôs operation had 

been suspended from September to October 2018 and that the discharge of spent fuel 

rods could have taken place during those two months. Satellite imagery from February 

to November 2018 shows the excavation of water channels. The imagery also captures 

the construction of a building near the reactorsô water discharge facilities. A Member 

State observed the discharge of water through the newly built structure in  

mid-June 2018. The Panel also observed a new building on the west side of the light 

water reactor (see annex 80).  

170. Satellite imagery indicates possible operation of the radiochemical laboratory 

and associated steam plant. Plumes of smoke and fluctuating amounts of coal reserves 

were seen between 27 April and 8 May 2018 (see annex 81), which was likely for 

maintenance work. In November 2018, a Member State reported to the Panel that it 

had detected a heat change within the building.  

171. On 24 May 2018, the Democratic Peopleôs Republic of Korea held a ceremony 

for the dismantling of the Punggye-ri nuclear test site, followed by a statement by its 

Nuclear Weapons Institute.154  Satellite imagery indicates several changes in the 

above-ground infrastructure as a result of the ñdismantlingò in May. The Panel 

observed the removal of stockpiled materials in November 2018 (see annex 82). 

172. The Panel continues monitoring uranium concentration plants and mining sites. 

The Panel observed the removal of spoil piles in Pyongsan in 2018, which indicates 

that mining may be ongoing (see annex 83). The Panel observed no significant change 

around the possible uranium enrichment facility in Kangson during the reporting 

period, except for the periodic movement of oversize trucks. 

 

  Use of civilian infrastructure for ballistic missile assembly and launches 
 

173. In April 2018, a Member State informed the Panel that the Democratic Peopleôs 

Republic of Korea was repeatedly using civilian factories and other non-military 

facilities as part of a strategy to prevent any possible ñdecapitationò strike on the 

countryôs smaller number of identified nuclear and ballistic missile assembly and 

manufacturing sites. The Member State noted that these sites have all the necessary 

rail links, road and other infrastructure for the transport, assembly and testing of the 

weapons systems. One example provided to the Panel was the intercontinental 

ballistic missile Hwasong-15 assembly at the Pyongsong truck factory, also known as 

the March 16th Automotive Plant (see figure XXV), and its subsequent launch site. 

In November 2018, the Member State informed the Panel that the Democratic 

__________________ 

 154 ñStatement of Nuclear Weapons Institute of DPRKò, Korean Central News Agency, 24 May 

2018. 
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Peopleôs Republic of Korea was developing intercontinental ballistic missile bases 

close to its northern border. 

 

  Figure XXV 

  Member State example of use of civilian facilities for ballistic missile assembly 

(left); Chairman Kim Jong Un visiting the truck factory three weeks prior to 

launch (4 November 2017) (right) 
 

 

 

 

 

 

 

 

 

Sources: Member State, Korean Central News Agency. 
 

 

174. The Panel surveyed, confirmed and reported ballistic missile activity sites and 

found evidence of a consistent trend on the part of the Democratic Peopleôs Republic 

of Korea to disperse its assembly, storage and testing locations. In addition to the use 

of civilian facilities, the Panel found that the Democratic Peopleôs Republic of Korea 

used previously idle or sprawling military-industrial sites as launch locations. These 

may be situated close by, up to 10 km from the assembly or storage sites. Examples 

of this trend include the test launch sites for the Hwasong-14 intercontinental launch 

of 4 July (Panghyon aircraft factory) and 28 July 2017 (Mupyong-ni). Pyongyang 

Sunan International Airport, the countryôs largest civil-military airfield, was used for 

the intermediate range Hwasong-12 launches of 29 August and 15 September 2017. 

See annex 84 for satellite and ballistic missile-related imagery.  

 

 

 VI. Unintended impact of sanctions 
 

 

175. In order to strengthen the humanitarian exemption mechanism, on 6 August 

2018, the Committee adopted ñImplementation Assistance Notice No.7: Guidelines 

for Obtaining Exemptions to Deliver Humanitarian Assistance to the DPRKò.155 From 

January 2018 to January 2019, the Committee received 25 humanitarian exemption 

requests made by Member States, United Nations agencies and humanitarian 

organizations. 156 As at the time of writing, the Committee had granted 16 approvals, 

while seven requests remain under consideration by the Committee (two requests 

were withdrawn).157  

176. Member States, United Nations agencies and humanitarian organizations have 

expressed concern that despite the exemption clauses and the Committeeôs efforts, 

__________________ 

 155 In addition, the Committee in its 24 April 2018 updated ñImplementation Assistance Notice No. 2: 

Guidelines on the Preparation and Submission of National Implementation Reportsò, encouraged 

States, as part of their national reporting, to explain, where appropriate, their domestic laws and 

other relevant authorities for implementing exemptions from the measures imposed by the 

resolutions. See www.un.org/sc/suborg/en/sanctions/1718/implementation-notices.  

 156 The Panel notes that some exemption requests contain items that are not listed. 

 157 Information about the exemptions approved by the Committee are posted on the website, see 

www.un.org/sc/suborg/en/sanctions/1718/exemptions-measures/humanitarian-exemption-

requests.  

http://www.un.org/sc/suborg/en/sanctions/1718/implementation-notices
http://www.un.org/sc/suborg/en/sanctions/1718/exemptions-measures/humanitarian-exemption-requests
http://www.un.org/sc/suborg/en/sanctions/1718/exemptions-measures/humanitarian-exemption-requests
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United Nations agencies and humanitarian organizations continue to experience 

unintended consequences on their humanitarian programmes that make it impossible 

to operate normally in the Democratic Peopleôs Republic of Korea. The six main areas 

of concern communicated to the Panel are: delays in receiving exemptions; the 

collapse of the banking channel; delays in customs clearance; a decrease in willing 

foreign suppliers; the increased cost of humanitarian-related items and operations; 

and diminished funding for operations (see annexes 85ï87). These are negatively 

affecting their ability to implement humanitarian-related programmes. In particular, 

the sectoral sanctions are affecting the delivery of a number of humanitarian-sensitive 

items (see ibid.). For the Panelôs assessment of adverse humanitarian consequences 

of sanctions for the civilian population of the Democratic Peopleôs Republic of Korea, 

see annex 85. 

 

  Recommendations 
 

177. The Panel recommends that discussions in the Committee on humanitarian 

exemption requests be time-bound and that focus groups within the Committee 

meet on a regular basis to examine humanitarian issues with a view to expediting 

the processing of such requests. 

178. To alleviate unnecessary burdens on Member States, United Nations 

agencies and humanitarian organizations, the Committee should publish a 

whitelist of certain non-sensitive items used in humanitarian operations that fall 

under the broad categories of items subject to the sectoral sanctions in paragraph 

7 of resolution 2397 (2017) requiring an exemption for humanitarian shipment 

into the Democratic Peopleôs Republic of Korea. 

179. The Committee should continue to seek feedback from Member States, 

United Nations agencies and humanitarian organizations applying for 

exemptions under the terms of the Implementation Assistance Notice No. 7 

guidelines and work to streamline and simplify the application process to the 

extent possible, including by providing greater flexibility regarding the technical 

specifications of planned shipments, the parties involved and the frequency of 

requests and submissions. 

180. The Secretary-General should request the Secretariat to carry out an 

assessment of the humanitarian impact of sanctions in the Democratic Peopleôs 

Republic of Korea.  

 

 

 VII. National implementation reports 
 

 

181. As at January 2019, 68 Member States had submitted reports on their 

implementation of resolution 2397 (2017); 83 Member States on resolution 2375 

(2017); 84 Member States on resolution 2371 (2017); 102 Member States on 

resolution 2321 (2016) and 111 Member States on resolution 2270 (2016).158 Despite 

the increase in overall reporting, the Panel notes that the number of non-reporting 

States (124, 6 of which served as non-permanent members of the Security Council in 

2018) for resolution 2397 (2017) remains significant (see annex 88). 

182. The Panel recalls that Member States are to submit their reports in a timely 

manner in accordance with paragraph 17 of resolution 2397 (2017). 

183. For a consolidated list of recommendations, see annex 89.

__________________ 

 158 See www.un.org/sc/suborg/en/sanctions/1718/implementation-reports, accessed on 30 November 

2018. 

https://undocs.org/S/RES/2397%20(2017)
https://undocs.org/S/RES/2397%20(2017)
https://undocs.org/S/RES/2375%20(2017)
https://undocs.org/S/RES/2375%20(2017)
https://undocs.org/S/RES/2371%20(2017)
https://undocs.org/S/RES/2321%20(2016)
https://undocs.org/S/RES/2270%20(2016)
https://undocs.org/S/RES/2397%20(2017)
https://undocs.org/S/RES/2397%20(2017)
file://///unhq.un.org/shared/english_wp51/MSWDocs/_2Semifinal/See%20www.un.org/sc/suborg/en/sanctions/1718/implementation-reports
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Annex 1: Information provided to the Panel by the United States, 6 July 2018 
 

The United States stated that if each of the below 89 port calls delivered only one third of each 

vesselôs capacity, the associated volume would exceed the annual cap for 2018 by 30 May 2018. 

Fully loaded, the DPRK tankers could have exceeded the cap nearly three times over with an 

estimated total of 1,367,628 barrels (figure 1). 

 

Figure 1 
 

 

Figure 2: DPRK tanker deliveries to DPRK ports 
 

 

Port 
Ship Name 

*Designated 

Dead Weight 

Tonnage 

Arrival 

Month 

2018 

Delivery 

Volume 

33% Laden 

Delivery 

Volume 

50% Laden 

Delivery 

Volume 

90% Laden 

Nampo  Ji Song 6*          1,250.00  January              416.67               625.00              1,125.00  

Nampo  Sam Jong 1*          1,665.00  January              555.00               832.50              1,498.50  

Nampo  Kum Un San 3          3,279.00  January          1,093.00           1,639.50              2,951.10  

Nampo  An San 1*          3,003.00  January          1,001.00           1,501.50              2,702.70  

Najin Kum Un San          2,070.00  January              690.00           1,035.00              1,863.00  

Nampo  Yu Phyong 5*          1,966.00  January              655.33               983.00              1,769.40  

Nampo  Yu Son (Y Chun)*          3,398.00  January          1,132.67           1,699.00              3,058.20  

Nampo  Chon Ma San*          2,750.00  January              916.67           1,375.00              2,475.00  

Nampo  Paek Ma*          2,250.00  January              750.00           1,125.00              2,025.00  

Nampo  Saebyol (Chong Rim 2)*          1,150.00  January              383.33               575.00              1,035.00  

Nampo  Sam Jong 2*          2,507.00  January              835.67           1,253.50              2,256.30  

Wonsan Kum Un San 3          3,279.00  January          1,093.00           1,639.50              2,951.10  

Nampo  Rye Song Gang 1          3,003.00  January          1,001.00           1,501.50              2,702.70  

Najin Kum Un San          2,070.00  January              690.00           1,035.00              1,863.00  

Wonsan Sam Ma 2*          1,731.00  January              577.00               865.50              1,557.90  
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Nampo  Ji Song 6*          1,250.00  February              416.67               625.00              1,125.00  

Nampo  Sam Jong 1*          1,665.00  February              555.00               832.50              1,498.50  

Wonsan Kum Un San          2,070.00  February              690.00           1,035.00              1,863.00  

Wonsan Kum Un San 3          3,279.00  February          1,093.00           1,639.50              2,951.10  

Nampo  Chon Ma San*          2,750.00  February              916.67           1,375.00              2,475.00  

Nampo  Yu Phyong 5*          1,966.00  February              655.33               983.00              1,769.40  

Nampo  Saebyol (Chong Rim 2)*          1,150.00  February              383.33               575.00              1,035.00  

Nampo  An San 1*          3,003.00  February          1,001.00           1,501.50              2,702.70  

Nampo  Sam Jong 2*          2,507.00  February             835.67           1,253.50              2,256.30  

Nampo  Rye Song Gang 1          3,003.00  February          1,001.00           1,501.50              2,702.70  

Nampo  Sam Jong 1*          1,665.00  February              555.00               832.50              1,498.50  

Nampo  Yu Son (Y Chun)*          3,398.00  February          1,132.67           1,699.00              3,058.20  

Nampo Yu Phyong 5*          1,966.00  February              655.33               983.00              1,769.40  

Nampo Yu Jong 2*          1,206.00  March              402.00               603.00              1,085.40  

Nampo  Ji Song 6*          1,250.00  March              416.67               625.00              1,125.00  

Nampo  Sam Jong 2*          2,507.00  March              835.67           1,253.50              2,256.30  

Nampo  Ji Song 6*          1,250.00  March              416.67               625.00              1,125.00  

Chongjin  Un Pha 2, ex Kum Gang 3          1,205.00  March              401.67               602.50              1,084.50  

Nampo  An San 1*          3,003.00  March          1,001.00           1,501.50              2,702.70  

Nampo  Paek Ma*          2,250.00  March              750.00           1,125.00              2,025.00  

Nampo  Rye Song Gang 1          3,003.00  March          1,001.00           1,501.50              2,702.70  

Nampo  Sam Jong 1*          1,665.00  March              555.00               832.50              1,498.50  

Nampo  Saebyol (Chong Rim 2)*          1,150.00  March              383.33               575.00              1,035.00  

Nampo  Kum Un San 3          3,279.00  March          1,093.00           1,639.50              2,951.10  

Nampo Yu Son (Y Chun)*          3,398.00  March          1,132.67           1,699.00              3,058.20  

Nampo  Wan Heng 11*          4,983.00  March          1,661.00           2,491.50              4,484.70  

Nampo  Sam Jong 2*          2,507.00  March              835.67           1,253.50              2,256.30  

Hamhung Sam Ma 2*          1,731.00  March              577.00               865.50              1,557.90  

Nampo  Chon Ma San*          2,750.00  March              916.67           1,375.00              2,475.00  

Nampo  Ji Song 6*          1,250.00  March              416.67               625.00              1,125.00  

Nampo  Yu Jong 2*          1,206.00  March              402.00               603.00              1,085.40  

Nampo  Kum Un San          2,070.00  March              690.00           1,035.00              1,863.00  

Nampo  Saebyol (Chong Rim 2)*          1,150.00  March              383.33               575.00              1,035.00  

Nampo  An San 1*          3,003.00  March          1,001.00           1,501.50              2,702.70  

Nampo Yu Phyong 5*          1,966.00  March              655.33               983.00              1,769.40  

Nampo Chon Ma San*          2,750.00  April              916.67           1,375.00              2,475.00  

Nampo  Ji Song 6*          1,250.00  April              416.67               625.00              1,125.00  

Nampo Kum Pit 1          1,091.00  April              363.67               545.50                 981.90  

Nampo  Kum Un San 3          3,279.00  April          1,093.00           1,639.50              2,951.10  

Nampo  Paek Ma*          2,250.00  April              750.00           1,125.00              2,025.00  

Chongjin  Sam Ma 2*          1,731.00  April              577.00               865.50              1,557.90  

Nampo  Nam San 8*          3,150.00  April          1,050.00           1,575.00              2,835.00  

Nampo  Yu Son (Y Chun)*          3,398.00  April          1,132.67           1,699.00              3,058.20  

Nampo  Wan Heng 11*          4,983.00  April          1,661.00           2,491.50              4,484.70  
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Nampo  Chon Ma San*          2,750.00  April              916.67           1,375.00              2,475.00  

Nampo  Sam Jong 2*          2,507.00  April              835.67           1,253.50              2,256.30  

Hamhung Sam Ma 2*          1,731.00  April              577.00               865.50              1,557.90  

Wonsan Ma Du San 949.00 April              316.33               474.50                 854.10  

Chongji Sam Ma 2* 1731.00 April              577.00               865.50              1,557.90  

Najin Song Won 2101.00 April              700.33           1,050.50              1,890.90  

Wonsan Kum Un San 2070.00 April              690.00           1,035.00              1,863.00  

Nampo  An San 1* 3003.00 April          1,001.00           1,501.50              2,702.70  

Nampo  Kum Jin Gang 2  2100.00 April              700.00           1,050.00              1,890.00  

Nampo  Paek Ma* 2250.00 May              750.00           1,125.00              2,025.00  

Chongjin Sam Ma 2* 1731.00 May              577.00               865.50              1,557.90  

Nampo  Ji Song 6* 1250.00 May              416.67               625.00              1,125.00  

Nampo  Yu Phyong 5* 1966.00 May              655.33               983.00              1,769.40  

Nampo  Sam Jong 2* 2507.00 May              835.67           1,253.50              2,256.30  

Wonsan Chon Myong 1* 2750.00 May              916.67           1,375.00              2,475.00  

Nampo Myong Ryu 1 900.00 May              300.00               450.00                 810.00  

Nampo Sam Jong 1* 1665.00 May              555.00               832.50              1,498.50  

Wonsan Kum Un San 2070.00 May              690.00           1,035.00              1,863.00  

Nampo  Saebyol (Chong Rim 2)* 1150.00 May              383.33               575.00              1,035.00  

Nampo  Nam San 8* 3150.00 May          1,050.00           1,575.00              2,835.00  

Nampo  An San 1* 3003.00 May          1,001.00           1,501.50              2,702.70  

Hamhung Sam Ma 2* 1731.00 May              577.00               865.50              1,557.90  

Nampo  Yu Jong 2* 1206.00 May              402.00               603.00              1,085.40  

Nampo  Yu Phyong 5* 1966.00 May              655.33               983.00              1,769.40  

Nampo  Yu Son* 3398.00 May          1,132.67           1,699.00              3,058.20  

Nampo Kum Jin Gang 2  2100.00 May              700.00           1,050.00              1,890.00  

Nampo Ji Song 6* 1250.00 May              416.67               625.00              1,125.00  

Nampo  Paek Ma* 2250.00 May              750.00           1,125.00              2,025.00  

Nampo  Sam Jong 2* 2507.00 May              835.67           1,253.50              2,256.30  

Nampo  Myong Ryu 1 900.00 May              300.00               450.00                 810.00  

Percent Laden     33% 50% 90% 

Total (Metric Tons)            65,782.99         98,674.50         177,614.10  

Total (Barrels)          506,529.05       759,793.65      1,367,628.57  

 

Source: Member State 
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Annex 2: United States submission to the Committee of 17 September 2018 
 

UNITED STATES NON-PAPER TO THE UN 1718 DPRK SANCTIONS COMMITTEE: 
NORTH KOREAôS BREACH OF UNSCR 2397 REFINED PETROLEUM CAP 

 

¶ UNSCR 2397 operative paragraph 5 limits the DPRKôs import of refined petroleum products 

to 500,000 barrels per year beginning in 2018 if those transfers are a) fully reported to the 

Committee within 30 days, b) do not involve any individual or entity associated with the 

DPRKôs nuclear, ballistic missile, or other prohibited activities, and c) are used to exclusively 

meet the livelihood needs of DPRK nationals and not used to generate revenue for the DPRKôs 

nuclear, ballistic missile, or other prohibited activities. 
 

¶ UNSCR 2375 operative paragraph 11 prohibits ship-to-ship (STS) transfers with DPRK-

flagged, owned, or operated vessels. UNSCR 2094 further makes clear that any individual or 

entity assisting in the evasion of sanctions are also liable for 1718 sanctions. 
 

¶ These STS transfers are of great concern to the United States and in our view represent the 
most urgent area in need of more rigorous UN member state implementation.  

 

¶ Since the United States last provided the UN 1718 Committee with a report on oil tanker 

deliveries to the DPRK on July 12, we have information revealing that these deliveries 

continue.  The continuing arrival of these tankers in DPRK ports confirm that the DPRK 

maintains its imports of illicitly sourced refined petroleum products that expand the degree to 

which the DPRK is violating UNSCR 2397ôs annual limitation on refined product imports. 

Further, the 1718 Committee has not received any reporting from the DPRK or other member 

states about these transfers in contravention of UNSCR 2397.   
 

¶ We are providing updated information showing data on each of these port calls to supplement 
our previous reporting and to emphasize that this problem continues due to the inaction of the 

1718 Committee and the objections raised by Russia and China.  
 

¶ The table provided in Tab 1 lists each of the port calls by date and associated delivery volume 
scenarios from 1 January 2018 to 18 August 2018, which have grown substantially since our 

previous submission and, in aggregation, exceed the UNSCR 2397 annual quota for refined 

petroleum products.  
 

¶ Since our last report in July summarizing transactions observed in January through May, at 
least an additional 59 tanker deliveries to the DPRK have occurred from June 1 through August 

18, bringing the 2018 total to at least 148 deliveries, all of which involved deliveries to North 

Korean ports to unload refined petroleum products procured through UN-prohibited STS 

transfers.   
 

¶ If each of these tankers was fully laden when it made its delivery, the DPRK has imported 

almost six times the allowable amount under UNSCR 2397.  Even if these tankers were not 

fully laden upon delivery, the figure found in Tab 2 show the three scenarios for how much 

refined petroleum products the DPRK procured in 2018 from 1 January to 18 August.  All 

three scenarios make clear that the DPRK has obtained far more than the 500,000 barrels it is 

authorized to procure in 2018. 
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¶ All further transfers of refined petroleum products must be halted, period, to prevent the DPRK 

from procuring any additional products in violation of UNSCR 2397. 
 

¶ To further underscore our confidence in the updated data on tanker deliveries, we are also 
providing three imagesðone from each of the past three months in Tabs 3 through 5ðthat 

document several of these deliveries into a DPRK port outfitted with oil unloading and storage 

infrastructure as well as an image of the port infrastructure more broadly in Tab 6.  
 

¶ The images of these tanker ships depict DPRK-flagged vessels that are outfitted for the 

transport of refined petroleum products and used exclusively for that purpose when mooredð

or anchoredðat a single point offshore mooring system.  The single point mooring system 

consists of mooring buoys, which keep the tankers anchored in place, and an offloading buoy 

that connects to an underwater pipeline allowing for the physical transfer of the refined 

petroleum products from the tankers to onshore infrastructure.  
 

¶ Specifically, this pipeline transfers the refined petroleum products to the associated onshore 

infrastructure including refined petroleum storage tanks, pumping equipment, a rail transfer 

point, and tanker truck filling station, all of which are outfitted to facilitate the unloading, 

storage, and transporting of the refined products to areas where the products are consumed 

throughout North Korea, including by the regime and military.   
 

o The first image in Tab 3 highlights this process by showing both marine import 

terminals in Nampo that are configured to import, store, and transport refined 

petroleum products through an offloading pier and single point mooring systems.  As 

can be seen in the image, various DPRK tankers are at anchorage to cycle through 

offloading infrastructure to make individual deliveries of refined petroleum products 

before departing the port in search of additional, illicit STS transfer transactions. 
 

o The second image in Tab 4 shows the DPRK-flagged M/T MU BONG 1 anchored at 

an offloading buoy at the Nampo port facility in the Taedong River on June 16, 2018.  

The vessel is fully loaded and is in the process of delivering refined petroleum 

products procured via an illicit STS transfer.  
 

o The third image in Tab 5 shows the DPRK-flagged M/T YU JONG 2 anchored at an 

offloading buoy at the Nampo port facility in the Taedong River on July 21, 2018.  The 

vessel is fully loaded and is in the process of delivering refined petroleum products 

procured via an illicit STS transfer. 
 

o The fourth image in Tab 6 shows the DPRK-flagged M/T AN SAN 1 anchored at an 

offloading buoy at the Nampo port facility in the Taedong River on August 17, 2018.  

The vessel is fully loaded and is in the process of delivering refined petroleum 

products procured via an illicit STS transfer.  
 

¶ We are supplementing this imagery with three storyboards that demonstrate the entire process 

by which North Korean tankers depart North Korean ports, rendezvous with a foreign ñfeeder 

vesselò to engage in an illicit STS transfer, and return to a North Korean port to deliver refined 

petroleum products.  
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o The first storyboard in Tab 7 shows the entire process in which the North Korea-

flagged MYONG RYU 1 conducted an STS transfer with the Panama-flagged SHANG 

YUAN BAO. 
 

o The second storyboard in Tab 8 shows the entire process in which the North Korea-

flagged PAEK MA conducted an STS transfer with the Panama-flagged SHANG 

YUAN BAO. 
 

o The third storyboard in Tab 9 shows the entire process in which the North Korea-

flagged MU BONG 1 conducted an STS transfer with the Sierra Leone-flagged XING 

MING YANG 888. 
 

¶ The United States has now provided two tables documenting 148 deliveries of refined 
petroleum products to the DPRK and 10 images and storyboards clearly demonstrating the 

process by which this occurs to the 1718 Committee.  This body of evidence should remove 

any remaining doubts that the DPRK has seriously violated the refined petroleum cap and that 

the Committee must urgently act to halt all refined petroleum product exports to the DPRK. 
 
 
ATTACHMENTS 
 
Tab 1: Table of DPRK tanker deliveries of refined petroleum products to DPRK ports 
Tab 2: Figure of estimated volumes of refined petroleum product deliveries to DPRK 
Tab 3: Image of Nampo Port marine import terminals for refined petroleum products 
Tab 4: M/T Mu Bong 1 delivery at Nampo Port 
Tab 5: M/T Mu Bong 1 delivery at Nampo Port 
Tab 6: M/T Mu Bong 1 delivery at Nampo Port 
Tab 7: Storyboard of Myong Ryu 1 STS transfer with Shang Yuan Bao 
Tab 8: Storyboard of Paek Ma STS transfer with Shang Yuan Bao 
Tab 9: Storyboard of Mu Bong 1 STS transfer with Xing Ming Yang 888 
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Source: Member State 
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Annex 3: Communication of the Russian Federation to the Committee of 21 September 2018 
 

Source: Member State 
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Annex 4: Address location provided by Golden Luxury Corporation to Yuantai 
 

 

Source: The Panel 
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Annex 5: Panel letter to Golden Luxury Corporation and their associates 
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Annex I. Images showing the Ocean Explorer conducting a ship-to-ship transfer with a 
UN designated vessel controlled by UN designated entity 

 

 

Source: Member State 
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159 

  

__________________ 

159 One Panel Member objected to the disclosure of the Panelôs letter without an accompanying reply due to the sensitivity of the 

information. The Coordinator notes that it is standard practice to provide evidence of the Panelôs activities and the evidence 

obtained in the annexes. 
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Annex 6: Vanguard correspondence 
 

CǊƻƳΥ ǾŀƴƎǳŀǊŘ ȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄ 
{ŜƴǘΥ ²ŜŘƴŜǎŘŀȅΣ 5ŜŎŜƳōŜǊ мнΣ нлму нΥлу ta 
¢ƻΥ IǳƎƘ DǊƛŦŦƛǘƘǎ 
/ŎΥ ϥǾŀƴΦƎǳŀǊŘϥ 
{ǳōƧŜŎǘΥ w9Υ hǳǘƎƻƛƴƎ /ƻƳƳǳƴƛŎŀǘƛƻƴ І ост ŦǊƻƳ ǘƘŜ tŀƴŜƭ ƻŦ 9ȄǇŜǊǘǎ ƻƴ ǘƘŜ 5ŜƳƻŎǊŀǘƛŎ tŜƻǇƭŜϥǎ 
wŜǇǳōƭƛŎ ƻŦ YƻǊŜŀ ό5twYύ ǘƻ ±ŀƴƎǳŀǊŘ  

Dear Mr.Hugh Griffiths, 

Good day. 

We have to affirm that Vanguard Shipping Safety Management Consultant Co. Ltd 
never involved in the ownerôs cargo operation and finance. our company only 
responsible for the regulation of International Convention for the Safety of Life at Sea 
(SOLAS 1974) Appendix IX and Chapter X1-2 issued by International Maritime 
Organization (IMO).  

Our company is not responsible for the management of trade operation and crew 
management of this Virtue Base Developments Limited (IMO No.5893594), nor 
involved in matters such as ownership and chartering of the ship to which this 
company belongs and trade operation and crew management. 

So we don't know the following information from Virtue Base Developments Limited 
(IMO No.5893594).  

names, addresses, email addresses, fax numbers  and other records for the 
individuals responsible for Virtue Base Developments. 

Our company was entrusted by Mr.Lai (phone number +886978882693) at the end of 
May 2017, by our employee Penny to assist the applicant company IMO number, but 
soon after, We also cannot contact this Mr.Lai. 

Hope above mention will help your investigation. 

Best Regards. 

  

VANGUARD SHIPPING SAFETY MANAGEMENT CONSULTANT COMPANY LIMITED. 

From:  Hugh Griffiths [ xxxxxxxxxxxxxxxxxxxxx  
Sent:  Monday, December 10, 2018 8:27 PM 
To:  van.guard 
Subject:  Re: Outgoing Communication # 367 from the Panel of Experts on the De mocratic People's 

Republic of Korea (DPRK) to Vanguard  
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5ŜŀǊ ±ŀƴƎǳŀǊŘΣ 

¢Ƙŀƴƪ ȅƻǳ ŦƻǊ ȅƻǳǊ ŜƳŀƛƭΦ 

Lǎ ǘƘƛǎ Penny Lee(Ms.) that is replying to the United Nations?  

Or another employee?  

I would be grateful if you could identify yourself and provide information on an important case. 

Virtue Base Developments (see attachment) 

This is an entity registered in the Seychelles for which you submitted an IMO number request in 2017. 

Please supply the names, addresses, email addresses, fax numbers and other records for the 
individuals responsible for Virtue Base Developments. 

I am basing this request on the attached Equatorial Guinea registry certificate. 

Virtue Base Developments are shielding their identity. 

However, your company, Vanguard is named as a "care of" address with a UN international 
organisation for Virtue Base Developments. 

Please provide us with the information on the individuals behind Virtue Base Development within 24 
hours. 

Best regards, 

Hugh Griffiths 

 

CǊƻƳΥ ǾŀƴΦƎǳŀǊŘ ȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄȄ 
{ŜƴǘΥ aƻƴŘŀȅΣ 5ŜŎŜƳōŜǊ млΣ нлму фΥрс !a 
¢ƻΥ 5t!πth9мутп 
/ŎΥ ϥϥ±ŀƴƎǳŀǊŘόῈ ύϥϥΤ IǳƎƘ DǊƛŦŦƛǘƘǎ 
{ǳōƧŜŎǘΥ w9Υ hǳǘƎƻƛƴƎ /ƻƳƳǳƴƛŎŀǘƛƻƴ І ост ŦǊƻƳ ǘƘŜ tŀƴŜƭ ƻŦ 9ȄǇŜǊǘǎ ƻƴ ǘƘŜ 5ŜƳƻŎǊŀǘƛŎ tŜƻǇƭŜϥǎ 
wŜǇǳōƭƛŎ ƻŦ YƻǊŜŀ ό5twYύ ǘƻ ±ŀƴƎǳŀǊŘ  

Dear Mr.HUGH GRIFFITHS, 

Good day. 

At beginning, we have to affirm that Vanguard Shipping Safety Management 
Consultant Co. Ltd never involved in the ownerôs cargo operation and finance. We only pay 
attention to shipôs safety. Itôs most management company done at Kaohsiung. Besides, we 
have never received the Panelôs previous notice S/AC.49/2017/PE/OC.1151 of 19 December 
2017, only received S/AC.49/2018/PE/OC.367 on 7 December 2018. 
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You said our company was associated with 5 ships engaged in prohibited ship-to-ship 
transfers. We would like to clarify as following: 

1.         Lighthouse Winmore (IMO number: 9635987) Ƅ She belongs to Mr. Hsih-Shien Chen, 
which was never under our management. If she holds our companyôs DOC, then it must 
be a fake certificate and please provide your evidence in hand. Itôs easy to find out from 
her SMC. 

2.         Billions No. 18 (IMO number: 8711021) Ƅ She also belongs to Mr. Hsih-Shien Chen. It 
changes shipôs name to "SUN CROWN". And then it was sold to other people. 

3.         Jin Hye (IMO number: 8518572) Ƅ In December 2017, we were informed by 
Investigation Bureau about the vessel was involved with illegal transfers. Then we 
broke the agreement with the owner immediately and accepted Investigation Bureau 
and prosecutorôs investigation. You may check with them. The owner was in litigation 
now and we are clear from the investigation. After breaking the agreement, we have 
delivered the deletion certificate to the owner from Flag State. The ship has left us and 
we didnôt get further information from her. 

4.         Wan Heng 11 (IMO number: 8688717) Ƅ This vessel was never under our 
management. Please provide the evidence for us to report to Investigation Bureau. 

5.         Heng Xing (IMO number: 8669589) on 7 May 2018 Ƅ Please check your Annex 2 and 
amplify stern part of the small ship, you will clearly indicate port registration of two 

Chinese words ""(ZHOUSHAN) that is a Chinese ship. (Please see the red column) 

Source: The Panel 
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Annex 7: Panel letter to Hin Leong 10 May 2018 
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Hin Leong responses to best practice clauses and Panel letter 
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Source: The Panel 
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Annex 8: Hika scrapping documentation 
 

 

 

Source: The Panel 
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Annex 9: Panamaôs reply to the Panel 
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Annex 10: Jui Zongôs reply to the Panel 
 

 

Source: The Panel 
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Annex 11: Jui Zong correspondence to the Panel 
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Source: The Panel 
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Annex 12: Qihang International Shipping Managementôs reply to the Panel 

 

Source: The Panel 


