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I . 1 NTRODUCTI ON
A. Oganization of the semn nar
1. Fol | owi ng General Assenbly resolution 48/ 91 of 20 Decenber 1993,

proclaimng the Third Decade to Conbat Raci sm and Racial Discrimnation, and
resolution 49/146 of 23 Decenber 1994, by which the Assenmbly adopted the

revi sed Programme of Action for the Third Decade, and in accordance with
Assenbly resolution 51/81 of 12 Decenber 1996 and Conmmi ssion on Human Ri ghts
resol ution 1997/ 74 of 18 April 1997, the Ofice of the United Nations High
Commi ssioner for Human Ri ghts (OHCHR) organi zed a sem nar on the role of the
Internet in the |ight of the provisions of the International Convention on the
Eli m nation of Al Fornms of Racial Discrimnation. The purpose of the sem nar
was to find ways and neans to ensure a responsi ble use of the Internet.

B. Participation

2. The foll owing experts were invited to prepare background papers for the
semnar, to introduce their topics and to | ead the di scussions which foll owed:
Ms. Debra Guzman, Executive Director of the Human Rights Information Network
M. Philip Reitinger of the Departnent of Justice of the United States of
America; M. Tinothy Jenkins, Chairman of Unlimted Vision, |Incorporated;

M. Eric Lee, Public Policy Director of Conmercial |Internet eXchange (ClX)

M. Agha Shahi, menber of the Comrittee on the Elinmination of Racia

Di scrimnation; M. Mya Sooka, Association for Progressive Conmuni cation

Sout hern African Nongovernnenal Organization Network; M. Anthony M

Rut kowski, Vice President of General Magic Inc.

3. The following States were represented: Argentina, Australia, Brazil
Canada, Col onbia, Costa Rica, Cdte d’'lvoire, Cuba, Cyprus, Dom nican Republic,
Et hi opi a, France, CGernany, Guatenmal a, Honduras, Hungary, Italy, lran (lslamc
Republic of), Japan, Pakistan, Peru, Romania, Slovakia, Slovenia, Sudan
Sweden, Switzerland, the forner Yugoslav Republic of Macedonia, Turkey,

United States of America, Uruguay and Viet Nam

4. Representatives of intergovernnmental and non-governmental organizations
al so took part along with representatives of human rights institutes,

United Nations bodies and specialized agencies. The list of participants is
given in the annex to this docunent.

C. Opening of the sem nar and election of officers

5. The sem nar was opened on behal f of the Secretary-General by the Acting
Deputy Hi gh Commi ssioner for Human Ri ghts, M. Ralph Zacklin. In his opening
statenment, M. Zacklin said that the Internet, as a means of communication
bore great potential, notably for inproving education techniques, circulating
health-related information, facilitating the debate between di stant cul tures,
encour agi ng di al ogue and nurturing conprehensi on anong peoples in our divided
worl d. However, while conceived as a nmeans of celebrating a variety of
freedons, the Internet was al so being used as a neans of vilifying groups
and/or individuals in society. In North Arerica, in particular, “high-tech
hate”, or “cyber-racisni, was growing at an alarmng rate. The mgjor
chal l enge for the international conmunity today was how to avoid restrictions
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on the freedom of expression while continuing to provide proper |egal
protection to the rights of groups and individuals. He expressed the hope
that the seminar would contribute to the devel opnent of relevant strategies
and prepare the ground for further consultations by providing pertinent
observations beneficial to the continuing struggle against racism and raci al
di scrim nation.

6. M. Agha Shahi was el ected Chairperson by accl amati on.
D. Agenda
7. At its 1st neeting, on 10 Novenber 1997, the sem nar adopted the
foll owi ng agenda (HR/ GVA/ DRI/ SEN/ 1997/ 1):
1. Raci sm and racial discrinmnation on the Internet.
2. Prohi bition of racist propaganda on the Internet: juridical

aspects, national neasures.

3. Techni cal aspects of screening racist propaganda on the Internet:
nati onal neasures.

4, Techni cal aspect of screening racist propaganda on the Internet:
i nternati onal measures.

5. Prohi bition of racist propaganda on the Internet: juridical
aspects, international measures.

6. El ements relating to conduct and good practice for |Internet-based
mat eri al s.

E. Docunentation

8. The foll owi ng background papers were prepared for the sem nar at the
request of the O fice of the H gh Comm ssioner for Human Ri ghts:

HR/ GVA/ DRI / SEM 1997/ BP. 1 Background paper prepared by
Ms. Maya Sooka

HR/ GVA/ DRI / SEM 1997/ BP. 2 Background paper prepared by
M. Tinmot hy Jenkins

HR/ GVA/ DRI / SEM 1997/ BP. 3 Background paper prepared by
M. Agha Shabhi

HR/ GVA/ DRI / SEM 1997/ BP. 4 Background paper prepared by
M. Anthony Rut kowski

HR/ GVA/ DRI / SEM 1997/ BP. 5 Background paper prepared by
M. Philip Reitinger

HR/ GVA/ DRI / SEM 1997/ BP. 6 Background paper prepared by
Ms. Debra Guzman

HR/ GVA/ DRI / SEM 1997/ BP. 7 Background paper prepared by M. Eric Lee
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1. PRESENTATI ON BY EXPERTS OF THElI R PAPERS
A. Racismand racial discrinination on the |Internet
9. At its 1st neeting, on 10 Novenmber 1997, Ms. Debra Guzman presented the

paper on item 1 (HR/ GVA/ DRI/ SEM 1997/ BP. 6) .

10. After a brief historical overview of how individuals and organi zations
had used the technol ogy of the Internet to pronul gate what was deemed to be
“of fensive” or “hate” speech, Ms. Guzman provided informati on and exanpl es of
how t he human rights activist community had been using this conmmunication
tool. Some of the thinking by industry |eaders about the notion of regulating
the Internet in order to prevent abuses on it was also briefly outlined. The
general consensus of the conputer conmunications |eaders canvassed was that it
shoul d not - not that it cannot - be regulated. Opinions by online activists
wor |l dwi de as to regul ation were offered and again, the consensus was that
there should be no regulation. It was not easy to find the “hate” sites and
the theory that children or other vul nerable groups would easily stunble
across this informati on should not be supported.

11. Lastly, Ms. Guznman described a trial currently taking place in Canada
whi ch was addressing the issue of a hate speech site located in the

United States. This ground-breaking case could pave the way for |ega

opi nions on hate speech sites located in countries where it was not illegal

B. Prohibition of racist propaganda on the Internet:
juridical aspects, national neasures

12. At its 3rd neeting, on 11 Novenber 1997, M. Philip Reitinger presented
his paper on item2. He said that the Internet had undeni ably had positive
implications for human rights and freedom As a technol ogical tool that
spanned continents, offering near-instantaneous availability of information to
peopl e around the gl obe, the Internet offered a neans both of bridging
cultural divides and pronoting cultural diversity. Its inpact to date on the
free exchange of ideas could barely be overstated, and it prom sed even
greater benefits to individual users and national CGovernnments alike in the
years to cone. Unfortunately, expressions of racial aninus could al so be
found am d the wealth of useful information and constructive discussion
online. The challenge facing the sem nar, as well as the Governnment of every
nati on connected to the Internet, was to decide how best to respond. In doing
so, it must be recognized that a gl obal conmputer network nmeant that content
was available to, and | ocated in countries with diverse cultures, especially

| egal cul tures.

13. The starting point for any discussion of the rights of United States
citizens, and of the powers (and restrictions) that attached to the

United States Government, was the United States Constitution. The First
Amendnent to the Constitution provided that “Congress shall make no law ...
abridging the freedom of speech, or of the press ... .” Through its explicit
guarantee of freedom of expression, the First Amendnent established a genera
rule that neither the federal Governnent nor the governnments of the states
could crimnalize speech (or burden it, as by inposing civil penalties) on the
basis of content. Like the Universal Declaration of Human Ri ghts, which also
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recogni zed a right to free expression, the First Amendment proceeded fromthe
under st andi ng that Governnents nust permit vigorous (and often conpeting)
speech in the “marketplace of ideas”. The First Amendnent commanded t hat
Governnent refrain from penalizing one viewpoint at the expense of another
This was the case even where the “exposition of ideas” included expression
that the average citizen might find irrational or even repugnant.

14. The animating principle of First Amendnent jurisprudence was that such
expression would nmeet with opposing expression - often described succinctly as
“more speech” - and that citizens could discern for themselves the truth or

falsity of the contending viewpoints. That tolerant attitude to expression
found its roots deep in the traditions of humanismitself, which proceeded
fromthe fundanental belief that each person was (and nust be) a noral actor
Under that phil osophi cal approach, it was not the role of the State to dictate
the views a citizen nust hold; rather, each person nust exercise his innate
capacity for independent reason. As a corollary, however, Covernnent nust
accept that not every person will arrive at the same judgement.

15. This is precisely the relation in which the First Anendment stood
vis-a-vis racist speech, whether it occurred on the Internet or in the
physical world. Even where the United States CGovernnment found the views
expressed to be m sgui ded and repugnant, the Constitution comanded that we
nei ther prohi bit nor regul ate speech nerely “because of disapproval of the

i deas expressed”. The broad speech guarantee of the First Amendment had been
interpreted to extend well beyond the expression of personally held beliefs.
In addition, it extended in many cases to speech advocati ng conduct even when
t he conduct itself would be illegal

16. Thus, in the |landmark decision in Brandenburg v. Ohio, 395 U S. 444
(1969), the Suprene Court held unaninobusly that “the constitutional guarantees
of free speech and free press do not permt a State to forbid or proscribe
advocacy of the use of force or of law violation except where such advocacy is
directed to inciting or producing iminent |aw ess actions and is likely to
incite or produce that action”. For simlar reasons, racist speech on the
Internet - even when it was directed towards a specific victim- was protected
by the First Amendnent.

17. It was well settled that threats of harm (physical or otherw se)

recei ved no First Anendnent protection, and this was no less true for threats
i nvol ving racial epithets or those notivated by racial aninus. Thus, a
threatening electronic mail nmessage sent to a victim or even a public
announcenent (via the Wrld Wde Web) of an intention to commt acts of
racially notivated violence could, in nmany cases, be punished. Even here,
however, the Constitution had been construed as requiring that any such

puni shment be applied only to “true threats”. Thus, in Watts v.

United States, 394 U S. 705 (1969), the Suprene Court upheld the
constitutionality of a federal |aw against threatening the President, but in
t he sane case vacated the defendant’s conviction as inconsistent with the
First Anmendnent.

18. A simlar set of rules applied to speech that descended into harassment.
Repeatedly targeting an individual as the focus of harassing “speech” was not
a constitutionally protected activity under United States |law. However, the
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conduct rnust go beyond speech which sinply angered or distressed: it nust be
sufficiently persistent and pernicious as to inflict (or be notivated by a
desire to inflict) substantial enotional or physical harm

19. In the United States |legal tradition, the proper response to racist
books was not to ban or burn them rather, it was to | eave open avenues of
expression for a diverse array of views, with the knowl edge that raci st dogma
will be soundly rebutted. 1In that tradition, it is through a clash of views
i n vigorous debate, and not through governnent censorship, that equality was
wel | served

C. Technical aspects of screening racist propaganda
on the Internet: national neasures

20. At its 4th neeting, on 11 Novenber 1997, M. Tinmothy Jenkins presented
his paper on item3. He said that the elinm nation of electronic racism
required affirmative actions to assure de facto racial equality in the
enjoyment of the Internet as well as the prevention of explicit abuses. This
was especially required for young peopl e, indigenous people and m grant

wor kers, as set out in General Assenbly resolution 51/81 and articles 19

and 27 of the Universal Declaration of Human Ri ghts.

21. The Internet had energed as the npost powerful instrunment of mass

comuni cation known to man, because it converged print, radio, television
nmotion pictures, tel ephony and vi deoconferencing in one | owcost transnationa
medi um  Because it could operate through wireless as well as tel ephone lines,
it had the potential to reach all points on the surface of the globe. The
Internet was rapidly becom ng an all-engulfing tool in state-of-the-art
education, commerce, news, cultural exchange, entertai nnent and, soon
government servi ces.

22. However, based on current trends and statistics, the industrialized
countries of the North had becone the primary beneficiaries of the Internet
with the ownership and control of four fifths of all Internet resources.

Unl ess that increasing racial inbalance was reversed, there was a fatal danger
that the peoples of the South would beconme the victinms of the Internet rather
than its beneficiaries. The Internet had the alarmng potential of creating
and reinforcing an el ectronically disenfranchi sed undercl ass, which woul d
prevent the inprovement of racial equality in a grow ng range of human and
soci al needs and transacti ons.

23. To arrest and prevent the trend towards an el ectronic form of economc
and cultural inperialism massive efforts were required to train, equip and
connect di sadvantaged people and societies to the Internet, with a specia
enphasi s on youth. Through equal access to the Internet, all people of the
earth would be able to tell their own stories to a worl dwi de audi ence in their
own words, sounds and aesthetic images. Wth intelligent social engineering,
the Internet had the capacity to be a cultural and racial bridge instead of a
wedge or barrier. But to acconplish this, geography and i ncome must not be
allowed to defeat the beneficial potentials of the Internet. Means nust be
found to lower the costs for hardware, software and carrier services to enable
those with mnimal resources and understanding to gain Internet access wthout
the necessity of expensive personal conputer and tel ephone |ine ownership



E/ CN. 4/ 1998/ 77/ Add. 2
page 9

24. Along with damage control to conbat explicit racismand discrimnation
in Internet content, there needed to be a najor international nobilization, as
a maj or human rights mandate, that involved all aspects of the internationa
comunity, including Menmber States and private industry, as well as

non- gover nment al organi zati ons and educati onal organizations, in the
affirmative pronotion of de facto equal Internet access and enpower nent.

D. Technical aspects of screening racist propaganda
on the Internet: international neasures

25. At its 5th neeting, on 12 Novenmber 1997, M. Eric Lee presented his
paper on item 4. He said that an understandi ng of the basic underlying
technol ogy of the Internet was essential, as the technological limtations and
the possibilities of the Internet shaped potential public policy options. As
Menber States and international nultilateral organizations pondered such
policies, at a m ninumthose policies nust be bal anced between rights and

| egal obligations; be technologically feasible and econom cally reasonabl e;
and be technologically effective. It was desirable and appropriate for the
United Nations and its groups to exam ne several related questions, one of the
nost inportant of which was whether additional restrictions were being
considered for the Internet conpared to other nedia and why the Internet
shoul d be singled out. Finally, it should also be considered during

del i berations that dealing with racist and hate content also set a precedent
for other fornms of online content, such as discrimnation on the basis of
gender, religion, national origin and sexual orientation, not to nention
political content.

26. Comuni cation on the Internet took many fornms. |t nay be one-to-one:

i ndi vi dual private conmuni cations such as electronic mail or private Wb
pages. Many countries protected such mail messages. Conmunications al so took
the formof many to many, which were public and involved many contributors and
many recipients. Still another node of Internet comunication was one to
many, exanples of which were the public Wrld Wde Web and Web- or
cybercasting.

27. While the Internet was often decribed as a thing or object, it was in
reality an abstract - even chaotic - entity. It was a robust and adaptive
network in which the intelligence lay at the ends. This was called a
client/server nodel, which could be described as a systemin which the
user/client using a PC requested information fromthe conputer server, which
stored information. Wthout a request, the networks Iying between the user
and the content server were dunb and nute. A final inportant characteristic
was that the Internet was organi zed fromthe bottomup, with no hierarchica
control .

28. Different players had roles in enabling a transmission of information to
be made, but the basic taxononmy included two significant sets. These were
those on the client side, the nost inportant of whomwas the client, or user
operating froma PC, Internet-enabled television or, increasingly, an Internet
appliance. At the distant server end were the content owner, Wb master, and
host. In between were the nultiplicity of service providers who had no

know edge of the content. The crucial elenent was control, and only the
client and server had control
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29. Even if there were unanimty about the need to control content, there
were nyriad ways by which the client and content provider could avoid either
detection or, in the long term renoval. These diverse responses arose out of
the Internet’s architecture and the multitude of applications and services
that currently existed. Although content control was difficult, if not

i npossible, it was still possible for the United Nations to forge positive
policies. They included education, early participation in Internet

organi zations, fundi ng programes, and encouragi ng NGO and | aw enf or cenent
cooperation.

E. Prohibition of racist propaganda on the Internet:
juridical aspects, international neasures

30. At its 6th neeting, on 12 Novenber 1997, M. Agha Shahi presented his
paper on item5. He said that the International Convention on the Elimnation
of All Forms of Racial Discrimnation, which has been ratified or acceded to
by 148 States, was the international community’s primary |egal instrument for
conmbating racial hatred and discrinmnation. Article 4 of the Convention, as
interpreted by the Conmttee on the Elimnation of Racial Discrimnation
(CERD), stipulated that States parties were required to penalize four
categories of msconduct: (i) dissem nation of ideas based upon racia
superiority or hatred; (ii) incitement to racial hatred; (iii) acts of

vi ol ence agai nst any race or group of persons of another colour or ethnic
origin; and (iv) incitenent to such acts.

31. In the opinion of the Conmttee, the prohibition of the dissem nation of
all ideas based upon racial superiority or hatred was conpatible with the
right to freedom of opinion and expression. This right was enbodied in
article 19 of the Universal Declaration of Human Rights and was recalled in
article 5 (d) (viii) of the Convention. |Its relevance to article 4 was noted
in the article itself. The citizen s exercise of this right carried specia
duties and responsibilities, specified in article 29, paragraph 2, of the

Uni versal Decl aration, anmong which the obligation not to dissem nate raci st

i deas was of particular inportance. The Committee al so drew the attention of
States parties to article 20, according to which any advocacy of national
racial or religious hatred that constituted incitenent to discrimnation
hostility or violence shall be prohibited by |aw.

32. Article 4 (a) also penalized the financing of racist activities, which
the Committee took to include all the activities nentioned, that is to say,
activities deriving fromethnic as well as racial differences. The Conmittee
call ed upon States parties to investigate whether their national law and its
i npl enentation net this requirenent.

33. In its CGeneral Recomrendation XV (42) of 17 March 1993, CERD rem nded
States parties that article 4 was of a mandatory nature and that they had the
obligation not only to enact laws to crimnalize racial discrimnation but
also to ensure that the laws were effectively enforced by national tribunals
and other State institutions.

34. Article 4 aimed at prevention rather than cure; the | aw penalized in
order to deter racismor racial discrinination as well as activities ained at
their promotion or incitement. |In respect of article 4 (b), CERD stressed
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that States parties were required to declare illegal and prohibit al

organi zations as well as organi zed and ot her propaganda activities and to
puni sh participation in them article 4 (c) outlined the obligations of public
authorities at all administrative levels, to ensure that they did not pronote
or incite racial discrimnation. The introductory clause to article 4 inposed
an obligation to pay “due regard” to the principles enbodied in the Universa
Decl aration of Human Rights and the rights expressly set forth in article 5 of
t he Conventi on.

35. Article 5 (d) (viii) and (ix) did not spell out the right to freedom of
opi nion and expression nor the right to freedom of peaceful assenbly and
association. The Universal Declaration defined those rights inits

articles 19 and 20. Article 29 of the Universal Declaration limts the rights
to freedom of opinion and expression and to peaceful assenbly and associ ation
by neeting the just requirenments of norality, public order and the genera

wel fare in a denocratic society, not being contrary to the purposes and
principles of the United Nations, or inplying for any State, group or person
any right to engage in any activity or to performany act ained at the
destruction of any of the rights and freedons set forth herein.

36. Di ssem nati on of ideas of racist superiority or the non-prohibition of
organi zati on and propaganda activities which pronoted and incited racia
discrimnation were also contrary to article 1, paragraph 3, of the Charter of
the United Nations.

37. In article 4 of the Convention, the “due regard” cl ause nade no
reference to the provisions of the International Covenant on Civil and
Political Rights, as the latter was adopted by the CGeneral Assenbly a year
later. The Covenant translated into precise rules of international |awthe
principles of the Universal Declaration.

38. Articles 19 and 20 of the Covenant spelled out the right of freedom of
opi nion and expression and the pernissible limtations on the exercise of this
right. There were also provisions in article 21 on the right of peacefu
assenbly and limtations thereon corresponding to article 20 of the Universa
Decl ar ati on.

39. Reservations to or declarations of interpretation of article 4 of the
Convention had been made by sone 16 State parties, including Austria, France,
Germany, Iltaly, Switzerland and the United Kingdom They had stated that

| egi sl ative measures in the fields covered in subparagraphs (a), (b) and (c)
of that article were to be adopted only with “due regard” to freedom of
opi ni on and expression and freedom of peaceful assenbly and associ ation, and
to attain the end specified in the earlier part of article 4. But those
reservations failed to pay due regard to the limtations on the rights to the
freedons of expression and association in the Universal Declaration and the

I nternational Covenant. As for the declarations of interpretation of those
States parties, a nenber of CERD had noted that they did not constitute
reservations and had no | egal effect on the obligations under the Convention
of the States that nade them

40. The United States had nade nore far-reaching reservations, stating that
nothing in the Convention shall be deened to require or authorize |egislation
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or other action by the United States of Anerica inconpatible with the
Constitution, i.e. inconpatible with the extensive protections of individua
freedom of speech, expression and association contai ned therein.

41. The Human Rights Conmittee, in its decision concerning Comrunication

No. 104/1981 (J.R.T. and the WG Party v. Canada) held that article 19, which
protected freedom of speech, needed to be interpreted in the Iight of

article 20. A working paper presented to a United Nations sem nar on raci st
propaganda di ssem nated through conputer and el ectronic networks, held in
1996, noted that it was only in the United States, with its quasi-absol uti st
conception of freedom of speech, that the regulation of racist speech was held
to violate the constitutional right of free speech. Free speech was a
constitutional right in Canada and nmany European countries. Yet the highest
courts in those countries had held that provisions which prohibited racia
incitement and the dissem nation of racist ideas were reasonabl e and necessary
exceptions to the right of free speech. 1In 1989, for instance, the Canadi an
Suprene Court upheld Canada’s anti-hate speech |egislation. |Interpretation of
freedom of expression involved resort to the values and principles of a free
and denocratic society.

42. That conclusion was in line with the view of CERD, as well as nost of
the States parties to the Convention, that the right to freedom of expression
was not absolute but subject to certain limtations, i.e. those contained in

t he Universal Declaration and the International Covenant on Civil and
Political Rights, and that those limtations lay in the balance to be struck
between the obligations deriving fromarticle 4 of the Convention and the
protection of those fundanental freedons. CERD consistently rejected any
construction of “due regard” for freedom of expression as neutralizing the
obligation to prohibit and punish dissenination of ideas based on racia
superiority or hatred or incitenment to racial discrimnation or acts of

vi ol ence.

43. It was clear that fromthe juridical point of view, the provisions of
article 4 (a) and (b) of the Convention were mandatory rules of internationa
| aw that called for enforcenment through conpetent international tribunals and
other State institutions, as laid down in article 6. “Due regard” for the
rights to freedom of expression or to freedom of peaceful assembly and
associ ation could not be so construed as to justify failure to prohibit or
puni sh over the Internet dissem nation of ideas of racial superiority or
hatred and all other propaganda activities which pronoted and incited racia
di scrimnation or to recognize participation in organizations carrying out
such activities as an of fence puni shable by | aw, whether such sanctions were
to be applied by crinminal courts or administrative or regulatory bodi es was
arguably open to interpretation

44, Article 4 of the Convention was as nmuch applicable to the dissem nation
on the Internet of ideas of racial superiority or hatred and other racist
propaganda as it was to such offences and illegal acts in the press, radio,
tel evision or any other nedia.

45. VWhile an opinion on racial supremacy held by an individual or a group
m ght be an absolute right, once such an opinion was disseninated, it becane
an act or behaviour. That behaviour transgressed, just as an act of racia
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di scrimnation, national as well as international |aw, which called for |ega
penalties. Most State parties took this position. The case of the

United States was sui_generis because of the First Amendment whi ch guarant eed
virtual ly absolute freedom of speech

46. “Chat roonf talk on the Internet by persons holding racist convictions
could well lead to advocacy of ideas of racial supremacy. Participation in
such gatherings could thus be deened cul pabl e under article 4 (b) of the
Convention. The enforcenent of the provisions of article 4 and article 6 to
ensure renedies to, and reparation for any damage suffered by a victim of
raci st propaganda or racial discrimnation on the Internet, however, presented
some techni cal problens.

47. In the United States, anti-Semtic and raci st speech on the Internet was
protected by the First Amendnent guarantee of freedom of expression
Consequently, material that was treated as illegal in nobst other denocracies,

i ncludi ng raci st and defamatory statements, could be posted on the Internet in
the United States and, as a result, becone accessible to virtually everyone
around the gl obe, regardl ess of existing local |aws and norals. As the
Suprene Court had noted, while the “chat roonms” and Wb sites existed at fixed
geographical | ocations on the Internet, users could transmt and receive
messages Wi thout revealing anything about their identities, or indeed

di sgui si ng them

48. To what extent could denocratic Governments regulate the material that
passed through the Net? The Internet providers could, if they wi shed, refuse
service. They could also screen content with the aid of technol ogi es that
were evolving rapidly. The Econonmist, inits issue of 19 October 1996
stated: “Governnments need to force Internet service providers, many of which
will in future be big tel ephone conpanies, to take responsibility for what
they knowingly carry on their sites”

49. The aimwas to penalize raci st propaganda on the Internet, not pre-
censorship. That in no way inplied that racist propaganda should not al so be
dealt with by nonitoring and refutation. Miltiple strategies were called for
to counter racismand racial discrimnation on the Internet.

50. To draw a dividing line between what was to be permtted and what was to
be prohibited on the Internet, the relevant provisions of the Universa

Decl arati on and the Covenant, including limtations on the fundamental human
rights and freedons spelled out in them as well as the provisions of the
Convention, in particular its article 4 nust be taken into account.

F. Elenents relating to conduct and good practice for
| nt ernet - based nmaterials

51. At its 7th neeting, on 13 Novenber 1997, Ms. Maya Sooka presented her
paper on item 6. She said that the Association for Progressive Comunication
(APC) was a gl obal network of networks whose mission was to enmpower and
support organi zations, social novements and individuals through the use of

i nformati on and communi cati ons technol ogies, and to build strategic
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conmunities and initiatives for the purpose of maki ng neani ngful contributions
to human devel opnent, social justice, participatory denocracies and
sust ai nabl e soci eti es.

52. Questions on the effectiveness of a code of conduct for the Internet
were the foll ow ng:

Shoul d there be control and regulation of the Internet?

How woul d restrictions inpact on the right to freedom of opinion and
expressi on?

Is control technically feasible? And at what cost?
How woul d regul ati on be enforced and by whonf?

What resources woul d be necessary and shoul d these resources not be
directed where they would be nore effective in extending the use of and
access to the Internet?

How ef fective woul d regul ati on be, given the nature of the Internet?

Woul d there be any conflict with the right to privacy and freedom of
associ ati on?

What woul d be the geographical range or ranges of this regulation?

53. The APC recogni zed that information and comuni cati ons technol ogy had
the potential to facilitate rapid political, econom c and social change in the
under devel oped regions of the world. People using the APC networks were
involved in a range of sectors including human rights, peace, environnenta

i ssues and social justice. Menber networks of the APC used informtion
technol ogy to pronote a culture of tolerance and cultural diversity on the
Internet, to pronote freedom of expression and information, and to encourage
the publication of materials of historically disadvantaged comunities and the
production of progressive information

54. In order to enpower and build the capacity of user comunities who were
mar gi nal i zed by mai nstream I nternet devel opnments and in order to tap the ful
potential of information and conmuni cations technol ogy in devel opi ng regions,
sonme key issues needed to be addressed. Policy makers at the national and
international |evels should address the | ack and underdevel opment of basic
infrastructure in many regions, especially in Africa. There was an under-
representation of the South on the Internet and globally, there was gender
inequality in terns of access to and control of the Internet.

55. | ssues of race, racismand racial discrimnation on the Internet should
be seen in the broader social context. Disallowing racists a platformin
cyberspace was not going to eradicate racism d obal society would be better
served by a wider representation of culture, |anguages and vi ewpoints on the
Internet. The enornous resources that would be required to nonitor and

regul ate the Internet should instead be channelled into building capacity in
t hose regions which were | agging behind in information technol ogy
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infrastructure. There should be a comm tnment from Menber States to address
this inbalance in the access to information technol ogy between the North and
the South. The Internet should be used as a tool to conbat racism Racism
and racial discrimnation have existed for centuries, |long before the advent
of the Internet, and racismw |l only be eradicated through education and the
enpower nent of di senfranchi zed comunities.

56. At the 7th neeting, on 13 Novenber 1997, M. Anthony Rutkowski presented
his paper on item6. He noted that the sem nar had begun an initia
exploration of the nature of the application of the United Nations Declaration
on the Elimnation of All Forns of Racial Discrimnation to the Internet as
one of several applicable nedia that included, for exanple, voicemail and fax
distribution services on the telephony network infrastructure, and printed and
recorded nedia in the postal systemor transport infrastructures. A nmuch
better understandi ng was needed of the nature and degree of: (a) the
infrastructures; (b) the undesirable conduct and activities; and (c) the other
rel ated groups and actions. The Internet itself was largely irrelevant with
respect to undesirable conduct and activities, because it was only an
infrastructure. O concern rather were the activities thensel ves.

57. The Internet was an abstraction that allowed nmillions of networks and
tens of mllions of conputers to communicate independently. The end user was
both recipient and provider of information. This heterogeneous, autononous
network architecture prevented “internal” controls from being inposed.

58. Because of the technol ogi cal convergences taking place, future
activities of the Ofice of the H gh Comm ssioner for Human Ri ghts shoul d be
“medi a neutral” and consider all nedia and infrastructures, rather than just
the Internet. The Ofice, with a miniml investnent, could usefully enpl oy
these technol ogi es and existing private sector services to the benefit of its
own m Ssion

I11. SUWARY OF THE DEBATE
A Definitions

1. Identifying the |Internet

59. The principal characteristics of the Internet were identified by
the representative of the Organization for Econom c Cooperation and
Devel opnent (OECD) as follows. The Internet is:

(a) An enornmous network of networks;

(b) Decentralized - transm ssions were broadcast using nmultiple |inks
and different routes could be used so that information could be broadcast to a
nunber of |ocations instantaneously. There was no central control or
owner shi p;

(c) Owned by a variety of governnent and business interests;

(d) Sel f -governing and ran on protocols often established by academ cs
with no actual authority to do so;
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(e) A non-hi erarchical systemwhich allowed information to be
di ssem nated on a one-to-one or a one-to-many basis;

() Technol ogi cal ly extrenely conpl ex;

(9) Continual ly changi ng, especially at the technol ogical |evel

2. Benefits of the Internet

60. The representative of the OECD, as well as nany ot her del egates, drew
t he enornous benefits of the Internet to the attention of the sem nar. Sone
of these can be summuarized as follows. The Internet:

(a) Was fast, cheap and sinple to use;

(b) Had potential for new kinds of electronic conmerce and
consunpti on;

(c) Was a uni que nechani sm for accessing information which blurred the
di stinction between information providers and receivers;

(d) Was a great vehicle for the pronotion of and respect for cultura
diversity. The Internet enabled people fromall over the world to communicate
i nstantaneously. However, this also raised the potential for cultura
m sunder st andi ngs. For exanple, certain religious content will be contentious
and, if not treated delicately and respectfully, could result in disrespect
for cultural diversity;

(e) Had great potential for long-termbenefits in education, health
care, job creation and other areas;

() WAs seen by sonme as the great equalizer as it allowed individuals,
smal | businesses and NGOs to operate on the sane |evel as |larger entities.

3. I nternet users

61. A nmessage provider could broadcast privately to one or a nunber of

recei vers through a systemsuch as E-mail. Alternatively, the provider could
send a message by public broadcast. In that case, the nmessage woul d be open
to the world at |arge. Once the nessage was transmtted, anyone connected to
the Internet could choose to seek out and read the material. There were
several types of public uses available such as newsgroups, bulletin boards,
chat groups, Web pages and others. The content of nessages sent privately was
generally protected by national privacy |laws and was strictly confidenti al
Those nessages did not formthe basis for the seminar. Public broadcasts,
however, were open to all Internet users to read and were thus not protected
as confidential conmunications.
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B. International aspects
1. I nternational Convention for the Elinination of
All Fornms of Racial Discrimnihnation
62. The Chairman, along with nmany other participants at the sem nar, noted

t hat the purpose of the seminar was to deal with the obligations of States
under the provisions of the Convention, particularly its article 4. States
parties to the Convention were obliged to undertake neasures to eradicate
raci smand raci st propaganda. Consequently, States nust take measures to
eradi cate such material where it appeared on the Internet. The duties of

i ndi viduals set out in articles 28 and 29 should not be discounted in

consi dering the scope of the freedom of expression. The question of

regul ation of the Internet had to take into account the whole body of human
rights law. This would include giving due consideration to the right to
freedom of expression which appears in article 19 of the Internationa
Covenant on Civil and Political Rights.

63. The application by States parties of their obligations under the
Convention nust also be seen in light of their obligations under their
respective national constitutions. 1In the United States, the freedom of
expression was protected by the First Amendnent to the United States
Constitution. There was debate as to how to resolve the conflict between
States' obligations under the Convention and the right to freedom of
expression. The First Anendnent protected the freedom of expression unless it
anounted to an incitement to inmnent |awl ess action. The First Amendnent did
not protect speech which was prohibited under general |aw, for exanple
defamation or the tort of intentional infliction of enotional harm The

di stinction was that the general |law related to individuals and not groups.
Speech directed agai nst groups would be protected under the First Anendnent
unless it fell within one of the recognized exceptions. It could be argued
that hate speech anpunted to a provocation to |law ess action, if not in the
United States, at |east in other States.

64. Certainly, the right to freedom of expression, either constitutionally
or under the Covenant, was subject to limtations to protect public norals,
the public interest, public order or the rights of others. That should

i nclude the repression of crimnal acts, such as the dissenination of racist
pr opaganda.

65. The comrent was nade that although international law restricted certain
types of hate speech, it did not restrict all such speech. It was necessary
to I ook at the scope of permi ssible restrictions under international |aw.
Raci st propaganda which subverted the principles of the United Nations or
contravened fundanental human rights and freedons was not permni ssible.

Al t hough the Human Rights Committee had not clarified what type of
restrictions would be pernissible under the Covenant, it had indicated that it
woul d follow the jurisprudence of the European Court of Human Ri ghts, which
had adopted the doctrine known as the “margin of appreciation”. That |eft
sonme scope to national bodies to determ ne what material should be restricted
in order to protect public order and norals.
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66. It was noted that the Anmerican Convention on Human Rights and the
jurisprudence of the Inter-Anmerican Court should not be overl ooked as a source
for interpreting the provisions of the Covenant. The Inter-American Court’s
rulings upheld the freedom of expression in line with the rulings of the
United States Suprene Court. In the circunstance, there needed to be greater
study of the permissible restrictions on the right to freedom of expression
under international, regional and national |aws before any attenpt, nationally
or internationally, could be taken to prohibit racist propaganda on the
Internet. In particular, regulators should be assured that States woul d not
use their power to control the Internet to further their own politica

pur poses whil e abusing the fundanental rights of citizens to speak freely.

67. It was noted that consideration of the right to freedom of expression
was beyond the mandate of the seminar. Instead, the sem nar was neant to find
ways and neans to use the Internet responsibly in light of States’ obligations
under the Convention. As racismwas clearly illegal under article 4, the

sem nar should focus on ways of achieving a prohibition of racist propaganda
and racial discrimnation on the Internet. It was quite clear that the
Internet could and was being used irresponsibly. The sem nar should therefore
turn its attention to ways of | ocating and prosecuting the perpetrators of
raci st propaganda.

68. However, freedom of expression could not be discounted at such a

sem nar, despite its terms of reference. Al human rights had to be viewed
and bal anced in the context of other human rights and these were sometimes in
conpetition. At the sane tine, undue consideration should not be given to
United States law. The sem nar was concerned with international |aw and the
international rules of |aw were not those set down by the United States
Suprene Court. International |aws were generally to be considered as

conpl ementary to national |aws although there were, at tines, disputes. Many
years ago, the International Law Conm ssion stated that constitutional |aw
was not superior to the principles of international law. If there was a

di screpancy, a State could always hold a reservation to certain provisions of
an international convention. However, the fact that States held reservations
to provisions of international conventions could nmake the world s conm tnent
to human rights nerely a formal one.

69. Many countries, certainly nost Western European countries, had
crimnalized raci st hate speech and propaganda. The question for those States
was not how to bal ance freedom of expression with other obligations but howto
enforce the laws in existence. However, censorship by the State could lead to
repressive governnment. The freedom of expression was paranount and nust be
respected for denocracy to function effectively.

70. It was noted that human rights nust be seen as an integrated whole; an

i nternational protocol night therefore be necessary to determ ne whether
raci st propaganda appearing on the Internet was a crinme or should be protected
by the freedom of expression. Nevertheless, it would be unfortunate if the
freedom of expression were to be given precedence over the right to life.
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71. An NGO representative raised the question of whether international |aw
proscribed crimnal behaviour undertaken in another country and al so conmented
that international |law said nothing to inpinge upon the right to receive

i nformati on.

72. In the context of the debate on freedom of expression and internationa
control of the Internet, it was noted that the Internet did not exist when the
Convention and the Covenant were drafted. Governnents, nationally and
internationally, nust show that, while upholding the provisions of the
Covenant and the Convention, legislation regulating the Internet would conbat
t he problem of racism otherw se, there was no point in controls. There had
been no di scussion regarding the actual consequences of hate sites and the
effect of regulation on racist propaganda. The whol e debate therefore had
been based on specul ation. The conment was made, however, that the provisions
of international |aw applied to technol ogies even if they appeared after the
fornmul ati on of the relevant principles.

2. International neasures
73. A participant raised the follow ng questions to indicate sone of the
probl ems involved with regulation of the Internet. |[If someone were to

broadcast racist propaganda from for exanple, a satellite, and an
i nternational authority wi shed to prosecute:

(a) How woul d the action be comenced?
(b) What court woul d have jurisdiction?

(c) Wul d there be only one set of proceedings, or would they be
recommenced in each country in which the material appeared? Wuld it be
necessary to take into account the doctrine of double jeopardy which
prohi bited a defendant being tried twice for the sane of fence?

(d) How woul d the reprehensi bl e conduct be proved? Could the various
I nternet nessages be admitted into evidence?

(e) How woul d the author be identified?

(f) How woul d the matter be handl ed internationally? Wuld there be
cyber courts, cyber judges and cyber sl euths?

(9) Who woul d be sentenced? Wuld it sinply be the person responsible
for sending the nessage, or would it also be the service providers? |If the
service providers were al so prosecuted and sentenced, would they be
acconplices, or sonething else?

74. Many participants pointed out that their national parlianments had
undertaken nati onal nmeasures to prohibit racist material appearing on the
Internet but underlined the fact that the problem nust be tackled on an

i nternational level as well.

75. It was observed that if the European Union could regulate the driving of
lorries fromone nenber State to another, then surely the regional and
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i nternati onal organi zations could regulate the Internet by simlar agreenents.
However, national |laws prohibiting racist propaganda on the Internet could not
pursue crimnals to countries such as the United States, where the prohibited
speech was protected under the Constitution

76. The inmportance of international cooperation was enphasi zed t hroughout
the sem nar. The presentation on behalf of the OECD underlined the inherent
i nternational character of the network environment that carried negative
material onto the Internet. The fight against Internet crinme would continue
to be faced with the problemof territoriality.

77. It was suggested that it was necessary to | ook beyond human rights when
considering the regulation of the Internet and include other branches of the
law, for exanple intellectual property. The distribution and trade in content
on the Internet naturally had intellectual property inplications. The

regul ation of this flow of information was partly the work of the World
Intellectual Property Organization. Many underlined the necessity of pursuing
mul tiple strategies to conbat raci st propaganda appearing on the Internet.

78. Some war ned agai nst censorship and observed that during the present
century, nost massive discrinination has been conmmitted by States. For
exanpl e, Governments had censored the press. |If the freedom of expression on

the Internet was restricted, then people working agai nst States and for
freedom and denocracy woul d be prevented fromcarrying on their struggle.

3. Access

79. The Internet was referred to as the great denocratizer or the great
equal i zer - no matter how powerful or powerless message providers were, their
messages had as nmuch potential coverage as any other. That was di sputed,
however, throughout the seminar. It was recalled that certain sections of
society and certain regions of the world did not have access to the Internet;
sonme did not even have access to nore basic tel ecommunicati ons networks. For
those people, the existence of the Internet and their exclusion fromit
exacerbated al ready existing inequalities.

80. In response to the presentation of M. Jenkins, who specifically
addressed the problem of access, M. Lee argued that statistics did not
correspond with the argunent that certain groups were being alienated fromthe
Internet. The increased use of the Internet was occurring all over the world.
M. Jenki ns mai ntai ned, however, that the Internet was growing in a one-sided
way. His concern was that whol esal e nanagenent of information was closing -

I nternet conpani es were becom ng nore powerful and their control of software
was becoming tighter. Who those conpanies would give a voice to were matters
of production and control

81. It was noted with concern that there were many people currently

outside the Internet market. This would have to be addressed, or existing

i nequalities would be reproduced. A suggestion was nade that community
centres could be set up where people could have access to conmputers, thereby
facilitating equality of access. The United Nations could be a driving force
for such a programme, together with the United Nations Educational, Scientific
and Cul tural Organi zation and other international agencies. The sem nar
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shoul d not forget people living in rural and outlying regions; access to the
I nternet nust be given to everyone everywhere, all rights - economc, socia

and cultural, not only civil and political - nmust be respected.

82. M. Jenkins enphasi zed the need not only to increase Internet access to
non-white cultures in the world but also to increase materi al about non-white
cultures on the Internet. It was inportant to provide information about the

Internet through other nedia such as wirel ess conmuni cation, so that people
wi t hout access to the Internet could be nade aware of the Internet's potentia
and its relevance to their lives.

83. Ms. Sooka observed that when tal king about increasing Internet access to
the South, basic infrastructure such as tel ephone lines had to be provided
first, before a computer and nbdem Once these were achieved, southern
cultures could add a whol e new source of so far untapped material to the

I nternet.

84. However, the Internet was arguably being used to victinm ze indigenous
popul ati ons, who accounted for some 300-400 nillion people in the world. The
Internet was controlled by transnational conpani es who only gave indi genous
peopl es what the conpanies wanted to give. The indigenous popul ati ons had
been excluded fromthe comunity of nations. It was the responsibility of
States to realize how the Internet affected indigenous peoples and to act on
their behal f.

C. Regional neasures

85. The OECD undertook a study in February 1997 into “Approaches to content
on the Internet”. The presentation by Ms. Teresa Peters was a summary of a
draft report currently being prepared by the OECD. The report was not
restricted to considering the appearance of racismon the Internet, but was
nore broadly based to | ook at w der issues of all kinds of illegal, harnfu
and controversial content. The CECD believed that before specific solutions
coul d be suggested a conprehensive exam nation of issues nust be conpl eted,
but was more concerned with information-gathering, an overvi ew of issues
relating to content on the Internet, the collation of an inventory of

| egi sl ation, policy, practices and national approaches of OECD nenber States,
and an overview of private sector initiatives regarding the Internet. The
paper concluded with a sunmary of comron i ssues which Governnments took into
consi deration when drafting policy in this area.

86. According to the study, content issues nust be considered in the context
of the devel opnment of open infornmation and comruni cati on networks and the
enornous potential for econonmic growh and social devel opnent which they

of fered. Recognizing that such networks could be used in a harnful way,
Governments nust bal ance the concerns of public order and security with the
enornmous potential offered by information networks.

87. The representative of the Council of Europe, M. Rudiger Dossow,
outlined the work within the Council of Europe concerning the struggle against
raci sm and intol erance, the pronotion of the freedons of expression and

i nformation, and the inpact of new conmunication technol ogi es and services.
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88. In order that common standards night be developed in this field, it was
desirable to base the work of regulating the Internet on the various existing
i nternational human rights instruments and commtnments of States, and to
coordi nate the work undertaken in the various international forums, taking
account of their specific mandates, achievenents and expertise. Furthernore,
while the international comunity should pursue international |egal measures
in accordance with the existing international human rights comrtnents of
States, common policy guidelines for positive action at the international and
nati onal |evels, such as fostering public education and awareness and means of
public scrutiny over racist content, as well as voluntary or market-oriented
sel f-regul atory neasures by operators, providers and users, should not be
negl ect ed.

89. The future work of the Council of Europe in this field will be based on
the Decl aration and Action Plan adopted upon by the heads of State and
Government in Strasbourg in Cctober 1997 and the resolutions, declaration and
action plan to be adopted by the fifth European M nisterial Conference on Mass
Media Policy to take place in Geece in Decenber 1997.

D. National approaches

90. The representative of Sweden informed the sem nar that in October 1997,
t he Government of Sweden presented the Bill on Responsibility for Electronic

Noti ce-Boards. By “electronic notice-board” the proposed | aw nmeant a service
for electronic nediation of messages. A nessage could consist of text,

pi ctures, sound or any other information

91. The | aw woul d not apply to providers of networks or providers of other
connections for the transm ssion of nessages, nor to services protected by the
Freedom of Press Act or the Freedom of Expression Act or nessages intended
only for a certain receiver of a fixed group of receivers (e.g. electronic
mail).

92. A provider would be obliged to give the users of his service informtion
about his identity and to what extent incom ng nessages were available to

ot her users. The provider shall be sentenced to pay a fine if he
intentionally or through negligence did not give this information.

93. Provi ders woul d al so be obliged to renpve or otherw se prevent continued
di ssem nation of certain categories of nessages fromtheir services, for
exanple if an incom ng nmessage obviously fell under the provisions in the
Crimnal Code that deal with incitement to crimnal acts, vilification of
groups of people, child pornography or the unlawful depiction of violence;
nmessages that obviously fell under the Copyright Law were al so included.

94. According to the proposed |law, the service supplier shall, in order to
be able to fulfil his obligation to stop dissenination, have a reasonabl e
supervi sion over his service, taking into consideration the scale and the aim
of his service. |If the provider, intentionally or through gross negligence,
did not prevent further dissem nation of a nmessage belonging to the categories
menti oned above, he shall be sentenced to pay a fine or to inprisonnent of not
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nore than six nmonths or, if the crime was serious, not nore than two years.
This would not apply if the provider could be sentenced under the Crim nal
Code or the Copyright Law

95. Comput ers and ot her equi pment could be confiscated if called for in
order to prevent crine or for other special reasons.

96. The | aw was proposed to cone into force on 1 May 1998.

97. In Sweden, censorship before publication was not allowed and the
proposed | aw woul d not introduce the practice. Actions concerning crimna
speech in el ectronic notice-boards would only be prosecuted after publication
as was the case with books, filnms and other traditional nedia.

98. Provi ders of el ectronic notice-boards were not as a rule obliged to
screen all incom ng nessages but if a provider was informed that he was
assisting dissem nation of the nmentioned categories of crimnal speech, he
must act to prevent further dissem nation

99. Sweden did not support the idea of prior censorship. Sweden was a

i beral denmocracy and upheld the right of freedom of expression. But part of
liberalismwas protecting the weak and minorities in society. Wthout a
doubt, racist speech affected the Iife of racial mnorities. It was therefore
a crime to use such speech in Sweden. This extended to providers where that
provi der was aware that racist speech was being broadcast over the Internet.
Liability under the |egislation was not strict. The provider nust have had
know edge of the content.

100. Questioned about how it was possible for an Internet Service Provider
(I'SP) to know whether material was legal, or even if certain material was
bei ng broadcast, the representative replied that under Swedish |aw, the ISP
woul d be obliged to take action only when he or she had know edge of the

of fensi ve conduct. Mst cases in Sweden concerned underground servers. |t
was unlawful, for exanple, for underground servers to invite racist novenents
to broadcast.

101. Ms. Guznman identified as one of the main problens facing the

i mpl enentati on of national measures that the hate sites keep nmoving and
continue noving as soon as the authorities detected them |Internationa
cooperation was inportant in that regard, especially between police.

102. M. Lee asked what woul d happen in the case of an ISP providing an
E-mai|l service. The representative replied that the legislation did not apply
to private transnissions. The ISP would be forbidden to access the E-nai
nmessages because of the privacy |laws, and a governnent authority would need a
court order before access could be given. If an ISP was held liable for the
content on the server, then E-nmil content al so woul d become contentious.
Wil e sone services might give thenselves away by their nanes, this was
generally not the case.

103. Ms. Guznman described an initiative of the Canadi an Human Ri ghts
Commi ssi on, which had convened to hear conplaints against specific Internet
Websites. According to a press release issued by the Commr ssion on
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3 Cctober 1997, this was the first time a human rights tribunal considered
conpl aints of hate messages on the Internet. The Toronto Mayor's Comrittee on
Comunity and Race Rel ations and Sabina Citron, of Toronto, had filed

conpl aints against M. Ernst Zundel, alleging that material found on his
Website was anti-Semtic. The Conmission's |awer maintained that if the
victimof hate was a Canadian citizen, then it could be considered a violation
of Canada's Human Rights Act. The lawer for M. Zundel said the Website was
run by an Anerican citizen and argued that the tribunal did not have the right
to rule on Website content. He believed that the Canadi an authorities had
jurisdiction over the tel ephone system but not the Internet. A |lawer for
B'nai Brith said that it was a groundbreaki ng case expl oring uncharted
territory; he saw no reason why Canadi an | aw could not be applied to this new
form of communi cati on.

104. The prosecution of hate speech crinmes on the Internet could be
problematic. One problemwas the identification of the defendant. An
Internet user could play a nunber of roles at any one tine. The user could
recei ve a message but mght then rebroadcast it to others and so be the
receiver and the provider at the same tine. A user might be sent an
unsolicited nmessage. The responsibility of a provider changed with the role
that was being played. The question becane: How rmuch control did the

provi der have over the nessage his or her service was providing? It was
necessary to consi der whether the authors of hate speech nmessages were to be
subject to crimnal or civil prosecution. M. Rutkowski observed that as the
t echnol ogy changed, new roles for service providers and users were being
constantly created.

105. If providers were to be held liable under national |egislation for the
content on their services, the provider would have to nmonitor materia
constantly. This would be both onerous and expensive. The address of a
newsgroup, for exanple, did not always indicate that the site is racist;
raci st propaganda could be found on sites conpletely unrelated to racism
Once a provider discovered hate speech on a site, it was not always clear
whet her the material was provided for reasons of propagating racism or
fighting it, as was the case with a journalist who had broadcast hate speech
as part of a piece of investigative journalism

106. The OECD representative indicated the inportance of recognizing the

di fference between content which was illegal and information which was harnfu
or controversial. Generally, illegal content referred to any transm ssion
which was contrary to law. That definition becane difficult to maintain in
the international context where there were often di screpanci es between | aws.
The OECD study defined illegal content as content contrary to civil or
crimnal law. This included sexually explicit, abusive, seditious, terrorist
or hate material or comunication of false, nisleading or fraudulent material
Harnful content was content considered detrinental, particularly to children
Har nful content was reflected in community and cultural standards, and
internationally these are not always held in conmon. Further, there was a
grey area in the international contest where certain content which m ght be
considered illegal or harnful under sonme national |aws was not under others.

107. Another problemwas actually locating the author of a message, which was
not al ways possible. M. Guzman had been sent death threats over the |Internet
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in the United Ki ngdom when working on a project concerning Northern Irel and.
When approached, Scotland Yard said it was not possible to trace the origin of
the threats. M. Rutkowski noted that even if one could |ocate the address of
a nmessage, it was not always possible to |ocate the author physically.

E. Technical solutions

1. Filtering and bl ocking

108. The CECD representative introduced sone aspects of filtering
technol ogi es which could be used to bl ock unwanted content on the Internet.
Filtering technol ogy provided nechani snms for creating “labels” which indicated
speci fic aspects about content. The content was read by filtering software
whi ch gave information about the content at a specific date. Users could
choose what type of content would be bl ocked. Another nethod was for software
conpanies to create lists of sites according to taste. Filtering technol ogy
was particularly useful for parents who wi shed to have some influence over the
content viewed by their children

109. Acriticismof filtering using software was that artificial intelligence
was judgi ng what material was suitable for the user. Consequently, there was
great roomfor error. For exanple, a site for breast cancer had been

consi dered pornographic. Filtering m ght therefore restrict legitimte
material as well as unwanted material. Also, using conputer software to bl ock
or filter access to certain material adds nothing to the fight against racism
It nerely nmakes minorities |ock thenselves in by filtering out information

whi ch was being freely dissen nated el sewhere.

110. According to a report of the Australian Broadcasting Authority (ABA),
entitled “lInvestigation into the Content of On-Line Services”, many producers
of filter software felt that the software, conbined with parental supervision
coul d address concerns about the protection of children. The ABA was of the
view that existing filter software could provide parents and ot her supervisors
with a degree of control over children's use of online services. However,
filter software could also restrict access to valuable materi al

2. Tagging and labelling

111. According to M. Jenkins, tagging was a nethod of identifying sites in
order to rate them An electronic signal would come up on the screen

i ndicating the type of content on a particular site before the site was opened
or a nessage read.

112. In response to the question of who would do the labelling, M. Jenkins
suggested that it should be the business of the Human Ri ghts Comm ssion

Al ternatively, he suggested that a panel of experts could be appointed. At
the nonent, the systemwas being run by the Internet conpanies thensel ves and,
in the opinion of M. Jenkins, the systemwas flawed. It was noted that

al though it would be an enornous anount of work to |label all the sites on the
Internet, it should be the business of the United Nations human rights system
as opposed to private organi zations, to supervise the system by establishing a
central authority involving a balanced participation of Governnents and

i ndi vi dual s.
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113. There are currently organi zati ons which nonitor content for reasons
ot her than labelling. To nonitor the whole Internet would require enornous
resources, but the use of search engines would keep the costs to a m ni num

114. One problemwith a | abelling systemwas identified by M. Rutkowski, who
noted that maintaining a system of |abelling was problematic as peopl e updat ed
their sites continually. If Governnents got involved in a system of

| abelling, there was a risk of censorship. M. Lee was particularly opposed
to the establishnent of a labelling systemby the State.

115. Leaving regulation of the Internet to private industry was not w thout
its problems. The State was better equipped to deal with such things as
racism While labelling and filtering were clearly possible ways to prohibit
raci st propaganda, international cooperation was mandatory if they were to
succeed.

3. Anonymity

116. One way to help prevent racist propaganda on the Internet would be to

i ntroduce a system of mandatory signatures which would identify the origin of
messages. A nunber of countries were |ooking at this type of system the nost
likely being the establishnent of a system of domain nanes which woul d have to

be registered with a public authority, like tel ephone nunbers. A problemwth
domai n nanes woul d be that a user could forward a nmessage to another site and
send it fromthere. |In this way, national |aws could be circunvented as the

message woul d seemto be comi ng from another, innocent user

117. Caution was urged with regard to restricting the use of anonymity on the
Internet. 1In sone countries, the anonymity of the Internet was the only way
to criticize the Governnent. |f that anonynmity were | ost, Governments could
trace dissidents and restrict their freedom of expression

118. M. Reitinger noted that any nove to restrict anonymty woul d have
constitutional inplications in the United States and m ght be contrary to
privacy legislation in other States.

4., Genera

119. It was generally agreed that it was essential to understand the
technol ogy of the Internet before any decision was made if and how to regul ate
it. M. Lee pointed out that the eneny was racismon the Internet, not the
Internet itself, and he warned agai nst fearing technol ogy.

120. M. Shahi, however, noted that although it was inmportant to address the
techni cal aspects of the Internet, its social aspects should not be ignored.
He suggested that racismon the Internet could affect the friendly rel ations
between States. It was the job of the United Nations to maintain those
friendly relations in spite of technical difficulties.

121. M. Rutkowski questioned the relevance of friendly relations between
States with regard to raci st propaganda on the Internet. M. Reitinger
menti oned that as the Internet all owed unprecedented comruni cati on between
people, it could only inprove relations between nations.
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122. The mejority of the participants accepted that national and
international |laws had to be applied consistently and the nature of the
Internet as a nedium should not alter this, even if technol ogy made the task
difficult. However, the nature of the nmediumdid affect the approaches that
shoul d be taken to prohibit racial propaganda. |In prohibiting racist speech
ot her voices mght suffer: the sane tools used to prohibit racismon the
Internet mght be used by a totalitarian Government to block or contro

di ssenting speech.

F. Education

123. Education could be focused on users, especially children. Internet
education should be taken to schools so that children could be educated about
racismand its effects. The Internet could be used as a tool for the
advancenent of social justice throughout the world and also as a neans to
understand cul tural diversity. M. Guzman noted that children all over the
worl d could comuni cate and | earn about cultures different fromtheir own.
Education was inportant as it would encourage individual enpowernent through
free expression. Banning racist propaganda m ght detract fromthis.

124. Education agai nst raci smshould be pronpted as it was an option which
was i medi ately enforceabl e, whereas the other options discussed would al
take a consi derable anmount of tine to inplenent.

125. Both the representative of the OECD and the representative of the
Counci | of Europe were very supportive of the inplenmentation of education
programes. The former noted that there was strong concern in OECD countries
that users should be enpowered with tools to protect thenselves from unwant ed
content and that excessive governnent influence should be avoided in relation
to the Internet. Technical solutions and education would allow the free flow
of information on the Internet to continue. The OECD report observed that
education was highlighted by nost national nmeasures. Education referred not
only to an understandi ng of content issues, but also to computer literacy
general ly. Education at the national |evel could include measures such as:

(a) Rai si ng public awareness about Internet content and the Internet
general ly;

(b) The promotion of responsible use of the Internet;

(c) Educating users in ways to protect thenselves fromillegal
harnful or controversial content;

(d) Educating users in relation to the I egal franmework of the
I nternet,;

(e) Educati ng system operators so as to prevent illega
comuni cat i ons;

(f) Advi si ng policy nakers.
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126. The ABA report commented that parents and carers would play an inmportant
role in managi ng the use of online services by children. The ABA was
encouraged by research that confirned the positive supervisory role that
parents played in relation to electronic nmedia. Progress had been nmade in the
educational sector to ensure that children benefited fromthe introduction of
online services, including the inplenentation of effective strategies for
limting access to controversial material. Parents also wanted their children
to benefit fromonline services, but mght not be well infornmed about the
technol ogy. The ABA recomended a conmunity educati on campaign to support
those responsible for children's use of online services.

127. Ms. Guzman enphasi zed the inportance of the Internet as a tool of the
human rights community. There were sone 150 groups working on raci sm and

rel ated i ssues such as migration and children’s rights. Those groups were

i mportant in informng the human rights conmunity about current issues as well
as informng the public generally about human rights.

128. M. Jenkins underlined the inportance of a United Nations Wbsite as a
tool for education. The representative of the Departnment of Public

I nformati on expl ained that the Departnent had already established a pil ot

proj ect which had been visited by over 5 million users in sonme 120 countri es.
The inportance of providing the service in | anguages other than English was
rai sed. The representative of the Departnment noted that the Website was al so
in French and woul d shortly be provided in Spanish. The Wbsite included a
ot of information on racial discrimnation as well as: the full text of
docunents of United Nations organizations; daily press releases; the full text
of treaties; and United Nations reports. A search for “racial discrimnation”
on the Website would i mredi ately conme up with some 400 docunents.

129. M. Jenkins al so suggested the possibility of establishing a

United Nations advocacy centre which could receive conplaints about racist
propaganda appearing on the Internet. The Centre would al so have an educative
role. A representative of OHCHR noted that the OHCHR Website al ready
cont ai ned informati on about United Nations conplaints procedures.

130. Several participants stressed that education should not be seen as an
alternative to enforcing legislation: the two were conplementary. The
proportion of hate sites to beneficial material on the Internet was very
slight, but denocratic standards nust be upheld and educati on and enforcenment
of legislation were the nmeans to achieve this. No matter how small the nunber
of hate sites on the Internet was, they nmust be conbat ed.

G Self-requlation and a code of conduct

131. The establishment of a code of conduct for service providers and users
had been considered by sonme countries as a measure to allow self-regul ation of
the Internet and to prevent the transm ssion of controversial material

132. On the international |evel, the question whether a code of conduct would
actually help in the fight against racismwas raised. Wo would draft the
code? How would it be established? How would its |egitinmcy be enforced?
Further, would the code be for all users or just |SPs?
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133. It would not be advisable for the State to get involved in drafting a
code of conduct. In nost countries, racist propaganda was outlawed and it was

therefore difficult to see the relevance of a code of conduct to those
transm ssions; the prosecution of crimnals should be targeted, not the
I nternet.

134. The representative of the |ITU suggested that the I TU shoul d have the
task of establishing a code of conduct as it was an intergovernmenta

organi zati on whi ch had successfully brought together the public and private
sectors before. M. Rutkowski warned against letting a technical organization
deal with economc policy and jurisdictional issues. The ITU representative
responded that the I TU was not a static organization and the nenber States of
the agency coul d decide on its appropriate functions.

135. One participant suggested that a panel of experts should draft a code
of conduct. They would have to be chosen with caution, and States which
restricted the freedom of expression of its citizens should not be invol ved.

136. It was queried whether the code would have a legal or ethical character
or a conbination of the two. The issue was not nmerely a technical one; it was
al so a question of political will. A code of conduct could be drawn up and
put before the Conm ssion on Human Rights. It was suggested, however, that an
alternative to a code of conduct would be the enforcenment of existing nationa
and international |aws.

H. Financial inplications

137. Regul ation of the Internet would be costly, both in terns of tinme and
resources. This raised the question of whether it was possible. Mny
participants agreed with M. Shahi that States had obligati ons under the
Convention which they had to observe, however costly, and that it was not up
to ISPs to make a stand.

138. Several participants warned that the funding crisis at the

United Nations would restrict nmeasures that the United Nations could take.

For exanple, M. Jenkins' s suggestions for expanding the United Nations
Website or for a United Nations advocacy centre woul d need additional funding.
The current DPI Website had been achi eved without funding as it was considered
only as a project and not an official activity.

139. M. Jenkins suggested that funding could be sought fromthe private
sector. |SPs could pay a percentage of their profits to support projects that
fought racismor increased access to the Internet for under-serviced regions.
Simlarly, educational, religious and philanthropic societies had
responsibilities to set up such programres. Another avenue would be to seek
funding for projects inproving access to the Internet fromthe comercia
wor |l d generally which would only benefit fromincreased access to the

I nternet.

140. When it canme to funding, certain strategies for the Internet nust be
gi ven precedence over others. The question nust be asked whether it would be
better to spend noney on establishing a code of conduct or inproving access to
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the Internet to regions which needed it. |If enforcing |egislation was costly,
then laws would be difficult to follow up with prosecutions. The |aws woul d
therefore be applied arbitrarily.

141. Some participants held that raci st propaganda on the Internet was

m nimal, and the anmounts necessary to fight it were conpletely out of
proportion to its effects. This was strongly refuted by others. Enforcenent
of crimnal |laws was not about the quantity of the material but about the
quality. Even one site with hate material could have highly detrinmenta
effects on the conmmunity.

I. The effects of excessive contro

142. Many participants warned that excessive control of the Internet could
damage its potential for good. The ITU representative noted that although he
was agai nst raci st propaganda on the Internet, participants at the sem nar
shoul d bear in mnd the enornous positive contributions of the Internet and
tel ecomruni cations. Simlarly, the representative of the OECD stated that
there was a recognition and a great concern anong its nmenber States regarding
negative material on the Internet, but that the benefits of the Internet far
out wei ghed the inpact of the negative material. The negative aspects had to
be put into the context of the enornous possibilities for econonm c and socia
devel opnent made possible by the Internet.

143. The capacity of the Internet as an exceptional tool for distance
| earni ng was enphasi zed. Over-regulation could detract fromits use in this
ar ea.

144. The purpose of the sem nar had been to talk about racismon the |Internet
and the application of the provisions of the Convention in that context; it
was not concerned with the potential of the Internet in the area of

i nternational commerce. The question before the sem nar was really what
shoul d be done about the negative material on the Internet. It was noted that
t he hi ghest inportance should be attached to respect for human rights. No
doubt there were enornmous benefits to be derived fromthe Internet, but the

I nternet had been around for only 10 years. It is not too late to correct

m st akes al ready nade and to maintain commitnent to the principles and
provi si ons of the Conventi on.

V. CONCLUSI ONS AND RECOMVENDATI ONS OF THE SEM NAR
145. The sem nar deeply regrets and strongly condemms the Internet being used
by sone groups and persons to pronpte racist and hate speech in violation of

i nternational | aw

Proposal to establish an intergovernnental working group

146. It was suggested that an open-ended intergovernnmental working group be
established to draft guidelines for the ethical use of the Internet. This
woul d lead to the establishnent of an intergovernnmental group of experts which
woul d use the working group's findings as the basis of its work to establish a
set of guidelines for the Internet. Prior to this, the Comr ssion on Human

Ri ghts shoul d expressly define the status and the mandate of the group
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147. In the event of the Comm ssion establishing such a working group
consi deration should be given to the inclusion of representatives of human
ri ghts organi zations, bodies, mechani snms and technical experts.

Establi shnent of a consultative group

148. Due to the conmplexity of the role of Internet, it was suggested that the
Conmi ssion on Human Ri ghts consider the creation of a consultative group with
a viewto preparing a report in the framework of the Wbrld Conference on
Raci sm and Raci al Discrimnation, Xenophobia and Rel ated Intol erance. This
consul tative group should work in consultation with non-government al

or gani zati ons.

Code of conduct

149. The sem nar discussed the formulation of a code of conduct for Internet
users and service providers. It was noted that in order to establish the
legitimacy of the code, it would be necessary first to clarify:

(a) Who woul d establish the code;

(b) How t he code woul d be established.
150. A code of conduct could either be drawn up by private industry, and
woul d be the subject of community consultation and eventual registration with
a public body, or by a drafting conmttee including official representatives
of States, provided they do not restrict the freedom of expression of its
citizens, or finally by a centre under the auspices of the United Nations.

Strengthening the United Nations Internet Wbsites

151. The United Nations Websites, particularly that of the Ofice of the High
Conmi ssi oner for Human Rights, should be used as a vehicle for aiding under-
resourced popul ations (which, it was noted, are usually non-white popul ati ons)
t hrough education in human rights. However, the representatives of the
Department of Public Information and the Office of the H gh Conmi ssioner for
Human Ri ghts submitted that any proposal regarding the United Nations Wbsites
shoul d i nclude a recomendati on regardi ng funding for additional activities.

Anonynpus and unaut henticated Internet comunications

152. It was proposed that all Internet conmunications indicate their source
so that users could not anonynously distribute racist propaganda.

153. Al though the inportance of accountability in fighting raci smwas not ed,
concerns were raised about this proposal, including risks for privacy, free
expression and human rights activity.
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Tagging and filtering

154. There was a debate in relation to the use of the characterization of
content on the Internet, known as tagging, and the bl ocking or challenging of
content, known as filtering, as a neans for preventing or restricting racist
propaganda on the Internet.

Action to be taken by the Conmmittee on the Elim nation Racial Discrimnation

155. The sem nar recommended that CERD, in examining States parties' reports,
shoul d i nclude references to the Internet.

Education
156. The sem nar recommended that the Internet should be used as an educative
tool to conbat racist propaganda, prevent racist doctrines and practices and

pronot e nutual understandi ng.

VWays of increasing access to the Internet for under-resourced areas should be
pr onot ed

157. The seminar recommended that the relevant United Nations bodies and
speci al i zed agencies and international and non-governnent organi sations
address the issue of access to the Internet within and anong nations.

The role of existing national crininal |aw

158. Existing national crimnal |aws established to fight racismand racia
di scrimnation shoul d be anended where necessary so as to apply to the
Internet. This would include the prosecution of Internet service providers
where that was possi bl e under those | aws.

Fi nal renmarks

159. The semi nar recommended that States Menbers of the United Nations
continue their cooperation and establish international juridical neasures in
conpliance with their obligations under international |aw, especially the
International Conmttee for the Elinmnation of Racial Discrimnation to
prohibit racismon the Internet while respecting individual rights such as
freedom of speech. This would be an inportant contribution to preparations
for the Wrld Conference on Raci smand Racial Discrimnation, Xenophobia and
Rel ated I ntol erance.
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